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Abstract. In order to get a better chaotic sequence which not only is safer for im-
age encryption but also avoids the complex hardware structure of producing the chaotic
sequence, a new method of obtaining a best unary polynomial (for shot BUP) has been
studied out in this paper. BUP can make a chaotic sequence more complicated and more
suited for encrypting image. Based on Chua’s system, the working principle and process
of obtaining a BUP are given, and the characteristics of the chaotic sequence trans-
formed by the BUP are analyzed. Then the experiments that an image is encrypted by
the sequence before and after the BUP transformation are conducted. The results of
experiments demonstrate that the sequence transformed by the BUP not only has better
characteristics and greater security but also enlarges the key space of image encryption.
Keywords: Best unary polynomial, Transformation, Chaotic sequence, Image encryp-
tion

1. Introduction. Since chaos is sensitive to parameters and initial values and owns good
randomness, it is very applicable for the image encryption. People have researched a lot
of chaotic systems [1-3] and chaos encryption methods [4-6]. With the improvement of the
deciphering techniques and the difficulties of finding out a new chaotic system, it is urgent
to research some new methods which can make existing chaotic systems produce better
characteristics and more kinds of the chaotic sequences for image encryption. Due to the
sensitivity of chaos and very short cycle windows in the chaotic area, the chaotic sequence
may be easy in a degradation state or weak chaotic state, influences encryption effect,
even cannot encrypt image. In order to make chaos stronger and avoid degeneration,
[7] puts forward a new method of unary polynomial transformation (UPT) chaos for
chaotic image encryption, which is not only very easy to realize but also can greatly
improve chaos characteristics without changing the original chaotic system. Although
it has proved the effectiveness of UPT from many ways, it only chooses a simple unary
polynomial x2 + x3 among a variety of unary polynomials for researching on the effect
of UPT image encryption, and has not researched which the unary polynomials used
for transforming chaos can be more suitable for encryption. Since UPT can not only
improve chaos characteristics and make encryption safer, but also under different limit
conditions, there are the different unary polynomials which can produce many different
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kinds of chaotic sequences with better characteristics, it is necessary to be further studied
which kind of unary polynomials would be the best for making chaos more complex and
safer for encryption. In order to make the chaos more complex and hardware circuit
structure relatively simple, a method of getting a best unary polynomial (for shot BUP)
is proposed in this paper. Since Lyapunov Exponent (LE) is an important index to
quantitatively measure the complexity of chaos, the maximum Lyapunov Exponent [8]
is used to study and determine a BUP by the simulation experiment. Firstly, Chapter
two in this paper presents the principle and process of obtaining a BUP in detail. Then
chapter three analyzes the characteristics of chaotic sequence transformed by the BUP.
Furthermore image encryption and decryption experiments are conducted by the chaotic
sequence before and after BUP transformation in chapter four. Finally, conclusions are
given in chapter five.

2. Principle of Obtaining a BUP. Since Chua’s system is a typical chaotic system [9],
it is chosen as the chaotic signal source to produce the chaotic sequence for experiments.
Its state equation is normalized into: x·

·
y
·
z

 =

 −α α 0
1 −1 1
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0
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Where h(x) = m1x + 1
2

(m0 −m1) (|x+ 1| − |x− 1|). A number of experiments have
showed that when (1) satisfies

α = 10, β = 14.87, m0 = −0.27, m1 = 0.32, x(0) = 0.2, y(0) = 0.2, z(0) = 0.2 (2)

Chua’s system is in chaos. We choose its x as the output terminal of a chaotic sequence
to study the validity of proposed method in the paper.

Lyapunov Exponent (LE) is an important index to quantitatively measure the com-
plexity of chaos. When LE is positive, it indicates that system is in chaos. The bigger
LE is, the more complex chaos is. Since the main purpose of using the BUP to trans-
form chaotic sequence is to increase the complexity of chaotic sequence, we use Lyapunov
Exponent experiment to find out the BUP, and its process is shown below.

The maximum LE is:

LE = lim
n→∞

1

n

n∑
i=1

ln
di
d0

(3)

Where di is Euclidean distance between points in chaotic system; d0 is Euclidean dis-
tance between initial value points in chaotic system. In Matlab simulation environment,
ode45 is used to numerically solve Chua’s system (1). In order to consider the influence
of simulation integral interval τ , (3) is rewritten as follows:

LE = lim
n→∞

1

nτ

n∑
i=1

log(
di
d0

) (4)

The chaos will be more complex after being transformed by an appropriate unary
polynomial. Therefore, the following will study how to get a best unary polynomial. The
general form of a unary polynomial is:

p(x) =

q∑
i=0

gix
i (5)
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Where q is positive integer, gi is the coefficients in the unary polynomial. Since (5) has
q + 1 independent coefficients and qth power, it is quite hard to analyze (5). In order to
not lose the generality of the unary polynomials (5), it is changed as follows:

p(x) = (ax+ b)m (6)

Where a and b are coefficients, m is exponent. They make sure that (6) not only retains
each term in unary polynomial (5) but also reduces uncertain coefficients to two, when
(6) is expanded.

In the actual design of the polynomial hardware circuit, it is clear that the bigger the
power of a polynomial is, the huger the structure of the hardware is, and the more complex
the process is, because the bigger power may easily lead to a very large or very small
calculated value. But if the digits of each coefficient are limited, the hardware structure
and the process do not have big impact. In order to determine m , firstly, let both a and
b in (6) equal to 1, and the range of m in (6) is chosen as {m |1 ≤ m ≤ 20,m ∈ N+}.
Then the influence of coefficients is going to discuss later. According to (4), the LE
corresponding to (6) in different m can be calculated. As we know, LE can be used
to quantitatively determine the complexity of chaos, the best value of m in (6) can be
determined. The relationship diagram between m in (6) and LE of Chua’s chaotic x after
transforming with (x+ 1)m is shown in Figure 1.

When m < 16, although m is increased, LE is decreased instead, as shown in Figure 1.
Therefore, it is not necessary to use m < 16 in (6), which can save the hardware resource.

Figure 1. The m-LE relationship diagram for a = b = 1 and 1 ≤ m ≤ 20

On the basis of above analysis, the m of (6) is determined as {m |1 ≤ m ≤ 16,m ∈ N+}.
It is clear that there are two undetermined coefficients a and b in (6). Firstly, one coef-
ficient is fixed and the influence of the other coefficient will be analyzed on LE. After
that, go back to analyze the opposite case in this way. Therefore, the complexity of chaos
after UPT can be directly obtained.

2.1. Case 1. Assume that b in (6) is equal to 1, and only think about the LE changed
condition when the range of values for a and m are {a |1 ≤ a ≤ 9, a ∈ N+} respec-
tively. According to the simulation calculation results of LE, the changing relationship
curve among m, a and LE is shown in Figure 2(a). In this figure, the maximum LE is
0.7695 corresponding to a = 2 and m = 8, which chaotic motions are the most complex.
Therefore, (6) is determined and the unary polynomial becomes:

p(x) = (2x+ 1)8 (7)
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2.2. Case 2. Assume that a in (6) is equal to 1 and only think about the changed
conditions of LE when the range of values for b and m are {b |1 ≤ b ≤ 9, b ∈ N+} and
{m |1 ≤ m ≤ 16,m ∈ N+} respectively. The calculation results of LE are shown in
Figure 2(b).

Clearly, as shown in the Figure 2(b), the maximum LE is 0.8236 corresponding to b=2
and m=14, then the unary polynomial is changed into:

p(x) = (x+ 2)14 (8)

Comparing (8) with (7), it can be seen that when the power m increases by 6, but LE
only increases by 0.0541. Comprehensively considering main factors such as hardware
scale and signal process, the BUP is chosen as (7).

(a) (b)

Figure 2. The LE relationship curve:(a)a-m-LE curve,(b)b-m-LE curve

3. Analysis of Chaos Sequence Transformed by BUP. Chua’s system (1) is dis-
cretized by fourth-order Runge-kutta iteration, which initial conditions are (2), iterative
step h=0.05, and iterations n=75536. During initial stage of iteration, (1) can not enter
chaos immediately. Therefore, the first 10000 points produced by variable x in (1) are
discarded, the chaotic sequence x(n) is gotten. Then a cipher sequence p(n) is obtained
by using the BUP (7) to transform x(n). But can p(n) satisfy the randomness? This
question determines whether p(n) is suitable for image encryption, because the security
of image encryption in the form of sequential cipher relies mostly on the randomness of
cipher sequence. For this reason, the followings respectively from two angles of autocorre-
lation and randomness test analyze the randomness of the chaotic sequence transformed
by the BUP.

3.1. Autocorrelation of Chaotic Sequence Transformed By BUP. According to
the definition of autocorrelation:

R(n) =
∞∑

j=−∞

x(j)x(j − n) (9)

In the Matlab environment, the autocorrelation function of the sequence p(n) can be
realized by programming, as shown in Figure 3.

Obviously, the autocorrelation of the sequence p(n) is a two-valued function. When n
is zero, the correlation to its own is 1; When n is the value of any other sequences, R(n)
are almost zero. It shows that any two of sequence value are uncorrelated, which satisfies
the characteristic of a random sequence autocorrelation.
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Figure 3. The autocorrelation of p(n)

3.2. Randomness test of chaotic sequence transformed by BUP. Randomness of
two-valued sequence in the mathematical statistic is reflected mainly in frequency test,
sequential test and run test. In order to find out whether p(n) satisfies the statistical
property of random sequence, 40000 points are extracted from the 20000th point of p(n)
and quantified into binary sequence p(k), then the above three aspects are conducted as
follows.

1. Frequency test is used to determine whether the number of 0 and 1 in the sequence
p(k) are essentially equal. Since the total number of samples is N=40000, if the number
of 0 and 1 appeared in p(k) are equal, the number of 0 and 1 should be all equal to 20000.
After statistical analysis to quantized sequence p(k), its results show that the number of
0 and 1 appeared in p(k) respectively are N0 = 19998 and N1 = 20002. In this case,
a hypothesis test to the fluctuation in p(k) should be carried on. x2 hypothesis test is
carried on as follow:

x2 = (N0 −N1)
2/N = 0.0001 (10)

x2 distribution table shows that the x2 is 3.841 and significant level is 0.05 [10]. It is
clearly seen that p(k) can pass hypothesis test.

2. Sequential test is used to determine whether the transition state probability appeared
in p(k) are essentially equal. A transition state N00 in p(k) is its current value and its
next value respectively are 0 and 0; a transition state N01 is from 0 and 1; Similarly, N10

is from 1 and 0; and N11 is from 1 to 1. If p(k) is a random sequence, the number of
each transition state should be equal: ζ = (N − 1)/4 ≈ 10000. The results of statistical
analysis to p(k) are N00 = 10068, N01 = 9949, N10 = 9949 and N11 = 10033. Therefore,
x2 hypothesis test to fluctuations in the sample should be carried on as follow:

x2 = [(N00 − ζ)2 + (N01 − ζ)2 + (N10 − ζ)2 + (N11 − ζ)2]/ζ = 1.2003 (11)

x2 distribution table shows that the value of x2 is 5.9915 and significant level is 0.05[10].
Clearly, p(k) can pass hypothesis test.

3. Run test is used to determine whether the number of 0 runs and 1 runs in p(k) are
essentially equal. If p(k) is a random sequence, the number of runs whose length is L is
N/2L accounting for 1/2L of the ideal runs total number [11]. The statistical results are
shown in Table 1. Obviously, the proportion of different length runs basically conforms
to statistical property of random sequence in total proportion of runs. Therefore, p(k)
can pass run test.

In conclusion, the chaotic sequence transformed by the BUP has good randomness.

4. Image Encryption and Decryption Experiments. α in Chua’s system (1) is
chosen as a changed parameter for studying the impacts on the states of (1). The following
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Table 1. Run Test to p(k)

L=1 Proportion L=2 Proportion L=3 Proportion
0 runs 19998 50.00% 10051 25.13% 5078 12.70%
1 runs 20002 50.01% 10057 25.14% 5079 12.70%

does experiments on encrypting and decrypting image by using the chaotic sequence
before and after being transformed by the BUP (7). The clear image is Figure 4(a). In
the experiment, the initial values in (2) are used as keys, iteration step is h = 0.05, and
iterations are N = Num+10000 (Num is the number of image pixels). The chaotic sequence
transformed by (7) is used to encrypt clear image. After that obtained cipher image is
Figure 4(b). Figure 4(b) shows that the pixel values of the cipher image are distributed in
random way and pixel gray distribution is uniform. Clearly, the clear image is completely
hidden and any details can not be seen.

Chua’s system (1) is not in chaos state when α = 6.5, and its sequence can not be
used to encrypt the image, as shown in Figure 5(a). But after it transformed by the BUP
(7), encryption effect is improved because most of outlines are covered although the clear
image can not be completely encrypted, as shown in Figure 5(b). When α = 6.84, (1) is in
the degeneration state of chaos and it is not suitable for encryption, and most of outlines
and information can be seen, as shown in Figure 5(c). But after the degenerative chaos
transformed by (7), the clear image is encrypted uniformly, and the image information can
be completely hidden, as shown in Figure 5(d). Above analysis shows that the encryption
effect of chaos transformed by the BUP is better than that of original chaos, which can
improve the characteristics of degenerative chaos.

(a) (b)

Figure 4. The clear image and the cipher image

Since chaos image encryption method belongs to symmetrical keys, the process of de-
cryption is exactly the same as that of encryption. Therefore, under the conditions that
are completely same to (2), the operation of decrypting the cipher image is exactly the
same as that of encrypting the clear image.

Under the conditions of the same as encryption keys, the cipher image in Figure 4(b)
is decrypted, as shown in Figure 5(e). This decrypted image is entirely consistent with
the clear image in Figure 4(a). But when only α in (2) is changed from 10 to 10−15 , the
wrong decryption image is shown in Figure 5(f). Although the value of only one parameter
in (2) differs by 10−15, any clear image information can not be seen. Since there are 7
parameters in (2), the key space of the chaos transformed by BUP for image encryption
has at least 7∗1015. This is very huge key space. In addition, in order to correctly decrypt
the cipher image, all the others conditions, such as iteration step, iterations, etc., must
match exactly with the those of encryption system. Therefore there is extremely difficult
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(a) (b)

(c) (d)

(e) (f)

Figure 5. Image encryption and decryption before and after transformed
by BUP

to decipher for attacker. The experiment shows that the chaos transformed by BUP has
higher reliability and security.

5. Conclusions. The new method of getting BUP is proposed in this paper. A BUP
(7) has been obtained by using the method based on Chua’s system. It is simple and
easy to realize hardware circuit obviously. Then Simulation results demonstrate that the
chaotic sequence transformed by the BUP has good randomness and is more suitable for
image encryption. When only one parameter between encryption and decryption differs
by 10−15, any clear image information can not be deciphered. However, when the same
parameter in [6] differs by 10−10, the same difficult decryption effect can be gotten. All of
those have further proved that the chaotic sequence transformed by the BUP is feasible
and effective for image encryption. The method of obtaining a BUP is not only suitable
for Chua’s system but also for others current chaotic systems. Obviously, there is not
only one BUP (7) to be suitable for chaos transformation. According to different chaotic
systems and conditions, more kinds of chaotic sequences with better characteristics can
be obtained by this method. Since the range of parameters m, a and b in (6), according
to the conditions, can be expanded, the new BUPs can be found. Meanwhile, the key
space of chaos transformed by BUP for image encryption is expanded greatly.
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