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Secure interaction design refers to the process of “designing a computer system to protect the interests of its legitimate user. 

Some of the problems today include virus, spyware, phishing, online tracking and unintentional disclosure of information. None of these problems are strict interface problem. 

For software to protect its user interests, its behavior should be consistent with the user’s expectations. In other words, the user’s understanding of what is happening from interpreting the user interface should be in fact what is happening, in other words, the user have a correct mental model. 

There are two ways to achieve this: security by designation and security by admonition. 

Security by designation refers to the fact that when a user designates an action, it takes appropriate security related actions. For example, double clicking a Word document would mean to open the document. 

Whereas security by admonition. The system would provide notifications that the user looks at and takes appropriate action from, and display a warning when the user tries to do something dangerous. 

Slide 8: 

There are a few principles to design good interface. They are:

· know your audience, 

· think like your audience, 

· eliminate clutter, 

· eliminate complexity, 

· create just enough feedback, and

· be a customer advocate when usability and competitive pressure collide. 

First start with know your audience. As a designer, you have to ask the following questions: who are the users? What skills do they have? The practical suggestion is that if you don’t know who they are, you can’t think like them. 

The next important principle is to think like your audience (slide 19). To accomplish this, you present your design actual people to other people to get feedback. Think of a representative of your audience and design for them, ask the question “could my mother use this?”

There is a need to eliminate cluster. To do that, you need to think about the tasks that the user is performing, and eliminate those interfaces that do not help the user to achieve those tasks. 

Eliminate complexity: again what are the tasks the user needs to perform, does the design allow them to complete these tasks in the simplest manner? If 90% of the user only perform one task, then you should focus to make that one task work well. Do not sacrifice the usability of common tasks for usability of rare or unlikely tasks. 

Create just enough feedback. This is a tricky one.  
Finally, be a customer advocate when usability and competitive pressure collide. It is your job to make sure that customers don’t suffer from poor design. However, sometimes developers just get the job done quickly, in this instance, you have to be the consumer advocate, and be willing to compromise with developers if it gets a better interface. Other times, the management want to roll out the project quickly, you should also resist this temptation as well. 

Second Part: 

The Next part of the class will be applying these principles to firefox extensions for security and privacy. Some of the firefox extensions we will look at would be “petname, Add N Edit Cookies, Cookie Culler, Cookie button, distrust, and X paranoia”. 

Just a little background, firefox extensions are small add-ons that add new functionality to Firefox. They can add anything from a toolbar button to a completely new feature. They allow the application to be customized to fit the personal needs of each user if they need additional features, while keeping firefox small to download. Currently there are over 100 firefox extensions for security and privacy. We will look at a few of these today. 

Anti-paranoia: 

It is a fun exercise, user can report on the toolbar that’ they are afraid. And something will come up, says “do not panic, no one is watching you.”

Petname: 

Whenever a user visits a secure site, he can assign it a petname. Next time if the site he visits shows this petname, then it will be an authentic website. If it does not, it does not show the pet name. 

There are a couple of problems, first a lot of the legitimate sites are not SSL enabled, so you can’t label them anyway. Because there are so many of them, the user would likely not to use it very well. 

· The interesting thing is that the user may lower their alarm when they visit a website and see a petname, they have trusted. 

· We would expect user to use it more because they have to initiate an action. However because of the many sites that we have to use, we would expect that the user would never use it at all. 

Cookies 

“A cookie is a small file downloaded by your web browser that is used to identify you to a website.” Cookies offer convenience in a couple of ways, such as automatic login, personalization of websites, and keep within a session. However, it always enables usage tracking, targeted ads, and unwanted logins even (such as shared computers)”

In firefox, there are  a couple of cookie related plugins, so we will examine them. The first one we examine is firefox cookie setting: 

Add N Cookies (Slide 30-35)

The Cookie Editor allows you to add and edit "session" and saved cookies. A screenshot is provided, 
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Applying the principles of good design, we can ask a few questions: 

· What is the task that the user has in mind? Have any one added a cookie lately? Only one person in the class. What kind of task this is trying to achieve?
· Who are the audience of this project? 


Cookie Culler

The cookie culler extended cookie manager, it can protect/unprotect selected cookies. 
This is a better design, because it matches the user’s task. Sometimes user  wants to protect some cookies sometimes while deleting other cookies. The toolbar gives the user the ability to select multiple cookies. 
This approach would likely to be more useful than the previous one, because it actually accomplishes some task. From the user comments, “users” like this idea of giving control. 

What are some of the areas that this can still be improved? First, sometimes websites set multiple cookies, so maybe grouping cookies would be a helpful step. Second, sometimes the 

Distrust

Also known as private browing, distrust tool can hide surfing trails that the browser leaves behind. The way it works is that once turned on this extension monitors FireFox for its activities. Once turned off it will remove history items cache and cookies that were used during the distrust session. 

The comments to this approach is that if user really distrust, maybe it is better just to clear everything out right now.


[image: image2]
Finally the class is divided into three groups to redesign some of these issues. 

Reference: 

# Chapter 13 Goals and Strategies for Secure Interaction Design

# Chapter 15 Sanitization and Usability

# Chapter 27 Creating Usable Security Products for Consumers
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