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Abstract—Today users want to monitor their networks
remotely and adjust privileges immediately. Addressing the
first request is not a big problem anymore, because many
applications offer such solutions by default (e.g., via a special
app to be installed or a browser-based solution). The immediate
privilege handling is the challenge nowadays, because usually
a global administrator in the background needs to be included
in the workflow. This is required, because he is the only person
who has the full overview of the tool the network is included. In
general this is a nice idea, but introduces delays to the privilege
management depending of the number of networks linked to
the system, in total. WebMaDa 2.0 overcomes this bottleneck by
introducing an automated request handling solution to a web-
based framework for monitoring sensor networks remotely as
well as supporting privacy and immediate handling of privilege
requests.
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I. INTRODUCTION

Today, many different devices are connected with each
other building small networks that are part of the Internet
of Things (IoT). Such networks are designed for indi-
vidual solutions specialized for a specific purpose (e.g.,
environmental monitoring, health monitoring). Devices used
show heterogeneity concerning hardware and software and
are linked to a specialized solution allowing analysis and
visualization of data collected. This itself is nothing really
new within the IoT community. But the requests of users
and network owners changed over time towards (1) mobility
support, (2) ownership and controlling of data, as well as (3)
updating granted privileges immediately.

Many specific solutions are in place addressing the mobility
request installing a special application on the mobile device.
In general this is a good solution, but these solutions usually
have special requirements to the operating system of the
device and can exhaust the device quickly when running.
The later can be overcome by integrating energy saving
solutions, but still the applications require much memory
of the device. To overcome this, web-based solutions are
thought of beeing most suitable, because they only require
Internet access and a browser installation on the device.
Fortunately, both can be considered to be available by default
on mobile devices. Furthermore, the code base only has to be
updated in one place, thus reducing the cost for maintenance.
The urge for control and ownership of the collected data
is manifesting itself more and more in the minds of users.
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This is due to increased media coverage of data abuse
caused by data leaks and the possibility of having data
analyzed and visualized by third-party providers. Together
with this situation comes the users’ request to update granted
privileges to manage access to the data collected. This
is challenging, because access granted to applications can
hardly be revoked or updated immediately if at all. Thus,
the call for solutions supporting data and access control
immediately arise. The aforementioned three issues (1)-(3)
are addressed by WebMaDa, a Web-based Management and
Data Handling Framework for sensor networks. The devel-
opment started in 2014 with a basic support of mobile access
to owned sensor networks allowing visualization of collected
data in a flexible and hardware independent manner [2]. In
2016 WebMaDa received an update addressing the general
request of fine-grained access management and pulling data
in emergency cases [3]. The drawback was that each request
(e.g., create networks, access to foreign networks, to view
or pull data) required interaction of a global administrator
introducing delay into the system. This drawback has now
been solved in WebMaDa 2.0 [1] by automating the request
handling within the system allowing immediate handling
without the involvement of a global administrator. At the
same time, the request for privacy and controlling data
access is respected as every action that affects access rights
is logged in the database.

In Section II, the main design decisions taken are pre-
sented leading towards the implemented WebMaDa 2.0 so-
lution. Section III summarizes the new features of WebMaDa
2.0 highlighting the benefits and practical issues, as well as
giving a hint to future improvements.

II. DESIGN AND IMPLEMENTATION

In order to handle any request received immediately an
automated solution is required. This solution must support
(1) user creation, (2) access request to foreign networks, and
(3) password reset. Furthermore, for addressing privacy and
controlling of the data (4) transparency must be assured by
including a detailed logging system into the infrastructure.

Addressing the first three requests an automated mailing
solution was integrated into WebMaDa 2.0. If a new user
wants to use WebMaDa he needs to register by filling out the
registration form. By submitting the form, the user creates
an invitation request that is stored in the database. At the
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Figure 1: Graphical views during data access request

same time, the administrators receive a notification that a
new request has been created. If the request is accepted
by the administrators the user will receive an invitation
which can be used to complete the registration. Otherwise,
a message will be sent informing that the request has
been rejected. After this, the user is able to create new
networks or request access to foreign networks when not
yet having permission as shown in Figure la. The latter is
done by creating a permission request filling out a form (cf.
Figure 1b). The form is received by the backend. Here a
mapping between the selected network by the unique WSN
Identifier (ID) and the stored owner address is performed
resulting in mailing the request to him. The owner receives
a mail with the request and a personalized link to handle
it within WebMaDa (cf. Figure 1c). The owner can now
grant the access, update the request or deny it. In return, the
requester receives the result andl a log entry is created in
the backend’s database addressing the transparency request.
Same procedure is followed if after time the network owner
updates granted privileges. In case a registered WebMaDa
user looses the password, a request can be placed via the
corresponding form. The filled in data of the form is then
compared to the logged entries in the database. If the check
fails, no action is performed as not to provide a single bit
of information wheter a user exists or not. Otherwise, the
user receives a link to reset the password. In order to ensure
transparency, the updating of a password also triggers the
creation of a log entry.

III. SUMMARY, PRACTICAL ISSUES, AND BENEFITS

WebMabDa 2.0 supports the original functionality devel-
oped in 2014 and 2016. This is extended by an automated
mailing solution to handle incoming requests immediately
and, thus, reducing delays in the system each time an
administrator interaction was required in earlier versions.
The designed and implemented solution is user-friendly due
to its intuitive design in the graphical environment including
easy understandable instruction to conclude the workflow
(e.g., request data access, register new user). All steps are
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following a global process starting with a form that need to
be filled out with respective information required, checkup
with stored information if applicable, and updating database
with new information (e.g., new user information, new
networks, granted/updated/revoked privileges). In order to
address the general privacy request of users the administrator
is only involved when new users are registered or an existing
WebMaDa user should become administrator of WebMaDa
for the case the original administrator needs a representative.
Addressing the transparency concerns of users, any changes
are logged within the database with required information
(e.g., timestamp, what was done and by whom). All this
logging information can only be accessed by the network
owner or the global administrator.

Looking from a practical perspective all user requests
are addressed within WebMaDa without having drawbacks
on performance of WebMaDa assuming several networks
hosted at the same time. Due to the fact that WebMaDa 2.0
is still web-based, no new special requirements to the mobile
device exist and the solution is still hardware and software
independent.

Further developments are conceivable with regard to session
timeout similar to banking systems, two-way authentication
besides mailing using SMS, and further flexibility in visu-
alizing data collected.
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