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Abstract. We introduce a new digital signature model, called conddilty verifiable signature (CVS), which
allows a signer to specify and convince a recipient undertwiiaditions his signature would become valid and
verifiable; the resulting signature is not publicly verifebmmediately but can be converted back into an ordi-
nary one (verifiable by anyone) after the recipient has abthproofs, in the form of signatures/endorsements
from a number of third party witnesses, that all the specifmutlitions have been fulfilled. A fairly wide set of
conditions could be specified in CVS. The only job of the wiises is to certify the fulfillment of a condition
and none of them need to be actively involved in the actualatige conversion, thus protecting user privacy.
It is guarantee that the recipient cannot cheat as long aasitdne of the specified witnesses does not collude.
We formalize the concept of CVS and define the related sgaustions. We also derive the relations between
these notions. We give a generic CVS construction basedy@BA-secure identity based encryption scheme.
Theoretically, we show that the existence of IBE with inidigtiishability under a chosen plaintext attack (a
weaker notion than the standard one) is necessary and snfffor the construction of a secure CVS.

1 Introduction

Balancing between the accountability and privacy of a sigaen important but largely unanswered
issue of digital signatures. A digital signature schemealligiconsists of two parties, a signer and a
recipient, with the former giving his signature on a mesgimmiment to the latter as his commitment
or endorsement on the message. To ensure that the signéd isdoeuntable for his commitment, his
signature needs to be publicly verifiable (by anyone) orgast, verifiable by a mutually trusted third
party; otherwise, the signer could deny having signed tleeici@nt as nobody can prove he really did,
and the non-repudiation property cannot be achieved. Hervpublic verifiability of a digital signature
would put the signer’s privacy at risk as a digital signatooelld be replicated and spread so easily,
compared to its handwritten counterpart. More importaiitihe message presents valuable information
about the signer, then the signed message itself is a ceppiiee of that information. Hence, the interests
of the signer and the recipient are in conflict.

Of course, ensuring signer privacy and accountability #imeously seems to be impossible. But,
fortunately, in most real world scenarios, we usually wislmiintain privacy or limited verifiability of
a digital signature up to a certain instant and restore epndiation afterwards. This could be better
illustrated by the example of future/option trading. In &ufie trade, the seller signs a contract with the
buyer specifying the price and quantity he has agreed wihbtlyer but the contract is not effective
before a future execution date. For reasons like prevertthgr sellers from manipulating the price
or avoiding any adverse effects which affect further netdioth with other buyers, ideally, before the
execution date, the seller does not want anyone to be ablestwiate him with the contract, at least
ensuring that the buyer is unable to convince others of thidityaof their agreement. Whereas, on
or after the execution date, an honest seller usually doesvawy about his signature being publicly
verifiable. In fact, to protect the interest of the recipjahe seller's signature has to be verifiable by
others. Hence, we could view reaching the execution datecaga@n condition to be fulfilled before the
signature of the signer (seller) could be revealed to thigiestt, and before such fulfillment, we wish to
achieve signer privacy. We notice that many business detvinvolving digital signatures have similar
situations. The essence is how the signer could ensure eriakility of his signature before certain
conditions are fulfilled (in the future trading case, the dition is the execution date has passed) but
still can convince the recipient that he will be obligatecei@rcise his commitment; in other words, he
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needs to give the recipient some guarantee that his commiitondis signature will become effective or
publicly verifiable once all the conditions are fulfilled.

On the other hand, the non-repudiation property of a digitghature could also have a serious
repercussion to the signer if there is no way to allow him tota when and how a recipient could
obtain his signature when sending it out. In the worst casggreer may get into a fraud trap. In the
online world, the lack of physical proximity could renderaeful signer hesitant in giving his signature
(say for a payment authorization) to another party becaesis hot given any guarantee that he will
obtain what he is supposed to as an exchange of his sign&tanmm. the recipient’s perspective, if the
signer does not send out his signature, the recipient wilph@ what the signer needs. For instance, if
the signer makes an online purchase, he may not receive amgirgae that his order will be delivered
but the seller (recipient) will not send it out unless thensiggives out his signature on a payment
authorization. This kind of deadlock due to mistrustingtigaris not easily solved but could be partially
solved if the signer could ensure that the recipient canmav&in a valid signature of his unless some
conditions (specified by the signer) are fulfilled, nameig tecipient sends out the signer’s order in the
online purchase example.

To provide a flexible solution to this problem of controllalgassing signatures from one party to
another without actively involving a trusted third partye witroduce a new signature concept called
conditionally verifiable signatures (CVS). In a CVS schethe, signer gives the recipient some seem-
ingly random number, what we callgartial signature and specifies a set of conditions the fulfillment
of which will allow the recipient to extract the signer’s sajure from the partial signature. The partial
signature is not immediately verifiable; fulfilling the sfesxd conditions is necessary to retrieve a valid
ordinary signature from it. To convince the recipient thigtdrdinary signature could be extracted form
a partial signature, the signer runs a confirmation protaatti the recipient to prove that his signature
could be retrieved once all the specified conditions arellidfi Before the ordinary signature becomes
effective (that is, extracted), the partial signature ismaye convincing than any random number, namely,
nobody could link the partial signature to its alleged sighi¢e formulate this property by the notion of
simulatability in this paper, that is, anyone could use just public inforomabf the signer to simulate
a given partial signature while others cannot judge whethsrgenuine. In other words, nobody could
distinguish between a genuine partial signature and a atedibne. In fact, in our model, even given the
signer’s private key, nobody could tell the validity of a givpartial signature if the random coins used
to generate it are not available. That is, one can determhi@@é¢nuineness of a partial signature only
if he has both the signer’s private key and the random coied ts generate it. In order to enforce the
verification of condition fulfilment, we need a number ofrthparty witnesses mutually trusted by both
the signer and recipient. In our model, the only job of thegaegses is to verify whether the given con-
ditions are fulfilled and they are unaware of the conversioaven the existence of the partial signature.
That s, the witnesses do not participate in the actual tigaaonversion. Details of the model are given
in the next section.

1.1 Conditionally Verifiable Signature

In the CVS model, a signer is allowed to embed a set of verifiglmionditions C' into his ordinary sig-
natureo to create a partial signatupethat is solely verifiable by the recipient, who cannot imnageliy
convince others of the validity @f but can convert it back to the universally verifiable @n@.e. verifi-
able by everyone) after obtaining from a number of witneg¢appointed by the signer) the proofs that
all the specified verifiability conditions have been fulfilfé These proofs are in the form of signatures
on condition statements, signed by the witnesses, abouthmwapecified conditions are considered as
fulfilled. In order to convince the recipient to accept a giyartial signaturé on a message/ (whose

3 Throughout the rest of this paper, we will denote the ordirfaniversally verifiable) signature and the CVS partiahsityre
by o andé respectively, unless otherwise specified.
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validity could not be verified), the signer runs a proof/confition protocol, which could be interac-
tive or non-interactive, with the recipient to convince thter thats is indeed his partial signature on
M, from which the corresponding ordinary signature coulddmmvered using the specified withesses’
signatures on the specified verifiability condition statataénC'.

Given that)V is the set of all possible witnesses, an instance set of aeitify conditionsC is of the
form {(c;, W;) : ¢; € {0,1}*,W; € W} where each condition statemenis a string of arbitrary length
describing a condition to be fulfilled. Examples gfinclude “A reservation has been made for Alice
on flight CX829, 14 Jul 2005.", “A parcel of XXX has been reasivfor delivery to Bob.”, “It is now
02:00AM 18 Jan 2003 GMT.”, "“An emergency has happened.” anals The recipient needs to request
each one of the specified witnesses, Bgyto verify whether the condition stateddpis fulfilled and in
case it is, to sign op; to give him a witness signatueg. These witness signaturess would allow the
recipient to recover the publicly verifiable, ordinary sidures from the partial signaturé.

Itis not necessary for a recipient to present the partialadigre or the message itself to the witnesses
in order to get their endorsements on the statement abodtlfilenent of a condition. Even so, the
witness signatures could still recover the ordinary sigreafrom the collected witness signatures. The
only trust we place on the witnesses is that they only givetloeit signatures on a condition statement
when the specified conditions are indeed fulfilled. In fads not difficult to imagine that the existence
of such witnesses is abundant in any business transaatiomst cases, any party involved in processing
an order would inherently be trusted by both the signer aoghient, a good candidate as a witness. A
typical example is the postal office which is involved in deting the order the signer placed on the
recipient of a signature for his payment authorization. ddiaon, we could achieve a fairly high level
of privacy in that the witnesses are unaware of the messatiegrartial signature when verifying the
fulfillment of a given condition, namely, he does not leare tleal between the signer and the recipient.

We could view the partial signature as a blinded version efdfdinary signature, that is, nobody
could verify its validity. In our CVS formulation, this noverifiability property is expressed by the notion
of simulatability — there exists a polynomial time simulator which is compldalsing only public
information of the signer and outputs a fake signature cdatjmnally indistinguishable from the partial
signature; that is, even given a genuine partial signaturieody with bounded computation power could
assure that it is not a fake one generated by the simulatoa #sult, when the recipient presents a
partial signature to others to convince them of its validitgbody could tell whether the signer has
really created it or the recipient has generated it himsalgithe simulator. Of course, it is natural to
worry about whether the confirmation protocol would leak wsgful information to help distinguishing
between a genuine and a fake partial signature. We show tio8&tthat if the confirmation protocol is
zero knowledge, then it would leak no useful informationdoch a purpose and the CVS scheme is said
to benon-transferable

As usual, unforgeability is a basic requirement for a se€@ivts scheme. More specifically, we
require that even colluding with all the withesses and adldwo query ordinary and partial signatures of
his choice, nobody could present a message signature gagrevdously queried such that the signature
is valid for the message. This is often called existentiaitjorgeability against a chosen message attack.

As mentioned earlier, beside protecting the signer’s pyiv&€VS is also aimed at protecting the
signer from fraud trap. It offers the signer the guaranted tine recipient would not get his signature
on a document if he could not get what the recipient are cotachib. In other words, if the specified
conditions are not fulfilled, that is, the correspondingnegis signatures are not available, the ordinary
signature could never be retrieved from a given partial atigre. This is theheat-immunityproperty
of a CVS scheme. We assume that the witnesses would not eolliid the recipient; this is reasonable
because the signer can choose the witnesses at his wish owetsdt this property is implicitly achieved
in an unforgeable and simulatable CVS scheme if its confiomadrotocol is also zero knowledge.
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1.2 Comparison with Related Work

Related work on controlling the verifiability of a digitalgsiature includes designated verifier signa-
tures [26, 34], undeniable signatures [4, 6, 8,9, 12, 1R1&8], designated confirmer signatures [7, 5,
15, 24, 29, 32], fair exchanges [1], and timed release ofasiges [17, 187]. Despite the considerable
amount of work in limiting the verifiability of a digital sigrture, the conditions that could be incorpo-
rated into a digital signature scheme are still very retsfa¢ the existing protocols merely ensure that
only a designated recipient can verify but cannot convinggbady else of the validity of a signature
(in designated verifier signatures) and/or collaboratibthe signer (in undeniable signatures) or a third
party designated by the signer (in designated confirmeragiges, fair exchange) is needed in verify-
ing the signature. Implementing more complex policies @csging more varied conditions in these
schemes has to resort to appending the condition/policgrigien inside the message and rely on a
third party to enforce them in signature verification andvession. Hence, there is almost no protection
of the privacy of the signer and the recipient with respeetrip third party which, if present, is involved
in the actual signature conversion and sees the messagenthast, the only information a third party
needs to know in CVS is the condition to be fulfilled. In factughly speaking, these signature schemes
could possibly be considered as special instantiationsv@.C

Fair exchange of digital signatures [1] has drawn much attlenmainly due to its potential appli-
cation in electronic commerce. In essence, it is an ingthoti of a convertible designated confirmer
signature. However, beside contract signing, the apjmicatof fair exchange are still limited to trading
regenerable (digital) goods. CVS could provide a seemibglyer solution for trading non-regenerable
items. Concurrent signatures [10] are another similar @sapfor solving the contract signing problem
but CVS cannot give a construction for concurrent signature

Timed release of signatures are usually implemented byirtie2lbck puzzle [17, 18] requiring the
recipient to go through a series of computation tasks inrotolecontrol when he could recover the
signature; the main advantage is no third party is needeil lmduires intensive computation resources
and the only condition specifiable is relative time. More artpntly, resuming verifiability of a signature
has a rough timing and may not be spontaneous. CVS does mothese problems but needs a trusted
time server periodically broadcasting a single endorsérabaut the current time to all users. When
used for timed release of digital signatures, CVS can beideresl as a generalization of time capsule
signatures].

Verifiable signature sharing [14] is a well studied techeida limit the verifiability of a signature
in which a signature is divided in such a way that a certainimmiimn number of parties, each holding a
share of the signature, need to pool out their shares in todecover the signature. When receiving a
share, each party could verify its validity. However, it @&t trivial to incorporate verifiability conditions
in such a scheme and finding such a number of trusted parteesaaling activity is not easy either. The
verifiability of a share also implies that one could link argiture share to its alleged signer even though
it is not a complete signature with binding power. As a redbk privacy of the signer as required in
scenarios like the future trading example could not be aeklie

1.3 Our Contributions

The main contribution of this paper is two-fold: First, a neignature model with controllable verifia-
bility, particularly useful in electronic commerce anditagjbusiness, is introduced. Second, the equiva-
lence between CVS and CPA-secure IBE in terms of existensieoisn.

Through the new model of conditionally verifiable signasijra signer can incorporate a wide range
of verifiability conditions into an ordinary signature soieto control its verifiability and validity while
minimizing the requirement or trust on third-parties. Te thest of our knowledge, it is the first scheme
of its kind in the literature. Before this work, it is fair tay that the problem of seamlessly incorporating
verifiability conditions into a signature scheme to conit®balidity and allowing spontaneous signature
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recovery upon the fulfilment of the specified conditions aams largely open. In fact, we could pos-
sibly view CVS as a more general, unified concept incorpogathe ideas of existing work (including
undeniable signatures, designated confirmer signaturegXehange and timed release of signatures),
but provides more effective and flexible solutions to thenaci®s these existing schemes could not solve
satisfactorily, particularly those in digital businessebectronic commerce. A typical example of these
would be the deadlock scenario mentioned earlier aboutrtli@eopurchase between mistrusting parties;
using the post office as a witness, CVS would reasonably soisgroblem.

We also demonstrate the feasibility of CVS through givingeaeagic construction based on any ex-
istential unforgeable signature scheme and any semauticesilentity based encryption (IBE) scheme.
We also show that a secure CVS scheme is equivalent to an HefEsewhich is indistinguishable under
a chosen plaintext attackND-ID-CPA), a weaker notion than the commonly accepted security motio
against an adaptive chosen ciphertext attaio¢ID-CCA) in IBE. Hence, we believe that CVS could
be constructed based on a weaker assumption than IBE. Fade to the best of our knowledge, it has
only been shown that the existence of CCA-secure public kegyption is necessary for the existence of
CPA-secure IBET]. In this paper, we establish the result that the existefieenew theoretical construct
of CVS is necessary for the existence of CPA-secure IBE.

In addition, we give a detailed treatment on modeling thesgcgoals and the adversary capabilities
of CVS. We show the relationships and implications betweesé notions. In particular, we show cheat-
immunity is implied by unforgeability and simulatabilitthe confirmation protocol is zero knowledge.

The rest of this paper is organized as follows. We give thendiefin of a conditionally verifiable
signature scheme and its notions of security and derivéioe&hips between these notions in the next
section. In Section 4, we give a generic CVS construction siramlv the equivalent between CVS and
IBE. Finally, our conclusions are given in Section 5.

2 Definitions and Security Notions

The players in a conditionally verifiable signature schentwdude a signess, a recipient or verifiel/,
and a number of witnessg$?;} C W (let [{W;}| = L). A CVS scheme consists of the following
algorithms and a confirmation protocol.

Key Generation (CVKGS, CVKGW). Given a security parametey, let CVKGS(1*) — (PKg, skg)
andCVKGW(1*) — (PKy, sky/) be two probabilistic algorithms. TheGP K, sks) is the pub-
lic/private key pair for a signe$' and (P Ky, sky ) is the public/private key pair for a witne$g.

Signing and Verification (Ordinary Signatures) (SigS, VerS)/(SigW, VerW). SigS(m, skg) — og
is an algorithm generating an ordinary (universally vebi#d signaturess of the signerS for a
messagen € M. VerS(m,og,PKs) — {0,1} is the corresponding signature verification al-
gorithm, which outputdl if og is a true signature of on the message: and outputs) other-
wise. As usual, for all PKg,sks) € CVKGS(1*") and allm € M, we require the following:
VerS(m, SigS(m, sks), PKg) = 1. Similarly, SigW(m, sky ) — ow andVerW(m, ow, PKy ) —
{0, 1} are the signature generation and verification algorithnteeWitnesd¥. Sometimes, we may
write SigW asCVENdW to reflect the fact that it is actually an endorsemeriiaf

Partial Signature Generation (CVSig). Given a set of verifiability condition§’ C C x WV and the cor-
responding set of witness public ke¥¥, CVSig(m, C, sks, PKg, PKc) — ¢ is a probabilistic
algorithm for generating the partial signaturen messagen € M under the set of verifiability
conditionsC'. Note thatd is not universally verifiable.

Ordinary Signature Extraction (CVExtract). CVExtract(m,C,é, PKg,0c) — o/ L is an algo-
rithm which extracts the corresponding ordinary signatufeom a partial signaturé for a message
m under the verifiability condition specified ldy and a signing public key K¢ when given the set
of witness signatures or endorsememts The extracted signatureis a universally verifiable one.
In case the extraction fails, it outputs Note thatoc = {SigW(skw;,,¢;i) : (c;, W) € C}.
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CVS Confirmation/Verification. CVCong ) = (CVConS,CVConV) is the signature confirmation
protocol between the signer and recipient, which could teraative or non-interactive:
0

CVCon(s ) (m, C, 8) = (CVCONS(a, sks, ), CVConV())(m, C, 8, PKs, PKc) — v =1 |

The common input consists of the messagethe set of verifiability conditiong”, the partial sig-
natured, and the public keys of the signétK ¢ and the involved witnesses public kefd(-. The
private input of the signef is o, skg, andr whereo is the corresponding ordinary signature (on the
messagen) embedded i, andr represents the random coifsised in generating. The output is
either1 (“true”) or 0 (“false”). In essence, this protocol allows the sigSdo prove to the recipierit’
thaté is indeed his partial signature am, which can be converted back into a publicly verifiable sig-
natureo (i.e. VerS(m, o, PKg) = 1), onceV has obtained all the witness signatures/endorsements
on the condition statements as specified’inideally, we want this protocol to be zero-knowledge;
the interactive version is considered in this paper.

In general, a CVS scheme should satisfy both completenelgsefect convertibility property. Com-
pleteness ensures that a valid ordinary signature can tievest from a valid partial signature. A CVS
scheme is perfectly convertible if nobody could distinpughether a given ordinary signature is ex-
tracted from a partial signature or generated directly.dr#igg security, a secure CVS scheme should
also satisfy unforgeability, simulatability, cheat-imnity, and have a zero knowledge confirmation pro-
tocol.

Oracle Queries — Allowed Adversary Interaction. In our security model, two types of adversary
interaction are allowed:

1. Signing Oracle Og(m, C). For fixed keysPKg, sks, { PKw,}, {skw,}, on input a signing query
(m,C) (wherem € M andC = {(¢;,W;) : ¢; € C,W; € W} is a set of verifiability conditions),
Og responds by runnin@VSig to generate the corresponding partial signaturAfter sendingo
to the querying partyDs runs the confirmation protoc&VCon g 1, with the querying party to
confirm the validity ofs§. Note that a malicious verifier is allowed to put in any randoomber in
place of§ when running the confirmation protocol.

2. Endorsement OracleOg/(c, W). For fixed keys{ PK, }, {skw, }, on input an endorsement query
(¢, W), Qg responds by retrieving the needed witness privateskgy and then running the witness
endorsement/signing algorith®igW (or CVEndW) to create a witness signatusgy (c) on the
condition statement.

As we consider adaptive attacks in our model, these oraggepumay be asked adaptively, that is, each
guery may depend on the replies of the previous queries.

2.1 Unforgeability

Unforgeability ensures that there is a negligible prolgbib forge an ordinary signature even though
all the witnesses collude and are given access to otherasydamd partial signatures of their choice. The
details are given by the following game between a challeagdran adversary:

In the setup, the challenger takes a security parametems the key generation algorithms for the
signer and all witnesses, that (2K s, sks) < {CVKGS(1*)} and(PKw,, skw,) < {CVKGW(1*)}.
The challenger gives the adversary all the public kéy&,s and{ PKyy,} and all the witness private
keys{skw, }. The challenger keeps the signer’s private kky. Then, the adversary is allowed to make
queries toOg to request a partial signatuee for (m;,C;). Note that the adversary has the witness
private keys so n@g query is necessary. Finally, the adversary has to outputssage-signature pair
(m, o) wherem # m; for all j. The adversaryd is said to win this game ¥erSg(m, o) = 1.

Definition 1 A CVS scheme is unforgeable if the probability of winningabeve gamepf{‘F, is negli-
gible in the security parametex for all PPT (Probabilistic Polynomial Time) adversaries
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2.2 Simulatability

In order to ensure the protection of signer privacy or to vaid the non-repudiation property of the
ordinary signature before all the verifiability condition§ a given partial signature are fulfilled, the
partial signature should be (computationally) indistiispable from the output of a certapublic PPT
simulator: Fake(m,C,PKg, PK¢) — 0.

As can be seen, the simulator only uses public informatioth@fsigner; hence, a partial signature
is not linkable to its alleged signer, thus protecting higsgmy. The notion about the indistinguishability
between a genuine partial signature and a simulator ouspbest described by the following game
between a challenger and an adversary:

In the setup, the challenger takes a security parametems the key generation algorithms for the
signer and all witnesses, that (2K s, sks) < {CVKGS(1*)} and(PKw,, skw,) < {CVKGW(1*)}.
The challenger gives the adversary all the public ké¥& s and{ PKyy, }. The challenger keeps the pri-
vate keys{sky, }. We consider the strongest security model in this paper —sitireer’s private keykg
is also given to the adversdtyThen, the adversary is allowed to make queries to obtain itress
partial signatures and witness signatures of messages ahbice until it is ready to receive a chal-
lenged partial signature. It can make two types of oracleigsie(1) Signing Querym;, C;) to Og; (2)
Endorsement Quer{e;, ;) to Og. As the simulatofFake is publicly known, the adversary could also
freely get a simulator output for any message and conditidnisochoice. Once the adversary decides it
is ready for a challenge, it outputs a message M and a set of condition§’ C C x W on which it
wishes to be challenged. Lé)t]{; denote the set of all endorsement queries segqreviously. The
only constraint is tha€'\CL, # ¢ (the empty set). The challenger flips a cobia {0, 1} and outputs the
following challenge to the adversary:

5 — CVSig(m, C, Sk‘g,PKS,PKc),b:O
® ™\ Fake(m,C, PKg, PK¢), b=1

The adversary is allowed to run until it outputs a guess.(llgtbe the set of queries that have been
made toOp so far after the challenge is issued. The adversary can msue (but polynomially many)
queries, both signing and endorsement, but for any endersiesuiery(c;, W;), the following must hold:
C\(CLUCZ U {(c;,W;)}) # ¢. Finally, the adversary halts and outputs a guéssr the hidden coin

b. The adversary is said to win this gamebif= b. The advantage of the adversa#dyis defined as:
Adv§™(A) = |Prlt =b] — §|.

Definition 2 If there exists a PPT simulatdfake such that the advantage of winning the above game is
negligible in the security parameterfor all PPT adversaries, then the given CVS scheme is siahliat
(with respect td-ake).

2.3 Zero Knowledge Confirmation Protocol and Non-transferaility

In this paper, we use the notion of simulatability of the cammication transcript as a formulation for the
zero knowledge property of the confirmation protocol. Ireilet any communication transcript recorded
in carrying out the confirmation protocol could be simuldbgda PPT simulato8imT (using only public
information) whose output is indistinguishable from a gaeuranscript.

The definition of simulatability of CVS ensures that hobodyld associate a partial signature to
its signer or tell its validity given just the partial signet. If given also the communication transcript
of the confirmation protocol for the partial signature, ndpa@ould still tell its validity, then the CVS
scheme is said to beon-transferable. The formulation ofnon-transferability is very similar to that

“ In addition toOs queries, the adversary can generate partial signaturebitrbay messages and conditions on its own. But
even on identical input, these signatures may not be the aartteose from the challenger since the random coins used are
likely to be different.
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of simulatability described previously except that it umbbs an additional simulator for the transcript
of the confirmation protocol, and in the challenge phaseathersary receives either a genuine partial
signature and its confirmation protocol transcript or a f@ulated) partial signature and its simulated
transcript. Note that while the confirmation protocol isrigt out in all oracle queries, no confirmation
protocol would be carried out in the challenge phase; ottsenvit is meaningless to give the adversary
a challenge as the validity of a partial signature could §miie asserted through the interaction in
carrying out the protocol. We show later that a CVS schemelistransferable if it is simulatable and
its confirmation protocol is zero knowledge, and the trapsaimulatorSimT for the zero knowledge
proof could be used as a transcript simulator for the fakégbaignature.

2.4 Cheat-immunity

Cheat-immunity guarantees that the recipient of a paiitigledure cannot recover the ordinary signature
without collecting all the needed witness signatures. iBedae described by the following game:

In the setup, the challenger takes a security parametems the key generation algorithms for the
signer and all witnesses, that (2K s, sks) < {CVKGS(1*)} and(PKw,, skw,) < {CVKGW(1*)}.
The challenger gives the adversary all the public kéy&,s and{PKyy, }. The challenger keeps all the
private keysskg and{sky, }. The adversary makes queries to obtain the signer’s paitjaatures and
witness signatures of messages of his choice until it isyréadeceive a challenge partial signature. It
can make two types of queries: (1) Signing Quéry;, C;) to Og; (2) Endorsement Query:;, W;) to
Og. With these two types of queries, the adversary can obtaimrtieary signature of the signer on
any message of his choig®@nce the adversary decides it is ready for a challenge, utsita message
m € M not queried before and a set of verifiability conditiafis= {(c;, W;)} C C x W on which
it wishes to be challenged. Lét}f denote the set of all the endorsement queries madestdefore
the challenge. The only constraint is t&{CL. # ¢. The challenger useBVSig to generate a partial
sighatured on a message: under the conditions i@'. It sendss as the challenge to the adversary and
runs the confirmation protoc@VCon g ) with it. Let C% denote the set of all the endorsement queries
made toOp so far after the challenge is issued. The adversary can issue queries, both signing
and endorsement, but for any endorsement quenyiV;), the following must hold:C\(C} U C% U
{(¢;,Wj)}) # ¢, and for any signing query, the queried message is not tHengad message. Finally,
the adversary halts and outputs an ordinary signatuise messagen. The adversary is said to win
this game iVerSg(m, o) = 1.

Definition 3 A CVS scheme is cheat-immune if the probability of winniregatiove game is negligible
in the security parametex for all PPT adversaries.

We show later that unforgeability and simulatability imglyeat immunity if the confirmation protocol
is zero knowledge. Hence, proving that a CVS scheme is seeduees to showing that it is unforgeable
and simulatable and its confirmation protocol is zero kndgyée

3 Relations between Security Notions

We discuss the relations between the security notions of@ &&¥eme; the purpose is to find out whether
one notion is implicitly implied in the other or they are axsive, and under what conditions such an
implication exists. With this knowledge, one could simpbgfis on a smaller set of security properties.

® This model is reasonable as the only restriction in pradtidhe signer should not give to the same party multiple ghrti
signatures on the same message but with different verifiabdnditions. First, the event in question is rare; othsaythe
restriction can be easily achieved by adding a serial nuiifitiee same message is signed multiple times.
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3.1 Simulatability and Zero Knowledge Confirmation Protocd imply Non-transferability

Just like the simulatability property whose fulfillment s on the existence of a PPT simuldftake,

the fulfillment of the non-transferability property depserah the existence of a PPT transcript simulator
FakeT. If we recall that in the zero knowledge definition, a zerowtsalge confirmation protocol im-
plies the existence of a PPT transcript simul&enT which, on input a partial signatuig, outputs a
transcript indistinguishable from a true one recordedrdpa run of the confirmation protocol ép, one
may be tempted to usemT as an implementation fétakeT. At first glance, it seems to be a reasonable
action. However, the indistinguishability between thd tenscript and the simulated transcript in any
zero-knowledge proof is based on the assumption that theye e from the same input and the claim
to prove is true. If we us&imT to implementFakeT, the input to the simulator is no longer a genuine
partial signature, thus violating this basic assumptiarfatt, the distribution of the resulting transcript
could be very different. Nevertheless, if the CVS schemdnmukatable, non-transferability could be
achieved.

Theorem 1 Given that a CVS scheme is simulatable with respect to a PP{fapaignature simula-
tor Fake, if its confirmation protocolCVCons 1/ is zero knowledge with respect to a PPT transcript
simulatorSimT, then it is non-transferable in the same attack model withygide queries as in the sim-
ulatability definition andSimT can be used as the transcript simulafeakeT for the output ofFake.
That is, the following two distributions are indistinguaiie for all S, m, C' even with adaptive endorse-
ment queries:

{CVSigg(m,C), wg’\{/con(m,C’, CVSigg(m,C))}, {Fakes(m,C), 77T (m, C, Fakeg(m,C))}

whereS$YCO(-) and 7FakeT(.) are transcript outputs of a real confirmation protocol runcaRakeT
respectively. (Proof in Appendix B.)

The practical significance of Theorem 1 is that it allows amedparate the designs of the CVS signing
algorithm from that of the confirmation protocol, thus bregkdown the design problem.

3.2 Ensuring Cheat-immunity

The following theorem allows one to ignore the cheat-imrunéquirement when designing a CVS
scheme.

Theorem 2 An unforgeable and simulatable CVS scheme is also cheatti@miven its confirmation
protocol is zero knowledge. (Proof in Appendix B.)

4 The Existence of a Secure CVS Scheme

In this section, we give a generic CVS construction from IBi ahow the equivalence between CVS
and IBE.

4.1 A Generic Construction of CVS from IBE

We show how to construct a secure CVS scheme based on theifal@components whose details
could be found in the appendix: (1) A secure signatfiles = (SKG, Sig, Ver) which is exis-
tentially unforgeable against an adaptive chosen messtaek 423]; (2) An IBE schemd BE =
(Setup, Extract, Enc, Dec) with semantic security, that i$ND-ID-CPA [2]; (3) A computationally
hiding commitment schem@OM = (Com) [30, 13]; (4) A pseudorandom generator (PRG) [20, 25].
Let the plaintext and ciphertext spacesI@F be P;pr andC;pr respectively. Let the message and
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signature spaces 6f/ G be M (same as the message space of CVS)&name as the ordinary signa-
ture space of CVS) respectively. Liet: {0, 1}» — {0,1}!s be a PRG wherg, andl; are the length of
an/BF plaintext and aS1G signature respectively. L&-o s be the output space of the commitment
scheme”OM andCom : Prge X S, — Ccom be its committing function.

Depending on the number of witnesses, the IBE scheme is ugkiplentimes with each witnedd’;
being a private key generator (PKG) for its IBE scheme. Asstimere areV withesses and the partial
signature ist € S, x Cl;; x Ccom- The generic CVS construction is as follows.

Key Generation. CVKGS © SKG for generating Pkg, skg) for the signerS. CVKGW def Setup
for generating P Kyy,, sk, ) for the witnesse$V;.

Partial Signature Generation. Given an input message. € M, a condition seC' = {(¢;,W;) :
1 < i < N}, a signing keyskg, a signer’s public keyP Kg and the set of witness public keys
PK¢ ={PKw,:1<i< N},
1. Generate an ordinary signature using the signing algordf SIG: o = Sig(m, skg)
2. For eachc;, W;) € C, pick arandonmu; € Prpp, 1 <i < N and the CVS signature is:

d= <O’ ®h (@fv a,-) , {Enc(PKw,,ci,a;): 1 <i< N}, Com (a,h (@fv ai))>
where Enc(PKw;,, ¢i, ;) is the IBE ciphertext on message using W; (witness) as the PKG
andc; (condition statement) as the identty.

Witness Signature Generation. SigW(c, skyy) def Extract(c, sky ). Taking the condition statement
c as an identity, the witnesd’ could extract the private kay}’ corresponding te. The private key
d" could be considered as a kind of signaturec@s in [3].

Signature Extraction. Given a partial signaturé = (o, {3; : 1 < i < N},~) ando; = dZV 1<i<
N,

1. Forl <i < N, geta, = Dec(PKw,, 5;, 0i).
2. Recover’ = a @ h(@®Y a).

)
?

3. Check ifCom(a’, (@Y a})) = ~. If not, output “fail”, otherwise’ is the ordinary signature.

Signature Verification. VerS ©f yer.

Confirmation Protocol. Using general interactive zero-knowledge proofs [21] eratorent zero-knowledge
proofs [11], the signer with private input, ..., a;,...,ay ando and all the random coins used to
generates; could convince the verifier that there exists aq, . . ., a;, . . . , ay) satisfying the follow-

ing equationsd = (o, {01,062, ..., Bis.- -, ON},7) ;¢ = oDh (@fv a,-) ; Bi = Enc(PKw,, ¢i,a;),1 <
i < N;yv=Com (a, h (@fv a,-)) ; Ver(m,o, PKg) = 1. The common input to the confirmation

protocol isPKg, PKw, (1 <i < N), m,C = {(¢;,W;) : 1 < i < N} andd. Since verifying
whether a given tupléo, ay, aq, . . ., a;, . . . ay) satisfies the above equations is a poly-time predicate,
a general zero-knowledge proof for it should exist.

Fake Signature Simulator —Fake(C) : C' = {(¢;, W;) : 1 <i < N}

1. Randomly (uniformly) pickr s € S,.
2. Randomly pick; € Prpg, for 1 <+i < N and output the fake partial signature:

of = <O‘f @h (@fv bZ-) , {Enc(PKw,,ci,b;):1<i< N}, Com <0f,h <@ZN bz>)>

Obviously, this simulator is PPT.

The generic CVS construction from IBE is slight over-designThe commitment scheme is gener-
ally not needed; it is mainly used to allow detection of feglin ordinary signature extraction which may
occur when invalid witness signatures are used in ordingngasure extraction .

® For short, we may denotBnc(PKw,, ¢i, a;) asEncw, (ci, a;) in the following discussion.



Conditionally Verifiable Signatures 11

Security of the Generic CVS Construction The completeness of the above CVS construction is guar-
anteed by the correctness of the underlying IBE schemedBgsit is also perfectly convertible. The
security of this CVS construction is best summarized withftllowing lemmas and theorem.

Lemma 3 If SIG is existentially unforgeable under an adaptive chosen aggsattack, then the generic
CVS construction is unforgeable. (Proof in Appendix C.)

Lemma 4 If IBFE is IND-ID-CPA secure,COM is a computationally hiding commitment scheme, and
his a PRG, then the generic CVS construction is simulatabile mwspect to the simulatdfake. (Proof
in Appendix C.)

Theorem 5 Given any semantically secure IBE scheme (under a chosemettattack) and any exis-
tentially unforgeable signature scheme, together with &RRd a computationally hiding commitment
scheme, a secure CVS scheme can be constructed.

4.2 A Generic Construction of IBE from CVS

We show how to construct a 1-bit IBE scheme with semanticrigdite. IND-ID-CPA) using a CVS
scheme. We assume the CVS scheme is simulatable with raspadbke partial signature simulator
Fake. Our construction is similar to that in the seminal work oblpabilistic encryption by Goldwasser
and Micali [22]. While they used the indistinguishabilitgtiveen the quadratic residues and non-residues
in Z;, for some composite. (Quadratic Residuosity Problem) to encrypt a single bit,leverage the
indistinguishability between a true and a simulated (fgdaa}ial signature of CVS to create a ciphertext.
By repeating the operation of the 1-bit schemémes as in [22], we could construct an IBE scheme
for k-bit long messages. Now, we just need to focus on a 1-bit IBIE®se. We consider a CVS scheme
with just a single witnesé&’ € W which is used as the PKG for the IBE scheme. Suppade is a PPT
simulator for the CVS scheme. The IBE scheme works as follows

Key Setup. The public and private keys of the witneSsn the CVS scheme are used as the public and

private keys of the PRG in the IBE scheme. WeSetup 4 CVKGW to generate the public/private

key pair of the PRGEVKGW(1*) — (PKg, skq).
Private Key Extraction. The identity/ D; of any user could be treated as a condition statement in the

CVS scheme as they are both a bit string of arbitrary length S&{FE xtract def SigW/CVEndW,
then extracting the private kel for I.D; is the same as requesting an endorsement or signature on
the statemeniD;: SigW(ID;, skg) — d;.

Encryption. The identity of a usei is the bit string/ D; (treated as a condition statement in the un-
derlying CVS scheme) and its private key is the witness esetoentd; obtained fromG. We con-
sider a 1-bit plaintexb € {0, 1}. To encrypt, randomly pick a messagec M, run CVKGS(1*)
to generate the public/private key p&iPKg, skg) of the signer, the encryption function is then:
Enc(PKg,ID;,b) — (m, &, PKg), where
5 — {CVSig(m,IDZ-,skS,PKS,PKg), b=0

>~ 1 Fake(m,ID;, PKg, PK¢), b=1
That is, wherb = 0, §; is a valid partial signature omn, whereas, wheh = 1, §; is a fake one.

Decryption. Given an identity/ D;, a PKG public keyP K and the user private kay;, to decrypt a
given ciphertexC = (m’, ', PKY), the decryption functioec(PK¢, C, d;) — bis implemented
as follows: extract the ordinary signature frofrusingCVExtract(m’, ID;, ', PK§, d;) — o', and
the plaintexty’ is given by the following: v’ = 0 if VerS(m’, o', PK%) = 1 and1 otherwise.

" The case in whiclCVExtract returns_L is covered by the “otherwise” part.
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Correctness of the CVS-based IBEThe completeness of the CVS scheme guarantees the cos®ctne
of decryption in the above IBE scheme. The completenessepropf the CVS scheme ensures that,
if § = CVSig(m,ID;,sks, PKg,PKg) andd; = CVEnNdW(ID;, skq), then the verification must
return 1, that isverS(m, CVExtract(m, ID;, 0, PKg,d;), PKg) = 1. The CVS scheme also guaran-
tees that with negligible probability a valid ordinary sigare on message could be extracted form
Fake(m, ID;, PKg, PK), otherwise, the CVS scheme would be forgeable. These tegetisure that
Dec(PKg, Enc(PKg,ID;,b),d;) = bwith probability almostl.

Security of the CVS-based IBE.The security of above IBE construction is contained in thie¥ang:

Theorem 6 The above IBE construction from CVS is semantically secganat a chosen plaintext
attack (ND-ID-CPA). (Proof in Appendix D.)

4.3 The Equivalence between CVS and IBE
A secure CVS scheme is equivalent to a secure IBE schemems trexistence, summarized below.

Theorem 7 A secure conditionally verifiable signature (CVS) schenmdofgeable, simulatable, with
zero knowledge confirmation protocol) exists if and onlynifldD-ID-CPA secure IBE scheme exists.

Proof. The only if part follows directly from the CVS-based IBE construction givaibove. For the

if part, we assume the existence ofND-ID-CPA secure IBE. Then a one-way function exists (We
could useSetup of the IBE scheme to construct a one-way function.), whicplies the existence of
an ordinary signature scheme existentially unforgeabtieuan adaptive chosen message attack|[33, 31].
Besides, a PRG exists as Impagliazzo et. al. [25] showed baveristruct a PRG from any one-way
function. The existence of a PRG further implies the existeaf a computationally hiding multi-bit
commitment function[30]. Finally, the existence of a onaywiunction also implies the existence of
zero-knowledge proofs. By Theorem 5, we could use the gemerstruction to build a secure CVS
scheme which is unforgeable and simulatable and a zero kdgwlproof for its confirmation protocol
exists. Hence, the existence of a secure IBE scheme impkesxistence of a secure CVS scheme.

We should mention that we showed in Theorem 7 that a weak@moft IBE, namely, one with
IND-ID-CPA security, is necessary and sufficient for the constructiba secure CVS scheme. It is
thus fair to say that CVS could be constructed based on weaseimptions than IBE with the standard
IND-ID-CCA security [2].

5 Conclusions

In this paper, we introduce a new signature concept calle® @Niich could provide effective solu-
tions in many digital business scenarios, in particulass¢hinvolving mutually distrusting parties. We
demonstrate its feasibility by giving a generic constrrttusing IBE and show that it is equivalent to
CPA-secure IBE. The result showing the equivalence betv@ief-secure IBE and CVS could imply
that CVS can be constructed based on weaker computatiogatnasons compared with IBE which
should usually be CCA-secure. One open problem is whethe €&h be constructed from primitives
other than IBE.
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Appendix A: Basic Primitives for the Generic CVS Construction

Identity Based Encryption

We use similar notations as in [2] for identity based endoypt A standard IBE scheméBE =
{Setup, Extract, Enc, Dec} consists of a private key generator (PKG) and a number ofspysed
is made up of four algorithms:

Setup(1*) — (PKg, skg): the key setup algorithm which outputs a public/private kay (P K¢, skc)
for the PKG.

Extract(ID, skg) — drp: the private key extraction algorithm run by PKG which ougpatprivate
key d;p for the identityl D.

Enc(PKq,ID, M) — C: the encryption algorithm taking an identifyD and a message: to output
the ciphertexC'.

Dec(PKq,C,drp) — M: the decryption algorithm taking a ciphertext and a private keyl;p to
output the plaintexti/.

Note that, unlike the description in [2], we incorporateth# public parameters in the PKG public key
P K¢, and this public key is needed in all encryption and decoypti

Security of IBE. In [2], Boneh and Franklin considered the strongest sgcuagtion for IBE, namely
semantic security or indistinguishability against an aidapchosen ciphertext attackND-ID-CCA).
Although chosen-ciphertext security is the standard gebég notion for encryption schemes, we only
consider a weaker notion — semantic security against a ohaatext attackiND-ID-CPA) or seman-

tic security for short — which is sufficient for our genericnstruction of CVS. An IBE is semantically
secure if no PPT adversay could win the following game with a non-negligible advargaghe chal-
lenger runsSetup to generate a PKG public/private key pait K¢, sk¢ ), and gives the public kel K

to the adversary but keeps the private/masterdégy. The adversary could issue to the challenger one
type of queries: (1) Extraction Queky D;). The challenger responds by runnidgytract on I1D; to
generate the corresponding private kBy= d;p, and gives it to the adversary. Once the adversary
decides that the first query phase is over it outputs two t@giaM/,, M, and an identityl D to be chal-
lenged. The only constraint is thaD did not appear in any of the previous extraction queried,itha
ID # 1Dj, V¥j. The challenger flips a coine {0, 1}, setC' = Enc(PK¢,ID, M) and send€’ to the
adversary. The adversary is allowed to make more querieseg®psly done but no query can be made
on the challenged D. Finally, the adversary outputs a guéss {0, 1} for b. The adversary wins the
game ift’ = b. The advantage of the adversary is definedids!?* = |Pr[t/ =b] — 1

Signatures
A signature schem8I1G = {SKG, Sig, Ver} consists of three algorithms:

SKG(1") — (PKg, skg): the key generator which generates the public/private kay(#aK s, sks)
for a signers.

Sig(m, sks) — o: the signing algorithm taking a messageand a private keykg to output a signature
oonm.

Ver(m,o, PKg) — v € {0,1}: the signature verification algorithm taking a messaga signaturer
and a public keyPKg to check whether is a valid signature of onm. If it is, Ver outputs 1,
otherwise, 0.

Security of SIG. A signature scheme is considered secure if the probabifisuocessful existential
forgery is negligible even under chosen message attacldstail, this means the following: An adversary
A is allowed to make oracle access adaptively to obtain sigesof a targeted signéron any message
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m; of his choice; he could make a query based on the results gfréhvdous queries. Finallyd has to
output a message-signature pait, ). The probability that the signature is a valid one for the sage
(i.e. Ver(m,o, PKg) = 1) and the message has not be queried beforer(i.¢ m;, Vj) should be
negligible for all PPTA.

Pseudorandom Generators

Assumel(n) > n. Letz — X denote that: is uniformly sampled fronX. i : {0,1}" — {0,1}}" is a
PRG [20] if the following is negligible im for all PPT distinguisheD:

|Prly «— {0,1}'™ : D(y) = 1] — Pr[s < {0,1}" : D(h(s)) = 1]|. This in essence means titetake a
seeds to generate a string(s) of longer length(n) and nobody could distinguish(s) from a uniformly
sampled string fron{0, 1},

Commitments

We adopt the multi-bit commitment definitions [30, 13] iredeof the common single-bit commitment
[30]. The core of a cryptographic commitment scheme is thramitting algorithmCom(s, m) — ¢

on input a message and a randomly chosen salbutputting a commitment. By revealings andm,

one can check whether a commitmernis properly formed. A commitment scheme should satisfy the
following properties:

Binding. Let A be the security parameter, then the following is neglig{olmputationally binding) or
zero (perfectly binding) for all PPT algorithi:

Pr((s,m,s",m') — {A(AM)} : Com(s,m) = Com(s',m’)]

Hiding. For allm,m’ € {0,1}*, m # m’, the following is negligible (computationally hiding) oem
(perfectly hiding) for all PPT distinguishdp:

‘Pr[s —{0,1}*;¢ < Com(s,m) : D(c) = 1] — Pr[s’ — {0,1}*;¢ «— Com(s',m') : D(¢) = lH

The binding property essentially means that, once a messaigecommitted inc, nobody could
change its value without being detected. In perfectly lgdichemes, the distribution of the commit-
ments for different messages should be identical. Notewvtieatise a different definition for the hiding
property than that of the multi-bit scheme in [30] which stathat, for a message = b1b5...b, (b; €
{0,1},1 < ¢ < n), given a commitment om, nobody could guess any bitcorrectly with a probability
greater tha% +e(\) (wheree()) is a negligible function in\), even when tol@+ , bo, . .., b;—1,biy1, ..., by.
However, it could be shown that the two definitions are edeia

Appendix B: Proofs — Relations between Security Notions

Proof: Simulatability implies Non-transferability

Proof of Theorem 1.

We prove by contradiction. We assume that the CVS schemeniglatiable with respect to a PPT
simulatorFake, that is, the advantagﬁdvrg"m for breaking the simulatability with respect Eake is
negligible for all PPT adversarig3. Assume we use the transcript simule&mT of the zero knowledge
proof for the confirmation protocol as the transcript sinmddakeT for the fake signature. Suppose
there is a PPT distinguishdp which could break the non-transferability property witspect toFake
andFakeT with non-negligible advantagddvy”, then we can construd®’ to break the simulatability
property as follows:



Conditionally Verifiable Signatures 17

D’(6y) whered, is a genuine/fake partial signature whes: 0/1
Setup.

Ask its challenger for the public keys of the signer and thimesses
Run D on the same set of public keys.

Get the signer’s private key from its challenger and passii.t
Query.

Answer all the signing queries itself.

Pass all the endorsement queries frbnto its oracle and relay the results backi?o
Challenge.

D outputs(m, C) it wish to be challenged.

Output(m, C) as its challenge request and receive a challépge
ComputerS™T(5,) and pasgd,, 75T (8,)) as a challenge t®.
Guess.

D outputst’ as a guess fdr. Outputd’.

The query responses are perfectly simulated; the viely of the simulated environment is identical
to its view in a real attack. Lel, = CVSigy(m,C) andd; = Fakeg(m,C). Whenb = 1, the chal-
lenge is a fake partial signatudg and=SmT(5,) = 7FakeT(5;), and the input tdD is (6;, 77T (5;)).
Whereas, wherh = 0, the challenge is a true partial signatuieand 7S™M7(5,) = «SMT(¢;), and
the input toD is (J;, #>™T(5;)). Due to the zero knowledge property of the confirmation moito
(61, 75™T(5,)) could perfectly simulatgs,;, 7$Y=°"(6,)), a valid challenge td. As a result, the chal-
lenge toD is perfectly simulated no mattér= 0 or b = 1. It could be seen thatldv?i™ = AdvNT
which is non-negligible ifD can break the non-transferability property. This concwtﬂte reduction.

Instead of stating the zero knowledge property informallyaove, a more rigorous treatment is
possible by evaluating the probability of succesadind D’ respectively.

The probability of success d@d’ with respect to the simulatability game is given by:
Proim[Success| = 3 (Pr[D'(6;) = 0] + Pr[D’'(6;) = 1))

1
;(PT[D(% 78T (5,)) = 0] + Pr[D (0, 7F¢T(5y)) = 1)

The probability of success db with respect to the non-transferability game is given by:

Priyt(Success] = 5(Pr[D (6, gy~ " (6¢)) = ]+P7“[D(5f77TF_a"eT( 1)) =1])

= L(Pr[D(8, 7§YEN(81)) = 0] — Pr{D(8,, 75 (8,)) = 0
) = 0] + Pr{D(3;, 7 €T (67)) = 1]) _
(Pr(D(d;, m§YF°"(81)) = 0] — Pr[D(6;, 7™ (6,)) = 0])

"+ Pr[D(6,, 7S (5,
= Proim([Success| +

l\3|’—‘\_/

Taking absolute values on both sides,

AdvyT < Advp™ + 3| PrD(8;, m§YF(6)) = 0] — Pr{D(8;, 75™T(5;)) = 0]|
= Advgm + L[ Pr{D(x§{e(6)) = 1] = Pr(D(xS™(3,)) = 1]]

Due to the zero knowledge property, that {&3{°°"(6;)} = {xS™(6,)}, which actually means
that| Pr[D(w5Y~°"(6:)) = 1] — Pr[D(xS™7(8;)) = 1]| is negligible in the security parametarfor all
PPTD. As a result,Adng < Advi™ up to a negligible term (in\). If AdvNT is non-negligible, then
Advff}m must also be non-negligible, which is a contradiction as mmeAdv%im is negligible in\
for all PPTD (the simulatability property). In other words, simulatéabiimplies non-transferability if
the confirmation protocol is zero knowledge.
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Proof: Simulatability and Unforgeability imply Cheat-imm unity

Theorem 2.An unforgeable and simulatable CVS scheme is also cheatimargiven its confirmation
protocol is zero knowledge.

Proof of Theorem 2.

Assume the given CVS scheme is unforgeable and simulataitteraspect to a PPT simulator
Fakeg(m,C). Let SImT(J) be the transcript simulator of the zero knowledge proof deethe confir-
mation protocol wheré is a partial signature.

In the cheat-immunity game defined in the paper, an adveisalyways given a valid partial sig-
nature as a challenge. In the following proof, we force areesbry, capable to win the cheat-immunity
game with non-negligible probability, to run on a challengaich is not a valid partial signature but a
fake one from the simulatdfake. Since the adversary is just an algorithm, it is thus definipessible
to run it on a deviated input. Of course, it is likely that tlowersary would not output the desired result
on the deviated input, but this is what we want to show.

In order to run the adversary on a deviated input, we modiéydéfinition of the cheat-immunity
game slightly, namely, in the challenge phase, no confiongirotocol would be run between the chal-
lenger and the adversary, but instead the adversary is gighallenged partial signature and a transcript
of a confirmation protocol run on that partial signature. dNthtat a run of the interactive confirmation
protocol is replaced by a transcript without any interattid/e argue that the proof obtained in this
amended model also applies to the original model of cheattimty if the confirmation protocol is zero
knowledge. The justification is as follows:

If the confirmation protocol of a CVS scheme is zero-knowkedpge only information obtainable
from running the confirmation protocol is whether a givertiphsignature is true/valid. Hence, the
only difference between the information obtainable fromeg partial signature and the transcript
recorded during the confirmation protocol run on it and therimation obtainable from a given
partial signature and a simulated transcript of the confinaprotocol is the validity of the given
partial signature and nothing else. In other words, if aressry can extract the ordinary signature
from a valid partial signature after running the confirmatjrotocol on it, it should also be able
to do so with almost the same computational effort even witlhonning the confirmation protocol.
Consequently, we would neglect running the confirmationnqo@ in the challenge phase to force
as adversary to run on an invalid partial signature. In ffiete insist on running the confirmation
protocol between the adversary and the challenger in thikeolga phase, it is still possible (even
though inefficient) using the rewinding technique commdulynd in the transcript simulator of any
zero knowledge proof, as it is used in [24]. In order to maka@wversary accept a partial signature
input and run on it, in each round of iteration of the confirimatprotocol, we prepare the answer
of some of all the possible challenged questions. If thelehgé question comes out to be what
has been prepared, then this round is successful; othemugseset the adversary to the start of the
current iteration round and restart this round again. Astroeed before, this rewinding is possible
because the adversary is just another algorithm or Turinghina we use as a subroutine. Of course,
we have to take more computations to complete an iterationdmow but in most zero knowledge
proofs, the overall computation would still remain polyriahtime.

Now we can describe the proof. Suppose there exists a PPTsadyd which can win the cheat-
immunity game with non-negligible probabiliyygf. We show how to construct a distinguishierfrom
A for the simulatability game, which can distinguish a truetiphsignature CVSig) from a fake one
generated byrake.
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D(&):  0p is atruelfake partial signature whér=0/1
Setup.
Get from its challenger the public keys of the signer and egises, and pass them4o
Run A on the same set of public keys.
Keep the signer private key if given one.
Query.
Pass all signing and endorsement queries frbto its oracles and return the results4o
For signing queries, run the confirmation protocol as an tigdretween4 and the challenger.
Challenge.
A outputs(m, C), m € M, C C C x W, to be challenged.
Pasqm, C) to its challenger and receive the challerdge
Compute the confirmation transcriptd,) = SimT(d;) for d;.
Pasg(dy, 7(dp)) as a challenge td.
Guess.
A outputse. Output gues$’ where:

Y {0, VerS(m, o) =1

1, otherwise

First, it can be seen thd? is PPT if A andVerS are both PPT.
The probability of success db with respect to the simulatability gameSs:

Priim[success] = Pr{b = b|5)]
= 1Pr[t/ =0|6o) + 3 Pr[t) = 1/61]
= 3Pr[do « {CVSigg(m,C)};0 — {A(d)} : VerS(m,o) = 1]
L LPr[s,  {Fakes(m, C)}:0 — {A(3)}  VerS(m. o) = 0]
=2pGT + 1 — 1Pr[s, — {Fakes(m,C)};0 — {A(61)} : VerS(m, o) = 1].

Note we use the factG! = Pr{§y « {CVSigg(m,C)};0 < {A()} : VerS(m, o) = 1]. Rearrang-
ing terms, we have:

%pgl = (Pr%im[success] — %) + %Pr[él — {Fakes(m,C)};0 «— {A(61)} : VerS(m, o) = 1]

Taking absolute values on both sides and dendting; < {Fakeg(m,C)};0 «— {A(01)} : VerS(m, o) =
1] by ¢, we have:

ST < |Priim(success] — 1| + | Pr[s; « {Fakeg(m,C)};0 « {A(61)} : VerS(m, o) = 1]|
= Advyi™ + Pr[6; — {Fakeg(m,C)};0 « {A(61)} : VerS(m, o) = 1]

pgl < 2Adv%im +eg. )

If pg;f is non-negligible, then eitheAdvffm or 5 is non-negligible. We consider the following two
cases:

8 For the sake of simple notations, we tend to use short natfiar the probability in question. For example, we just avrit
Pr[b’ = b|dy] to denote the probability that the guesslof that is,b’ is the same as the challenged bigiven §, which
could be generated fro@VSig (if b = 0) or Fake (if b = 1). We also neglect the preamble like public key generation.
Formally, this probability should be written as:

(PKs, sks) — {CVKGS(1M)}; (PKw, skw) — {CVKGW (1%), YW;
Pr|me M;C «— QCXW; b {0,1};0p « {{CVSIQS(m’C)}’ b=0

(Fakes(m, )}, b=17 U=b
7 (AWK = ~(VerS(m, o) = 1})
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Casel —Adv%"m is non-negligible. Obviously, the existence of such a PPT algorithhwvould break
the simulatability property, which is a contradiction asassume the CVS scheme is simulatable.

Case 2 — is non-negligible. We argue that it ; is non-negligible, then we could uskto create an
existential forgery as follows.

F

Setup.

Get all the public keys of the signer and witnesses.

Run A on the same set of public keys.

Keep the witness private keys.

Query.

Pass all signing queries to its oracle and relay the resattk to A.

Run the confirmation protocol as an agent in betwdeand the challenger.
Answer all endorsement queries itself using the withesafmikeys.
Challenge.

A outputs(m,C), m € M, C C C x W, to be challenged.

Create) = Fakeg(m, C'), and compute the confirmation transcrigt) = SimT(J) for 4.
Pasgdy, m(dp)) as a challenge td.

Guess.

Output the final output of A as a forgery output.

Obviously, if A is PPT, thent' is also PPT akake is PPT. Asm is chosen to be not queried before,
the probability of successful existential forgery Byis then given by:

PiF = Prl5 — {Fakes(m.C)};o — {A(9)} : VerS(m, o) = 1

Note thatp¥*" should be equal te; which is non-negligible. This concludes that the given C¢Besne
is existentially forgeable if ; is non-negligible, which is a contradiction as we assumeC¥i& scheme
is unforgeable.

In conclusion, if the given CVS scheme is simulatable (Aé@%m is negligible for all PPTD) and
unforgeable (i.ep’!" is negligible for all PPTF), then it is also cheat-immune with negligibg! for
all PPTA.

Appendix C: Proofs — The Security of the Generic CVS Constrution

Security of the Generic CVS Construction from IBE

Lemma 3.1f the underlying ordinary signature scherfiéG is existentially unforgeable under a chosen
message attack, then the generic CVS construction is wedblg.

Proof of Lemma 3.

We prove the unforgeability property of the generic congtam by contradiction. Assum&IG is
existentially unforgeable under chosen message attacigpdSe there is a PPT forging algorithmn
which can forge a CVS partial signature with probability utsess,ogl_vs . We show how to construct
another forging algorithn” from F to forge a signature faf 7G.
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f/
Setup.
Ask its challenger for the signer public kéy/K s.
Run Setup to get all the witness public/private key pailB Ky ,, skw,), 1 < < N.
RunF on PKg and(PKy,, skw,).
Query.
WhenF issues &g query for(m;, C;) whereC; = {(cji, Wj;) : 1 <1 < N},
ask its signing orale for an ordinary signaturg= Sig(sks,m;).
Randomly choose;; (1 < ¢ < N) to create a partial signature:
5j = <Uj D h <@f\/ ajl-) s {E’I’LC(PKWjZ.,Cji, aji)} ,C’om (O‘j, h (@f\/ aji>)>
With a;;’s, o, and all random coins used, run the confirmation protocdi wit

Guess.
F outputs a guesgn, o). Output(m, o).

Obviously, if F' is PPT, thenF” is also PPT (agnc andCom are also PPT). Note tha should
outputm # my, Vj The probability of success o’ is:

pHC = Pr[Ver(m,o, PKg) = 1] = p3**

If the CVS scheme is forgeable, that j&7"% is non-negligible, them3.¢ is also non-negligible (a
contradiction). Hence, if /G is unforgeable in the sense that’“ is negligible for all PPTA, then so
is the CVS scheme given by the generic construction.

Lemma 4. Given a pseudorandom generator and a computationallyhwbmmitment scheme, if the
underlying IBE scheme is semantic secure, then the gen®&i&donstruction is simulatable with respect
to the given simulatoFake.

Proof of Lemma 4.

It is easy to show that the given CVS scheme with one witnesedare, then a CVS scheme with
many witnesses is also secure. Hence, we will consider &sivithess case. The details of the multiple-
witness case could be found at the end of this section.

Assumel BE is IND-ID-CPA secure} is a pseudorandom generator, &n@ M is computationally
hiding. Supposé is a PPT distinguisher which has non-negligible advanmgf%im in winning the
simulatability game associated with Definition 2. We canebasD to construct another distinguisher
D' to break the semantic security bBBE.

To avoid confusion, we should clarify that in the followinigadission, we denote the challenge ci-
phertext of the IBE game ly;,, b € {0, 1} and the queried verifiability condition set I6y;.
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D'(Cy), be{0,1}
Setup.
Ask its challenger for the public kel K of the PKG. Use it as the witness public key ff.
RunCVKGS to generate the signer public/private key pdK g, skg).
RunD on PK¢ and(PKg, skg).
Query.
Signing Queries@s) on (m;, C;) whereC; = (c;, W).
- Generater; = Sig(m;, skg)
- Randomly picka; and encrypts itself to generate the partial signature:
d; = (oj ® h(aj), Enc(PKg,cj,a;), Com(oj, h(a;)))
- Based on all the random coins used, run the confirmatioropobtvith D.
Endorsement Querie®)Xg) on (c¢;, W).
- Pass all endorsement queries, W) from D as extraction queries a to its oracle to getl;.
- d; is equivalent tary (c;).
Challenge.
D outputsm and(c, W) to ask for a challenge.
Create a signature; on a message: using.Sig.
Randomly pickory € S,.
Randomly picka, ay € Prpg. Outputa; anday to ask for a challengée’, where
o — {Enc(PKg,c, a;), b=0
7\ Enc(PKg,vc, ag),b=1.
Flip a coine € {0, 1} and send the following challenge T
B { (o ® h(ay), Cp, Com(oy, h(ar))), e=0
"\ (os @ h(ay), Cy, Com(oys,h(ay))),e=1
Guess.D outputs a guess. Outputd’ as a guess far.

Note: (o, & h(at), Enc(PKg,c,at), Com(ot, h(at))) is equivalent taCVSigg(m, C) and
(of @ h(ay), Enc(PKg,c,ar),Com(oy,h(ay))) is equivalent tdrake(C).

Obviously, if D is PPT, so isD’ (assumingEnc, h andCom are all PPT). In the following discus-
sion, we abuse the notation — we wrif¥0) instead the full notatiorD(d, m,C'). Hence,(m,C) is
always part of the input t@ and the associated algorithms. Again, we abuse the notayiomriting
Enc(PKg,c,a) asEnc(a).

The probability of success @’ is given by:

PriBE[Success] = Prib’ = b|Cy)
i = 1Pr[D(6,) i 0[b = 0]+ 2Pr[D(6.) = 1|b = 1]

— EPr{D(8,) = 015, = (o1 & h(ay), Enclay), Com(a, h(ar)))]
+1Pr[D(8e) = 06 = (0y @ h(ay), Enc(ar), Com(oy, hay)))]
+%PT[D( e) = 10e = (01 @ h(ar), Enc(ays), Com(oy, h(ar)))]
+1Pr[D(6e) = 1[0 = (o7 & h(ay), Enc(ay), Com(ay, h(ag)))]-

Note that

Pr3imSuccess] = %Pr[D(& 0|0e = (o¢ @ h(ar), Enc(a), Com(oy, h(at)))

]
1|0c = (o ® h(as), Enc(af), Com(os, h(ay)))].



Conditionally Verifiable Signatures 23

SubstitutingPriPE [Success] into Pri™[Success], we have

S Pr3im[Success| = PriBF[Success]
—1Pr[D(6c) = 0l6c = (o ® h(ay), Enc(a), Com(ay, h(ay)))]
—1Pr[D(6.) = 1|6, = (o1 @ h(a;), Enc(ay), Com(oy, h(ay)))]
= Pri?E[Success] — 1
—|—%Pr[D(5e) = 1[0 = (o @ h(ayf), Enc(as), Com(os, h(ay)))]
—5Pr[D(dc) = 1]6e = (o¢ @ h(az), Enc(ay), Com(oy, h(ar)))].

Subtracting}I and then taking absolute values on both sides, we have

T Advg™ < AdvEPF + 1| Pr[D(6.) = 1|6 = (o7 ® h(ay), Enc(a;), Com(o s, h(ay)))]
—Pr[D(6e) = 1]0e = (0r @ h(ar), Enc(ay), Com(oy, h(ar)))]|-

Letep denote Pr[D(d.) = 1|0. = (or @ h(ay), Enc(as), Com(oy, h(ar)))] — Pr[D(0e) = 1|0 =
(o1®h(ar), Enc(ay), Com(oy, h(ay)))]|. Then we could viewp as the advantage & in distinguishing
the following two distributions:

Ap={m — M;c—C;of — Sy;a,d’ — Prpg : (65 ® h(a), Ency (c,d’),Com(oys, h(a)))},
Ay ={m «— M;c«— C;or — {Sigs(m)};a,d’ «— Pipg : (6¢ & h(a), Ency (c,a’), Com(oy, h(a)))}

We argue thaEncyy (¢, a’) would not have useful information to helpin distinguishing the above
two distributions as anda’ are picked independently; even if one know how to decyptyy (¢, a’) to
obtaina’, o’ has no useful information aboutwhich is needed to tell whether a givéromes fromA ¢
or A;. If ep is non-negligible, then it is straightforward to constréraim D another algorithmD” with
an advantagep» = ep to distinguish the following two distributions:

IIy = {m «— M;05 «— So;a — Prpg : (07 ® h(a), Com(os,h(a)))},
II; = {m « M;o; «— {Sigs(m)};a < Pipg : (o1 ® h(a), Com(o¢, h(a)))}

The idea of the construction @” is when a challengés @ h(a), Com(o, h(a))) (Whereo could be
equal too, or o) is received,D” randomly picksa’ € P;pg, createsEncy (c,a’), and add it to the
challenge to create a new challenge® h(a), Ency (c,a’), Com(o, h(a))) for D.

The advantage of reducing the problem of distinguishihgil; to that of distinguishingA ;/A; is
the adaptive queries, more specifically, the endorsemeasiag, in the simulatability game would not
help in any way in distinguishind/; andI;. In other words, we do not need to take into account of
adaptive queries while showing the indistinguishabiligivbeenlI ; andII;. Besides, the indistinguisha-
bility betweenlI; andII; implies that ofA; and A, in the simulatability game.

Let ¢, and ecops be the indistinguishability coefficients of the pseudo@andgenerator and the
commitment scheme. Recall thgtdenotes the advantage of the best PPT distinguisher inglisshing
between the output distribution of a pseudorandom gernetato{0,1}» — {0,1} and a uniform
distribution over the output space bf that is, betweedz « {0, 1} : h(x)} and{y « {0,1} : y}.
Wherease¢cons denotes the advantage of the best PPT distinguisher ingligshing between the output
distributions of the commitments of two different input wes$, say; andoy, that is, betweer{r «—
{0,1}* : Com(oy,r)} and{r «— {0,1}* : Com(oy,)}. Now, we can show the indistinguishability
between/; and ;. In the following discussion, iX andY are computationally indistinguishable, we
denoteX = Y. The proof below is based on the standard hybrid argumentrenttansitivity property
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of computational indistinguishability.

II; = {m «— M;o, «— {Sigs(m)};a < Pipg : (oy ® h(a), Com(oy, h(a)))}
>~ {m « M;oy « {Sigs(m)};r < {0,1} : (oy @ r, Com(oy, 7))} (with €p,)
>~ {m — M;oy — {Sigs(m)};r, 7" — {0,1} : (', Com (o, 7))}

> {m — M;op — Spyr,r’ «— {0,1}= 2 (¢, Com(oys,7))} (with econr)
= {m — M;op — Spir {0,1} : (o7 @7, Com(oy,7))}
= {m — M;op — Sy;a — Pipg : (05 @ h(a),Com(os, h(a)))} (with €p,)

As aresultep = epr < 2¢;, + econ- Substituting back, we have

%Adv%m < Advg/BE + %Eh + %ECOM
Adv%zm < 2Adv{)j,BE + €, + %GC’OM-

If we assumeC'OM is computationally hiding and is a pseudorandom generator, then bgttand
ecom should be negligible in their security parameters. Consetly if Adv%im is non-negligible, the
only possibility is eitherAdv{j?E is non-negligible, meanin®’ could break the semantic security of
the IBE scheme (a contradiction). In other words, the seimaaturity of the IBE scheme implies the
simulatability of the CVS construction with respect to thieeg construction ofake. SinceFake is
PPT, we could conclude that the given generic CVS constmies simulatable.

Single-witness Simulatability implies Multiple-witnessSimulatability

We prove by contradiction. We assume the simulatabilitypprty is achieved in the single witness
case. Suppose there is a PPT distinguidhgrwhich can break the simulatability property for > 1
whereN is the number of witnesses. We show how to construct anothtingliisherD,, based orD y,
which could break the simulatability of the single-witnesse.

The construction of; (based orDy) is as follows:

In the setup,D; asks its challenger for the signer’s private and public kéyat is,skg and PKg,
and the witness public kel K1 = P K. Without loss of generality, we sét as1/; for the multiple-
witness case. Them), creates the public and private keys for other witne$gg® < ¢ < N by running
CVKGS.

D, answer queries fronb in the following way: WhenD y makes a signing query); creates a
partial signature itself as it knows the signer’s privatg kig. To answer any endorsement queries on
a condition statement for witne$®;, D, makes an endorsement query to its challenger on the same
condition statement and passes the result badkxo For the endorsement queries for other witnesses
W;,2 <i < N, Dy answers them itself using the private kgy (2 < i < N).

When Dy outputs a message and a condition se€ = {(¢;,W;) : 1 < ¢ < N} asking for
a challenge D; outputsm and(c;, W7) as its challenge request. It is possible that W) has been
queried before as there is no restriction in our definitiosiofulatability that(c;, 1/7) has to be a new
one; at least one df;, W;) not previously queried would constitute a valid challengguest. Suppose
Cg denote the set of all endorsement queries made so far, thasahility definition only requires that
the current queryc;, W;) must satisfy that’\(Cr U {(c;, W;)}) is non-empty. We will discuss later
about abortion probability due to this. Let us continue assg (c;, W) is a new condition. Suppose
is a valid ordinary signature om ando is just some randomly picked numberdy. D, receives its
challenges} = (o, 81,7) wheres; = (o¢ & h(a1), Encw, (c1,a1), Com(oy, h(a1))) whenb = 0 and
6t = (oy@h(ar), Encw, (c1,a1), Com(ot, h(ar))) whenb = 1 for some unknow, . To create a valid
challenge forDy, Dy randomly picksas, ..., a;,...,ay such thatus @ as ® ... ® ay = 0 and sends
out the following challenge t®)x: 6} = (a, B1, B2, - - -, Bn,v) WhereB; = Encw;, (¢, a;),2 < i < N.
Note thatay P as ® ... Day = aq; henceﬁ{,v is a valid challenge foP .
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Dy could continue making signing and endorsement querigg; Ji17) is in the query, then this
run fails. Otherwise, whe  outputs its gues&’ for b, D, outputsd’ as its guess fob. Obviously, if
Dy is PPT, so isD; and the advantage db, is the same as that @y, that is, Advy™ = Adv%’;”,
providedD; does not abort in the simulation. Now, it remains to find oetghobability of successfully a
run of D;. Note that no matter how many queries out of the requestdtenga condition sef(c;, W) :

1 <1i < N} are made byDy, Dy must answer at least one of them directly according to thaidefi,

that is,C\Cg"“l must be non-empty icg'"“l denotes the set of all endorsement queries made before
the end of the game. In that case(df, W) is in the remaining subsef); makes a successful run, and
the probability of that 9,y = % Overall, the advantage @b, is Adv%ﬁm = lAdv%}’f. In the real
cases, NV would usually be a small integer, usualy 10, so the restriction would be fulfilled without
mentioning. This concludes the reduction.

Note that a tighter reduction would also be possible.

Appendix D: Proof — Semantic Security of the IBE Construction from CVS

Proof of Theorem 6.

Now, we show that the above construction satisfies the dondifor IND-ID-CPA secure IBE. We
assume the CVS scheme is simulatable with respdedite. Suppose the above constructed IBE scheme
is not IND-ID-CPA secure, that is, there exists an advers@rwhich can win the ND-ID-CPA game
with a non-negligible advantagAdv{)BE. In other words, given a ciphertekin, 6, PKg) whered, is
a valid/fake partial signature wheén= 0/1, D could tell whether the plaintext bit= 0 or b = 1 with
a non-negligible advantage. Up to this point, it is cleat acould be used to break the simulatability
property of the underlying CVS scheme with respedtd&e. However, for completeness, we show how
to construct another adversafy from D to tell whether a given partial signatudg originates from
CVSig or Fake.

D' ()

Setup.

Get the public keyP K of the witness from its challenger. R@hon PK .
Get the signer’s public/private key padiP K g, skg). Query.

Extraction QueryID;). Pass all extraction queries frofto its endorsement oracle.
Challenge.

D outputs/ D to be challenged. (Note the plaintext could onlytbar 1.)
Randomly select a messagec M.

Passn, I D to its challenger and receive the challerge

PasC, = (m, &, PKg) as a challenged ciphertext

Guess.

D outputs a guesls. Outputd’ as a guess far.

It obvious that the advantage &Y with respect to CVS simulatability is the same as the adggnta
of D on breaking the semantic security of the IBE scheme. Hehtleg ilatter is non-negligible, so is
the former, a contradiction as we assume the given CVS sciesmulatable with respect féake. In
conclusion, the constructed IBE scheme is semanticallyreexs long as the CVS scheme is simulatable.



