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Abstract

Lewko and Waters [Eurocrypt 2010] presented a fully secure HIBE with short ciphertexts.
In this paper we show how to modify their construction to achieve anonymity. We prove the
security of our scheme under static (and generically secure) assumptions formulated in composite
order bilinear groups.

In addition, we present a fully secure Anonymous IBE in the secret-key setting. Secret-Key
Anonymous IBE was implied by the work of [Shen-Shi-Waters - TCC 2009] which can be shown
secure in the selective-id model. No previous fully secure construction of secret-key Anonymous
IBE is known.
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1 Introduction

Identity-Based Encryption (IBE) was introduced by [13] to simplify the public-key infrastructure.
An IBE is a public-key encryption scheme in which the public-key can be set to any string inter-
preted as one’s identity. A central authority that holds the master secret key can produce a secret
key corresponding to a given identity. Anyone can then encrypt messages using the identity, and
only the owner of the corresponding secret key can decrypt the messages. First realizations of IBE
are due to [2] which makes use of bilinear groups and to [3] which uses quadratic residues. Later, [J]
introduced the more general concept of Hierarchical Identity-Based Encryption (HIBE) issuing a
partial solution to it. An HIBE system is an IBE that allows delegation of the keys in a hierarchical
structure. To the top of the structure there is the central authority that holds the master secret
key, then several sub-authorities (or individual users) that hold delegated keys which can be used
to decrypt only the messages addressed to the organization which the sub-authority belongs.

In this paper we are interested in Anonymous HIBE that are a special type of HIBE with the
property that ciphertexts hide the identity for which they were encrypted. Interest in Anonymous
IBE and HIBE was spurred by the observation that it can be used to build Public-Key Encryption
with Keyword Search [1]. As noticed by [1], the first construction of Anonymous IBE was implicit
in [2] whose security relied on the random oracle assumption. Boneh and Waters [5] constructed
Anonymous HIBE in the selective-id model. Recently, Lewko and Waters [I1] used the Dual
System Encryption methodology introduced by [16] to construct the first fully secure HIBE system
with short ciphertexts. The construction given by [l 1] seems inherently non-anonymous. Another
construction of Anonymous HIBE was given by [12] but their security proof is in the selective-ID
model.

We show that a slight modification of the HIBE of [11] gives the first fully secure Anonymous
HIBE. Our construction has, like the non-anonymous one of [I11], short ciphertexts; that is, a
ciphertext consists of a constant (that is independent of the depth of the hierarchy) number of
elements from the underlying bilinear group. The full security of our construction is based on
static (that is, independent from the running time of the adversary and the size of hierarchy) and
generically secure assumptions.

Recently, a fully-secure hierarchical predicate encryption system has been given by [10]. Anony-
mous HIBE can be obtained as special case of the construction of [10] and, even though the con-
struction of [10] is based on prime order gropus, the ciphertexts of the resulting Anonymous HIBE
consist of O(£?) group elements and keys have O(¢3) group elements. In [7] the authors constructed
an Anonymous HIBE scheme based on hard lattice problems; in this construction the size of a
ciphertext depends on the depth of the hierarchy.

We also study Secret-Key Anonymous IBE and show that if our public key construction is used
in the secret key setting (that is, the public key is kept secret) then the scheme enjoys the additional
property of key secrecy; that is, decryption keys for different identities are indistinguishable. We
stress that key secrecy cannot be obtained in the public key setting as an adversary can test if a
secret key Sk corresponds to identity ID by creating a cipertext Ct for ID (by using the public key)
and then trying to decrypt Ct by using Sk. We mention that the Secret-Key Predicate Encryption
Scheme of [11] has Secret-Key Anonymous IBE as a special case but its security is in the selective-id
model. To the best of our knowledge, the concept of Secret-Key Hierarchical IBE has not been
defined before and we defer its study to future work.

Organization of the work. In Section 2, we present a brief introduction of bilinear groups and state



the complexity assumptions used to prove the security of our schemes. In Section 3 we present
definitions and our construction for Public-key Anonymous HIBE. Finally, in Section 4, we present
definitions and our construction for Secret-key Anonymous IBE. Due to lack of space the proof of
security of our assumptions in the generic group model is omitted and can be found in the extended
version [0].

2 Composite Order Bilinear Groups and Complexity Assumptions

Composite order bilinear groups were first used in cryptographic construction in [3]. We use groups
of order product of four primes and a generator G which takes as input security parameter A and
outputs a description Z = (N = p1p2psp4, G, G, e) where p1, p2, p3, p4 are distinct primes of O(\)
bits, G and G are cyclic groups of order N, and e : G Xx G — Gr is a map with the following
properties:

1. (Bilinearity) ¥ g,h € G,a,b € Zy,e(g*, h®) = e(g, h)®.
2. (Non-degeneracy) 3 g € G such that e(g, g) has order N in Gr.

We further require that the group operations in G and G as well the bilinear map e are computable
in deterministic polynomial time with respect to A. Also, we assume that the group descriptions of G
and Gr include generators of the respective cyclic groups. Furthermore, for a,b,c € {1,p1,p2, ps, pa}
we denote by Ggpe the subgroup of order abe. From the fact that the group is cyclic it is simple
to verify that if g and h are group elements of different order (and thus belonging to different
subgroups), then e(g,h) = 1. This is called the orthogonality property and is a crucial tool in our
constructions. We now give our complexity assumptions.

2.1 Assumption 1

For a generator G returning bilinear settings of order N product of four primes, we define the
following distribution. First pick a random bilinear setting Z = (N = pipopsps, G,Gr,e) by
running G(1*) and then pick

g1, A+ Gp17A27B2 < Gp27937 Bs + Gp3vg4 — Gp47T1 «— Gp1p2p3>T2 — Gmps

and set D = (Z,91,93,94, A1 A2, B2 B3). We define the advantage of an algorithm A in breaking
Assumption 1 to be:

Adva; (\) = [Prob[A(D, T1) = 1] — Prob[A(D, T3) = 1]|.
Assumption 1 We say that Assumption 1 holds for generator G if for all probabilistic polynomial-
time algorithms A Advay(N) is a negligible function of .
2.2 Assumption 2

For a generator G returning bilinear settings of order N product of four primes, we define the
following distribution. First pick a random bilinear setting Z = (N = pipapsps, G, Gr,e) by
running G(1*) and then pick

Ck,S,T%ZN, g1 <—Gp1, QQ,AQ,BQ %Gm, gs %Gpg, g4<—Gp4, T2<—GT
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and set 11 = e(g1,91)* and D = (Z, g1, 92, 93, 94, 91 A2, i B2, g5, A5). We define the advantage of
an algorithm A in breaking Assumption 2 to be:

Advia,(A) = [Prob[A(D, T1) = 1] — Prob[A(D, T) = 1]|.

Assumption 2 We say that Assumption 2 holds for generator G if for all probabilistic polynomial
time algorithm A Advﬁz(/\) is a negligible function of .

2.3 Assumption 3

For a generator G returning bilinear settings of order N product of four primes, we define the
following distribution. First pick a random bilinear setting Z = (N = pipapsps, G,Grp,e) by
running G(1%) and then pick

7,8 < Zn, g1, U,A1 — Gpu QQ,AQ,BQ,DQ,FQ — GP27 g3 < Gpg,
g4, A4, By, Dy < Gm: Aga, Bog, Doy < Gp2p4v 15 «+ GP1P2P4
and set T1 = ATD24 and D = (I, gd1,92, 93, 94, U, USA24, Uf, A1A4, A§A27 gTBQ, ngQ4). We define
the advantage of an algorithm A in breaking Assumption 3 to be:

Advias(A) = [Prob[A(D, Ty) = 1] — Prob[A(D, T) = 1]|.

Assumption 3 We say that Assumption 3 holds for generator G if for all probabilistic polynomial
time algorithm A Adv;i%(/\) is a negligible function of .

3 Public-Key Anonymous HIBE

3.1 Hierarchical Identity Based Encryption

A Hierarchical Identity Based Encryption scheme (henceforth abbreviated in HIBE) over an al-
phabet ¥ is a tuple of five efficient and probabilistic algorithms: (Setup, Encrypt, KeyGen, Decrypt,
Delegate).

Setup(1*,1%): takes as input security parameter X and maximum depth of an identity vector £ and
outputs public parameters Pk and master secret key Msk.

KeyGen(Msk,ID = (ID,...,ID;)): takes as input master secret key Msk, identity vector ID € ¥
with j < £ and outputs a private key Skip.

Delegate(Pk, ID, Skip, ID;+1): takes as input public parameters Pk, secret key for identity vector
ID = (ID4,...,ID;) of depth j < ¢, IDj11 € ¥ and outputs a secret key for the depth j + 1
identity vector (IDq,...,ID;,ID;q1).

Encrypt(Pk, M, ID): takes as input public parameters Pk, message M and identity vector ID and
outputs a ciphertext Ct.

Decrypt(Pk, Ct, Sk): takes as input public parameters Pk, ciphertext Ct and secret key Sk and
outputs the message M. We make the following obvious consistency requirement. Suppose
ciphertext Ct is obtained by running the Encrypt algorithm on public parameters Pk, message
M and identity ID and that Sk is a secret key for identity ID obtained through a sequence
of KeyGen and Delegate calls using the same public parameters Pk. Then Decrypt, on input
Pk, Ct and Sk, returns M except with negligible probability.



3.2 Security definition

We give complete form of the security definition following [15]. Our security definition captures
semantic security and ciphertext anonymity by means of the following game between an adversary
A and a challenger C.

Setup. The challenger C runs the Setup algorithm to generate public parameters Pk which it
gives to the adversary A. We let S denote the set of private keys that the challenger has
created but not yet given to the adversary. At this point, S = (.

Phase 1. A makes Create, Delegate, and Reveal key queries. To make a Create query, A specifies
an identity vector ID of depth j. In response, C creates a key for this vector by calling the
key generation algorithm, and places this key in the set S. C only gives A a reference to
this key, not the key itself. To make a Delegate query, A specifies a key Skip in the set S
and ID;1 € ¥. In response, C appends ID;11 to ID and makes a key for this new identity
by running the delegation algorithm on ID, Skip and ID;4;. C adds this key to the set S and
again gives A only a reference to it, not the actual key. To make a Reveal query, A specifies
an element of the set S. C gives this key to .4 and removes it from the set S. We note that
A needs no longer make any delegation queries for this key because it can run delegation
algorithm on the revealed key for itself.

Challenge. A gives two pairs of message and identity (Mo, IDj) and (M, D7) to C. We require
that no revealed identity in Phase 1 is a prefix of either IDj or ID]. C chooses random
B € {0,1}, encrypts Mg under ID} and sends the resulting ciphertext to A.

Phase 2. This is the same as Phase 1 with the added restriction that any revealed identity vector
must not be a prefix of either IDf or ID7.

Guess. A must output a guess 3’ for 3. The advantage of A is defined to be Prob[f’ = ] — %

Definition 3.1 An Anonymous Hierarchical Identity Based Encryption scheme is secure if all
polynomial time adversaries achieve at most a negligible (in \) advantage in the previous security
game.

3.3 Our construction

In this section we describe our construction for an Anonymous HIBE scheme.

Setup(1*,1): The setup algorithm chooses random description Z = (N = pypapsps, G, Gr, e) and
random Y1, Xq,u1,...,u € Gy, , Y3 € Gp,, X4, Yy € Gy, and o € Zy. The public parameters
are published as:

Pk = (N7 Yla}/37n7t - X1X4,'U,1, soe 7ufaQ - e(YhYl)a)-

The master secret key is Msk = (X1, ).



KeyGen(Msk, ID = (IDy, ...,ID;)): The key generation algorithm chooses random r,ry € Zy and,
fori € {1, 2}, random Ri,la Ri’g, R/L'J‘Jrl, ey Ri,Z S Gp3. The secret key Sk|D = (Ki,la Ki’g, Ei,jJrl;
..., Ejy) is computed as

r ID ID; m
Kip=Y"Ri1, K=Y <u1 b ]X1> Ri2
T 71
Erj1 =uii R, - Ere=uy Ry,

Kot1 = Y™Ro1. Koo—= (P -u®Xx,) R
21 =Y*Ro1, 2,2 = | uy u; Xy 2,2

T T
Eyjir =ui Rojy1, ooy Eig=uRoy.

Notice that, Skip is composed by two sub-keys. The first sub-key, (K11, K12, E1 j+1, ..., E10),

is used by the decryption algorithm to compute the blinding factor, the second, (K21, K22, E2 j4+1,
..., E5y), is used by the delegation algorithm and can be used also to verify that the identity
vector of a given ciphertext matches the identity vector of the key.

DeIegate(Pk, |D7 Sk|D7 |Dj+1): Given akey Sk|D = (Kz(,h K£’2, Ez{,j—l-l? A ?Ez{,ﬂ) for ID = (|D17 ey |Dj),
the delegation algorithm creates a key for (IDq,...,1D;, IDj41) as follows. It chooses random
71,72 € Zy and, for i € {1,2}, random R;1,Ri2, R jt+2,...,Ri¢ € Gp,. The secret key
(Kin, Ki2,Ejjyo,...,FE;g) is computed as

~ ~ ID; 711D ;
Kig=Kij1(Ky ;) "R, K12 = Ky o(Ky ) (B 1) s (Ey;11) T Ryg,

By e = Ei,j+2 ' (Eé,jw)ﬁRl,jJr?a SERNOVES Ei,z ) (Eé,z)ﬁRl,E-
and i i i
Koy = (K5 )?Roy, Koo = (Kyy)? - (Eyjq) P Ry,

Eajro=(Eyjy9)*Roji2,..., Bag = (Ey)™ Roy.

We observe that the new key has the same distributions as the key computed by the KeyGen
algorithm on (IDy,...,ID;,1D 1) with randomness 71 = 7} + (15 - 71) and ry = 1% - 7.

Encrypt(Pk, M,ID = (IDq,...,1D;)): The encryption algorithm chooses random s € Zy and ran-
dom Z,Z' € G,,. The ciphertext (Cp, C1,C3) for the message M € Gr is computed as

N\ S
%:qumw,qz@ﬁmﬁﬂz,@:wz

Decrypt(Pk, Ct,Sk): The decryption algorithm assumes that the key and ciphertext both corre-
spond to the same identity (ID1,...,ID;). If the key identity is a prefix of this instead, then
the decryption algorithm starts by running the key delegation algorithm to create a key with
identity matching the ciphertext identity exactly. The decryption algorithm then computes
the blinding factor as:

e(V1,Y1)%e (u® - % x, v )
e(K172, Cg) B 1,1 1 j 1, Y7 B e(Y . )as
e(Kl,hCl) e(Yl,ullDl '-~u;DjX1>T18 1, Y1 .




By comparing our construction with the one of [11], we notice that component ¢ of the public
key and components C; and Cy of the ciphertext have a G, part. This addition makes the system
anonymous. Indeed, if we remove from our construction the Gy, parts of t and C and Cy (and
thus obtain the scheme of [11]) then it is possible to test if ciphertext (Cp, Cy,Co) is relative to
identity (IDy,...,ID;) for public key (N, Y7, Y3, Yy, t,uq,. .., up, ) by testing e(Cg,t'(ullD1 e uLDZ))
and e(C1,Y]) for equality.

3.4 Security

Following Lewko and Waters [!1], we define two additional structures: semi-functional ciphertexts
and semi-functional keys. These will not be used in the real scheme, but we need them in our
proofs.

Semi-functional Ciphertext. We let go denote a generator of G,,. A semi-functional ciphertext
is created as follows: first, we use the encryption algorithm to form a normal ciphertext (C{, C1, C5).
We choose random exponents x, z. € Zy. We set:

Co=Cy, Cr=0Clg5c, Cy=Chgs.

Semi-functional Keys. To create a semi-functional key, we first create a normal key (K,
1{72, E§7j+1, . sz{x) using the key generation algorithm. We choose random exponents z,7, zi €
Zy and, for i € {1,2}, random exponents z; j+1,...,%¢ € Zny. We set:

o / v o ! Y2k ! YZ1,i\L
Ky, = K1,1 gy, K12 = K1,2 D) a(El,l =L1:°9 )i:j+17

and
g zy g 2YZ) o 2Y22,i\0
Koy = K2,1 gy, Kag = Kz,z 9y, (E2,z = E2,i ) )i:j+1'

We note that when the first sub-key of a semi-functional key is used to decrypt a semi-functional
ciphertext, the decryption algorithm will compute the blinding factor multiplied by the additional
term e(gg,gg)M(Z’C*ZC). If z. = 2z, decryption will still work. In this case, we say that the key is
nominally semi-functional. If the second sub-key is used to test the identity vector of the ciphertext,
then the decryption algorithm computes e(go, gg)‘“”(z’f*zﬂ) and if z. = 2z, the test will still work.

To prove security of our Anonymous HIBE scheme, we rely on the static Assumptions 1,2 and
3. For a probabilistic polynomial-time adversary .4 which makes ¢ key queries, our proof of security
will consist of the following sequence of g + 5 games between A and a challenger C.

GamepRea: is the real Anonymous HIBE security game.

GameRgear: is the same as the real game except that all key queries will be answered by fresh calls
to the key generation algorithm, (C will not be asked to delegate keys in a particular way).

GameRestricted: 18 the same as Gamege,r except that A cannot ask for keys for identities which are
prefixes of one of the challenge identities modulo po. We will retain this restriction in all
subsequent games.

Gamey: for k from 0 to ¢, we define Gamey, like GameRestricted €xcept that the ciphertext given to
A is semi-functional and the first k£ keys are semi-functional. The rest of the keys are normal.



GamerFinal,: is the same as Gamey, except that the challenge ciphertext is a semi-functional encryp-
tion with Cp random in G (thus the ciphertext is independent from the messages provided

by A).

GamegFinal,: is the same as Gamerin,l,, except that the challenge ciphertext is a semi-functional
encryption with C random in Gy, p,p, (thus the ciphertext is independent from the identity
vectors provided by A). It is clear that in this last game, no adversary can have advantage
greater than 0.

We will show these games are indistinguishable in the following lemmata.

3.4.1 Indistinguishability of Gamegrey and Gamege,y

Lemma 3.2 For any algorithm A, AdvéameRea. = AdvéameReav‘

PrOOF.  We note that the keys are identically distributed whether they are produced by the
key delegation algorithm from a previous key or from a fresh call to the key generation algorithm.
Thus, in the attacker’s view, there is no difference between these games. O

3.4.2 Indistinguishability of Gamege,r and GameRrestricted

Lemma 3.3 Suppose that there exists a PPT algorithm A such that Adv“éameR . fAdvéameRestricted =
€. Then there exists a PPT algorithm B with advantage > § in breaking Assumption 1.

PROOF. Suppose that .4 has probability € of producing an identity vector ID = (IDq,...,IDy),
that is a prefix of one of the challenge identities ID* = (ID7,...,ID}) modulo ps. That is, there
exists i and j € {0, 1} such that that ID; # ID}; modulo N and that ps divides ID; —ID7; and thus
a = ged(ID; — 1D} ;, N) is a nontrivial factor of N. We notice that ps divides a and set b = % The
following three cases are exhaustive and at least one occurs with probability at least €/3.

1. ord(Y7) | b.
2. ord(Y7) 1 b and ord(Yy) | b.
3. ord(Y7) 1 b, ord(Yy) t b and ord(Y3) | b.

Suppose case 1 has probability at least €/3. We describe algorithm B that breaks Assumption
1. B receives (Z, 91,93, 94, A1 A2, BaB3) and T and constructs Pk by running the Setup algorithm
with the only exception that B sets Y1 = g1,Y3 = g3, and Yy = g4. Notice that B has the master
secret key Msk associated with Pk. Then B runs A on input Pk and uses knowledge of Msk to
answer A’s queries. At the end of the game, for all IDs for which A has asked for the key and for
ID* € {ID;, D7}, B computes a = ged(ID; — ID}, N). Then, if e ((A142)?%, B2Bs) is the identity
element of G then B tests if e(T?, A1 As) is the identity element of Gp. If this second test is
successful, then B declares T' € Gy, p,. If it is not, B declares T' € G, p,p,- It is easy to see that if
po divides a and p; = ord(Y7) divides b, then B’s output is correct.

The other two cases are similar. Specifically, in case 2, B breaks Assumption 1 in the same
way except that Pk is constructed by setting Y7 = g4,Y3 = g3, and Yy = g1 (this has the effect of
exchanging the roles of p; and p4). Instead in case 3, B constructs Pk by setting Y1 = g3, Y3 = ¢1,
and Yy = g4 (this has the effect of exchanging the roles of p; and p3). O



3.4.3 Indistinguishability of Gamegestrictea and Gameg

Lemma 3.4 Suppose that there exists a PPT algorithm A such that AdvéameRestricted —Adv“éameo =e€.
Then there exists a PPT algorithm B with advantage € in breaking Assumption 1.

PROOF. B receives (Z, g1, g3, ga, A1 A, BoBs) and T and simulates Gamegestricted 0 Gamey with
A depending on whether T' € G, ,, or T' € Gy, pops-

B sets the public parameters as follows. B chooses random exponents «,a1,..., ag,b,c € Zn
and sets Y1 = ¢1,Y3 = g4,Ys = g3, Xu = Y/, Xq = Ylb and u; = Y{" for ¢ € [(]. B sends
Pk = (N, Y1,Y3,Y,,t = X1 X4, uq,...,up,Q = e(Y1,Y1)%) to A. Notice that B knows the master
secret key Msk = (X1, ) associated with Pk and thus can answer all A’s queries.

At some point, A sends B two pairs, (Mo, IDg = (IDg 4, ..., IDg ;)) and (M, D} = (ID7 4,...,1D7 ;).
B chooses random (3 € {0,1} and computes the challenge ciphertext as follows:

Co = Mg . e(T, Yl)a, Ch = Ta1|D’é‘1+~--+ale§‘j+b’ Cy=T.

We complete the proof with the following two observations. If T' € Gy,;,, then T' can be writ-

ten as Y"'Y;®. In this case (Cp,Ci,C2) is a normal ciphertext with randomness s = 51,72 =

sza1lD% ;+-+a;ID% .+b . .
y, e T and Z' = YR I T € Gpypops, then T can be written as Y71 ¢52Y,* and this

. . . . . s3a1lD% ;+-+a;ID% .+b
case (Cyp, C1, C2) is a semi-functional ciphertext with randomness s = 51, Z =Y p.1 AR

Z'=Y® v =syand zc:allDE,l—|—~~+aj|Dg7j+b. O

3.4.4 Indistinguishability of Game,_; and Gamey

Lemma 3.5 Suppose there exists a PPT algorithm A such that Adv“(f;‘amek_1 —Advéamek = €. Then,
there exists a PPT algorithm B with advantage € in breaking Assumption 1.

PROOF. B receives (Z, g1, g3, ga, A1 A2, BoB3) and T and simulates Gamey_; or Gamey with A
depending on whether T' € Gy, p, or T' € Gy, p,ps-

B sets the public parameters by choosing random exponents «, aq,...,ar,b,c € Zy and setting
Yi=g1,Y5=03,Ya=04, Xu =Y, X1 = Ylb and u; = Y{" for i € [¢]. B sends the public parameters
Pk = (IV,Y7,Y3, Yy, t = X5 Xg,ug,...,up, Q = e(Y1,Y1)%) to A. Notice that B knows the master
secret key Msk = (X1, a) associated with Pk. Let us now explain how B answers the i-th key query

for identity (lDi,l, N |D7,,])
For i < k, B creates a semi-functional key by choosing random exponents 11,79, f, z,w € Zxy
and, for ¢ € {1,2}, random w; 2, w; j+1,...,w;¢ € Zy and setting:
. L T1
i1 =Y{" - (B2B3)!, Kio=Y{""(B:B3)" (“IlDZ’l ' "“L’Dl’le) Yy

El,j+1 = u;j_l . (Bng)wl’j+1, . ,ELg = uEl . (BQBg)wl’[.

and ID ID 2
K1 =Y{?(B:B3)*/, Koy = (ByBs)™ (“1 R “X1> Yy,
Es i1 = ugil - (BgB3)"i+t, ... Eyy = u,* - (BaB3)"“?".

By writing B as gg , we have that this is a properly distributed semi-functional key with v = ¢ - f
and vz = ¢ - w.

10



For i > k, B runs the KeyGen algorithm using the master secret key Msk = (X7, a).
To answer the k-th key query for ID, = (IDy1,...,IDy ), B sets 2z = a11Dy 1 + - - -+ a;IDy j + b,
chooses random exponents 74 € Zy and, for ¢ € {1,2}, random w; 2, w; jy1,...,w;¢ € Zy, and sets:

w1,2 w1, ¢
Kip=T, Kio=Y"-T*Y;"", (Eim=T"Y; " )n_j1-

and

! Tz W2,2 rl-a w2,m\ ¢
Kon =17, Koo =T""Y;™"  (Bom =T"2""Y3 ™" ) e g1

We have the following two observations. If T' € Gy, p,, then T' can be written as YfiY;3 and
(Ki1,Ki2, Eijti1,...,Eig) is a normal key with randomness r1 =}, ro =71 - 75 . I T € Gp,pyps,
then T' can be written as Yfll g52Y3®. In this case the key is a semi-functional key with randomness
ri=ry,ro=11-1h, 7=s2 and z =7).

At some point, A sends B two pairs, (Mo, IDg = (IDg 4, . . -,1Dg ;)) and (My, IDT = (ID7 4,...,1D7 ;).
B chooses random 3 € {0,1} and random z, 2’ € Zy and computes the challenge ciphertext as fol-
lows:

C() = Mg . e(AlAQ, Yl)a, Cl = (AlAg)alID2v1+"'+ale23vj+b}/42, CQ = A1A2Y4Z/.

This implicitly sets Y}* = Ay and 2. = a11D} ; +- - +a;ID} ; +b (mod p2). Since IDy is not a prefix
of IDE modulo ps, we have that z; and z. are independent and randomly distributed. We observe
that, if B attempts to test whether the k-th key is semi-functional by using the above procedure
to create a semi-functional ciphertext for IDg, then we will have that z; = z. and thus decryption
always works (independently of T').

We can thus conclude that, if " € G, , then B has properly simulated Game,_;. If T' € Gy, pops,
then B has properly simulated Gamey. O

3.4.5 Indistinguishability of Game, and GameFina,

Lemma 3.6 Suppose that there exists a PPT algorithm A such that Advéameq — Advéamef—_inalo =€
Then there exists a PPT algorithm B with advantage € in breaking Assumption 2.

PROOF. B receives (Z, g1, 92, 93, 94, 97 A2, 95 B2, g5, Ay) and T and simulates Game, or GameFinal,
with A depending on whether 7' = e(g1, g1)*® or T is a random element of Gr.

B sets the public parameters as follows. B chooses random exponents a1, ..., as, b,c € Zy and
sets Y1 = g1,Y3 = ¢3,Ys = g4, X4 = Y, Xq = VP, and w; = V)" for i € [¢]. B computes 2 =
e(gfrA2,Y1) = e(Y", Y1) and send public parameters Pk = (N,Y7,Ys, Y3, t = X1 X4, u1,...,us Q)
to A.

Each time B is asked to provide a key for an identity (ID1,...,ID;), B creates a semi-functional
key choosing random exponents 71,r2,2,2’ € Zy and, for i € {1,2}, random z; j11,..., 2z,
Wi 1, Wi 2, Wi ji1,---,W; ¢ € Zy and setting:

’ 1D T1
K=Y g5 Y3, Kig=(g7A2) g5 - (u'lDl Sy JXI) Yy

r1 21,541 Wi,j5+1

. _ . r1 21, X Wi,¢
Ev 1 =Ujyy G2 Yy

y oo Bre=uyt gy

and
/ . T2
Kon =Y (g5)" Yy ', Kyp=Ab-(g5)° - (UI1D1 : "U;DJXl) Y5,
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N R N — T2 By
Baj1 = Uity G RE s Bae=uw g Yy

At some point, A sends B two pairs, (Mo, IDg = (IDg 4, ..., IDg ;)) and (M, D} = (ID7 4, ..,1D7 ;).
B chooses random S € {0,1} and random z, 2’ € Zy and computes the challenge ciphertext as fol-

lows:
Co=Msz-T, C,= (ngQ)al'DE,1+~~~+aj'DE,j+b Y7, Co=giB,- y4z’_

This implicitly sets z. = (a1lDj; + -+ 4 a;ID} ; + b) mod p2. We note that u; = Y, modP1and
X1 = Ylb mod P1 5re elements of Gp,, so when ay,--- ,a, and b are randomly chosen from Zy, their
value modulo p; and modulo ps are random and independent.

We finish by observing that, if T = e(g, g)*°, then the ciphertext constructed is a properly
distributed semi-functional ciphertext with message Mpg. If T instead is a random element of Gr,
then the ciphertext is a semi-functional ciphertext with a random message. O

3.4.6 Indistinguishability of Gameri,,, and Gameriya,

Lemma 3.7 Suppose that there exists a PPT algorithm A such that AdvéameFinalo fAdvéameFinall =€
Then there exists a PPT algorithm B with advantage € in breaking Assumption 3.

PROOF.  First, notice that if exists an adversary A’ which distinguishes an encryption for an
identity vector IDf from an encryption for an identity vector ID], where IDf and ID} are chosen by
A’, then there exists an adversary A which distinguishes an encryption for an identity ID* chosen
by A from an encryption for a random identity vector. Hence, we suppose that we are simulating
the games for a such adversary.

Breceives (Z, g1, g2, g3, 94, U, U A2q, UT, A1 Ay, AT Ag, g} Ba, g5 B24) and T and simulates Gamerinal,
or GameFina, With A depending on whether 7" = A§ Doy or T is random in Gy, p,p, -

B sets the public parameters as follows. B chooses random exponents «,aq,..., ay € Zy and
sets Y1 = ¢1,Y3 = g3, Yy = ga,t = A1 Ay, u; = U% for i € [{], and 2 = e(Y1,Y1)*. B sends the
public parameters Pk = (N, Y7, Y2, Y3, ¢, uq, ..., us Q) to A.

Each time B is asked to provide a key for an identity (ID1,...,1D;), B creates a semi-functional
key choosing random exponents 71,75 € Zy and, for € {1,2}, random 2; i1, ..., %, Wi, W;2,
Wi j4+1,---,Wie € Zn and setting:

/
1

R , N IDy+-+a;ID; N
Kl,l _ (971”32)7"11%101,1, K1’2 _ leoc <<Ur>al 1 a;llj (Arl,AZ)) Y-3w1,2,

’ /
A\ T1a5+1 21 4 Wy 4 2\ T10e yA w
_ T 1,541 1,541 _ 7 1,0 1,0
ELjH_(U) Yy ,...,Em_(U) Yy
and

) ) Na1lDj++a;ID; 5
K271 — (gIBQ)T2Y3w2’1, K272 _ ((Ur)al 1 a;iv; (AQA2)> Y31112,27

/
()

~ Téa]q_l 29 i . 5
gLy W2,54+1 22,6y,W2,0
Eaji1 = (U’") YRR By, = ((77") Yy vy

This implicitly sets the randomness r; = 77 and ro = 7). At some point, A sends B two
pairs, (Mo, ID* = (ID7,...,ID})) and (My,ID* = (ID7,...,ID})). B chooses random Cy € Gr and
computes the challenge ciphertext as follows:

C[)7 C,=T (U3A24)a1ID’{+~~+ajID; : Cy = gf324-

12



This implicitly sets x and z. to random values.

If T = A Day, then this is properly distributed semi-functional ciphertext with Cjy random and
for identity vector ID*. If T is a random element of Gy, ,,p,, then this is a semi-functional ciphertext
with Cp random in G and C; and C5 random in Gy, p,p,-

Hence, B can use the output of A to distinguish between these possibilities for 7. O

3.4.7 GameFina), gives no advantage

Theorem 3.8 If Assumptions 1,2 and 3 hold then our Anonymous HIBE scheme is secure.

ProoF. If the assumptions hold then we have proved by the previous lemmata that the real secu-
rity game is indistinguishable from Gamegi,,|,, in which the value of 3 is information-theoretically
hidden from the attacker. Hence the attacker can obtain no advantage in breaking the Anonymous
HIBE scheme. O

4 Secret-Key Anonymous IBE

4.1 Secret Key Identity Based Encryption

A Secret-Key Identity Based Encryption scheme (IBE) is a tuple of four efficient and probabilistic
algorithms: (Setup, Encrypt, KeyGen, Decrypt).

Setup(lA): takes as input a security parameter A and outputs the public parameters Pk and a
master secret key Msk.

KeyGen(Msk, ID): takes as input of the master secret key Msk, and an identity ID, and outputs a
private key Skip.

Encrypt(Msk, M, ID): takes as input the master secret key Msk, a message M, and an identity ID
and outputs a ciphertext Ct.

Decrypt(Ct, Sk): takes as input a ciphertext Ct and a secret key Sk and outputs the message M, if
the ciphertext was an encryption to an identity ID and the secret key is for the same identity.
4.2 Security definitions

We present the security of an Anonymous IBE scheme in secret key model. In this model, we have
two definition of security: ciphertext security and key security.

4.2.1 Ciphertext Security definition

Security is defined through the following game, played by a challenger C and an adversary A.
Setup. C runs the Setup algorithm to generate master secret key Msk which is kept secret.

Phase 1. A can make queries to the oracle Encrypt. To make a such query, A specifies a pair
(M,ID) and receives an encryption of this pair computed using the Encrypt algorithm with
Msk. A can make queries to the oracle KeyGen. To make a such query, A specifies an identity
ID and receives a key of this identity computed using the KeyGen algorithm with Msk.

13



Challenge. A gives to C two pair message-identity (Mo, IDg) and (M;p,ID;). The identities
must satisfy the property that no revealed identity in Phase 1 was either IDg or ID;. C sets
B € {0,1} randomly and encrypts Mg under IDg. C sends the ciphertext to the adversary.

Phase 2. This is the same as Phase 1 with the added restriction that any revealed identity must
not be either IDg or ID;.

Guess. A must output a guess 5 for 5. The advantage of A is defined to be Prob[s’ = ] — %

Definition 4.1 An Anonymous Identity Based Encryption scheme is ciphertext-secure if all poly-
nomial time adversaries achieve at most a negligible (in \) advantage in the previous security game.

4.2.2 Key Security definition
Security is defined through the following game, played by a challenger C and an attacker A.
Setup. C runs the Setup algorithm to generate master secret key Msk which is kept secret.

Phase 1. A can make queries to the oracle Encrypt. To make a such query, A specifies a pair
(M,ID) and receives an encryption of this pair computed using the Encrypt algorithm with
the master secret key Msk. A can make queries to the oracle KeyGen. To make a such query,
A specifies an identity ID and receives a key of this identity computed using the KeyGen
algorithm with the master secret key Msk.

Challenge. A gives to C two identities IDg and ID;. If in Phase 1 A did make a query (M, ID)
to the oracle Encrypt such that ID was either IDg or ID;, then the experiment fails. C sets
B € {0,1} randomly and compute the secret key for IDg. C sends the secret key to the
adversary.

Phase 2. This is the same as Phase 1 with the added restriction that if A did make a query
(M, ID) to the oracle Encrypt such that ID was either IDg or 1D, then the experiment fails.

Guess. A must output a guess 5 for 5. The advantage A is defined to be Prob[8’ = 3] — %

Definition 4.2 A Secret-Key Anonymous Identity Based Encryption scheme is key-secure if all
polynomial time adversaries achieve at most a negligible (in X\) advantage in the previous security
game.

Notice that no scheme with a deterministic KeyGen procedure can be key-secure.

4.3 Our construction

In this section we describe our construction for a Secret-key Anonymous IBE scheme which is
similar to its public key version from the previous sections.

Setup(1*,1%): The setup algorithm chooses random description Z = (N = p1pap3ps, G, Gr, e) and
random Y7, X1,u € Gp,,Y3 € Gp,, X4,Y, € Gy, and o € Zy. The fictitious public parameters

are:
Pk = (N, Yl, Yg, }/4,t = X1X4, u, Q = e(Yl, Yl)a).

The master secret key is Msk = (Pk, X1, a).

14



KeyGen(Msk, ID): The key generation algorithm chooses random r € Zy and also random elements
R1, Ry € Gy, The secret key Skip = (K7, K?) is computed as

K1 =Y/Ri, K;=Y*uPX|)"R,.

Encrypt(Msk, M, ID): The encryption algorithm chooses random s € Zy and random Z, Z' € G,
The ciphertext (Cy, Cy,C3) for the message M € Gp is computed as

Co=M-e(Y1,Y1)®, O = (u'Dt>s Z, Cy=Y$Z.

Decrypt(Msk, Ct, Sk): The decryption algorithm assumes that the key and ciphertext both corre-
spond to the same identity ID. The decryption algorithm then computes the blinding factor
similarly to the decryption procedure of the public-key version. Specifically,

e(K2, Cy)  e(Y1,Y1)e (u'PXy,¥7)""

= =e(Yy, Y1)
e(Kl,Cl) e(Yhule)rs e( 1 1)

4.4 Ciphertext Security

To prove ciphertext security of the Anonymous IBE scheme, we rely on the Assumptions 1,2 and
3 used in the proof of the public-key scheme.

We make the following considerations. If we instantiate the previous scheme as a public-key
scheme by using the fictitious public-key parameter, it is identical to our public-key Anonymous
IBE scheme (i.e., it is used in the non-hierarchical version). Thus, it is immediate to verify that
from Assumptions 1,2 and 3 the security proof follows nearly identically. Generally, if a public-
key IBE encryption scheme is semantically secure, its secret-key version is also semantically secure
because we can simulate the encryption oracle by using the public-key. Therefore, we have the
following theorem.

Theorem 4.3 If Assumptions 1,2 and 3 hold, then our Secret-Key Anonymous IBE scheme is
ciphertext-secure.

4.5 Key Security

We will use semi-functional cipherterts and semi-functional keys like defined previously. These will

not be used in the real scheme, but we need them in our proofs. We include them for completeness.

Semi-functional Ciphertext. We let go denote a generator of G,,. A semi-functional ciphertext
is created as follows: first, we use the encryption algorithm to form a normal ciphertext (C{, C1, C5).
We choose random exponents x, z. € Zy. We set:

Co = C(l)v C1= 0195267 Cy = C’ég%
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Semi-functional Keys. To create a semi-functional key, we first create a normal key (K7, K3)
using the key generation algorithm. We choose random exponents v, 2 € Zy. We set:

K1 =Kigy, Ka»=Kjg™.

We note that when a semi-functional key is used to decrypt a semi-functional ciphertext, the de-
cryption algorithm will compute the blinding factor multiplied by the additional term e(g2, gg)m(zk_ZC).
If 2. = 2, decryption will still work. In this case, we say that the key is nominally semi-functional.

To prove the security of our scheme we rely on static Assumptions 1,2 and 3. For a PPT
adversary A which makes ¢ ciphertext queries, our proof of security will consist of the following
q + 3 games between A and a challenger C.

GameRgeal: is the real key security game.

GameRestricted: 18 the same as Gameres except that A cannot ask for keys for identities which
are equal to one of the challenge identities modulo ps. We will retain this restriction in all
subsequent games.

Gamey: for k from 0 to g, Gamey is like GameRestricted, €xcept that the key given to A is semi-
functional and the first £ ciphertexts are semi-functional. The rest of the ciphertexts are
normal.

GamegFin,i: is the same as Game,, except that the challenge key is semi-functional with K> random
in Gp,p,p, (thus the key is independent from the identities provided by A). It is clear that in
this last game, no adversary can have advantage greater than 0.

We will show these games are indistinguishable in the following lemmata.

4.5.1 Indistinguishability of Gamere; and Gamegestricted

Lemma 4.4 Suppose that there exists a PPT algorithm A such that AdvéameReal_AdvéameRestricted =€
Then there exists a PPT algorithm B with advantage > % in breaking Assumption 1.

PrOOF. The proof is identical to that given in lemma 3.3. O

4.5.2 Indistinguishability of GameRresiricted and Gameg

Lemma 4.5 Suppose that there exists a PPT algorithm A such that AdvéameRestricted - Adv'éameO = €.
Then there exists a PPT algorithm B with advantage € in breaking Assumption 1.

PROOF. B receives (Z, g1, g3, ga, A1 A2, BoBs) and T and simulates Gamegestricted 0 Gamey with
A depending on whether T' € G, , or T' € Gy, pops-

B sets the fictitious public parameters as follows. B chooses random exponents «, a,b,c € Zy
and sets Y1 = g1,Y3 =93, Ya = g4 Xy =Y, X1 = Ylb and u = Y{". B uses Pk = (N,Y1,Y3, Yy, t =
X1X4,u,Q = e(Y1,Y7)?) to respond to the ciphertext queries issued by A. Notice that B knows
also the master secret key Msk = (Pk, X1, ) and thus can simulate all A’s key queries.

At some point, A sends B two identities, ID§ and ID]. B chooses random 5 € {0,1} and
computes the challenge key as follows:

K| = T, Ky = YlaTang—&-b.
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We complete the proof with the following two observations. If T' € Gy, ,,, then T' can be written as
Y;1Y5®. In this case (K1, K») is a normal key with randomness 7 = s1, Ry = Y3, Ry = (Y;3)“|DE+I’.
If T € Gy pops, then T can be written as Y;'g52Y3* and this case (K1, K2) is a semi-functional
key with randomness r = s1, R = Y5*, Ry = (Y;S)GID??H’, v = s3 and 2z, = alD} 4 b. Thus, in
the former case we have properly simulated Gamegestricted; and in the latter case we have simulated
Gamey. O

4.5.3 Indistinguishability of Game;_; and Game;

Lemma 4.6 Suppose there exists a PPT algorithm A such that AdVéamek,l —Advéamek = €. Then,
there exists a PPT algorithm B with advantage € in breaking Assumption 1.

PROOF. B receives (Z, g1, 93,94, A1 Ao, BoB3) and T and simulates Gamey_; or Gamey with A
depending on whether T' € G, or T € Gy, pops-

B sets the fictitious public parameters by choosing random exponents «, a, b, ¢ € Zy and setting
Yi=q1,Y3=94,Ya =93, X0 =Y, X5 = Ylb and u = Y}*. Notice that B knows the master secret
key Msk = (Pk, X1, ) with Pk = (N, Y7,Y3, Yy, t = X1 Xy, u, Q2 = e(Y1, Y1)®) and thus can respond
to all A’s key queries. Let us now explain how B answers the i-th ciphertext query for pair (M, ID).

For i < k, B creates a semi-functional ciphertext by choosing random exponents s, w1, ws € Zn
and setting:

Co = Me(Y1,Y1)*, C1 = (u'PX1)*(ByB3)", Oy = YY"

By writing By as gg’ , we have that this is a properly distributed semi-functional ciphertext with

r = ¢ and 2z, = wy.

For i > k, B runs the Encrypt algorithm using the master secret key Msk = (Pk, X1, ).

To answer the k-th ciphertext query for (Mjy,IDg), B sets z. = alDy + b, chooses random
exponent wi,wq € Zy, and sets:

Cy = Mke(T, Yi)a, C) = TZCY4w1, Cy = TYZU2

We have the following two observations. If T' € G, ,,, then T can be written as Y;'Y,™ In this case
this is a properly distributed normal ciphertext with s = r1. If T' € Gy, p,p;, then T can be written
as Y] 'g5?Y,* and in this case it is a properly distributed semi-functional ciphertext with x = 5.

At some point, A sends B two identities, IDj and ID}. B chooses random S € {0, 1} and random
2,7 € Zn and computes the challenge key as follows:

K, = (AlAZ)Ygzy K2 _ Yla(A1A2)ang+bY32l

This implicitly sets Y] = A; and 2, = alDj +b mod ps. Since IDy, is not equal to IDj modulo pz,
we have that z; and z. are independent and randomly distributed.

We can thus conclude that, if ' € G, p, then B has properly simulated Game,_. If T € Gy, p,ps,
then B has properly simulated Gamey,. O

4.5.4 Indistinguishability of Game, and Gamefi,,)

Lemma 4.7 Suppose that there exists a PPT algorithm A such that Advéameq - Adv“éamEFinaI =€
Then there exists a PPT algorithm B with advantage € in breaking Assumption 3.
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PROOF.  First, notice that if exists an adversary A’ which distinguishes an encryption for an
identity IDfj from an encryption for an identity 1D}, where IDj and D7 are chosen by A’, then there
exists an adversary A which distinguishes an encryption for an identity ID* chosen by A from an
encryption for a random identity. Hence, we suppose that we are simulating the games for a such
adversary.

B receives (Z, g1, g2, 93, g4, U, U Agg, U™, A1 Ay, AT As, g% Bo, g5 B2s) and T and simulates Game,
or Gamefina with A depending on whether T'= Aj D4 or T' is random in Gy, p,p,-

B chooses random exponents « € Zy and sets Y1 = g1, Ys = g4, Y4 = g3.

Each time B is asked to provide a ciphertext for an identity ID, B creates a semi-functional
ciphertext choosing random exponents r, w1, ws € Zy and sets

Co =M -e(gi By, Y1)*, C1 = (AT Ax)"P(UT)Y}"", Cy = (9] Ba)"Y,*

This implicitly sets the randomness of the ciphertext to 7r, u = A; and X; = U.
Each time B is asked to provide a key for an identity ID, 3 creates a semi-functional key choosing
random exponents r,wi, wy € Zy and setting:

Kl _ (ngz)T)@f“, K2 — lea(AiAﬂrlD(Uf)rYSwQ.

This implicitly sets the randomness of the secret key to 7r.
At some point, A sends B two identities, IDj and ID}. B chooses random wi,ws € Zy and
computes the challenge secret key as follows:

K1 = (¢iBag)Ys", Ky = YPT'"P5 (U Apg) V3",

This implicitly sets v and zx to random values.

If T = AjDay4, then this is properly distributed semi-functional key for identity IDB. IfTisa
random element of Gy, p,p,, then this is a semi-functional key with K> random in Gy, p,p, -

Hence, B can use the output of A to distinguish between these possibilities for T O

4.5.5 Gamefj,, gives no advantage

Theorem 4.8 If Assumptions 1,2 and 3 hold then our Anonymous IBE scheme is both ciphertext
and key secure.

ProOOF.  If the assumptions hold then we have proved by the previous lemmata that the real
security game is indistinguishable from Gameg;,ai, in which the value of 3 is information-theoretically
hidden from the attacker. Hence the attacker can obtain no non-negligible advantage in breaking
the key security of the Secret-key Anonymous IBE scheme. We have showed previously that it is
also ciphertext-secure. O

5 Conclusions and Open Problems

We constructed the first Fully Secure Anonymous HIBE system with short ciphertexts in the public
key model and the first fully secure IBE in the secret key model and proved their security in the
standard model from simple and non-interactive assumptions generically secure. A drawback of
our construction is that it uses bilinear groups of composite order. An open problem is to build
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such a scheme in symmetric bilinear groups of prime order. The general technique of Freeman [7]
does not seem to apply to our scheme.

We also stress that our decryption algorithm works if the key and the ciphertext correspond to
the same identity. It would be interesting to construct an anonymous HIBE in which the decryption
algorithm works providef that the identity of the key is a prefix of the identity of the ciphertext.

To the best of our knowledge, Secret-Key Hierarchical IBE has not been studied before and we
defer it to future work.

19



References

1]

[10]

[11]

Dan Boneh, Giovanni Di Crescenzo, Rafail Ostrovsky, and Giuseppe Persiano. Public key
encryption with keyword search. In Christian Cachin and Jan Camenisch, editors, Advances
i Cryptology — EUROCRYPT 2004, volume 3027 of Lecture Notes in Computer Science, pages
506-522, Interlaken, Switzerland, May 2—6, 2004. Springer-Verlag, Berlin, Germany.

Dan Boneh and Matthew K. Franklin. Identity based encryption from the Weil pairing. STAM
Journal on Computing, 32(3):586-615, 2003.

Dan Boneh, Eu-Jin Goh, and Kobbi Nissim. Evaluating 2-DNF formulas on ciphertexts.
In TCC 2005: 2nd Theory of Cryptography Conference, volume 3378 of Lecture Notes in
Computer Science, pages 325-341, Cambridge, MA, USA, February 10-12, 2005. Springer-
Verlag, Berlin, Germany.

Xavier Boyen. Multipurpose identity-based signcryption (a swiss army knife for identity-based
cryptography). In Dan Boneh, editor, Advances in Cryptology — CRYPTO 2003, volume 2729
of Lecture Notes in Computer Science, pages 383—-399, Santa Barbara, CA, USA, August 1721,
2003. Springer-Verlag, Berlin, Germany.

Xavier Boyen and Brent Waters. Anonymous Hierarchical Identity-Based Encryption (With-
out Random Oracles). In Cynthia Dwork, editor, Advances in Cryptology — CRYPTO 2006,
volume 4117 of Lecture Notes in Computer Science, pages 290-307, Santa Barbara, CA, USA,
August 20—-24, 2006. Springer-Verlag, Berlin, Germany.

Angelo De Caro, Vincenzo lovino, and Giuseppe Persiano. Fully Secure Anonymous HIBE
and Secret-Key Anonymous IBE with Short Ciphertexts. Cryptology ePrint Archive, Report
2010/197, 2010. http://eprint.iacr.org/.

David Cash, Dennis Hofheinz, Eike Kiltz, and Chris Peikert. Bonsai trees, or how to delegate
a lattice basis. In Henri Gilbert, editor, Advances in Cryptology — EUROCRYPT 2010, Nice,
France, May 10 —June 3, 2010. Springer-Verlag, Berlin, Germany. To appear.

Clifford Cocks. An identity based encryption scheme based on quadratic residues. In Bahram
Honary, editor, Cryptography and Coding, 8th IMA International Conference, volume 2260 of
Lecture Notes in Computer Science, pages 360-363, Cirencester, UK, December 17-19, 2001.
Springer-Verlag, Berlin, Germany.

Jeremy Horwitz and Ben Lynn. Toward hierarchical identity-based encryption. In Lars R.
Knudsen, editor, Advances in Cryptology — EUROCRYPT 2002, volume 2332 of Lecture Notes
in Computer Science, pages 466—481, Amsterdam, The Netherlands, April 28 — May 2, 2002.
Springer-Verlag, Berlin, Germany.

Allison Lewko, Tatsuaki Okamoto, Amit Sahai, Katsuyuki Takashima, and Brent Waters.
Fully secure functional encryption: Attribute-based encryption and (hierarchical) inner prod-
uct encryption, 2010. http://eprint.iacr.org/2010/110.pdf, Eurocrypt 2010 to appear.

Allison B. Lewko and Brent Waters. New techniques for dual system encryption and fully
secure hibe with short ciphertexts. In Daniele Micciancio, editor, T'CC 2010: 7th Theory of

20


http://eprint.iacr.org/

[12]

[13]

[15]

Cryptography Conference, volume 5978 of Lecture Notes in Computer Science, pages 455-479,
Zurich, Switzerland, February 9-11, 2010. Springer-Verlag, Berlin, Germany.

Jae Hong Seo, Tetsutaro Kobayashi, Miyako Ohkubo, and Koutarou Suzuki. Anonymous hier-
archical identity-based encryption with constant size ciphertexts. In Public Key Cryptography,
volume 5443 of Lecture Notes in Computer Science, pages 215-234. Springer, 2009.

Adi Shamir. Identity-based cryptosystems and signature schemes. In G. R. Blakley and
David Chaum, editors, Advances in Cryptology — CRYPTO’8/, volume 196 of Lecture Notes
in Computer Science, pages 47-53, Santa Barbara, CA, USA, August 19-23, 1985. Springer-
Verlag, Berlin, Germany.

Emily Shen, Elaine Shi, and Brent Waters. Predicate privacy in encryption systems. In Omer
Reingold, editor, T'CC' 2009: 6th Theory of Cryptography Conference, volume 5444 of Lecture
Notes in Computer Science, pages 457—473, San Francisco, CA, USA, 2009. Springer-Verlag,
Berlin, Germany.

Elaine Shi and Brent Waters. Delegating capabilities in predicate encryption systems. In Luca
Aceto, Ivan Damgard, Leslie Ann Goldberg, Magnus M. Halldérsson, Anna Ingolfsdottir,
and Igor Walukiewicz, editors, Automata, Languages and Programming: 35rd International
Colloguium, volume 5126 of Lecture Notes in Computer Science, pages 560-578, Reykjavik,
Iceland, July 7-11, 2008. Springer-Verlag, Berlin, Germany.

Brent Waters. Dual system encryption: Realizing fully secure IBE and HIBE under simple
assumptions. In Shai Halevi, editor, Advances in Cryptology — CRYPTO 2009, volume 5677 of
Lecture Notes in Computer Science, pages 619-636, Santa Barbara, CA, USA, August 1620,
2009. Springer-Verlag, Berlin, Germany.

21



A Generic Security of Our Complexity Assumptions

We now prove that, if factoring is hard, our three complexity assumptions hold in the generic
group model. We adopt the framework of [?] to reason about assumptions in bilinear groups
G,Gr of composite order N = pipap3ps. We fix generators g, Gp,; Gps, gp, Of the subgroups
Gy, Gpy, Gpg, Gp, and thus each element of z € G can be expressed as x = gpl, gp2gy3g,4 for
a; € Zy,,. For sake of ease of notation, we denote element x € G by the tuple (a1, a2, as,as).
We do the same with elements in G (with the respect to generator e(gy,, gp,)) and will denote
elements in that group as bracketed tuples [a1, a2, a3, as]. We use capital letters to denote random
variables and reuse random variables to denote relationships between elements. For example,
X = (X1,Y1,7,,W;) is a random element of G, and Y = (Xs,Y1, Z2, W5) is another random
element that shares the same G,, part.

We say that a random variable X is dependent from the random variables { A;} if there exists A; €
Zy such that X = ) . \jA; as formal random variables. Otherwise, we say that X is independent
of {A4;}. We state the following theorems from [?].

Theorem A.1 (Theorem A.1 of [?]) Let N = [[;", p; be a product of distinct primes, each
greater than 2*. Let {A;} be random variables over G and {B;}, T and Ty be random variables over
Gr. Denote by t the maximum degree of a random wvariable and consider the following experiment
i the generic group model:

Algorithm A is given N,{A;},{Bi} and Ty for random b € {0,1} and outputs V' € {0,1}. A’s
advantage is the absolute value of the difference between the probability that b =1b" and 1/2.

Suppose that Ty and Ty are independent of {B;} U {e(A;, A;)}. Then if A performs at most q
group operations and has advantage §, then there exists an algorithm that outputs a nontrivial factor
of N in time polynomial in X\ and the running time of A with probability at least & — O(q*t/2).

Theorem A.2 (Theorem A.2 of [?]) Let N = [[", p; be a product of distinct primes, each
greater than 2*. Let {A;}, T1, Ty be random variables over G and let { B;} be random variables over
G, where all random variables have degree at most t.

Let N =[[;%, pi be a product of distinct primes, each greater than 2. Let {A;}, Ty and Ty be
random variables over G and let {B;} be random wvariables over Gp. Denote by t the mazimum
degree of a random variable and consider the same experiment as the previous theorem in the generic
group model.

Let S :={i | e(Th, A;) # e(T2, Ai)} (where inequality refers to inequality as formal polynomials).
Suppose each of Ty and Ty is independent of {A;} and furthermore that for all k € S it holds
that e(T1, Ag) is independent of {B;} U {e(A;, Aj)} U {e(T1, Ai)}izr and e(Th, Ay) is independent
of {Bi} U{e(A:, Aj)} U {e(Tr, Ai)}izk. Then if there exists an algorithm A issuing at most q
instructions and having advantage 9§, then there exists an algorithm that outputs a nontrivial factor
of N in time polynomial in X and the running time of A with probability at least & — O(q*t/2).

We apply these theorems to prove the security of our assumptions in the generic group model.

Assumption 1. We can express this assumption as:
A; =(1,0,0,0), Ay =(0,0,1,0), A3 =(0,0,0,1)
A4 - (Xla X27 07 0)7 A5 - (07Y27 Y3a 0)7
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and
Tl == (Z17ZZ7Z370)7 T2 — (Zlaan?;’O)-

It is easy to see that 77 and T, are both independent of {A;} because, for example, Z; does not
appear in the A;’s. Next, we note that for this assumption we have S = {4,5}, and thus, considering
T first, we obtain the following tuples:

Cira=e(T1,Ay) = [21X1,22X2,0,0], Cis5=-e(T1,A5)=[0,2Y2, Z3Y3,0].

It is easy to see that Cyj with k € {4,5} is independent of {e(A4;, A;)} U {e(T1, 4;)}ixr. An
analogous arguments apply for the case of T5. Thus the independence requirements of Theorem
A.2 are satisfied and Assumption 1 is generically secure, assuming it is hard to find a nontrivial
factor of N.

Assumption 2. We can express this assumption as:

A1 =(1,0,0,0), Ap =(0,1,0,0), A3 =(0,0,1,0),
Ay = (070707 1)a A5 = (A7X2>O’0)7 AG = (57 Y2)O)O)
A7 = (07X2R7070)7 AS = (07R7070)7

and
Ty = [AS,0,0,0], To=[Z1,Z2,%3,Z4).

We note that Z; does not appear in {4;} and thus 7% is independent from them. On the other
hand, for T, the only way to obtain an element of Gy whose first component is AS is by computing
e(As, Ag) = [AS, X2Y5,0,0] but there is no way to generate an element whose second component is
X5Y5 and hence no way to cancel that term. Thus the independence requirement of Theorem A.1
is satisfied and Assumption 2 is generically secure, assuming it is hard to find a nontrivial factor
of N.

Assumption 3. We can express this assumption as:

A = (1,0,0,0), Ay = (0, 1,0,0), Az = (0,0, 1,0), Ay = (0,0,0, 1)
As = (U,0,0,0), Ag = (US,Wr,0,Wy), A7 =(UR,0,0,0), Ag=(X1,0,0,Xy)
Ag = (XlR,XQ,O,O), Aip = (R, YQ,O,O), Al = (S, DQ,O,Y4),

and
Ty = (X185, 22,0, 2Z4), T>=(Z1,7Z2,0,Z).

It is easy to see that 77 and T, are both independent of {A;} because, for example, Zs does not
appear in the A;’s. Next we note that S = {1,5,6,7,8,9,10,11}. Considering 7T} first, we obtain
the following tuples:

01’1 = e(Tl, A1> = [XlS, O, O, O], 0175 = e(Tl, A5) = [XlsU, O, O, 0},

Ci6 = e(T1, Ag) = [X1S%U, ZoW>, 0, ZuWa], Cir=e(Ti, A7) = [X1SUR,0,0,0],

Cl,8 = e(Tl, Ag) = [X%S, 0, 0, Z4Xv4}7 01,9 = e(Tl, Ag) = [X%SR, ZQXQ, 0, 0],
Ci10 = e(Th, A) = [X1SR, Z2Y>,0,0], Cinn=e(Th,An) = (X152, ZoD5,0, Z,Yy)].

We start by observing that, for £ = 9,10,11, C ;, is independent from {e(A;, A;)} U{e(T1, A;) }izr,
since it is the only to contain Z> X5 for k = 9, Z3Y5 for k = 10, and Z3 D, for k = 11. Similarly, C
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for k = 6,8 is independent since it contains Z,W,, for k = 6, and Z,X,, for £k = 8. Furthermore,
for C1,1, we observe that the only way to obtain an element whose first component contains X1.5
is by computing e(As, A11) = [X15,0,0, X4Yy] but then there is no way to generate an element
whose fourth component is X4Y; and hence no way to cancel that term. Similarly for C5 and
C17. To obtain an element whose first component contains X SU (resp. X1SUR) the only way is
by computing e(Ag, Ag) = [X1US, 0,0, X4 Wy| (rasp. e(4g, Ag) = [USX1R, XoW5,0,0]) but there
is no way to cancel the fourth (resp. second) component X Wy (resp. XoWa).

Analogous arguments apply for the case of T5.

Thus the independence requirement of Theorem A.2 is satisfied and Assumption 3 is generically
secure, assuming it is hard to find a nontrivial factor of V.

Assumption 4. We can express this assumption as:

Al = (170>070)’ A2 = (07 170a0)a A3 = (0707 170)a A4 = (anvoa 1)
A5 = (U, MQ,O, 0), A6 == (UR7 NQ,O, 0)7 A7 = (Xl,OQ,O, 0)’ AS == (X1R7 P2707 O)
Ag == (R, Q2707 O), Alo — (S, Y27O, O), All — (XlS, WQ,O, O),

and
Tl - (US, 227070)7 T2 = (Z1)Z2)O)O)'

It is easy to see that 77 and T are both independent of {A;} because, for example, Z> does not
appear in the A;’s. Next we note that S = {1,5,6,7,8,9,10,11}. Considering 7T} first, we obtain
the following tuples:

01,1 = e(Tl,Al) US,0,0,0], 0175 = e(Tl,A5) = [UQS, ZQMQ,0,0L

01,6 = e(T1,A6) U2SR, ZQNQ,0,0], 0177 = e(Tl,A7) = [USXl,ZQOQ,0,0],
01,8 = e(Tl, Ag) = [USXlR, ZQPQ, 0, 0], 0179 = e(Tl, Ag) = [USR, ZQQQ, 0, 0],
01,1() = e(Tl,Al()) = [USQ, ZQYQ, 0, 0], 01711 = e(T1, A11) = [US2X1, ZQWQ,0,0].

o
-

It is easy to see that C is independent from {e(A;, A;)} U {e(T, A;)}ix1, since there is no way
to obtain an element whose first component contains US. Furthermore, for k = 5,6,7,8,9,10,11,
C1k is independent from {e(A;, A;)} U {e(T1, A;) }ixk, since it is the only to contain the particular
Gp, part.

Analogous arguments apply for the case of T5.

Thus the independence requirement of Theorem A.2 is satisfied and Assumption 5 is generically
secure, assuming it is hard to find a nontrivial factor of N.
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