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Abstract. In this paper we study the security of hash functions SM3 and BLAKE-256 against boomerang attack. SM3
is designed by X. Wang et al. and published by Chinese Commercial Cryptography Administration Office for the use
of electronic certification service system in China. BLAKE is one of the five finalists of the NIST SHA-3 competition
submitted by J.-P. Aumasson et al. For SM3, we present boomerang distinguishers for the compression function reduced
to 34/35/36/37 steps out of 64 steps, with time complexities 9314 9336 973-4 and 2192 respectively. Then we show some
incompatible problems existed in the previous boomerang attacks on SM3. Meanwhile, we launch boomerang attacks
on up to 7 and 8 rounds keyed permutation of BLAKE-256 which are the first valid 7-round and 8-round boomerangs
for BLAKE-256. Especially, since our distinguishers on 34/35-step compression function of SM3 and 7-round keyed
permutation of BLAKE-256 are practical, we are able to obtain boomerang quartets of these attacks. As far as we

know, these are the best results against round-reduced SM3 and BLAKE-256.
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1 Introduction

Cryptographic hash functions play an important role in the modern cryptology. In recent years, the cryptanalysis of hash
functions has become an important topic within the cryptographic community, and the significant advances of hash function
research have a formative influence on the field of hash functions. Since many well-known hash functions including MD5
and SHA-1 were broken by X. Wang et al. in 2005 [1I2], NIST proposed the transition from SHA-1 to SHA-2 family, and
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many companies and organizations were also migrating to SHA-2. Furthermore, in 2007 NIST started a hash function
competition to develop a new hash standard SHA-3 [3] to complement the older SHA-1 and SHA-2. Then five SHA-3
candidate algorithms, including BLAKE, Grgstl, JH, Keccak, and Skein, were selected to advance to the final in 2010, and
the competition ended in 2012 when NIST announced that Keccak would be the new SHA-3 hash algorithm. During the
ongoing evaluation of these hash functions, researchers not only consider the three classical security requirements of hash
function (preimage resistance, 2nd preimage resistance and collision resistance), but also regard near-collision, rebound
distinguisher, differential distinguisher, boomerang distinguisher, etc. Whenever a hash function behaves differently from
the one expected of a random function, its security is considered to be suspect. Therefore, many attack results in such
framework are proposed recently. Especially, the idea of boomerang attack leads to many new and useful results on hash
functions. In 2011, the boomerang attack was independently applied to hash functions BLAKE-32 by A. Biryukov et al. [4]
and SHA-256 by M. Lamberger and F. Mendel [5]. Then the boomerang attack on SHA-256 was improved in [6]. Later the
large potential of boomerang attack on hash functions has been demonstrated by more and more results including attacks
on SIMD-512 [7], HAVAL [8], RIPEMD [9], HAS-160 [10] and Skein [I1/12].

SM3 [13] is the Chinese cryptographic hash function standard which is designed by X. Wang et al., and its design
builds on the Merkle-Damgéard construction. It is very similar to the MD4 family of hash functions and in particular to
SHA-2, but introduces some additional strengthening features, such as a more complex step function and stronger message
dependency than SHA-256. BLAKE [14] is a HAIFA iteration mode hash function family submitted to the NIST hash
function competition by J.-P. Aumasson et al. It is based on ChaCha stream cipher [I5], but a permuted copy of the input
block XORed with some round constants is added before each ChaCha round. BLAKE is chosen as one of the five finalists
of the SHA-3 competition, which now mainly consists of two valid variants BLAKE-256 and BLAKE-512. In this work, we

present several boomerang attacks on round-reduced SM3 and BLAKE-256.

Related Work. In the last few years, the amount of cryptanalytic results on SM3 is much lower than other hash function
standards. In [I6], J. Zou et al. presented the first preimage attacks on SM3 reduced to 30 steps out of 64 steps starting
from step 6, and 28 steps starting from step 0. At SAC 2012, A. Kircanski et al. [I7] applied the boomerang attack
to SM3 compression function for 32/33/34/35 steps, and gave examples of zero-sum quartets for 32-step and 33-step
distinguishers. They also exposed a side-rotational property of SM3-XOR, function and gave a slide-rotational pair for SM3-
XOR compression function. The incompatibility between the differential characteristics of 33/34/35-step distinguishers are
found and shown later. Then G. Wang and Y. Shen [I8] proposed preimage attacks on SM3 reduced to 29/30 steps and
pseudo-preimage attacks reduced to 31/32 steps, with lower complexities than [16] and all from the first step (step 0),
and they also converted those (pseudo) preimage attacks into pseudo-collision attacks on 29/30/31/32-step SM3 for the
first time. Meanwhile, F. Mendel et al. [19] provided the first security analysis of step-reduced SM3 regarding its collision
resistance, and presented a collision attack for 20 steps and a free-start collision attack for 24 steps of SM3, both with
practical complexity. The above are all the previous results that we are aware of on the analysis of SM3.

As for BLAKE-256, in [20] J. Li and L. Xu presented free-start collision and (free-start) (2nd) preimage attacks on 2.5

rounds compression function of BLAKE-32 (BLAKE-32 with 10 rounds submitted in 2008 is the original version of the



final BLAKE-256 with 14 rounds proposed in 2010). Then L. Wang et al. [2I] announced 4/4.5-round free-start preimage
attacks on compression function of BLAKE-32. J.-P. Aumasson et al. [22] gave near collisions on 4-round compression
function and impossible differential for 5-round keyed permutation of BLAKE-32. Then B. Su et al. [23] proposed near
collision attack on 4-round compression function of BLAKE-32 with lower complexity than [22]. At FSE 2011, A. Biryukov
et al. [4] presented boomerang attacks on 7 round-reduced compression function and 8 round-reduced keyed permutation of
BLAKE-32, and a boomerang quartet of distinguisher on 6 round-reduced keyed permutation was also given, however, there
are some incompatible problems in [4] later pointed out by G. Leurent in [24]. In [25] O. Dunkelman and D. Khovratovich

presented differential distinguisher for the keyed permutation of BLAKE-256 reduced to 6 middle rounds.

Our Contribution. In this work, we study the security of hash functions SM3 and BLAKE-256, and show the application
of boomerang attack to round-reduced compression function of SM3 and keyed permutation of BLAKE-256. First, we
build boomerang distinguishers for SM3 compression function on up to 34 and 35 steps with practical complexities, and
examples of boomerang quartets are also given. Moreover, the distinguishers can be extended to attacks on 36 and 37 steps
of SM3. Then we show some incompatible problems existed in the differential characteristics used in the previous work
[1I7]. Furthermore, we present the first valid boomerang distinguishers on up to 7 and 8 round-reduced keyed permutation
of BLAKE-256. We are able to find boomerang quartets of our distinguisher on 7 round-reduced keyed permutation of

BLAKE-256, which are one more round than the previous practical example [4].

Among all attacks, our analysis of SM3 and BLAKE-256 penetrates the most number of rounds. The summary of

previous results and ours are given in Table

Outline. The structure of the paper is as follows. In Section 2, we give a short description of hash functions SM3 and
BLAKE-256. Section 3 briefly overviews the boomerang attack. In Section 4, we present the differential characteristics
and build boomerang distinguishers for step-reduced SM3 compression function. The boomerang distinguishers for round-

reduced keyed permutation of BLAKE-256 are proposed in Section 5. Finally, we conclude our paper in Section 6.

2 Description of Hash Functions SM3 and BLAKE-256

2.1 SM3 Hash Function

SM3 is an iterated hash function that processes 512-bit input message blocks and produces a 256-bit hash value. It basically
consists of two parts: the message expansion and the state update transformation. A detailed description of SM3 hash

function is given in [I3].



Table 1. Summary of the attacks on SM3 and BLAKE-256

hash function \ attack type \ target \ rounds \ time \ source
preimage attack HF 28 22415
preimage attack HF 30 2219 b
preimage attack HF 29 2715
preimage attack HF 30 2L
pseudo-preimage attack HF 31 275
SM3 pseudo-preimage attack HF 32 22511 13
pseudo-collision HF 29 2122 Bl
pseudo-collision HF 30 21251
pseudo-collision HF 31 2122
pseudo-collision HF 32 21251
collision attack HF 20 practical 9]
free-start collision CF 24 practical
boomerang distinguisher CF 32 2114
boomerang distinguisher CF 33% 2324
boomerang distinguisher CF 34 2531 17}
boomerang distinguisher CF 35% 2171
boomerang distinguisher CF 34 2314
boomerang distinguisher CF 35 2336 Sect.4
boomerang distinguisher CF 36 2734 ect-
boomerang distinguisher CF 37 2192
free-start collision CF 2.5 2112
free-start (2nd) preimage CF 2.5 2224 [20]
(2nd) preimage CF 2.5 2241
free-start preimage CF 4 2221
free-start preimage CF 4.5 2252 [21]
impossible differential KP 5 —
near collision CF 4 2°6 [22]
near collision CF 4 221 23]
BLAKE-256 differential distinguisher KP 6 2156 [25]
boomerang distinguisher CF 6 2102
boomerang distinguisher CF 6.5% 2181
boomerang distinguisher CF Tx 2732
boomerang distinguisher KP 6 21175 A
boomerang distinguisher KP Tx 2122
boomerang distinguisher KP Sx 2242
boomerang distinguisher KP 7 257 S
boomerang distinguisher KP 8 2700 ect.5

x: the attack has some incompatible problems.



Message Expansion. The message expansion of SM3 splits the 512-bit message block into 16 words m; (0 < ¢ < 15), and

expands them into 68 expanded message words w; (0 < i < 67) and 64 expanded message words w; (0 < ¢ < 63) as follows:

mi, 0<i<15,
w; =

Pi(wi—16 ® wi—g ® (wi—3 K 15)) & (wi—13 K 7) ® w;—g, 16 < i <67,

wz/- = wW; B witq,0 <7 < 63.
The function P;(X) is given by

P(X)=Xo (X < 15) & (X « 23).

State Update Transformation. The state update transformation starts from a (fixed) initial value I'V = (A4y, By, Co,
Dy, Ey, Fo, Go, Hp) of 8 32-bit words and updates them in 64 steps. In each step the two 32-bit words w; and w] are used

to update the state variables A;, B;,C;, D;, E;, F;, G;, H; as follows:

S5l = (A I2)+ B+ (T i) K T,
§92, = §51; @ (A; << 12),

TT1; = FF;i(A;, B;,C;) + D; + S52; + wi,
TT2; = GGi{(E;, F;,G;) + H; + SS1; + w;,
A1 =TT1,,

Biy1 = A,

Ciy1 =B, <9,

D =0C;

E,11 = Py(TT2),

Fiy1 = B,

Giy1=F, « 19,

Hi+1 = Gi-

The step constants are T; = 0279¢c4519 for i € {0,...,15} and T; = 027a879d8a for i € {16,...,63}. The bitwise boolean
functions FF(X,Y,Z) and GG(X,Y, Z) used in each step are defined as follows:

XoY®Z 0<i<15,
FF(X,Y,Z) =

(XAY)V(XAZ)V(YAZ),16<i<63,

XaY & Z, 0<i<15,
GGi(X,Y,Z) =



The linear function Py(X) is defined as follows:

P(X)=X3 (X «9) (X« 17).

After the last step of the state update transformation, the initial values are added to the output values of the last step.

The result is the final hash value or the initial value for the next message block.

2.2 BLAKE-256 Hash Function

The hash function BLAKE-256 operates on 32-bit words and returns a 32-byte hash value. Its compression function processes

a state of 16 32-bit words represented as 4x4 matrix, and consists of three steps: Initialization, 14 iterations of Rounds and

Finalization.

Initialization.

constants cq, ...

Round function. Once the state v = (vy, ..

In the Initialization procedure, the state is filled with a chaining value h = hy,

,c7, and a counter t = tg,t; as follows:

Vo V1 V2 Us ho h1 hg h3

V4 Us Vg U7 hy hs he h7
%

vg Vg V10 V11 SoDcos1Dcey s2Dce s3sDces

V12 V13 V14 V15 toDeqg toDes t1 Deg t Dey

Each round is a transformation of the state v that computes

..., h7, asalt s =sg,...,Sss,

.,v15) is initialized, the compression function iterates a series of 14 rounds.

Go(vo,va,v8,v12), G1(v1,05,v9,v13), Ga2(v2,v6,v10,v14), G3(vs,v7,v11,015),

G4(anv5,v1oav15)7 G5(v1,06,v11av12)7 G6('U2a'U77U871)13)7 G7(03704799,U14)a



where G;(a, b, ¢, d) at round r is described with the following steps:

a=a+b+ (Mg, (20) D Co,(2041));
d=(d®a)>> 16,

c=c+d,

b=(bdc)> 12,

a=a+b+ (Mg, (2i41) D Co,(20))
d=(d®a)>>8,

c=c+d,

b=(bdc)>T,

here o, belongs to the set of permutations as defined in Table [2l At round r > 9, the permutation used is 0ymod10 (for

example, in the last round r = 13, the permutation o13m0410 = 03 is used).

Table 2. Permutations of {0,...,15} used by the BLAKE functions

oo/ 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
op1/14 10 4 8 9 15 13 6 1 12 0 2 11 7 5 3
op|11 8 12 0 5 2 15 13 10 14 3 6 7 1 9 4
os| 7 9 3 1 13 12 11 14 2 6 5 10 4 0 15 8
o419 0O 5 7 2 4 10 15 14 1 11 12 6 8 3 13
o512 12 6 10 0 11 8 3 4 13 7 5 15 14 1 9
o¢|12 5 1 15 14 13 4 10 0 7 6 3 9 2 8 11
o7 |13 11 7 14 12 1 3 9 5 0 15 4 8 6 2 10
og| 6 15 14 9 11 3 0 8 12 2 13 7 1 4 10 5
o910 2 8 4 7 6 1 5 15 11 9 14 3 12 13 0
Finalization. After the rounds sequence, the new chaining value b’ = hy, ..., h% is extracted from the state v = vp, ..., v15
with the initial chaining value h = hy, ..., hy and the salt s = sq, ..., s3 as follows:

ho = ho ® 50 ® vo ® vs,
hi = hi ® 51 ® v1 ® vy,
hy = hy ® 53 ® v2 ® V1,
hy = h3 ® s3 ® v3 ® V11,
hiy = hy & so ® v4 S V12,
hy = hs ® 51 ® v5 ® V13,
hg = he & s2 @ v © V14,

/7:h7@83@’l)7@’015.



3 The Boomerang Attack

The boomerang attack was introduced by D. Wagner in 1999 [26] as a tool for the cryptanalysis of block cipher. It is an
adaptive chosen plaintext and ciphertext attack utilizing differential cryptanalysis. The cipher is treated as a cascade of
two sub-ciphers, where a short differential is used in each of these sub-ciphers. These differentials are combined to exploit
an adaptive chosen plaintext and ciphertext property of the cipher that has high probability. Then J. Kelsey et al. [27]
further developed it into a chosen plaintext attack called the amplified boomerang attack, and later it was developed by E.
Biham et al. [28] into the rectangle attack. Then E. Biham et al. [29] combined the boomerang (and the rectangle) attack
with related-key differentials and proposed the related-key boomerang and rectangle attacks, which use the related-key
differentials instead of the single-key differentials.

We mainly review the known-related-key boomerang attack [6] which can be used to distinguish a given permutation
from a random oracle. Applying the known-related-key boomerang attack to the compression function in the MMO mode,
ie, CF(M,K) = E(M, K)+ M that can be decomposed into two sub-functions with CF = C'F; oC'Fp, we usually start from
the middle steps (refer to [6/TI]) as we can use message modification technique [2] to significantly improve the complexity
of attack. This is the main reason why we can penetrate so many more rounds, and it also makes the boomerangs on cipher
and on hash function different. We have a backward differential characteristic (8, fr) — a with probability p for CFy ! and
another forward differential characteristic (,~x) — d with probability ¢ for CFy. Then the known-related-key boomerang

attack can be constructed using these two differentials as follows:

Randomly choose values for the message X; and the key K7, compute Xo = X1 & 3, X3 =X1 Py, X4y = X3® 3, and

Ky =K, ® B, K3 = K1 ® vy, Ky = K3 ® fg.

Compute backward from (X;, K;) using CF(;1 to obtain P; (i =1,2,3,4).

— Compute forward from (X;, K;) using CF; to obtain C; (i = 1,2, 3,4).

Check whether P ® Po =P3 & Py=aand C; $C3 =Cy d Cy = 6.

We can deduce that P, ® P, = Ps® P, = a and C; @ C3 = Cy & C; = § hold with probability at least p? in the
backward direction and ¢? in the forward direction. Hence, the attack succeeds with probability p?¢?> when assuming that
the differentials are independent.

For an n-bit random function, there exist three types of boomerang distinguishers according to the input and output

differences (refer to [GTTIT2]).

— Type I: A quartet satisfies P, @ Py = P, & P3 = a and C3 ® C; = Cy & Cy = ¢ for fixed differences o and 4. In this
case, the generic complexity is 2.

— Type II: Only C5®C; = Cy B, is satisfied (This property is also called zero-sum or second-order differential collision).
In this case, the complexity for obtaining such a quartet is 2"/3 by using D. Wagner’s generalized birthday attack [30].

— Type III: A quartet satisfies P, & P, = P, & P3 and C3 & C; = Cy $ Cs. In this case, the best known attack still takes

time 27/2.



4 The Boomerang Attacks on SM3

In this section, we present the boomerang attacks on the SM3 compression function reduced to 34 and 35 steps with practical
examples of boomerang quartets, and then extend the attacks to 36 and 37 steps. Firstly, we have to find the differential
characteristics used in the attack to distinguish the target compression function from random functions. Secondly, we derive
the sufficient conditions in the middle steps, and fulfill these conditions by using message modification technique. Finally,

we evaluate the complexities of our attacks and search for examples of right quartets.

4.1 Step-Reduced Differential Characteristics

We give two differential characteristics which are used to attack 34-step SM3 compression function and build boomerang
distinguisher, where the top differential characteristic is from step 15 to step 0, and the bottom one is from step 16 to step
33. Note that we will use the XOR difference Aa = a @ a’. Let Aa: i for 1 <4 < 32 denote that the i-th bit of a is different
from the i-th bit of a/, and all the other bits of @ and o’ are the same.

We start from the middle states of the distinguisher quartet (V1, Va, Vs, V4), and for the top characteristic, the differences

of the message words w; and the chaining variables A4 to Hig are chosen as follows:

— Aws: 32 (the MSB difference), Aw; =0 (0 < i < 15, i # 2), if we choose the message words with such differences, we
will find that 13 steps (step 13 to 1) are passed with probability 1. This is significant for us to get the high probability
differential characteristic.

— AAg: 2,3,10,12,15,19,23,27,32, ABqg: 15,23,32, AFqg: 2,4,10,11,19, 27,28, these differences are decided by the
differences of the message words above. We can easily get the differences of the message words Awy—Aw;s, Awj—Aw];
in the top characteristic from above: Awsg: 32, Awj: 32, Aw},: 15,23,32, and all the other message words differences

are zero. Then we directly derive the differences of the chaining variables with some sufficient conditions.

For the bottom characteristic, we select the differences as follows:

— Awgg: 20 (the 20-th bit difference), Aw; =0 (21 < i < 35), so we can pass 11 steps (step 21 to 31) for free similarly.

— ACh4: 9,16,18,23, 25,26, 30,31, AD14: 11,20, AG16: 9, 16, 18, 24, 25, 26, 30,32, AHq6: 1, 3,4,10,12,19, 20, 28, according
to the differences of the message words above, also considering the compatibility with the top characteristic in the middle
steps which cannot contain any contradiction, the differences of chaining variables in bottom characteristic are derived
with some sufficient conditions. For example, to cancel the 9-th and 10-th bit differences of w/;, we choose the difference
in D17 only on bit 9 but not on bits 9 and 10, because if we have a difference in Dy7 on bit 10, then in step 16 the

condition A16,10 = Big,10 (note that Ci1g = D17) cannot be satisfied in the other side (Va, V4).

In Table [3land Table[d] the differential characteristics for both forward and backward directions are shown. Furthermore,

the conditions and probabilities for each step of the differential characteristics are given.

4.2 Message Modification for the Middle Steps

Here we use the message modification technique to modify the chaining values and message words to satisfy the conditions

of the middle steps to improve the complexity of our attack.



In the top differential characteristic, there are 16 sufficient conditions from step 15 to step 14, which can be satisfied
both in two sides (V1,V2) and (V3,Vy) by modifying Ay, B1g and Fig. Therefore, the conditions of this part (steps 15 to
14) can hold with probability 1.

Similarly, 59 conditions in total from step 16 to step 20 in the bottom differential characteristic need to be fulfilled in
each side. We can make all these conditions hold in one side (Vi,V3) by the message modification. Furthermore, part of
the conditions in the other side (Vz,V4) can be fulfilled, and 14 conditions including SS117,30 = A17,11, SSl17,8 = Ev71,
whr g 7 992178, Di723 = SS217.23 # W74, Di730 = 9921730 = D1731, wirg # SSlirg, Hirz0 # SSli730, A1s11 =
Cigi1, E1s,1 =0, A1g,20 = B9 20, Fi9,20 = 1, and Hag 20 7# wao,20 are satisfied randomly. As a result, all the conditions of
steps 16 to 20 in the bottom differential characteristic hold in both two sides with probability at least 2714, rather than

the much lower average probability 272%%9 = 2118,

4.3 Complexity of the Attack

After message modification, the boomerang distinguisher in the middle steps (14 to 20) holds with a much higher probability
2714, Meanwhile, the probability of steps 13 to 0 in top characteristic is 272, and for steps 21 to 33 in bottom characteristic
is 2=+ = 2-17_ Since all conditions need to be fulfilled in both two sides, the boomerang distinguisher holds with
probability 272%2 = 274 in steps 13 to 0 and 272%17 = 2734 in steps 21 to 33. So the complexity of the 34-step boomerang
distinguisher is 24 4 2434 ~ 238,

If we only obtain a zero-sum distinguisher, i.e. Py ® P, = P3® Py and C1 ®C3 = Cy®CYy, for each non-zero difference bit in
AP(AC), there is a probability about 1/3 that the carry extension in (Py, P»)((C1, C3)) is the same as in (Ps, Py)((Ca,Cy))
[1TT2]. Let n denote the number of non-zero difference bits in AP(AC'), the probability is deduced as follows: assume that
n = 1, then averagely there is 1 condition, and the probability is 27! for one side and 272! = 272 for both two sides;
assume that n = 2, then averagely there are 2 conditions, and the probability is 272 for one side and 272%2 = 274 for both
two sides. The same procedure can be easily adapted to more possible values of n: n = 3, the probability is 272 for one side
and 276 for both two sides; n = 4, 274 for one side and 278 for both two sides; ... . If we only consider P, ® P, = P; ® P,
(C1®C3 = Co@®Cy), the probability is the sum of all above probabilities: 272 +274 42764278 4... ~ 272 /(1-272) = 1/3.
Hence, the boomerang distinguisher holds with probability 372 in step 0 and 374 in step 33. Meanwhile, the boomerang

271 in steps 14 to 20 after message modification, with probability 1 in steps 13 to 1,

distinguisher holds with probability
and 2723 = 276 in steps 21 to 32. As a result, the complexity can be reduced to 214 4 26 x 32+14 ~ 214 4 2314 r 9314,
Due to the low complexity, our distinguisher on up to 34-step compression function of SM3 is practical, and we are able

to find boomerang quartets on a PC quickly. We give an example of 34-step boomerang distinguisher in Table

4.4 Attacks on 35/36/37-Step SM3 Compression Function

35-Step Attack (Steps 0-34). Using the same top differential characteristic shown in Table [3| we add one more step
as the new 16-th step in the bottom differential characteristic as illustrated in Table [f] to mount a 35-step attack. So the
step where the single bit difference has been set in the message word w; in the bottom differential characteristic should

slip to step 21. Now we look at the choice of differences in bottom differential characteristic, if we still use the same bit

10



difference on bit 20 in ws;, some contradictions will emerge, and through theoretical derivation and program tests we
find that only the 24-th bit difference in ws; is applicable and compatible between the two differential characteristics. We
fulfill all conditions in the side (V4,V2) and part of conditions (12 conditions) in the other side (V3,Vy) in steps 15 to
14 of the top differential characteristic, and all conditions in the side (V;,V3) in steps 16 to 21 of the bottom differential
characteristic. The remaining conditions in middle steps (14 to 21) have not been dealt with. So in theory the boomerang
distinguisher in the middle steps holds with probability 2745, However, according to our experiments, on average, only about
32 conditions in the middle steps have not been fulfilled. As a result, the complexity of 35-step boomerang distinguisher is

232

about 232 4 22%3 x 32+15 x5 232 4 933 ~ 9336 and the practical example of 35-step boomerang distinguisher quartet can be

found on a PC, see Table[7]

36-Step Attack (Steps 0-35). The 36-step attack is obtained with the same differential characteristics as 35-step attack
by adding one step in the top differential characteristic as the new first step (see Table , where the top differential
characteristic is from step 16 to step 0 and the bottom one is from step 17 to step 35. In order to keep the probability
of connection part between the top and bottom differential characteristics unchanged, we change the differences of the
top differential characteristic slightly: Awg : 4,5,7,12,20,21,22,28 30, Aws : 32, Aw; =0 (0 <i < 15,7 #0,3), AA;7 :
2,3,10,12,15,19,23,27,32, ABy7 : 15,23,32, AE;7 : 2,4,10,11, 19, 27, 28, see Table[8] The complexity of the 36-step attack

is about 232 + 22><(2+3) x 325+15 o, 932 + 973.4 o, 973.4

37-Step Attack (Steps 0-36). Extending the 36-step boomerang distinguisher for one step at the end of the bottom differ-
ential characteristic (see Table@, we get a 37-step boomerang attack on SM3 with a complexity of 232 422X (243+25+15451) —
232 | 9102 o, 9192

Note that the boomerang distinguishers on higher number of steps are obtained by extending more steps after the
boomerangs on lower number of steps, which in turn have been proven to be correct by providing examples of quartets.
Thus these theoretical attacks on the high step boomerangs are also correct and do not have any incompatibilities.

Remark: For the 34/35/36-step attacks on SM3, we use the Type III boomerang distinguisher (see Sect. 3), and the
complexity for the best algorithm is 2'28; for the 37-step attack on SM3, we use the Type I boomerang distinguisher, and

the generic complexity is about 2256,

4.5 The Incompatibility of Previous Boomerang Attacks on SM3

In [I7], boomerang distinguisher for SM3 compression function reduced to 33 steps and the corresponding example of
zero-sum quartet were given. However, we find that the proposed example of quartet is not consistent with the differential
characteristics shown in that paper. According to the differences of the given example, it is supposed to be generated by
adding one step after their 32-step distinguisher. Then we study the given 33-step boomerang distinguisher in [I7] and find
some contradictions between the two differential characteristics.

For the differences in step 20 in the bottom differential characteristic, it is easy to deduce that Dyg 28 = C9,28 = Big,19 =

Ai1719 = TT116,19 = D169, so the condition Dyg o8 # w’20)28 in step 20 can be rewritten as Dig 19 # w’20128. From the top
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differential characteristic, we get that AD1g = 0 (so AD16,19 = 0), Awsg 55 = 1 (according to the message expansion), so the
condition Dag 28 # Wy o5 in step 20 cannot be satisfied in the other side (Va, Vy) for the bottom differential characteristic.
Hence, the 33-step boomerang distinguisher in [I7] cannot work in fact. Since their 34-step and 35-step distinguishers are
constructed by adding one and two steps after the 33-step distinguisher, those two attacks cannot work either. We can
correct the bottom differential characteristic by simply changing the single bit difference of message word wqg from bit 28

to 20.

5 The Boomerang Attacks on BLAKE-256

Similar to above, there are also incompatible problems in previous boomerang attacks on BLAKE-256 [4], and the detailed
contradictions are shown in [24]. In this section, we give two alternative differential characteristics, and the first valid 7-round
and 8-round boomerang attacks on keyed permutation of BLAKE-256 are mounted. Note that the keyed permutation of

BLAKE-256 can be seen as the internal cipher of BLAKE-256, which excludes the Initialization and Finalization procedures.

7-Round Boomerang Attack on Keyed Permutation of BLAKE-256. Through comparing the probabilities of
differential characteristics, we carefully choose the middle round where two differential characteristics are combined, which
is round 6.5, to build the 7-round boomerang distinguisher for keyed permutation of BLAKE-256. We use two 3.5-round
differential characteristics with highest probabilities than others, i.e. the top differential characteristic is from round 3 to
round 6.5 and the bottom one is from round 6.5 to round 10. The differences of message words and chaining variables are

selected as follows:

— Amg: 21 for the top characteristic,
— Amyqq: 32 for the bottom characteristic,

— Then set the differences of chaining variables which are basically decided by the differences of message words.

Table [10] gives the top and bottom differential characteristics used for 7-round boomerang attack on BLAKE-256.

Similar to the attacks on SM3, message modification technique is used to fulfill the conditions of middle rounds to
improve our attack. By modifying chaining variables v; (i=0, ..., 15) of round 6.5 and message words m; (i=0, ..., 15),
29 conditions in Gy ~ G5 of round 6, 40 conditions in G4 ~ G7 of round 6, 2 conditions in round 5 and 2 conditions in
round 7 can be satisfied in both two sides. After message modification, the conditions of this part (rounds 4 to 7) can
hold with probability at least 2-2%(1+4) = 2-10 Ag a result, the boomerang distinguisher on 7 rounds keyed permutation
of BLAKE-256 has the complexity 210 x 3161 ~ 210 x 227 — 9237 Due to the practical complexity, we can obtain the

boomerang quartet which is one more round than the previous best result [4]. See Table

8-Round Boomerang Attack on Keyed Permutation of BLAKE-256. As shown in Table we just extend the
differential characteristics used in 7-round attack for additional half round both in forward and backward directions, and

obtain a 8-round boomerang distinguisher for keyed permutation of BLAKE-256 with complexity 22X (54+16+1+44+1+24) _

2200
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Remark: Similar to attacks on SM3, we use the Type III boomerang distinguisher for the 7-round attack on BLAKE-

256, and Type I boomerang distinguisher for the 8-round attack on BLAKE-256.

6

Conclusion

This paper presents boomerang attacks on Chinese cryptographic hash function standard SM3 and the NIST SHA-3 finalist

BLAKE-256. We propose boomerang distinguishers for the compression function of SM3 reduced to 34/35/36/37 steps out

of 64 steps, and give examples of boomerang distinguishers on up to 34-step and 35-step SM3. Besides, we point out and

correct the incompatible problems existed in the previous attacks on SM3. Then we present boomerang distinguishers on

7 and 8 round-reduced keyed permutation of BLAKE-256 out of 14 rounds, which are the first valid boomerang results on

7-round and 8-round keyed permutation of BLAKE-256. Also, we give a boomerang quartet of the distinguisher on 7-round

keyed permutation of BLAKE-256 for the first time. All these results are the best as far as we know.
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A Differential Characteristics for Boomerangs and Examples of Boomerang Quartets for

SM3 and BLAKE-256

Table 3. Differential characteristic for steps 0-15 used in the boomerang attack on 34-step CF of SM3

chaining variables message ‘ conditions ‘ prob

0] By:23 (Ao ® By @ Cp)a3 # Do 23, 272
Cop : 32 (Eo @ Fo @ Go)13 # Ho 13,
Dy : 23,32
FO . ].3

GO 1 32

Hy: 13,32
1 ]Cp:32 1
D1 1 32
G1 1 32
H1 132
2 D2 : 32 wy 32 1
Hy: 32 wh : 32

14 Wi, 15,23,32 | TT1ia, = wl,.(i = 15,23), 52
15 | A5 :15,23,32 SS5115,(2,10,19) = A1s,(15,23,32) 21
TT1lis,; = (A5 ® Bis ® C15):(1 = 15,23),
TT1y5: = 88215.(i = 2,3,10,12, 19, 27),
TT215; = SS115,4(i = 2,10,19).
16 | Ayg - 2.3,10,12, 15, =
19,23, 27,32
Blg : 15, 23, 32
Eig: 2,4,10,11,19,
27,28
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Table 4. Differential characteristic for steps 16-33 used in the boomerang attack on 34-step CF of SM3

i ‘ chaining variables message ‘ conditions ‘ prob
16 | C6:9,16,18,23,25,26,30, | wig: 20 Ass,; = Bis,i(1 = 9,16, 18,23, 25, 26, 30, 31), 2-27
31 D120 # wig 20, TT116,11 = D16 11,
D16 : 11, 20 E16,i = 1(Z = 97 167 24, 25, 26, 30, 32), E16,18 = O7
G161 9,16, 18,24, 25,26, 30, TT246,; = Hi6,:(i =1,3,4,10,12,19, 20, 28),
32 TT216,18 = Gie,18;
Hyg:1,3,4,10,12,19, 20, 28
17 A17 : 11 wi7 8,9, 10, SS117730 = 1417,117 55117,8 = E17’17 2726
D7 : 9,16, 18, 23,25, 26, 30, 16,18,24, | Bi711 = Ci7 11, w’1778 # 552178,
31 25,27,32 | Dirg9 = w’17’9 #* “/17,10’ D7 # wih(z = 16,18),
E17 01 w’17 : 8, 9, 10, D17,23 = 58217,23 75 ’LU,17724,
Hy7:9,16,18, 24,25, 26, 30, 16,18,24, | D175 = wyy 95 = Di7,26 # Wi7 .97,
32 25,27,32 | Di7,30 = 8521730 = D731,

Fi71=Gi71, wirg # SSlizs,
Hy79 = w179 # wi7,10,

H1777‘, 75 w17,i(i = 16, 18, 24),
Hi795 = w1725 = Hi726 7 Wi7,27,
Hy7.30 # SS117 30,

18 | Big: 11 Ag 11 = Cig11, P
Fig:1 E1g1 =0,

19 | Ci9: 20 A19,20 = Big 20, 27?
G : 20 Ei920 =1,

20 | Dy : 20 wap : 20 Dag 20 # wag 20, 272
Hyo : 20 why : 20 Hs0,20 # w20 20,

21 1

32 Why : 3,11,20 | TT 139, = wh, ,(i = 3,11, 20), 273

33 | Az3:3,11,20 SS133,(22,30,7) = A33,(3,11,20)5 21

Bss,; = Cs3,(1 = 3,11, 20),
TTlss,; = 8523,(i = 7, 15,22, 23, 30),
TT233; = SS1a34(i = 7,22,30).

34 | Ay : 7,15, 22,23, 30,32 —
334 : 3, 11, 20
Es4 :7,15,16,22, 24, 30, 31

Table 5. Example of a boomerang quartet for 34-step CF of SM3. P;, C; and M; respectively denote the chaining variables
of step 0, 33 and message words.

Py |8e328bf1 540ba9e5 026995ca d1271808 8afcddl9 95bddaa7 a56d9207 a2cdddlc
P |8e328bf1 544ba9%e5 826995ca 51671808 8afcddl9 95bdcaa? 256d9207 22c43dlc
P |11eelc76 ee57ded6 54838689 0665bf71 df61a977 5f4cd6e9 d42981b4 clbecd f8
Py |1leelc76 eel7ded6 d4838689 8625bf71 df61a977 5f4c56e9 54298164 415eb4 f8

M |d7a6bd34 66 fabefa 78ce08al 9a585055 94¢8bc0b 3b679ebd 3910dadl f0e82d8a
d5f41680 640041d 947bccbd 4344d2ed bec94a67 6b5f97fF f 79000306 16233872
Ms |d7a6bd34 66 fabefa f8ce08al 9a585055 94¢8bc0b 3b679ebd 3910dadl f0e82d8a
d5f41b80 640041d 947bccbd 4344d2ed bec94a67 6b5f97f f 79000306 16233872
M3 |d7acbd36 26 fbaefa 50ce00al 1fdad3d5 94¢2b90e 333 fb685 3918dadl 70e8ad8c
d5£49b80 64 £0041d 9570c9b63 c3cdd3ed becI4a67 6b5TI7f f £9008304 16233872
My |d7acbd36 26 fbaefa dOce00al 1fdad3d5 94¢2b90e 333 fb685 3918dadl 70e8ad8c
d5£49b80 64 0041d 9570c9b63 c3cdd3ed bec94a67 6b5797f f 9008304 16233872
C1 |5ecl8fT78 adf682b8 837bc39c 1550ef7d 5e6d092¢ b95a7f10 0fddelbd 3dc6bf65
Co 35437883 a37697ca 94fa71b5 169e842d 07d1f375 e5e58686 €97b5e86 72607d54
Cs |bedlefbd adee86be 837bc39c 1550ef7d feccd8ec b95a7f10 0fddel6d 3dc6bf65
Cy |db533846 a36e€93ce 94faT1b5 169e842d a770b2b5 e5e58686 €97b5e86 72607d54
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Table 6. Differential characteristic for steps 16-34 used in the boomerang attack on 35-step CF of SM3

i \ chaining variables \ message \ conditions \ prob
16 | Big : 4,5,11,13, 18, 20, 21, 25, A1o: = Bio.(i = 15,22,23), 927
26 Ats,i = Cis,i
Cig : 15,22, 23 (i = 4,5,11,13, 18, 20, 21, 25, 26),
Fig:1,3,9,12,15, 17,26 Bis: = 0(i = 1,3,9,12,15,17, 26),
Gis:5,7,8,14,16,23,24, 32 Eiei=1(i = 5,7,8,14,16,23,24,32),
17 [ Ci7 - 2,3,13, 14, 20,22, 27,29, | w24 Ai7: = Bioa(i = 2, 3,13, 14,20, 27,29,30), | 25
30 At720 # Biroa, TT117,15 = D175,
Dy7:15,22,23 Ci722 = Di7.22 = D723 # Wi7 04,
Gir:2,4.13,20, 22,28, 31 Eiri = 1(i = 2,4,13,20,28, 31),
Hiz:5,7,8,14, 16,23, 24, 32 Ei722 = 0, TT217.95 = G172,
TT217; = Hyp,i(i = 5,7,8, 14, 16,23, 24),
18 A18 115 w1y - 4, 12, 13, 55118,2 = A18715, 55118,12 = E1875, 2_27
Dus : 2,3,13,14,20, 22,27, 29, 14,20,22, | Digs = SS215.5 = Diss # Wi,
30 28,29,31 55218,12 7é ’w/18712,
Eig:5 wig 1 4,12,13, | Dig; # wlg, (i = 13,14,20,22),
HlS : 2,47 13720722728731 14,20,22, D18727 = SS218727 }é w’18728,
28,29,31 | Dig29 = wig 99 = Dis30 # Wig a1,
Big,15 = Cig,15, SS118,12 # wig,12,
Hig i # wis,i(i = 4,20,22,31),
Hig; = wig; # wig,it1(i = 13,28),
Higo # SSli1g 2, Figs = G5,
19 | Byg : 15 Aig15 = Cig 15, 272
Fig:5 FEi95 =0,
20 | Oy : 24 Azp,24 = Bao 24, 272
Gao : 24 Eop 24 =1,
21 D21 124 Wa1 24 D21724 7& w’21724, 2_2
H21 124 wl21 124 H21724 7é W21,24,
22 1
33 why :7,15,24 | TTg5, = why (i = 7,15, 24), PR
34 | A3q:7,15,24 SS134,(26,2,11) = As4,(7,15,24)5 271
B34 = 03471-(1' =7,15,24),
TT134’2' = 5523477;
(i =2,4,11,19,26,27),
TT234, = 5513471‘(2' =211, 26).
35 | Ags - 2.4,11,19,26,27 —
Bas : 7,15, 24
Ess :2,3,11,19,20, 26, 28
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Table 7. Example of a boomerang quartet for 35-step CF of SM3

Py |7f57e38d 801906df caf2cf8c 42¢58fba 9feech9b efbab3fc d261869¢ 892calbe
P, |7f57e38d 805906df 4af2cf8c c2858fba 9feech9b efbaaldfc 5261869¢ 092¢blbe
P |0188f80d 5d3b7666 91941688 fc411326 3a674355 2¢6075fb 85a38600 892e081b
Py |0188f80d 5d7b7666 1941688 7c011326 3a674355 2¢6065fb 05a38600 092e181b
My | f5bc88b9 af543ad9 f5068596 beaebbf0 9984c067 ed6e551a 7973166d cef6b36 f
6978096 fdbal4b7 2872f fba 2cf314e6 750499b3 4ceb9f22 bd2d99db T1cc928b
My | f5bc88b9 af543ad9 75068596 beaebbf0 9984c067 edb6eb551a 7973166d cef6b36 f
6978096 fdbal4b7 2872f fba 2cf314e6 750499b3 4ceb9f22 bd2d99db 71cc928b
M;3 | 7506c89b9 af f43af9 f51a8592 3eae3bf2 clacf86f edce054a fcfl195ed ce76b36 f
c69f80fe fdb214b7 2872f fba 3c434496 7d0489bb 4ceb9f22 bdad99db T1c492a3
My | 756c8909 af f43af9 751a8592 3eaedbf2 clacf86f edce054a fcfl95ed ce76b36f
c69f80fe fdb214b7 2872f fba 3¢434496 T7d0489bb 4ceb9f22 bdad99db T1c492a3
C1 |ecdadcl9 39e58 fb5 8fbc8led Theec099 655e3f8b f4273d52 94532¢T7 6967 f472
Co 193ffb93f eTe2f fb3 447c0e9f b8f f8f6¢c 37al12b0a ca38d92¢ Teb36¢H6 899¢0ba f
Cs |f2ded85f 3965¢f f5 8fbc8le3 Theec099 6f523b8d f4273d52 94532¢T77 6967 f472
Cy | 8dfbbd79 e762bf f3 447c0e9f b8f f8f6c 3dad2f0c ca38d92¢c Teb36¢H6 899e0ba f

Table 8. Differential characteristic for steps 0-16 used in the boomerang attacks on 36/37-step CF of SM3

i \ chaining variables \ message \ conditions \ prob
0 Ao 123 Wy 47 5, 7, 12, 5510,10 = A0’23, SS].O’QO = E0’13, 2725
By : 23 20,21,22, | Do23 # (Ap @ By @ Cy)as,
Cop : 23,32 28,30 Dy,; # 5520,1*(@' = 3,10),
Do :3,4,5,7,10,12,21,22, | w}: 4,5,7,12, | Do, # wh,(i = 4,5,7,12,21,22,28,30),
23,28, 30, 32 20,21,22, | 552920 # wh.20,
FEy:13 28,30 H0713 =+ (EO @® Fy ® Go)lg,
Fy:13 Ho; # wo (i = 4,5,7,12,21,22, 28, 30),
Go:13,32 Hy 19 # SS10,10, SS10,20 # wo,20,
Hy:4,5,7,10,12,13,21,
22,28, 30, 32
1| By:23 (A1 @ By & C1)a3 # D1 23, 272
Ch 32 (Er® F1 & G1)13 # Hy s,
Dy : 23,32
F1 013
Gl 132
H, 13,32
2 | Cy:32 1
DQ : 32
GQ 1 32
Hs : 32
3 Dg, 0 32 ws 32 1
Hj: 32 wh : 32
4 1
15 wls : 15,23,32 | TT1y5, = w)y (i = 15,23), 22
16 | Age:15,23,32 S5116,(2,10,19) = Au6,(15,23,32) 2717
Big,i # Che,i(i = 15,23, 32),
TT16,; = Asg,i(i = 15,23),
TTly6: = SS216,(i = 2,3,10,12,19,27),
TT216; = SSly6,(i = 2,10,19),
17 | A1r: 2,3,10,12,15,19, 23, =
27,32
Bir: 15,23, 32
Eyr:2.4,10,11,19, 27,28
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Table 9. Differential characteristic for steps 17-36 used in the boomerang attack on 37-step CF of SM3

i \ chaining variables \ message \ conditions \ prob
17 | Bis - 4,5,11,13, 18, 20, 21, 25, 26 Ai7: = Bioa(i = 15,22,23), 927
Cyr: 15,22, 23 Airi = Cirali = 4,5,11, 13,18, 20, 21, 25, 26),
Fi7:1,3,9,12,15,17,26 Bir:=0(i = 1,3,9,12,15,17, 26),
Gir:5,7.8,14,16,23,24, 32 Eiri=1(i = 5,7,8,14,16,23,24,32),
18 | Cis - 2,3,13, 14,20, 22,27,29,30 | wlg : 24 Ais: = Bis,(i = 2, 3,13, 14, 20, 27, 29, 30), 9
Dyg :15,22,23 A1g 00 # Big oz, TT118,15 = Disg, 15,
Glg : 2, 47 137 207 22, 28, 31 018,22 = D18722 = D18723 7& wi&%,
Hig: 5,7,8, 14, 16,23, 24, 32 Eisi = 1(i = 2,4,13,20,28,31), Eys.25 = 0,
TT2ys,; = Hisi(i = 5,7,8, 14,16, 23, 24),
TT2i822 = Gig,22,
19 A19 .15 w19 - 4, 12, 13, 5511972 = A19715, 55119712 = E1975, 2_27
Dug : 2,3, 13, 14,20,22, 27,29, 30 14,20,22, | Digs = §8219.5 = Digs # who,
E19 15 28, 29, 31 55219712 7& w’19712, Dlg’i 7é 'LU’197,L<(Z‘ = 13, 14, 20, 22),
H19 : 2, 47 13, 20, 22, 28, 31 w’19 : 4, 12, 13, D19727 = 55219727 7é w19728,
14, 20, 22, D19729 = w’19729 = D19730 }é w’19731,
28,29,31 | Big,15 = Cig,15, SS119,12 # w1912,
H19,7,' 7& U}lgyi(i = 4, 20, 22, 31),
Hig; = wig,; # wig,i+1(i = 13,28),
Higo # SS1li92, Figs = G195,
20 | B : 15 Azo,15 = Ca0,15, 272
Foy: 5 E20,5 =0,
21 | Cy; : 24 Az1,24 = Bai 24, 272
Gop : 24 Eo124 =1,
22 | Doo: 24 wao : 24 Dag 24 # Wiy o4, 27?
Hyo i 24 why : 24 Hys 24 # wo2 24,
23 1
34 why 1 7,15,24 | TT134; = why (i = 7,15,24), 273
35 | Aszs:7,15,24 SS135,(26,2,11) = Ass,(7,15,24) 271
B35 = 035714(2' =7,15,24),
TT135,; = 5523571-(1' =2,4,11,19,26,27),
TT235,; = 55135’1-(2’ = 2,11, 26),
36 | Agg : 2,4,11,19,26,27 SST36.0 % Fao # B, 551
Bsg : 7,15,24 SS136,26 # E36,19 # E36,20,
Es6 - 2,3,11,19, 20, 26, 28 SS136,(18,1,3) = F36,(11,26,28)>
S5136,(21,23,30,6,13,14) = A36,(2,4,11,19,26,27)
Cs6,i = Bse,i(1 = 2,4,11,19,27), C36,26 # Bs3s,26,
Cs6,s = Asze,i(i = 15,24), Cs6,7 # Ase 7,
852367 # B3e,7, S5236,26 # A36,26,
TTla6: = 55236.4(i = 1,3,9,13, 16, 18, 21, 30, 31),
Fag = Ggﬁ’i(i =2,11,19, 20, 28),
Fs6 # Gs,i(1 = 3,26),
SS136, # ((Es6 N F36) V (mFE36 A G3g))i(i = 3,26),
TT236,; = S51367i(i =1,6,9,13,14, 18,21, 23, 30).
37 [ As - 1.3.9,13,16, 18, 21,30, 31 -
Bsyr : 2,4,11,19, 26, 27
037 : 1, 16, 24
Esr:1,3,7,8,9,10,13, 14, 18, 21,
22,23, 26,27, 30,31, 32
Fyr : 2,3, 11, 19, 20, 26, 28
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Table 10. Differential characteristics used in the boomerang attacks on 7 and 8 rounds of KP of BLAKE-256

message \ ms @ 21 Tosase ‘ —
i chaining variables prob - — —
2.5 vg:H 5—54 l chaining variables prob
S 1 13,90 6.5 | vo:3,7,19,23,32 210
1-4 ) :
vy :1,9,17,20, 25,28 1 :;;613224 b
vy 1 1,8,12,24, 28 vy : 8,12,24,
vy 18,24 vy 1 4,7,12,16,20,28, 31
v4 : 2’1 vy : 4,8,12,19,20, 24,28, 31
UZ 1,13,21,29 vs : 3,12, 19, 32
vy :1,5,8,9,13,17, 20,21, 25,29 vy @ 8,12,24,32
vg : 5,13,21,29 vg 1 8,16, 24, 32
Vg 1’ ’ ’ V10 - 12
V19 : 5,29 v11 : 16,32
: 7 V13 - 32
o g 152 via:7,16,19
12 '
viz : 5,8,13,21,28,29 - UIS. .12, ;22 16,23, 28 -
vig : 1,12,17,28 vo 12,
vt 13 vy : 16,32
: —16 vy 1 32
’ ZO ?721 ? vy 12,32
vi 5,21 vs : 16,32
vr 1,21 vg : 32
v : 5,13,21,29 vo : 8,16, 24, 32
V171 ¢ él o v10 : 32
v19 1 13,29 v13 1 8,24
vy 21 v14 : 16,32
4 vy @ 21 9—1 3 vy : 32 1
5 272 9 2—1
6 v ;21 5-29 10 v & 32 921
’Ul 6 vs @ 17
’Uf1.2 13 V10 - 24
V12 : 13 V15 - 24
6.5 v 1 17,21 — 10.5 vy : 4,32 -
. v(l) 21,25 vy 1 5,17,21
V2 . 6, 10, 26 Vo 12
vy 11 vy : 28
: vg:1,9,17,21,29
L oS 2250 vs : 2,6,14,18,22, 26,30
ve :3,7,11,15,19, 23,27 ve : 5,17,29
vy 1 6,18,26 vr :1,13,21,25
Vg 9’ 13’21 29 vs : 8,16,24,28
oo+ 5 13,17, 20 vo : 1,9,13,25,29
vig : 2,14, 18,22, 30 vig : 4,24
v11 @ 13,25 v11 : 8,20, 32
v : 9 i3 21 vig : 8,24,28
V13 : 15’) 177 29 v13 9, 13,25,29
: | | V14 - 4
gy v1s : 20,32
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Table 11. Example of a boomerang quartet for 7-round KP of BLAKE-256

Py

3c¢8ad4276 cfb0dccO abbcdbfc da21a046 ecl3bb3b cfl2cee3d 45fc2729 cccaddee
14c¢76a6a 40 f2aada a0933ddf d51f0f3e 260c01f7 6bebd9c8 dab575eb9 a72108d8

P,

3¢9a4286 cfb0dccO abbcdbfc da21a045 ec03b52b cfl2cee3 45fc2729 cedaddef
04b75a7a 40 f2aada a0933ddf d50f0f3e 360c1lf7 6bebd9c8 dab75eb9 a71108d8

P

ac3b9572 70a2660d 6520d49f d01074b9 71422e9e 39e0cTab 4afIbdd4 797282e3
86cddb58 b5c62820 Hb8f f4d0 bel38673 8ble2lea b6dd991a 36176157 ebcl93f1

Py

ac2b9582 70a2660d 6520d49f d01074ba T71522e8e 39e0cTab 4afIbdd4 7962822
96bdebd8 b5c62820 5b8f f4d0 be038673 9bledlea b6ddI91a 36176157 ebf193f1

M,

cf25b88d 0b85815¢ Ta2¢591a 6df41a94 59eb3709 efl1ladld c3f441c7 846d24e6
950acecd dfaad876 05676c74 a3a2894f a000f f75 3159502 61592468 79 f50b81

M;

cf25b88d 0b85815¢ Ta2c¢591a 6df41a94 59eb3709 ef011ad3d ¢3f441c7 846d24e6
950acecd dfaab876 05676c74 a3a2894f a000f f75 3159502 61592468 79 50681

cf25b88d 0b85815¢c Ta2c¢591la 6df41a94 59eb3709 efl1lad3 c3f441c7 846d24eb6
950acecd dfaad876 05676c74 23a2894f a000f f75 3159502 61592468 79 f50b81

My

cf25b88d 0b85815¢c Ta2c¢591a 6df41a94 59eb3709 ef011lad3 c3f441c7 846d24e6
950acecd dfaad876 05676c74 23a2894f a000f f75 3159502 61592468 79 f50b81

Gy

1db2186a ce3 feb558 a96bdfde b089I5L04 678b343b d6dd58ea e333ebdd fe982f92
52660ebe f519fabe d32beOde b81731bb 185dd895 050bf35e bcbf992¢ eb0364 8

Co

FOb8C2Tf 99cf fTF2 ab2dabef faab905e T09f8d52 S1f4ecI9 d3b15660 d6412448
ad141e81 bf02aa2l fdS4e3fb 02a3bc0d 973c04e0 bb95e80b 5fcad084 f2£36107

C3

9db2186a ce3 feb58 a96bdfbe b0895b04 67803430 dbdc58ea e333ebdbd fe982f92
52660ebe 519 fabe d3abeOde b81731bb 185dd895 050bf35¢ bcb f992¢ eb8364 f8

Cy

ThbSc2Tf 99¢f fTf2 ab2dabef faab905e T09F8d52 81f5ec99 d3b15660 d6412448
adl41e81 bf02aa2l fd0de3fb 02a3bc0d 973c04e0 bb95e80b 5fcad084 2736107
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