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ABSTRACT. In this paper, we consider the structure of isogeny graphs in SIDH,
that is an isogeny-based key-exchange protocol. SIDH is the underlying proto-
col of SIKE, which is one of the candidates for NIST post quantum cryptogra-
phy standardization. Since the security of SIDH is based on the hardness of the
path-finding problem in isogeny graphs, it is important to study those struc-
ture. The existence of cycles in isogeny graph is related to the path-finding
problem, so we investigate cycles in the graphs used in SIKE. In particular,
we focus on SIKEp434 and SIKEp503, which are the parameter sets of SIKE
claimed to satisfy the NIST security level 1 and 2, respectively. We show that
there are two cycles in the 3-isogeny graph in SIKEp434, and there is no cycles
in the other graphs in SIKEp434 and SIKEp503.

1. INTRODUCTION

1.1. Isogeny-based Cryptography. Isogeny-based cryptography is attracting the
interest of researchers due to the standardization of post quantum cryptography
(PQC) sponsored by NIST [1]. The security of isogeny-based cryptography is
based on the hardness of computing an isogeny between given two isogenous el-
liptic curves. Initial studies of such cryptography are hash functions by Charles,
Goren, and Lauter (CGL hash functions) [4], and cryptosystems by J. M. Cou-
veignes [8] and A. Rostovtsev and A. Stolbunov (CRS schemes) [18]. While CGL
hash functions use supersingular elliptic curves, CRS schemes use ordinary elliptic
curves. CRS schemes lack efficiency significantly since it is hard to choose ordinary
elliptic curves that are suitable for the isogeny computation. Although there is an
attempt to speed these up [9], the schemes are far from practical at this time. In
contrast, by using supersingular elliptic curves, D. Jao and L. De Feo [12] developed
an efficient Diffie-Hellman style key exchange based on isogeny, called Supersingular
Isogeny Diffie Hellman (SIDH). The key encapsulation mechanism SIKE [11] based
on SIDH was submitted to NIST’s competition for the standardization for PQC.
Now, SIKE is one of the promising candidates for PQC.

1.2. Problems Related to SIDH. In SIDH, Alice (resp. Bob) executes a ran-
dom walk without backtracking in £4-(resp. ¢p-)isogeny graph according to her
(resp. his) secret key, where £4 and ¢p are distinct small prime numbers. These
random walks represent isogenies E — E4 of degree (%' and E — Ep of degree
057, respectively. The security of SIDH relies on the hardness of the path-finding
problem in this graph. Therefore, studying the structure of isogeny graphs in SIDH
is important. For this, it is natural to ask whether the path corresponding to Alice’s
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TABLE 1. The existence of cycles in the isogeny graphs used in SIKE.

l ‘ Problem 1. Problem 2.
SIKEp434 2 No No

3 No Two curves have two different paths.
SIKEp503 2 No No

3 No No

Problem 1. Is there a shorter path than the secret path?
Problem 2. Is there another path of the same degree as the secret path?

secret key is the unique path to E 4. In other words, we ask whether there is a cycle
containing F4 in the graph Alice uses. This can be separated into the following
two problems:
Problem 1:
Is there a shorter path to E4 than the secret path? I.e., is there an isogeny
¢ : B — E4 whose degree is a power of £4 and less than £5*7
Problem 2:
Is there another path to E4 of the same degree as the secret path?

Our motivation for studying these problems is as follows.

Problem 1. Assume that the answer of the problem 1 is yes, i.e., there is a shorter
path, and that we could find a shorter path. Note that a short path is easier to
find than the path corresponding to a secret key. Let ¢4 : E — E 4 be the isogeny
corresponding to Alice’s secret key, ¢ : E — E 4 a shorter path, and ££ the degree
of ¢. Then ¢4 o ¢ is an endomorphism on E,4 of degree ¢¢4+f. The security of
SIDH is reduced to finding this endomorphism. We can know the structure of the
endomorphism ring End(E4) of E4, since we know that of End(F). Therefore, we
can find ¢4 o ¢ by solving a Diophantine equation. See the discussion in §4. This
reduction could weaken the security of SIDH.

Problem 2. One of the most efficient classical attacks to SIDH currently known is
Meet-In-The-Middle (MITM) attack (see [3]). MITM returns all the paths to E4
of degree (5", successively. If there is the only one path, i.e., the answer of Problem
2 is no, one can stop MITH immediately after it returns the first path without
checking whether the returned path is the secret path (One can determine whether
a path is the secret path by checking the images of the auxiliary points under the
isogenies corresponding to the path. See §2.4 for the details.)

1.3. Our Contributions. We (partially) answer these problems on the parameters
in SIKE. Our results include theoretical and computational ones. Theoretically, we
show that there is no path to the curve of a public key whose length is shorter
than a certain bound. Our computational results show that there is no shorter
path than the paths corresponding to secret keys in the graphs in SIKEp434 and
SIKEp503, which are the parameter sets of SIKE satisfying the NIST security level
1 and 2, respectively, and that there are exactly two curves which have two paths
corresponding to distinct secret keys in the 3-isogeny graph in SIKEp434 and there
is no such a curve in the graphs in SIKEp503. These are summarized in Table 1.

1.4. Related Work. Charles, Goren, and Lauter [4, 5] studied cycles in the ¢-
isogeny graph of supersingular elliptic curves over [Fp, where ¢ # p is a prime
number. In particular, they gave congruence conditions on p for no short cycles
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in the graph. Furthermore, for a fixed p and a certain supersingular elliptic curve
E over IF, whose endomorphism ring has a specific structure, they obtained bound
on the lengths of cycles containing F in the graph. On the other hand, there are
series of recent researches on this topic [2, 16, 14, 13]. These researches studied
the neighborhoods of certain special supersingular elliptic curves over F, in the
l-isogeny graph. In terms of cycles, these researches gave conditions on p for no
cycles of lengths 1 or 2.

Our study is based on these previous researches and looks into cycles in the
graphs used in SIKE whose length is shorter or equal to twice that of the public
key in SIKE.

2. PRELIMINARIES

As a general reference for this section, we refer [19] or [21].

2.1. Elliptic Curves. Let p > 5 be a prime number. An elliptic curve E over a
field k of characteristic p is a curve defined by the equation y? = z3+Ax+B for some
A, B € k with 44342782 # 0. For a field extension k C k', E(k) denotes the set of
solutions (z, %) € k'? of the equation defining E together with the point at infinity
oo. This set carries an abelian group with the identity element co. For a positive
integer n € Z, we define the n-torsion subgroup E[n] = {P € E(k)|nP = }.
If ch & = p does not divide n, we have E[n] ~ Z/nZ ® Z/nZ. In particular, for
a prime number ¢ which is distinct from p, E[¢] is a two-dimensional vector space
over [Fy.

For two elliptic curves FE and E’ over k, we define an isogeny between E and
E’ as a non-constant group homomorphism ¢ : E(k) — E’(k) that is given by a
rational map, where k is a fixed algebraic closure of k. If ¢ is given a rational map
defined over k', we say ¢ is defined over k. We can show that such morphisms are
surjective.

Let E and E’ be elliptic curves over k. We say that F and E’ are isomorphic
over k' if there exists an isogenies ¢ : E — F’ and ¢ : B/ — E over k’ such that
Yoy = idg and potp = idg/, where idg and idg,, are the identity maps on E and E4,
respectively. The j-invariant of E, which is defined to be j(E) = 1728414;4;%,
is an invariant with respect to the isomorphic relation. More strongly, two elliptic
curves defined over k is isomorphic over k if and only if they have the same j-
invariant.

Let ¢ : E1(k) — E5(k) be an isogeny between elliptic curves E; and Ey. Then
, we can always write ¢ in the form ¢(z,y) = (r1(x),y - r2(x)), where r; and r9
are rational functions. When we write ri(z) = % with polynomials p and ¢
whose greatest common divisor is 1, we define the degree of the isogeny ¢ to be
deg(p) = Max{deg p(z),deg q(z)}. An isogeny of degree n are called a n-isogeny. If
there is a n-isogeny of degree n between two elliptic curves, we say that these curves
are n-isogenous. In this paper, we mainly focus on isogenies with degree £¢ for
some small prime ¢ # p. Moreover, we say that ¢ is separable (resp. inseparable)
if the derivative 7 (x) is not identically zero (resp. otherwise). If ¢ is separable, we
have degp = #Ker(p). Conversely, for an elliptic curve E and its ¢ torsion point
P € E{], there are the unique elliptic curve E’ up to isomorphism, and an isogeny

v+ E — E' with Ker(pg) = G := (P). We say that two isogenies ¢,¢ : E — E’
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are equivalent if we have Ker(¢) = Ker(y)). Note that this is equivalent to the
condition: there is ¢ € Aut(E’) such that ¢ = ¢ 0.

Now, on input F and P, we can efficiently compute £’ and ¢ by using a Vélu-
type formula [20, 7]. However, in general, it is believed that computing an isogeny
between two given elliptic curves is a hard problem, even for quantum computers.

2.2. Supersingular Elliptic Curves and Endomorphism Rings. Let FE be an
elliptic curve over a finite field F,, where ¢ is a power of a prime p > 5. We say that
E is supersingular if #F(F,) = 1 mod p and E is ordinary otherwise. In this
paper, we focus on only supersingular curves. So, from now on, we assume that
every elliptic curves in this paper are supersingular.

An endomorphism of F is an isogeny from E to itself. The set End(FE) of
endomorphisms of E over Fq together with zero map carries a ring by the addition
derived from the group E(F,) and the multiplication defined by the composition of
maps. For a € End(E), we denote the kernel of « by Ela].

As is well known, for supersingular curve E, End(FE) is isomorphic to a maximal
order in a quaternion algebra. The Deuring correspondence states that there is
one-to-one correspondence between endomorphism rings of supersingular curves
and maximal orders of the quaternion algebra B, », ramified at p and co. Note
that Bp o is unique up to isomorphism. For example, if p = 3 mod 4, we have

where i2 = —1, j? = —p, k = ij = —ji. Indeed, in this paper, we only consider the
quaternion algebra having this structure.

2.3. Isogeny Graphs. Let £ # p be a prime number. We define an supersin-
gular (-isogeny graph Gy(p) as follows: The vertex set of Gy(p) is the set of
the isomorphism classes of supersingular elliptic curves. For supersingular elliptic
curves E and E’, an edge from the isomorphism class of F to that of E’ is the
equivalence class of an f-isogeny E — E’. Hereafter, we use the same symbols for
a class and its representative for brevity. A path from E to E’ of length n
in Gy(p) is a sequence of edges (1, ..., ®,) such that the domain of ¢; is E, the
codomain of ¢,, is E’, and the composition ¢, o-- -0, can be defined. If @; # ;11
for i = 1,...,n — 1, we say the path (p1,...,9,) is without backtracking. A
cycle containing F is a path from F to E without backtracking.

2.4. Supersingular Isogeny Diffie-Hellman(SIDH). SIDH, proposed by D.
Jao and L. De Feo in [12], is a key-exchange protocol based on isogenies of super-
singular elliptic curves. It is modeled as a random walk in the graphs Gy, (p) and
Gy, (p) for distinct small primes £4, 5. In this subsection, we briefly recall this
protocol.

Let p be a prime of the form p = ¢5*¢%’ — 1 for some small primes £4,{p and
positive integers e, ep such that £ ~ (97 ~ 22* (\: a security parameter). Let
E be a supersingular curve and {Pa,Qa}(resp. {Pp,@p}) a generator of E[(5]
(resp. E[¢%]). On the public parameter p,ea,ep,la,{p and (E, Px,Qa, Pp,QB),
Alice and Bob execute key exchange in the following procedure (we describe Alice’s
side only since Bob’s execution is similar without index):

(1) Alice chooses na,ma € Z/{*7Z as a secret key.
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(2) Alice computes the ¢4-isogeny ¢4 : E — E4 such that its kernel is the
subgroup of E[¢%"] generated by naPa + maQa. Then, Alice publishes
(Ea,pa(PB),pa(@p))-

(3) By using Bob’s public key, Alice computes the isogeny ¢pa : Ep — Epa
such that its kernel is the subgroup of E4[¢p] generated by na¢p(Pa), mapp(Ps).
(Note that ’I”AAQOB(PA) + mAQOB(PB) = wB(nAPA + mAQA) owing to the
homomorphic property of isogenies.)

(4) Alice and Bob share the key, the j-invariant of Epq ~ Eap.

The secret information na,ma € Z/5*7 corresponds to the path of random
walk from the starting curve E to the public information F4.

2.5. Setting on SIKE. In SIKE, we use {4 = 2 and {5 = 3. The starting curve
of SIKE is the elliptic curve

Fe:y? = 2% + 62 + z.
This is the unique 2-isogenous curve to the elliptic curve
Ey: y2 =z + x,

that was the starting curve in the initial proposal in SIKE. The elliptic curves 2-
isogenous to Ey are Ey itself and Eg. If one starts a random walk in Ga(p) from Ey,
the first step is always to Eg. This slightly reduces the security of SIKE. Therefore,
the starting curve was changed from Ey to Eg, and the 2-isogeny to Fy is not
chosen in the first step in SIKE. Fig. 1 shows this situation. For more detail, see
the document in [11] or [6, §3.1].

In this paper, we say a path from Eg in G(p) is a SIKE path if its first step is
not the one prohibited in SIKE. Note that if £ ## 2 then all paths are SIKE paths.

3. THEORETICAL RESULT

In this section, we consider Problem 1 and 2 defined in §1.2, i.e., we try to
find two distinct paths without backtracking with the same initial and terminal in
Gi(p). To find such paths was studied by Eisentréger et. al. [10] in the context
of finding a collision in the CGL hash functions. Their method is based on the
fact that a collision in the CGL hash function corresponds to a cycle in Gy(p),
which corresponds to a non-integer endomorphism on the initial cure. We apply
this method to the setting in SIKE. In particular, we take Eg as the starting curve
and restrict our attention to the case p = 15 (mod 16). We show that all cycles
which come from paths in SIKE have degree greater than or equal to pl—zl. Fig. 1
illustrates our result for the 2-isogeny graph. More precisely, we prove the following

theorem.

Theorem 1. Let £ be a prime number that does not split in Z[v/—1], and ¢ =
(1, yon) and » = (Y1, ,m) distinct paths from Eg to E in Ge(p) without
backtracking of length n and m, respectively. Then one of the followings holds:

o 01T 2 B

e /=2 and either ¢ or v is not a SIKE path.

Before we prove this theorem, we prepare some lemmas. First, we need to know
the structure of End(Eg). It is well-known that End(Ey) is isomorphism to the
maximal order L ok

90 :Z+Z(zi)+z%+z”;
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FIGURE 1. 2-isogeny graph in SIKE

in By oo, where i = —1, j2 = —p, k = ij = —ji as in §2.2. This and the fact that
Ey and Eg is 2-isogenous lead the structure of End(Es).

Lemma 1. If p =15 mod 16, then we have
i+k
4

Proof. We denote the right hand side of (1) by Dg. It is easy to check that Og is an
order in B, o since p = 15 (mod 16). Furthermore, by calculating the discriminant
of Og, we have Og is maximal. Therefore, the Deuring correspondence shows
that there is a supersingular elliptic curve £ over > whose endomorphism ring
is isomorphic to Og. Since [Dg : Do N Og] = 2, the curve E is 2-isogenous to Ey
(see [15], §4.1). We have D¢ 2 Og since only the former has a square root of —1.
Therefore, we have Ey 2 E. As we stated in §2.5, A 2-isogenous curve to Ey that
is not isomorphic to Fy can only be Ey. Therefore, we obtain the isomorphism in
the statement. O

(1) End(Eg) ~ 7 + Z(2i) +Z% +Z

Hereafter, we identify End(Fs) as Og by an isomorphism.
The second lemma shows a relation between paths in Gy(p) and endomorphisms.

Lemma 2. Let E and E' be supersingular elliptic curves, and (¢1,...,¢n) and
(U1, .., ¥m) distinct paths from E to E' without backtracking in Gy¢(p). Then the
composition . R

Y100t 0@y 0 0@
is a non-integer endomorphism on E. Furthermore, if m < n there exist integers
0<m <m and 1 <n' <n such that

Q/AJOOH-Oiﬁm/OLpn/OH'ogol
is in End(E)\(End(E), where v is the identity map on E.

Proof. Without loss of generality, we may assume m < n. We define §; = ¢; for
i =1,dots,n and & = 1[)m+n+1,i fori=n+1,...,n+ m, and denote the domain
and the codomain of & by E;_o and E;, respectively.

Assume that the composition £ := &, 1, 0---0&; is in fEnd(E), i.e., ker £ contains
E[¢]. Then there exists an integer j such that ker&; o---o0&; does not contain E[/]
and ker&; 1 o--- o0& contains E[f]. Let P € E be a generator of ker&; o--- 0§
and @ a point on E[{] such that Q ¢ ker{; o---0&. Then &_q0---0&(P)
and &1 0---0&1(Q) generate E;_1[¢]. By our assumption that ker; 1 0---0&
contains E[{], we have {11 0---0&(P) =§j410---0&1(Q) = 0g,,,. This means
ker{;y1 0§ = Ej_1[¢]. Therefore, 5]-;1 and ¢&; are equivalent. Since the paths
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(@1, ,pn) and (¢1,...,1%,,) are without backtracking, the integer j must be n,
i.e., v, and ¥, is equivalent. Consequently, we obtain an endomorphism

1@10-~-01[)m_10<pn_10~--0(p1.

If this endomorphism is in /End(E) then we repeat the above process. Finally, we
obtain an endomorphism

=100ty 0@n 0---0¢ € End(E)\(End(E),

where m/,n/ are integers satisfying 0 < m’ < m and 1 < n’ < n. Here, 1 cannot
vanish since the paths (¢1,...,9,) and (¢1,...,1,,) are distinct. Therefore, « is
not equivalent to the identity map. In particular, « is a non-integer endomorphism
on E. Therefore, the composition

+m—m’

11[/;10~"O’11[A}m0()0n0"'0g01:£n7n2 o

is also a non-integer endomorphism. This completes the proof. O
Proof of Theorem1. Without loss of generality we may assume n > m. By Lemma
2, there exist integers 0 < m’ <m, 1 <n' < n such that

a:g/}oo-noqﬁmzogon/o-noapl
is in End(F)\¢End(E). In particular, the kernel of « is a cyclic subgroup in Ejg.
By Lemma 1, we can write

1+j i+k
a=a+2bi—|—c#+d _Z ,

where a, b, c,d € Z and at least one of a, b, ¢ and d is not divisible by . The degree
of a is equal to the reduced norm of the corresponding quaternion. Therefore, we
have

1
(2) dega = E((4a +2¢) + (8b+ d)? + (4¢* + d*)p).
If either ¢ or d is non-zero then we have
1
(3) M > deg o > %

In the case ¢ # 2, we have a ¢ Z + 2iZ since ¢ remains prime in Z + 2iZ.
Therefore, the inequality (3) holds.
Assume that £ =2 and ¢ = d = 0. Since « ¢ 2End(Es), we have
o =2ior 2+ 2i.

In the both cases, the kernel of « contains E[2] N E[2i], which is the kernel of the
unique 2-isogeny from Fg to Fy. Therefore, the codomain of ¢y is Fy, i.e., the path
@ is not a SIKE path. This completes the proof. O

4. ApPPLICATION TO SIKE PARAMETERS

By the definition of p in SIDH, we have ¢* ~ (7’ ~ ,/p. Therefore, the bound
in Theorem 1 is slightly short to claim that there are no distinct paths to the same
curve in SIDH. To study whether such paths exist, it remains to check existence of
«a € End(FEg)\Z + 2iZ and n € Z such that

(4) degav = £,

p+1 2
— < e
(5) 16 < -
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Algorithm 1: Finding all the solution to (6)
Input : Distinct primes p, ¢, an integer e, and a list @) of primes ¢ s.t.
g =3 (mod 4).
Output: A set S = {(n,a,b,c,d) € Z* |
(" = 15((4a+2¢)* + (8b+d)* + (4c* + d?)p), £ < 1%},

1 Set S = 0.

2 for n s.t. % <" < f%¢ do

3 | forc,ds.t. (4c? +d?)p < 160" do

4 Set N = 16(" — (4c® + d*)p. for ¢ € Q do

5 Set v the g-adic valuation of N.

6 if v is odd then

7 | Skip this (c, d).

8 Factorize N and compute the set T'= {(A, B) € Z? | A2+ B?> = N}

by the Cornacchia-Smith algorithm.

9 for (A,B) € T do
10 L if a = Afc and b = % are integers then
11 L Add (n,a,b,c,d) to S.

12 return S.

for (¢,e) = (La,ea), ({B,ep). By the equation (2), the equation (4) is equivalent
to finding a,b € Z and (c,d) € Z*\{(0,0)} such that

(6) "= %((zm +2¢)% + (8b + d)? + (4c® + d*)p).

In the following, we will give all solution in (6) for SIKEp434 and SIKEp503,
which are parameter sets of SIKE. Our strategy is as follows: For all n, ¢ and d
which could be the solution to (5) and (6), we solve the Diophantine equation (6)
for a,b. This can be done by finding A, B € Z such that

(7) 160" — (4c* +d*)p = A* + B?

and a = % and b = BT’d are integers. It is well-known that the solution to
(7) exists if and only if the g-adic valuation of the left hand side of (7) is even
for all primes ¢ remaining prime in Z[y/—1]. Furthermore, if we know the prime
factorization of the left hand side of (7), all the solutions can be found by using the
Cornacchia-Smith algorithm [17, Algorithm 2.3.12]. For reducing the factorizations,
we first compute the g-adic valuations of the left hand side of (7) for ¢ =3 (mod 4)
and ¢ is in the smallest 1,000,000 primes, and discard the number if it has odd
valuation. Algorithm 1 describe the procedure for solving (7).

4.1. SIKEp434. In SIKEp434, we use e4 = 216, e = 137 and so p = 22163137 1.
Then integers n which satisfy (5) are 2e4 — 2,2e4 — 1,2e4 for £ = 2, and 2ep —
3,2ep —2,2eg — 1,2ep for £ = 3. We define the following set

D _ {226,472’ 22(314717 226;,7326573,326572’ 3263717 3263}.
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If | > 3 or |[d| > 5, 166 — (4¢® + d?)p is negative for all 6 € D. Therefore, it
is sufficient to check whether 168 — (4¢? 4+ d?)p can be written as the sum of tow
squares for § € D, |¢| <3 and |d| < 5.

Computation shows that the solutions to (7) exist only in the case £ = 3, n = 2ep,
le] = 1 and |d| = 5, and there are eight solutions, which correspond to the signs
of ¢, d and A (the sign of B is determined by that of d since b = % should be
integer).

One of the solutions is
86095358379437737008152507618957588921903767572342310732370550822,
23161695071899373897438284757405634901190535811498303421361280383,
c=1,d =5.

o
]

Let ag € End(Eg) be an endomorphism defined by the above solution. Then all
solutions to (2) in SIKEp434 are

+ag, £do, £j o, £j o]

Since +a are equivalent for o« € End(Eg), there are four cycles containing Fg of
length 2ep in the 3-isogeny graph in SIKEp434. The cycles corresponding to o
(resp. j~lapj) and dy (resp. j~'apj) have opposite directions from each other.
Therefore, there are two pairs of distinct paths to the same curve.

One pair is the paths determined by the isogenies of kernels

Gi1 = Eglao| N Ep[3°7],
Hy = Eg[do] N Ey[3°”].

Another is those determined by

Gy = Eglj taoj] N Eg[3°7],
Hy, = Eglj 'aoj] N Eg[3%7).

In the following, we let i be a square root of —1 in Fj,>. As in the implemen-
tation of SIKE, we represent Eg by 32 = 2% + 622 + 2 and Ey by y? = 2% + .
Then j corresponds to the p-the power Frobenius endomorphism on Eg. Since 2i
corresponds to the composition

Es & By 5 Ey & Es,

where ¢ is the unique 2-isogeny from Fg to Eg and i : Ey — Ey is defined by (z,y) —
(—x,1y). Consequently, we can calculate the image of a point in Eg[3¢Z] under «q.
Note that the multiplication by 1/2 can be defined in Fg[3°5]. Calculation shows
that the z-coordinate of a generator of G is

247510906961255012521415460735595650789863971389378292189704671078086462\
63895401326375762548271512434725567162898686839484233190941

+ 6465370123914116075280362428255881847557050804032025367433195295461282\
057217363996258420682259126166212322357224110388448352889079,

and that of Hj is

239843225842163838734551516177194112118234586137471439155457624055459761\
015189430612559096306541138456896212926537509746128830742831

+ 1795780806850376524567331115325136962381793470219438144295265818013678\
5952551983797829767879426692489573885769716438404688627927121 .

By using a Vélu-type formula, we have j(Es/G1) = j(Eg/H1) is
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288526702502246183196878277739927015361451466742402489708826310959053709\
71872123371504880562357735634191144321656526917933169052421

+ 7874784311329099556469404797848432049989996975226748559452018606060724\
987117692585806286106877298233631895129350751906113208522008.

Since G5 is the image of G; under the p-the power Frobenius endomorphism, we
have j(Es/G2) = j(Ee/Hz2) = j(Es/G1)P.
Consequently, we conclude that, in SIKEp434, the answer of Problem 1 in §1 is

no”, and that of Problem 2 is “yes, there is two curves which have two distinct
paths from Fg.”

4.2. SIKEp503. In SIKEp503, we use e4 = 250, e = 159 and so p = 22593159 1.
A similar argument as for SIKEp434 can be applied to SIKEp503. Computation
shows that (4) and (5) have no solution in this case. Therefore, the answers of
Problem 1 and Problem 2 in §1 are both “no.”

4.3. Other parameter sets. SIKE has two other parameter sets SIKEp610 and
SIKEp751. Our method in this section can be applied to these parameter sets.
However, the computation require factorizations for integers as large as p. Our
computational resource could not complete the factorizations. We leave it as an
open problem.

5. CONCLUSION

In this paper, we considered the isogeny graphs in SIKE. We showed that there
is no shorter path to a curve of a public key in SIKE than a certain bound. Fur-
thermore, we determined the structure of the isogeny graphs in SIKEp434 and
SIKEp503. Our result shows that there is no shorter path to a curve of a public
key than the path corresponds to the secret key, and that, only in the case { = 3 in
SIKEp434, there are two curves to which have two distinct paths from the starting
curve.
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