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Abstract Public permutations have been established as important primitives
for the purpose of designing cryptographic schemes. While many such schemes
for authentication and encryption have been proposed in the past decade, the
birthday bound in terms of the primitive’s block length n has been mostly
accepted as the standard security goal. Thus, remarkably little research has
been conducted yet on permutation-based modes with higher security guar-
antees. At CRYPTO’19, Chen et al. showed two constructions with higher
security based on the sum of two public permutations. Their work has sparked
increased interest in this direction by the community. However, since their
proposals were domain-preserving, the question of encryption schemes with
beyond-birthday-bound security was left open.

This work tries to address this gap by proposing CENCPP*, a nonce-based
encryption scheme from public permutations. Our proposal is a variant of
Iwata’s block-cipher-based mode CENC that we adapt for public permuta-
tions, thereby generalizing Chen et al.’s Sum-of-Even-Mansour construction
to a mode with variable output lengths. Like CENC, our proposal enjoys a
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comfortable rate-security trade-off that needs w + 1 calls to the primitive for
w primitive outputs. We show a tight security level for up to O(22"/3 /w?)
primitive calls. While the term of w > 1 can be arbitrary, two independent
keys suffice. Beyond our proposal of CENCPP* in a generic setting with w + 1
independent permutations, we show that only log,(w + 1) bits of the input
for domain separation suffice to obtain a single-permutation variant with a
security level of up to O(22"/3 /w*) queries.

Keywords symmetric-key cryptography - permutation - provable security -
CENC - SoEM.

Mathematics Subject Classification (2010) 94A60

1 Introduction

Permutation-based cryptography has become an important branch of symme-
tric-key cryptography. Permutations spare the cryptographer from the task of
designing and analyzing a secure key schedule. Permutations have a long his-
tory in many applications. For example, the eSTREAM candidate Salsa [1] al-
ready allowed hashing, expansion, and encryption based on a permutation. Af-
ter Keccak’s selection as the SHA-3 standard [37], the number of proposed per-
mutations and the number of schemes built upon them has surged. Nowadays,
various schemes exist, few for hashing and authentication like Chaskey [34],
but many more for authenticated encryption, where many AE schemes are
based on the Duplex construction [3].

The security of many block-cipher-based modes, such as GCM [30] or OCB3
[28] is limited by the birthday bound of the primitive’s state size (usually in-
dicated by n bits). This limitation renders the privacy guarantees void when
some internal collision occurs, which happens with non-negligible probability
after O(2™/2) blocks have been processed under the same key. Modes with
higher security guarantees appear helpful for cases where smaller primitives
must be used. As a response, the cryptographic community has proposed var-
ious modes with higher security over the previous decades, such as CENC [24].
Many more modes have been proposed in the domain of MACs and fixed-
output-length PRFs, that includes designs like PMAC™T [42]|, Sum-ECBC [41],
3kf9 [43], LightMAC _Plus [35], or the Sum of GCM constructions [27], many of
which could be generalized under the framework of Double-block-Hash-then-
Sum designs [12]. The rise of tweakable block ciphers (TBCs) [29], that take a
tweak as an additional public input, allowed the construction of further modes
with enhanced security guarantees, such as ©CB3 [28] or OTR [33].

For permutation-based modes, the birthday-bound limitation is often toler-
ated, e.g. in Farfalle [2], or Elephant [4], or OPP [19] and compensated by the
usage of larger permutations. However, birthday-bound-secure permutation-
based modes are not useful in practice if the underlying permutation size is
small. For example, a birthday-bound-secure permutation-based mode instan-
tiated with PHOTON [22] of state size 100 bits or SPONGENT [6] of state size
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88 bits, gives only 50 (resp. 44) bits of security. At CRYPTO’19, Chen et al. [9]
initiated a line of research for fixed output-length PRFs with beyond-birthday-
bound security. They proposed two designs: the Sum-of-Even-Mansour con-
structions (SoEM) and the Sum of Key-alternating Ciphers (SoKAC), with
proofs for up to O(22"/3) queries. The single-primitive variants were revisited
by Nandi [36] and Chakraborti et al. [7], respectively. More importantly, the
latter work proposed PDM-MAC, a version of SoKAC that needed only a sin-
gle permutation and its inverse, as well as only a single key while maintaining
security for up to O(22%/?3) queries.

Besides those stateless deterministic constructions, at least two nonce-based
PRFs for variable-length inputs with higher security exist. In [7], Chakra-
borti et al. also proposed PDM*MAC, which extends PDM-MAC to variable-
length inputs by adding a polynomial hash of the message in the middle. At
Africacrypt 2020, Dutta et al. [17] introduced nEHtM,,, a variant of Enhanced
Hash-then-MAC from public permutations. Both PDM*MAC and nEHtM,, are
nonce-based 2n/3-bit-secure MACs. In the long run, however, the question will
be to build more secure authenticated encryption schemes. For this purpose, at
least equally secure encryption modes are necessary. The constructions above
can produce only fixed-length outputs. Modes with security beyond the birth-
day bound are desirable for settings that are bound to small primitives but
need higher security. One can use a fixed-output-length PRF repeatedly by
changing the input for every block. However, this would imply a rate of 1/2,
e.g. for SOEM or PDM-MAC in counter mode. Therefore, the task of design-
ing a variable-output-length encryption scheme with comparable security and
higher efficiency is still open.

In this work, we propose CENCPP*[w], a mode of operation, built from n-bit
permutations with O(22"/3 /w?) security where w is a small user-adjustable in-
teger that represents a trade-off between security and efficiency. It is a variable-
output-length version of SoOEM22 that adapts Iwata’s block-cipher-based mode
CENC [24]. CENCPP* can be instantiated directly with usual permutations and
requires only two independent keys for variable sizes. While our generic con-
struction CENCPP*[w] assumes (w + 1) independent permutations, we sug-
gest a variant that needs only a single public permutation while sacrificing
only log,(w + 1) bits of the input space for separating domains. We derive
domain-separated single-primitive variants of SoOEM and CENCPP*, that we
call DS-SoEM and DS-CENCPP[w], and show their security. We argue that two
independent keys are necessary and sufficient for our security guarantees by
providing distinguishers for all constructions in O(2"/2) queries if they used
a single key or a simple key-scheduling approach. Moreover, we describe dis-
tinguishers in 0(22"/ 3) queries to show that the security is effectively tight
except for the logarithmic factor in w.

Table 1 compares our proposals with beyond-birthday-secure PRFs from the
literature that are built upon public permutations. Although no standalone
parallelizable encryption mode from permutations seems to exist, our mode
is not a novum; the encryption procedures inside many permutation-based
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authenticated encryption schemes, as in Elephant [4], OPP [19], Minalpher [40],
etc. can be seen as such. We added them as well as SOEM and PDM-MAC in
counter mode for comparison.

To compare their state sizes, let k, v, and ¢ denote the length of keys, nonces,
and counters in bits, respectively. Elephant-like modes have min(n/2, k)-bit
security and need 2n+v+-c bits of state size: v+c bits for the nonce and counter
input, n bits for the mask derived from the key, and n bits for the current block.
A similar argument holds for Duplex-based constructions, which need only 2n
bits of state for min(n/2, k)-bit security. In contrast, the previously proposed
PRFs with beyond-birthday-bound security need more memory. For example,
SoEM and SoKAC21 need 4n bits each: 2n bits for the keys and 2n bits for
the state. With a single key, PDM-MAC could reduce the memory to 3n bits.
CENCPP and DS-CENCPP need a similar amount of memory as SoEM but are
nonce-based. Thus, CENCPP needs 2n bits for the state, 2n bits for two keys,
and v + ¢ bits for nonce and counter. It would be desirable to further reduce
those figures in future work.

Hereafter, Section 2 recalls preliminaries before Section 3 defines CENCPP*.
We employ two different keys for security and show that it is necessary to
combine them for most primitive calls. We show that simpler key schedulings
would lead to a birthday-bound distinguisher in Section 4. Next, we analyze
the security of the generic CENCPP* construction in Section 5. In Section 6, we
propose domain-separated variants of SOEM and CENCPP*, called DS-SoEM
and DS-CENCPP. We provide a design rationale and distinguishers on weaker
variants in Section 7. We analyze the security of DS-CENCPP and DS-SoEM
in Section 8.1 and 8.2, respectively. Section 9 concludes.

2 Preliminaries

In general, we will use lowercase letters x,y for indices and integers, uppercase
letters X,Y for binary strings and functions, calligraphic uppercase letters
X, for sets and spaces. For an event E, we write E to denote its complemen-
tary event. We write Fy for the finite field of characteristic 2 and F5 for an
n-element vector of elements in Fy, or bit strings. We will use Fy and {0, 1}" in-
terchangeably in this paper. X || Y denotes the concatenation of binary strings
X and Y, and X @Y for their bitwise XOR, i.e., addition in Fy. We indicate
the length of X in bits by |X| and write X; for the i-th block. We denote
by X « X that X is chosen uniformly at random from the set X'. We define
Func(X,)) for the set of all functions F : X — Y, Perm(X) for the set of all
permutations P : X — &X'. We define by X,...,X; & X an injective splitting
of a string X into blocks of z-bit such that X = X; | --- || X;, | X;| = « for

1<i<j—1,and |X;| <. For positive integer m, we use X<™ def U, Xt
By (X),, we denote the encoding of an integer X into an n-bit string, e.g.,
(135)s = (10000111),. For any n-bit string X and non-negative integer x < n,
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Table 1: Comparison with existing PRFs from public permutations with beyond-birthday-

bound security and few modes with birthday-bound security. Prim. = primitives, IF =
inverse-free, n = state size (in bits), w = word parameter, d = domain size, ¥ = nonce size,
¢ = counter size, * = variable size, security in O(:) bits under n-bit keys, ®/— = yes/no, t

= rate for the finalization only, (B)BB = (beyond-)birthday-bound.

Efficiency Bits

wn
Construction * HEZ Rate State size In Out Security
Fixed-length input, fixed-length output
PDM-MAC [7] il == 1/2 3n n n 2n/3
SoEM22 [9] 2 2 e — 1/2 4n n n 2n/3
SoKAC22 [9] 2 2 e - 1/2 in n 2n/3
pEDM [18] 1 2 e- 1/2 in n 2n/3
DS-SoEM [Sect. 6] 1 2 e - (n—d)/2n 4n n—d n 2n/3
Variable-length input, fixed-length output
nEHtM),, [17] 1 2 e e 1/2 f 4n — 1 x n 2n/3
PDM*MAC [7] 1 2 - e 1/2 f 3n * n 2n/3
1K-PDM*MAC [7] 1 1 - e 1/2 f 3n x on 2n/3
Variable-length input, variable-length output BB security
Elephant [4] 1 1 o @ 1 2n+v+c  * * min(k,n/2)
Minalpher [40] 1 1 ee 1 2n4+v+c  x * min(k,n/2)
OPP [19] 1 1 e 1 2n+v+c x * min(k,n/2)
Variable-length input, variable-length output, BBB security
CTR-SoEM22 2 2 e — 1/2 dn+v+c  x * 2n/3
CTR-PDM-MAC 1 1 - - 1/2 3nt+tv+c = * 2n/3
CENCPP* [Sect. 3| w+l 2 e e w/(w+ 1) in+v+c * *  2n/3 — log(w?)

DS-CENCPP [Sect. 6] 1 2 e e w(n—d)/(w+1)n) dn+v+c * x  2n/3 — log(w?)

we use Isb, (X) and msb,(X) to denote the = least significant and most sig-
nificant bits of X, respectively. For ¢ € N, we define [¢] def {1,...,¢} and
[0..q] %ef {0,...,q}. Given a vector space V C F of a field F, and an element

aeIQWedeﬁnethespacea-vdzef{a-v:VGV}. We write aV or a - V

when the operation is clear from the context. Given two spaces V, W C FF, we

define V + W &' {VeVv,Wew:V + W}, where addition is in F.

A distinguisher D is an efficient Turing machine that interacts with a set of
oracles that are black boxes to D. We write Ap (O*; O?) for the advantage of
D to distinguish between O! and O2. Mathematically, it is expressed as

Ap(0*;0%) % |prDO" = 1] - PrDY" = 1}‘ , (1)

where the notation D = 1 denotes that the distinguisher D is given access
to the oracle O to which it interacts with and after the interaction it outputs
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1. All probabilities in Equation (1) are defined over the random coins of the
oracles and those of D, if applicable.

We consider information-theoretic distinguishers D, whose resources are bound-
ed only in terms of their maximal numbers of queries and blocks that they can
ask to their available oracles. One can derive computation-theoretic counter-
parts straightforwardly.

PRF security refers to the maximal advantage of distinguishing the outputs
of a scheme from random bits of the expected length. Given two non-empty
sets or spaces X,), let F' : K x X — Y be a function, p « Func(X,))
and K « K be a secret key. Then, the PRF advantage of D is defined as

AdvRF(D) “ Ap (F;p). We call D a PRF distinguisher.

Similar to the PRF advantage, we define PRP advantage as follows: given
a non-empty set or space X, let £ : K x X — X be a bijective function,
P « Perm(X) and K « K be a secret key. Then, the PRP advantage of D is

defined as Adv" (D) “Ap (E; P). We call D a PRP distinguisher.

A nonce-based encryption scheme IT = (£,D) is a tuple of algorithms for
encryption and decryption with signatures £ : K x N x F5 — F3 and D :
K x N x F5 — T3, where N denotes a nonce space. The nonce N € N
must not repeat over all encryption queries. Distinguishers that obey this
requirement are called nonce-respecting. We assume that I7 is correct, i.e., for
all K, N,M € K x N x F%, it holds that Dg (N, Ex (N, M)) = M. Let K « K
and p: N x F5 — 5 be a function that, on input (N, M), samples uniformly
a random string C' of the same length as the output length of £x for random
K « K. The nE-security of a nonce-respecting distinguisher D is defined as

AdVIE(D) X Ap (€;p). We call D a nE distinguisher.

In the ideal-permutation model, the distinguisher has one additional oracle P+
that provides access to the permutation P in for- and backward directions.
This work studies the security notions such as PRF and nE security in the
ideal-permutation model. We write II[P] and E[P], D[P], etc. to indicate that
II is based on a primitive P.

We have to parameterize our distinguishers in terms of the resources it can

use. We write Advy (g, 0, m) Lef maxp{Advy(D)} to denote the maximal
advantage over all X-distinguishers D on F, where X € {PRF,PRP}, that ask
< g, queries of < o blocks in total to its oracles such that the maximum number
of message blocks in a query is at most m. When we analyze constructions
based on public permutations Py, ..., P, in the ideal-permutation model, we
further use g, for the number of queries to the primitive oracles, i.e., we write

Advi,f (gp, gc, 0,m) def mgx{Adv? (D)}

to denote the maximal advantage over all X-distinguishers D on F' that ask
< gp primitive queries, < g. construction queries of < ¢ blocks in total to
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its oracles such that the maximum number of message blocks in a query is
at most m. Since we consider information-theoretic distinguishers, we will not
consider their time parameter ¢ in defining their advantages. However, based
on contexts, we omit some resources in defining the adversarial advantage.
W.l.o.g., we assume that D never asks queries to which it already knows the
answer.

The H-coefficient technique is a proof method by Patarin [38,39] that was
modernized by Chen and Steinberger [8]. A distinguisher D interacts with
oracles O ! and obtains outputs from a real world O,e,1 or an ideal world Ojgeal.
The results of its interaction are collected in a transcript 7. The oracles can
sample random coins before the experiment (often a key or an ideal primitive
that is sampled beforehand) and are then deterministic [8]. We choose two
random variables O, for the distribution of transcripts in the real world and
correspondingly ©;qea1 for that in the ideal world, respectively. A transcript 7
is attainable if D can observe 7 with non-zero probability in the ideal world.
Let Att denote the set of all attainable transcripts. The Fundamental Lemma
of the H-coefficients technique, whose proof can be found, e.g., in [8,38], states
that we can split the set Att into two disjoint sets GOODT and BADT and
bound the distinguishing advantage as:

Lemma 1 ([38]) Assume, there exist €1,€2 > 0 s. t. for any transcript 7 €
GOODT, it holds fr5====7h > 1 — ¢; and Pr[Giacar € BADT] < €. Then, for
all distinguishers D, it holds that Ap (Oreal; Oideal) < €1 + €2.

The technique has been generalized by Hoang and Tessaro [23] in their ex-
pectation method, which allowed them to derive the Fundamental lemma as
a corollary.

Lemma 2 Let d > 0 be a positive integer and Ky, K7 « {0,1}"™ be two
independent n-bit random variables. Let Asyxo = (ai;) € {0,1}" be a non-
singular matrix. Then for any b; € {0,1}"~¢ and for any by € {0,1}"

2d
Pr[msby,_4(ao,0 - Ko ® ao,1 - K1) = b1, (a1,0 - Ko ® a1 - K1) =bo] = 92n "

Proof. Let us consider the two equations

ao,0 - Ko @ ap1 - K1 = bi|[{a)a
a0 - Ko®ar1 Ky =ba,

where a € {0,1}?. Now, the number of solutions to the above system of
equations is 1. Therefore, by varying the last d bits of the constant of the
first equations to its all possible choices, we have total 2¢ many solutions to
the original system of equations and hence the result follows. O

A simple corollary of the above result yields the following:

1 The oracle O could be a sequence of multiple oracles.
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Lemma 3 Let Asyxs = (a;;) € {0,1}™ be a non-singular matrix. For any
b17b2 S {0, l}n

Pr [Ko,Kl &« {07 1}” A (Ko,Kl)T = (bl,bg)T] = 2—2n .
Proof. This result simply follows from Lemma 2 by setting d = 0. O

Lemma 4 Let 0 <p; <1 fori=1,...,n. Then, we have

n

[Ta-p)<1=>"pi+ > p;.
i=1

i=1 1<i<j<n

Proof. We prove the result by induction on n. The result holds true for n = 1, 2.
Let the result holds true for n = m. We prove the result for n = m + 1.
Therefore,

m—+1 m

[T =p)=T]0=p)(0 = pmi1)

=1 i=1

<@1- Zpi + Y pip)(1—pmi)

1<i<j<m
m—+1
=(1- Z pi + Z pipj) + Z PiDjPm+1
i=1 1<i<j<m+1 1<i<j<m
m—+1
<(1- ZPH— Z piD;);
i=1 1<i<j<m+1
which proves the result for n = m 4+ 1 and hence we prove the result. O

3 The CENCPP* Mode

This section defines a generic CENC construction that we call CENCPP*.
Standing on the shoulders of existing constructions, we start with the nec-
essary details of SoOEM and CENC.

3.1 SoEM

At CRYPTO’19, Chen et al. [9] proposed SoEM (Sum of Even-Mansour con-
structions) and SoKAC (Sum of Key-alternating Ciphers). Both designs repre-
sent fixed-length PRFs which they provided analyses for up to O(2%2"/3) queries
for both. An improved analysis that showed subtleties of the proof of SOKAC21
was presented later in [36]. The former sums the results of two single-round
Even-Mansour ciphers; the latter is a variant of Encrypted Davies-Meyer [31]
from public instead of keyed primitives.
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K1 —@ D K>
U X
Py Py
|4 Y
K1 —@ D+— K>

Fig. 1: The construction SOEM22 by Chen et al. [9].

Chen et al. parametrized their constructions as SOEMAx and SoKACAk, where
A denoted the number of permutations, and x the number of keys. Figure 1
illustrates SoEM22, which will be relevant in this work. Both modes need
two calls to the independent permutations. Moreover, SOEM demanded two
independent keys. Chen et al. also studied SOEM12 with a single permutation:
PMeK,)®K1®P(M&K,;)® Ks, and SOKAC12 as P(P(M & K1) ® K2) @
K, ® P(M @ K;) @ Ko, and showed distinguishers with O(2"/2) queries for
both. However, Chakraborti et al. [7] showed that the distinguisher on the
latter may be incorrect and SOKAC12 could offer a security bound of £2(22"/3)
(cf. [18]).

3.2 CENC

CENC is a nonce-based block-cipher mode that generalizes the sum of per-
mutations by Iwata [24]. It uses the nonce concatenated with a counter as
block-cipher input, splits each sequence of w message blocks into chunks, and
processes them by XORP.

In XORP, the message M is split into w blocks of n bits, for a small positive
integer w. Let n,v, u be integers such that n = v + p and w + 1 < 2#. Let
E : K x F} — F% be a block cipher, and let N/ = F4 be a nonce space. The
remaining p input bits are used for a counter. Let K € K be a secret key
and N € N be a nonce. Then, XORP[Ex,w|(N,s) computes a key stream
Sl ... || Sw as
S; L ER (N[ (s),) ® Ex(N|| (s +1),), for i € [w].

Thus, it makes w + 1 block-cipher calls with pairwise distinct inputs, where
Er(X || (s),) with the starting value s of the counter is XORed to each of
the other blocks. XORP[Ek, w] can be used as a length-restricted encryption
scheme by XORing its output to a message M of |M| < n - w bits. The final
chunk is simply truncated to the length of the final message block. We slightly
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[~i] [~i] [~i@] N NI N L)

(a0.0 - Ko) (a1 - Ko) (a20 - Ko) (a0 - Ko) (ar0 - Ko) (az0 - Ko)
Y R *EFA & (ans - K1) *EFA & (ans - K1) *TA Slars K0 @ams k0 TP
Ui Uiz

Uz,0 Uz1 Uz,2

[~ ]

Vio Via Via P20 Va1 V2,2

p1|

Xio X0 —D X0 —>D X2,0 Koo —>D Koo —>D
g 7 b s
Enfi s L0
Fig. 2: Encryption of a message M = (M, ..., My) with CENCPP*[(Py, P1, P2), 2|k, K, -

The final chunk is truncated if its length is less than 2n bits. N is a nonce, Ko and K;
are independent secret keys and Py, P1, and P independent permutations. In this figure,
U;,j (resp. V; ;) denotes the permutation input (resp. output) for the j-th invocation of the

permutation in the i-th chunk. For the i-th chunk, X; o denotes Vj o ® a;,0Ko ® a;,1K1.

adapt the definition by [24,26] to
XORP[Ef,w| : N x Fy — (F2)™™,

where XORP[Ex,w](N,1) uses N || (i), N || (¢ +1),, ...as inputs to Ex.
CENC concatenates several instances of XORP[Ek, w] with pair-wise distinct
inputs. Let M € F5 be a message s. t. (M || ... || M,,) <= M. Let £ = [m/w]
denote the number of chunks. It must hold that ¢ - (w + 1) < 2#. Then

CENC[Ex, w](N, M) < msby (H L XORP[Ex, w] (N,i - (w+ 1))) ® M.

3.3 CENCPP*

In the following, we adapt CENC to the public-permutation setting. Let A =
(ai;) be a (w+ 1) x 2 dimensional matrix such that each of its elements a;;
is an n-bit binary string. Let Py, ..., P, € Perm(F%) be permutations, and
let Ky, K1 € F% be independent secret keys. We define P def (Po,...,Py) as
shorthand form. Furthermore, D C F4 be a set of domains, s. t. n = v + pu.
For brevity, we define a key vector K = (Ko, K1). We combine both keys K
and K for the individual permutations as (a;0 - Ko) @ (a;1 - K1) to generate
the i-th round key K], for all i € [0..w]. In matrix notation, we write this as
follows:

a0 ao,1 Ky
AK- |0 0| Ky _ K
K .

Ao, 0 Aap,1 K,{U
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Algorithm 1 Definition of CENCPP*.

101: function CENCPP*[P, w, A].Ex (N, M) 301: function XORPP*[P,w, A]k (I)
102: (Mi,..., Mpy) <= M 302: (Ko, K1) « K
103: £+ [m/w)] 303: (Po,...,Pw) <« P
104: for i<+ 0.4 —1 do 304: Lo < (ao,0 - Ko) ® (a0,1 - K1)
105:  j4i-w 305: Up « I ® Lo
106: (Sj+1 H .. || Sj+w) 306: X Po(U[)) @ Lo
107: < XORPP*[P,w, Alk (N || (i)p) 307: for o < 1..w do
108: for k<« j+1.j+wdo 308:  La + (aa,0 - Ko) @ (aa,1 - K1)
109: Cy, + msbypy, | (Sk) @ M, 3090  Ua + 1@ La
110: return (Ci || --- ||Cm) 310: Xao Iza(Uryl@ Lo

311: O + Xa ® Xo
201: function CENCPP*[P, w, A].Dk (N, C) 312: return O « (O1 | -+ || Ow)
202: return CENCPP*[P,w, A].Ek (N, C)

We call A the key-scheduling matriz. We adapt XORP to XORPP* to note that
it is based on the XOR of public permutations. For a key-scheduling matrix
A of dimension (w+1) x 2, we define XORPP* [P, w, A] : (F3)% xF} — (F3)v,
instantiated with w + 1 permutations Py, ..., P,, a key space (F%)? and the
key-scheduling matrix A. We write XORPP* as short for XORPP* [P, w, A]
when w, key-scheduling matrix A and the permutations P are clear from the
context. Given that the permutations are independent, CENCPP* uses the
same input (N || (i),) for each permutation in one call of XORPP*. We define
encryption and decryption of the nonce-based mode CENCPP* as given in
Algorithm 1.

3.4 Discussion

Further constructions with beyond-birthday security from public permutations
are naturally possible. However, our proposal CENCPP* seems efficient. Instan-
tiating CENC with a two-round Even-Mansour construction could be a generic
approach that can provide roughly the security of the primitive, i.e., 2n/3 bits,
and would employ (2“’T+11 calls to the permutation for w message blocks. In
their proposal of AES-PRF, Mennink and Neves increased the performance of
their construction [32] by instantiating it with five-round AES. However, its
security margin is thin [14] and improved cryptanalysis could break it in the
near future.

More related works exist in the secret-permutation setting. Cogliati and Seurin
[10] showed that a variant of EDM with a single keyed permutation — that is
Ex(Ex(M) ® M) — possesses roughly O(22"/3) security. The work by Guo
et al. [21] followed this direction, showing O(22"/3/n) security for the single-
permutation variants of EDM and its dual EDMD— Ex(Ex(M)) ® Ex(M).
Moreover, they proved a similar security result also for the sum from a single
permutation and its inverse, SUMPIP: Ex (M) @ E'(M). The Decrypted
Wegman-Carter Davies-Meyer construction [13] would also possess a security
bound of O(2%"/3) but limited the input space to 2n/3 bits. SUMPIP could
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Ko —@ Ky — oK) —@  av 1K, >
To 0, Fg,z i K —»EF P aK
U X
Po Py P Py
Py Py
% Vi Vs Vi
Ko—® KD ok —B 0k O v Y
2 2 R0 K —& P oK
Xo Xo—P Xo _’EF Xo—P P
O] [ [

Fig. 3: Example of using a weak key schedule for XORPP* (left) and SoEM’ (right).

retain beyond-birthday-bound security with public permutations, i.e.
PIMOK)® K ®P Y(MoK,) ® K,

could be secure beyond O(2"/?) queries when using a public primitive P.
MACs from public permutations obtained a high level of attention recently.
In [7], Chakraborti et al. proposed a PDM-MAC

P Y PKoM)oKo2K o M)®2K,

which eliminated the need for a second key from SUMPIP. They also consid-
ered a nonce-based variable-input-length PRF, PDM*MAC, and a single-key
version 1K-PDM*MAC. All of their constructions maintained a security bound
of O(22"/3). However, the instantiations needed both forward and inverse of the
permutation, which is less practical for a permutation-based design compared
to the construction that invokes the permutation only in forward direction.

In [18], Dutta et al. studied the security pEDM, a strongly related variant of
SoKAC12, which uses the single permutation only in forward direction:

P(PIMe K,)®(Mae K,)® Ky ® Ky,

also with 0(22”/ 3) security. These constructions consider related aspects, but
are fixed-output-length PRFs, whereas CENCPP™ can encrypt messages of vari-
able lengths. Comparing CENCPP* with w = 1, pEDM has the advantage of
using only a single primitive. Though, the latter can evaluate the primitive
calls in parallel and allows a better rate for greater w, whereas for an encryp-
tion with the latter, similar arguments as for a counter mode with a two-round
Even-Mansour construction would hold.

4 Birthday-bound Distinguisher on CENCPP* with Weak Key
Scheduling

To derive the i-th round key L; of CENCPP*, we have L; = (a;,0-Ko)®(a;1-K1)
for all ¢+ € [0..w], where A = (a; ;) € {0,1}" is the key-scheduling matrix of
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dimension (w+1) x 2 and Ky, K7 are two independent n-bit keys. Using SoEM
as a base, it is tempting to use a key scheduling of Ky, K1, oK1, o?Kq, ...,
which omits the addition of Ky for all subsequent permutation calls. In matrix
form, this key scheduling would produce

.
100--- O Ky
Otla---a¥ ! K|

AT

While the latter appears much simpler, after transposing its matrix form to w+
1 rows, it contains dependent rows. Let two dependent rows be denoted as A;
and A; in the key-scheduling matrix A such that they are linearly dependent,
ie., A, = aA; for some non-zero o € {0,1}". Then, we have L; = aL; for
some a € {0,1}™\ {0"}. We use the idea of canceling dependent outputs
and thus reduce the distinguishing problem to that for single-key SoEM. Since
the steps are not intuitive, we illustrate the birthday-bound distinguisher of
CENCPP™ in the following. First, we show that we can reduce the security of
CENCPP”* to the security of SOEM with the key usage of (L;,«L;) for some
non-zero a € {0,1}" when A; and A; rows of A are linearly dependent. We

denote this variant of SOEM as SoEM’ &' SoEM[P;, BlL; aL;-

4.1 Reduction to SoEM’

Suppose, D is an information-theoretic distinguisher on SOEM’ and 7 = { K } U
Tp U T, is a transcript, consisting of the key, the primitive-query transcript 7,
with g, primitive queries and their corresponding responses (U?, V) to P; and
(X*,Y*) to Py each, as well as the construction-query transcript 7. with g,
construction queries and their corresponding responses (M7, C7). After the
interaction, D is given 7, including the key K « FJ, and sees C = W & Z
where

WP (MeK)eK and ZE¥P(Me (oK) & (- K).
In comparison, a distinguisher D’ on CENCPP* [Py, P;, Pj|k,,k, with key
schedule as above can compute C; & C; = (X; 0 Xo)®(X;8Xo) =WaZ =C.
Thus,

Advggll\:ICPP* (D/) > AdVEEEFM’(D) )

where D and D’ ask the same number of construction queries ¢, and primitive
queries ¢, to each of the primitives. Note that the distinguisher D’ knows the
values of 7 and j from the knowledge of the key-scheduling algorithm.
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4.2 Birthday-bound Attack on SoEM’

Let U and V be two subspaces of F3. Then, for every a € Fy, U + V Lef

{u+vjuel,veV}and a -V of {a - v|v € V} are also subspaces. We write
0 and 1 for the neutral elements of addition and multiplication, respectively.
If {&1, 20, - , 2,2} is a basis of V, then {a - 21,00 29, - 2,2} is also a
basis of a -V, where o # 0.

Fact 1. Let U and V be two subspaces of Fon. If their intersection contains
only the zero element YNV = {0}, we say that & and V have zero intersection.
If both have zero intersection, it holds that dim(U + V) = dim(U) + dim(V).
Equivalently, one can say that the basis elements of &/ and V are linearly
independent.

Theorem 1 Let o ¢ {0,1}. For every 1 < i < n/2, there exists a subspace
V C F% with dim(V) = ¢ such that V and « - V have zero intersection. In
particular, there is a subspace V of dimension n/2 such that V 4+ « -V = F5.

Proof. We prove Theorem 1 by induction on ¢. For ¢ = 1, the statement is
obvious by choosing non-zero x1. For 1 < i < n/2, suppose, we have picked
Z1,%9,- -+ ,x; such that all elements from {1, za, -+ ,2;, -1, - Ta, - -}
are linearly independent. Let

def
Si :e Span({xl’m27... 7xi7a.x1’a.x27... ,Oé'$i})7

i.e., its span. Moreover, we define 7; as short form of

TESU(@ S U(l+a)t-S).
It holds that |7;| < 3-2"72 < 2". When we choose a new element ;1 & T, it
follows from the definition of 7; that x;y1, @ - z;+1 and (1 + «) - ;41 are not
in S;. Hence, the elements

{$1,$2,"‘ sy Li41, X T, -T2,y ;Oé'xi—b—l}

are linearly independent, which concludes the proof. Note that such a basis
can be constructed efficiently, element by element. O

Distinguisher on SOoEM’: Next, we demonstrate a distinguisher on SoEM’.
Given the observation above, we can first construct a vector space X of di-
mension n/2 such that X + (1 +«) - X = F}. Let M = (1 4+ a)~! - X. So,
M+ X =F% and hence there exists X € X and M e M with M+ X = a- K.
Let U = a1 - X. Then

U=at 1+a) M=1+a b -M.

Thus, M+ K =a ' - X+ (1+a~!)- M € U and there exists M € M,U € U,
and X € X suchthat M U = K and M & X = aK.
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Let P{(U) =V and P»(X) =Y. Then, C = SoOEM'(M) = (1 a)- K&V aY.
We use shorthand notations V¥¢, Y®¢ and C®¢ to denote P (U ®c¢), Pa(X ®c)
and SoOEM’(M @ c) respectively for some non-zero ¢ € {0, 1}". It is easy to see
that for any ¢, it holds that

C¥%=(1®a) KaV¥ gy

and hence C ® C%¢ = (V @ V®) @ (Y @ Y®¢). We use this observation to
complete our attack. Suppose that ¢ and d are two distinct constants outside
of U, X, and M. Then, the distinguisher can proceed as follows:

1. It queries all values U; € U, U; ® ¢ and U; ®d to its primitive oracle Py, and

stores them together with the corresponding responses V;, V,¥° and ‘/i®d.

2. Similarly, it queries all values X; € X', X; @& ¢ and X; @ d to its primitive
oracle P, and stores them together with the corresponding responses Y;,
Y€ and Y,

3. Moreover, it queries all values M; € M, M;®c and M;®d to its construction
oracle, and stores them together with the corresponding responses C;, Ci@c
and C7.

4. After making all queries as described above, it looks for triple (4, j, k) such
that the following two equalities hold:

41 C;o O = (Vo V) @ (Vi @ V,5°).
12 ;o CP = (V0 VEY) @ (Vi 0 Y29

5. If there exists such triple (4, j, k), it outputs real and random otherwise.

5 Security Analysis of CENCPP*

This section studies the nE security of CENCPP*. Prior, we briefly revisit that
of CENC.

5.1 Recalling the Security of CENC

The security of XORP: In [24], Iwata showed that CENC[w] is secure for
up to 22"/3 /w message blocks as long as Fx is a secure block cipher. At
Dagstuhl’07 [25], he added an attack that needed 2™/w queries, and showed
O(2™ /w) security if the total number of primitive calls remained below o <
2"/2, He conjectured that CENC may be secure for up to 2" /w blocks. In [26],
Iwata et al. confirmed that conjecture by a simple corollary from Patarin. We
briefly recall their conclusion.

In [39, Theorem 6], Patarin showed the indistinguishability for the sum of
multiple independent secret permutations under assumptions on the validity
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of the Mirror Theory. [26] adapted this bound to upper bound the PRF security

of XORP:
w’q

on o+ AV (w+ 1)g., ). (2)

Advyorp(ge;t) <

Theorem 3 in [26] conjectured for m being a multiple of w, where m is the
maximum number of message blocks queried:

AdviEnc(ge, m,t) < m;}lqc + AdviP (w;:lch,t) . (3)
Note that in Eqn. (2) and Eqn. (3), the authors considered computationally
bounded distinguishers for which we included the time parameter t. Thus,
CENC provided a convenient trade-off of w41 calls per w message blocks with
security for up to 2" /w calls to Fx. The proof sketch by [26] reduced the
security of CENC to the proof of the sum of two permutations. At that time,
the latter analysis relied on recursive arguments of Patarin’s Mirror Theory
that were subject to controversies. The work by Bhattacharya and Nandi [5]
proved similar security for the generalized sum of permutations and CENC
using the x? method [11].

5.2 The Security of CENCPP*

In the following, let n,w be positive integers, Py,..., P, « Perm(F%) be in-
dependent public permutations, Ko, K1 «- F5 be a pair of n-bit independent
secret keys which are sampled uniformly at random from F%. Let A be the
key-scheduling matrix of dimension (w + 1) x 2 such that each entry is an
n-bit binary string. We write K = (Ko, K1) and P = (F,..., P,) for brevity.
Again, we conduct a two-step analysis, where we consider (1) the PRF security
of XORPP* [P,w, Ak and (2) the nE security of CENCPP*[P, w, A]k. Since
the matrix A is public, we omit it from the notation XORPP* [P, w, A]kx and
CENCPP*[P,w, A]k and simply write XORPP*[P, w]kx and CENCPP*[P, w|k,
respectively. For simplicity of notation, we write XORPP* [P, w]k as XORPP*
and CENCPP*[P, w]k as CENCPP*.

Theorem 2 It holds that AdveEncpp- (@p; @e; M) < AdViSkpp- (ap, 2qc).

Proof. Recall that, m is the maximum number of message blocks in all queries.
Therefore, for a maximal number of message chunks ¢ = [m/w], CENCPP*
consists of the application of ¢ instances of XORPP*. We can replace XORPP*
by a random function p at the cost of

PRF m
Advxorpp- (%; ch) .

Since the resulting construction is indistinguishable from random bits, Theo-
rem 2 follows.



CENCPP* — Beyond-birthday-secure Encryption from Public Permutations 17

Advantage

—— XORPP*[1 ¥/
----- XORPP* 2] 7

=+ XORPP*[3] &
——= XORPP"|{] 7

Py log,(q)

n

1/32 /8 7/32 516 13/32 1/2 19/32

Fig. 4: Security of XORPP*[w] when varying w, here with n = 64.

Theorem 3 Let A be a matrix of (w + 1) x 2 entries such that each of its
elements is an n-bit binary string and all its rows are pairwise linearly inde-
pendent. Let ¢, + (w + 1)g. < 2"/2(w + 1). It holds that

(w+ 122 4wge.  2wqlq,  w?qdq, 3w elq

PRF
AdeORPP*(va qe) < 92n+1 92n 92n 22n 92n+1
3wigpal | (w+1)%qe(gp + qc)?
23n 22'IL '

The security for varying values of w is illustrated in Figure 4.

Corollary 1 CENCPP™ security results by combining Theorem 2 and Theo-
rem 3 as follows:

AdviEncep- (9p: Gesm) < 2wmdyg. + dmapge | 2qm* | gym® | 3wmapde
*\Ups Yey >

22n 22n w22n 2277, 22n+1
3wm2q§qf 4wchq12, + 8m2q,q? 4m3q?
23n + 22n w22n ’

where m is the maximum number of message blocks among all g. queries and
we used 2w > w + 1.

Proof of Theorem 3. We fix a non-trivial information-theoretic deterministic
distinguisher D who is given access to (w + 2) oracles in either of the real
or ideal world. In the real world, D is given access to the construction ora-
cle XORPP*|P,w]k where K = (Ko, K1) is a pair of n-bit random keys and
P = (P, Py,...,P,) is a tuple of w + 1 many n-bit independent random per-
mutations, and the primitive oracles P = (P, ..., P,). In the ideal world, D
is given access to a random function, which answers each query of D by w
blocks of n bits uniform and independent random strings O = (Oq,...,0,)
and to the tuple of w + 1 many independent m-bit random permutations
P = (P, Py,...,P,). Query to the construction oracle is called the construc-
tion query and to that of the primitive oracle is called the primitive query. We
assume that D can ask exactly g. construction queries and g, primitive queries
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to each of primitive oracle P,, o € [0..w]. For queries to each of the primitive
oracle P,, D can either make a forward query U, to its primitive oracle P,
and receives response V, or can make an inverse query V,, to P; ! and receives
response U,. We summarize the interaction of the distinguisher D with the or-
acles in a transcript 7 which is partitioned into 7 = 7.UmgU. . .UT,, where each
partial transcript captures the queries and responses from a particular oracle.
The construction transcript contains the queries to and responses from the
construction oracle: 7. = {(I*,O'),..., (I%,0Q%)}, where O' = (Oi,...,0).
The primitive transcripts 7, = {(U}, V1), ..., (Ud", Va")} contain exactly the
queries to and responses from permutation P, for all a € [0..w]. Since D is
non-trivial, we assume that 7 does not contain duplicate elements. After the
interaction, we release the keys Ky, K7 to the distinguisher before it outputs
its decision bit. In the real world (Kj, K1) are the keys used in the construc-
tion, whereas in the ideal world they are sampled uniformly at random. Hence,
the transcript 7 becomes 7 = 7. U U ... U T, U {(Ky, K1)}. With the help
of the transcript 7, D can compute the all the inputs U i to the permutations
P, for g, construction queries using the following equation

ﬁé dZEfIi€9aa,0'Ko@aa,1'K1, (4)

where « € [0..w] and 7 € [g.]. We partition the set of all attainable transcripts
Att into two disjoint sets of GOODT and BADT that represent good and bad
transcripts.

Bad Events: Let 7 = 7.UtgU. ..Ut U{(Ko, K1)} be an attainable transcript.
Since, the distinguisher is given the keys K, it can compute all the permutation
inputs (Ué)ie[qc]ae[o..w] using Eqn. (4). Before defining the bad events for
XORPP*, we give a brief rationale for them.

RATIONALE. For w+ 1 n-bit permutations (FPp, ..., P,), we denote Pa((/j&) as

‘7; for a € [0..w]. Then the construction for i-th query leads to the following
system of equations:

‘73 e Vi=0ia (a0 @ aip)  Ko® (a1 ®aiq)  Ki
Vo @ V3 =05 @ (ag,o @ azp) - Ko @ (ag,1 @ az,1) - K

Vi @ Vi = 0%, @ (a0 ® awo) - Ko @ (ao1 @ aw1) - K1,

A trivial bad event is, if for i-th construction query, both inputs to the per-
mutation simultaneously collide with two primitive inputs, i.e., Ul = UJ and
ffé = Ug for a # B € [0..w]. If U! collides with UJ for some a € [0..w], then
this event uniquely determines the value of the permutation output for the
remaining variables in E;. In the real world, such a collision uniquely deter-
mines the rest of the variables, whereas this property does not hold in the
ideal world. A bad event occurs if any of such determined variables collides
with any primitive query output. Assume that the i-th and j-th construction
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query, respectively, 178 and (73, collide with some primitive input each. In turn,
this uniquely determines the value of the permutation output for the remain-
ing variables in the respective system of equations. A bad event occurs if any
two of such determined variables collide with each other. A similar situation
arises when for two construction queries, let them be the i-th and j-th con-
struction query, respectively, U} and U é collide with some primitive input for
some a, 8 € [0..w], and the determined variables collides. We say that 7 is bad
if any of the following bad events hold.

1. Two inputs to the permutations for a construction query simultaneously
collide with the input of corresponding two primitive queries.
— bady: Ji e [qc] J. k € [gp), and distinct permutation indices «, 5 € [0..w]

such that (Ul U A (Uﬁ = UB)
2. For a construction query, one of the inputs collides with the input of a

primitive query, which lets the output of another permutation call of the
same construction query collide with the output of another primitive query.

— bady: 3 € [q],7,k € [gp), and permutation index a € [w] such that
(UO—U]) (VJEBOZ (ao()@aa’())~K0@((1071@aa,1)'K1 :Volf).

— bads: Ji € [¢c], 7,k € [gp], and permutation index a € [w] such that
(Uvz UJ) (VJ @Ol (aoyo@aaﬁo) - Ko & (ao,l @aa,l) Ky = ka)

— bady: Ji € [g.],J,k € [gp], and distinct permutation indices «, § € [w]
such that (U = UI) A (VI @ O, @ Og D (Ga,0 D ago) - Ko ® (an,1 &
a3’1> . K1 = Véc)

3. For two construction queries i and j, one of the inputs of i-th construction
query collides with the input of a primitive query, and one of the inputs
of j-th construction query collides with the input of a primitive query, and

the output of any two permutation calls collide.
— bads: 3i,j € [gc). k,1 € [gp], and permutation index o € [w] such that

(0§ = U§) AT = Ug) A (VE © 0L, = Vi & O)).
— badg: 3i,j € [gc). k, 1 € [gp], and permutation index o € [w] such that
(UL =U AN (UL =UL) A (Vi @ O =V & O).
— bady: 34,5 € [gc], k, 1 € [gp], and distinct permutation indices ¢, 8 € [w]
such that (Ul = UK) A (Ul = U)A(VE@ O! @ 04 = V! a0 @OJ)
— bads: EIZ]G[qC] kle[
such that (U0 =Ub A
(@0,0 ® ay,0) - Ko ® (ao
— badg: 34,5 € [g], k, 1 € [gp], and distinct permutation indices «,y € [w]
such that (U% = ) (U =U)ANVESVI®OL®0] = (aa,0®aq,0)-
Ko @ (a1 © ay,1) - K1).

»), and distinct permutation indices v, 8 € [w]
U =U)A(VfaVIieO,e0 a0 =
Bay)- Kl)-
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— badqg: 34,5 € [gc), k. € [gp], and distinct permutation indices «, 8,7 €
7o 77k i7i — 7! k l i i j |
[w] such that (U}, = Uy) A (U] = U)A (Vi@ V@O0, 8050000, =
(aa,O ) a"/,O) . KO ©® (aa,l D aﬂy,l) . Kl)
Using the union bound, the probability that a transcript in the ideal world is
bad is at most

10
Pr[Oigeal € BADT] < )~ Prbad;] . (5)
i=1

Lemma 5 It holds that

(w+1)%gq.  4wgige  2welq, w?qq,

Pr [Qideal S BADT] <

22n+1 22n 2271 22n
3w’qyq.  3wqpq;
22n+1 23n

Proof. In the following, we study the probabilities of the individual bad events.
Before, we recall the key-scheduling matrix A as follows:

T

ap,0 a1,0 G20 - -- Gw,0
A =

ap,1 A1,1 42,1 ... Q,1
bad;: This event considers the collisions between two construction-query in-
puts and two primitive-query inputs. For this event, it must hold that
I'® (a0 Ko @ aa,1 - K1) =U] and I'® (ago- Ko®agy K1) =Uj,

with [a;0 a;1] as the i-th row of the key-scheduling matrix. The two equations

can be seen as
ALK = |te0 00t Ko|
ago ap1| |Ki

Since all rows of A are pairwise linearly independent, A’ is non-singular. More-
over, Ky and K; are uniform random variables over {0, 1}"™. Thus, we can apply
Lemma, 3 and the probability of this event for a fixed choice of indices is 272",
Since one can choose a and S in (w'z"l) ways, we obtain from the union bound
over all indices

I'e Ul
I'eUj

w—+1

Pibad] = 3 Y X Y pe[on-viagh—up] < L2 )0

i€lgc) j€las) kelgp) 0<a<p<w
(6)
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bad,: This event considers the collision between the input of Py corresponding
to a construction query and the input to Py corresponding to a primitive
query, and the collision between the output of P, corresponding to the same
construction query and the output of P, corresponding to a primitive query.
For this event, it must hold that

Ii@(ao,o'Ko@ao’l-Kl):Ug and
(V§ ® O, @ (ao,0 @ aay) - Ko ® (a1 @ aa,1) - K1 = V),
The two equations can be seen as

0,0 aop,1 ) Ky
(a0,0 ® aay0) (@01 ®aay)| |Ki

I'e U]

A K= S
Vie Vi @O

Since all rows of A are pairwise linearly independent, A’ is non-singular, be-
cause det(A’) = (ag,00a,1 P 60,100,0) Which is the determinant of the following

matrix
A — ap,0 @o,1
Qo0 Qa1

and A" is non-singular. Moreover, Ky and K; are uniform random variables
over {0,1}". Thus, we can apply Lemma 3 and the probability of this event
for a fixed choice of indices is 272". Since one can choose i in g, ways, j and k
in ¢, ways and « in w ways, we obtain from the union bound over all indices

2
Pr[bads] < wjgf . (7)

bads: This event considers the collision between the input of P, corresponding
to a construction query and the input to P, corresponding to a primitive query
for @ € [w], and the collision between the output of Py corresponding to the
same construction query and the output of Py corresponding to a primitive
query. For this event, it must hold that
I'® (000 - Ko @ aa,1 - K1) = Uy and
(VI @ Of @ (a0,0 ® aa,0) - Ko ® (a0,1 @ aa,1) - K1 = V') .

The two equations can be seen as

ALK — Qa0 Qa1 | Ko
(@0,0 @ @a,0) (@01 B A1) K

I'e U}
Ve Vieo,

Since all rows of A are pairwise linearly independent, A’ is non-singular, be-
cause det(A’) = (a0,100,0 ® @0,000,1) Which is the determinant of the matrix
A" as defined in bady. Moreover, K, and K are uniform random variables
over {0,1}". Thus, we can apply Lemma 3 and the probability of this event
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for a fixed choice of indices is 272". Since one can choose 7 in g. ways, j and k
in g, ways and o in w ways, we obtain from the union bound over all indices

2
wqp4c

Pr[badg] <

bad,: This event considers the collision between the input of P, corresponding
to a construction query and the input to P, corresponding to a primitive query
for @ € [w], and the collision between the output of Ps corresponding to the
same construction query and the output of Ps corresponding to a primitive
query for some (8 # «. For this event, it must hold that

I (&) (am() - Ky @D aq,1 - Kl) = Uc]y
(VI © O, ® Of @ (aa,0 ® ago) - Ko @ (a1 ® ap,1) - K1 = V).

The two equations can be seen as

A K= Qa0 Qo 1 | Ho
(@a,0 ® apo) (aa1 ®ag1)| (K1

I'e U}
Vi e Vie Ol o0

Since all rows of A are pairwise linearly independent, A’ is non-singular, be-
cause det(A’) = (ag,1aq,0 P aB,00q,1) Which is the determinant of the following

matrix
A// _ a()t,O a()z,l
apg.o ag,1
and A" is non-singular. Moreover, Ky and K; are uniform random variables
over {0,1}". Thus, we can apply Lemma 3 and the probability of this event
for a fixed choice of indices is 272", Since one can choose i in q. ways, j and

k in g, ways and o and S in (gj) ways, we obtain from the union bound over
all indices

w\ 2
Prlbads] < (2335" 9)

bad;: This event considers the collision between the input of Py for two con-
struction queries and the corresponding primitive input to Py and the collision
between the output of P, for some o € [w] corresponding to the same two con-
struction queries. For this event, it must hold that

(ago-Ko®agy- K1) =T'oU=FaoU} (E1)
(0, ® 0L =V & Vy).

We can easily observe that

Pr[(E1)]=Pr[lleoUf=IaoU) -Pr(E1l) | I'eUy =F U] (10)
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Let’s first fix a value for « and the choice of indices of the two construction
queries and the two primitive queries. We’ll break down the event into two
following cases.

Firstly, if the last among four queries is a backward primitive query (w.l.o.g.,
suppose it’s V¥ to obtain U}), then the probability of Equation (10) comes
out to be 5.57. The first 7 comes from the randomness over U§ and the
second 2% comes from the randomness over ago - Ko @ ag,1 - K. But in this
case, Pr[O%, @ 0L = VFa V]| = 1.

Secondly, if the last among four queries is a forward positive query (w.l.o.g.,
suppose it’s U¥ to obtain V{¥) or a construction query (w.l.o.g., suppose it’s
I' to obtain O%), then the probability of Equation (10) comes out to be 1.2%.
The 2% comes from randomness over ag - Ko @ ap,1 - K. But in this case
Pr[O}, & 0% = V§ & V{] = 5. The 3 comes from randomness over V§ or O,
respectively.

Now, in case when the last query is a primitive query, then ¢ and j can be
chosen in 2(‘12“) ways. But the value of the index corresponding to the last
primitive query gets fixed once one fixes the value of the index of the other
primitive query (This can be done in g, ways). Similarly, in case when the last
query is a construction query, then k and [ can be chosen in qf) ways. But the
value of the index corresponding to the last construction query gets fixed once
one fixes the value of the index of the other construction query (This can be
done in g. ways). As one can choose « in w ways, we obtain from the union

bound over all indices

2w (4 2 2w (9¢ 2
Pr[bad;] < max( w(’)ap w%%) < w(%)ap Weed,

22n ’ 22n 22n 22n (11)

badg: This event considers the collision between the input of P, for two con-
struction queries and the corresponding primitive input to P, for some « € [w]
and the collision between the output of Py corresponding to the same two con-
struction queries. For this event, it must hold that

(@00 Ko ®any - K1) =I'®@ Uk =I g U, (E1)
(OL @0l =VEaVl).

We’ll bound the probability of this event in a way similar to that of bads. We
can easily observe that

Pr[(E1)] =Pl U= U] -Pr[(El) | I'eU =P U] (12

Let’s first fix a value for « and the choice of indices of the two construction
queries and the two primitive queries. We’ll break down the event into two
following cases.
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Firstly, if the last among four queries is a backward primitive query (w.l.o.g.,
suppose it’s V¥ to obtain U¥), then the probability of Equation (12) comes
out to be %2% The first 2% comes from the randomness over U¥ and the
second % comes from the randomness over ago - Ko @ ao,1 - K1. But in this
case, Pr[O}, @ O), = VF o V] = 1.

Secondly, if the last among four queries is a forward positive query (w.l.o.g.,
suppose it’s U to obtain V*) or a construction query (w.l.o.g., suppose it’s
I' to obtain O°), then the probability of Equation (12) comes out to be 1.5.
The QL comes from randomness over ag o - Ko & ap,1 - K. But in this case
P[0, ® O =VF®V!] = 5. The 5~ comes from randomness over V¥ or O},
respectively.

Now, in case when the last query is a primitive query, then ¢ and j can be
chosen in 2(‘12“) ways. But the value of the index corresponding to the last
primitive query gets fixed once one fixes the value of the index of the other
primitive query (This can be done in g, ways). Similarly, in case when the last
query is a construction query, then k£ and [ can be chosen in qg ways. But the
value of the index corresponding to the last construction query gets fixed once
one fixes the value of the index of the other construction query (This can be
done in g. ways). As one can choose « in w ways, we obtain from the union
bound over all indices

(13)

2w(%)gy waeqy\ _ 2w(%)g, | waeq;
Pr[bad6]<max< 22n > 92n = 22n + 22n

bad;: This event considers the collision between the input of P, for two con-
struction queries and the corresponding primitive input to P, for some a € [w]
and the collision between the output of Ps corresponding to the same two con-
struction queries for some 5 € [w] with 8 # «. For this event, it must hold
that

(@00 Ko®aay -K)=T'eUt=IaoU., (E1)
(OL®0, 00,00, =Vio V).

Again we’ll bound the probability of this event in a way similar to that of the
previous bad event. We can easily observe that

Pr(E1)]=Pr[l'eU* =D @U.]-Pr[(El) | I'eU =P U] (14)

Let’s first fix the values for o and 8 and the choice of indices of the two
construction queries and the two primitive queries. We’ll break down the event
into two following cases.

Firstly, if the last among four queries is a backward primitive query (w.l.o.g.,
suppose it’s Volf to obtain U, C’f), then the probability of Equation (14) comes

out to be 5.57. The first 3 comes from the randomness over U% and the
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second 2% comes from the randomness over ago - Ko @ ag,1 - K. But in this
case, PrlO, ® O @ O, @ Oy = VI o VI =1.

Secondly, if the last among four queries is a forward positive query (w.l.o.g.,
suppose it’s U to obtain V*) or a construction query (w.l.o.g., suppose it’s
I* to ?btain 0?), then the probability of Equation (14) comes out to be 1.2%.

The 55 comes from randomness over ag,o - Ko @ ap,1 - K1. But in this case

Pr[O% @ Oé ® 0L ® Of; =VF@V!] = L. The 5~ comes from randomness over
VEor O @ Oj respectively.

Now, in case when the last query is a primitive query, then ¢ and j can be
chosen in 2(‘12“) ways. But the value of the index corresponding to the last
primitive query gets fixed once one fixes the value of the index of the other
primitive query (This can be done in g, ways). Similarly, in case when the last
query is a construction query, then k£ and [ can be chosen in qg ways. But the
value of the index corresponding to the last construction query gets fixed once
one fixes the value of the index of the other construction query (This can be
done in ¢, ways). As one can choose o and  in 2(7”2“) ways, we obtain from
the union bound over all indices

22

22n 2271 (15)

22n ’ 22n

Pr(bads] < max (4@“) () 2<fs>chz> A (%)

badg: This event considers the collision between the input of Py for i-th con-
struction query and a primitive input to Py, the collision between the input of
P, for j-th construction query and a primitive input to P, for some v € [w] and
the collision between the output of Pg for i-th and j-th construction queries
for some § € [w] with 8 # ~. For this event, it must hold that

(ag0 - Ko ®agy - K1) =I' & U
(ay0- Ko®ayy-Ky) = aU),
(a0,0 @ ay,0) - Ko ® (a0, @ ay,1) - K1) = (Vg @ V) @ O @ OF © O).

Note that the system of equations above can be written equivalently as

(a()’o -Ko®ao1-Ki1) = I'g U(]f
(ay0-Ko®ay-K)=FaUl
i j k I _ (vk l i j J
rerelUyeU, =(V @VWEBOl;@O%EBOﬁ).
Let’s first fix the values for v and 8 and the choice of indices of the two
construction queries and the two primitive queries. The probability of each of

the first two equations comes out to be 2%, which comes from the randomness
over ag o Ko@ag,1 - K1 and ay9- Ko ® a1 - K respectively. Since the matrix

ap,0 ao,1
Gv,0 Gry,1
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is full-rank, the joint probability of the first two equations comes out to be 2%

The probability of the third equation comes out to be 2%, but the random-
ness comes from different variables depending on the last query. The different

possible cases are as follows.

1. If the last among four queries is the construction query to obtain O! from
I, then the randomness comes from Ofg.

2. If the last among four queries is the construction query to obtain O’ from
I, then the randomness comes from 07 & O%.

3. If the last among four queries is the forward primitive query to obtain Vg
from UL, then the randomness comes from V.

4. If the last among four queries is the forward primitive query to obtain an
from Ufy, then the randomness comes from Vaf.

5. If the last among four queries is the backward primitive query to obtain
Uk from Vi, then the randomness comes from Uf.

6. If the last among four queries is the backward primitive query to obtain
Uf{ from V,f, then the randomness comes from Ufy.

Now, one can choose ¢ and j together in 2(‘126) ways and k and [ in g, ways
each. Moreover, v and 3 together can be chosen in 2(7“5) ways. Thus, we obtain
from the union bound over all indices

Prlbads] < W (16)

bady: This event considers the collision between the input of P, for i-th con-
struction queries and a primitive input to P,, the collision between the in-
put of P, for j-th construction queries and a primitive input to P, for some
a # v € [w] and the collision between the output of Py for i-th and j-th
construction queries. For this event, it must hold that

(Ao Ko ® a1 K1) =1'd UF
(ay,0-Ko®ayy- K1) =1 aU,
(Ga,0 © ay,0) - Ko ® (aa) @ ay1) - Ki) = (VEe Ve O, &0]).
Note that the above system of equations can be equivalently written as
(a0 Ko ® a1 K1) =1"oUF
(ay,0-Ko®ayy- K1) = aU,
l'eldeoUleU =VieVIeO,e0]).
Using the similar reasoning while bounding badg, we have

ey < {2 -
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badiy: This event considers the collision between the input of P, for i-th
construction queries and a primitive input to P,, the collision between the
input of P, for j-th construction queries and a primitive input to P, for some
a # v € [w] and the collision between the output of Ps for i-th and j-th
construction queries for some 8 € [w] such that 8 # «, 8 # 7. For this event,
it must hold that

(@0 Ko ® aa,1 - K1) = '@ U}
(ay0-Ko®ay,-Ki) =1 aU,
(@00 ® ay,0) - Ko @ (a1 G ay) - K1) = (V¥ Vi@ O, ® 0 © 0 © 0F).

Note that the above system of equations can be equivalently written as

(Ao Ko ®an1 K1) =I'® UF
(a%() . Ko @ CL%1 . Kl) = Ij @ Uv.lY
i j k 1 _ (yk 1 i i j j
rerfoUieU,=(VyoV,®0,®0;00]e03).
Using the similar reasoning while bounding badg, we have

2w (w — 1);2011 ~2(%)% (18)

Pr[badlo} <
The bound in Lemma 5 follows from Eqn. (5)-Eqn. (18).

Good Transcripts: It remains to study the interpolation probabilities of good
transcripts.

Lemma 6 Let g, + (w + 1)g. < 2"/2(w + 1). For any good transcript 7 =
TeUTgU... 7 U{Kp, K1}, it holds that
Pr[Greal = 7]
Pr[@ideal = T]

(w+ 1)%qe(gp + qc)?

21_ 22n

Proof. Let All,a1(7) denote the set of all oracles in the real world and Alligear (7)
the set of all oracles in the ideal world that produce 7 € GOODT. Moreover, let
Comp,,;(7) denote the fraction of oracles in the real world that are compatible
with 7 and Comp, 4., (7) the corresponding fraction in the ideal world. It holds
that

Pr [Orcal = 7] _ |Comp, .1 (7)] - |Alligear ()]
Pr[Oideal = 7] |Compigear (T)] - [Allear (1)|°

We can easily bound the number for three out of four terms: |Allyea(7)| =
(27)% . (27wt gince there exist (2")? keys and 27! possible ways for each
of the w + 1 independent permutations P, for a € [0..w]. The same argu-
ment holds in the ideal world |Alligear(7)] = (27)2 - (271)¥H! . (2¥)2" | com-
bined with (2¥)2" random functions for construction queries’ answers. More-
over, |Compigea(7)] = (29™)2" 79 - []" (2" — ¢p)! compatible oracles exist
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in the ideal world, where (2%")2"~% are the oracles that produce the cor-
rect construction-query outputs for the 2" — g, remaining non-queried inputs,
and for all permutations, there exist (2" — ¢,)! compatible primitives each. It
remains to find |Comp,.,;(7)|. Note that

|Comp,ea (7)| = HP = (Py,...,Py) : XORPP* [P, w|k — T A /\ P, Ta}|

a=0

where XORPP* [P, w|k + 7. denotes that XORPP*[P,w]k produces the con-
struction query transcript 7.. Similarly, for all « € [0..w], P, — 7, denotes
that the permutation P, produces the primitive query transcript 7. In other
words, if Dom,, denotes the set {U! : (U}, V) € 74} and Ran, denotes the
set {Vi: (UL, VYE) € 1.}, then P, — 7, equivalently means P, maps elements
from Dom,, to Ran,. Now, in order to compute |Comp,.,;(7)|, we regroup the

queries from 7., 19, ..., Ty to T2V, T4, ..., 7™, The new transcript sets

are initialized by their corresponding old parts, and reordered as follows:
1. if 3i € [qc),j € [gp) such that Ui = UZ, then
— rhew ¢ phew\ (11 O%)} and
— for all a € [w], 702 « 71 U{(UL, V§ @ O, & (a0,0  aa,0) - Ko ® (ao,1 ®
ae,1) - K1)}
2. if 3i € [¢c],j € [gp], and « € [w] such that Ui = UJ, then
— rhew ¢ prew\ (11 O%)} and
— e e U (U8, VI @ O @ (a0,0 ® @a,0) - Ko @ (a0,1 ® aa,1) - K1)}

and
— for all 8 € [w] with 8 # a, 73" < 75" U {(ﬁé, Vie O @O% @ (A0,0 D
ago) - Ko ® (a1 ®aga) - K1)}

Note that such an addition of elements in Step (1) and Step (2) is sound. For
Step (1),

— since ﬁé collides with Ug, ﬁ& cannot collide with any U* for a € [w] due
to badj.

— Similarly, (V{ ® O, @ (ao,0 ® @a0) - Ko ® (@01 ® aa.1) - K1) cannot collide
with any V¥ for o € [w] due to bads.

— Moroever, (VJ @ 0% @ (a0.0 ® @a.0) - Ko ® (a01 © aa,1) - K1) is distinct due
to bads and badg.

For Step (2),

— since ﬁ; collides with UJ for a € [w], neither [7'5 can collide with any U}
nor Ué can collide with any U/’; for g € [w] with 8 # « due to bad;.
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— Similarly, (V & O%, & (a0,0 ® aa,0) - Ko @ (a0,1 & aq,1) - K1) cannot collide
with any Vi due to bads.

— (Vi® O, ® 05 (aa,0®ago) - Ko® (aa,1 ®ag)- K1) cannot collide with
Vj for § € [w] with 8 # a due to bady.

— (VI ® O @ (ao,0 @ aa,0) - Ko ® (ao,1 ® aq,1) - K1) is distinct due to badg
and badg.

- (Vie Ol ® O} @ (aa,0 ® app) - Ko ® (aa,1 © ag) - K1) is distinct due to
bad7 and badlo.

Also note that such an addition of elements (z,y) in the transcript 77" for
a € [0..w] also updates the set Dom,, < Dom, U {z} and Ran, + Ran, U {y}.
Now, given g, constructions queries and g, queries to each of the permutations
in the original transcript, let the numbers of queries moved from 7. be r which
includes total s, many elements into the primitive partial transcripts 7, for
« € [0..w]. Thus, the number of queries in the new construction transcript is
denoted by ¢’ = g. — r and the w + 1 sets of transcripts, (7§, 77V, ..., 7heW)
define exactly (gp+5s0,gp+51,- - -, gp+Sw) input-output tuples for (P, ..., P,)
respectively. Therefore, it is easy to see that (sg+. ..+ 8, ) = rw. Moreover, for
each a € [0..w], s <7 < ¢.. Now, what remains is the counting of the number
of permutations (Pp, ..., P,) that satisfy these (¢, + S0, ¢p + S1,---,Gp + Sw)
tuples respectively. That could give the remaining transcript 7)€%, i.e., we are
interested to count the number of permutations (P, ..., P,) that satisfies the

following system of equations:

Py(U}) ® PL(U}) = 0% @ (a0 ® ar,0) - Ko ® (ap1 ® ar,1) - K1
Py (Ug) @ Po(Us) = O5 @ (ao,0 @ azp) - Ko ® (a1 ®as,) - Ky

Po(ﬁé) @ Pw(ﬁfu) = 0% ® (ap,0 D aw,0) - Ko ® (ao,1 ® aw1) - K1,

where i € [¢'], UL = I' ® (@00 - Ko ® aq,1 - K1) for all {(I*,0%)} € 0oV,
along with the fact that for each a € [0..w], P, maps D, to R, where D, =
{0,1}™\ Dom,, and R, = {0,1}™\ Ran,. Note that

Dom,, def

def
Ran, =

{Us+ Ua, Vo) € 70}
{Va : (U, V) € 5™}

It is easy to see that |D,| = |Ra| = (2" — ¢, — So). Note that Ran, =
{0,1}"\ R, for a € [0..w], as the set of range values of P, that are prohibited
(basically these are the V values in 7,). Now, for j = [0..¢/ — 1], let

{(Pg,...,Pg+17...,P}U,...,P{U+1)H (19)

be the number of solutions that satisfy

def
)‘j+1 ==
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(1) the system of equations Eq UEo U ... UE;4;
(2) Vo € [0..w], it holds that PIT! ¢ {PL ... P71} URan,.

Then, the goal is to define a recursive expression for A;;; from A; such that a
lower bound can be found for the expression A;yq1/A;. It holds that

|Comp,e.(T)| = Agr - (2" = (@p + 50+ ¢'))! -+ (2" = (gp + 50 + )",

where the second term represents the number of permutations compatible with
Py and the rightmost term contains the number of permutations compatible
with P,. We obtain

PriOreal =7] _ Ay - HE’LO(Q —(qp +si+4q))-(2m) e
Pr[eideal = T] B ((2" —dqp ) )“H"l : (20)

Let B(1) denote the set of solutions that comply with only Condition (1) with-
out considering Conditions (2.0) through (2.w). Moreover, let B(s,.;y denote
the set of solutions compatible with Condition (1), but not with (2.¢ : i), for

t=1,...,7+ |Ran,|. From the inclusion-exclusion principle, it follows that
j+|Rang] j+|Rany|
Nj+1 = |Bay| — < U B(Q.O:i)> U---u < U B(2.w:i)>
i=1 i=1
J+|Rang| J+|Ran,|
> |Bay| - Z IB2.o:yl| =+ — Z 1B(2.w:i)]
i=1 i=1

J+IRano| j-+|Rany|

+ Z Z ’B(2Oz)m6211’)

i'=1

J+IRany 1| j+|Rany|
T Z Z ‘6(2»(10*1):1') N B(2.w:ir)

i=1 i'=1 e
j+|Rang]| j+|Rany|
>N = Y A= YA
i=1 i=1
It follows that Aj41 > 2" - X\ — (J+qp+50) - Aj— ... — (G + gp + 5w) - Aj.

Therefore,

Ajt1 -
y >2" —(w+1)j— (w+1)g, Z

with \g = 1. It follows that Equation (20) can be written as

Sﬁl PAC o Sﬁl 2 g Aig1 (2m)v

2n —q, —t s 2 map—t N Tlao(2® —gp —i—5a)

t=0
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. qi_f <(2" —(w+1)i— (w+1)g, — 30— 5a) .Q"w) )

SN — )

=0

By substituting z; def gp + @ and setting p; o def (zi + 8a)/2™, we get

@ 2 (w D)z + P sa)
(21) H ( HZ:O(2R — (21 + Sa)) 0 ) (22)

qr[ ( (Qn)w+1 _gnw | ((U} + 1)2’1 —+ ZZZO Sa) ) (23)

2nwAD(1 =370 Piva + D o<acp<w PialiB)

=0

=0

Note that 0 < p; .o < 1 and Smax def max{s, : 0 < @ < w} and by applying
Lemma 4, we derived Eqn. (23) from Eqn. (22). Therefore, we have

g S acs(zi +8a) (2 + 5p)
23) > [] (1— i o E )

D a—oPia t 20§a<ﬁ§w Pi,aDi,8)

=0

'—1 w1
2111— ()t s’

i=0 22n _ 9n Z (Zz + 5@) + Z (Zz + sa)(zz + 85)

a=0 a<f

(l)fI’_l 9. w+1 .(q _|_qc)2 (2) w1 2q/q +QC2
ZH<I<QQJ ZO( P >w®

1=0

where (1) follows from the fact that z; + Smax = ¢p + i + Smax < @p+ ¢ +7r =
Gp + ge- Moreover, 2" 30 (2 + 5a) — 2o 5(2i + 8a)(2i + 55) < 2°7/2, that
follows due to the fact that (¢, + ¢.) < (¢p + (w + 1)ge) < 2"/2(w +1). (2)
holds due to Bernoulli’s inequality. Finally, we used q. > ¢’ to derive the final

bound.

Our claim in Theorem 3 follows from Lemma 1, 5, and 6. O

5.3 CENCPP: An Instantiation of CENCPP*

A natural instantiation of CENCPP™* can be realized by instantiating the key-
scheduling matrix A of dimension (w + 1) x 2 of XORPP* as follows:

-
1ala? - ¥ Ky
L-K= . 7
1a2a* - 2w Ki
where the elements are in 3, and o € F3 is a primitive element, which is
often @ = 2, that is the polynomial x!' for practical values of FY - p(x) is an

irreducible modulus polynomial in F5. Note that any two rows of the matrix L
above are linearly independent. We refer to the instantiation of XORPP* with
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Algorithm 2 Definition of CENCPP.

101: function CENCPP[P, w].Ex (N, M) 301: function XORPP[P, w|k(I)
102:  (My,..., M) <~ M 302: (Ko, K1) + K
103: £ <+ [m/w—‘ 303: (Po,...,Pw)« P
104: for i<+ 0.£—1do 304: Lo « Ko ® K1
105: j4+i-w 305: Up <~ I® Lo
106: (Sj+1 || o || Sj+w) 306:  Xo PO(UO) ® Lo
107: + XORPP* [P, w]k (N || (i),.) 307: for a < 1.w do
108: fork+ j+1.j+w do 308:  La + (2% Ko) ® (2°* - K1)
109: Cy + msb|pg, | (Sk) @ My 309:  Ua + I @ La
110: return (Ci || --- || Cm) 310:  Xo ¢ Pa(Ua) ® La
311: O +— Xa ® Xo
312: return (O1 - || Ow)
201: function CENCPP[P,w].Dk (N, C)
202: return CENCPP[P,w].Ek (N, C)

matrix L as XORPP. We define the concrete nonce- and public-permutation-
based encryption scheme CENCPP in Algorithm 2. Since any two rows in the
key-scheduling matrix of CENCPP are linearly independent, the security of
CENCPP follows from Theorems 2 and 3.

6 Domain-separated Variants

DS-SoEM is a sum of Even-Mansour constructions with d = 1 bit of domain
separation, i.e., it uses (n — 1)-bit message inputs and fixes the last bit to

encode domains that are distinct for each permutation. Let P € Perm(F%) and

K ¥ (Ko, K,) € field})?. We define DS-SoEM[P), , : (F2)? x Fy~! — F2

to compute DS-SoEM[P|k, k, (M), as listed in Algorithm 3. Note that we
use (n — 1) bits of the key in forward direction only, i.e., the domain is not
masked. For this construction, we set a zero bit for the call to the left and a
one bit for the domain input to the right permutation. An illustration is given
in Figure 5a.

DS-XORPP: We can define DS-XORPP|[P, w] similarly. Here, d > [log,(w +
1)] bits are necessary to separate the domains. Let again K Lef (Ko, K1) €
(F3)2. We define DS-XORPP[P,w] : (F3)? x F3~% — (F%)* as given in Algo-
rithm 3 and shown in Figure 5b. The input domain is F;L*d. Again, we use
(n—d) bits of the key in forward direction only, i.e., the domain is not masked.

DS-CENCPP is then defined naturally. Let A" %' F5™* be a nonce space such
that v +pu =n —d. Let N € N be a nonce and M € F} be a message. Let
again K ef (Ko, K1) € (F3)? and P € Perm(F%). Then, the encryption and
decryption algorithms £ and D of DS-CENCPP[P, w]k (N, M) are provided in
Algorithm 3.
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Algorithm 3 Definition of DS-CENCPP, DS-XORPP, and DS-SoEM.

101: function DS-CENCPP[P, w]|.Ek (N, M) 301: function DS-XORPP[P, w]k (1)

1020 (My, ..., My) <= M 302: (Ko, K1) + K
103: £ <+ [m/w)] 303: Lo < Ko ® K1
104: for i<« 0.£—1 do 304: Uo (I @ msb,_a(Lo)) [ (0)a
105: J—iw 305:  Xo (—P(Uo)@Lo
106: (Sj+1 H o || Sj+w) 306: for a <« 1..w do
107: < DS-XORPP[P, w]k (N || (i).) 307: Lo + (2% Ko) @ (22% - K1)
108:  fork«j+1.j+wdo 308:  Ua + (I @ msby_a(La)) || {(@)a
109: Cr = Sk & My, 309:  Xa ¢ P(Us) ® La
110: return msb‘M|(C'1 |1 Cm) 310: O )?a & Xo

311: return (O1 | --- || Ow)

201: function DS-CENCPP[P, w].Dk (N, C)
202:  return DS-CENCPP[P, w].Ek (N, C) 401: function DS-SoEM[P, w]k (M)
402: (K07K1)(—K

403: Uy + (msby,_1(Ko) ® M) |
404: Uy + (msb,_1 (K1) @ M)|
405: ‘70 — P(ﬁ(})

406: Vi« P(0y)

407: return ‘70 D ‘71 ® Ko b Ky

[ (0)1
[(1)1

L] L] ]
D 0 b1 D 2
Ko ) 0 K ) 1 [7“ ! ol ﬁ2 I
Uo ‘ Uy ‘
P P P
P P
- - % i W
Vo Vi Ko & K1 —»§ 2K @ 22K =P 22Ko @ 2' K1 =@
Ko ——@ K, ——@ F 2 Fa
D Xo Xo —P Xo—®
[or] o]
(a) DS-SoEM[P]k - (b) DS-XORPP[P, w] K, -

Fig. 5: The domain-separated constructions, here with DS-XORPP[P,2]. The trapezoids
represent truncation of the key masks at the input to their b = n — d most significant
bits. For DS-SoEM, the trapezoid truncates the key masks at the input to their n — 1 most
significant bits, whereas for DS-XORPP, it truncates n — 2 most significant bits.

7 Distinguishers on DS-SoEM and DS-XORPP

This section provides a distinguisher on DS-SoEM that matches our security
bound and distinguishers on variants that mask also the domain and use only
a single key. Thus, they show that our bound is tight (up to a logarithmic
factor) and explain our designs.

The existing distinguisher from [9, Proposition 2] on SOEM12 (one permuta-

tion, two independent keys) needed 3 - 2/2 queries:

1. For i + 1.2"2, query M*® = ({i),,/2 || 0"/2) to get C*, and M*' = M &1
to get C*°.
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2. For j1.2"2, query M" = (0"/2||(j),,/2) to get C"7, and M"* = M" @1
for C"*

After 3-2"/2 queries, there exists one tuple (M?, M**, M7, M'*") such that
M'eM"”7 = M*eM™ = Ky® K, which can be seen if C* = C" and C* =
C"*’ . Note that the fourth set of queries M’*’ is not new, but can be taken from
the other sets. For SoEM, the distinguisher exploited that one can find two
queries M and M’ such that their inputs to the left and right permutation are
swapped. For DS-SoEM, this distinguisher does not apply since the domain
separation prevents that the permutation inputs can be swapped.

A working distinguisher can be constructed with significant advantage and
6¢ - 227/3 queries, for small constant ¢ > 1. Let g = ¢ - 227/3,

1. For j < 1..q, query a random M J without replacement, get C7. Moreover,
query M*) = M3 @ (1),,_1 to get C*/ and store (C7,C*7).

2. For i + 1..q, sample uj) € Fy~! without replacement, query Ut = (u} I
(0)1) to P, and obtain V{. Query Ug" = U @ 10" to P to obtain V{*
and store (V{, Vg").

3. For k ¢ 1..q, sample u¥f € Fy~" without replacement, query UF = (uf ||
(1)1) to P, and get V. Query Ui* = UF @ 10" to P to get V;*¥ and
store (V}F, V9.

With high probability, there exists a tuple (M7, Ui, U¥) such that

(M7 @ msby—1 (Ko)) | (0)1) = Ug and (M7 @ msby,—1 (K1) || (1)1) = UY .
If this is the case, check if
(M7 @ msby—1(Ko) || (0)1) = U™ and (M @ msby,— (K1) || (1)1) = UF*
also holds. If yes, return real; return random otherwise.
Why not also mask the domain? If the keys Ky and K; would be XORed also
to the domains, it could hold for DS-SoEM that Isb; (K¢) @ (0); = Isby (K1) &

(1)1 . Similarly, it could hold for DS-XORPP for any distinct pair 4,5 € [0..w]
that

|de(2iK0 D 22iK1) D <’L>d = |de(2jK0 D 22jK1)) D <]>d

This would counter the distinct domains. While the distinguisher from [9,
Proposition 2] would still be inapplicable, a slide attack (cf. [15,16]) could
become a threat. In the following, we consider a variant of DS-SoEM[P] with
the permutation inputs

Ul + (M"||(0)) ® Ko and Ui+ (M*|| (1)) ® K;.

Let Ky, K7 « F%, and Isby (Kp) @ Isby (K1) = 1, i.e., their least significant bit
differs, which holds with probability 0.5. Let ¢ € IF’;_I be a non-zero constant.
Then:
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1. For i « 1..27/2 sample M’ = ((3)5,/2 || 0"/271), obtain C* and store it.
2. Derive M*' = M' @ ¢, and obtain its corresponding ciphertext C*".

3. Similarly, for j « 1..27"/271 sample M7 = (0"/2 | (j),,2—1), obtain C? and
store it.

4. Derive M*J = M7 & ¢, and obtain its corresponding ciphertext C*7.

5. If 3i # j such that C* = €7 and C*' = C*’, return real; return random
otherwise.

Then, there exists a pair s. t. M* @ M7 = msb,,_1(K° @& K*'). It follows that
Ul = U{ and Uj = U}, from which C* = €7 follows. A similar argument holds
for C** = C*/.

A distinguisher on a single-key variant shows that the tempting approach

of using a single-key domain-separated variant of DS-SoEM does not offer

sufficient security in practice. Since the domain differs in both permutation
calls, this would ensure distinct inputs on both sides of each query. However,
this construction would possess only n/2-bit PRF security. In the following,
we sketch a distinguisher, where we assume that both keys Ky and K; are

replaced by a single key K.

1. For i «+ 1..2"/2, sample M*® = ((i),,/> || 0"/>7!) to obtain C" and store
them. To each M?, associate a plaintext M"* = M*@®(10"~2) and its output
c".

2. For j + 1.2"/271  ask for the primitive encryption of UJ = ((0),/2 |
(iYn/2-1 || (0)1) to obtain Vg. Query Uy’ = Uj @ (10"~1) to obtain Vj’.

3. Similarly, for j < 1..27/21 ask for the primitive encryption of Ul =
((0)n/2 || (i)pnjo—1 || (1)1) to obtain V{. Query U{’ = U{ & (10"~!) to
obtain V}7.

4. If there exists one tuple i, j s. t. C = VJ @ V{ and C"* = V' @V}, output
real and output random otherwise.

With probability one, there will be one collision for the real construction,
whereas the probability of the event is negligible in the ideal world.

8 Security Analysis of DS-CENCPP and DS-SoEM

Here, we study the nE security of DS-CENCPP.

8.1 Security Result of DS-CENCPP

As before, let P « Perm(F%) and Ky, K; « K be independent secret keys;
we write K = (Kj, K1) for brevity. Again, we conducted a two-step analysis,
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where we consider (1) the PRF security of DS-XORPP[P, w] and (2) the nE secu-
rity of DS-CENCPP[P, w]. For simplicity of notation, we write DS-XORPP[P, w]
as DS-XORPP. Moreover, we write DS-CENCPP[P, w] as DS-CENCPP.

Theorem 4 It holds that
E PRF m
Advps cencep(@ps @e;m) < Advps'xorpp (an Eq”) .

The proof follows a similar argumentation as that of CENCPP*.

Theorem 5 Let v % w + 1 and ge + v(gp + qc) < 2"/2(w + 1). It holds that

AdvPRF _2Waqy | 2Mlwvaeqy | 20 22w,

VDps-xorpp (@ps 4c) < 92n+1 92n 92n+1 92n
22d+1w3ch12> . 2dyd2q . 22d+1w4q3q12,

22n 22n 2377,

wg.  (5)a 4@ +4v'q2q, + vlqeq)

an + on + 922n :

Corollary 2 The Security of DS-CENCPP results from combining Theorem 4

and Theorem 5 as follows:

+

22omgeqy 2 omgeqy | 2%0*ma.qp
E c c c
Advps.cencep (@p: ge;m) < 5om ~ 53 P4 o P

22dwm2q3qp 22d+1w2chqz2) 22dw2m2ngp
22n 22n + 22n

2d+1,,2,.2,2 2
2 +qucqp mg. mwge

23n + Qn + 2n+1
4(w + 7)m3¢ + 16v*m3q2q, + 2v3chq12,
22n ’

where m is the maximum number of message blocks among all ¢. queries.

For the bound in Corollary 2, we used that v?/w < 2v and v*/w? < (w +7)
and vt /w < 20v3.

Proof of Theorem 5. We fix a non-trivial information-theoretic deterministic
distinguisher D that is given access to the oracle DS-XORPP[P, w|k and the
primitive oracle P, for a pair of n-bit random keys K = (Kj, K1) and an n-bit
random permutation P, in the real world. In the ideal world, it is given access
to a random function, which answers each query of D by w blocks of n bits
uniform and independent random strings O = (Oq,...,0,,) and to an n-bit
random permutation P. We assume that D can ask exactly g. construction
queries and ql’, = (w+1)g, forward and backward primitive queries altogether
to the primitive P, where U! is the i-th forward primitive query to the primi-
tive P whose last d bits is equal to (a)q and V! is the corresponding response
and vice versa. We summarize the interaction of the distinguisher D with
the oracles in a transcript 7 which is partitioned into 7 = 7. Ut U ... U 7,
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where the construction transcript 7. contains the queries to and responses
from the construction oracle: 7. = {(I*,0'),...,(I%,0%)} and the primi-
tive transcripts 7, = {(UL, V1), ..., (U&,Va?)} contain exactly the queries
to and responses from permutation P such that the last d bits of U} for all
i € [gp) and for all @ € [0..w] is equal to (a)4. Since D is non-trivial, 7 does
not contain duplicate elements. After the interaction is over, we release the
keys Ky, K7, which happens to be the keys used in the construction in the
real world, and sampled uniformly at random in the ideal world, to the dis-
tinguisher before it outputs its decision bit. Hence, the transcript 7 becomes
T =7 Ut U...UT, U{(Ko, K1)} With the help of the transcript 7, D
can compute the all the inputs ﬁ; to the permutations P for g. construction
queries using the following equation

U 1 @ msby,_g(2% - Ko @22 - K1) || (@)a, (25)

where « € [0..w] and i € [g.]. We partition the set of all attainable transcripts
Att into two disjoint sets of GOODT and BADT that represent good and bad
transcripts.

Bad Transcripts: Let 7 = 7. U o U ... U7, U{(Ko, K1)} be an attainable
transcript. Since, the distinguisher is given the keys K, it can compute all the
permutation inputs (U%)ie[q.],ac0..] Using Eqn. (25). We say that 7 is bad if
any of the following bad events holds.

1. Two inputs to the permutations for a construction query simultaneously
collides with the input of corresponding two primitive queries.

— bad;: 3¢ € [g.], 4,k € [gp] and distinct permutation indices a, 8 € [0..w]
such that. (U, = UL) A (Uj = U}).

2. For a construction query, one of the inputs collides with the input of a
primitive query, which makes the output of another permutation call of
the same construction query to collide with the output of another primitive
query.

— bads: i € [q.], J, k € [gp) and permutation indices o € [w] and 3 € [0..w]
such that (U§ = U) A (Vi @ OL @ (2°@1)- Ko ® (2** @ 1) - K1 = V).

— bads: 3i € [q.], j, k € [gp] and permutation indices o € [w] and 3 € [0..w]
such that (UL = U A (Vi@ 0L @ (2°@1)- Ko® (222 @1) - Ky = V).

— bady: 3 € [g],j, k € [gp) and disinct permutation indices o, 8 € [w]
and v € [0..w] such that (U} = UZ) A (VI @ O}, @O% ®(2¥92°%) - Ko ®
(220 ©228) . K, = VF).

3. For two construction queries i and j, one of the inputs of i-th construction
query collides with the input of a primitive query, and one of the inputs
of j-th construction query collides with the input of a primitive query, and
the output of any two permutation calls collide.
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— bads: 34,5 € [¢c], k,! € [gp] and permutation indices 3,7 € [w] such
that (U = Us) A (Ug = U A(VF @O @0l @ Vi = (2P @ 27) - Ko &
(2% ©2%7) - Ky).

— badg: 31,5 € [q],k,1 € [¢p] and permutation index a € [w] and per-
mutation indices 8,7 € [0..w] such that a # B,a # v and (U} =
UNANUL=U)AN(VES V@O, 00;00,00] =2°627) K@
(22’8 ©® 227) - K7).

— bad7: 3i,j € [q],k,1 € [¢p] and permutation index a € [w] and per-
mutation indices 8 € [w] and v € [0..w] such that o # v and (U¢ =
USYNUL =UDANVFO Va0, 0,e0] = (192° 020 ¢27).
Ko® (1@222 9228 022 K,).

— badg: 34,5 € [q.], k,1 € [gp] and distinct permutation indices «, 5 € [w]
and permutation indices v,p € [0.w] such that o # v,p # B and
UL =UNNU=U)ANVEa Vo0, o0,00,00) = (2 ©2° @
20 ©27) . Ko @ (220 @ 22 ¢ 228 @ 2%7) . K;).

— badg: Ji € [¢.] and a permutation index a € [w] such that Of =
(Ko ® K1) ® (2%Ko © 2°°K)).

— badig: Ji € [¢.] and distinct permutation indices a, 8 € [w] such that
Ol @05 = (2*®2°) - Ko(2** ®2%) - K.

Lemma 7 It holds that

22d(w;1)%(]§ N 2 w(w + 1)qeq? N 24 (w + 1)(“’;”1)ch£

Pr [Qideal € BADT} < 92n >2n o2n

d 2d+41,,3, 2 d 4 2d+41,,4,2,2
22%w3q%q, N 2 w’qeq, L 229wiq?q, n 2 wiq.q,  wqc n (Z’)qc'

+ 22n 22n 22n 2371 on on

We provide the proof of Lemma 7 in Appendix A.

Good Transcripts: It remains to study the interpolation probabilities of good
transcripts.

Lemma 8 Let v & w + 1 and ge + v(gp + ¢c) < 2"/2(w + 1). For any good
transcript 7 = 7. UTo U ... Ty U {Kp, K1}, it holds that

PrlOreat =7] | _ 4vtqd + whqlqy + viqeq?
Pr[@ideal = T] - 22n ’

The proof of Lemma 8 is defered to Appendix B. Our claim in Theorem 5
follows from Lemmas 1, 7, and 8. [
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8.2 Security Result of DS-SoEM

We consider DS-SoEM[P|k with d = 1, P « Perm(F%), Ko, K1 « F%, and
K = (Ky, K1). For the simplicity of the notation, we write DS-SoEM|[P]k as
DS-SoEM. Note that the security result of DS-SoEM can be trivially deduced
from the security result of DS-XORPP by putting the value of w = 1,d = 1 and
letting K| = Ko ® K, and K| = 2K, ®2?K; in Theorem 5, where K, and K]
are the keys of DS-SoEM. It remains to argue that K{, and K| are statistically
independent random variables. This is easy to see as the two equations Ky® K1
and 2K, @® 22K, are linearly independent, where K, K are uniformly sampled
two independent n-bit keys, i.e, for any pair of n bit string k{, k1,

Pr[K} = ki, Ky = k}] = 272",
This holds true as

Pr[K} = ki, K1 = k}] =Pr[Ko ® Ky = k{y, 2Ko @ 22K, = k}]

which can be equivalently written as

1] (K] [k
el ][] - - -
——
A/

Since the matrix A’ is non-singular, using Lemma 3 we can deduce the prob-
ability in Eqn. (26) is exactly 272". Moreover, it is also easy to see that

Pr[K} = k(]| =Pr[K| =kj|=2"",

which establishes the independence the round keys used in DS-SoEM. Thus,
the secrurity result of DS-SoEM is stated as follows:

Corollary 3 Let D be a distinguisher with exactly g. construction queries
and ¢, primitive queries. Let 2¢g, + 3¢, < 2"=2, Then

64¢>  q.  8dlq;
2n6+7+

56¢cq;  100g?
AdvEgseem(D) < % el on 23n

- 22n 2271 2

9 Conclusion

This work has proposed a variant of CENC from public permutations, CENCPP*.
From that base, it is straightforward to obtain a nonce-based encryption
scheme or a fixed-input-length variable-output-length PRF with a security
bound of up to O(22"/3/w?) queries. Our result can be combined with a
beyond-birthday-secure MAC from public permutations to obtain an authen-
ticated encryption scheme. The doubling-based key schedule ensures pairwise
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independent keys for all pairs of permutation inputs in XORPP* and DS-
XORPP. Although the key masks can be cached, for values of w < 2, the
choice of keys can be improved in terms of computations. For w = 1, XORPP*
degenerates to the SOEM construction and can simply use (Kj, K;) for the
permutation calls. For w = 2, XORPP* can use (Ko, Ko @ K1, K1) for the
calls to the permutations to ensure independent keys without the need for
doubling. We see the recent summation-truncation-hybrid by Gunsing and
Mennink [20] to be similar to the sum of permutation, although it is based
on secret permutations. Adapting it to beyond-birthday-bound security with
public permutations seems an interesting future work.
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A Analysis of Bad Transcripts of DS-XORPP

We restate the lemma to aid the reader.

Lemma 7 It holds that

22d (w;q)chf, n 2d+1w(w + l)chf7 n Qd(w + 1)(“’;‘1)ch}27

Pr [eideal (S BADT] < 220 220 92n

2d+1, 3, 2 2d+1, 4,2 2
22dw3q2q, n 2%+ 4cdp + 22wt q2qp + 22+l 4cdp n Wqc n (g)qc

22n 22n 22n 23n on on

Proof. In the following, we study the probabilities of the individual bad events. Before that,
we recall the key-scheduling matrix A as follows:

.
A |12 22 ... 2w
12224 22|

bad; This event considers the collision between the input of P corresponding to a con-
struction query whose last d bits is ()4 and the input to P corresponding to a primitive
query whose last d bits is (a)4, and a similar collision corresponding to construction and
primitive query whose last d bits is (3)4. To bound the event, it must hold that

msb,,_4(2% - Ko ®22* - K1) = I' ® msb,,_q(UZ) and
msbn,d(25 CKo @228 . Kp) = I'e msbn,d(Ug) .

with [2¢ 22%] and [28 228] as the (o + 1)-th and the (8 4 1)-th row of A respectively. The
two equations can be seen as

I' ® msb,_a(U3)
I'e men_d(UE)

20 22| K,
msb,_4 (A’ - K) = msb,, _ . =
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Since all rows of A are pairwise linearly independent, A’ is non-singular. Moreover, Ko
and K are uniform random variables over {0,1}™. Thus, we can apply Lemma 3 and the
probability of this event for a fixed choice of indices is 272("~9), Since one can choose o
and (8 in (w;"l) ways, we obtain from the union bound over all indices

2d (w+1 2
224(" ") qeqy

Pr[bad;] < 52n

bads This event considers the collision between the input of P corresponding to a con-
struction query whose last d bits is (0)4 and the input to P corresponding to a primitive
query whose last d bits is (0)4, and the collision between the output of P corresponding to
the same construction query whose last d bits is {(a)4 and the output of P corresponding to
a primitive query whose last d bits is (8)4 for a € [w] and 8 € [0..w]. For this event, it must
hold that

msb,,_4(Ko ® K1) = I'e menfd(U(]).) and
(2°®1) Ko® (22 ®1)- K1 =0, @ Vj @ VE.
Note that the matrix

1 1
201222 g1

’

is non-singular. Since Ko and K are uniform random variables over {0,1}", the probability
of this event for a fixed choice of indices is 2¢/2%" as follows from Lemma 2. Since one can
choose a in w ways and 8 in w + 1 ways, we obtain from the union bound over all indices

2dw(w+1 2
Pr[bads] < w.
22n

bads This event considers the collision between the input of P corresponding to a con-
struction query whose last d bits is ()4 and the input to P corresponding to a primitive
query whose last d bits is (o), and the collision between the output of P corresponding to
the same construction query whose last d bits is (0)4 and the output of P corresponding to
a primitive query whose last d bits is (8)4 for a € [w] and 8 € [0..w]. For this event, it must
hold that

msb,, _4(2% - Ko ®2%% - K1) = I' ® msb,,_4(UJ) and
2*@1)- Ko (2**®1) K1 =0, Vo V).
Note that the matrix

2a 22a
20@¢1 222 g1

’

is non-singular. Since Ko and K are uniform random variables over {0, 1}", the probability
of this event for a fixed choice of indices is 2¢/22™ as follows from Lemma, 2. Since one can
choose a in w ways and 8 in w + 1 ways, we obtain from the union bound over all indices

de(w + 1)qu12,

Prlbads] < Jom
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bad; This event considers the collision between the input of P corresponding to a con-
struction query whose last d bits is ()4 and the input to P corresponding to a primitive
query whose last d bits is ()4, and the collision between the output of P corresponding to
the same construction query whose last d bits is (8)4 and the output of P corresponding to
a primitive query whose last d bits is ()4 for o and 8 € [w] and v € [0..w]. For this event,
it must hold that

msb,, _q(2% - Ko ®2%% - K1) = I' ® msb,,_4(UJ) and
2*®2°) Koo (2> ®2%) K1 =0, @0y @ Vi e V.
Note that the matrix

2a 2204

’r_
A= 2a®2ﬁ 22(1@22[3

is non-singular. Since K¢ and K are uniform random variables over {0, 1}™, the probability
of this event for a fixed choice of indices is 2¢/2%" as follows from Lemma 2. Since one can
choose a and 8 in (w;’l) ways and v in w + 1 ways, we obtain from the union bound over
all indices

29(w +1)(“5 ") geg?

Pr[bady4] < J2n

bads This event considers the collision between the input of P corresponding to the i-th
construction query whose last d bits is (0)4 and to that of the input of corresponding prim-
itive query and the collision between the input of P corresponding to the j-th construction
query whose last d bits is (0)4 and to that of the input of corresponding primitive query and
the collision between the output of P corresponding to the i-th construction query whose

last d bits is (8)4 and the output of P corresponding to the j-th construction query whose
last d bits is (v)4 for B8, € [w]. For this event, it must hold that

msb,,_q(Ko ® K1) = I' ® msb,,_4(UE),
msb,, _4(Ko ® K1) = I? @ msb,,_q(U}), _
(2P ®27) - Koo (22 @22) K1 =VF @0 @0} @ Vj.

Note that the system of equations above can be rewritten as

Ko @ K1 = U @ (I'|(z)a) = Uy ® (I [[{y)a), (E.1)
P27 Koo (2 ©2*) K1 =Vf® 0,00, o VY,

where z,y € {0,1}?%. We can easily observe that

Pr[(E.1)] = Pr(U§ @ (I'[[{2)a) = U§ ® (17| {y)a)]
- Pr{(E1) | U§ & (I'|[{2)a) = Us @ (17 |[(y)a)]- (27)

Let’s first fix the choice of indices of the two construction queries and the two primitive
queries, and the values of 3, v,  and y. Now in the first case, if the last among four queries
is a backward primitive query (w.l.o.g., suppose it’s Vok to obtain U(’f), then the probability
of Equation (27) comes out to be 2%2% The first 2% comes from the randomness over U
and the second 2% comes from the randomness over Ko @ K. And in the second case, if
the last among four queries is a forward positive query (w.l.o.g., suppose it’s Uéc to obtain
Vok) or a construction query (w.l.o.g., suppose it’s I? to obtain O?), then the probability of

Equation (27) comes out to be 1.2%. The 2% comes from randomness over Ko @ K. In both
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the cases, Pr[(2°0 ©27) - Ko ® (22° @ 227) K1 =V{ & Og <) O% eV = 2% The 2% comes
from randomness over (28 @ 27) - Ko ® (227 @ 227) - K. Since the matrix

1 1
(2 ©27) (2% @ 277)

is full-rank, the probability of the third equation, conditioned on the first two equations
comes out to be 2—1,“ and as a result, the joint probability of all the three equations corre-
sponding to bads comes out to be 23% (in the first case) or 22% (in the second case). In the
first case, one can choose i and j together in (q2°) ways, and k and [ in g, ways each. In the
second case, if the last query is a forward primitive query, then i and j can be chosen in
2(q2c) ways. But the value of the index corresponding to the last primitive query gets fixed
once one fixes the value of the index of the other primitive query (This can be done in g,
ways). Similarly, if the last query is a construction query, then k and ! can be chosen in
qlz, ways. But the value of the index corresponding to the last construction query gets fixed
once one fixes the value of the index of the other construction query (This can be done in
ge ways). Moreover, 8 and ~ together can be chosen in w? ways. Thus, we obtain from the
union bound over all indices and all possible values of x and y,

92d4y2 (4e) g2 92dq,2 (de 92dy,2, o2
Pr[bads] < max < (2)%’ (2)‘110’ qcqp
23n 22n 22n

22dw2 (q;)qg 22dw2 (q;)qp 22dw2ch:§
- 23n + 22n + 22n !

badg This event considers the collision between the input of P corresponding to the i-
th construction query whose last d bits is (a)4 and to that of the input of corresponding
primitive query and collision between the input of P corresponding to the j-th construction
query whose last d bits is (a)4 and to that of the input of corresponding primitive query
for some o € [w] and the collision between the output of P corresponding to the i-th
construction query whose last d bits is (8)4 and the output of P corresponding to the j-th
construction query whose last d bits is ()4 for 8,7 € [0..w] such that o # B, # ~. For
this event, it must hold that

msbn,d(2°‘ Ko &® 22a . Kl) =I'® msbn,d(UC’)f),
msb,_4(2% - Ko @22 - K1) =1 msbn,d(Ufl),
(2Pe27) Koo (¥ 02¥) Ki=VFaV e O, o000, 0.

Note that the above system of equations can be rewritten as
2% Ko © 2°* - K1 = U} @ (I'|[{2)a),

22 Ko 220 - K1 = UL, & (I7||(y)a), o
2fe2) Koo (¥ e2?) - Ki=VieV.eO,e0 a0l e0],

where z,y € {0, 1}d. Using the similar reasoning while bounding bads, we have

22d,w3 (q;)qg N 22d,w3 (qQC)qP N 22dw3ch§

Pr[badG} S 23n 22n 22n
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bad; This event considers the collision between the input of P corresponding to the i-
th construction query whose last d bits is (0)4 and to that of the input of corresponding
primitive query and collision between the input of P corresponding to the j-th construction
query whose last d bits is ()4 and to that of the input of corresponding primitive query
for some o € [w] and the collision between the output of P corresponding to the i-th
construction query whose last d bits is (8)4 and the output of P corresponding to the j-th
construction query whose last d bits is (y)4 for 8 € [w] and v € [0..w] such that « # ~. For
this event, it must hold that

msby, _q(Ko @ K1) = I' @ msb,,_q(U}),

msbn,d(QO‘ Ko &® 22a . Kl) =01 men,d(Uclx)7

(1822926927 - Ko® (1922 @228 9227). K,
=VioVieo,e0,eo].

Note that the above system of equations can be rewritten as

Ko & K1 =U§ & (I'[(x)a) ,

2% - Ko @22 - K1 = UL @ (I7|(v)a) ,

(1e22926327) - Ko® (1 @22 @228 9227). K,
=v}evieo,eoleo],

where 2,y € {0,1}%. Let’s first fix the choice of indices of the two construction queries and
the two primitive queries, and the values of «, 3, v,  and y. The rank of the first two
equations over Ko and K7 is 2 and hence the joint probability of the first two equations
comes out to be 22% Once we bound the probability of the first two equations, Ko and
K1 gets fixed. The probability of the third equation depends on the randomness of different
variables depending on the last query.

1. If the last among four queries is the construction query to obtain O from I?, then the
randomness comes from Oé, and the probability of the third equation comes out to be

2. If the last among four queries is the construction query to obtain O7 from I7, then the
randomness comes from O7, ® O?y, and the probability of the third equation comes out
to be 2—171

3. If the last among four queries is the forward primitive query to obtain VOk from Ué“,
then the randomness comes from Vok, and the probability of the third equation comes
out to be 2%

4. If the last among four queries is the forward primitive query to obtain Voi from U, é, then
the randomness comes from VolU and the probability of the third equation comes out to
be 2%

5. If the last among four queries is the backward primitive query to obtain U(’f from Vok,
then the probability of the third equation comes out to be 1.

6. If the last among four queries is the backward primitive query to obtain U}, from V},

then the probability of the third equation comes out to be 1.

Now, one can choose ¢ and j together in 2(‘126) ways. If the last query is a construction query
or a forward primitive query, then one can choose k and [ in g, ways each. but if the last
query is a backward primitive query, then the value of the index of the last primitive query
gets fixed once one fixes the value of the index of the other primitive query (This can be
done in g, ways). Moreover, /3,7 can be chosen in w? ways and o can be chosen in w ways.
Thus, we obtain from the union bound over all indices and all possible values of z and vy,

92dy3 (9¢) g2 92dq3 () g 22dy3(9e) g2 22dy3 (1c) g
Pr[bady] < max< 23(”2) b 22(712) v < 23(712) Py 22(n2) »
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badg This event considers the collision between the input of P corresponding to the i-
th construction query whose last d bits is (a)4 and to that of the input of corresponding
primitive query for some « € [w] and collision between the input of P corresponding to the
j-th construction query whose last d bits is (8)4 and to that of the input of corresponding
primitive query for some 8 € [w] and the collision between the output of P corresponding
to the i-th construction query whose last d bits is ()4 and the output of P corresponding
to the j-th construction query whose last d bits is (p)4 for 8 € [w] and ~v,p € [0..w] such
that o # v and p # (. For this event, it must hold that

msb,, _ (2% - Ko ® 22® - K1) = I' ® msb,,_4(UF),

msb,_q(2° - Ko ®2%° - K1) =@ msb,,_4(U}) ,

2r@20 @28 @27) Ko @ (220 @ 22> 9 226 @ 227) . K,
:vg@vg@og@og@og@og;.

Note that the above system of equations can be rewritten as

2% Ko @ 2% - K1 = Uk & (I'|[{(x)a) ,

28 Ko®2?? K1 =UL @ (I ||(y)a)

(2r @23 2° §27) - Ko @ (229 @ 222 ¢ 220 © 227) . K
=VioVie O, o0l e0se0),

where 2,y € {0,1}¢. Using the similar reasoning while bounding bad7, we have

22dw4 (q;) q12] N 22d,w4 (112(;) ap

Prlbadg] < 2n 2on

badg To bound the event, it must hold that
2¥+1)-Ko® (22 +1)- K1 = O, .

Since Ko and K are uniform random variables over {0,1}", the probability of this event
for a fixed choice of indices is 2™. Since one can choose « in at most w ways and ¢ in at most
gc ways, we obtain from the union bound over all indices

w

dc
Pr[badg] S on .

bad10 To bound the event, it must hold that
(2 +2°)- Ko & (2** +2%°) - K1 = O}, + O} .

Since K¢y and K; are uniform random variables over {0,1}", the probability of this event
for a fixed choice of indices is 2™. Since one can choose a and 8 in at most (g’) ways and
in at most ¢, ways, we obtain from the union bound over all indices

27L

Pr[badm} S

The bound in Lemma 7 follows from the sum of probabilities of the individual bad events. [
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B Analysis of Good Transcripts of DS-XORPP

It remains to consider the interpolation probability of good attainable transcripts. Again,
we restate the lemma to aid the reader.

Lemma 8 Let v %< 4 + 1 and gec + v(gp + gc) < 2™/2(w 4 1). For any good transcript

T=T1.UTtgU... T U{Kp, K1}, it holds that

Pri@ea = 7] | 40'qd +4vlalep + viaeqy
Pr[eidcal = ’7’} - 22" ’

Proof. Let Allyea1(7) denote the set of all oracles in the real world, and Alligea1(7) the set
of all oracles in the ideal world. Let Comp,,(7) denote the fraction of oracles in the real
world that are compatible with 7 and Comp;q.,1(7) the corresponding fraction in the ideal
world. It holds that

Pr[Breal = 7] _ |Compyear (7)| - |Alligea (7)]
Pr[eideal = T] |C°mpideal(7—)| . ‘A”real(‘r)l

We can easily bound three out of four terms:
Al ear (7)] = (2)? - (2")!

since there exist (2)2 keys and 27! possible permutations. The same argument holds in the
ideal world, i.e.,

|Allgear (7)] = (27)2 - (27)! - (2™)*",

. . n . . .
combined with (2%™)2" random functions for the answers to the construction queries. More-
over,

|Compigear(7)] = (27)*" 7% - (2" — (w +1) - gp)!

compatible oracles exist in the ideal world, where (2“’")2n_q6 are the random function
oracles that are compatible with the construction query transcripts and (2 — (w + 1)gp)!
permutation oracles that are compatible with primitive query transcripts. Now, it remains
to determine |Comp,,;(7)|. Note that

|Comp, o (T)] = '{P : DS-XORPP[P,w]k ~ e A [\ P+ TaH .

a=0

For a € [0..w], let Domq denotes the set {U% : (UL, VZ) € 7o} and Ran, denotes the set
{V& (UL, VL) € Ta}, then AW_ P — 7o equivalently means that for each a € [0..w], P
maps elements from Domg, to Ran. Now, in order to compute |Comp,..,; (7)|, we regroup the
queries from 7¢, 7o, ..., Tw to T2V, 7gV, ..., 74, Using the similar regrouping technique,
the new transcript sets are initialized by their corresponding old parts, and reordered as
follows:

1. if 3i € [ge], j € [gp], such that Ui = UJ, then

— TheW ¢ rhew\ [(TP 0%} and

— for all a € [w], 7AW < 0™ U {(UL, Vi @ OL @ (2° 1) - Ko ® (22 ® 1) - K1)}
2. if 3 € [gc], J € [gp), and « € [w] such that l/j& = U, then

— rhew o rnew\ {(Ji O)} and

— i e U (UG VI @ 0L @ (2@ 1) - Ko @ (22 ®1) - K1)} and
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— for all B € [w] with B # a, 75 « 71V U {(U},Vd & O, ® 04 & (2° 2°) - Ko &
(22> @ 228) - K1)}
Note that the addition of elements in Steps (1) and (2) is sound. For Step (1),
— since (75 collides with Ug, ﬁ; cannot collide with any UE for a € [w] due to bad;.
— Similarly, (Voj SOLD (2@ 1) - Ko @ (222 @ 1) - K1) cannot collide with any Vé“ for
B € [0..w] due to bads.
— Moroever, (Vi ® 0% @ (2°® 1) - Ko ® (22* ®1) - K1) is distinct due to bads and bady.
For Step (2),

— since U}X collides with Ug for o € [w], neither [75 can collide with any U(’f nor ﬁé can
collide with any U;; for B € [w] with 8 # a due to bad;.

— Similarly, (Vi @ 0L @ (2°® 1) - Ko @ (22* @ 1) - K1) cannot collide with any Vé“ for any
B € [0..w] due to bads and

- (Vd @O, & 04 & (2*®2°) - Ko ® (22 @ 22°) - K1) cannot collide with V. for any
~ € [0..w] due to bady.

— Moroever, (VI & OL®(2°P1)- Ko @ (222 ® 1) - Ky) is distinct due to badg and bads.

Further note that such an addition of elements (z, y) in the transcript 72" for a € [0..w] also
updates the set Domq <~ Domy U{z} and Ran, + Rann U{y}. Now, given g, constructions
queries and g, = (w+1)gp primitive queries to the permutation P in the original transcript,
let the numbers of queries moved from 7. be r which includes total s, elements into the
primitive partial transcripts 7o for a € [0..w]. Thus, the number of queries in the new
construction transcript is denoted by ¢’ = g.—r. Moreover, we define g, = gp+5q, for all 0 <
o < w and for each a € [0..w], sa < ge. The w + 1 sets of transcripts, (75, 7%, ..., T2
define exactly (q(/,q{,---,qy) input-output tuples for P. What remains is the counting of
the number of permutations P that satisfy these g{ + ...+ ¢, tuples, and that could give
the remaining transcript 7€V, i.e., we are interested to count the number of permutation P
that satisfies the following system of equations:

E; =

P @ P(U1) = 0L, @2 - Ko @ 22% - K1 @ Ko ® K1,

where i € [¢], UL = I' ® msb,,_4(2% - Ko ® 22 - K1) || {@)4 for all {(I?,0%)} € 7%, along
with the fact that for each a € [0..w], P maps Do to Ra, where Dy = {0,1}™ \ Dom, and
Ra ={0,1}™ \ Rany. Since 7 is a good transcript, it follows that the constants in the right
hand side of each equation of E;, i.e., Oé D 2% . Kg ®2%2*. K1 ® Ko @ K1, is non-zero, for
a € [w] (due to badg). Similarly, due to badig, we have all the constants in the right hand
side of equations E; distinct from each other. Note that,

Domg def {UL - (UL, Vi) € Thew

Rana (v : (Ui, Vi) e rnew).

It is easy to see that |Do| = |Ra| = (2™ — gp — sa). Note that, for each a € [0..w],
veout = {0,1}™ \ Ra is the set of range values of P that are prohibited (basically these are
the V values in 74 ). Now, for j = [0..¢' — 1], let

{(P(1]77P‘(7)+177P111)77le)+1)}‘ (28)

be the number of solutions that satisfy

def
Aj1 =
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(1) the system of equations E{ UEa U... UE;41.

(2) For all a € [0..w], it holds that P4 ¢ {PL,..., PJ,} URano URan; U...URan, .

Then, the goal is to define a recursive expression for Aj 1 from \; such that a lower bound
can be found for the expression Ajy1/A;. It holds that

|Compyeqi (T)] = Agr - < <Z do+(w+1 ))'

Pr[@real = T] _ )‘q’ . (2n (Z =0 Q(x (’LU + 1)ql))'
Pr[@ideal = T] (2 - (w + l)qp)!

We obtain

(2w (29)

Let B(1) denote the set of solutions that comply with only Condition (1) without considering
Conditions (2.0) through (2.w). Moreover, let By ,.;) denote the set of solutions compatible
with Condition (1), but not with (2.0 : ), fori = 1,...,j+> %_,|Rana|. From the inclusion-
exclusion principle, it follows that A;;1 can be written as

j+I[Rang|+...4+|Rany, | j+|Rang|+...4|Rany |

|B(1)| - ( U B(Q.O:i)) U---u ( U B(Q.w:i))

=1 =1
j+|Rang|+...4|Rany | j+|Rany [+...4+|Rany |
> |B(1)| - Z IB.o:yl| =+ = Z 1B(2.0:0)]
i=1 i=1
j+|Rang|4...4|Rany, | j+|Rang|+4...4|Rany, |
>2m N — > Nj— - > Aj
=1 =1

So, it follows that

w w
Ajp1 >2" N — <j+2qg> A== <j+2qg> A
a=0 a=0
where recall that ¢/, = gp + sa for a € [0..w]. Therefore,

A;’flzzn—<w+1>j—<w+1><qu>.

J a=0

with Ag = 1. Let s = s9 + ... + Sw. It follows from Equation (29) that

s—1 q -1
9 =11 5 D = v
o2t —(w+1)gp —t A Tla=o(@" = X k=0 a4 — 34" — 9)

=0

q '—1
2" —(w+1)j—(w+1) 0 d! -
B H < a=0(2" =22k q) —iqd —j) >2 ' (30)

We use qsIJm = Zk 04y and define p = (¢’ + gsum)/2". Note that, 0 < p < 1 and therefore
by applying Lemma 4 on Eqn. (30), we have

(30) > qH1< @MY = (w1 'P'Q”‘w+l)> (31)

2n —p- 2n))w+1
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q -1
1—(w+1)p
2 32
T (e =
_ 1_—[ w+1)p
0 1= (w4 p+ (“FYp?
_ o 1— (w+1) q +QSum)2
j=0 (w+1)27(q" + gsum) + (w+1) (¢' + gsum)?
/—1 w+1
(] +QSum)
> T (1 o ) (33)
3=0
1 2./ m
Z (1 (UJ+ ) (12(2(3l + gsu ) ) (34)
(1) 2(g3 4+ 292 2 2
> (1 v? (g2 + 2q2v(qgc +2q§73+qcv (gc + ap) )) (35)
A3 + 1ty + vigeq?
> (1 _ d'g v;nqp v chp). (36)

Note that, (w+1)2"(¢' 4+ gsum) — (”;‘1) (¢' +gsum)? < 227/2 as ¢/ +qsum = ¢’ + e _gdn =
¢ + (w+1)gp + > 0_gSa and for each o € [0..w], sa < ¢c and ¢’ < g, it follows that
gsum < (w + 1)(gp + gc), and thereby ¢’ + gsum < ge + (w + 1)(gp + gc) < 27/2(w +1). (1)

follows due to v def w+1 and ¢’ < ¢gc and gsum < v(gp + gc). which concludes our proof. [
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