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Abstract. Zero-Knowledge (ZK) protocols have been a subject of intensive study due to their funda-
mental importance and versatility in modern cryptography. However, the inherently different nature of
quantum information significantly alters the landscape, necessitating a re-examination of ZK designs.

A crucial aspect of ZK protocols is their round complexity, intricately linked to simulation, which
forms the foundation of their formal definition and security proofs. In the post-quantum setting, where
honest parties and their communication channels are all classical but the adversaries could be quantum,
Chia, Chung, Liu, and Yamakawa [FOCS’21] demonstrated the non-existence of constant-round black-
box-simulatable ZK arguments (BBZK) for NP unless NP C BQP. However, this problem remains
widely open in the full-fledged quantum future that will eventually arrive, where all parties (including
the honest ones) and their communication are naturally quantum.

Indeed, this problem is of interest to the broader theory of quantum computing. It has been an
important theme to investigate how quantum power fundamentally alters traditional computational
tasks, such as the unconditional security of Quantum Key Distribution and the incorporation of Obliv-
ious Transfers in MiniQCrypt. Moreover, quantum communication has led to round compression for
commitments and interactive arguments. Along this line, the above problem is of great significance
in understanding whether quantum computing could also change the nature of ZK protocols in some
fundamentally manner.

We resolved this problem by proving that only languages in BQP admit constant-round fully-
quantum BBZK. This result holds significant implications. Firstly, it illuminates the nature of quantum
zero-knowledge and provides valuable insights for designing future protocols in the quantum realm.
Secondly, it relates ZK round complexity with the intriguing problem of BQP vs QMA, which is out
of the reach of previous analogue impossibility results in the classical or post-quantum setting. Lastly, it
justifies the need for the non-black-boz simulation techniques or the relaxed security notions employed
in existing constant-round fully-quantum BBZK protocols.
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1 Introduction

Zero-Knowledge (ZK) protocols, pioneered by Goldwasser, Micali, and Rackoff [GMRS&5], enable a
prover to demonstrate the truth of a statement (e.g., one in an NP language) without disclosing
additional information (e.g., the NP witness) beyond the statement’s truthfulness. Since their
inception, ZK protocols have garnered considerable research interest and emerged as a cornerstone of
cryptography. Apart from serving as versatile primitives, ZK protocols are integral to secure multi-
party computation (MPC), another cornerstone of modern cryptography. Furthermore, exploration
of ZK protocols has unveiled intriguing aspects of computational complexity theory, as evidenced by
various studies [IY88, SV97a, SV97b, BGGT90, BM0O90, GSY19, GIK'23] etc. Thus, investigating
the nature of ZK protocols is of significant importance.

Round Complexity and Black-Box Simulation. A crucial aspect of ZK protocol research is
understanding their round complexity, which is intricately linked to the concept of simulation, upon
which the formal definition of ZK protocols (and consequently their security proofs) relies.

The formal definition of ZK mandates the presence of a simulator S that interacts with a
malicious verifier V* and convinces V* that it is communicating with the honest prover. Importantly,
S possesses no secret input akin to that of the honest prover. Thus, the success of S in convincing
V* encapsulates the intuitive essence of ZK protocols — V* gains no extra information (other than
the statement’s truthfulness) from the interaction with the honest prover.

Typically, the simulator S interacts with V* in a black-bor manner, meaning that S solely
leverages the Input/Output behavior of V* and treats it as an oracle. This black-box approach is
arguably the most natural choice for simulation, often being simpler and more modular compared to
non-black-box methods. Indeed, black-box simulation is widely employed in most positive results for
ZK (and MPC) protocols, including notable works such as [GMW86, FS90, GK96a, BCY91, BJY97],
among others (exceptions are discussed in Sec. 1.2).

Strong impossibility results have been established for ZK arguments® employing black-box
simulation (dubbed BBZK henceforth). Goldreich and Krawczyk [GK96b] demonstrated that no
three-round BBZK protocols or public-coin constant-round BBZK protocols for NP exist unless
NP C BPP. Barak and Lindell [BL02| further established that constant-round BBZK protocols
with strict polynomial-time simulation are non-existent unless NP C BPP. Here, strict polynomial-
time simulation indicates that the simulator always runs in a fixed polynomial time, unlike an ex-
pected polynomial-time simulator whose runtime is polynomial time only in expectation. Notably, as
per [BLO02], all existing constant-round BBZK protocols for NP rely on expected polynomial-time
simulation.

These impossibility results significantly advance our comprehension of zero-knowledge and offer
valuable guidance for positive results (i.e., constructions).

BBZK in the Quantum Era. All the above results are in the classical setting. However, it
is known that quantum information behaves in a fundamentally different manner. This poses an
intriguing question: What can we say about the round complexity of ZK protocols in the quantum
setting? Toward answering this question, two models need consideration — the post-quantum model
and the fully quantum model.

Post-Quantum ZK. This is the model where honest parties and their communication channels are
all classical, but the adversary could be a quantum machine. This model is particularly interesting

5 This refers to ZK protocols with computational soundness guarantee.



in the near future, where adversaries may gain early access to quantum computing capabilities
while honest parties are not required to catch up to remain protected against them.

Exciting progress has been made in this model. The recent breakthrough by Bitansky and
Shmueli [BS20] presents a constant-round post-quantum ZK argument for NP using non-black-box
simulation. On the other hand, Chia, Chung, Liu, and Yamakawa [CCLY21] show that there does
not exist a constant-round post-quantum BBZK for NP unless NP C BQP. It is worth noting
that the result by [CCLY21] holds even for ezpected quantum-polynomial-time (QPT) simulation.
Thus, it is not merely a analogue of [BL02], but rather represents a qualitatively stronger impossi-
bility result in the post-quantum setting. These two results together essentially provide a complete
characterization of the round complexity of BBZK in the post-quantum setting.

Fully-Quantum ZK. This model represents the full-fledged quantum scenario meant to capture
the future quantum landscape, where all parties (including the honest ones) and communication
channels are allowed to be quantum. Unlike the post-quantum model, the fully-quantum capabilities
across all parties in this model opens up new possibilities. One example is the existence of ZK
protocols for QM A, which is infeasible in the post-quantum setting because classical honest provers
cannot utilize quantum QMA witnesses.

In contrast to the post-quantum model, our understanding of the round complexity of fully-
quantum BBZK is rather limited. While there exist fully-quantum BBZK protocols for NP and
even QMA (e.g., [BJSW16, BG20], etc.), they require at least super-constant rounds. Regarding
impossibility results, due to the quantum power of the honest parties, it is unclear if the aforemen-
tioned results in the post-quantum setting still hold. The only marginally relevant result is the work
of [JKMRO09], which demonstrates the nonexistence of constant-round public-coin (or three-round
but potentially private-coin) post-quantum BBZK proofs for NP unless NP C BQP; this result
is relevant because it holds even if the last message in the protocol is quantum. In summary, the
central problem in the area remains widely open:

Question: Do there exist constant-round fully-quantum BBZK protocols for NP (or QMA )
with strict (or expected) QPT simulation?

It is worth noting that this question is of interest to the broader theory of quantum com-
puting. It has been an important theme to investigate how quantum power fundamentally alters
traditional computational tasks, such as the unconditional security of Quantum Key Distribution
[BB84] and the incorporation of Oblivious Transfers in MiniQCrypt [GLSV21, BCKM21]. Ad-
ditionally, quantum communication has led to round compression for commitments [Yan22] and
interactive arguments [KW00, KKMV09, BQSY24]. Along this line, this Question is of great signif-
icance in understanding whether quantum computing could also alter the nature of zero-knowledge
protocols in some fundamentally manner.

Moreover, answers to this Question hold significance for the following reasons:

1. Similar to the impossibility results in the classical and post-quantum settings, answers to this
Question would help further our understanding of zero-knowledge and serve as valuable guidance
for protocol design in the full-fledged quantum future.

2. Answers to this Question would relate zero-knowledge with the intriguing problem of BQP vs
QMA, while post-quantum protocols could at most relate to BQP vs NP, as explained above.

3. Recent works (e.g., [CCY21, CCLY22|) have achieved constant-round constructions for post-
quantum ZK and even 2PC w.r.t. a relaxed security notion called e-simulation. These results,
along with the aforementioned [BS20, CM21] which utilize non-black-box simulation, all extend



to the fully-quantum setting®. Without any answers to the above Question, it remains unclear
whether these results, when viewed in the fully-quantum setting, are truly optimal (in the sense
that the relaxation to e-simulation or the use of non-black-box simulation is really necessary).

1.1 Owur Results
We answer the above Question by establishing the following impossibility result.

Theorem 1. For any language L, if there exists a constant-round fully-quantum BBZK protocol
with expected QPT simulation, then it holds that L € BQP.

It is worth noticing that Thm. 1 rules out expected QPT simulation, and thus it can be viewed
as the exact analogue of the [CCLY21] impossibility in the fully-quantum context. However, our
techniques to establishing Thm. 1 diverge significantly from [CCLY21] due to the fundamentally
different nature inherent in fully-quantum protocols. Further discussion on this matter will be
provided in Sec. 2.

As mentioned earlier in Item 2, since Thm. 1 is about quantum protocols, it allows us to connect
zero-knowledge with the quantum complexity class QIMA , which we state as the following corollary.

Corollary 1 (of Thm. 1). There does not exist any constant-round fully-quantum BBZK protocol
for QMA (resp. NP ) unless QMA C BQP (resp. NP C BQP).

Lastly, as previously mentioned in Item 3, Thm. 1 justifies the necessity, in the fully-quantum
context, of (1) the use of non-black-box simulation in [BS20], (2) the relaxation to e-simulation
in [CCY21, CCLY22|, and (3) the non-constant round complexity observed in existing BBZK or
secure quantum computation protocols with black-box simulation, e.g., [DNS12, BJSW16, BG20,
DGJ*20, GLSV21, ACL21] etc.

1.2 More Related Work

In the classical setting, there exist constant-round constructions of ZK (and even MPC) that utilize
non-black-box simulation to bypass the [BL02] lower bound, e.g., [Bar01, BG01, Lin03, Pas04, BP12,
Goy13, CPS13, PPS15, GOSV14], etc. But compared with black-box simulation, our knowledge of
non-black-box simulation is still limited.

We summarize additional impossibility results that are not directly related to the current work.
[Kat08] proved that there does not exist a four-round ZK proof with black-box simulation for
NP unless NP C coMA. [HPV20] showed that only languages in coMA admit a four-round
fully” black-box ZK argument based on one-way functions. [KRR17] demonstrated that there does
not exist constant-round public-coin ZK proofs for NP even with non-black-box simulation under
certain assumptions on obfuscation. [FGJ18] showed that there does not exist three-round ZK
proofs for NP even with non-black-box simulation under the same assumptions.

The recent work by Lombardi, Ma, and Spooner [LMS22] introduced a new notion for simulation
called coherent-runtime expected QPT simulation. This notion allows the simulator to execute
expected QPT procedures coherently, resulting in a superposition over computations with different
runtimes, and subsequently “revert” the runtime by executing the same computation in reverse.
Utilizing this simulation notion, [LMS22] achieved a set of interesting results that bypass the lower
bounds established by [CCLY21].

5 It means that they also achieve quantum ZK for QMA or quantum 2PC for quantum functionalities.
" This means that not only the simulation but also the construction is black-box (see [RTV04]).



We note that the current work focuses exclusively on the notion of expected QPT as adapted
by [CCLY21]. For a detailed discussion on the provenance of (expected) quantum polynomial-time
Turing machines, please refer to Section 1.2 of [LMS21], particularly Footnote 2 therein.
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2 Technical Overview

At a high level, our approach to Thm. 1 aligns with the paradigm established by [BL02, CCLY21]
in the post-quantum setting. However, the fully quantum nature of the protocol introduces funda-
mentally different challenges.

In the following subsections, we begin by reviewing the approach proposed by [CCLY21]. Sub-
sequently, we elucidate the obstacles encountered when attempting to generalize their technique to
the fully quantum setting. Finally, we present our novel strategies to surmount these obstacles.

2.1 On the [CCLY21] Approach

[CCLY21] establishes that only languages in BQP admit constant-round post-quantum BBZK
(PQ-BBZK) with expected QPT simulation. At a high level, their approach operates in two main
steps:

— Step 1: Initially, for any language £, the method begins by assuming the existence of a constant-
round PQ-BBZK protocol (P, V) with a strict QPT simulator S. Next, it constructs a specialized
malicious verifier V based on the honest V. Then, it builds a QPT decider for £ using this V
and the simulator S, thereby placing £ in BQP.

— Step 2: This step extends the above result concerning strict QPT simulation to ezpected QPT
simulation. To achieve this, the authors create another malicious verifier V', which effectively
runs the honest 1V and the aforementioned V in superposition. They then prove that if an
expected QPT simulator S exists, simulating the view of V', it can be truncated into a strict
QPT simulator &’ while still providing sufficient simulation guarantees. Specifically, S’ and V'
can be leveraged to construct a BQP decider using a similar argument as in Step 1, thereby
ruling out expected QPT simulation as well. This step crucially relies on the quantum nature
of V' and &', a characteristic absent in the classical setting, where prior work such as [BL02]
fails to extend to expected polynomial-time simulation.

Throughout this technical overview, our sole focus will be on Step 1. This is because our approach
in the fully quantum setting mirrors the two-step structure outlined above, with our Step 2 closely
resembling that of [CCLY21]. Consequently, in the subsequent discussion, we will exclusively reca-
pitulate the techniques pertaining to Step 1, as it is the pertinent component for understanding
our new ideas later.



The main idea behind Step 1, originating from [BL02], involves constructing V as a random-
aborting variant of the honest V. At each round k& € [K], where K denotes the constant round
complexity of the protocol, V operates as follows: it initially applies a function H. (explained
shortly) to the prover’s messages (pi,...,px) received up to that point (referred to as the prefiz).
If H.(p1,...,px) = 0, V halts immediately and outputs a rejection symbol L; otherwise (i.e.,
H.(p1,...,px) = 1), V behaves identically to the honest V. Here, H, is a random function® that
takes input of variable length k € [K] and maps each (p1,...,pr) to 1 (or 0) with a properly chosen
probability € (or 1 —¢). Subsequently, a BQP decider B can be constructed as follows: given input

z, B(x) simply executes the simulator SV(@) (z) with black-box access to V(z) and outputs the result

produced by SV@) (). To demonstrate that B indeed functions as a valid BQP decider, it suffices
to establish the following:

— Completeness: For any = € L, B(x) outputs acceptance with inverse-polynomial probability
1/poly(|z);

— Soundness: For any = ¢ £, B(z) outputs acceptance with negligible probability negl(|z|).

To establish completeness, we observe that during the real execution between ]7(:):) and the
honest prover P(z,w) with witness w for z, V() will output acceptance with a probability of at
least eX. This probability arises because V(z) behaves identically to the honest verifier, conditioned
on the function H. outputting 1 in each of the K rounds. Subsequently, owing to the ZK property,
SY(®) () will output acceptance with a probability of at least e — negl(|z|), which can be lower-
bounded by an inverse polynomial. This is achievable due to the fact that K is a constant, coupled
with a suitable choice of €.

The proof of soundness is rather intricate. Let us first outline it in the classical context in
[BL0O2], where the idea originated. Assuming for contradiction that B(z) outputs acceptance with
some non-negligible probability §(|z[) for some = ¢ £, [BL02] illustrates how to transform B into a
malicious prover P that induces the honest verifier V to accept x with probability §(|x|), thereby
compromising the soundness of the original ZK protocol. The approach involves 75($) internally

running the SV@) (x) as B(x), while externally interacting with the honest verifier V(z). For each
k € [K], when S queries its oracle with input (p1,...,px) to determine the next verifier’s message

vk, P(x) sends py to the external verifier V(z) to obtain vy, which it then forwards to S as the
response.

Initially, it is unclear whether such a 75($) would be effective due to a significant discrep-
ancy: the internal S might rewind its oracle V to obtain the next message for two distinct history
transcripts (p1,...,px) # (P}, .- .,p}), while the external verifier V(x) anticipates a “straight-line”
interaction with P(z). [BLO2] resolves this issue using the following strategy: through a careful
selection of €, it is very unlikely that S could find (pi,...,pr) # (P},...,p)) for some k € [K]
so that He(p1,...,px) = H:(p},...,p},) = 1. Consequently, if S has already acquired a message
vk pertaining to a (p1,...,pr) that satisfies H., we can confidently presume that all subsequent
queries by S in the form of (p),...,p}) do not fulfill the condition imposed by H.. According to
the definition of 17, responses to such queries do not necessitate P to engage with the external V,
as the response is simply the symbol 1. Hence, all messages relayed by P between the internal S
and the external V indeed align with a “straight-line” execution.

8 Although the use of such a random function may render 1% inefficient, this can be rectified by replacing H. with a
g-wise independent hash in the final BQP decider. Hence, for the sake of clarity, we will continue to employ H.
throughout this overview without loss of generality.



The Measure-and-Reprogram (MnR) Technique. The post-quantum setting considered in
[CCLY21] introduces a fundamental departure from the classical framework described in [BLO2].
A quantum simulator S has the capability to execute quantum queries to its oracle V, which in
turn prompts quantum queries to the random function H.. Notably, a single quantum query to H.
enables S to acquire the responses vy for multiple prefixes (pi,...,pr) in superposition. Thus, it
becomes unclear if the aforementioned idea from [BLO02] could work in this setting.

To address this challenge, [CCLY21] utilized the measure-and-reprogram (MnR) technique, orig-
inally developed to establish the post-quantum security of the Fiat-Shamir transform [DFMS19,

DFM20]. First, note that the operation of S¥(*)(x) can be conceptualized as that of an oracle ma-
chine SIM*« (z), with H. acting as the quantum oracle. Let Hy denote a null oracle that outputs
0 for all inputs. [CCLY21] propose replacing SIM*¢(z) in the description of B(z) with a “MnR
version” of a new game SIM0(z), which is almost identical to SIM#=(z), except for the following
distinctions:

1. It initializes the oracle as Hy (instead of H.).

2. Assuming SIM makes g quantum queries to its oracle in total, the game begins by randomly
selecting K queries out of all these ¢ queries. These selected queries are intended to be measured
(see the next step).

3. Each time SIM makes a query intended for measurement, the game measures this query to
determine a classical prefix (p1,...,pr). The oracle is then “reprogrammed” to output 1 for
input (p1,...,pr). Subsequent queries are answered using this updated oracle (until it gets
reprogrammed again).

By utilizing this revised definition of B(z), [CCLY21] successfully adapts the arguments from [BLO02]
to their post-quantum setting as follows:

For completeness, it relies on a so-called MnR lemma (established in [DFMS19, DFM20, YZ21]),
which asserts that the output of the “MnR version” of SIM*° does not differ much from the game
SIMH0_ Furthermore, SIM° does not differ much from the original game SIM* due to the sparsity
of the random function H.. As previously argued, SIM= outputs acceptances for x € £ with a
“good” probability due to the ZK guarantee; then, so does the new B(x) that utilizes the “MnR
version” of SIM#0,

For soundness, first note that the MnR version of SIMH0 initiates with the null oracle Hy. As
the execution progresses, it undergoes reprogramming to output 1 solely for the measured, classical
(instead of super-position) queries made by SIM. This essentially facilitates the recovery of the
[BLO2] arguments to establish that the messages relayed by P between the internal MnR version
of SIMH0 and the external verifier V indeed constitute a “straight-line” execution. This eventually
completes the reduction from the soundness of B(z) to that of the original ZK protocol. (Further
discussion on this matter will be provided shortly.)

Benefits of the Classical Nature of the Protocol. In the forthcoming discussion, we emphasize
the aspects where the above [CCLY21] techniques rely on the classical nature of the ZK protocol.
It is worth noting that while some of these aspects were only implicit in [CCLY21], we need to
articulate them more explicitly as they represent the obstacles in our setting where the honest
parties are fully quantum.

Benefit 1. The most apparent benefit lies in the classical nature of the prover’s messages. This
is pivotal for adapting the random-aborting technique from [BLO02| to the post-quantum setting,



where the H. is evaluated on the classical prover messages at each round, determining whether %
needs to prematurely abort.

Benefit 2. Note that V is constructed from the classical honest V), thus also maintaining a classical
nature. Once we fix the random tap r of i;, the machine 97« becomes deterministic. Specifically,
since V, is deterministic, when fed with the same prover’s messages (p1, ..., px), it will consistently
output the same next message vg. This point is crucial for the final construction of the malicious
prover P.

Recall that P internally runs the simulator, which may attempt to rewind the execution. At
a certain round k, S may ask to view the verifier’s message multiple times via rewinding. While
the MnR technique with the Hy oracle could limit S to learning the value v for only one prefix
(p1,---,Pk), it cannot prevent S from requesting to view the response to the same (p1, ..., px) again.
Now, since l~)r is deterministic, the response must be v; again. This implies that P only needs to
learn the value v from the external verifier only once to accommodate the internal S.

To further illustrate this advantage, let us momentarily assume that the verifier is not deter-
ministic, meaning that when queried on (p1,...,px), it may provide different vy values. In such
a scenario, to perfectly simulate the environment for the internal S, P would need to forward
(p1,-..,pk) externally to learn the (potentially different) response vy when requested by S. How-
ever, note that in this soundness reduction, P interacts with the external verifier in a straight-line
manner. Consequently, P is not permitted to query the external verifier twice on the same prefix.

Benefit 3. The last benefit also pertains to the determinism of 17“ albeit in a more subtle manner.
It relates to an inherent feature of the MnR technique that was not explicitly mentioned in the
previous discussion. To grasp this issue, let us revisit the steps outlined in Items 2 and 3, where K
queries are selected to be measured. Although it can be argued? that these measured queries would
ultimately form a complete transcript, there is no guarantee that the prover’s messages will appear
in the desired order.

To delve into this further, consider the scenario where the k-th (k € [K]) selected query to be
measured from the oracle corresponds exactly to some (p1,...,pg), enabling P to straightforwardly
forward py to learn the response vy. However, this ideal situation does not always occur. For
instance, imagine the case where the constructed P has yet to send any message to the external V.
Ideally, the subsequent move would involve P forwarding the first prover message p1, obtained by
measuring the first selected query from the internal SIMA0 to learn V’s response v;. However, it is
indeed possible that the first measurement results in a query format of (p1,p2) instead. Intuitively,
this represents a discrepancy where the internal execution of SIMH0 advances to round 2 while the
external execution between P and V has not even commenced.

Indeed, this is a known issue in the literature, including the original MnR paper (see [DFM20,
Section 4.1]). Typically, it poses no significant problem for post-quantum applications. For instance,
[CCLY21] tackled it by leveraging the determinism of the verifier (once the random tap is fixed)
as follows: in the scenario described earlier, P can pause the internal execution and “synchronize”
the external execution as follows: first, P sends p; (in the measurement outcome (p1,ps)) to the
external V to learn and store the response v1. Then, it sends the ps to the external V to learn
ve. Now that P has obtained the message ve required for subsequent execution, it can resume
the internal execution. Additionally, if a future selected query from SIMH0 measures to pi, P can
respond using the v; obtained earlier. This strategy works due to the deterministic nature of the

 The argument is not immediately evident and requires a close examination of the MnR technique. However, we
choose to omit the related intricacies as they are less pertinent to the current discussion.



verifier. Specifically, when the random tap is fixed, the response to p; is always vy, irrespective of
whether V, has previously been invoked on (p1,p2) or not.

We next shift our focus to our proposals in the fully quantum setting, specifically addressing
how to handle the aforementioned dependency on the classical nature of the honest parties (or the
protocol).

2.2 Non-Programmable EPR Model with Classical Prover Messages

To address the reliance on the prover’s classical messages, as discussed in Benefit 1, we introduce
an intermediate model for zero-knowledge protocols that partially “de-quantizes” a fully quantum
protocol. This model, which we will refer to as the Non-Programmable EPR (NPE for short) model,
operates as follows. In the NPE model, a trusted third party prepares a polynomial number of EPR
pairs. At the start of the protocol, the prover and verifier each possess half of these EPR pairs.
Throughout the protocol, they are permitted to utilize these EPR pairs. When defining the zero-
knowledge property, the simulator holds the prover’s shares of the EPR pairs. It is crucial to
emphasize that in the definition of zero-knowledge, the simulator and verifier’s EPR shares are still
prepared and distributed by the trusted party. This stands in contrast to the widely-used Common
Reference String (CRS) model, where the simulator is responsible for generating the CRS when
defining zero-knowledge.

We next argue that if there exists a K-round fully-quantum BBZK protocol (in the standard
model), then it can be converted into a K-round BBZK protocol in the NPE model, where all
messages sent by the prover are classical. Roughly, this is because the prover can always use
quantum teleportation to transmit the originally quantum prover message. In more detail, whenever
the prover needs to send a quantum message py, it instead does the following: The prover performs
a teleportation measurement on the (originally quantum) message p; and the EPR registers that
are meant to be used for this round, to obtain a classical measurement outcome pj (i.e., the
teleportation keys) and sends it to the verifier. Using p; and the corresponding EPR shares on the
verifier’s side, the verifier can recover the original message pi. Then, it behaves as in the original
protocol — generating vy, sending v to the prover (note that we do not ask the verifier to perform
quantum teleportation), and moving to the next round.

The aforementioned transformation clearly preserves the round complexity of the original quan-
tum protocol. Furthermore, it can be shown that completeness, soundness, and zero-knowledge
properties are all maintained. This follows from rather standard techniques, so we will not delve
into further detail beyond mentioning the intuition behind the preservation: the EPR pairs are
solely used as a means for teleportation, effectively “de-quantizing” the prover’s messages; they do
not alter the inherent properties, such as soundness or the ZK property, of the original protocol.
For more details, please refer to Sec. 5.2 and Sec. 5.3.

With the above claim, it now suffices to establish Thm. 1 in the NPE model and assume that
all the prover messages are classical.

Finally, it is worth mentioning that the above de-quantization approach only provides us with
a well-defined random-aborting behavior for the verifier. However, it remains uncertain whether
this model truly offers substantial benefits, as both the verifier and the simulator still perform
inherently quantum operations. Moreover, the NPE model comes at a price: it introduces pre-shared
entanglement between the prover and the verifier, which may potentially complicate establishing
impossibility results. It is unclear whether what we pay justifies what we gain! Looking ahead, we
find that the techniques we develop in the sequel actually work even in the presence of pre-shared
entanglement.



2.3 Inducing an Order on the Measured Messages

In this section, we introduce new ideas aimed at inducing an order on the measured messages in
the MnR game, in order to address the issue mentioned in Benefit 3. Looking ahead, these ideas
also prove to be helpful when we address (in Sec. 2.4) the issues mentioned in Benefit 2, as these
two benefits are closely related. N

We propose that the malicious V maintain two registers additionally: a global counter register
gc and a local counter register 1c. Both registers are initialized to 0. Intuitively, the global counter
will record the number of times the V has been invoked, and the local counter will record at which
round the current execution is located. B

In particular, consider the k-th round when V receives a message pr. Assume that the current
local counter has a value of j —1 (for some j) and the current global counter has a value of k — 1.10
V first increases the global counter from k — 1 to k, and then behaves by comparing these two
counters (before the increase of k — 1 happens):

1. If (j — 1) # (k — 1), then V does not do anything.

2. If (j — 1) = (k — 1), then V behaves as the honest verifier with random-aborting. In particular,
she first queries the oracle H to learn H(py, ..., pj).11 Note that the input to H is determined
by the local counter value j — 1, and in this case of (j — 1) = (k — 1), the value H(p1,...,p;) is
exactly the value H(p1,...,pg)-

The subsequent movements of V are controlled by this value:

(a) If H(p1,...,pj) =0, then V does not do anything;

(b) If H(p1,...,pj) = 1, then % generates the response v to pg in the same manner as the
honest verifier. After that, V increases the local counter from j — 1 to j.

The most important sentences to notice in the above description are the ones underscored: at each
round, the global counter will always be increased; however, the local counter will be increased only
if that round is executed successfully, namely when H(p1,...,p;) = 1.

Let us explain the benefits of the above design. First, consider the “straight-line” execution
between V and the honest prover P. In this real execution, we claim that )V simply behaves as
the random-aborting verifier as the one from [BLO02] or [CCLY21]. That is, the use of these ex-
tra counters at least does not interfere with the “random-aborting” behavior in this straight-line
execution. This is particularly important to ensure that we can establish the completeness of the
BQP decider, which works in a similar manner as in [BL02, CCLY21]. This can be easily seen by
tracking the execution: At the beginning, both counters are set to 0. When the first message p;
arrives, the global counter first gets increased to |1)gc. Next,

— If H(p1) = 0, then nothing will happen;
— If H(p1) = 1, then the message v; is generated, and the local counter is increased to |1)1c.

In summary, if H(p;) = 0 happens, then the counters become [1)4c|0)1c. According to our definition
in Item 1, the execution is essentially “dead” in the sense that nothing will happen in subsequent
steps, because the global and local counters are not consistent. This is exactly the same as in
[BL02, CCLY21]. If H(p1) = 1 happens, then the counters become |1)gc|1)1c and the execution
proceeds to the next round properly. This is also the same as in [BL02, CCLY21]. The similar
feature holds for every subsequent round, and thus one can see that our counters do not alter the
behavior of V (as in [BL02, CCLY21]) in the real, straight-line execution with the honest P.

10" As will become clear shortly, at the beginning of the k-th round, the global counter must have a value of k — 1.
' We remark that this is not a typo. We mean to invoke H on input (pi,...,p;) when the local counter is j — 1.



Next, we turn to the real virtue of the above design — it ensures that the measured messages
in the MnR game appear in an increasing order. Let us first show that the first selected (to be
measured) query could measure to p;. Recall that the MnR game starts with the null oracle Hy.
Before the first measurement happens, Hy has not been reprogrammed and thus it outputs 0 on all
inputs. In this case, we know that the local counter j must be 0 (recall from Item 2b that the local
counter gets increased only in the H(p1,...,p;) = 1 branch). Thus, the first selected query sent to
Hy must be a superposition of messages of length j + 1 = 0+ 1 = 1. Therefore, the measurement
outcome must be some message p;.

Using a similar argument as above, we can indeed show that for the k-th selected (to be mea-
sured) query to the oracle, the length of the measured outcome could never exceed k (Vk € [K]).
Finally, since there are only K selected measurement opportunities in the MnR game, if the exe-
cution of SIMH0(z) finally brings the local counter to value K (which is a necessary condition for
the verifier’s acceptance), it must be the case that the k-th selected query to the oracle measures
to exactly a length-k prover’s message (see Sec. 6.4.1 for a formal treatment). In other words, the
measurements will yield prover messages in the desired order.

Note that the above ideas only assist us in achieving the correct order of the measured messages.
However, it remains unclear how to construct the malicious prover P to prove the soundness of B3
because it is uncertain how to manage rewinding queries by S. This leads us to Sec. 2.4.

2.4 Simulation for Rewinding Queries

We now shift our focus to addressing the challenges mentioned in Benefit 2, particularly regarding
how to manage the rewindings required by S while operating internally within P.

Technically, the issue can be accurately described as follows: at a certain round k, when P
receives the (potentially quantum) message vy from the external V, we need to devise a mechanism
that enables P to “re-use” this vy for future rewinding queries made by S when necessary.

The Intuition. Before delving into the technical intricacies, we aim to provide an intuitive under-
standing of our approach. Broadly speaking, our goal is to establish an intuition similar to that of
[BLO2, CCLY21], which helps to extend the “simulator learns nothing new by rewinding” concept
to our fully quantum setting. This poses a significant challenge due to the fully quantum interac-
tion between S and V), intertwined with intermediate measurements conducted by S and the MnR
game.

To tackle this challenge, we will develop a series of analytical tools to characterize key aspects of
the interaction between S and V within the MnR game. These features will serve as crucial threads,
enabling us to navigate and maintain a detailed description of the overall state across all registers
held by & and % throughout the execution, at an appropriate resolution. As we will demonstrate
shortly, this detailed description will reveal a crucial observation: after each query of S, the overall
state can always be expressed as a superposition of a “good” branch and a “bad” branch:

— The good branch will mirror the state of the honest verifier in a real execution, at the appropriate
round.

— The bad branch comprises some “error” terms that we would ideally like to eliminate, but are
unable to do so. Fortunately, we can demonstrate that these error terms possess a structured
nature that enables us to assert the following recursive features:

e Round Slackness: The bad branch consistently lags behind the good branch. Specifically, if
the good branch corresponds to a real execution reaching round k, then the bad branch will
only contain (in superposition) executions that reached up to round k — 1.
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e Return Simulatability: In subsequent steps, S may rewind the execution by invoking V’s uni-
tary V1. For these queries, the structure of the bad branch permits us to utilize a “dummy
version” V to substitute the unitary V. This V solely adjusts the global and local counter
registers without affecting the overall state. Importantly, V guarantees the following: regard-
less of how many rounds S rewinds the execution (answered using V1), once the execution
(specifically, the good branch) returns to round k (with sufficient V queries by S), the state
will be essentially identical to the state when it last reached round k. Additionally, S cannot
discern that V has been replaced with V.

e Error Invariance: The error terms allow us to make the following recursive claim. After the
next move by the simulator S, the state can again be partitioned into a good branch and a
bad branch. Furthermore, the good branch exhibits the same features as described above,
while the bad branch maintains the same Round Slackness and Error Invariance.

Next, we demonstrate how these features lead to the desired construction of P for our soundness
reduction. The P can be outlined as follows: when § initially requests to observe vy (and the
MnR game measures H(p,...,p;) = 1, granting S permission to observe vy), P will transmit the
message p to the external V, who will subsequently provide v in response. P will then relay this
vk to the internal S (corresponding to the good branch at round k). Subsequently, all queries from
S will be addressed using VT (or V) until the internal execution returns to round k once more.
This same procedure is repeated for each subsequent round. In essence, when S seeks to observe
the message vj1, it is provided by the external V for the first time, and all subsequent queries are
answered using V or V1 until S requests the next message vg12, and so forth.

Let us analyze the constructed P. Firstly, note that for each k € (K], P communicates with
the external V precisely once, when S requests to observe vy for the first time. All subsequent
queries are handled internally by P using the dummy unitaries V or V1. Thus, the good branch, at
the conclusion of the execution, mirrors precisely the final state of the external verifier. Therefore,
the remaining task is to demonstrate that the good branch at the conclusion of the execution
encompasses sufficient “weight” on acceptance.

Due to the Return Simulatability, the S inside P perceives itself to be operating within the
original real MnR game. Hence, it suffices to demonstrate that, at the culmination of the original
MnR game, the good branch possesses sufficient weight to warrant acceptance. To this end, the
Error Invariance property allows us to uphold the clean good-bad state structure throughout the
entire execution. Specifically, this structured state persists at the instant S concludes its simula-
tion. Now, we assert that the bad branch does not contribute to acceptance whatsoever. This is
because: (1) the bad branch, by virtue of the Round Slackness, cannot correspond to the round
K, and (2) the verifier will not accept an execution that has not reached the final round K. On
the contrary, recalling our initial assumption (for contradicting soundness), the overall state must
contain sufficient weight on acceptance. Therefore, only one possibility remains — all the weight
for acceptance is “concentrated” within the good branch at the conclusion of the simulation. This
concludes our argument establishing the validity of P.

We now transition to a technical discourse, delving into the mathematical instantiation of the
above intuition and ideas.

A Simplified Example. To elucidate our main idea, let us start with an simplified scenario. First,
it is crucial to outline certain behaviors of S and V that bear relevance to the ensuing discussion.

Our construction of ¥V maintains K registers p; ...px intended to store previous messages re-
ceived from the prover. Additionally, there exists a message transmission register m facilitating the
exchange of messages between the prover and verifier. Specifically, to transmit message px, P loads
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it into m and forwards |py )y to the verifier. Upon receiving |pg)n, the initial step of V — the unitary
operator of our malicious Y — involves applying a swap operation between register px and m. This
signifies % relocating message py to its appropriate position (i.e., register px) within her internal
space. Subsequently, V executes requisite computations to generate the response message vg.

We will also utilize a unitary V), , representing the operation of the honest verifier that derives
vg from message p. Notably, in the present model (as per Sec. 2.2), all messages from the honest
prover are classical. Hence, we can presume that at round k, the operator of the honest verifier can
be represented as Zpk |p/1€)<p/1€|pk ® Vp,.- That is, when the prover’s message is py, the unitary V), is
applied by the honest verifier.

The simulator S is specified by a “local” operator S, which operates non-trivially on registers
m and S’s working space s. Specifically, S operates in two steps: (1) it invokes S to prepare a state
over registers m and s, and (2) it makes an oracle call to V (or VT for rewinding). Crucially, S is
not able to observe (let alone modify) the internal registers of 17, as we are focusing on black-box
simulation.

Additionally, it is important to note that we are operating within the NPE model as described
in Sec. 2.2. While this restricts us to dealing only with classical prover messages, both the prover
and verifier now possess EPR, pairs. Thankfully, we can regard these shares as stored in &’s inter-
nal register s and V’s internal registers v respectively; the following derivation proceeds without
explicitly referencing these shares.

Now, we are ready to describe our simplified example. Let us assume that the execution is
currently at round k, and the overall state of V has the following format:

k) gclk)1clpis - - Pr)ps..pel P)vs (2.1)

where v represents V’s other registers, and the (p1, . .., px) satisfies the current oracle ﬁ(pl, ceyDE) =
1. (Recall that we are in the MnR game where the initial oracle Hy may get re-programmed during
the execution. We use H to denote the current oracle.)

Remark 1. Note that in Expression (2.1), we assume for simplicity that the current global counter
and local counter are both equal to k. Also, note that in the full-fledged game, V’s registers would be
in a much more complicated mized state. Here, we assume this pure state format for simplicity. We
also make similar simplification assumptions for the following description and derivation regarding
the simulator’s behavior. These assumptions are meant to help the reader understand our ideas more
clearly, without being confused by complex notations of secondary importance. We will present a
discussion regarding the full-fledged case later in Sec. 2.5.

Now, assume that S wants to rewind the execution upon receiving input pg. In particular, let
us assume that S prepares |pg)n together with some state |¢p, )s on her internal register s, and then
she rewinds the execution by invoking vt Next, she applies her local unitary S, and finally calls
V to bring the execution back. Let us track the overall state during this procedure:

VSV ) gelk)1elps - - - DR)pa..pe ksl fpe)s o)

= VS|k — Lgolk — 1rclprs - - 2 )pron [Pi)nlSpi)s Vi 9D (2.2)
= Vk — gelk — Dclpr, - -, P)po..pw (SIPr)uldp)s ) Vi 10D (2.3)
= VIk — D)gelk — Drclpis -, Dk)pr..puPr )l B )s Vil ) +
VIk = Dgelk = Daclpts- - Pi)peome Y [Pialdhy ) Vil o)y (2.4)
Py, 7Pk
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= |k>gc,k>lc‘pla e 7pk>P1---Pk |pk>m|¢;k>S|P>v +

Vik = Dgclk — Daclpts -+, Pk)ps.pes Z ‘p;C>Pk |Pk>m|¢;;€>sv;jk p)v (2.5)
D), 7Pk
= |R)gelk)rclps - - Pk)prme i)l @, )sl0)y + [R)gelk = Daclprs - pdprmes Y [Pdelpidaldly )s Vil o),
D7Dk
good bad
(2.6)

where

— Eq. (2.2) follows from the definition of V — when (py, . .., pg) satisfies the current oracle H, V'
will simply decrease the global and local counters, and apply the honest verifier’s unitary V},)Tk.

— Eq. (2.3) follows from the fact that S’s local unitary S only touches upon registers m and s.
— Eq. (2.4) follows from decomposing the state on m and s in the computational basis on the m

register, i.e., S|pg)n|dp,)s = ZPZ |p§g>m|¢;;€>s.

— Eq. (2.5) again follows from the definition of V — when (p1,...,px) satisfies the current oracle
H, V will simply decrease the global and local counters, and apply the honest verifier’s unitary
Vp,» which cancels the Vka.

— To see Eq. (2.6), we need to recall that V indeed first swaps the contents of m and py as we
described earlier. After that, the contents in registers p; ... px do not satisfy H because pj. # py.

Thus, the V},Tk and the local counter will be left as they are, and only the global counter gets
increased.

Next, we define a “dummy” operator V. It works in the identical manner as ‘7, with the only
difference that V' does not perform the work of V,, . Now, let us track the same execution but with
the V in place of V.

VSVT‘k>gc‘k;>lc P15+, PE)pr.pi | Pk )ml Ppi ) s | P)v
= VSV‘: = Dgelk = Diclp1, - -+, Ph)psepe[PE)ulPpy ) s v
= V[k = Dgelk — Drclpr, - s Pk)pr..e (S1Pk)nl Dpi)s ) 1)
= VI[k - Dgelk — Daclpis - s Pr)pr...pu | P)ul G, )s 0)v +

V|k — Dgelk — Diclp1, - - - Pr)ps..pe Z ‘p;k)m“ﬁ;;)s‘p%
P}, Dk

= |K)gclk)1cp1s- - - s Pr)ps...p |pk>m|¢;k>5’p>v + |E)gelk — 1aclp1, - s Ph)py.ps Z [Pk b ’pk>m|¢;;€>5|p>w
P 7Pk

good bad
(2.7)

where Eq. (2.7) follows from the similar derivation as we did for Eq. (2.6).

Remark 2. As an astute reader may have already noticed, the derivations above rely on an over-
simplification that we must now address. Recall that the unitary V), generates message vj. Right
after that, vy is stored in some register vx within the internal space of V. To actually deliver this
message to the prover, V needs to apply a swap operator between m and vy to load v; into m.
Thus, Vs operator V indeed also needs to interact with register m. However, this interaction is not
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reflected in the above derivations. We note that our actual proof in the main body does account
for this case. However, doing so requires demonstrating finer-grained properties of both § and ]7,
which cannot be accommodated within the limited space of this technical overview. Thus, we have
chosen to omit these details here. Nonetheless, we assert that this omission does not pose any real
problems for the subsequent discussion.

Now, let us elucidate how the example above illustrates the features outlined in the The Intu-
ition part. Firstly, observe that the branches labeled as good in Eq. (2.6) and (2.7) are identical,
despite being obtained through different procedures VSVTand VS V1, respectively. This essentially
demonstrates what we referred to as Return Simulatability earlier. Although Eq. (2.6) and (2.7) still
differ in the bad branches, it is clear that the bad branches in both equations have a local counter
value of k — 1, while the good branch has already progressed to round k (i.e., both the global and
local counters are equal to k). This aligns with what we call Round Slackness.

Additionally, recall from our design of counters in Sec. 2.3 that when the global counter differs
from the local counter, the unitary V does nothing. Therefore, the bad branches in Eq. (2.6)
and (2.7) are essentially “locked” there, contributing nothing to the subsequent execution. Moreover,
notice that in the good branches of both equations, the state |p) over the verifier’s internal register
v turns out to be identical to that in the initial state shown in Expression (2.1). This, along with the
uselessness of the bad branches we just explained, essentially means that to handle this “rewinding
then returning back to round k” procedure, one does not need to perform the work V), again (as
per 17), the dummy unitary V will suffice.

On the Recursiveness of Error Invariance. Still, there is an obvious discrepancy between the
above simplified example and the Error Invariance described in the The Intuition part. Recall that
Error Invariance suggests that the good-bad structure will be recursively maintained. In our example,
we began with an initial state (i.e., Expression (2.1)) that only had a good branch (in that it only
contains the (pi,...,px) satisfying H), while to establish Error Invariance, we should have started
with a state containing both good and bad branches.

However, the validity of our argument remains intact even if we start with a state containing
both good and bad branches. Let us delve into the main intuition. The bad branch in Eq. (2.6) differs
from that in Eq. (2.7) only in the presence of VJk in front of |p),. This difference is not coincidental.
If we apply VSVT (resp. VSVT) to the state in Eq. (2.6) (resp. Eq. (2.7)), the resulting states will
still share an identical good branch, while the bad branches differ by a Vka.

To illustrate, consider applying VsVt again to Eq. (2.6). The good branch will evolve in exactly
the same manner as the above Eq. (2.6), yielding a new good branch good; and a new bad branch
bad; (with the same V}jk hanging there).

The evolution of the original bad branch proceeds as follows: Since the global counter k differs
from the local counter k — 1, the first operator 1l only reverts the global counter to £ —1 and does
nothing else. Subsequently, S’s local operator S is applied, potentially resulting in a state such as
Zpk \pﬁc)m\qﬁgk )s as in Eq. (2.4). The subsequent application of V leads to a similar evolution as seen
from Eq. (2.4) to Eq. (2.6). In particular, this means that the (original) bad branch will eventually
leads to a new good branch good, and a new bad branch bads (with the same V}jk hanging there).

In summary, at the end of the execution, good; and good, merge into a final good branch, while
bad; and bad2 merge into a final bad branch, with a VJk preceding the v register. This illustrates
that our argument extends even when starting with a superposition of good and bad branches!

This concludes our analysis of the simplified example. In the following Sec. 2.5, we will briefly
address the technical challenges that were omitted from the discussion above, but which will ne-
cessitate non-trivial effort and novel ideas in the full-fledged setting.
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2.5 On Those under the Rug

Branch-Wise Analysis. The first concern pertains to the assumption of a pure format in Expres-
sion (2.1). In the real execution, the overall state would be mized due to two types of measurements.
Firstly, at each step, S needs to determine which of the two oracles V and V1 to query. This can
be modeled by a special register u within S’s internal space s. After S applies the local unitary S
over m and s, a superposition such as ag||) + a1|1) will be generated on register u. § then measures
this register to decide whether to execute a |-query (i.e., invoking V) or an f-query (i.e., invoking
V1). Secondly, given that we are operating within the MnR game, certain queries to H will prompt
measurements on registers ps ...pj.

We address this issue through the following approach. First, we claim that these measurements
occur at predetermined positions. To see that, notice that S’s measurements always happen right
before each oracle query; these are fixed places we know in advance. Additionally, the MnR, mea-
surements are executed at locations sampled at the outset of the game (refer to Sec. 3.2). Hence,
the entire game can be perceived as a series of unitary operators interspersed with measurements
at predefined positions.

To analyze such a procedure, we can instead examine all possible outcomes of each intermediate
measurements. For each fixed “outcome sequence” (consisting of the outcomes of all intermediate
measurements), we can define a “sub-normalized” version of the game, where each intermediate
measurement is replaced with a projection that collapses the register to the predetermined outcome
specified in the outcome sequence. Any concerned property of the original game (in our case, it is the
final decision of the verifier) is essentially the aggregation of that of all possible “sub-normalized”
games. We formalize this property as a branch-wise equivalence lemma in Sec. 3.3. Leveraging this
lemma, we can indeed adopt the pure-state perspective as demonstrated in the aforementioned
simplified example.

Structure of the Local Counter. Next, we address a trickier issue. In the aforementioned
simplified example, we assumed that the local counter comprises a classical value |k)1.. However, in
the actual execution, the local counter could carry a superposition of values. In such a scenario, it is
not immediately evident whether the state resulting from VSVt can be expressed in the clear good-
bad format illustrated in Eq. (2.6). Specifically, it is uncertain whether the local counter contains
a value smaller than the global counter in the bad branch (i.e., the Round Slackness property). On
the other hand, the earlier discussion about Round Slackness w.r.t. that simplified example exhibits
a recursive nature — we managed to establish it assuming that either the initial state lacks a bad
branch, or the bad branch is already round-slack (as explained previously for the case where the
initial state already contains a bad branch). This recursive argument now seems to place us in an
“egg-check dilemma.”

We address this issue as follows: Before initiating the derivation depicted in the aforementioned
simplified example, we establish a lemma that, in the “sub-normalized” game described earlier, offers
a full characterization of the structure of global and local counters (refer to Sec. 7.3 for details).
The principal implication of this lemma (see Lem. 14) can be intuitively summarized as follows:
Throughout the (sub-normalized) game, the overall state can be expressed as the sum of pure states
in superposition. For the branch where the p; ... px registers contain precisely the values p1,...,pg
satisfying the current oracle H, both the global counter and the local counter equal k. Note that
this precisely corresponds to the good branch in the previous discussion. For all other branches (i.e.,
the bad branch) in the superposition, the local counter is strictly smaller than the global counter;
this is exactly what we require for Round Slackness! Essentially, this lemma establishes the Round
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Slackness even before we start the derivation (as shown in the simplified example), resolving the
egg-chicken dilemma.

Moreover, the clear characterization of the counter structures enables us to conduct the deriva-
tion without explicitly tracking the local counter. This is because all branches where the local
counter is smaller than the global counter (i.e., where Round Slackness is satisfied) can be grouped
under the name of a single bad branch. This presents a significant advantage for presentation: as
previously mentioned (and as demonstrated in Lem. 14), the local counter is in a superposition of
many values, resulting in the bad branch being a summation of multiple sub-branches. In such a sce-
nario, explicit enumeration of all the sub-branches in the derivation would be necessary. Although
the proof would still hold, it would certainly be overly complex to understand.

Commutativity Lemma and Hybrid Argument. There is one more issue worth mentioning
here. The simplified example discussed above only addresses the scenario where S rewinds the
execution by one round and subsequently resumes it. In the full-fledged setting, however, there
are K rounds, and at any given point, S can opt to rewind the execution as far back as desired.
Moreover, at each move, S may not necessarily provide the input |py)|¢p,)s as illustrated in the
example. Instead, it could potentially query the oracle Vi with a general state p over the pg
and s registers. Handling this full-fledged setting presents significant challenges in performing the
derivation.

We resolve these issues as follows. Firstly, we encapsulate the aforementioned derivation as a
general, information-theoretic lemma concerning the commutativity of certain unitary operators.
This lemma, presented in Sec. 4, is meticulously crafted so that it can be later applied to handle
the general case where S queries her oracles with a general state over registers m and s. Essentially,
it asserts exactly what we demonstrated in the simplified example: if S rewinds the execution by
one step and then resumes it, the final state resulting from the real execution (utilizing XN/) and the
one from the dummy execution (utilizing V) will possess an identical good branch, differing at the
bad branch with a structured error term.

However, it is important to note that this commutativity lemma is established in the rewinding-
one-step-back setting. Handling multiple-round rewinding necessitates new ideas. We address this
challenge through a careful design of hybrids. Roughly speaking, we create K 4+ 1 hybrids, with hy-
brid Hy representing the real MnR game (utilizing V), and the k-th hybrid (for k € [K]) structured
as follows:

Hybrid Hj: This hybrid is identical to Hy_1, except for the following difference:

— The first query (made by S) that brings the global counter from |k — 1) to |k)gc is answered
with V (as in the previous hybrid). However, all subsequent queries that bring the global counter
from |k — 1)gc to |k)gc (resp. from |k)ge to |k — 1)gc) are answered with the “dummy” unitary
V (resp. V).

A helpful approach to understand these hybrids is to examine the baby case of K = 2, which we
also include in the main body as a warm-up example (see Sec. 8). In this scenario, there are only
three hybrids Hy, Hi, and Hy. We illustrate them in Fig. 1:

— In hybrid Hy, it can be seen from Fig. la that all the |-queries are answered using V and all
the 1-queries are answered using V1.

— The hybrid H; shown in Fig. 1b is identical to hybrid Hy except that the |-queries that bring
the global counter from [0)gc to |1)gc are answered using the dummy-version unitary V', and the
T-queries that bring the global counter from |1)gc to |0)gc are answered using the dummy-version
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Hybrid Hy: Hybrid H;:
[0)gc 10}
Vi |vt Vv vil v v v v vt 1% Vil v Vil v
|1>gc Sq(l) ‘Dgc Sq(l)
v vt vt v Vil |v V| vt ot v Vi |v
‘2)gc sa(2) |2>g° sq(2)
(a) (b)
Hybrid Ho:
[0}gc
v vt 1%4 Vil v v v
Wee =
V||t i Vi Vi |V
2)ee 59(2)

Fig. 1: Nlustration of Hybrids Hy, Hi, and Ho

unitary V1. This is except for the query labelled as sq(1), which represents the first time the
global counter successfully reaches value 1 (because it invokes the measurement on the query
to H in the MnR game).

— The hybrid Hy shown in Fig. 1c is identical to hybrid H; except that the |-queries that bring
the global counter from |1)gc to |2)gc are answered using the dummy-version unitary V, and the
T-queries that bring the global counter from |2)gc to |1)4c are answered using the dummy-version
unitary V1. This is except for the query labelled as sq(2), which represents the first time the
global counter successfully reaches value 2.

It is evident from Fig. lc that hybrid Hs precisely corresponds to the “dummy” MnR game
necessary for constructing the malicious prover P in our soundness reduction. T herefore, it is suffi-
cient to demonstrate that the acceptance probability remains unchanged across these three hybrids.
To establish this for Hy and Hi, we can readily employ the previously mentioned commutativity
lemma. The disparity between these two hybrids only arises in the “first layer” (i.e., the execution
between the line of |0)gc and the line of |1)gc), which corresponds precisely to the one-step-back
rewinding scenario addressed by the lemma.

To transition from H; to Hs, we can leverage the same lemma. This is facilitated by the fact that
in Hy, all the oracles for the first layer have already been substituted with the dummy operator
V or V1 (except for the sq(1) and sq(2) queries). As the dummy V essentially has no impact
except for some counter adjustments, the disparity between H; and Hy can effectively be treated
as a one-step-back rewinding in the second layer alone. Consequently, it can be handled by the
commutativity lemma once more.
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It is conceivable that this argument extends to the scenario with any constant K, where we
simply invoke the commutativity lemma to argue the indistinguishability between each pair of Hy_
and Hy, (for all k£ € [K]) in a similar manner as the above.

This eventually completes our proof.

2.6 Putting Things Together

Let us assemble all the techniques discussed thus far, providing a complete picture of how we
ultimately establish Thm. 1.

We first note that our focus will be on establishing a version of Thm. 1 where the simulator runs
in strict QPT, rather than expected QPT. Once this is accomplished, the extension to expected QPT
simulation follows the same technique from [CCLY21]. This extension will be covered in Sec. 10.

For a language £, assuming the existence of a constant-round fully-quantum BBZK protocol
(P, V), our objective is to construct a BQP decider B for the language £. This construction involves
leveraging V along with the ZK simulator S.

Toward that, we first introduce a non-programmable EPR model, where we can assume without
loss of generality that all prover messages are classical. Furthermore, we demonstrate that it suffices
to establish Thm. 1 in this model. This is covered in Sec. 5.

Subsequently, we define a random-aborting verifier ﬁ, akin to the one introduced in [CCLY21].
However, we augment it with a global counter and a local counter, as discussed in Sec. 2.3. These
two counters play a crucial role in the subsequent proofs. The precise definition of our V is elucidated
in Sec. 6.1.

We then proceed to define the desired BQP decider B in Sec. 6.2. Essentially, it executes the
measure-and-reprogram (MnR) version of SY(*)(z), with V’s random function instantiated by Hy
and serving as the oracle in the MnR game. Our task then becomes demonstrating that B is both
complete and sound.

The proof for completeness is similar to that in [CCLY21], and it is presented in Sec. 6.3.

The proof for soundness is the most intricate aspect of our work. It entails addressing several
challenges discussed earlier in Sec. 2.3 to 2.5. In the main body, this is covered in Sec. 6.4 and Sec. 7
to Sec. 9.

3 Preliminaries

Notation. Let A denote the security parameter throughout the paper. For a positive integer n € N,

[n] denotes a set {1,2...,n}. For a finite set X, x & X means that z is uniformly chosen from X'.
For a finite set X and a positive integer k, X< is defined to be Uie[k} X', For finite sets X and ),
F(X,Y) denotes the set of all functions with domain X" and range ).

A function f : N — [0,1] is said to be negligible if for all polynomial p and sufficiently large
A € N, we have f(\) < 1/p(N); it is said to be overwhelming if 1 — f is negligible, and said to be
noticeable if there is a polynomial p such that f(A) > 1/p(X) for sufficiently large A € N. We denote
by poly an unspecified polynomial and by negl an unspecified negligible function.

We will use the following convention. If we have a state |p)ap over two registers a and b and a
unitary operator U, that acts on registers a only, we will use U, |p)ap as an abbreviation for applying
Ua @ Iy, to |p)ap (where I, is the identity operator on register b). Also, if Uy, operates non-trivially
only on register b, we will use [),Up|®)p as an abbreviation for applying I, ® Uy to |¥)a|d)s.
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3.1 Technical Lemmas
The following lemma will be used throughout the paper.

Lemma 1 ([Zhal2]). For any sets X and Y of classical strings and q-quantum-query algorithm
A, we have
PrlA" =1:H « F(x,Y)] =Pr[A" =1: H + ]

where Hag s a family of 2q-wise independent hash functions from X to ).

Differentiating Sparsity Functions as Quantum Oracles.

Lemma 2 ([HRS16, Lemma 3]). Let X be a finite set, € € [0,1] be a non-negative real number,
and H. be a distribution over He : X — {0,1} such that we have Pr[H.(z) = 1] = € independently
for each x € X. Let Hy : X — {0, 1} be the function that returns 0 for all inputs x € X. Then for
any algorithm A that makes at most q¢ quantum queries, we have

|Pr[AMe =1: H, + 1] — Pr[A" = 1]| < 8¢%.

3.2 (Ordered-Query) Measure-and-Reprogram Lemma

We recall the measure-and-reprogram (MnR) lemma developed by [DFMS19, DFM20]. In partic-
ular, we need the special “ordered-query” version of the (MnR) lemma formalized in [CCLY21,
Lemma 2.11]. We adapt it with some cosmetic changes to suit our applications.

We first give intuitive explanations for notation, which are taken from [CCLY21]. For a quantumly-
accessible classical oracle O, we denote by O < Reprogram(O,z,y) to mean that we reprogram
O to output y on input z. For a g-quantum-query algorithm A, function H : X — ), and
y = (y1,...,yx) € V¥, we denote by A[H, y] to mean an algorithm that runs A w.r.t. an oracle that
computes H except that randomly chosen k queries are measured and the oracle is reprogrammed
to output y; on i-th measured query. Formal definitions are given below.

Definition 1 (Reprogramming Oracle [CCLY21, Definition 2.9]). Let A be a quantum algo-
rithm with quantumly-accessible oracle O that is initialized to be an oracle that computes some
classical function from X to Y. At some point in an execution of A°, we say that we reprogram O
to output y € Y on x € X if we update the oracle to compute the function H, , defined by

H‘T’y@?/) — { Yy Zf I‘/ =X

H(z") otherwise

where H is the function computed by O before the update. This updated oracle is used in the rest of
execution of A. We denote by O < Reprogram(QO, x,y) the above reprogramming procedure.

Lemma 3 (Measure-and-Reprogram Lemma [CCLY21, Lemma 2.11]). Let X and ) be sets
of classical strings and k be a positive integer. Let A be a q-quantum-query algorithm with quantum
oracle access to an oracle that computes a function from X to Y and outputs x € X* and a (possibly
quantum) output p. For a function H : X<F = Y and y = (y1,...,yr) € V¥, we define a MnR
game A[H,y| in Game 3.1.

Then, for any positive integer k, any q-quantum query algorithm A, any function H : X<F = ),
any vectors x* = (z},...,2}) € X* and'y = (y1,...,yx) € Y*, and any (potentially quantum)
predicate Pred, it holds that

Pr[(x =x") A (Pred(x,y,p) =1) : (x,p) + A[H, Y]]
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1 .
> m -Pr [(X = x*) A (Pred(x,y,p) = 1) C(x,p) — AHEY

where HX Y : X<F 5 Y is defined as

Hx*,y<x/> — {yl

H(x') otherwise

2

if i € [k] s.t. x' = (xF,...,x])

Remark 3. We remark that the original [CCLY21, Lemma 2.11] defines the output of A to be x €
X* without the (possibly quantum) p part as in our Lem. 3. Our modification is fine since [CCLY21,
Lemma 2.11] is indeed a corollary of the “un-ordered” MnR lemma shown in [CCLY21, Lemma
2.10], which allows A to additionally output a (potentially quantum)'? part z. The derivation of
[CCLY21, Lemma 2.11] from [CCLY21, Lemma 2.10] holds even if one takes the quantum z (i.e.,
the p in our notation) into consideration.

Game 3.1: Measure-and-Reprogram Game A[H,y]

It works as follows:

1. For each ¢ € [k], uniformly pick (j;,b;) € ([g] x {0,1}) U{(L, L)} conditioned on that there
exists at most one ¢ € [k] such that j; = j* for all j* € [¢].

2. Let s denote the number of j;’s in {ji};c|y) that are not L. We re-label the indices i for pairs
{(]Zabz)}ze[k} so that j1 < jo <...<jsand js41 = Jsy2 = ... = Jr = L. (See Rmk. 4.)

3. Run A® where the oracle O is initialized to be a quantumly-accessible classical oracle that
computes H, and when A makes its j-th query, the oracle is simulated as follows:

(a) If j = j; for some i € [s], measure A’s query register to obtain x; = (7, ...,2}; ) where
k; € [k] is determined by the measurement outcome, and then behaves according to the
value b; as follows:.

i. If b; = 0: First reprogram O < Reprogram(O, x/,y;), and then answer the j;-th query
using the reprogrammed oracle. (See Def. 1 for the definition of Reprogram.)

ii. If b; = 1: First answer the j;-th query using the oracle before the reprogramming, and
then reprogram O < Reprogram(O, x/, ;).

(b) Otherwise (i.e., j # j; Vi € [s]), answer A’s j-th query just using the oracle O without any
measurement or reprogramming.

4. Let (x = (z1,...,2k), p) be A’s output.
5. Forallie {s+1,s+2,...,k}, set X, = x; where x; := (z1,--- , ;).
6. Output: The output of this game is defined as follows
— If it holds for all ¢ € [k] that x] is a prefix of x}, then output (x}, p);

— Otherwise, output (L, 1).

Remark 4 (Regarding Re-labeling). The re-labeling we performed in Step 2 is only cosmetic. It just
means to maintain an increasing order for the sequence { ji}ie[k] and put all the j;’s which are 1 to
the very end in this sequence. It does not affect Game 3.1 at all because the order of the j;’s is not
used anywhere in this game. But we prefer to maintain an order for {j;};cx) because it will help
simplify the presentation of our results and proofs later in this work.

2 More accurately, [CCLY21, Lemma 2.10] requires z to be a classical string. But [CCLY21, Lemma 2.10] is indeed
an adaption of the original MnR lemma from [DFM20, Theorem 6], where z is allowed to be quantum.
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3.3 Branch-Wise Equivalence Lemma

We hereby present a lemma pertaining to quantum computing. Although the proof of this lemma
is relatively straightforward, it plays a crucial role in streamlining certain aspects of the proof for
our main results.

Let us first provide an intuitive description of this lemma. Consider a quantum game wherein
unitaries and measurements are alternately applied to an initial pure state. Subsequently, a binary-
outcome POVM is applied, determining the final output of the game. We assert that the probability
of outputting 1 in such a quantum game can be expressed equivalently as follows:

— Firstly, we examine all possible outcomes of each intermediate measurements (except for the
final POVM). For each fixed “outcome sequence” (consisting of the outcomes of all intermediate
measurements), we can define a “sub-normalized” version of the game. In this modified version,
each intermediate measurement is replaced with a projection that collapses the register to a
predetermined outcome (specified in the “outcome sequence”). Finally, a binary-outcome POVM
is applied, determining the final output of this “subnormalized” game.

— We then aggregate the probabilities of outputting 1 across all possible “sub-normalized” games.

In the following, we present the formal lemma. To enhance clarity, we will first provide a simpli-
fied version of this lemma in Sec. 3.3.1, termed the “baby-case” version. In this context, we consider
a quantum game involving the alternating application of two unitaries and two measurements. This
simplified scenario serves to illustrate the essence of the lemma and the key concepts underlying
its proof. Subsequently, we will present the comprehensive, fully elaborated version in Sec. 3.3.2.

3.3.1 Baby-Case Version

We first present in Game 3.2 the quantum game of alternating applications of two unitaries and
measurements.

Game 3.2: Baby-Case Game G(|¢)) with Alternating Unitary and Measurement

Parameters. Let |1)) be a pure state over some registers. Let m be a ¢-qubit subset of these
registers. Let U; and Uy be unitaries over these registers. Let P = {Ey, E1} be a binary-outcome
POVM over all the registers.

Game G(|¢)): on input |¢), G(|¢)) performs the following operations:

1. Apply Uy;

2. Measure register m in the computational basis;

3. Apply Us;

4. Measure register m in the computational basis;

5

. Apply the POVM P.

Output: the output is defined to be the POVM measurement outcome. We denote it as
OUT(G(|¥)))-

Lemma 4 (Branch-Wise Equivalence—Baby Case). Use the notation in Game 3.2. For
each m1,ma € {0,1}¢, define

wailmg = (|ma)mal, Us) (Jmi)}m1l, U1)|¢).
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Then, it holds that

Prlowt(G()) =1 = Y @@ 1B .,).

mi,ma€{0,1}¢

Proof of Lem. 4. This lemma can be easily shown by tracking the steps in Game 3.2 with elementary
calculation.

Tracking Game 3.2. Right after Step 1, the state Uj|1)) can be written in the following format

Uiy = D am, fma)altrl), (3.1)

m1€{0,1}¢

where the o, ’s are amplitudes satisfies ), [amm, |2 =1 and |1/1£n13)’s are pure states over registers
other than m. Measuring the m register (i.e., Step 2) results in the following mixture:

with probability |om,,|?, the overall state collapses to ]ml)W%D

For each possible state |m1)|¢,(¢lbz>, applying Us (i.e., Step 3) yields

Ualm)[dial) = D~ Browma|ma) e 1ny)s (3.2)

mQE{O,l}e

where the B, m,’s are amplitudes satisfies Y, [Bm;,m,|* = 1 and wfﬁ} .mo)’S are pure states over
registers other than m. Now, measuring the m register (i.e., Step 4) results in the following mixture:

with probability |8, m,|?, the overall state collapses to |m2>|1/z,2mm2)

In summary, we can say that the state right before the POVM (i.e., Step 5) is the following
mixture:
with probability |y, |? - |Bm,.ms|?, the overall state is |m2>|w§23m2) (3.3)

Analyzing Sub-Normalized States. To relate Game 3.2 with the state |z/11(732m2> defined in Lem. 4,
we now define some sub-normalized states. In particular, for each m; € {0, l}é, let

[ = [ma Y ma | Un [o) (3.4)

= Om, |m1>m|¢%3>a

where Eq. (3.5) follows from Eq. (3.1).
Then, it holds for the W?(ﬁim2> defined in Lem. 4 that

(02 ) = ma)mal, Usluoi) (3.6)
=y [ma)(mal, U2|m1>m\1/}7(2>

= amlﬁmlymZ ‘m2> |7j}7(7%3,m2>3

where Eq. (3.6) follows from Eq. (3.4) and the definition of |¢,§§3m2) in Lem. 4, Eq. (3.7) follows
from Eq. (3.5), and Eq. (3.8) follows from Eq. (3.2).
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Establishing Equivalence. With the above notation, it then follows that

Pr [Out(G([y))) = 1] = Z |ty 7+ B ma | - <m2,¢£32,m2|E1|m27¢£32,m2> (3.9)

mi,ma

- Z Od:;"bl " Qmy ﬁ:hﬂnz 'Bml,m2 ’ <m27¢£s3,m2|E1|m27¢7€33,m2>
mi,ma2

- Z <m271/}53277”2’a:nlﬂ:nl,szlamlﬁml,mz|m2a"Lv(r%zmm)
mi,ma

= Y @@ LB ), (3.10)
mi,ms2

where Eq. (3.9) follows from Expression (3.3), Eq. (3.10) follows from Eq. (3.8).
This finishes the proof of Lem. 4.

3.3.2 Full-Fledged Version

We now extend the baby-case version into the full-fledged scenario. In particular, we generalize the

baby case in two aspects: (1) we allow alternating applications of multiple (instead of two) unitaries

and measurements, and (2) the intermediate measurements may performed over different registers.
We present the general quantum game in Game 3.3 and the lemma in Lem. 5.

Game 3.3: Game Gy (|¢))) with Alternating Unitary and Measurement

Parameters. Let k be an positive integer. Let |¢)) be a pure state over some registers. For each
i € [k, let m; be a £;-qubit subset of these registers. Let {U; };c[y) be k unitaries. Let P = {Ep, E1}
be a binary-outcome POVM over all the registers.

Game Gy (|1)): on input |[¢), Gi(]1)) iterates the following operations for each i € [k]:

1. Apply U;;

2. Measure register m; in the computational basis;

Output: finally, apply the POVM P and output the measurement outcome. We denote it as
OUT(Gk(|9))).

Lemma 5 (Branch-Wise Equivalence). Use the notation in Game 3.3. For each possible vector
m = (myq,...,mg) where m; € {0,1}% for all i € [k], define a sub-normalized state

k
o)) = (H i iy, Uz‘) ) = ([ma)mily, Uk) (Imr—1)Xme—1ly,_ Uk—1) - (Ima)maly, Ur) ).

i=1
Then, it holds that
Pr{Out(Gr(jv))) = 1] = > (ui | E1[ula)),

m

where the summation over m means to sum over all m = (my,...,my) € {0,1} x ... x {0,1}%.

Proof of Lem. 5. We prove this lemma via a mathematical induction over the number k of mea-
surements (excluding the final POVM).
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Base Case (k = 1). This corresponds to game Gi(|¢))) which consists of only one unitary U;
and one measurement over register my (before the final POVM). In this case, it is obvious that
Lem. 5 holds. Indeed, Lem. 4 can be understood as a special case of £k = 2, modulo that the two
measurement there were performed over the same register m (i.e., my = my in the Lem. 5 notation).

Induction Step (k > 2). We now assume the lemma holds for & — 1, and prove it for k.
Consider the first iteration of Gy (|)). Right after Step 1 of the first iteration, the state becomes
Ui|y). Such a state can be written in the following format

Urly) = Z am1|m1>m1|¢r(72>a (3.11)

mi 6{071}‘Z

where the a,,’s are amplitudes satisfies ) |tm, |2 = 1 and the |w7(¢13>’s are pure states over
registers other than my. Measuring the m; register (i.e., Step 2 in the first iteration) results in the
following mixture:

with probability |ay,, |°, the overall state collapses to \m1>m1\¢£,ﬂ>

Therefore, the output of the game can be described as:

Pr[Out(Gr(|v) =1] = > ]am1|2~Pr[Out(Gg:k(]ml)mlW%Z>)):1}, (3.12)

m1€{0,1}¢

where ngk(\mﬁmlwgz)) denote the remaining party of Gy (|1)) (i.e., right after the the first itera-
tion). For clearness, we present this game in Game 3.4.

Game 3.4: Game Gztk(|m1>mi|1/}7(rlbz>)

Parameters. Same as in Game 3.3.

Game ngk(\mﬁmlwﬁnlz)): on input \m1>m1\1/}7(n13), iterate the following operations for each i €
{2,3,...,k}:
1. Apply Us;

2. Measure register m; in the computational basis;

Output: apply the POVM P and output the measurement outcome.

Now, it is important to notice that Game 3.4 can be viewed as a version of Game 3.3 with
parameter k£ — 1, because it includes k — 1 iterations of alternating unitaries and measurements
(and then the final POVM). Therefore, we can invoke our induction assumption. In particular, for

each possible state |mq)n, ]1/17(72% our induction assumption implies that

; (k=1 (k=1
Pr|Out(GanlIma)n, [65))) = 1] = S Wi VIl ), (3.13)
where the summation over m’ means to sum over all m’ = (ma, ..., mg) € {0,132 x ... x {0,1}%,

and the state \w(mk,_ 1)) is defined as
. k
(b1 .
) = (T b, Ol G2 (3.14)
=2
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On the other hand, we note that
N k
by = (H ma)ml,, UZ») %) (3.15)
=1
k
_ (H ma)mly, Ui) Yy, U )
1=2

k
S S ) (N [t (3.16)
=2
= am, [9 8 Y), (3.17)
where Eq. (3.15) is the definition of \¢§]n€)> (see Lem. 5), Eq. (3.16) follows from Eq. (3.11), and

Eq. (3.17) follows from Eq. (3.14).
With the above notation, we show the final derivation

PrOut(Gr(l0) =1] = Y |am1\2-Pr[Out(Gg;k(|m1>m1|¢§,1L2>)):1} (3.18)

m1€{0,1}¢
= 3 o 2 Y@V IENGEY) (3.19)
m1€{0,1}¢ m’

= Y @ Va, Eram, 98T

m’,m1€{0,1}¢

= Wi | B o). (3.20)

m

where Eq. (3.18) follows from Eq. (3.12), Eq. (3.19) follows from Eq. (3.13), and Eq. (3.20) follows
from Eq. (3.17).
This completes the proof of the induction step.

This completes the proof of Lem. 5.

4 Error-Invariant Commutativity Lemma

In this section, we present an information-theoretic lemma regarding the commutativity of some
unitary operators. As will become evident later, this lemma will serve as a clean abstraction of the
behaviors of the ZK simulator and a malicious verifier we designed for the impossibility results.

4.1 Statement and Interpretation

Lemma 6 (Error-Invariant Commutativity Lemma). Let Wy, W1, and Uy be unitary oper-
ators over Hy ® Hy @ Hs ® Ho satisfying the following requirements:

— Wy acts non-trivially only on Hy ® Hy ® Ho, and is identity on Hs.
— Wy is the swap operator between registers m and t, and is identity on Hs ® H,.

— Uy acts non-trivially only on Hy @ Ht ® Ho, and is identity on Hs.
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Let Ha be a Hilbert space of £ qubits. Let a € {0,1}° be a fived classical string. Define the
following unitary operators on Ha @ Hy @ He @ Hs @ Ho:

— W = la)al|, ® W1 + Za’#a la’)(d]|, ® Wy, where Wy and Wi are as specified above.

— W= \a)<a|a®]mtso+za,¢a la')a'| ,@W, where Ingso is the identity operator on Hy@HQHs QMo
and Wy are as specified above.

= |a)a|, @ Uy + Za,ia la’d|, @ Intso, where Uy is as specified above and Iygso is the identity
operator on Hy @ Hy @ Hs ® Ho.

— S is an operator that acts non-trivially only on Ha @ Hs, and is identity on Hy @ Hy @ Ho.-
These operators satisfy the following property:

— Let {|ps,n))mtso}a/€{071}e be a sequence of (potentially sub-normalized) pure states over registers

m, t, s, and o. Define states |178n)>, |771 > ]n(OUt)>, and |77§OUt)> as follows:
|77(()in)> = |a>a|pgn)>mtso + Z ’a/>aW0U£[VVNpS’n)>mtSO (41)
a’e{0,1}*\{a}
™) = la)alpiMaeso + D la)aWolpt mtso (4.2)
a’e{0,1}\{a}
sy = wusutw - ") (4.3)
o) = WS- i) (44

Then, there exists a sequence of (potentially sub-normalized) pure states {|p$Ut)>mtso}a/€{071}z

so that the states |77 (out) ) and \n(om ) defined above can be written in the following format:
|77(()OUt)> |a)a |p(OUt )mtso + Z |a/>aWUU1TIV1T|pz(1C’)Ut)>mts° (4.5)
a’e{0,1}\{a}
’n§OUt)> - |a>a‘ngUt)>mtso + Z ’a/>aI/V0|p((1?Ut)>mtS° (4'6)
a’e{0,1}*\{a}

4.2 Proof of Lem. 6

In this proof, we assume for simplicity that each of the registers m, t, s, and o consists of ¢ qubits.
This assumption is without loss of generality because the subsequent derivation works regardless
of the length of these registers.

We first note that since S acts non-trivially only on H, ® Hs, it holds that for any o’ € {0,1},
s € {0,1}¢, and any pure state |pa’ s)mtos

S|a,>a|5>s|pa’,s>mto = Z Bs*’ss*

a*,s*€{0,1}¢

a*)als™)s|par s)mto; (4.7)

where each BZ;’;* is a complex number that depends on (d/, s, a*, s*).!3 Note that since S may not
be unitary, the 8 values may not be normalized. But this does not affect our proof as we work with
sub-normalized states anyway.

In the following, we derive Eq. (4.5) and (4.6) one by one.

13 Tt is worth noting that Eq. (4.7) holds for any a’ € {0,1}", including the case where a’ equals to the a we fixed.
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4.2.1 Deriving Eq. (4.5)

We first derive Eq. (4.5):

gy = wusutw - i)

=wWUsutwt. (|a>a|P((zin)>mtso + Z ‘a,>aWOU1TW1T’PS/n)>mts0>

a’€{0,1}\{a}
—wusttwt- (Ja)a > [8)loliVmo +
s€{0,1}¢
Z |a,>aW0U1TW1T Z |S>s’ps/rji>mto>
a’€{0,1}\{a} s€{0,1}*
—wUsU W (Ja)a 3 [s)lolmso +

s€{0,1}¢

o e 2 (WU Wlplaso)

a’€{0,1}\{a} s€{0,1}¢

—wUsUt - (ja)a Y 15} Wiloi o +
s€{0,1}¢

Z |a,>a Z |$>SUIW1T|[)S,2)MO)

a’€{0,1}\{a} s€{0,1}¢

—WUS- (Ja)a > [8)sU W] loi s +

s€{0,1}¢
S e X 19U W10 o

a’€{0,1}*\{a} se{0,1}¢

=wus- (D laha Y 19):UW] 160 eo)

a’€{0,1}¢ se{0,1}¢

=WUS- (30 [a)als)sU{ W] 1o aco)
a’,s€{0,1}¢

— WU - ( 3 S\a/>ays>sUijypg,fi>mto)
a’,s€{0,1}¢

(by Bq. (47) =wU-( > X @M*r*>a\s>UIW1\p<'">>mto)

a’,s€{0,1}¢ a*,s*€{0,1}*

= WU . Z < Z ﬁa s* U1TW1 |P >mto +

a’,s€{0,1}¢ s*€{0,1}¢

(4.10)

(4.11)

(4.12)

S Y B als U W] [l aco )

a*G{O 1}\{a} s*€{0,1}¢

w3 (X Rlaals W 1 e +

a/,s€{0,1}¢ s*€{0,1}¢

a’,s
/Ba*,s* a

a*€{0,1}\{a} s*€{0,1}*

s ) UTW] |p '")>mto)
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= Y (X Bl el +

a’,s€{0,1}¢ s*€{0,1}*
> S pta
a*€{0,1}\{a} s*€{0,1}¢
=la)a Y. BERIS)slol ae +

a’,s,s*€{0,1}¢

ST q@aweUiw! ST B sl ae (4.15)

)als ) WoU W[5 o) (4.14)

a*€{0,1}\{a} a’,s,5*€{0,1}¢
= @)alpPaeso + > a)aWoUI W] 02" )utso (4.16)
a*€{0,1}*\{a}
= [@)alp®NNasso + D la)aWoUT W 05" Yusso, (4.17)
a’'€{0,1}\{a}

where Eq. (4.8) follows from Eq. (4.3), Eq. (4.9) follows from Eq. (4.1), Eq. (4.10) follows from
the fact that all the unitary operators Wy, Uf , and VV{r act as identity on Hs, Eq. (4.11) follows
from the definition of W1 and the fact that VVOT and VVlT act as identity on Hg, Eq. (4.12) follow
from the definition of U and the fact that UlT acts as identity on Hg, Eq. (4.13) follow from the
definition of U and the fact that U; acts as identity on Hs, Eq. (4.14) follow from the definition
of W and the fact that Wy and Wj act as identity on Hs, and Eq. (4.15) follows from standard

algebraic calculation and the fact that all the unitary operators Wy, UlJr , and WlJr act as identity on
Hs, Eq. (4.16) follows by defining

Va e (0,1, 0% mso = Y Bl ao, (4.18)
a’,s,s*€{0,1}¢
and Eq. (4.17) follows simply by renaming a* to a’.
This concludes the proof of Eq. (4.5).

4.2.2 Deriving Eq. (4.6)

Finally, we derive Eq. (4.6):
™) = WswH - n™) (1.19)
= WS- (la)alpiavo + D laYaWolplaseo) (4.20)

a’'c{0,1}\{a}
=WsW-(Ja)a D2 [9)slpflare +

s€{0,1}¢
S W Y Ishelolaco)

a’€{0,1}\{a} s€{0,1}¢

= WS- (la)a Y [8)alpimeo +

se{0,1}¢
Z |al>a Z |3>5’PS/Ti>mto) (4.21)

a’€{0,1}\{a} s€{0,1}¢
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WS (X e 3 19)elelaso )

a’e{0,1}¢ s€{0,1}¢
—W. ( 3 sya/>a\s>syp§,fg>m)
a’,s€{0,1}¢

(by Eq (47)) = W . ( Z Z ,Ba* s*| *>a’$*>s’p((li/'ji>mto)

a’,s€{0,1}¢ a*,s*€{0,1}*

=W Y (X Al el e +

a’,s€{0,1}¢ s*€{0,1}¢
S Y Bl el o )

a*€{0, 1}e\{a} s*€{0,1}¢

s%)s ‘p >mto +

- Y (X Al

a’,s€{0,1}¢ s*€{0,1}¢
Z Z /8 > WO‘P >mto> (422)
a*€{0,1}\{a} s*€{0,1}*
=la)a > BRI slod ase +

a’,s,s*€{0,1}¢

ST 0aaWe YD B slp o (4.23)

a*€{0,1}\{a} a’,s,s*€{0,1}¢
= [@)alo®arso + D la*)aWolpl harso (4.24)
a*€{0,1}\{a}
@ e+ S @)Wl e (425
a’€{0,1}\{a}

where Eq. (4.19) follows from Eq. (4.4), Eq. (4.20) follows from Eq. (4.2), Eq. (4.21) follows from
the definition of WT, Eq. (4.22) follows from the definition of W and the fact that Wy acts as
identity on Hg, and Eq. (4.23) follows from standard algebraic calculation and the fact that W)

acts as identity on Hs, Eq. (4.24) follows from the same definition 0f{‘pg2Ut)>}a*e{o7l}z as shown in
Expression (4.18), and Eq. (4.25) follows by renaming a* to o’
This concludes the proof of Eq. (4.6).

This eventually completes the proof of Lem. 6.

5 The Models for Quantum Zero-Knowledge

5.1 Quantum Black-Box Zero-Knowledge Protocols for NP

We define quantum black-box zero-knowledge proofs (and arguments) for NP. This model is similar
to the standard notion of post-quantum black-box zero-knowledge proofs (and arguments) for NP
(e.g., see [CCLY21]) with the following differences:

— The (honest) prover and verifier could be quantum polynomial-time machines. In particular,
their communication channel is also quantum.

In the following, we present the formal definitions. We first define quantum interactive proofs
(and arguments) for NP (in Sec. 5.1.1), and then define zero-knowledge property (in Sec. 5.1.2).
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5.1.1 Quantum Interactive Proofs/Arguments for NP

For an NP language £ and x € £, Rz (x) is the set that consists of all (classical) witnesses w such
that the verification machine for £ accepts (z,w).

A quantum interactive protocol (P, V) is modeled as an interaction between interactive quantum
polynomial-time machines'* P ( dubbed the prover) and V (dubbed the verifier). We denote by
(P(xp),V(zy))(z) an execution of the protocol where = is a common input, xp is the prover’s
private input, and zy is the verifier’s private input. We denote by p < OUTy(P(zp), V(xy))(z)
the final output of V, where p is a single-qubit state over a special register d of V. We also define a
quantum predicate Acc(:) which, on input a single-qubit state p, measures p in the computational
basis and outputs the measurement outcome. Intuitive, the output of Acc indicates if the the verifier
accepts (outputting 1) or rejects (outputting 0).

Definition 2 (Quantum Interactive Proofs/Arguments). A quantum interactive proof or
argument (P,V) for an NP language L is a quantum interactive protocol between a QPT prover P
and a QPT verifier V that satisfy the following requirements:

— Completeness. For each x € L and each w € Rp(x), it holds that
Pr[Acc(p) =1 : p <+ OUTy(P(w), V)(z)] > 1 — negl(}).

— Statistical/Computational Soundness. The protocol is statistically (resp. computationally)
sound if for any unbounded (resp. non-uniform QPT) cheating prover P* and any x € {0, 1}*\ L,
it holds that

Pr[Acc(p) =1 : p+ OUT,(P*,V)(z)] = negl(N).

The protocol is dubbed an interactive proof (resp. argument) if the soundness property is statistical
(resp. computational).

Remark 5. We note that considering the function Acc(-) as part of the verifier is a valid alternative.
However, we prefer to use the above formalism to treat Acc(-) as an “external” measurement. This
approach aims to facilitate our subsequent presentation, where we will assume without loss of
generality that the verifier V does not conduct any measurements.

Remark 6. In a plain standard quantum interactive protocol, ¥ and P do not pre-share any entan-
glement at the beginning of the protocol.

5.1.2 Black-Box Quantum Zero-Knowledge

Next, we proceed to define the quantum zero-knowledge property. Toward that, we first need to be
more accurate about the malicious verifiers and the way the simulator interacts with the malicious
verifier.

Number of Rounds. We say that a quantum interactive proof/argument has K rounds if the
messages exchanged between P and V are of the following structure

(p1,v1,P2,V2, ..., PK—1,VK—1,PK, VK ),

where p; is the first message P sends to V, and vy is V’s response to p1, and ps is the next message
P sends to V and so one. Some remarks regarding this message structure follow:

14 We refer to the literature (e.g., [HSS11]) for the standard notion of quantum interactive machines.

30



— All the p;’s and v;’s could be quantum messages, as we allow quantum communication in quan-
tum interactive proofs/arguments.

— It is without loss of generality to assume that P sends the first message (i.e., p1).

— Typically, the last message should be from the prover to the verifier. However, in our model,
we ask the verifier to send the last message vi. We explain the reason in Rmk. 7.

— We remark that different authors may use the term “round” differently. In this work, we use
it to refer to a pair of adjacent messages. For example, (p1,v1) constitutes the first round, and
(p2,v2) constitutes the second round and so on. This is why we say that the protocol, where
2K messages are actually exchanged, has K rounds.

Remark 7 (On the last message vy ). In this work, we require the honest verifier to send its final
decision qubit (i.e., register d) to the prover, which is exactly the last message v . It is important to
note that this requirement does not impact completeness or soundness. However, it does influence
the definition of zero-knowledge. Specifically, it could potentially make the simulator’s task easier,
leading to a weaker definition of the zero-knowledge property. Nevertheless, since our goal is to
establish impossibility results, this assumption could only make our results stronger.

A related issue arises: If we ask the honest V to sends its final decision qubit as message vy,
how do we define the final output of V7 This can be handled as follows. When the message vy
is generated in register m, we ask V to keep a copy of it in a designated register d in its working
space w. Technically, V applies a CNOT gate on the register containing the decision qubit vx and
the register |0)q where the former register is the control register, and then V sends the |vg )y to the
prover as the last message. Note that this effectively collapses the decision qubit |vg )4, but this is
fine since the predicate Acc(-) anyway performs computational measurement on the decision qubit
(see Def. 2).

Malicious Verifiers. For a formal definition of black-box quantum zero-knowledge, we give a
model of quantum malicious verifiers against quantum interactive protocols. A malicious verifier
V is specified by a sequence of unitary V) over the internal register v and the message register m
(whose details are explained later) and an auxiliary input p indexed by the security parameter
A € N. We say that V is non-uniform QPT if the sizes of V), and p) are polynomial in A. In the rest
of this paper, A is always is always set to be the length of the statement x to be proven, and thus
we omit A for notation simplicity.

Its internal register v consists of the instance register ins, auxiliary input register aux, and
verifier’s working register w. Part of the working space w is designated as the output register out.
V interacts with an honest prover P on a common input « and P’s private input w € Rz (z) in the
following manner:

1. Register ins is initialized to z, aux is initialized to p, and w and m are initialized to be 0 of
sufficient length.

2. P (with private input w) and V run the K-round protocol as follows. On round k € [K],

(a) P sends message p by loading it in register m. (Physically, one can think that register m was
in the hand of P at the beginning of this round; P loads message p; in m and sends m to V.)

(b) % applies the unitary ‘7, which generates Vs response vy, and loads it in register m. (Physi-
cally, one can think that register m is then sent to P; This is how we model “V sends message
v to P7)

3. At the end of the execution, % outputs the state in register out as her final output.
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We denote by (P(w), V(p))(x) the above execution and by poyt OUTH(P(w), V(p))(z) the final
output pout of 9, which is a quantum state over out.

Black-Box Simulator. We now describe formally how the simulator S interacts with a malicious
verifier V defined above. We note that there are multiple ways to do so and we choose the following
one without loss of generality, which is particularly suitable for our proof of impossibility.

A quantum black-box simulator S is modeled as a quantum oracle Turing machine (e.g., see
[BBBVO7]). We say that S is expected-QPT (resp. strict-QPT) if the expected (resp. maximum)
number of steps is polynomial in the input length, counting an oracle access as a unit step.

Note that we focus on black-box simulation. Thus, § can only query V via her unitary V and
its inverse VJr but does not get to see the internal register registers of V. Also, recall that m is used
to exchange messages as explained above. Therefore, for simulation, m is considered as being held
by S.

In more detail, a black-box simulator § is defined by a “local” unitary S. It is granted oracle
access to V and VT It makes use of the following registers (in addition to V’s internal registers
that she could only access through Vor Vi )

— Register ins initialized to |x)ips.
— Register m to exchange messages with the malicious verifier v
— Register s, which is her “local” working space;

— A query-type register u in a 2-dimension Hilbert space spanned by the basis {|])u, |[T)u} (ex-
plained shortly).

S’s behavior is iterations of the following three steps:
1. Apply the local operator S on registers m, u, and s;
2. Measure the u register to learn the type of the next query (see the next bullet);

3. Make the oracle query according to the measurement outcome from the last step—if the mea-
surement outcome is H}u, it query the V oracle on m; otherwise (i.e., the measurement outcome
is [1)u), it query the VT oracle on m.

S keeps repeating the above three steps until she decides to stop. At that moment, the internal
state of V (i.e., contents of register out) is defined to be the simulation output. Notation-wise, we
denote the above procedure by pout + SY(@P) (x) the final output pout of 17, where pout the final
state out (tracing out all other registers after the execution).

Black-Box Quantum ZK. With the above notations, we now present the definition of black-box
quantum zero-knowledge in Def. 3.

Definition 3 (Black-Box Quantum ZK Proofs/Arguments). A black-box quantum zero-
knowledge proof (resp. argument) for an NP language L is a quantum interactive proof (resp.
argument) (P, V) for L (as per Def. 2) that additionally satisfies the following property:

— Black-Box Quantum Zero-Knowledge. There exists an expected-QPT simulator S such
that for each non-uniform QPT malicious verifier V with an auziliary input p, it holds that
< {3\7(%;/)) (z)

{OUT(P(w), V(p)) (=)

}/\EI\L:ceﬁm{O,l}A JWER £ () } AeN,zeLN{0,1}M weR s (z)"
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5.2 Quantum ZK in the Non-Programmable EPR Model

In this section, we define a new model for quantum zero-knowledge, which we refer to as the
Non-Programmable EPR (NPE for short) model. Before we dive into the formal definitions, we
first provide an intuitive explanation of this model and how it helps us establish our impossibility
results for the (standard) QZK (as per Sec. 5.1).

The NPE model is an intermediate model where P and V pre-share EPR pairs issued by some
trusted third party. These EPR pairs can be used to “de-quantize” the prover’s messages. We will
show that given a fully quantum BBZK protocol, we can transform it into a BBZK protocol in
the NPE model with the same round complexity. This allows us to focus on the NPE model when
establishing our impossibility result.

We next proceed to the formal definitions.

Non-Programmable EPR Model. As explained above, QZK in this non-programmable EPR
model is almost identical to the standard QZK we defined in Sec. 5.1, except for how the prover’s
message is transmitted. Therefore, instead of presenting all the details (which include repeated
descriptions of the same steps as we did for the standard QZK model), we choose to describe the
non-programmable EPR model by only highlighting its differences from the standard QZK model.

The non-programmable EPR model (NPE) ZK is identical to the QZK protocol as we defined
in Sec. 5.1, except for the following differences

— We assume there is a trusted party Trust who prepares polynomially many EPR pairs

( (1) (1)) ( (n) (n))

€156 €1 €

where n()) is a fixed polynomial specified by the protocol.

— At the beginning of the protocol, the first halves of these EPR pairs (egl), cees egn)) are given to

the honest prover P as a part of its input; the second halves of these EPR pairs (eél), e ,egn))

are given to the honest verifier V as a part of its input.

— The computation models for the honest prover P and honest verifier V are identical to that in
the standard QZK defined in Sec. 5.1, except that P and V now can make use of the EPR pairs
in their input during the execution, as long as the computation is QPT.

We note that we can continue to use the same interface between P and V as described in
Sec. 5.1.2. That is, though they additionally hold EPR pairs, the protocol still has the generic
form that P and V exchanges (possibly) quantum messages (p1,v1, ..., Pk, Vi ). The only mod-
ifications would be in the specific descriptions of their local unitary, which are anyway left
unspecified in the generic description provided in Sec. 5.1.

Similarly, we denote by

(Pw, @, v e (@)
the above execution, and by
p OUTu(P(w, (Y, ..., el™)), (e, ... ef™))(x)

the final output of V, where p is a single-qubit state over a special register d of V. We re-use
the same definition of Acc(-) as in Sec. 5.1.

— The modeling of the malicious verifier V and the simulator S also remains the same as in

Sec. 5.1.2, except that S now gets the (egl), cee egn)) as additional input (similar as the honest
prover). We emphasize the following points regarding the simulator S.
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e S does not get to choose the EPR pairs. That is, the EPR pairs are always sampled by
the trusted party. S gets (egl), . .,egn)) as input, and the other halves (egl), .. .,egn)) are
given to the (potentially malicious) verifier V. The latter is considered as being stored in V’s
internal registers, so § cannot see or modify these shares hold by y directly (unless through

oracle access to V’s unitary V and its inverse VT)

e We note that we can continue to use the same interface between S and V as described in
Sec. 5.1.2. In terms of notation, we can consider (egl), . ,eg")) to be stored in a designated
region of 8’s working space s, and (egl), .. .,egn)) to be stored in a corresponding region
of Vs working space w. Consequently, the generic description of how S interacts with %
remains unchanged—the only modifications would be in the specific descriptions of S’s local
unitary S and Vs unitary 17, which are anyway left unspecified in the generic description
provided in Sec. 5.1.2.

Sl D .
Similarly, we use pout < SV( @o(eg ey )ip ) ( (egl), . ,eg ))) to denote the final output pout

of ]7, where pout the final state on V’s internal register out (tracing out all other registers
after the execution).

With the above notation, we now present the formal definition for QZK in the NPE model in Def. 4.

Definition 4 (Black-Box QZK in the NPE Model). Let n()\) be a fized polynomial of the
security parameter A. A black-box quantum zero-knowledge proof (resp. argument) for an NP
language L, in the n-pair non-programmable EPR model, is a quantum interactive protocol between
a QPT prover P and a QPT verifier V that satisfy the following requirements:

— Completeness. For any x € £LN{0,1}*, any w € Re(x), and any n EPR pairs {egi), eg)}ie[n]
generated by Trust, it holds that

Pr[Acc(p) =1 : p+ OUTH(P(w, (egl), e egn))),V(egl) e(Qn))>(:r)] > 1 — negl(\).

— Statistical/Computational Soundness. The protocol is statistically (resp. computationally)
sound if for any unbounded (resp. non-uniform QPT) cheating prover P* and any x € {0, 1}*\ L,

and any n EPR pairs {egi), eéi)}ie[n} generated by Trust, it holds that

Pr[Acc(p) =1 : p+ OUTV(”P*(egl), . .,egn)),V(egl), . .,eén))>(:c)] = negl(\).

The protocol is dubbed a proof (resp. argument) if the soundness property is statistical (resp.
computational).

— Black-Box Quantum Zero-Knowledge. There exists an expected-QPT simulator S such
that for any non-um’form QPT malicious verifier V with an auziliary input p and any n EPR
pairs {egl), eg)}ie[n} generated by Trust, it holds that

{ouTy( P(w MM, V(e e, o)) (@)

£ (Pl 00) g, (oD,

}AEN,xGEO{O,l})‘,wG'RL(:B)
) }AEN,xEEQ{O,l})‘,wGRg ()"

Henceforth, we use n-NPE-BBQZK as the abbreviation for black-box quantum zero-knowledge ar-
guments in the n-pair non-programmable EPR model.
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5.3 Standard BBQZK Implies NPE-BBQZK

In this part, we show in lem. 7 that if (standard) BBQZK exists, then BBQZK in the NPE model
also exists. Moreover, the prover in the latter protocol only needs to send classical messages. Looking
forward, lem. 7 allows us to switch our attention to the NPE model—to prove that there does not
exist constant-round black-box quantum zero-knowledge, we only need to show that such protocols
do not exist in the NPE model.

Lemma 7. For a number K, assume that there exists a K-round black-box QZK proof (resp.
argument) as per Def. 3, where we assume w.l.o.g. that each messages exchanged in this protocol
are of the same length of £(\) qubits. Then, there exists a K-round black-box QZK proof (resp.
argument) in the (K - £)-pair NPE model as per Def. 4, where all the messages sent by the prover
1s classical.

Proof of Lem. 7. Consider a K-round BBQZK protocol (P,V) as defined in Def. 3. We assume
without loss of generality that all the py’s and vg’s message are of the same length ¢(\) qubits,
where £(\) is some polynomial of the security parameter \. To establish Lem. 7, we show a compiler
that converts (P, V) to a new protocol (P, V)ypg in the (K - £)-pair NPE model, with all prover’s
messages being classical.

At a high level, the compiler simply runs the original (P,V) with only one difference: all the
prover’s messages pi’s are sent to the verifier by quantum teleportation. Note that each p consists
of ¢ qubits. Thus, (K - ¢) EPR pairs suffice for teleporting all prover’s messages. We present the
formal description of the compiler in Prot. 1, and then prove that the resulting protocol (P, V)xps
does satisfies the requirements in Lem. 7.

Protocol 1: NPE-BBQZK Protocol (P, V)

Let n(A) = K - £()\). Then, a K-round QZK in the NPE model is identical to the original QZK
protocol (P, V) except for the following differences:

— Before the protocol starts, the trusted party prepares n EPR pairs
1 1 n n
(e s el es).

e, ey
The first halves of these EPR pairs (egl), ceey egn)) are given to the honest prover P as a part
of its input (in addition to its original input 2 and w); the second halves of these EPR pairs
(egl), cee egn)) are given to the honest verifier V as a part of its input (in addition to its original
input ).

— P ane V then behaves as in the original execution of (P(w),V)(x), except for the following
differences:

e When P wants to send message pi (Vk € [K]), it does not send pj, directly. Instead, it uses
quantum teleportation to transmit it, consuming the EPR shares (eg(k_l)eﬂ), ey egk@). In
more detail, P performs the teleportation measurements over the ¢-qubit message p; and
the ¢-qubit EPR shares (eg(k_l)gﬂ), .. ,egke))
tation keys {(a,(;), blgl))}ie[g]. The honest prover P then sends py = {(al(;), bg))}ie[g] to the
verifier.

. This leads to ¢ pairs of (classical) telepor-

e When the honest verifier V receives p, = {(a,gl),b,gl))}ie[g], it first recover the quantum
message pi using the teleportation keys contained in pj and the corresponding halves
of the EPR pairs (e;(k_m“), ce ,e;ké)). Then, V behaves in the same manner as in the
original protocol to generate message v, and sends it to the prover.
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e At the end of the execution, the verifier output whatever the original ¥V would output in
the original (P(w), V)(z) protocol.

From the description of Prot. 1, it is easy to see that the protocol (P,V)ype has K rounds,
consumes (K - £) EPR pairs, and all the prover’s messages {py }re[x] are classical. Also, the com-
pleteness follows direct from the completeness of the original (P, V) protocol and the correctness
guarantee of quantum teleportation.

To prove soundness, we assume that there is a malicious QPT prover 75NPE that breaks the
soundness of (P, V)ypr shown in Prot. 1. Then, we can construct another malicious QPT prover P
that breaks the soundness of the original protocol (P, V) as follows. Machine P samples the EPR

pairs by herself, and emulates machine Purn internally, on input (egl), ey egn)). When the internal
Pypr sends the message Dk, P first recover the original quantum message pj using (eél), e ,egn))
(note that this is possible because P sampled the EPR pairs), and then forward py to the external
honest verifier V; When the external V sends message v, machine P simply forward it to the internal
ﬁNpE. It is straightforward that if 75NPE breaks the soundness of (P, V)ypg, then the constructed P
breaks the soundness of the original protocol (P, V) as well.

The zero-Knowledge property follows from a similar argument as for soundness above. In more

detail, the black-box ZK simulator Sypy works as follows:

1. Given a malicious verifier ﬁNPE for the protocol Prot. 1, it first constructs a malicious verifier y
for the original protocol (P, V) as follows:

— Machine V samples the EPR pairs by herself, and emulates machine ﬁNPE internally, on
input (eél), . ,eé”)). When the external P sends the message py, (Vk € [K]), V performs
teleportation measurements on py and the EPR shares (eg(k_l)gﬂ), - ,egu)), which yield
the classical keys py = {(a,(f), bg))}iem. V forward Py, to the internal Vyps. When the internal

17NPE sends v, Y forwgrds it to the external P. At the end of the execution, y outputs
whatever the internal Vypp outputs.

2. Sypr then invokes the simulator S of the original protocol ]7, providing the V constructed above
as the oracle required by S. Finally, Sypr outputs whatever SY outputs.

We first argue that the above Sypi only makes black-box access to ﬁNPE. This can be seen by noticing
that the construction of V requires only black-box access to ﬁNpE, and that the simulator S of the
original protocol makes only black-box to the V constructed in black-box from 17NPE.

As for the indistinguishability of the simulation, first notice that in a real execution between
the original honest prover P(z,w) and the above constructed 17, the final output of Vis identically
distributed as the final output of ﬁNpE obtained from an execution with the honest Prot. 1 prover
Prpe(z, w). This is because y perfectly emulates the execution for the internal ngE, and eventually
outputs whatever the latter outputs. Then, by the ZK property of the original protocol, the output
of SV is computationally indistinguishable with Vs output in the real execution with P(z,w),
which, as we just argued, is identical to Vips's output from the real execution with Pypg(x, w). Also
notice that Sypg is defined to output whatever SY outputs. Therefore, the final output of Sypg is
computationally indistinguishable with 17NPE’S output from the real execution with Pypg(x, w).

This completes the proof of Lem. 7.

6 Impossibility of Constant-Round Black-Box Quantum Zero-Knowledge

In this section, we prove the following Thm. 2.
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Theorem 2. For a language L, if there exists a constant-round black-box quantum zero-knowledge
argument (as per Def. 3), then it holds that L € BQP.

It follows from Lem. 7 that to prove Thm. 2, it suffices to establish the following Thm. 3. The
rest of this section is devoted to proving Thm. 3.

Theorem 3. For a language L, if there exists a constant-round black-box quantum zero-knowledge
arqument in the non-programmable EPR model (as per Def. /) with prover’s messages being classical,
then it holds that £ € BQP.

Proof Structure. At a high level, our proof for Thm. 3 follows the paradigm established in
[BL0O2, CCLY21]. Given a fixed language £, we begin by assuming the existence of a constant-
round BBQZK protocol (P, V) in the non-programmable EPR model, where the prover’s messages
are classical. We then proceed to construct a malicious verifier 9, who behaves identically to the
honest V' except for the fact that VV aborts at each round with a carefully chosen probability of 1 —e.
To elaborate further, % employs a random oracle H. that outputs 1 with probability ; at each
round, V continues the execution only if H. outputs 1 on input the prover’s messages V received
thus far.

Since the protocol (P,V) is zero-knowledge, there must exist a black-box simulator S that,
when given oracle access to V), is able to simulate the output of V in the real execution. We then
demonstrate that the execution SV can be converted into a bounded-error quantum polynomial-
time decider B for the language £, thereby establishing that £ € BQP.

We make two important remarks regarding the above procedure:

1. On the Efficiency of V. Note that the final (QPT) decider B is constructed from SY. However,

the V described above is not QPT yet, because the random oracle H; does not have a polynomial-
size description.
We can address this issue in exactly the same manner as [CCLY21]. Specifically, the oracle H,
can be replaced with a 2g-wise independent hash function, where ¢ is the number of queries
made by the original S machine to H.. It then follows from Lem. 1 that the constructed BQP
decider B will function just as effectively. In the subsequent discussion, we will primarily focus
on the scenario where V uses H.. For the replacement of H. with a 2¢-wise independent hash,
we refer to Sec. 10 for more details.

2. On the Expected QPT Running Time of S. Notice that the simulator in Def. 3 runs in

expected QPT time. Consequently, our impossibility results shown in Thm. 2 (and Thm. 3) aim
to rule out expected QPT simulation. However, the above paradigm does not work if S runs
in expected QPT, as it would result in the decider B running in expected QPT, which does not
meet the efficiency requirement (i.e., strictly QPT) for being a valid BQP decider.
Once again, we resolve this issue in the same manner as [CCLY21]. Specifically, we first utilize
the above paradigm to demonstrate the impossibility for strictly QPT simulation only. Then, we
extend this impossibility to expected QPT simulation using the identical argument as presented
in [CCLY21, Section 3.3]. For a formal treatment of this issue, we refer to Sec. 10.

We now proceed to the formal proof of Thm. 3. Given the complexity of this proof and its fulfillment
across several sections, we provide an overview of the contents of the related sections:

— In Sec. 6.1, we define the malicious )7; in Sec. 6.2, we define the BQP decider B. It is important
to note that the V and B defined so far are subject to the efficiency issues mentioned in Items 1
and 2. However, we will proceed with the proof while ignoring these issues, as they will be
addressed in Sec. 10 as explained above.
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— We next prove that B is indeed a valid BQP decider. This requires us to demonstrate:

e Completeness: On input x € £, B(x) accepts with 1/poly(A) probability. This is established
in Sec. 6.3.

e Soundness: On input = ¢ £, B(x) accepts with negl(\) probability. This proof is intricate.
In Sec. 6.4, we complete the proof for soundness assuming the important technical lemma
Lem. 11. Then, we conclude the proof of Lem. 11 in Sec. 7 to 9.

— In Sec. 10, we address the efficiency issues mentioned in Items 1 and 2. This completes the proof
of Thm. 3.

6.1 A Malicious Verifier

We start by considering a language £. For this £, assume that there exists a K-round black-box
quantum zero-knowledge argument (P,V) in the non-programmable EPR model as per Def. 4,
where all the prover’s message are classical.

Let us recall that structure of the protocol as defined in Sec. 5.2. The protocol consists 2K
messages

(phvl?an v2,...,PK, UK)-

That is, the protocol has K rounds in total. In round k& € [K], P sends message py and V responds
with vg. Since we assumed that the prover’s messages are classical, all the messages (p1,...,Dpr)
are classical strings; but the messages (v1,...,vg) could be quantum. W.l.o.g., we assume that all
these massages are of the same length ¢(\), which is a polynomial in A.

We now proceed to define the particular malicious verifier V.

6.1.1 V’s registers

V starts by initializing the following registers:

12) s 0)ge 0)1610)ps - - - 1005 |0}y -+ 10V [0Vl L)t -+ [ L)sles” s €5, 0)u H s (6.1)

where the meaning of each register is explained below:

— Register ins stores the statement (or instance) z of language £, which is a common input to
both the verifier and the prover.

— Register gc is called the global counter register and register 1c is called the local counter register.
The functionality of these two registers will become clear later when we describe the behavior
of V in Sec. 6.1.2.

— Register p;y ... px (resp. vy ... vg) are to store all the prover’s messages (resp. verifier’s messages).
The exact meaning of these registers will become clear later when we describe the behavior of
V in Sec. 6.1.2.

— Register m is used to exchange messages between the prover and the verifier. Again, the exact
meaning of m will become clear later when we describe the behavior of V in Sec. 6.1.2.

— Register tq...tyx will be used when the verifier decides to abort in a particular rounds. See
Sec. 6.1.2 for how these registers are used.
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— Register w is V's working space. It contains suffices 0 states that will be used as ancilla qubits
during the computation. Also, recall that we are in the non-programmable EPR model, which
means that the verifier gets the second halves of n EPR pairs (egl), e egn)). We choose to put
then in the w register as well. We remark that the subsequent proof does not need to refer to

these EPR shares explicitly.

— Register aux stores the truth table of a function H : M=K — {0, 1}, where M = {0,1}* (note
that each py is a classical string of length ¢). This H comes from certain distributions that we
will specify later in our proof. Here, we remark that this H is the only inefficient part of ]7, and
we will eventually replace it with a 2¢g-wise independent hash function as mentioned in Item 1.

6.1.2 V’s Unitary.

In this part, we define the malicious verifier % by specifying her unitary V. We present V in two
equivalent manners. The first description (shown in Algo. 6.1) is formulated to help the reader
understand the behavior of V at the operational level. However, it is initially unclear whether the
description in Algo. 6.1 can be implemented as a unitary circuit. Particularly, the V in Algo. 6.1,
at first glance, appears to utilize controlled gates on the function H. This poses a problem because
in later parts of the proof, we need to regard H as a quantum oracle. (It is not known whether one
can implement controlled gates on H in the model where H is provided as an oracle.)

Therefore, in Algo. 6.2, we provide a functionally equivalent description of Algo. 6.1. It is evident
from Algo. 6.2 that the V defined in Algo. 6.1 can indeed be implemented as a unitary that utilizes
H as a quantum oracle, without the need for any controlled gates on it.

In subsequent parts of the proofs, we primarily utilize Algo. 6.1 as it illustrates the operational
meaning more effectively. However, we may also reference Algo. 6.2 in certain instances where it
aids in clarifying matters (e.g., in the proof of Lem. 14 and the proof of lem. 10).

Operationally Clear Description. We start by defining two unitaries that works on the global
counter and local counter registers defined above.

Note that both gc and 1c registers are initialized to 0. We set C' = 2*,'® and define the unitary
Uy as the following mapping

Uge : |i)ge = |1 +1 mod C)ge.
We also define the unitary to increase the local counter U;. as follows:
Uk : |i)ic— i +1 mod (K 4 1))1c.

We remark that modulus (k + 1) is good enough for us, because we will show later that the value
of the local counter will stay in the set {0} U [K]. _ N
With the above notation in hand, we now describe V’s unitary V in Algo. 6.1.

Algorithm 6.1: Unitary V for the Malicious Verifier V

Helper Unitaries. Before we described 17, we first define some helper unitaries. For each k € [K]:

— Aj: swap px and m. This unitary swaps the contents of py and m.

— Bj: apply V’s unitary. This unitary perform the following operation in superposition®:

15 We remark that it suffices to set C' to any super-polynomial function on A. We choose 2* only for concreteness.
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o If H(p1,...,px) = 1, then apply the honest verifier’s unitary V to generate message vy.
We remark that the generated vy is now stored in register vy.

o If H(p1,...,pr) = 0, then do nothing;
— (Y%: deliver vg. This unitary perform the following operation in superposition:
o If H(p1,...,pr) = 1, then swap the contents of registers m and vy.
o If H(py,...,pr) =0, then swap the contents of registers m and ty.
— C}: swap m and ti. This unitary is the swap operator between registers m and ty.
— Dy increase local counter. This unitary perform the following operation in superposition:
o If H(p1,...,pr) = 1, then apply the unitary Uj. to increase the local counter by 1.
o If H(p1,...,pr) =0, then do nothing.

V’s Unitary V. On each query, it compares the global counter value k with the local counter
value j and behaves accordingly. In particular:

Case k = j: It first applies the unitary Uy, to increase the global counter by 1, and then behaves
according to the (increased) global counter value k + 1. In particular:

— If K+ 1 € [K], then it applies D41Cxi1Bi+1Ak+1 as defined above.
— Otherwise (i.e., k + 1 ¢ [K]), it does nothing (i.e., applies the identity operator).

Case (k # j): It first applies the unitary Uy to increase the global counter by 1, and then behaves
according to the (increased) global counter value k + 1. In particular:

— If k+1 € [K], then it applies Cj_ ; Ap;1 as defined above.
— Otherwise (i.e., k + 1 ¢ [K]), it does nothing (i.e., applies the identity operator).

V’s Output: It output all the registers. Notation-wise, we write the final output as (p =
(p1,..- ,pK),p), where p1,...,pK is the contents in register p; ...px and p is the state over the
remaining registers at halt.

¢ Henceforth, when we refer to (p1,...,pr), we mean the values stored in registers p: . .. px.

Notation. We will make use of the following notations. We write VH to refer to the malicious
verifier V when the function in register aux is instantiated by H (see Expression (6.1)). We use
(P(w), V) (z) to denote the execution of the protocol between V¥ and the honest prover P, where
the comment input is z and the honest prover holds a witness w as its private input. We use
(P, p) < OUTH(P(w), VH)(z) to denote the final output of V.

Remark 8 (Omitting EPR Shares). Notice that we are currently in the non-programmable EPR

model, and thus P (resp. V) also takes the EPR shares (egl), . .,egn)) (resp. (egl), . .,egn))) as a
part of its input. Henceforth, we omit these EPR pairs in our notation for succinctness, e.g., in
(P(w), V) (z). This is fine because our proof never needs to explicitly refer to these EPR shares.
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On Implementing V as an Unitary. As discussed at the beginning of Sec. 6.1.2 , we now
show in Algo. 6.2 that the V defined in Algo. 6.1 can indeed be implemented as a unitary with
quantum-oracle access to H.

Algorithm 6.2: Unitary Implementation of 1%

At each round k € [K], it behaves in the following three steps:

Step 1: It applies Uy to increase the global counter from k& — 1 to k. (Recall that right before
round k starts, the global counter is k — 1.)

Step 2: It behaves according to the current (i.e., already increased) global counter value k:
1. If k € [K], then it applies the unitary Ay as defined in Algo. 6.1;
2. Otherwise (i.e., k ¢ [K]), it does not do anything (i.e., it applies the identity operator).

Step 3: It queries the (quantum) oracle H to learn the value H(pi,...,p;j+1) and store this
value in a temporary register tmp. We note that j is the value of the current local counter and
(p1,--.,pj+1) are the values stored in registers p; ... pj11. Also note that in later proofs, the local
counter register may contain a superposition of values; that is why we need quantum oracle access
to H.

Step 4: It behaves according to the current (i.e., already increased) global counter value k:

1. If k € [K], then it behaves by comparing the local counter value j with k — 1 (recall again
that k — 1 is the global counter value at the beginning of round k, before the U, at the very
beginning is applied):

(a) If (k — 1) = j, then it applies the D;C} By, defined in Algo. 6.1. Note that these operators
make use of the value H(p1,...,pr) as the control (qu)bit. But this is exactly the value
stored in register tmp defined in Step 3 (note that in this case j 4 1 is exactly k). Thus,
Dy Cy By can be implemented using tmp as the control register.

(b) Otherwise (i.e., (k — 1) # j), it applies the C}, defined in Algo. 6.1.
2. Otherwise (i.e., k ¢ [K]), it does not do anything (i.e., it applies the identity operator)

The equivalence between Algo. 6.1 and Algo. 6.2 can be easily seen by comparing their respective
descriptions. Moreover, it is evident from the description of Algo. 6.2 that it can be implemented
as a unitary circuit with quantum oracle access to H — particularly, the query to H is elevated to
Step 3 and is not controlled by any register.

6.1.3 Understanding V with Two examples

To gain a better understanding of the unitary V defined in Algo. 6.1, let us consider two examples
where we instantiate the function H differently. We recommend that the reader not skip these
examples, as we will introduce important notations that will be utilized in the subsequent proofs
as well.

The First Example. In this example, consider a function H that always output 1 on all input.
For this such an H, it is not hard to see that the execution (P(w), V¥)(z) is effectively identical
to the (P(w),V)(x) (i.e., the real protocol between honest prover and verifier)—in each round k,
only the branch corresponding to H(p1,...,pr) = 1 would happen; if one track the execution, it

41



is easy to see that only the work performed by Bj actually matters (while Ay, Cg, and Dy are
there to deliver messages or maintain the counters), and Bj is nothing but emulating the honest
verifier V (in the H(p1,...,pr) = 1 branch). Therefore, the execution in this case is indeed a perfect
emulation of the real (P(w),V)(x). In particular, V¥’s final output will be accepted by Acc with
the same probability 1 — negl(\) as in the honest execution (see the Completeness requirement
in Def. 4).

Let us now turn to the local counter register. In this example, it is also straightforward that the
local counter register will contain the a classical value K at the end of the execution (P(w), i ) ().
This is simply because the local counter will increase by 1 at the end of each round (due to the
unitary D), and there are K rounds in total.

Moreover, we also know that the value (p1,...,px) contained in the p part of the final output
of VH will be accepted by H. In particular, it holds that H(p) = 1, where 1 is the vector containing
K repetition of value 1 and H is the vector-valued version of H as defined in the following Def. 5.

Definition 5 (Vector-Valued Function). Let M = {0,1}. Let H be a function from M=K
to {0,1}. Then, we define the vector-version H as follows:

Vp = (p1,...,px) € MX, H(p) = (H(p1), H(p1,p2),-- ., Hp1,- -, PK))-

The above observations for this example can be summarized as follows. For any z € £ and any
w € Re(x), it holds that

Pr [Pred(p) =1AH(p)=1: (p,p) + OUT;,(P(w),ﬁHﬂx)}
= Pr[Acc(p) =1 : p < OUT,(P(w), V)(z)]
=1—negl(\),
where the Pred(-) is a quantum predicate defined in the following Def. 6.

Definition 6 (Predicate Pred). We define Pred(:) as a quantum predicate over the second part
(i.e., the p) in the output of V. In particular, Pred(p) = 1 if and only if the following conditions
hold:

1. Measure the local counter register 1c in the computational basis and the measurement outcome
is K. (Recall that the 1c register is contained in p.)

2. Measure register d in the computational basis and the measurement outcome is 1. (Recall that
the 4 register is a designated register in w containing the verifier’s final decision qubit (see also
Rmk. 7). It is contained in p because w is so.)

The Second Example. A more interesting example is when H is sampled from a family of random
functions that output 1 with probability . Formally, we define the following family of functions.

Definition 7 (Family of e-Random Functions). Let M := {0,1}*. For a real number ¢ € [0,1]
and a positive integer K, let H. i be a distribution over H. i : M=K 10,1} such that we have

PI‘[H&K(pl, e ,pk) = 1] = £

independently for each (pi,...,px) € MSE. (In the sequel, the value K is always fized to the
number of rounds. Thus, we omit the K from the subscript of H. x and simply write is as H..)
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Consider a H, that sampled from the H. defined in Def. 7. Let us compare the the execu-
tion (P(w), V) (z) and the honest execution (P(w),V)(z). Due to a similar argument as we did
in the previous example with the all-accepting function H, it is easy to see that the execution
(P(w), V) (), when conditioned on the fact that He(p1,...,px) = 1 for all k € [K], is identical to
the real execution (P(w),V)(x) between the honest parties. In this case (i.e., the conditioned fact
happens), all the observations we made in the first example (regarding the accepting probability,
the local counter, the predicate Pred) remain valid.

On the other hand, it follows from Def. 7 that the event “H.(p1,...,pr) = 1 for all k € [K]”
happen with probability exactly X over the randomly sampling of H..

Therefore, the following holds: For any = € £ and any w € R (x), it holds that

- H. < H.
(P.p) ¢ OUTy(P(w), V1) (x)
> ef . Pr[Acc(p) =1 : p OUTy(P(w), V)(z)]
=% (1 - negl(V)
= —negl()), (6.2)

Pr|Pred(p) = 1A H.(p) =1

where H. is the vector-valued version of H; as defined in Def. 5 and Pred(-) is the quantum predicate
defined in Def. 6.

6.1.4 Interaction between S and \7

Recall from Sec. 5.1 and 5.2 that the simulator § is granted oracle access to V and V7. She does
not get to see the internal registers of % (except for register m). She has a local operator S, and
after each oracle query, her behavior consists of applying .S and then measuring a special u register
to determine the type of the next query. -

As for notations, for any function H, we use SIMZ(z) to refer to the execution of S¥(®)(x)
where the function in V’s aux register is instantiated by H. (Similar as in Rmk. 8, we omit the
EPR shares from our notation.) Also, recall from Sec. 5.1 that the output of the simulator is defined
to be the output of the malicious verifier at the end of simulation. For the particular V defined in
Algo. 6.1, the output of the simulation can be written as (p, p) < SIMH(x), where (p, p) has the
same meaning as defined toward the end of Algo. 6.1.

With the above notations, let us know make three simply but useful claims.

Claim 4. For any x € L, it holds that

K
Pr [Pred(p) =1AH.(p)=1 : He e } c

(b, ) + SIMI= () | = 1~ "B

Proof of Claim 4. This claim simply follows from the ZK property of the protocol and Eq. (6.2).
In more detail,

—  H. +H.
Pr [Pred(p) =1NH:(p)=1": (. p) S|MHE(SC):|
— - He «— He N e
> Pr {Pred(p) =1ANH.(p)=1: (p.p) OUT9<'P(’LU),VH€>(ZL‘):| gl(\) (6.3)
> el —negl()), (6.4)
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where Eq. (6.3) follows from the ZK property of the (P,V) protocol, and Inequality (6.4) follows

form Eq. (6.2).
Then, Claim 4 simply follows from Inequality (6.4) and the fact that ¢ o
0

Remark 9 (On Tightness of Claim 4). One may wonder why we state Claim 4 with a lower bound of
)

TK —negl()\), given that the proof of Claim 4 already achieves a tighter lower bound of e% — negl()\)
(i.e., Inequality (6.4)). This is because Claim 4 serves two purposes in the later part of our proof:

1. First, Claim 4 will be used when establishing the completeness property of the BQP decider
(in Lem. 8). For this purpose, we can indeed use Claim 4 with the tighter lower bound of
el — negl(N).

2. Second, Claim 4 will also be used when extending our impossibility results from strictly QPT
simulation to expected QPT simulation in Sec. 10. For this purpose, the tighter lower bound of
eX — negl(\) does not suffice, and we have to use the bound of £~ — negl(}).

Therefore, we choose to state Claim 4 with the lower bound of % — negl(A).

Claim 5 (Classical Global Counter). For any function H, throughout the execution of SIMT (z),
the global counter register will always contain a classical value.

Proof of Claim 5. Note that S can only modify the content in the global counter register through
invoking her oracle V or V1. Then, Claim 5 can be easily seen from the definition of V in Algo. 6.1—
every invocation of V (resp. VT) will trigger Ug. (resp. Ugc) exactly once, increasing (resp. de-
creasing) the global counter by 1. Thus, the global counter will always contain a classical value,
decoherent from other registers.
This completes the proof of Claim 5.
O

Claim 6. For any function H, the execution SIM? (z) can be seen as an oracle-aided algorithm
where H plays the role of the oracle. If the simulator S makes q quieres to her oracle V and V1 in
total, then the oracle H will be queries at most 2K q times.

Proof of Claim 6. First, note that SIMH () can indeed be seen as an oracle-aided algorithm where
H plays the role of the oracle. This follows from the description of V, who only makes use of the
I/0O behavior of H. L

As for the number of queries, it suffices to show that each query of S (to her oracle V' or v
will invoke at most 2K queries to H. This is true by definition of V' Algo. 6.1: From the descritpion
there, unitaries By, Ck, and Dy, all makes H queries. However, we remark that this can be done by
query the H once and store the output of H in a seperate register that can be used (as a control
register) by By, Cy, and Dy. In the manner, each V or VT query only invoke 2 quries to H (note that
we need one more query to uncompute each query to H). Then, Claim 6 follows because 2¢ < 2K¢q
for all positive interger K.

This completes the proof of Claim 6.

O

Remark 10 (On Tightness of Claim 6). The above proof of Claim 6 indeed establishes a tighter
upper bound on the number of queries — it shows that SIM can make at most 2¢ queries to H.
One may wonder why we choose to claim the upper bound as 2K¢q in the statement of Claim 6.
Indeed, our Claim 6 can be treated as the analogue of Observation 3 on Page 20 of [CCLY21],

44



where the upper bound is 2K ¢q. We choose to use the same bound because this allows us to reuse
the same parameter settings (and certain calculations) in [CCLY21].

One may also wonder why we can save the multiplicative factor K in this bound while [CCLY21]
cannot in their Observation 3. This is due to a difference in the behavior of the malicious verifier
at the last round. In our case, the malicious verifier V’s behavior at the last round is syntactically
the same as other rounds. In particular, she only queries H once as we argued in the above proof
of Claim 6 (plus one more query for uncomputing). In contrast, the malicious verifier in [CCLY21]
behaves differently at the last round. Specifically, at the last round, the [CCLY21] verifier will
invoke H for K times to learn H(myq,...,m;) for all i € [K] and check if all these values are 1 (see
the top of Page 20 of [CCLY21]). We remark that our V does not need to perform such checks at
the last round. This is because (looking ahead) our proof will perform a fine-grained analysis of the
measure-and-reprogram game with respect to SIM to establish certain properties of the prover’s
messages (p1, ..., Pk ), which will effectively achieve the same effect as the checks performed by the
[CCLY21] verifier at the last round.

6.2 BQP Decider

In this section, we define the BQP decider for the language L.

First, let us take a closer look at the execution of SIM. As we established in Claim 6, SIM
can be treated as an oracle-aided execution, where H plays the role of the oracle. Our first step
toward constructing the BQP decider B is to put SIM into the format of a measure-and-reprogram
(MnR) game, as discussed in Sec. 3.2.

MnR Game with ZK Simulator. We first define the MnR game w.r.t. the simulator S and
V(x) defined in previous sections. This game is simply an instantiation of MnR game defined in
Game 3.1 with the following notation:

1. We treat the execution of the simulator (with oracle access to V and Y7T) as an oracle machine
SIMH that has quantum oracle access to a random function H : Y<K — ), where X = {0, 1}5
and Y = {0’1} Lety = (ylv"'ayK) € yK

2. Recall that the output of SIM? is defined to be the output V at halt, which is splitted as (p,p)
(see also Algo. 6.1).

3. Recall from Claim 6 that SIM as an oracle machine makes at most 2/Kq queries to H in total.

Since this game will be particularly important for the sequel sections, we choose to present it
in full detail in Game 6.1.

Game 6.1: Measure-and-Reprogram Game sY [H,y](z)

It works as follows

1. For each ¢ € [K], uniformly pick (j;,b;) € ([2K¢] x {0,1})U{(L, L)} conditioned on that there
exists at most one ¢ € [K]| such that j; = j* for all j* € [2K¢].

2. Let s denote the number of j;’s in {j; };cx] that are not L. We re-label the indices i for pairs
{(Jis bi) Yiepr) so that j1 < jo < ... <jsand jop1 = jer2 = ... = jx = L.
3. Run the oracle machine SIM(z) with oracle O, which is initialized to be a quantumly-accessible

classical oracle that computes H, and when SIM(x) makes its j-th query, the oracle is simulated
as follows:
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(a) If j = j; for some ¢ € [K|, measure this query to obtain p; = (p;1,...,pi ) where z; € [K]
is determined by the measurement outcome, and then behaves according to the value b; as
follows:

i. If b; = 0: First reprogram O < Reprogram(Q, p;,y;), and then answer the j;-th query
using the reprogrammed oracle.

ii. If b; = 1: First answer the j;-th query using the oracle before the reprogramming, and
then reprogram O < Reprogram(O, p;, ;).

(b) Otherwise (i.e., j # ji Vi € [s]), answer the j-th query just using the oracle O without any
measurement or reprogramming.

4. Let (p* = (p],...,P}): Pout) be the output of SV at halt (as per Item 2).

5. Forallie {s+1,s+2,...,K}, set p; = p} where p} := (p],...,p]).

6. Output: The output of this game is defined as follows
— If it holds for all ¢ € [K] that p; is a prefix of px, then output (px, pout);
— Otherwise, output (L, 1).

Decider for BQP. With the above notation in hand, we proceed to define the BQP decider B.
Roughly speaking, B on input z simply runs the MnR game SY[H, y](z) as defined in Game 6.1 by
setting H to an all-zero function and setting y to an all-1 vector. It accepts (resp. rejects) if the
verifier V accepts (resp. rejects) at the end of the MnR game.

The formal description of B is presented in Algo. 6.3.

Algorithm 6.3: BQP Decider B(z)

On input a classical string z, machine B(x) works as follows:

1. (Parameter Setting.) Let 1 := (1,...,1) containing K copies of 1. Let M := {0,1}* and
Hy : M=K — {0,1} be the zero-function, i.e., Ho(p1,...,p;) = 0 for all (p1,...,p;) € M=K,

2. (MnR Game with 8‘7.) Execute (p,p) < Sv[Ho,l](:n) as per Game 6.1. That is, B(x)
executes Game 6.1 with H := Hy and y := (1,...,1) and denotes the output of this procedure

as (p, p)-

3. (Output.) It outputs 1 if and only if Pred(p) = 1, where Pred(p) is the predicate defined in
Def. 6.

Next, we argue that B is a valid BQP decider. Toward that, it suffices to establish the following
Lem. 8 and 9. We present the proof for Lem. 8 in Sec. 6.3. The proof for Lem. 9 is the most
technically involved part of this work. It will be covered in Sec. 6.4 and Sec. 7 to 9.

Lemma 8 (Completeness). For all L € BQP and all x € £LN{0,1}, it holds for the B defined
in Algo. 6.3 that

1
Pr{B(r) = 1) > ¢~ neBl().

where q is the number of oracle queries made by the S (to her oracle V or X~/T) during the execution
of SV[Hy,1)(z) in Step 2 of B(z) (i.e., Algo. 6.3).
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Lemma 9 (Soundness). For all L€ BQP and all z € {0,1}*\ L, it holds for the B defined in
Algo. 6.3 that
Pr[B(x) = 1] = negl(\).

6.3 Proof of Completeness

In this subsection, we prove Lem. 8.
We first set some parameters that will be used in this proof. Recall that ¢ denotes the number

of oracle queries made by the S (to her oracle V or V1) during the execution of Sv[HO, 1](x) in
Step 2 of B(z) (i.e., Algo. 6.3). For this ¢, we define

Y ! (6.5)

T 256K2¢2(4Kq + 1)2K
In the sequel, let € < g, be an arbitrary noticeable function in \.

Notation. We first recall some notations that have already been defined previously. They will be
used in the sequel derivation:

— We will make use of the family of e-random functions H. defined in Def. 7. Note that this € is
the particular noticeable ¢ < g, we fixed above. When a probability is taken over the random
sampling of H. < H., we will not explicitly include this expression; instead, we simply write
H_ under the “Pr” symbol to indicate the sampling procedure.

— For a function H., we will make use of its vector-valued version H. as defined in Def. 5.
— We will make use of S [H.,1](x), which is the MnR game Game 6.1 instantiated with H := H,
and y := 1 containing K repetitions of 1’s.

— When we write 8 in under the “Pr” symbol, it means we sample 8 from a distribution D, over
{0,1}¥, where each bit of 3 takes the value 1 with probability ¢ independently.

— For a function H, we will make use of the symbol SIM | which is the execution of § with oracle
access to V whose random functions is instantiated by H. We treat the S¥ as an oracle-aided

machine with H playing the role of the oracle (as explained in Claim 6).
— For x = (21,...,2x) € {0,1}%¢ y = (y1,...,yK) € {0,1}%, and a function H : ({0,1}*)<K —
{0,1}, recall the function H*Y defined in Lem. 3:

if X! = (x1,..., ;)

‘ ' H(x}) otherwise

Vi € [K] vx!, = (:Ell,...,l’,), Hx’y(x;) = {yi

With the above notations in hand, we now establish Lem. 8.
First, notice that

Pr[B(z) = 1] = Pr|Pred(p) = 1 : (p,p) « SV [Ho, 1](z) (6.6)

> PriPred(p) =1 : (p,p) SVIH.,1)(x)] — 32K2¢% (6.7)

where Eq. (6.6) follows from the definition and notation in Algo. 6.3, and Inequality (6.7) follows
from Lem. 2 and the fact that in the MnR game, there are 2K ¢ queries to the oracle Hy (or H.)
in total (see Claim 6).
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Next, we derive a lower bound for the first term in the RHS of Inequality (6.7):
PrPred(p) =1 : (p,p) ¢ SV [He, 1)(x)]

= Y Blp=p APrdp) =1 ¢ (pp) ¢ STIHL 1)) 6.5
p*e{0,1} Keu{L}
1 . o
2 (@Kq+ 12K > Prlp=p* APred(p) =1 : (p,p) ¢ SIMHZ ()] (6.9)
1 p*e{0,1}KU{1} *
EiK . 8
= e Y P =p APrdp) =1AB=1: (p.p) « SIMT ()
1 pre{0,1}Ku{L} "
-K
3 . .
= W Z EF[P:p APred(p) =1AH.(p)=1 : (p,p)<—SIMHE(g;)]
1 pre{0,1} KU1}
-K
9 _
= (Rq T 17K Pr[Pred(p) = 1A H:(p) =1 : (p,p) ¢ SIMP= ()] (6.10)
e K ek
= @Kqt K <4 - ”eg'(’\)>’ (6.11)

where Eq. (6.8) follows from the Law of Total Probability, Eq. (6.9) follows from Lem. 3, Eq. (6.10)
follows again from the Law of Total Probability, and Inequality (6.11) follows from Claim 4,
Finally, it holds that

K oK -
Pr[B(z) =1] > Rgr0E \ 71~ negl(\) | — 32K*q“e (6.12)
1 2 2
> — —
2 I (4Kq 1 12K negl(\) — 32K“q°¢e
1

— (A 6.13
where Inequality (6.12) follows from Inequalities (6.7) and (6.11), and Inequality (6.13) follows from
our parameter setting that ¢ < ¢, with the ¢, defined in Expression (6.5).

This completes the proof of Lem. 8.

6.4 Proof of Soundness

In this section, we prove Lem. 9.
At a high level, we assume for contradiction that Lem. 9 is false and show how to construct a
malicious prover P breaking the soundness of the original protocol (P,V). Toward that, we first

need to make some modifications to the machine B and the MnR game 89, making use of some
particular properties of the VV we defined earlier. This is covered in Sec. 6.4.1 to 6.4.3. Next, we will
present the malicious prover P and prove that it can indeed break the soundness. This is done in

Sec. 6.4.4.

6.4.1 Cleaning the MnR Game
6.4.1.1 Structure of z;’s

In the sequel, we focus on the MnR game SV [Ho, 1](z), which is exactly the game Game 6.1 with
H instantiated by the all-zero function Hy and y instantiated by the vector 1 of K repetition of
value 1.
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Recall that the length z; of the measurement outcome (p;1,...,pi ;) defined in Step 3 of the
MnR game SY[Hy, 1](x) is determined by the measurement. In the following Lem. 10, we show that
the length values z;’s will indeed exhibit a non-decreasing order. This property will be crucial for
the later parts of the proof.

For notational convenience, let us first give a name to S’s query to her oracle 1% (or XN/T) that

invokes the measurement in Step 3 of the MnR game SY[Hy, 1](z).

Definition 8 (Special Queries). During the execution ofST} [Ho, 1](z), note that the j;-th query
to O must be invoked by S’s query to verifier V. We call this query of S toV (which in turn invokes
the ji-th query to O) as the i-th special query and denote it by sq(i).

Lemma 10. For the s defined in Step 2 and {zi}c)s) defined in defined in Step 3 of game
SY[Ho,1)(z), it holds that'®

Vt € [s], zx <max{z1,22..., 21} + 1. (In particular, z1 =1 if s > 1.)

Proof. In the following proof, (arbitrarily) fix a t € [s].

Consider the moment of the execution when § is about to make the sq(¢) query (i.e., the query
that will invoke the measurement of z;). Let us denote the overall state, at this moment, across all
the registers as p. Let us denote z := max{z1,22,...,2-1}.

At this moment, we know by definition of Game 6.1 that the oracle Hy has been re-programmed
to output 1 for input vectors of length at most z. In particular, if we denote the oracle at this moment
as ﬁ, then it outputs 0 on all vectors (p1,...,p.+1) of length z 4 1.

Next, we claim that

VjG{Z—Fl,Z—l—Q,...,K}, Tr[|]><]|1cp] =0,

where [j)j|;. is the projector that projects register 1c to value j. That is, we claim that the 1c
register of state p does not have any weights on value 5 > z 4+ 1 (or equivalently, j < z). This is
because:

1. by the definition of 1% (see Algo. 6.1), for 1c to contain the value z+ 1 or greater, it is necessary
that there exists some (pi,...,p.+1) such that H(pi,...,p.+1) = 1;

2. as we just argued, it holds for the current oracle H that H (p1,---,pz+1) = 0 for all possible
(plv v )pz-i-l)‘

Now, let us example how the sq(t) query will be process using the description of Vin Algo. 6.2.
In particular, according to Step 3 of Algo. 6.2, the maximum length of each “branch” in the
super-position query to H is upper bounded by j + 1. Thus, the value z; determined by measuring
this super-position will not exceed j + 1 either. It then follows from the above argument that
z < j+1<z+1, satisfying the requirement of Lem. 10.

Finally, we remark that the above argument implies z; < 1 as a corner case. On the other hand,
if s > 1, then z; by definition lies in [K]. Thus, it follows that z; = 1.

This completes the proof of Lem. 10.

We next show in Corollary 2 a powerful corollary of Lem. 10.

16 In Lem. 10 and its proof, for the corner case t = 1, the max is taken over (). We naturally define max()) = 0.
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Corollary 2 (of Lem. 10). For the game Sg[Ho, 1](x), define the following event Epag
Egad =(s#K)V (21 #1) V(22 #2) V...V (zx # K).

It then follows that
Pr|Pred(p) =1 A Egad : (P,p) %Sﬁ[Ho,l](x)} = 0.

Proof of Corollary 2. We first define another “bad” event Egad
Egaq = (max{zl, oy zs) < K)

Then, by Lem. 10, it is not hard to see that the event that “EBad happens” implies the event that
“Egad happens.”
Therefore, to prove Corollary 2, it suffices to prove the following inequality:

Pr[Pred(p)zl A Epgag : (p,p) < SY[Ho, 1)(z)] =0 (6.14)

The proof for Inequality (6.14) is very similar to that for Lem. 10. We include it below for the sake
of completeness.

Let z := max{z1,...,2s}. If event FEgad happens, we know that z < K. Now, consider the
moment when the S halts. At this moment, we know by definition of game SY[Hy,1](x) that
the oracle Hy has been re-programmed to output 1 for input vectors of length at most z < K. In
particular, if we denote the oracle at this moment as q , then it outputs 0 on all vectors (p1,. .., pK)
of length K.

Next, we claim that

e[| K)K],, p] = 0. (6.15)

where |K)(K]|;, is the projector that projects register 1c to value K. That is, we claim that the lc
register of the final state p at S’s halt does not have any weights on value K. This is because:

1. by the definition of 1% (see Algo. 6.1), for 1c to contain the value K, it is necessary that there
exists some (p1,...,pk) such that H(p1,...,pr) = 1;

2. as we just argued, it holds for the current oracle H that H (p1,...,px) = 0 for all possible
(plv s 7pK)
In this case, Eq. (6.15) implies that Pred(p) = 0 (recall the definition of Pred in Algo. 6.3).

This completes the proof of Corollary 2.
O

Corollary 2 is powerful in the sense that it allows us to “clean” the game SV[HO, 1)(z) in the
following manner: during the execution of S ‘7[H0, 1)(z), once the event Eg,q occurs, we can immedi-
ately abort the execution (possibly prematurely), without reducing the probability of Pred(p) = 1.
We formalize this observation as the following Game 6.2 (where we highlight its difference with
Sv[Ho, 1)(z) in red color) and Corollary 3.

Game 6.2: Measure-and-Reprogram Game SV [Ho, 1](z)

It works as follows
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1. For each ¢ € [K], uniformly pick (j;,b;) € ([2K¢] x {0,1}) &{Z5=1} conditioned on that there
exists at most one ¢ € [K]| such that j; = j* for all j* € [2K¢].

o

(4. H )\ co-thntg Q. G 3 —a — — —_—.
L\JZ’U,L}J’LE[KJ DO UTIAUU Jl Jd . e . JS aTIrcr JS+1 _JS+A T e e . _JA _—
We re-label the indices 4 for pairs {(ji, bi) }ic(x] S0 that j1 < j2 <... < jk.

3. Run the oracle machine S¥ with oracle O, which is initialized to be a quantumly-accessible

classical oracle that computes Hy, and when SY makes its j-th query, the oracle is simulated
as follows:

(a) If j = j; for some i € [K], measure this query to obtain p; = (p;1,...,piz) Where z; € [K]
is determined by the measurement outcome. It halts immediately and outputs (L, L) if
any of the following events happen:

i. z; #1, or
ii. p;—1 is not a prefix of p;.

The sq(i) queries are defined in the same manner as in Def. 8.
It then behaves according to the value b; as follows:

i. If b; = 0: First reprogram O < Reprogram(O, p;, 1), and then answer the j;-th query
using the reprogrammed oracle.

ii. If b; = 1: First answer the j;-th query using the oracle before the reprogramming, and
then reprogram O < Reprogram(O, p;, 1).

(b) Otherwise (i.e., j # j; Vi € [K]), answer the j-th query just using the oracle O without
any measurement or reprogramming.

4. Let (p* = (p],...,P))s Pout) be the output of SV at halt (as per Item 2).

6. Output: directly output (pr, pout) Fhe-output-of-this-same-is-defined-asfolows

7 ; s Pout )

Corollary 3 (of Corollary 2). For the SQ[HO, 1)(x) defined in Game 6.2 , it holds that
Pr[Pred(p) =1 : (p,p) < 8¥[Hy, 1](x)| = Pr[Pred(p) =1 : (p,p) ¢ S”[Ho, 1)(x)].

Proof of Corollary 3. We prove this corollary by considering the red-color changes in Game 6.2 one
by one.

In Step 1, we simply prevent the value j; from taking the value L. This follows immediately
from Corollary 2—if there exists some j; = |, then it must follow that s # K, which is a part of the
Egaq defined in Corollary 2. Thus, we can safely ignore this case without reducing the probability
of Pred(p) = 1.

The changes made in Steps 2 and 5 are direct consequences of the adjustment made in Step 1.

The introduction of Step 3(a)i can also be elucidated by Corollary 2. Specifically, the occurrence
of the event z; # ¢ is encompassed within the definition of Eg,q outlined in Corollary 2. Conse-
quently, we can safely disregard this scenario without diminishing the probability of Pred(p) = 1.
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The inclusion of Step 3(a)ii essentially involves relocating the checks conducted in the original
Step 6 to an earlier stage, specifically within the current Step 3(a)ii.
This finishes the proof of Corollary 3.
O

Remark 11 (The Type of sq(i) Query). We remark that in Game 6.2, the sq(i) query must be a 1%
query (instead of being a VT query). This follows from a similar argument as we did in the proof of
Lem. 10. In more detail, note that the sq(i) query by definition invokes the measurement of p; ... p;
in Game 6.2, if the game is not aborted in Step 3a. If the sq(i) query is invoked by a VT query,
then by the definition of 1% (see Algo. 6.1), both the global counter and the local counter must be
of the same value i right before this query. However, this is simply impossible—using the argument
as we did in the proof of Lem. 10, the 1c register has zero weights on value i before the sq(i) query
is processed. Therefore, the sq(i) query must be a V' query.

6.4.1.2 Simplification Assumptions

Henceforth, we make three assumptions regarding the behavior of the simulator & that would
greatly simplify the remaining proof. We first present two assumptions which are easy to state and
validate.

— Assumption 1: When the global counter is |[0)gc,'” S will not make a VT query.

— Assumption 2: When the global counter is |K)gc, S will not make a V query.

We argue that these assumptions will not decrease the probability of Pred(p) = 1 for Game 6.2. To
see that, consider that scenario where the S makes a vi (resp. 17) query when global counter is
|0)gc (resp. |K)gc). By the definition in Algo. 6.1, the effect of this VT (resp. V) query is to apply
the identity operator (i.e., do nothing). Thus, such a query has no effects on the overall states at all
and can be ignored. More accurately, one can define another machine §* that behaves identically
to S except that when S tries to make a VT (resp. V) query at |0)gc (resp. |K)gc), S* does not
do anything and pretend that this query has been answered. The probability of Pred(p) = 1 for
Game 6.2 w.r.t. this new S§* is then identical to that of the original Game 6.2.
Next, we state and validate the third assumption.

— Assumption 3: For each k € {0,1,..., K — 1}, before the sq(k + 1) query is made, we allow
S to operate directly on registers t, for all z € {k + 1,k +2,..., K}. Then, for each k € [K],
before the sq(k + 1) query is made, S will not try to make a V-query when the global counter
is |k)gc.

We now argue that Assumption 3 will not decrease the probability of Pred(p) = 1 for Game 6.2.
Consider the scenario where before the sq(k+1) query is made, S makes a V when the global counter
is |k)gc. At this moment, via the same argument as in the proof of Lem. 10 and Corollary 2, we
know that the local counter register does not have any weights on value k 4 1. Therefore, the only
effect of this application of XN/, according to Algo. 6.1, it to increase the global counter to k& + 1,
apply Ai4+1, and then apply Cj11 . From S’s view point, this is nothing but swapping the registers
tx+1 and m. Moreover, note that after this query, the global counter has been increase to the value
k+ 1 while the local counter does not increase at all. Therefore, future V queries (before sq(k + 1))
will always been answered by C, 41Ak+1 according to the global counter value k + 1, until S makes

enough Vi queries to bring the global counter back to value k. Therefore, instead of allowing S
to perform these queries, one can define another machine &* that behaves identically to S except

17 Note that due to Claim 5, we do not need to consider the case where the global counter is a superposition.
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that when S tries to make a V query at |9)gc (Vg € {k,k+1,..., K — 1}) before the sq(k + 1)
query, §* dose not make this query; instead it operates directly on register tgy1. The probability
of Pred(p) = 1 for Game 6.2 w.r.t. this new S* is then identical to that of the original Game 6.2.
This is exactly what we allowed in Assumption 3.

6.4.2 Defining the Real Game

Looking into SY. Next, we re-state the game SY[Hp,1](z) defined in Game 6.2. This time, we
will look into the execution of SV and their registers. This is different from previous games where
we always treat S¥ as a “black-box” and only focus on how it accesses the oracle Hy. We denote
this game as Real(S,V) and present it in Game 6.3.

It is straightforward that Game 6.3 is identical to Game 6.2 with only cosmetic changes. There-
fore, it holds that

Pr|Pred(p) =1 : (p,p) + S"Nj[Ho, 1](3;)} = Pr{Pred(p) =1: (p,p) < ReaI(S,ij)} (6.16)

Game 6.3: Game Real(S,V)

For each i € [K], uniformly pick (j;,b;) € [2K¢q] x {0,1} conditioned on that there exists at most
one i € [K] such that j; = j* for all j* € [2Kq]. We re-label the indices i for {(ji, b;) }ic[x) S0 that

71 < jo < ... < jg. Initialize H( ) — = Hy and pg = () and run the oracle machine SV(JZ) in the
following manner:

For each i € [K]:

— For S’s Queries between sq(i — 1) and sq(i): Answer such queries with V and V1 accord-
ingly, where V uses Hé =1 as the oracle. (see below for the definitions of H, (=D for § > 2)

— For Query sq(i): Note that by definition (and Rmk. 11), the sq(i) query is a V-query and
it invokes a measurement over registers p; ...pi, resulting in the measurement outcome p; =
(p1,...,pi). If p;—1 is not a prefix of p;, the execution halts immediately with output (L, L).

Otherwise, it defines Héi) = HY 1 and then behaves according to the value b;:

e If b; = 0, applies 1% using Héi) as the oracle.

(i—1)

o If b; =1, applies 1% using H as the oracle.

Output: Let (p*, pout) be the output of SV at halt. This game Real(S, 9) outputs (Px, Pout)-

6.4.3 Defining the Dummy Game

A Dummy Version of V. We first define a unitary V, which should be treated as the “dummy
version” of V’s unitary V. We present it in Algo. 6.4, highlighting its difference with 1% (defined in
Algo. 6.1) in red color.

Algorithm 6.4: Unitary V for a Dummy-Version of %

Helper Unitaries. We first define additional helper unitaries. For each k € [K]:

— Cy: swap m and ty. This unitary perform the following operation in superposition:
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o If H(p1,...,pr) =1, then do nothing.

o If H(p1,...,pr) =0, then swap the contents of registers ty and m.

Unitary V. On each query, it compares the global counter value k with the local counter value
7 and behaves accordingly. In particular:

Case (k = j): It first applies the unitary Uy to increase the global counter by 1, and then behaves
according to the (increased) global counter value k + 1. In particular:

- Ifk+1e [K], then it applies Dii1Chi1 Apyr, where A and Dy is defined in Algo. 6.1
and Cjy; is defined above.

— Otherwise (i.e., k + 1 ¢ [K]), it does nothing (i.e., applies the identity operator).

Case (k # j): It first applies the unitary Uy, to increase the global counter by 1, and then behaves
according to the (increased) global counter value k + 1. In particular:

— If k +1 € [K], then it applies Cj_ | Ay 1, where Ay and Ciyq is defined in Algo. 6.1
— Otherwise (i.e., k + 1 ¢ [K]), it does nothing (i.e., applies the identity operator).

A Dummy MnR Game. We now define another game Dummy(S, 17) This game will essentially
serve as a malicious prover P that could break the soundness of the original ZK protocol, leading to
our desired contradiction. Intuitively, Dummy(S, V) behaves identical to Real(S, V) except for that
it answers S’s queries between sq(i — 1) and sq(i) using the dummy version of V as we defined in
Algo. 6.4. We present the game in Game 6.4 and highlight its difference Real(S,V) (in Game 6.3)
in red color.

Game 6.4: Game Dummy(S, V)

For each i € [K], uniformly pick (j;,b;) € [2K¢q] x {0, 1} conditioned on that there exists at most
one i € [K] such that j; = j* for all j* € [2Kq]. We re-label the indices 4 for {(ji, b;) }se[x] s0 that
j1 < ja < ... < jk. Initialize Héo) = Hy and pp = 0 and run the oracle machine S¥(z) in the
following manner:

For each i € [K]:

— For S’s Queries between sq(i — 1) and sq(i): Answer such queries with V and V' accord-
ingly, using Héz_l) as the oracle. (Note that V is defined in Algo. 6.4.)

— For Query sq(i): Answered in the same manner as in Game 6.3.

Output: Let (p*, pout) be the output of SV at halt. This game Dummy(S, V) outputs (Px, pout)-

The following is the most involved lemma. We defer its proof to Sec. 7. In the following, we
show (in Sec. 6.4.4) how to finish the current proof of Lem. 9 assuming that Lem. 11 holds.

Lemma 11. For the Dummy(S,lj) defined in Game 6.4 and the Real(S,?) defined in Game 6.3,
it holds that

Pr|Pred(p) =1 : (p,p) < Dummy(S,?)} = Pr{Pred(p) =1 : (p,p) + Real(8,V)|.
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6.4.4 Finishing the Proof of Lem. 9

In this part, we finish the proof of Lem. 9 assuming that Lem. 11 holds.
We start by describing the malicious prover P that we will use to break the soundness of the
original protocol (P, V).

Algorithm 6.5: Malicious Prover P(z)

On input z, ﬁ(m) internally emulates Game 6.4 with the help of an external honest verifier V in
the following manner.

Registers: Note that to emulate Game 6.4, P needs to prepare registers as in Expression (6.1).
To do that, P prepares the following registers

‘x>in5|0>g6|0>10’0>p1 s |O>px|0>m|J—>t1 s |J—>tx|H0>aux (6-17)

Comparing Expression (6.17) with Expression (6.1), one can see that registers vy ...vg and w are
missing. As we will explain shortly, these registers can be think of being held by the external
honest verifier V.

Execution: P emulates Game 6.4 in the following manner. For each i € (K],

— For S’s Queries between sq(i — 1) and sq(i): P answers such queries with in exactly the
same manner as Game 6.4. We emphasize that such queries will be answered using the 1%
or V1. Note that V by definition (see Algo. 6.4) will only make use of the registers shown
in Expression (6.17). Therefore, P could emulate them internally, without touching upon the
external honest V’s registers.

— For Query sq(i): P first behaves in the same manner as Game 6.4 until she obtains the

measurement outcome p; = (p1,...,P;)- _Also, same as Game 6.4, if the value p;_; obtained
earlier is not a prefix of the current p;, P aborts the execution directly.
If the execution has not been aborted so far, the next step in Game 6.4 is to apply the
unitary V. We emphasize that this is the (only) step that P cannot finish by herself internally,
because the V operator defined in Algo. 6.1 (in particular, the operator B; ;) needs to work on
the external honest V’s registers vy and w. To do that, P simply puts p; in to the m register
and sends it to the external V (note that p; is a classical message). Then, by definition, the
honest ) will compute the (possibly quantum) response vg, put it in the m register, and send
m back to P. Using this returned m register, P can easily finish the remaining steps in exactly
the same manner as Game 6.4.

Output: We do not define any output for P. (In Game 6.4, the pout part in the output is on the
register w. But this register is held by the external honest V in the current game.)

From the above description, it is easy to see that the view of S in Algo. 6.5 is identical to that
in Game 6.4. Thus, during the execution (P,V)(z), the overall state across the joint registers held
by both the malicious P (as defined in Algo. 6.5) and the honest V evolves in exactly the same
manner as in Game 6.4. Therefore, it follows that

Pr [Acc(p) =1: p« OUTWﬁ,V}(:p)} > Pr[Pred(p) =1: (p,p) « Dummy(S,i)}, (6.18)

where the ‘>’ part in the “>” sign in Inequality (6.18) is due to the following reason: Note that
the predicate Pred checks if the 1c register contains K in addition to the check that the verifier’s
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decision bit is 1 (see Def. 6); however, the LHS in Inequality (6.18) only checks if the verifier’s
decision bit is 1.

Deriving the Final Contradiction. Now, we are ready to finish the proof of Lem. 9. Toward
that, we assume for contradiction that Lem. 9 does not hold. Formally, we assume that there exist
aLeBQP,axzec{0,1}*\ £, and a polynomial §(-) so that for infinitely many X it holds that

PriB(z) = 1] > 5(1> (6.19)
It then follows that
Pr[Pred(p) =1 : (p,p) + Outy((P,V)(x))]

> Pr :Pred(p) =1: (p,p) ¢+ Dummy(&%} (6.20)
= Pr :Pred(p) =1: (p,p) « Rea|(s,17)} (6.21)
= Pr :Pred(p) =1: (p,p) <—S‘7[H0,1]} (6.22)
> Pr|Pred(p) =1 : (p,p) < S¥[Ho, 1] (6.23)
= Pr[B(z) = 1] (6.24)
> 5(&) (6.25)

where Inequality (6.20) follows form Inequality (6.18), Eq. (6.21) follows from Lem. 11, Eq. (6.22)
follows from Eq. (6.16), Inequality (6.23) follows from Corollary 3, Inequality (6.24) follows from
the definition of B(z) (see Algo. 6.3), and Inequality (6.25) follows from Inequality (6.19).

Note that Inequality (6.25) contradicts the soundness of the protocol (P, V).

This eventually completes the proof of Lem. 9.

7 Relating the Dummy and Real Games

In this section (and the next two sections), we establish Lem. 11.

7.1 Branch-Wise Equivalence Suffices

We first notice that Game 6.3 can be treated as a sequence of alternating unitaries and measure-
ments. In particular, there are two types of measurements (and (¢ + K) measurements are made in
total):

1. Type-1: Recall that the simulator S simply alternates between her local unitary S and the
measurement on register u, which determines the type of her next query (i.e., either V or VT).
Note that there are ¢ such measurements on u since § makes ¢ queries in total.

2. Type-2: When S makes the sq(i)-th query, it triggers a measurement on registers py ...ps.
Note that there are K such measurements (if the game is not aborted prematurely).

Also, notice that in Game 6.3, the values {(ji, b;) }ic|x] are sampled at the very beginning and after
that the timing of all the measurements are fixed. It then follows from Lem. 5 that the accepting
probability Pr[Pred(p) = 1] w.r.t. Game 6.3 can be equivalently expressed as the summation of
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all accepting probabilities w.r.t. a “sub-normalized” version of Game 6.3 where all the (¢ + K)
measurements are replaced with projections. Formally, we defined the “sub-normalized” Game 6.3
(and similarly for Game 6.4) in Game 7.1.

Game 7.1: Sub-Normalized Games Real(S, V), J, pat) and Real(S, V), J, pat)

Parameters. Fix J = {(ji, b;) }ic|x) Where each j; € [2K¢], each b; € {0,1}, and j1 < ja < ... <
Jri- Also fix a classical string of (¢ + K') symbols pat = (u1,u2, ..., uq, p1,P2, ..., Ppr) Where each
u; € {1,1}, and each p; € {0,1}*. The following games are parameterized by the fixed (J, pat).

Game Real(S, 9, J, pat). It behaves identically to Game 6.3 except for the following differences:
L. It does not sample the (j;, b;) pairs; instead, it uses the {(ji, b;)}ic[x) contained in J.

2. When S needs to make the i-th measurement on u (corresponding to Type 1 above), it instead
applies the projector |u;)u;| to u; (Note that the value u; is contained in pat.)

3. When the measurement on registers py ...p; is triggered (corresponding to Type 2 above),

it instead applies the projector |p1,...,piXp1,...,pi| registers ps ...ps; (Note that the values
P1,...,p; are contained in pat.)

Game Dummy(S ,)7, J,pat). This is defined in a similar way as the above. Namely, It behaves
identically to Game 6.4 except for the following differences:

L. It does not sample the (j;, b;) pairs; instead, it uses the {(ji, b;)}ic[x) contained in J.

2. When S needs to make the i-th measurement on u (corresponding to Type 1 above), it instead
applies the projector |u;)u;| to u; (Note that the value u; is contained in pat.)

3. When the measurement on registers py ...p; is triggered (corresponding to Type 2 above),

it instead applies the projector |p1,...,piXp1,...,pi| registers ps ...ps; (Note that the values
P1,...,p; are contained in pat.)

It then follows from Lem. 5 that
Pr [Pred(p) =1: (p,p) « Real(S,ﬁ)}

1 ~
— (2K‘1)7.2K . Z Pr [Pred(p) =1 : (p,p) < Real(S,V, J, pat)}7
K J,pat

and that
Pr [Pred(,o) =1 : (p,p) + Dummy(S, ]7)}

1 ~
= () oK > PT[PVEd(P) =1 : (p,p) + Dummy(S,V, J, Pat)},
K J,pat

where the summations are taken over all possible J and pat satisfying the requirements in Game 7.1.
(Note that the multiplicative factor 1/ ((2?1) -2K) is to compensate for the fact that the J is fixed

in Game 7.1, instead of being sampled randomly as in the original real Game 6.3 and dummy
Game 6.4.)

Therefore, to prove Lem. 11, it suffices to prove the following Lem. 12.

Lemma 12 (Branch-Wise Equivalence Suffices). For all (J, pat) satisfying the requirements
i Game 7.1, it holds that

Pr|Pred(p) =1 : (p,p) Real(S,lN), J, pat)} = Pr[Pred(p) =1: (p,p) « Dummy(S,T), J, pat)|.
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The proof of Lem. 12 is involved. In the following Sec. 7.2, we prove Lem. 12 making use of a
technical lemma (i.e., Lem. 13). Then, the later proofs (i.e., Sec. 7.3, Sec. 7.4, Sec. 8, and Sec. 9)
are devoted to establishing Lem. 13.

7.2 Proving Lem. 12: Define Hybrids

Henceforth, we consider a fixed (J, pat) pair satisfying the requirements in Game 7.1. We first define
a sequence of hybrids H(()J’pat), H{J’pat), ceey H};j’pat).

Hybrid Hé‘]’pat). This is exactly the execution of Real(S, V,J, pat). Therefore, it holds that

Pr [Pred(p) =1 : (p,p) + Ho] = Pr[Pred(p) =1 : (p,p) « Real(S,V, J,pat)]. (7.1)

Hybrid H éj’pat) (k € [K]). This hybrid is identical to H ,i‘f'iat), except for the following difference:

— The first query (made by S) that brings the global counter from |k — 1) to |k)gc (i-e., query
sq(k)) is answered with V' (as in the previous hybrid). However, all subsequent queries that
brings the global counter from [k — 1)gc to |k)ge (vesp. from |k)ge to [k — 1)gc) are answered

with the “dummy” unitary V' (resp. V).
This completes the description of the hybrids.

Intuition. Intuitively, we use these hybrids to replace the 1% (and YN/T) to its dummy version V
(and VT) “one layer by one layer,” where by “layer” we mean the execution that brings the global
counter from some value k to k + 1. Note that such replacement does not affect the special sq(k)
queries, which are always answered by V across all the hybrids.

To further aid in interpreting these hybrids, we recommend referring to Fig. 2 on Page 69, where
we illustrate these hybrids for the simplified case of K = 2. In more detail,

— Fig. 2a is the real game Real(S, v, J, pat) where all the | queries (resp. T queries) are answered
by V (resp. VT);

— In Fig. 2b (corresponding to H f‘]’pat)), all the | queries (resp. T queries) in the first “layer” (i.e.,

the area between the horizontal line for |0)g. and the horizontal line for |1),.) are replaced with
V (resp. V1), except for the sq(1) query, which is still answered by V.

— In Fig. 2c (corresponding to Hé‘]’pat)), all the | queries (resp. T queries) in the first two layers
are replaced with V' (resp. V1), except for the sq(1) and sq(2) query, which is still answered by
V.

Note that in this baby case of K = 2, the hybrid HQ(J’pat) illustrated by Fig. 2c is the last hybrid,
and obviously, it is exactly the dummy game Dummy(S, ]7, J, pat).

From the definition of hybrids (and the intuitive explanation above), it is easy to see that hybrid
H&]’pat) is exactly the execution of Dummy(S, V,J, pat). Thus, it holds that

Pr[Pred(p) =1 : (p,p) « HYPY] = Pr[Pred(p) =1 : (p,p) < Dummy(S,V, J,pat)]. (7.2)

It then following from Eq. (7.1) and Eq. (7.2) that to prove Lem. 12, it suffices to establish the
following Lem. 13.
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Lemma 13. For all (J, pat) satisfying the requirements in Game 7.1 and all k € [K], it holds that

Pr[Pred(p) =1 : (p,p) + H"%Y] = Pr[Pred(p) =1 : (p,p) « H™Y).

Proof Structure of Lem. 13. The remaining part of the proof focuses on establishing Lem. 13.
Its proof is quite intricate and spans several sections: Sec. 7.3, Sec. 7.4, Sec. 8, and Sec. 9. Here is
an overview of what each section covers:

— First, we remark that the hybrids described above is stated in a manner for ease of under-
standing; however, this presentation is not conducive to the mathematical derivations needed
to establish Lem. 13. Therefore, we need to restate these hybrids in a more mathematically
friendly form. To accomplish this, we introduce a lemma characterizing the structure of the
local counter and global counter registers in Sec. 7.3. Armed with this lemma, we proceed to
provide an alternative description of the hybrids in Sec. 7.4. This new description is essentially
equivalent but offers a more suitable framework for the subsequent mathematical analysis.

— Having established the alternative description of the hybrids in Sec. 7.4, we are now prepared
to demonstrate the indistinguishability between adjacent hybrids, as mandated by Lem. 13.
However, given the complexity of this proof, we opt to initially focus on the simplified case of
K = 2, aiming to elucidate the core concept in a more streamlined context. This treatment is
presented in Sec. 8.

— Ultimately, we provide the full proof for the general case (for an arbitrary constant K'). This is
elucidated in Sec. 9.

7.3 Prove Lem. 13: Structure of Counters

Intuition. Let us first provide a high-level overview of this part. We assert that within any hybrid

H ,g‘]’pat), throughout its execution, the global counter and local counter will exhibit a nice structure
as defined in the following Lem. 14. Intuitively, Lem. 14 can be interpreted as follows: during the
execution of H IgJ’pat), the overall state can be expressed as the sum of pure states in superposition,
and within each superposition, the local counter value does not exceed the global counter value.
Furthermore, for the superposition where the p; ... p; registers contain precisely the values py, ..., p;
(specified in pat), both the global counter and the local counter equal i.

Looking ahead, Lem. 14 bears significance for the subsequent proof for the following reason.
As per Algo. 6.1, the behavior of V is (partially) dictated by the global and local counters. In
other words, it necessitates comparing these two counters to determine the appropriate unitaries
to employ in Algo. 6.1. Hence, if we aim to monitor the evolution of the overall state throughout
the execution, we must monitor these two counters. It is not immediately evident whether this is
feasible, as the global and local counter registers might be in a complex superposition that defies a
neat mathematical expression.

Now, armed with Lem. 14, we possess a complete and clear understanding of the structure of
these two counters. This structured framework enables us to derive a “finer-grained” description of
the unitaries V and V simply by examining the global counter, which, as noted in Claim 5, maintains
a classical value throughout the execution. As will become clear later in Sec. 8 and 9, such a
“finer-grained” characterization serves as the linchpin for tracking the overall states throughout the
hybrid executions. This capability, in turn, facilitates the establishment of the indistinguishability
conditions stipulated in Lem. 13.

We next proceed to the formal treatment.
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Lemma 14 (Counter Structure.). For each pair (J, pat) satisfying the requirements in Game 7.1,

each k € [K]U{0}, each hybrid H,EJ’pat), let |9 denote the overall state right after the S’s query
that leads to the global counter’s t-th arrival at value i. Then, the following holds:

1. If this arrival at value i is due to the sq(i) query and the value b; = 1, then the state |¢p")) can
be written in the following format:

|07) = li)geli = Daclp, - - pidpr,...s [P7). (7.3)

2. In all the other cases (i.e., either this arrival at value i is not caused by the sq(i) query or it is
but b; = 0), the state |p9)) can be written in the following format:

|¢(t’i)> = |i>g6|i>lc |p17 s api>p1,...,pi ‘p(t7i)> +
i—1
. . iy
e D nelprs oo Pidpuers Do Wiadeley’) (74)
J=0 Pj17Pj+1
where the summation over p; | # pj+1 means to take the summation over p’; , € {0, 1\{pj+1}-

For ease of understanding, we expand the above succinct expression in Eq. (7.4) as follows:
|65D) =li)gelidrclprs - - Pidps,.ps 0 +
. . 2
[Dhgeli = Daclpry -, Pic)prpics D Ph)palofy™) +

P} F#pi
. . t,i
’Z>gc|Z - 2)1¢lp1, - - ;pi—2>p1,---,p172 Z ‘p;71>Pi71 ’pz(,;i)l> +
P}_1#Pi-1

. t,i
[igelDiclpi)pe > [Ph)eal sy +
)
Ph#D2

. t,0
"L>gc‘0>1c Z’p/1>p1 ’p](gllgpl>
P

Proof of Lem. 14. We prove this lemma via mathematical induction over the operations performed
by the simulator S. That is, we first prove that the initial state at the very beginning of the MnR
game is of the format shown in Eq. (7.4) (i.e., the Base Case), and then show that each movement
of § will lead to a new state of the same format shown in Eq. (7.3) or Eq. (7.3), depending on
which case between Cases 1 and 2 will happen (i.e., the Induction Step).

In the sequel, we consider a fixed pair (J, pat) and H ,E‘Lpat). We emphasize that the lower-case
“k” denotes the hybrid index. Do not confuse it with the capitalized “K” which denotes the round
complexity of the original (P, V).

Base Case. This corresponds to the state at the very beginning of the MnR game. By definition,
the initial sate is of the format |0)gc|0)1c|p). It satisfies the format shown in Eq. (7.4) (by setting

P00 = |p)).

Induction Step. We assume that the lemma is true for the global counter’s ¢-th arrival at value
i, namely, the current overall state |¢(t’i)> satisfies the format shown in Lem. 14. We prove that
the simulator’s next query, no matter what this query is, will lead to a new state that satisfies the
format shown in Lem. 14 as well.

Toward that, let us first classify the possible movements of S when the state is |¢(t’i)>.
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— Type 1: after applying the local operator S and measuring register u, S makes the sq(i + 1)
query for some i € [K]. (Recall that when the global counter is 7 and S is about to make a sq(7)
query, then it must be the sq(i + 1) query.)

— Type 2: after applying the local operator S and measuring register u, S makes a 1% query that
is not the sq(i + 1) query. (This could happen only if the global counter i > k)

— Type 3: after applying the local operator S and measuring register u, S makes a Vi query. (This
could happen only if the global counter i > k)

— Type 4: after applying the local operator S and measuring register u, S makes a V query. (This
could happen if the global counter i < k.)

— Type 5: after applying the local operator S and measuring register u, S makes a V1 query. (This
could happen if the global counter i < k.)

The proof for the above five cases are very similar. In the following, we only show the proofs for
Type 1, Type 2, and Type 3. They are the most representative cases because Type 1 illustrates
why the statement of Lem. 14 contains two separate cases (i.e., Cases 1 and 2), and Type 2 and
Type 3 cover the both the “going-up” T-query and the “going-down” |-query.

Proof of Type 1: From our induction assumption, we know that right before the sq(i + 1) query,

the state |¢(4")) is of the format shown in either Eq. (7.3) or Eq. (7.4).

Next, we further claim that the state [¢(4)) must be of the format shown in Eq. (7.4) (i.e.,
we know for sure that we are in Case 2). Let us prove this: Assume for contradiction that this is
not the case, then |¢(*?) is of the format shown in Eq. (7.3) and in particular, the local counter
register contains the (classical) value i — 1. Now, since the next query is the sq(i + 1) query, it
will invoke the a measurement on the query made to the oracle H oracle query. Then, from Step
3 in Algo. 6.2, we know that H will be queried on registers p;...p; and thus the measurement
outcome p;4+1 is of length exactly z;11 = ¢. However, this contradicts the requirement at Step 3a
(or otherwise the game is aborted prematurely at this step) of Game 6.2. Thus, the state |¢(?)
must be of the format shown in Eq. (7.4).

Therefore, the sq(i + 1) will be handled as follows:

1. Uy is first applied to increase the global counter from [i)gc to [i + 1)gc.
2. The A;y; is applied;

3. The query to H will be made, which invokes the projection on the registers p; ...p; to value
D15 - - -3 Dit1)ps..psss- (Recall that we are currently in the “sub-normalized” game H ,E‘Lpat). Thus,
the measurement has been replaced with this projection.) Also, as we just argued, the initial
state |¢(*?)) was of the format shown in Eq. (7.4). Thus, all the branches in Eq. (7.4), except
for the first one, will be “killed” by the projector |p1,...,pi11)p;..piss- Therefore, the resulting
state would be of the following format:

‘7; + 1>g6’i>1c|p17 R 7pi>P1,~-~7Pi pi+1>pi+1 ’p> (7'5)

4. Next, the behavior depends on the the local counter value (in superposition) and the value b;41
specified in pat. In particular:

(a) If bjy1 = 0: the operator D;11Cit1B;41 (defined in Algo. 6.1) will be applied to Expres-
sion (7.5), resulting in the following state:

Di1Ci1Biyali + Dgeli)ic|pis - - - Pidpa,.ps [Pit1)psss [0)
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= i+ Dgeli + Daclpr, - - -, Pi)ps,ps [Pi+1)ps1 Cie1,0Bis1,0(p) (7.6)
- |Z + 1>gc|i + 1>1c |p17 o )pi+1>p1,...,pi+1|:0(Z’i+1)>

where Eq. (7.6) follows from the definition of D;i1, Cijt1, and B;y1 (see Algo. 6.1), and
Eq. (7.7) follows by defining |p(*"*1)) := Ciy10Bit1.0/p)-

Obviously, Eq. (7.7) satisfies the format of Eq. (7.4) with ¢ updated to z and ¢ updated to
i+ 1 (i.e., we assume this is the global counter’s z-th arrival at value i + 1).

(b) If bi+1 = 1: In this case, first the query will be answered and then the oracle is programmed.
Note that before the oracle is programmed, it must hold that H(p, ..., pi+1) = 0. Therefore,
by definition of YN/, only the operator C;i10 will be effectively applied, resulting in the
following state:

i + 1>g€|i>lc|p1a cee api>p1,-..,pi |pi+1>Pi+1Ci+170|p>
=i+ 1>gc|i>1c|pla e 7p’i+1>P17-..7Pi+1 |p(z’z+1)>7 (7.8)

where Eq. (7.8) follows by defining |p(**+1)) := Cj110]p).
Obviously, Eq. (7.8) satisfies the format of Eq. (7.3) with ¢ updated to z and ¢ updated to
i+ 1 (i.e., we assume this is the global counter’s z-th arrival at value i + 1).

This finishes the proof of Type 1.

Proof of Type 2: From our induction assumption, we know that right before the sq(i + 1) query,
the state |p(?)) is of the format shown in either Eq. (7.3) or Eq. (7.4).

Next, we further claim that the state |¢(*?)) must be of the format shown in Eq. (7.4) (i.e., we
know for sure that we are in Case 2). Let us prove this: Assume for contradiction that this is not
the case, then the last query is exactly the sq(i) query. At this moment, the sq(i+ 1) query has not
been made. Then, it follows from Assumption 3 that the next query is not a 1% query. However,
this contradicts the fact that this Type 2 is a 1% query.

Therefore, in the following, we only need to show the derivation starting from the state ]¢(t’i)>
shown in Eq. (7.4).
In this type, S first applies the local operator S. Then, she measures the u register. Recall

(J,pat)
HoP

that we are in the “sub-normalized” game , and thus this measurement is replaced with a

projector |[)(}|, (it must be a | because in this case the coming query is V). Finally, S makes a V
query. Notation-wise, we assume this leads to the global counter’s z-th arrival at value i + 1.
In summary, the state |¢p(:%)) evolves as follows

|¢(z,z‘+1)> -V DR S|¢(t,i)>
= ‘7 H/><\Hu S<i>gC|i>lc|p1, e 7pi>P1,-..,pi|p(t’i)> +
i—1
=0 Pj17Pj+1

DXy 814D +

i—1
[Dge S IN1elpr ey D 1D 1)pyes W S10%Y >) (7.10)
=0

’
, J+1
pj+17£pj+1
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= Dit1Cit1Bit1Ait1]i + 1geli)iclpr, - - -

i—1

CiirAipa]i+ 1)ge ZU>1C P, ..

J=0

= Di1Ci1Bit1li + 1)geli)iclpr, - -

i—1

|i + 1>gc Z|j>lc|p1a s
j=0

= Di1Cip1Big1|i + L)gcli)iclprs - - -

i—1

|Z + 1>gc Z|j>lc|p17 s
j=0

= Di1Cip1Big1|i + L)gcli)iclprs - - -

7pj>P1,...

7pj>P1,...

7pi>p1,._,7pi H,><\L|u5’p(t,l)> +

D 1Pdees WU Sloy

Pi17Pi+1

. ’pi>p17,,_’piAi+1 |\l/><\l/|u S|p(t77/)> +

Pj Z |p;'+1>pj+1cl+1Az+1 |¢><¢| S|pt/l > (7.12)

p3‘+17épj+1

P ,€{0,1}¢

’pj>P17---7Pj ) (7.11)

t
Di)pirps Phspresloy ) +

p 2 el A [, Sloy ) (7.13)

p3‘+17épj+1

) pi>P17»--,Pi <|pz+l>p1+1 |ppl+1 > +

tyi
> Whadealnf)) +

Piy17Pit1
i—1 N
. . t
i+ 1)gc ZU>1C p1,- - apj>p1,...,pj Z ’p]+1>p3+1cz+1Az+1 [ S’P ' >
j:O p;'+17£pj+1

= Di+1|i + 1>gc|i>10|p1a ..

i—1
|l + ]->gc Z’j>lC’p17 e 7pj>P17--'
7=0
= DH_l‘Z + 1>gc| >1c‘p17 cee 7pi>p1,---

. apz>p1, Pi <|pz+1>pl+101+1 1Bit1, 1|pp1+1> =+

Z |pz+1>Pl+1Cz+l oB;

Py 17DPit1

(+>>>+

B O 1P Ol i U, Slop” ) (7.14)

Pl 1 #Dj+1

3 |pz+1>p1+1|p<“+”>) i

p;+17épi+1
i—1
. . i+1
|Z + 1>gC Z‘]>lc‘p17 e apj>P1,.-.,Pj Z ’p]+1>pj+1 ’p 7 )> (715)
=0 P FPi4t
= ’Z + 1>gc‘i + 1>1c ’pla cee 7pi>P17---7Pi ’pi+1>Pi+1 ’p(z,i+1)> +
. . +1
i + 1>gc|z>lc P15 - api>P1,.--,Pi Z ‘pz+1>P1+1|p(Z ! )> +
Dy 1 7Pit1
i—1
. . 41
|0+ 1)ge Zmlc\]?l, N Z ’pg+1>p3+1 ’sz; )> (7.16)
Jj=0 P 1#Pi+1

= ’Z + 1>gc‘2 + 1>1c’p17 s

7pi+1>P1,~~~,Pi+1‘p

(z7i+1)> +
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7
’,L =+ 1>gc E U>1c‘p17 cee 7pj>p1,...an E : ’p;'+1>Pj+1 ’ppz_il >7 (717)
jZO p9+17épj+1
where

— Eq. (7.9) follows from our induction assumption that the starting state |¢(*%)) is as shown in
Eq. (7.4).

— Eq. (7.10) follows from the fact that ||){|, S does not operate on the gc, lc, and py...p;
registers.

— Eq. (7.11) follows from the definition of 1% (see Algo. 6.1).
— Eq. (7.12) follows from the fact that Cj _; and A;;1 do not act on registers p; ...ps.
— Eq. (7.13) follows by expanding the p;y; register under the computational basis for the state:
At WS = 30 Ih)pealo”)-
Py 1 €{0,1}
— Eq. (7.14) follows from the following definitions:

e Define Cj; 11 and Bj111 as the parts of Cj;1 and B;11 (see Algo. 6.1) w.r.t. to the H(p1,...,pit1) =
1 branch, and define Cjy19 and Bji1 as the parts of Cj11 and Bjy; (see Algo. 6.1) w.r.t.
the H(p1,...,pi+1) = 0 branch. (Therefore, none of Cji1 1, Cit1,0, Bit1,1, or Bit10 act on
registers py ...pit1-)

— Eq. (7.15) follows by defining

P Y = Ciy1a Bi o))
A1)y ti
’PI(;:I )> = Ci+1,oBi+1,0\P;;1)l> (Vpiy1 # pis1)

o) = Clin A [ ST ) (97 €401, i = 1, Yol # pjn).

Pit1
— Eq. (7.16) follows by the definition of D;y; (see Algo. 6.1).

Obviously, Eq. (7.17) satisfies the format of Eq. (7.4) with ¢ updated to z and i updated to i + 1.
This finishes the proof of Type 2.

Proof of Type 3: From our induction assumption, we know that right before the sq(i + 1) query,

the state |¢(4?)) is of the format shown in either Eq. (7.3) or Eq. (7.4).

In the following, we show the derivation assuming the starting state [¢(*?) is of the Eq. (7.4)
format, because the other case (i.e., |¢(4%)) is of the Eq. (7.3) format) can be established using the
same derivation.

In this type, S first applies the local operator S. Then, she measures the u register. Recall
H(J7pat)
k

that we are in the “sub-normalized” game , and thus this measurement is replaced with a

projector |1)(1], (it must be a 1 because in this case the coming query is ‘N/T) Finally, S makes a

VT query. Notation-wise, we assume this leads to the global counter’s z-th arrival at value i — 1.
In summary, the state [¢(*?)) evolves as follows

6Dy = VT, SlotD)

= VS (el 47 +
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i—1

. . t,i

[iYge D IN1elpLs - D )props D rp;+1>pj+1rp;;31>) (7.18)
j=0

p9+17épj+1

— ‘71- <|i>gc|i>1c|p1, e ’pi>P17.-.,pi |T><T’u S|p(t71)> n

1—1
g S lihelpr - ponm 3 aeree KT srp“>>) (7.19)
7=0

p9+17épj+1
= U, AIBICI D} [i)ge|i)rc|p1, - - - s Dipe, s TN(H]e S10ED) +

i—1
UgeALCT i)ge D olhelprs- o Pidousems D Wiaadey NI SIS ) (7.20)

p;+17épj+1

= [i = Dgeli = Drelprs- s pi-1)pu,..pu s Allpidp B Ly 101, S1047) +

|i - 1>gc Z|j>lc|pla e >pj>p1,...,pj Z AT ’p]+1>p3+1 | ><T| S‘ tl > (721)

]+17épj+1

= |7“ - ]‘>gC‘Z - 1>lc|p17 s 7pi71>P1,...,pi_1AI|pi>piBZ’1CJl |T>< | S|p(t’l)>
i — Dgeli = Daclpr, - pim)prpis D ALl CFT 1N, Slp )
D} F#Di
. . t,i
= Dge > i)1elpis -2 P)prrps 141 )pys ALCIT 1L, SISy (7.22)
Pit1
j p;+17épj+1

= ’Z - 1>gc‘i - 1>1C‘p17 R 7pi—1>P17---,Pif1‘p(Z7i_1)> +

. . 1
i Dge Y linclpr o Pdonns D Phiidealry ), (7.23)
] p;+17épj+1
where
— Eq. (7.18) follows from our induction assumption that the starting state |¢(+?)) is as shown in

(
Eq. (7.4).
— Eq. (7.19) follows from the fact that |[1)(1],S does not operate on the gc, lc, and py...p;
registers.

— Eq. (7.20) follows from the definition of V (see Algo. 6.1).

— Eq. (7.21) follows from the definition of D; and Uj. (see Algo. 6.1), the fact that A; does not
act on registers py ...pi—1, the fact that C/ does not act on registers p; ...p;, and the following
definitions.

e Define C; ; and B ; as the part of C; and B; (see Algo. 6.1) corresponding to the H(ps,...,p;) =
1 branch (and thus C;; and B;; do not act on registers p;...p;).
— Eq. (7.22) follows by isolating the (j = ¢ — 1) term and that A; does not act on registers
P1...Pi—1-

— Eq. (7.23) follows by defining
PE70) = Allpide, BLCLL 01 S100) 4 3 ALl O 1111, 1y

D, #Di
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(zi=1)\ . At (t,2) . .
|pp;,+1 > T Az CZ H\><T|u S|pp;,+1> (V] € {07 17 ceey b — 2}a Vp;'—&-l 7& pj+1)~

Obviously, Eq. (7.23) satisfies the format of Eq. (7.4) with ¢ updated to z and i updated to i — 1.
This finishes the proof of Type 3.

This finishes the proof of Lem. 14.

7.4 Prove Lem. 13: Re-Stating the Hybrids

As explained at the beginning of Sec. 7.3, we now introduce an alternative characterization of the
hybrids. This perspective will prove valuable for the forthcoming mathematical derivations in Sec. 8
and 9.

Formally, we first define some auxiliary unitaries in Algo. 7.1. Subsequently, we present the new
description for the hybrids in Game 7.2. Finally, in Corollary 4, we demonstrate the equivalence of
this new description to the original one introduced in Sec. 7.2.

For a fixed (J, pat), recall that pat contain a fix sequence p = (p1, ..., px ). For such a fixed p, we
re-define (in Algo. 7.1) the unitaries {(Ay, B, Ck, Dk)}re[k)] that depend on this p. We emphasize
that these unitaries were originally defined in Algo. 6.1. Now, we re-load them w.r.t. a fix p.
(Technically, we should have include p in the superscript, such as AE, to indicate the dependence
on p. But we choose to omit it for succinct notation.)

Algorithm 7.1: Re-Define Verifier’s Unitaries for Fixed (pi1,...,px)

For the p = (p1,...,pk) contained in (J,pat), we keep the Uy, Ui, and Ay the same as in
Algo. 6.1, but we re-define the unitaries By, Cf, Ck, and Dy, (Vk € [K]) as follows:

1. Let Bk; = |p17 cee 7pk><p17 s apk|p1_,_pk ®Bk,1 + Z(p’17_._7p;€)7£(p17._.7pk) ’p/b ce ’p;c><p/17 s 7p;g’p1mpk ®
I. Note that By is exactly the honest verifier’s unitary V' to generate message vi (see
Algo. 6.1), which acts non-trivially only on vy and w, and works as identity on other reg-
isters.

2. Let Ck = |p1, . ,pk><p1, . ,pk|p1mpk & Ck,l + Z(P’1r~~717§c)7é(1?1,~~,m) |p’1, . 7p;c><p,17 e ,p§€|p1_”pk &
Ck0. Note that Cy 1 is the swap operator between registers m and vy, and C} is the swap
operator between registers m and ty.

3. Let Cp = [p1s s Pe)P1s -5 Prlpy o T2 0 ) 1) Phs - PP DL, 5, ®Ck0-
(Recall the definition of C} o from Item 2.)

4. Let Dy = |p1o- -, pe)p1s -+ Prlp,. ®Dk=1+Z(p’l,---7p§c)¢(p17---,pk) [hs - )P - ’p§€|P1~--Pk®
I. Note that Dy, is the local-counter increasing unitary Uj., which acts non-trivially only on
lc.

It will be beneficial to monitor the registers on which the unitaries (in Algo. 7.1) have non-trivial
effects. For the reader’s ease, we summarize this in Table 1. For a unitary listed in the table, it
operates as the identity on registers not indicated in its row.

Next, we re-state the hybrids {H ng,pat)}ke[K]U{o} in Game 7.2 and prove in Corollary 4 that
they are indeed equivalent to the original version defined in Sec. 7.2.

Game 7.2: Re-Define the Hybrids {H,i"’pat)}ke[;qu{o}

Parameters. Use the same (., pat) as defined Game 7.1. Use the unitaries defined in Algo. 7.1. We
emphasize that this game inherits the “sub-normalized” nature of Game 7.1 for the fixed (J, pat)
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Table 1: Registers on which the unitaries acts non-trivially

Unitary Non-trivial Unitary Non-trivial
operators registers operators registers
A Px, M Ck Pi---Pk, tx, m
By Pi---Px, Vi, W Dy, Pi---Px, lc
B 1 Vi, W D1 1c
Ch Pt---Pk, Vi, tx, I Uge gc
Cr Vi, I S m, u, s
Ck,0 tx, m

(this was already there in its original version defined in Sec. 7.2), where all the measurements are
replaced with projectors to the corresponding value contained in pat.

Hybrid H"*" (k € [K]U{0}). The hybrid behaves as follows for all i € [K]:

1. When S makes the sq(i) Query: Note that by definition, this is the first |-query that
brings the global counter from |i — 1) to |i)gc. The hybrid behaves according to the value b;
contained in J:

— If b; = 0: answers this query by applying the following operator the overall state:

D;iCiBi|p1, .-, piXp1, - - Pily,. py AiUges

where recall that the values pq,...,p; are specified in pat.

— If b; = 1: answers this query by applying the following operator the overall state:

Cio |1y, PiXP1s - Dily, oy AiUges

where recall that the values p1, ..., p; are specified in pat.

2. When S makes a qeury between the sq(j — 1) and sq(j) queries: it behaves based on
the query type and the value of the global counter value z € [K] U {0}:

(a) For |-~query and z < k: This corresponds to a V-query bringing the global counter from
|2)gc to |24 1)gc. The hybrid answers it by applying D.41C.41A.+1Ugc to the overall state.

(b) For |-query and z > k: This corresponds to a ‘7—query bringing the global counter from
|2)gc t0 |24 1)gc. The hybrid answers it by applying D.11C.11B.41A.41Uyc to the overall
state.

(¢) For t-query and z < k: This corresponds to a Vi-query bringing the global counter from
|2)gc to |2 — 1)gc. The hybrid answers it by applying UgTCAlC’,IDl to the overall state.

(d) For f-query and z > k: This corresponds to a Vi-query bringing the global counter from
|2)gc to |2 — 1)gc. The hybrid answers it by applying UJCAlBlCiDi to the overall state.

Corollary 4 (of Lem. 14). The hybrids {H,g‘]’pat)}ke[K]U{o} defined in Game 7.2 are equivalent
to those defined in Sec. 7.2.

Proof of Corollary 4. In the following, consider a fixed pair (J, pat) and hybrid H,g‘]’pat).
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The main idea of this proof as follows. First, note that the original H IEJ’pat) (in Sec. 7.2) makes use
of the V and V', which by definition determine what to do by comparing the global counter and the
local counter (see Algo. 6.1 and 6.4). On the other hand, Lem. 14 provides a full characterization of
the relation among the global counter, the local counters, and the p; ... px registers throughout the
execution, which essentially allows the hybrid to determine what to do by checking the (classical)
value contained in the global counter only. This can be easily seen by comparing the original H. ,g‘]’pat)
(in Sec. 7.2) and the one defined in Game 7.2 (together with the re-named unitaries in Algo. 7.1).
In the following, we show why they are equivalent for a representative type of query as an example.
Other types of queries can be argued in the same manner.

A Representative Example. Consider the case when S makes the sq(i) query for some i € [K].

By definition (and Rmk. 11), this is a V' query that brings the global counter from [i — 1)gc to |i)gc.
This query is handled as follows in the original H ,g‘]’pat) (in Sec. 7.2) according to the definition of

Vin Algo. 6.2:
1. Uy is first applied to increase the global counter from [i — 1)gc to |i)gc.
2. The A; is applied;

3. Then the query to H will be made, which invokes the projection on the registers p; ... p; to value
D15 - -+ Di)ps..p;- (Recall that we are currently in the “sub-normalized” game H ng,pat) . Thus, the
measurement on register py ...p; has been replaced with this projection.) It then follows from
Lem. 14 that this projection will retain only the “branch” corresponding to |i — 1)1 and “kill”
all other branches in the superposition. Thus, the current overall state must be of the following
format

’i>g6|i - 1>1c ’ph s 7pi_1>P17---7P:171 |pz‘>pi|/’>~ (7‘24)

4. Next, the behavior depends on the the local counter value (in superposition) and the value b;
specified in pat. In particular:

(a) If b = 0: In this case, first the oracle will be programmed and then the query will be
answered using the programmed oracle. By definition of V', the operator D;C;B; (defined in
Algo. 6.1) will be applied to Expression (7.24).

(b) If b; = 1: In this case, first the query will be answered and then the oracle is programmed.
Note that before the oracle is programmed, it must hold that H(p1,...,p;) = 0. Therefore,
by definition of V', only the operator C; will be effectively applied.

In summary, the above four steps can be unified as
— If b; = 0: apply D;C;B; [p1,....pi)p1, - - - Pily, 5, AiUge-
— If b; = 1: apply Cio |p1,...,pi)p1,--- 7pi|p1...pi AiUge.
This is exactly what happens in Game 7.2.

This completes the proof of Corollary 4.

8 Proving Lem. 13 (Warm-Up Case)

In this section, we prove Lem. 13 for the special case K = 2.
. . . . (J,pat) (J,pat) (J,pat)
In this setting, there are only three hybrids to consider, namely H , Hy , and H, .

To provide better intuition, we illustrate them in Fig. 2, with difference between adjacent hybrids
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Hybrid H{™™: Hybrid /P
[0) g 10}
vt v Vil |V Vi |V V| |V 1% Vil v vt
|1>EC sq(1) ‘Dgc sq(1)
V| |vt vt v Vi |v v |vt vt Vi
‘2)gc sa(2) |2>g° sq(2)
(a) (b)
Hybrid H{"P:
U
V| |vi 1% Vil v ViV
e =g
V||t i Vi Vi |V
2)ee =D
(c)
. . . J J J
Fig. 2: Illustration of Hybrids Ho( ’pat), Hf ’pat), and HQ( 'pat)

highlighted in red color. In more detail, Fig. 2 illustrates these three hybrids for some particular
(J, pat):

— In hybrid H(g‘]’pat), it can be seen from Fig. 2a that all the |-queries are answered using V and
all the 1-queries are answered using V1.

— The hybrid Hi‘]’pat) shown in Fig. 2b is identical to hybrid Hé‘]’pat) except that the |-queries
that bring the global counter from [0)gc to [1)gc (except for the sq(1) query) are answered using
the “dummy-version” unitaryV’, and the T-queries that bring the global counter from |1)g to
|0)gc are answered using the “dummy-version” unitary V.

— The hybrid Héj’pat) shown in Fig. 2c is identical to hybrid Hf‘]’pat) except that the |-queries
that bring the global counter from [1)gc to |2)gc (except for the sq(2) query) are answered using
the “dummy-version” unitaryV, and the f-queries that bring the global counter from |2)g. to
|1)gc are answered using the “dummy-version” unitary v,

For these hybrids, to prove Lem. 13, it now suffices to establish the following Lem. 15 and 16.
Lemma 15. For all (J,pat) satisfying the requirements in Game 7.1, it holds that

Pr [Pred(p) =1 : Ho(“’at)] = Pr [Pred(p) =1 : (J’pat)},

(P,p) (p,p) < H;

Lemma 16. For all (J,pat) satisfying the requirements in Game 7.1, it holds that

Pr [Pred(p) =1

: (pp) < H

(Jopat)
1

| =Pr[Pred(p) =1 :
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In the sequel, we prove these two lemmas in Sec. 8.1 and 8.2 respectively. We emphasize that
in the following, we use the notation established in Sec. 7.4.

8.1 Proving Lem. 15

We present a lemma (Lem. 17) that characterizes how the overall state evolves in Hé‘]’pat) and

H f‘]’pat). This lemma is the major workhorse that implies Lem. 15. In the sequel, we first show how
to establish Lem. 15 assuming that Lem. 17 holds. After that, we will present the proof of Lem. 17.

Lemma 17 (Invariance in H(g‘]’pat) and HI(J’pat)). Assume that during the execution of Hé‘]’pat)

(and Hl(J’pat)), the global counter reaches value 1 for T' times in total. For each t € [T, there exist

(possibly sub-normalized) pure states {]pl(??)}p/le{o71}z so that the following holds: in hybrid Hé‘]’pat)
(resp. Hl(J’pat)), when the global counter reaches value 1 for the t-th time, the overall state can be
written as |¢1)) (resp. [p®))) defined as follows
t
6D) = lpulel) + D0 InCLoBLICL IR, (8.1)
Pie{0, 13\ {p1}
t
WO) = lpoelof) + D0 PnCrolel)- (8:2)

P {0,111\ {p1}
where the p1 is defined in pat and the unitaries By, C1o, and C11 are as defined in Algo. 7.1.
Finishing the Proof of Lem. 15. Let us consider the last time when the global counter reaches

value 1. By Lem. 17, the overall states in Héj’pat) and H£J’pat) would be of the following format
respectively

Good Bad
T)
6D) = lpoelof) + D0 PnCroBLLCLileS ), (8.3)
P1€{0,1}\{p1}
Good Bad
) = Ipelof) + D e Crolely ) (84)

p1€{0,1}\{p1}

Since this is the last time the global counter reaches value 1, the two hybrids Hé‘]’pat) and H 1(J’pat)
by definition behave identically after that (see Fig. 2). That is, the states [¢(T)) and [1)(7)) will go
through the same quantum procedure (let us denote it by F) and finally measured by the predicate
Pred.

Next, note that the states |¢(7)) and [1/(7)) share the identical “branch” corresponding to |p1)p,
(labeled as Good in the above equations). Also, the Bad branch will not contribute any shares to
the accepting probability of the predicate Pred—this is because the quantum procedure F will not
change the fact that pj # p; for the Bad branch, and recall that, as a consequence of Lem. 14, Pred
will output 0 if a branch in the superposition does not have any non-zero amplitude for [p1)p,.

In summary, only the Good branch matters for the remaining execution (i.e., that after the last
time when the global counter reaches value 1), contributing to the event Pred(p) = 1. Therefore,
Lem. 15 holds simply because |¢(7)) and |4)(7)) share the same Good branch.
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Proving Lem. 17. Now, the only task remaining is to prove Lem. 17. We will demonstrate this
lemma through mathematical induction on the number ¢ € [T], indicating the time at which the
global counter reaches the value 1. Throughout this proof, we will monitor the evolution of the
overall states in both HSJ’pat) and H{J’pat) simultaneously. This is done in Sec. 8.1.1 and 8.1.2
respectively.

8.1.1 Base Case (t =1)
We first derive how the overall state evolves in Hé‘]’pat).

This case corresponds to the very first time the global counter reaches 1. By definition, this
is due to the sq(1) query. In more detail, S will first apply her local unitary S, followed by the
projector |])(}|,. Next, according to the notation in Game 7.2,

— If by = 0, then the operator DC1 B |101><]91|p1 AUy will be applied;
— If by = 1, then the operator C1 |p1><p1]p1 A1Ugy. will be applied;

In the following, we show the proof for by = 0 only; the other case (i.e., by = 1) can be established
using the same argument.

If we assume that the initial state across all the registers are |p), then the state |¢™)) will be as
follows:

|6V} = D1CyBy |p1)pal,, ArUge [LXL, Slp)
= D1C1B1|p1)p: op,) (85)
= |p1)p: D1,1C1,1B11lppy )
= ’p1>p1’P§;11)>,

where
— Eq. (8.5) follows by defining |pp,) == (p1|p, A1Uge 1), S10);
— Eq. (8.6) follows from the definition of By Cy, and Dy (see Algo. 7.1);
— Eq. (8.7) follows by defining [p\Y) := Dy 1C1.1B1.1|pp,)-

It is straightforward that the |¢(1)) shown in Eq. (8.7) satisfies the format shown in Eq. (8.1) when
t=1.

Also, note that the hybrids Hé‘]’pat) and Hf‘Lpat) are identical so far and thus |¢()) = (D).
Therefore, it follows from Eq. (8.7) that

[60) = [p1)plop)-

Such a [1p(M)) satisfies the format shown in Eq. (8.2) with t = 1 as well.
This finishes the proof for the base case t = 1.

8.1.2 Induction Step (t > 2)

We assume that [¢(~1) and [~ satisfy Lem. 17, and show in the following that Lem. 17 holds
when the global counter reaches 1 for the ¢-th time.

We establish this claim by considering the following MECE (mutually exclusive and collectively
exhaustive) cases:
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1. Case 1: The t-th arrival at value 1 is due to an immediate 1| after the (¢ — 1)-th arrival. That
is, after the (¢ — 1)-th arrival, S first makes a 1 query, bringing the global counter to 0, and
then makes an | query, bringing the global counter back to 1.

2. Case 2: The t-th arrival at value 1 is due to an immediate |1 after the (¢ — 1)-th arrival. That
is, after the (¢ — 1)-th arrival, S first makes a | query, bringing the global counter to 2, and
then makes an 1 query, bringing the global counter back to 1.

8.1.2.1 Proof for Case 1
We first describe formally how |[¢(*=1) (resp. [1p(*"1)) evolves into |¢(*)) (resp. [1())) in Case 1:

1. S’s local unitary S is applied, followed by the projector |1)(1|,. Note that this step is identical
for both H{"* and H!"P,

Remark 12 (Hiding the Projector on Register u). In the sequel, we overload the notation S
to think of it as already including the projection |1)(1],, and thus do not spell the |[1)(1|, out
explicitly. We remark that this will not affect our proof, because what matters for S in the
following proof is the registers on which it operates, and the original S already operates non-
trivially on register u (see Table 1).

2. An fP-query is made, bringing the global counter from 1 to 0. According to the notation in
Game 7.2:

— In Hé‘]’pat), this corresponds to applying UJCAIBICIDI;
—In Hfj’pat), this corresponds to applying UJCAIC’IDI.

3. S will apply her local operation S again (followed by ||)(||, which we hide as per Rmk. 12).

Note that this step is again identical for both H(()J’pat) and Hi‘]’pat).

4. An |-query is made, bringing the global counter from 0 back to 1, which is the global counter’s
t-th arrival at value 1. According to the notation in Game 7.2:

— In Héj’pat), this corresponds to applying D1C1B1A1Ug;
—In H 1(J’pat), this corresponds to applying D;C1 A, Uge.
It follows from the above description (and Rmk. 12) that the states [¢()) and [1)(!)) can be written
as:
6®) = D1C1B1A1U,SUJ Al B{C] D] S|y, (8.8)
[w®) = DyCy AU, SUS AL CT DI S|y, (8.9)

High-Level Idea for the Sequel. Recall that our eventual goal is to prove that the states |¢®*)
and () are of the format shown in Eq. (8.1) and (8.2) in Lem. 17. At a high level, we prove it
by applying Lem. 6 to Eq. (8.8) and (8.9). But we first need to perform some preparation work,
putting Eq. (8.8) and (8.9) into a format that is more “compatible” with Lem. 6. In the sequel,
we first perform the preparation work in Claims 7 and 8. Then, we show on Page 76 how to use
Claims 7 and 8 to complete the proof for Case 1.
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Claim 7. There exist (possibly sub-normalized) pure states {[.)I(jil)}plle{o 13¢ so that the following
1 )
holds

|<z><t>>=chlBlUchW'“U;cBICI(|p1>p1|p§,ﬁ—”>+ > |pa>p101,oBI,101u|p;§1’>> (8.10)
plle{ovl}l\{pl}

rw<t>>=Dlélvgcspl/mvgcéi<|p1>p1|p,<f;1>>+ S phnCio
p1€{0,1}\{p1}

p;§1’>>, (8.11)

where SPt/™ is identical to S except that it treats register py as register m.

Proof of Claim 7. First, notice that

AUy SUS AL = A4,U,.S AU, (8.12)
= AU, A SP/RU, (8.13)
= A AU,.SP/mU, (8.14)
= UyeSP/2U,, (8.15)

where

— Eq. (8.12) and (8.14) follows from the fact that Uy acts on different registers from A; (see
Table 1);

— Eq. (8.13) from the fact that S acts as the identity operator on p; (see Table 1) and that A; is
nothing but a swap operator between m and p; (see Algo. 6.1).

Proving Eq. (8.10). We now show the derivation for |¢(®)):

[6)
= D101 B1AU,.SUJ A BIC] D] S|¢ =) (8.16)
= D10\ B\U,SP/*Uf, B]C{ D] S| ) (8.17)

:chlBlUchm/mUJcBICIDIS<1p1>p1\péﬁ‘”>+ > \p’1>p101,oBI,1CI,1!pﬁl‘”>) (8.18)
PLef0. 1\ (1}

:chlBlUgcspl/ngcBICIDI(\p1>pis\p§;”>+ > \p’1>p1501,oBI,1CL\p,ﬁfl‘”>) (8.19)
PLe{0,1}\ {p1}

= D1CyB1U,.SP/U} BICf (!pﬁpiDLS!p;i‘”H
-1
> wscslcLid ™) 20
p/1€{071}l\{p1}
= DiC1 B1U,.S*/*U}, BIC] <Ip1>plDI,1SIp§ﬁ‘”>+
1/m -1
> wCstEslL L) s
p1e{0,1}\{p1}

= D101 B1U,SP/"US BIC] (yp1>p1D}1S|pgl>>+
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Z ’p,1>p101,031,101,1St1/m|101(721)>> (8.22)
p’1€{071}é\{p1}

= DB OB (pl ) ¢ T Gl CLT). 62

Pie{0,1}\{p1}
where

— Eq. (8.16) follows from Eq. (8.8);

— Eq. (8.17) follows from Eq. (8.15);

— Eq. (8.18) follows from our induction assumption;

— Eq. (8.19) from from the fact that S acts as the identity operator on p; (see Table 1);

— Eq. (8.20) from from the definition of D; (see Algo. 7.1);

Eq

Eq. (8.21) from the fact that S acts as the identity operator on t; (see Table 1) and Ci is
nothing but a swap operator between t; and m (see Algo. 7.1); (Note that S*/™ is defined to
be an operator that is identical to S except that it treats t1 as m.)

Eq. (8.22) follows from the fact that S*/® acts non-trivially on different registers from B 1 and
C1,1 (see Table 1);

Eq. (8.23) follows by defining

D) = DL SIpl D) and (gl V) = S pUTY) (v € {0, 13\ {pi}). (8:24)

. (8.23) finishes the proof of Eq. (8.10) in Claim 7.

Proving Eq. (8.11). We now show the derivation for [¢))). This is almost identical to the above

proof for Eq. (8.10). Nevertheless, we present it for the sake of completeness.

[w®) = D11 AU, SUS AT CI DI S|y (1) (8.25)
= D1C1 Uy SP/2U S, G D S| D) (8.26)
= DS FULCDIS (Il 4+ X e Craldf ™)) (5.27)

PiE{0,1}\{p1}

= Dt FULC (I DL S+ InCos™ e ) 625)
pIIE{O,l}e\{pl}

= D1C1 U, SP /UL CF <|p1)p1|p =1y 4 > IP)eC 0|P(t Y >>, (8.29)
PLe{0,1}\{p1}

Eq.
Eq.

8.25) follows from Eq. (8.9);
8.26) follows from Eq. (8.15);
)

(
(

Eq. (8.27) follows from our induction assumption;
Eq. (
(

8.28) follows from a similar argument as we did to derive Eq. (8.22) from Eq. (8.18);
)

Eq. (8.29) follows from the same definitions of | p'l(,tl_l)) and | p;t,‘l)> as shown in Expression (8.24).
1
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Eq. (8.29) finishes the proof of Eq. (8.11) in Claim 7.

This completes the proof of Claim 7.

0
Claim 8. Let SP*/™ gnd {p ] }p16{0 13¢ be as defined in Claim 7. Let
o) = lpoelf )+ DD s CreBl il lay ) (8:30)
Py €{0,1}\ {p1}
) = plel )+ Y e Crlay ) (8:31)
PiE0, 1}4\{171}
Dy = C1B1U,eSP/mUS BICT ) (8.32)
Dy = C1U, 5P mUl CT ). (8.33)

Then, there exist (possibly sub-normalized) pure states {\p >}p 1efo,13¢ S0 that the following holds:

6 =lpmldf) - 3 e CroBlLCLilA) (534
P €{0, 13\ {p1}
A = lonld 4 Y e Croll): (8:35)

Pi{0,1}\{p1}

Proof of Claim 8. This claim follows from an application of Lem. 6, with the notation correspon-
dence listed in Table 2. We provide a detailed explanation below.

Table 2: Notation Correspondence between Lem. 6 and Claim 8

Registers Operators Random Variables
In Lem. 6  In Claim 8 In Lem. 6 In Claim 8 In Lem. 6 In Claim 8

P1 Wi Ci la)a |P1)ps

m m Wo Ci0 |a’)a P1)es
; W . 157
s u, s, gc W Ch |p(In Ymtso |ﬁg/;1)>
o other registers U Bia n(()'")) |yét71)>
U By Ini™) I

s UyeSP/2U, 165 g 12%9)

1 hasse163)

ns™) ™)

i) i)

First, we argue that the premises in Lem. 6 are satisfied with the notation listed in Table 2

75



— Lem. 6 requires that W; should work as the identity operator on register s. In terms of the
Claim 8 notation, this is satisfied by C1 1 (playing the role of W;) who works as identity on
registers u, s, and gc (playing the role of registers s). (Recall C; from Table 1.)

— Lem. 6 requires that Wy should be a swap operator between m and t. In terms of the Claim 8
notation, this is satisfied by Cj (playing the role of Wy), who is a swap operator between
registers m and t; (playing the role of m and t respectively). (Recall C1 o from Algo. 7.1.)

— Lem. 6 requires that W is the identity operator on branch |a), and is identical to W on branches
|a’)a with @’ # a. In terms of the Claim 8 notation, this is satisfied by C, (playing the role of
W), who is the identity operator on branch [p1)p, (playing the role of |a),) and is identical to
C1, (playing the role of Wp) on branches |p))p, (playing the role of |a’),) with p} # pi. (Recall
Cy from Algo. 7.1)

— Lem. 6 requires that U; should work as identity on register s. In terms of the Claim 8 notation,
this is satisfied by Bi1 (playing the role of Uy), who works as identity on registers u, s, and gc
(playing the role of register s). (Recall By from Table 1.)

— Lem. 6 requires that S should act non-trivially only on registers a and s. In terms of the Claim 8
notation, this is satisfied by Ugcspl/ngTc (playing the role of S), who does not touch registers
beyond py, u, s, and gc (playing the role of registers a and s). (Recall S from Table 1 and the
fact that SPt/® is identical to S except that it treats p; as m.)

Finally, we apply Lem. 6 (with the notation in Table 2) to the \76t71)> and |7§t71)> defined in
Eq. (8.30) and (8.31) (playing the role of |77((]m)) and |77§m)> in Lem. 6). This implies the existence of
. . . (t . ou .
(possibly sub-normalized) pure states {|p1(),1))}p/1€{071}z (playing the role of {|,0£L, t)>mtso}a,€{071}z in
Lem. 6) such that the following holds

W) = lp0elf) + Y PR CroBlACLilAY)
pre{0,13\{p1}

W) = lpoelsf + Y IPDeCrolaf),
P1€{0,1}\{p1}

which are exactly Eq. (8.34) and (8.35) in Claim 8.
This completes the proof of Claim 8.
O

Finishing the Proof for Case 1. With Claims 7 and 8 at hand, we now finish the proof for
Case 1.

Proof for Eq. (8.1). We first establish Eq. (8.1):

6®) = Dy |7 (8.36)

Db+ 5 mCuB] ) ) (5.37)
p1€{0,1}\{p1}

= e Dl + D0 IPDeCroBlL CLilAl) (8.38)
p1€{0,1}\{p1}

=lpnlof+ D0 IpieCroBlLLCLInY), (8.39)

PiE{0,13\{p1}
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where

— Eq. (8.36) follows from Eq. (8.10) in Claim 7 and Eq. (8.32) in Claim 8;
— Eq. (8.37) follows from Eq. (8.34) in Claim 8;
— Eq. (8.38) follows from the definition of D; (see Algo. 7.1);
— Eq. (8.39) follows by defining
) = Dualpl)) and [pl)) = 1pY)) (vp) € (0,1} \ {p1}): (8.40)

Note that Eq. (8.39) is exactly Eq. (8.1) in Lem. 17.

Proof for Eq. (8.2). Next, we establish Eq. (8.2):

[®) = Diy”) (8.41)
D)+ X dnCrli)) (3.42)
pIIE{O,l}Z\{pl}
= Ipp Dt + D0 nCrolel) (843)
P1E{0, 1} \{p1}
=lpnle+ >0 e Crole), (8.44)
pIIE{O,I}Z\{pl}
where
— Eq. (8.41) follows from Eq. (8.11) in Claim 7 and Eq. (8.33) in Claim 8;
— Eq. (8.42) follows from Eq. (8.35) in Claim 8;
— Eq. (8.43) follows from the definition of D; (see Algo. 7.1);
— Eq. (8.44) follows from the same definitions of |p,(3?) and | p](?t,)> in Expression (8.40).
1

Note that Eq. (8.44) is exactly Eq. (8.2) in Lem. 17.

This eventually completes the proof for Case 1.

8.1.2.2 Proof for Case 2

We first remark that in Case 2, the computation that brings [¢(~1) to |¢®) is identical to that
brings [ 1) to [(*)), because H(()J’pat) and H f‘Lpat) are identical when the global counter “jumps”
between 1 and 2. (This can be also seen pictorially by comparing Fig. 2a and Fig. 2b.) In the
following, we refer to this computation as A. That is, we have

|6®) = Alpl=D) (8.45)
™) = A=), (8.46)

Structure of A. While the exact format of A will not be substantial, our proof of Case 2 will rely
on certain properties of A, which we formalize in the following Claim 9.

Claim 9. For the operator A defined above, there exist two operators Ay and Ay so that
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— both Ay and Ay act as the identity operator on p;
— Ag acts as the identity operator on tq;

and the following holds

A=lppl, @A+ Y [P, ® Ao, (8.47)
p1e{0,1}\{p1}

AoCio = CroAS™, (8.48)

AoCroBl Ol = CoBl Cf  A5m, (8.49)

where Agl/m is identical to Ag except that it treats t1 as m.

Proof of Claim 9. First, note that A can be written as A = I,I,_1---I7 (for some integer z),
where each I (i € [z]) comes from the set of operators {S, Aa, By, Ca, D, Uy, \pl,pgxpl,pg\plpz}.
This is because A only corresponds to the operations that happen when the global counter is no
less than value 1 (see Game 7.2 and Fig. 2b). We remark that S may also apply projectors on u,
but we consider it as a part of S as per Rmk. 12.

Therefore, to prove Claim 9, it suffices to show that for each operator

I" € {p1, p2)p1, P2l p, - Uge, S, Az, Ba, Ca, Da},

there exist two operators Iy and I so that
— both I} and I act as the identity operator on py;
— I acts as the identity operator on ty;

and the following holds

I'= [pi)pil,, ® 11+ Z \p'ﬁ(pﬂpl ® I,
P1€{0,1}\{p1}

IhCip = Cl,ofgl/m,
[hCioBY O}, = C1oB]  Cl  I3/™,

In the following, we prove it for each possible I'.
First, notice that the above is true for I' = |p1,p2>(p1,p2|p1p2, simply because such a I" can be
written in the following format:

I = |p1,pa)p1, palpyp, = )DL, @ T+ Y p1 )P, @ T,
Pre{0,1}\{p1}

with I7 := \p2><p2|p2 and I := I, and such a I vacuously satisfies the requires I1C1 o = CLoFgl/m
and [yC1oB] ,C] | = C10B] ] 5™

The above is true for I' = Uy as well, because Uy, acts non-trivially only on register gc.

The above is also true for I' = S because (1) S does not act on p1, (2) S does not work on
ty and O is nothing but a swap operator between m and t;, and (3) SE/m acts non-trivially on
different registers from By ; and Cj 1 (see Table 1).

The above is true for I' = As as well, because As is nothing but the swap operator between
registers p, and m (see Algo. 6.1).
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The only cases left are I" € {Bs,C2, Da}. The proof for these cases are (almost) identical. In
the following, we only prove it for I' = Cs.

I'=Cy = |p1,p2)Xp1, p2lp,p, ® Co1 + > P o )P Ph | ® Cap (8.50)

(P} .p) {0,132\ {(p1,p2)}
= [p1)Xp1l,, ® [P2)P2l,, ® Co1 + > PP, @ [PaXDh],, ® Cop

(1,05)€{0,132\{(p1,p2)}

= [pi}pilp, © [P2Xpaly, ® Coa + )1y, @ () [phXphl, ) © Cao
ph€{0,1}\{p2}

+ > e, e (Y0 [P, ) © O
Phe{0,1}0\ {p1} phe{0,1}¢
=lpfpilp, @i+ Y PR, @ T, (8.51)
P, €{0.1}\{p1}

where Eq. (8.50) follows from the definition of Cs (see Algo. 7.1), and Eq. (8.51) follows by defining
Iy and I as follows

P1p2

Iy = |p2)(pal,, ® Co1 + ( Z ‘P12><P12}p2) ® Cap
pye{0,1}\{p2}

To=( > [phXpaly,) ©Cao

phe{0,1}¢

Clearly, such a I satisfies the requires IHC o = C’l,gfgl/m and FoCl,oBhCL = Cl,oBi7le7lfgl/m,

because (1) Cq is nothing but a swap operator between m and t, and (2) C;,lo/ " acts non-trivially

on different registers from By ; and Cy1 (see Table 1).

This finishes the proof of Claim 9.
O

Finishing the Proof for Case 2. With Claim 9 in hand, we now show how to finish the proof
for Case 2.

Proof of Eq. (8.1). First, we establish Eq. (8.1):

[60) = A]g(*=1) (8.52)
_ -1

— 4l ¢ S LA™ (5.53)
Pre{0,1}\{p1}

= [pp i) + D s AeCroBLCl ol ) (8.54)
Pr{0,1}\{p1}

= lpop ol )+ D0 P CroBLLCL AT Pl ) (8.55)
P1E{0,1}\{p1}

=lpop o) + D 1P CroBlLCLil), (8.56)

pIIE{O,l}Z\{pl}

where
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. (8.52) follows from Eq. (8.45);

. (8.53) follows from our induction assumption;
— Eq. (8.54) follows from Eq. (8.47) in Claim 9;

. (8.55) follows from Eq. (8.49) in Claim 9;

. (8.56) follows by defining

1/m —1
) = Milpl D)y and |pl)) = AT pGTY) (vph € 40,11\ {mi}). (857)
Clearly, Eq. (8.56) is of the same format as Eq. (8.1) in Lem. 17.

Proof of Eq. (8.2). Next, we present the derivation for Eq. (8.2):

) = A=) (8.58)
-1
— 4l ) ¢ 5 mCuls ™)) (5.59)
p1€{0,1}\{p1}
= e loY) + Y e AcCrolnl ) (8.60)
p1€{0,1}\{p1}
= lpelel) D e Crods el ) (8.61)
p1€{0,1}\{p1}
=lpelo) + Y e Crolel), (8.62)
plle{ovl}e\{pl}
where
— Eq. (8.58) follows from Eq. (8.46),

(8.58)
. (8.59) follows from our induction assumption,
— Eq. (8.60) follows from Eq. (8.47) in Claim 9,
. (8.61) follows from Eq. (8.48) in Claim 9,
(8.62)

— Eq. (8.62) follows from the same definitions of |p§,tl)) and | p](j)> as shown in Expression (8.57).
1

Clearly, Eq. (8.62) is of the same format as Eq. (8.2) in Lem. 17.
This finishes the proof for Case 2.

Finally, we remark that our proof for the base case in Sec. 8.1.1 and the proof for the induction
step in Sec. 8.1.2 together finish the proof of Lem. 17, which in turn finishes the proof of Lem. 15
eventually.

8.2 Proof of Lem. 16

Due to a similar argument as we did at the beginning of Sec. 8.1, we claim that: to prove Lem. 16,
it suffices to establish the following Lem. 18.

. . (J,pat) (J,pat) , , (J,pat)
Lemma 18 (Invariance in H; and H, ). Assume that during the execution of H,

(and Hé‘]’pat)), the global counter reaches value 2 for T times in total. For each t € [T], there
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exist (possibly sub-normalized) pure states {]pj(;)p/ )}t phe{0,1}¢x{0,1}¢ S0 that the following holds: in
1:Po P ) )

hybrid Hl(‘]’pat) (resp. HéJ’pat)), when the global counter reaches value 2 for the t-th time, the overall
state can be written as |¢1) (resp. [p®)) defined as follows

69) = e lpodeal o) + DL 1Pe|P)pCo0BL C 0y ) (8.63)
(P/1 J’/z ) # (Pl 7102)
W) = s pdealoe) + D PmlPhIeCoolel) ), (8.64)

(p',h)#(p1,p2)

where the summations are taken over all (p),ph) € {0,1}¢ x {0,1}* \ {(p1,p2)} (abbreviated as
(P}, Ph) # (p1,p2) in the above), the (p1,p2) are defined in pat, and the unitaries Ba1, Cap, and
C1 are as defined in Algo. 7.1.

Proving Lem. 18. Similar as the proof for Lem. 17, we establish Lem. 18 through mathematical
induction on the number ¢ € [T, indicating the time at which the global counter reaches the value

2. Throughout this proof, we will monitor the evolution of the overall states in both H I(J’pat) and

Hé‘]’pat) simultaneously. This is done in Sec. 8.2.1 and 8.2.2 respectively.

8.2.1 Base Case (t=1)

We first derive how the overall state evolves in H f‘]’pat).

This case corresponds to the very first time the global counter reaches 2. By definition, this is
due to the sq(2) query. We assume w.l.o.g. that the overall state right before this query is some
pure state |p).

Remark 13. Actually, we know the exact format of this |p) from the already-established Lem. 17.
That is, this state must be of the format |p) = |p1)p, |pp,) + Eplle{(]’l}e\{pl}|p'1)p101,0]pp/1>. However,
we remark that the exact format of |p) is not useful anywhere in this proof, and thus we do not
need to refer to this long expression in the following derivation.

By definition, the sq(2) query corresponds to the following procedure: S will first apply her
local unitary S (followed by the projector ||)(||, which we hide as per Rmk. 12). Next, according
to the notation in Game 7.2,

— If by = 0, then the operator DyCa By |p1, p2)(p1, P2l A2Uge will be applied;

P1p2

— If by = 1, then the operator Co g |p1, p2)(p1, P2l A2Uge will be applied;

P1p2
In the following, we show the proof for by = 0 only; the other case (i.e., by = 1) can be established
using the same argument.

It follows from the above discussion that the state |¢(1)) in H f‘]’pat) can be written as follows:

6)) = DyCyBy [p1, P2)(P1, 2y, p, A2UgeS|p)

= D2C?BQ|P1ap2>p1pz|Pp1,p2> (8.65)
= [P1,12)p1p2a D2,1C2,1B2,1|ppy ) (8.66)
= |p1ap2>P1P2|p;()11),p2>) (867)

where
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— Eq. (8.65) follows by defining |pp17p2> = <p17p2|p1P2A2Uch‘p>;
— Eq. (8.66) follows from the definitions of By, Ca, and Dy (see Algo. 7.1);
— Eq. (8.67) follows by defining |p](,11)7p2) = D21C21B21|pp, ps)-

It is straightforward that the |¢(1)) shown in Eq. (8.67) satisfies the format shown in Eq. (8.63)
when ¢ = 1.

Also, note that the game Hl(J’pat) and HQ(J’pat) are identical so far and thus |¢()) = |yM).
Therefore, it follows from Eq. (8.67) that

W}(l)> = |p17p2>p1p2 ’pz()ll),p2>'

Such a [1p(M)) satisfies the format shown in Eq. (8.64) with t = 1 as well.
This finishes the proof for the base case t = 1.

8.2.2 Induction Step (t > 2)

We assume |¢*~1) and [1)(*~1)) satisfy Lem. 18, and show in the following that Lem. 18 holds when
the global counter reaches 2 for the t-th time.
We first describe formally how |[p(*~1) (resp. [1p*~1)) evolves into [¢*)) (resp. [¢p®)):
1. S’s local unitary S is applied (followed by the projector |1)(1|, which we hide as per Rmk. 12).
Note that this step is identical for both H {J’pat) and Hé‘]’pat).

2. An T-query is made, bringing the global counter from 2 to 1. According to the notation in
Game 7.2:

—In H fj’pat), this corresponds to applying UJCAEB;CSD;;
— In HQ(J’pat) , this corresponds to applying UJCAQC';D;
3. At this point, there are two cases to consider:
(a) S can make a |-query immediately, bringing the global counter back to 2; or
(b) S can rewind the verifier V further, bringing the global counter to 0.

Defining Operator A: Looking ahead, our proof can handle these two cases at one stroke. To
do that, we denote the execution from this point until (exclusively) the next | query that brings
the global counter to value 2 (i.e., the exact query that yields the global counter’s ¢-th arrival
at value 2) as an operator A. A might be § local operator S only, corresponding to Case 3a; A
might also be the combonation of some other operators, representing the operations performed
in Case 3b before the global counter’s next arrival at value 2.

4. After the application of the operator A defined above, an |-query is made, bringing the global
counter from 1 back to 2, which is the global counter’s ¢-th arrival at value 2. According to the
notation in Game 7.2:

— In H(()J’pat), this corresponds to applying D2Cy B2 AaUyc;
—In H f‘]’pat), this corresponds to applying DQC'QAQUQC.
It follows from the above description that the states |¢(Y)) and |1/} can be written as:
|61) = DyCy By Ay U, AUS A} BICI DS94y, (8.68)
[¥19) = DaCoAUye AU AYCLDES |4 Y). (8.69)
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We first make a useful claim that specifies the registers on which the A defined above acts
non-trivially.
Claim 10 (Non-Trivial Registers for A). The A defined in Step 3 acts non-trivially only on
registers m, u, s, p1, ti, lc, and gc (i.e., it works as the identity operator on the other registers).

Proof of Claim 10. By definition, A only contains operations that happen when the global counter
is 1 or smaller. This is best illustrated by Fig. 2b—A only contains operations that happen in
between the line corresponding to |0)gc and the line corresponding to |1)gc. That is, all the | and 1
queries are answered by the “dummy” operators V and V1. (One exception is the 1% corresponding
sq(1). But this does not matter in the current proof—Before the application of operator A, the
global counter has already been 2 (for ¢ — 1 times), which implies that the sq(1) query has already
happened and thus cannot be a part of the operator A.)

Therefore, according to our notation in Game 7.2, operator A can be writtenas A = 1,1, 1--- I}
(for some integer z) where each I; (i € [2]) comes from the set of operators {S, Ay, C1, Dy, Uye}. Tt
then follows from Table 1 that A acts non-trivially only on registers m, u, s, p1, t1, 1c, and gc.

This completes the proof of Claim 10.
O

High-Level Idea for the Sequel. Recall that our eventual goal is to prove that the states ]qb(t)>
and |¢®) are of the format shown in Eq. (8.63) and (8.64) in Lem. 18. At a high level, we prove it
by applying Lem. 6 to Eq. (8.68) and (8.69). But we first need to perform some preparation work,
putting Eq. (8.68) and (8.69) into a format that is more “compatible” with Lem. 6. In the sequel,
we first perform the preparation work in Claims 11 and 12. Then, we show on Page 87 how to use
Claims 11 and 12 to complete the proof for the induction step.

The following Claim 11 can be viewed as an analogue of Claim 7.

Claim 11. There exist (possibly sub-normalized) pure states {p‘z(;_;,)}(p/l p)ef0,1}¢x{0,1}¢ S0 that the
1:P2 ’ ’ ’

following holds

P1,P2

[01) = DaCaBaUge 27U BIC] <|p1>pl [p2)ealif )+

(t—1
> I nCaoBCLl))  670)
(P}:P%)#(P1,p2)

. 0 . i L(t—1
[W9) = DaCollyeA®/*U}.C} (rp1>p1p2>p2\p,sa,;g>+ > \pa>pl|p'2>pzc2,o|p§,§,p;>) (8.71)
(p1:p5)#(p1.p2)

where AP?/™ is identical to the A defined in Step 3, except that it treats register p2 as m, and the
summations are taken over all (p), ph) € {0,1}x{0,1}\{(p1,p2)} (abbreviated as (py, ph) # (p1,p2)
in the above).

Proof of Claim 11. First, notice that

AUy AU A} = AsUy AASUY, (8.72)
= AU, AL AP /mUS, (8.73)
= Ay AU AP/mU], (8.74)
= Uy AP/2U (8.75)

where
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— Eq. (8.72) and (8.74) follows from the fact that Ugy. acts non-trivially on different registers from
Ag;

— Eq. (8.73) from the fact that A acts as the identity operator on py (see Claim 10) and that A
is nothing but a swap operator between m and p, (see Algo. 6.1).

Proving Eq. (8.70). We now show the derivation for |¢()):

|61} = DyCy By Ay U, AU} A} BICI DI S0 (8.76)
= DoCoBoU,ye AP2/"Uf, B CI D} S|(tD) (8.77)

= D20y Byl 7*/"U . BICL D} S <|P1>p1 [P2)es 0 )+
> alilnCuoBlCLid)) 679
(pll 710/2 ) 7’5(101 ,pz)
= D2CQB2UgcAp2/ngcB$C;[D; (‘p1>p1 ‘p2>PQS’pp1 P >+
T,
Z [P1)ps [P2)p2 SCo, OBZ 109, 1|P >) (8.79)
(p},p5)#(p1,p2)

= DaCoBUe AU BICH Il D 1 )+

P1,p2

S InlrheSCa0BY, €510 ”>) (8.80)
(p},05)#(p1,p2)
P1,P2

= D2CZB2U96AP2/ngcB£Cg <|P1>p1 |P2>p2 2,19 |P(t ) >+

S D)) P paCa0S®/mBY  CF

(P1,p3)#(P1,p2)

1

'\ p1>>) (8.81)

Pp1,p2

= DQCQB?UQCApz/mUJCB;C;r <|p1>P1 |p2>P2D2 1S|p(t Y >+

>, rp’1>p1rp’2>pzcz,oB;1c;lstﬁ/m|p;§,,},j>) (8.82)

(P1,p5)#(P1,p2)

p1,p2

= DoCoByUy AP/*U B CY (|p1>p1 [P2)pa ALY+

S e e CaoBl O ,>), (.83)

(p,p5)#(p1,p2)

. (8.76) follows from Eq. (8.68);
. (8.77) follows from Eq. (8.75);

(8.76)
(8.77)
— Eq. (8.78) follows from our induction assumption;
. (8.79) from from the fact that S acts as the identity operator on p; and ps (see Table 1);
(8.80)

. (8.80) from the definition of Ds (see Algo. 7.1);
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— Eq. (8.81) from the fact that S acts as the identity operator on t, (see Table 1) and Cyy is
nothing but a swap operator between t, and m (see Algo. 7.1); (Note that S*/® is defined to
be an operator that is identical to S except that it treats to as m.)

— Eq. (8.82) follows from the fact that S*2/™ acts non-trivially on different registers from By ; and
Cy,1 (see Table 1);

— Eq. (8.83) follows by defining
(t— _ (t—1 m (t—1
[P ) = DYy Slpl ) and (g = 5%/ pl ) (W(ph,ph) € (0,11 %40, 11)\{(p1, p2)}).-
(8.84)
Eq. (8.83) finishes the proof of Eq. (8.70) in Claim 11.

Proving Eq. (8.71). We now show the derivation for [1)(!)). This is almost identical to the above
proof for Eq. (8.70). Nevertheless, we present it for the sake of completeness.

(W ®) = DyCyAsU, AUS, ALCID S|y 1) (8.85)
= DoColUye AP/ US,CIDYS |y 1) (8.86)

. n . _ —1
= DyCoU A%/ UMDES(p1>p1\pz>p2|p§i,;g>+ 3 |p’1>p1|p’2>p202,orp;§,p;>)
(P/1 vp/2)7é (Pl 7272)
(8.87)

3} o - (-1
= DQCQUgCAP2/ UgTCC; (|p1>p1 ’p2>p2D;1S|P;(>t1,plz)> + Z [P1)p.[P2)p2 C2,05° / |p$1,p’2)>>
(pll 710/2 ) 7’5(101 ,pz)
(8.88)

= D2ColUgc AP U;cc£(|p1>plrp2>p2p,éa,,};>+ S e ph)nCaolsl ,p§>), (8.89)
(pll :Pé)?’é (Pl ,P2)

where
— Eq. (8.85) follows from Eq. (8.69);
— Eq. (8.86) follows from Eq. (8.75);
— Eq. (8.87) follows from our induction assumption;
— Eq. (8.88) follows from a similar argument as we did to derive Eq. (8.82) from Eq. (8.78);

1) 1
!

— Eq. (8.89) follows from the same definitions of | ;')I(Dt;m ) and | /')I(f,fp )> as shown in Expression (8.84).
1>

2

Eq. (8.89) finishes the proof of Eq. (8.71) in Claim 11.

This finishes the proof of Claim 11.

O
The following Claim 12 can be treated as an analogue of Claim 8.
Claim 12. Let AP*/® and {pf;,’;)}(pll p)ef0,1}¢x{o,1}¢ e as defined in Claim 11. Let
1-P2 ’ ’ ’
-1 (t— (t—1
|’Y(()t )> = [p1)ps |p2>P2|p;(7tl,plz)> + |p,1>p1 ]p,2>P2C'2,oB;10;1\p(/ ’)> (8.90)
P1,Po

(P,p5)#(P1,p2)
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t—1) (t—1
) = pmlp2dealofi )+ D PePa)es Crolily 1) (8.91)
(Pll vplz) (p1,p2)

) = CoBolUgeAP/mUt, BICT 7S ™) (8.92)
Ny = ColUyetP/2US CH ). (8.93)
Then, there exist (possibly sub-normalized) pure states {pp, pz}(l’ppz )e{0,1}¢x{0,1}¢ S0 that the follow-
ing holds:
”Y(()t)> = ’p1>P1 !p2>p2!ﬁ§;?,p2> + Z ‘p,1>P1 ‘p12>P2027OB2 1 1‘p(t) > (8'94)
(p1,p5)#(p1,p2)
) = 0o p2)ea 50+ D 1PDe Ph)eaColl) ) (8.95)

(p1,p5)#(p1,p2)

Proof of Claim 12. This claim follows from an application of Lem. 6, with the notation correspon-
dence listed in Table 3. We provide a detailed explanation below.

Table 3: Notation Correspondence between Lem. 6 and Claim 12

Registers Operators Random Variables
In Lem. 6 In Claim 12 In Lem. 6  In Claim 12 In Lem. 6  In Claim 12
a P1, P2 Wi C2,1 la)a D1, D2)p1ps
m m Wo Ca0 la")a P15 P2)pipe
N W - e I
s u, s, t1, gc, 1c W Co |pI mtso o (t 1)
o other registers U, B3 17(()'")> (t 1))
U B2 |77(m)> (t 1)>
S Uye AP2/2UT], 10 Yo 16502)
15" Jasso \p;? p2>
™) 6™
i) RER)

First, we argue that the premises in Lem. 6 are satisfied with the notation listed in Table 3:

— Lem. 6 requires that W should work as the identity operator on register s. In terms of the
Claim 12 notation, this is satisfied by C2 1 (playing the role of W;) who works as identity on
registers u, s, t1, gc, and lc (playing the role of registers s). (Recall Cy; from Table 1.)

— Lem. 6 requires that W} should be the swap operator between m and t. In terms of the Claim 12
notation, this is satisfied by Ca (playing the role of Wy), who is the swap operator between
registers m and t, (playing the role of m and t respectively). (Recall Cy o from Algo. 7.1.)

— Lem. 6 requires that W is the identity operator on branch |a), and is identical to Wy on
branches |a'), with @’ # a. In terms of the Claim 12 notation, this is satisfied by Co (playing
the role of W), who is the identity operator on branch |p1,p2)p,p, (playing the role of |a),) and
is identical to Cy (playing the role of Wp) on branches [p/, p5)p,p, (playing the role of |a’),)
with (p/,py) # (p1,p2). (Recall Cy from Algo. 7.1)
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— Lem. 6 requires that U; should work as identity on register s. In terms of the Claim 12 notation,
this is satisfied by Bg (playing the role of U;), who works as identity on registers u, s, t1, gc,
and lc (playing the role of register s). (Recall By from Table 1.)

— Lem. 6 requires that S should act non-trivially only on registers a and s. In terms of the Claim 12
notation, this is satisfied by Ugc/lp2/ “‘Uch (playing the role of S)—recall from Claim 10 that A
acts non-trivially on registers m, u, s, p1, ti1, 1c, and gc. Thus, UgcAPQ/ ngTc acts non-trivially
on registers po, u, s, p1, t1, 1c, and gc, which constitute registers a and s (see Table 3).
Finally, we apply Lem. 6 (with the notation in Table 3) to the ]’y(()tfl)> and \'yyfl)) defined

in Eq. (8.90) and (8.91) (playing the role of |77(()in)> and |n£in)> in Lem. 6). This implies the ex-

istence of (possibly sub-normalized) pure states {\p'g)p,>}(p/l py)efo,1}¢x{o,13¢ (playing the role of
1:P2 . ) )

{|pfl?Ut)>mtso}a/E{071}e in Lem. 6) such that the following holds

t . . (T
767) = Ip0pp2ealifpnd + D0 IP)plph) e Coo B OIS )
(P],p5)#(p1,p2)

%) = sl i)+ D0 PPl Caoliy )

(P} ,05)#(p1,p2)

which are exactly Eq. (8.94) and (8.95) in Claim 12.
This completes the proof of Claim 12.
O

Finishing the Proof for the Induction Step. With Claims 11 and 12 at hand, we now finish
the proof for the induction Step.

Proof for Eq. (8.63). We first establish Eq. (8.63):

6®) = Da|y) (8.96)
) (t
=Dy (‘p1>p1 ’p2>p2’P1(o?,p2> + Z ‘p/1>p1 ‘p,2>p202,oB;1C;1‘péll)’p/)) (8.97)
(p1p3)#(p1,p2)
) (t
= [Ppa2)ea Do l5p) + D P lPh)e C20BLLCEL 1A ) (8.98)
(p/1 @é)?’é(pl ,p2)
t
= [p0pp2)ealollp) + D IP)palPheCo0BLLCL IR ), (8.99)
(p1:p3)#(p1,p2)
where
— Eq. (8.96) follows from Eq. (8.70) in Claim 11 and Eq. (8.92) in Claim 12;

- (8.96)
— Eq. (8.97) follows from Eq. (8.94) in Claim 12;

— Eq. (8.98) follows from the definition of Dy (see Algo. 7.1);
— Eq. (8.99) follows by defining

) ) = Doalpll)p) and o) )= 1py) ) (V(oh,ph) € (10,1} % {0, 11) \ {(p1,p2)}).
(8.100)
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Note that Eq. (8.99) is exactly Eq. (8.63) in Lem. 18.

Proof for Eq. (8.64). We next establish Eq. (8.64):

[®) = Daly () (8.101)
. (T
—Da(eblil) ¢ X alilnCulily)) 102
(P},p5)#(p1,p2)
. (T
= [p0palP2)ea D26 )+ D0 IPmalPheCoolsly ) (8.103)
(p,p5)#(p1,p2)
t
= PO p2)nal o)+ D0 PR [PR)eCrolely ), (8.104)
(P,p5)#(p1,p2)
where
— Eq. (8.101) follows from Eq. (8.71) in Claim 11 and Eq. (8.93) in Claim 12;

follows from the definition of Dy (see Algo. 7.1);

- (8.101)
— Eq. (8.102) follows from Eq. (8.95) in Claim 12;
— Eq. (8.103)

- (8.104)

— Eq. (8.104) follows from the same definitions of ]p,(,i),p2> and | pl(j)p,) in Expression (8.100).
12

Note that Eq. (8.104) is exactly Eq. (8.64) in Lem. 18.
This finishes the proof of the induction step of Lem. 18.

Finally, we remark that our proof for the base case in Sec. 8.2.1 and the proof for the induction
step in Sec. 8.2.2 together finish the proof of Lem. 18, which in turn finishes the proof of Lem. 16
eventually.

9 Proving Lem. 13 (Full Version)

In this section, we provide the proof of Lem. 13 for the general case (in contrast to the warm-up
case K = 2 shown in Sec. 8).

Due to a similar argument as we did at the beginning of Sec. 8.1, we claim that: to prove
Lem. 13, it suffices to establish the following Lem. 19.

Lemma 19 (Invariance in H li‘f'iat) and H ng,pat)). For a (J,pat) satisfying the requirements in
Game 7.1 and o k € [K], assume that during the execution of H,g‘f'iat) (and H,g‘]’pat)), the global
counter reaches value k for T' times in total. For each t € [T], there exist (possibly sub-normalized)
cfo,1yk¢ S0 that the following holds: in hybrid H,g‘f?at) (resp. H,g‘]’pat)),

when the global counter reaches value k for the t-th time, the overall state can be written as the
MY (resp. |v®)) defined as follows:

pure states {| pl(j)
-~

t
6) = [p1, - Pprm oS ) + > \p’l,...,p§€>p1...pk0k,oB,i,1CZ,1!p,(yxl),__,p;ja
(PLe-sP) )7 (P15e5PR)
(9.1)
t
[ O) = |p1, ke O )+ > e PeemCroley, ) (92)

(P] e sP) ) (P15 5Pk)
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where the summations are taken over all (p},...,p}) € {0,1}*\ {(p1,...,pk)} (abbreviated as
@), --.,pp) # (p1,-..,pk) in the above), the (p1,...,px) are defined in pat, and the unitaries By, 1,
Cr0, and Cy 1 are as defined in Algo. 7.1.

Proving Lem. 19. Similar as the proofs for Lem. 17 and 18, we establish Lem. 19 through
mathematical induction on the number ¢ € [T, indicating the time at which the global counter
reaches the value k. Throughout this proof, we will monitor the evolution of the overall states in
both H Ig‘f?at) and H ,g‘]’pat) simultaneously. This is done in Sec. 9.1 and 9.2 respective.

9.1 Base Case (t =1)
We first derive how the overall state evolves in H ,g‘f';at).

This base case corresponds to the very first time the global counter reaches value k. By definition,
this is due to the sq(k) query.

We assume w.l.o.g. that the overall state right before this query is some pure state |p). Then, by
definition, the sq(k) query corresponds to the following procedure: S first applies her local unitary
S (followed by the projector || )(}|, which we hide as per Rmk. 12). Next, according to the notation
in Game 7.2,

— If by = 0, then the operator DyCy By |p1, - - -, pE)P1,-- - ’pk|P1---Pk AUyge will be applied;
— If by, = 1, then the operator Cy |p1, ..., pr)P1, - - - 7pk‘p1-~~Pk AUge will be applied.

In the following, we show the proof for by = 0 only; the other case (i.e., by = 1) can be established
using the same argument.

It follows from the above discussion that the state |¢(1)) in H f‘]’pat) can be written as follows:

61)) = DeCr B Ip1, - - DXL - - Py, AkUgeS|0)

= DpCrBi|p1, - - - Ph)py.pe Pp1,eopre) (9.3)
=1, Pk e Dkt Ot Br1 |y .ooi) (9.4
= |pla s ?pk>P1--~Pk‘p}()11),...,pk>? (95)

where
— Eq. (9.3) follows by defining |pp,...p.) == P15 - s Pklpr..pe AUgeS | )
— Eq. (9.4) follows from the definitions of By, C, and Dy, (see Algo. 7.1);
— Eq. (9.5) follows by defining |p%y ) = Dj.1Cr.1Bi.1

It is straightforward that the |¢(1)) shown in Eq. (9.5) satisfies the format shown in Eq. (9.1) when
t=1.

Also, note that the game H,E‘f‘;at) and HIEJ’pat) are identical so far and thus |¢(1)) = |1},
Therefore, it follows from Eq. (9.5) that

Pp1eepi) -

w(U) = ]pl, - ,pk>p1..-Pk|p§111),--~7pk>.

Such a |p(1) satisfies the format shown in Eq. (9.2) with t = 1 as well.
This finishes the proof for the base case t = 1.

89



9.2 Induction Step (t > 2)

We assume |¢(~D) and [t~} satisfy the requirements in Lem. 19, and show in the following that
Lem. 19 holds when the global counter reaches k for the ¢-th time.

We establish this claim by considering the following MECE (mutually exclusive and collectively
exhaustive) cases:

1. Case 1: The t-th arrival at value k happens because of the following operations performed by
the simulator S:

(a) S first applies her local unitary S and then makes'® an f-query, which brings the global
counter to k — 1;

(b) Next, S could perform any operations, as long as they keep the global counter < k — 1. For
instance, S can choose to further rewind the execution by making another T-query, or S can
choose to make 1 and | queries that cause the global counter to jump between ¢ — 1 and ¢
as long as ¢ < k — 1. The only restriction is that & will not bring the global counter back to
k (which is captured by the next step).

Defining Operator 7: We define the operations performed by S as an operator 7.

(c) After the application of 7", the simulator S eventually makes a |-query that bring the global
counter back to k (i.e., exactly the ¢-th arrival at value k).

2. Case 1: The t-th arrival at value k& happens because of the following operations performed by
the simulator S:

(a) S first applies her local unitary S and then makes a |-query, which brings the global counter
to k+1;

(b) Next, S could perform any operations, as long as they keep the global counter > k + 1. For
instance, S can choose to make another |-query, or § can choose to make 1 and | queries
that cause the global counter to jump between ¢ and 7 + 1 as long as ¢ > k + 1. The only
restriction is that S will not bring the global counter back to k (which is captured by the
next step).

(c) After the application of A, the simulator S eventually makes a T-query that bring the global
counter back to k (i.e., exactly the ¢-th arrival at value k).

Note that Steps 2a to 2c¢ described above not only transition |¢(~1) to |¢®), but they also
transition 1)t~ to |1)®). This is because these three steps maintain the global counter > k,

and H ,iﬂ)at) and H ,g‘]’pat) behave identically by definition until the global counter returns to &
(see Game 7.2).

Defining Operator A: We define the operations performed in Steps 2a to 2c as an operator

A.

In the following, we show the proof for these two cases in Sec. 9.2.1 respectively.

9.2.1 Proving the Induction Step: Case 1

We first describe formally how |¢(¢~1D) (resp. |1} evolves into [¢(M)) (resp. |¢®)) in Case 1.
According to the description in Case 1 and our notation in Game 7.2, it is clear that the states

18 Recall that this is determined by measuring the u reigster. And further recall that this measurement is replaced
with the projector |]){|, because we are in the sub-normalized game (see Game 7.2).
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|p®) and |p®) in this case can be written respectively as:

6) = DyCy B AxUy Y US Al BECEDE S| 91y (9.6)
[ ®) = DpCrApUge YU ALCIDLS[ D), (9.7)

where the operator 1" is defined in Step 1b.
We first make a useful claim that specifies the registers on which the operator 7" (defined in
Step 1b) acts non-trivially. This claim can be treated as the analogue of Claim 10.

Claim 13 (Non-Trivial Registers for 7). The Y defined in Step 1b acts non-trivially only on
registers m, u, S, p1...Px—1, t1i...tk—1, 1, and gc (i.e., it works as the identity operator on the
other registers).

Proof of Claim 13. By definition, T only contains operations that happen when the global counter
is k — 1 or smaller.

Also, recall that we are talking about hybrids H, (J pat) and H, (JPat) 1w Thus, all the | and 1
queries happening at global counter ¢ < k — 1 will be answered by the “dummy” operators V and
VT respective. (One exception is the 1% corresponding sq (). But this does not matter in the current
proof—Right before the behaviors defined in Case 1 happen, the global counter is already &, which
implies that sq(¢) (Vi € [k]) has already happened and thus cannot be a part of the operator 7°.)

Therefore, according to our notation in Game 7.2, operator 1" can be writtenas Y = I,1,_1---1}
(for some integer z) where each I'; (i € [2]) comes from the set of operators {S, Ugc} U{A;}icp—1) U
{éi}z’e[k—l} U{Di}iek—1)- It then follows from Table 1 that 7" acts non-trivially only on registers m,
u, S, Pt-.-Pk—1, t1...tk—1, 1c, and gc.

This completes the proof of Claim 13.

O

High-Level Idea for the Sequel. Recall that our eventual goal is to prove that the states |¢(t)>
and ) are of the format shown in Eq. (9.1) and (9.2) in Lem. 18. At a high level, we prove it
by applying Lem. 6 to Eq. (9.6) and (9.7). But we first need to perform some preparation work,
putting Eq. (9.6) and (9.7) into a format that is more “compatible” with Lem. 6. In the sequel,
we first perform the preparation work in Claims 14 and 15. Then, we show on Page 95 how to use
Claims 14 and 15 to complete the proof for the induction step.

The following Claim 14 can be treated as an analogue of Claim 11.

Claim 14. There ezist (possibly sub-normalized) pure states {,0 . b o }(P’l p,)€{0,1}k SO that the
following holds
<Pk

6 = DkaBkUgchk/mUJcBZ;C}; <\p1, <o Pk)py.. Pk|pp1, D)+

Z ‘pllﬂ o 7pk>P1 Pka OBk ICIZ 1’/) 7pk>> (9'8)
(pllv“'vpgg)#(plr-wpk)

|¢(t)> = DkékUgchk/ngTcéli <|p1, <+ Pk)ps.. pk|p " lzpk>+

L(t—1
Z |p,17 e ap%)py..kak,O‘p](;;l“”)’p;c>) (99)

(DY sesP) )7 (P15 5Pk
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where YP/™ s identical to the T defined in Step 1b, except that it treats register pPx as m, and the
summations are taken over all (p),...,p}) € {0, 1}*\ {(p1,...,pk)} (abbreviated as (p},...,p}) #
(p1,-..,pk) in the above).

Proof of Claim 14. First, notice that

AUg YU AL = AUy T ALU, (9.10)
= AUy ALTP/mUT, (9.11)
= A LU, TP/mUS, (9.12)
= U, Y»/™U],, (9.13)

where

— Eq. (9.10) and (9.12) follows from the fact that Ugy. acts non-trivially on different registers from
Ak;

— Eq. (9.11) from the fact that 7" acts as the identity operator on px (see Claim 13) and that Ay
is nothing but a swap operator between m and px (see Algo. 6.1).

Proving Eq. (9.8). We now show the derivation for |¢®):

60) = DyCy By AxUy YU AL B CI DI S| o) (9.14)
= DyCyBylUy YP/"US BLCL DL S| 6"~V (9.15)

- DkOkBkUgCTPk/mU;CB};C;D;LS<|p17 o 7pk?>P1 Pk|p(t 1) > +

p17

tl
S e tnnCraBL LI, ©016)
(DY 5Pl )7 (P15 5PK)

= DkaBkUgCTPk/ngcB};CIID;L <|p17 ce 7pk>P1 PkS|p (t-1) > +

P1,---,Pk

Z ‘plly- . .7pk>p1 kaCk OBk 10111‘/0(15,“13]7;)) (9.17)
(P/p-“vp;e)?é(lewpk)

:DkaBkUgcTPk/ngcB};C;<|p1,...,pk>p1 2D} SIS, +
t—1
S e shlenSCuBLCL ) ) 019
(P re-sD) ) (D1 55Dk
—DkaBkUgcTPk/ngcB};C]i<|p17-~-7pk>p1 Plet 15‘/)}017 ,Pk> +
m t 1
S Wbl CroS B CL D) ) 919
(P53 ) (P15e-5Dk)
= DkaBkUgchk/mU;chl];C]i<|pla ooy D )ps. D;L 15|Pp1, ,pk> +

> P4+ PhdprpeCroBE L Cf 1S5/ o1 ol M)) (9.20)
(PYseesP) ) F (P15 5PK)
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= DkaBkUgchk/mU;chl];C]i <|P1’ . ,pk>p1.-.pk\P';(;t;.1.),pk> +

(D5 D)) F (P15 5PK)

— Eq. (9.14) follows from Eq. (9.6);

— Eq. (9.15) follows from Eq. (9.13);

— Eq. (9.16)

— Eq. (9.17) from from the fact that S acts as the identity operator on registers py...px (see
Table 1);

— Eq. (9.18) from the definition of Dy (see Algo. 7.1);

— Eq. (9.19) from the fact that S acts as the identity operator on ty (see Table 1) and Cj is
nothing but a swap operator between ty and m (see Algo. 7.1); (Note that S*/™ is defined to
be an operator that is identical to S except that it treats ty as m.)

9.16) follows from our induction assumption;

— Eq. (9.20) follows from the fact that S%/™ acts non-trivially on different registers from By, ; and
Ch,1 (see Table 1);

— Eq. (9.21) follows by defining

t 1
o8 p) = D1 Slppr )

oy D)= SE el ) Wb € (10, 1\ {1, me))).

Eq. (9.21) finishes the proof of Eq. (9.8) in Claim 14.

(9.22)

Proving Eq. (9.9). We now show the derivation for |)()). This is almost identical to the above proof
for Eq. (9.8). Nevertheless, we present it for the sake of completeness.

6 = DRCy AU XU ALCEDE S ) (9.23)
= DCpUy YP/™US D S|y Y) (9.24)

-Pk

_ DkékUgcTPk/mU;cé,ZD,tS(|p1, Pl Y 4

S et nChole ) (9.25)
(P s sP) )7 (P15 5PK)
= DkékUgcTPk/ngcéli <‘p1, - ,pk>p1 Pka 1S’pp1’ ,pk> +
S e thlenCras® 0,0 ) 020)
(p1"“’p;c)7é(pl7--~apk)
= DkékUgCTpk/ngcélz <|p1a v apk>P1 pk|pp1, > +

S e nnCaldy ) 020)

(P 5Pl )7 (P15 5PK)

where
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— Eq. (9.23) follows from Eq. (9.7);

— Eq. (9.24) follows from Eq. (9.13);

— Eq. (9.25) follows from our induction assumption;

— Eq. (9.26) follows from a similar argument as we did to derive Eq. (9.20) from Eq. (9.16);

— Eq. (9.27) follows from the same definitions of ]pj(ofl)pk> and \[)Sfl)p/
1Py

sion (9.22).
Eq. (9.27) finishes the proof of Eq. (9.9) in Claim 14.

) as shown in Expres-

This completes the proof of Claim 14.

O
The following Claim 15 can be treated as an analogue of Claim 12.
Claim 15. Let TP/™ and {pgilw?p;g}(pxlr_.,p;)e{(),l}ke be as defined in Claim 1/. Let
t—1 (t— (t—1
) = o e+ D e PdpemCro BL O RS )
(p37"'7p;)¢(p17"'7pk)
(9.28)
t—1 (t— (t—1
) = o e 0+ DD e Crolily ) (9.29)
(D)D) ) (P15 5PK)
m —1
") = CrBRUg T>/*US BICH g ™) (9.30)
D) = CpUp rP/mU SE ). (9.31)
Then, there exist (possibly sub-normalized) pure states {pj(;) o }(P'l p,)€{0,1}kt SO that the following
1P FRERE) )
holds:
t . (t
67) =Pt Ppp B )+ D P Ppem CroBLCL A ) (932)
(P sD) ) (P15e5Pk)
t . (t
M) =1p1e e Do B8 o)+ DL e BdpemCrolBl) - (9.33)

(D)5 sP) )7 (P15 5Pk

Proof of Claim 15. This claim follows from an application of Lem. 6, with the notation correspon-
dence listed in Table 4. We provide a detailed explanation below.
First, we argue that the premises in Lem. 6 are satisfied with the notation listed in Table 4:

— Lem. 6 requires that W should act as the identity operator on register s. In terms of the
Claim 15 notation, this is satisfied by Cj 1 (playing the role of ;) who works as identity on
registers u, s, tq...tx_1, gc, and lc (playing the role of registers s). (Recall Cj ; from Table 1.)

— Lem. 6 requires that W} should be the swap operator between m and t. In terms of the Claim 15
notation, this is satisfied by C} ¢ (playing the role of Wy), who is the swap operator between
registers m and ty (playing the role of m and t respectively). (Recall C} o from Algo. 7.1.)

— Lem. 6 requires that W is the identity operator on branch |a), and is identical to W, on branches
la')a with @’ # a. In terms of the Claim 15 notation, this is satisfied by Cj, (playing the role
of W), who is the identity operator on branch |p1,...,pk)p,..p (playing the role of |a),) and is
identical to C o (playing the role of Wp) on branches |pf, ..., p}.)p,..pe (Playing the role of |a’),)

with (p},...,p}) # (p1,- .-, Pk)- (Recall Cy from Algo. 7.1)
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Table 4: Notation Correspondence between Lem. 6 and Claim 15

Registers Operators Random Variables
In Lem. 6 In Claim 15 In Lem. 6 In Claim 15 In Lem. 6 In Claim 15
Pi-.-Px Wi Cr.a la)a D1, - s D)y
m m Wo Ck,0 la’)a DY, - Ph)pr.
e w Ci 108 Yatso 15 )
s u, s, t1...tx—1, gc, 1c w Ck ‘,O(I/n)>mcso ‘p(t/il) / >
a Ploeees Dy,
o other registers Ux Bi1 \Uém)> Wét71)>
i —1
U By, ™) ™)
S Uge TP/ U, 10 Vateo 1652 )
(out) . (t)
P s 150
ou t
s )
) )

— Lem. 6 requires that U; should work as identity on register s. In terms of the Claim 15 nota-
tion, this is satisfied by By 1 (playing the role of U;), who works as identity on registers u, s,
ty...tk—1, gc, and 1lc (playing the role of register s). (Recall By ; from Table 1.)

— Lem. 6 requires that S should act non-trivially only on registers a and s. In terms of the Claim 15
notation, this is satisfied by UgCTPk/ ngTC (playing the role of S)—recall from Claim 13 that 7°
acts non-trivially on registersm, u, s, p1...px—1, t1...tk—1, 1c, and gc. Thus, UgCTPk/ngc acts
non-trivially on registers px, u, s, p1..-Px—1, t1-.-tx—1, Lc, and gc, which constitute registers
a and s (see Table 4).

Finally, we apply Lem. 6 (with the notation in Table 4) to the ]7(()'5_1)> and \’ygt_l) ) defined
in Eq. (9.28) and (9.29) (playing the role of ]n(()'n)> and ]ngm)> in Lem. 6). This implies the ex-
istence of (possibly sub-normalized) pure states {’ﬂ;2)7---vpk )}, )0, (playing the role of

{|pg?Ut)>mtso}a/€{071}e in Lem. 6) such that the following holds

t . (¢
”Y(g )> =lp1,. .- 7Pk>p1...pk‘P;(otl),...,pk> + Z Phs - 7p;f>P1---Pka,0Bli,1Cl];,1|p§;’1),...7p;g>
(P55} ) (P15e-,Dk)
t . (¢t
h’g )> = |p17 e 7pk>P1--~Pk‘p1(3tl),...,pk> + Z |p/17 ce 7p;c>P1~~kak,0’pl(,'l),m,p;)v

(PP ) (P15 PE)

which are exactly Eq. (9.32) and (9.33) in Claim 15.
This completes the proof of Claim 15.

O]

Finishing the Proof for the Induction Step. With Claims 14 and 15 at hand, we now finish
the proof for the induction Step.

Proof for Eq. (9.1). We first establish Eq. (9.1):

6™y = D) (9.34)
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= Dk(pl)"'apk>P1~~~Pk|p;()t1),.“,pk> + Z |p,17"'7pk:>P1 PkaUBk 1CT1| pl, ’pk>>
(P e sP3 ) (D15 5Dk)

(9.35)
= |p17 = - >pk>P1...kak,l|p1(7t1),...7pk> + Z ‘p,h s 7p§c>p1...pkck,OBli,1Cli,1’pz(;l),m’p;)
(Plp-“ﬂp;)?é(Pl,uwpk)
(9.36)
t
= |p17 s 7pk>P1---Pk’pg(otl),...,pk> + Z |p117 s 7p;€>P1---Pka7OBIJ£,ICl: l‘p(’),_ / >7 (937)
) P1s-Pg
(PPl ) # (P15-Pk)
where
— Eq. (9.34) follows from Eq. (9.8) in Claim 14 and Eq. (9.30) in Claim 15;
— Eq. (9.35) follows from Eq. (9.32) in Claim 15;
— Eq. (9.36) follows from the definition of Dy (see Algo. 7.1);
— Eq. (9.37) follows by defining
(t
1P82.i) = Dial 5.0 039
t t :
) )=o) ) Y ph) € ({01 {(pr, o pe)}).
Note that Eq. (9.37) is exactly Eq. (9.1) in Lem. 19.
Proof for Eq. (9.2). Next, we establish Eq. (9.2):
[¢®) = Dit”) (9-39)
) (t
DIl 5 el nCrald) L)) (040
(DYDY ) (P15 5Pk
- ’plv e 7pk>P1---Pka,1’p‘;(o?,...,pk> + Z |p/17 s 7p;c>P1---Pka,0’ﬁ]()?,__m> (9'41)
(p&?"'?p;c)#(p17"'7pk)
t
=l P D P PRpnCroln ), (9.42)
(Pllw-wpk)#(l’l,-wpk)
where
— Eq. (9.39) follows from Eq. (9.9) in Claim 14 and Eq. (9.31) in Claim 15;
— Eq. (9.40) follows from Eq. (9.33) in Claim 15;
— Eq. (9.41) follows from the definition of Dy (see Algo. 7.1);
— ollows from the same definitions ot |pp, ... and |p,, , ) shown in Expression (9. .
9.42) follows from th definitions of |p})....p,) and |py) ) shownin E ion (9.38

Note that Eq. (9.42) is exactly Eq. (9.2) in Lem. 19.

This completes the proof of the induction step of Lem. 19 for Case 1.

9.2.2 Proving the Induction Step: Case 2
According to the description of Case 2, it holds that

6y = A|pt=D) (9.43)
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) = A=), (9.44)
where recall that the operator A was defined toward the end of the description of Case 2.

Structure of A. While the exact format of A will not be substantial, our proof of Case 2 will rely
on certain properties of A. We formalize these useful properties in the following Claim 16, which
can be treated as an analogue of Claim 9.

Claim 16. For the operator A defined above, there exist two operators Ay and Ay so that
— both Ay and Ay act as the identity operator on p1 ... Pk;
— Ag acts as the identity operator on ty;

and the following holds

A= |p17“'7pk><p17"'7pk|p1mpk®A1+ Z |p/17"'7p;c><pll7"‘7p;g’p1mpk®A07 (945)
(PYssP) ) F (P15 5PR)

AoCo = Ck,o/lgk/m, (9.46)

MoCroB},Cf | = CroBL O 48, (9.47)

where A;k/m 1s identical to Ay except that it treats ty as m, and the summation is taken over all
Py, ph) € {0, 13¥\ {(p1,....pk)} (abbreviated as (p},...,p}) # (p1,...,pk) in the above).

Proof of Claim 16. First, note that A can be written as A = I, I,_1---I (for some integer z),
where each I (i € [z]) comes from the following set

{S,Uge} U{(Ai, Bi, Ci, Di) i 1 kra,.. ik} D AIPLs - 0l - pily, o Ytk kv, k) (948)

This is because A only corresponds to the operations that happen when the global counter “jumps”
between some i and i + 1 with ¢ > k (see Game 7.2). We remark that S may also apply projectors
on u, but we consider it as a part of S as per Rmk. 12.

Therefore, to prove Claim 16, it suffices to show that for each operator I' in the set shown in
Expression (9.48), there exist two operators Iy and I so that

— both Iy and I act as the identity operator on p; ... px;
— I acts as the identity operator on ty;

and the following holds

/ / / /
I'=p1,...,peXps- s Prlp, o @11+ > DL KPP, @ TO,
(P’17~~~:P;C)7E(P1,~~,Pk)
ItCro = Ck,oF(?*‘/'“,
TyCroBl,Cl, = Cy 0Bl Cl /"
0~k 0PE 1V 1 k0PE1%YE1t0 -
In the following, we prove it for each possible I'.

First, notice that the above is true for I' = |p1,...,pi)Xp1,. .. 7pi|p1...pi for each i € {k+ 1,k +
2,..., K}, simply because such a I" can be written in the following format:

I'= |p1, v api><p17 v ’pi|p1_..pi
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:|pla‘°'7pk><p17"')pk|P1mpk®Fl+ Z ‘plla”'7p;<;><p/1)"'7p2:‘p1mpk®F07
(D)D) ) F (P15 5Pk)

with Il = |pr41, Pkt2 - -« Pi)Pkt1, Dkt2 - - - ’pi|Pk+1---Pi and I := I, and such a I vacuously satisfies

the requires 1HC o = Ck,of'(;ck/m and F(]CkpB;i 102 L= C’k7OB}; 1C,1 1[‘51‘/"1.
The above is true for I' = Uy as well, because Uy, acts non-trivially only on register gc.

The above is also true for I' = S because (1) S does not act on p; ...px, (2) S does not act on
tx and Cj o is nothing but a swap operator between m and ty, and (3) Ste/m acts non-trivially on

different registers from By, and Cj 1 (see Table 1).

The above is true for I' € {A; }ic {rt1,k+2,..., K} as Well, because for each i € {k+1,k+2,..., K},
A; is nothing but the swap operator between registers p; and m (see Algo. 6.1).

The only cases left are I € {(B;, Ci, Di) }icfk+1,k+2,...i}- The proof for these cases are (almost)

identical. In the following, we only present the proof for I' = C; (Vi € {k+ 1,k +2,...,K}) as a

representative example:
I=0¢;

= ’plw"in><p17"‘7pi|p1mpi®C’Z,1+ Z ‘p/177p;><p/177p;‘p1
P50 £ (P15e5Pi)

= ’pb s 7pl€><p17 v 7pk’p1,,,pk & |pk‘+17 v 7pi><pk+la v 7pi|pk+1mpi & Ci,l +

ps ®Cio (9.49)

Z |p/17 tee )p;<;><p/13 e ’p;c’pb.-pk ® ’pz’-i-lv tee 7p;><p;q+1a e 7p;’pk+1mpi & Ci,O
(P 5-sD5)F(P15-502)
= |p1, - PRXDL, - - 7Pk!p1,,,pk @ [Pr1s- > Pi)Prt1s - - - ,Pi|pk+1,,,pi ®Ci1 +

P DENPL PRy © ( > Dhsts > D5 X Phg1s - - ,pé\pk+1._,pi> ® C;,

(P;C+11-~-,P;)7£(Pk+1w~,17i)

> [P DXL, ®

(PP )7 (P15 PE)
> s oMl ) © o
(Plogr Py 40,1300

= [p1y- e PEXPLs - PRy @11+ > Py D XP - Pl © T, (9.50)

(p/17“‘7p;€)¢(p17“'7pk)

where Eq. (9.49) follows from the definition of C; (see Algo. 7.1), and Eq. (9.50) follows by defining
Iy and I as follows

I = |pk+1, e ,p¢>(pk+1, e ’pi|pk+1---Pi ® Ci71 +

S e 0k Bl ) © oo
(Phog 1P # (Pret15-5P5)
Iy = < Z ‘p§€+1,...,p;><p§€+l,...,pﬂpkﬂmpi> ® Cip.

(Phoy 100 E{0,1} (7 F)-£

Clearly, such a I'y satisfies the requires IHCl o = Ck,ofotk/m and FOCk,(]B}; 1011 | = C’k,OB; IC,I 1ng/m,
because (1) we are in the case i € {k +1,k+2,..., K}, (2) C;o is nothing but a swap operator
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between m and t;, and (3) C;c l(‘)/ " acts non-trivially on different registers from By and Ck (see

Table 1).

This finishes the proof of Claim 16.

O

Finishing the Proof for Case 2. With Claim 16 in hand, we now show how to finish the proof

for Case 2.

Proof of Eq. (9.1). First, we establish Eq. (9.1):

6®) = A]p¢) (9.51)
= A(’ph cee 7pk>P1Pk|p]()t1T1?pk> +
Z p1s - - 7pk>P1 2 Ck, OBk 1011 1‘pp17 7pk>> (9.52)
(P50 ) F(P15--5Dk)
= |p17 s apk>p1 PkA]-‘ppl, ,pk> +
S 1P PRpp AcCroBLLCL el (9.53)
P 5sp) A (P15-+5Pk)
= [P, Dk)ps.. pk/h\p ,pk> +
Z |p/1a cee ap;q>p1...pkck,OB]];10]1 1 tk/m| (t 1), ;€> (9'54)
(P) D)) (P15 5Pk)
t
= ’pl, . 7pk>P1---Pk‘p](7?,...,pk> + Z ’plla cee 7p;€>P1---kak,OB]i710]1’1|p1(3/1) ..... p;€>’
(PPl ) # P15k
(9.55)
where
— Eq. (9.51) follows from Eq. (9.43);
— Eq. (9.52) follows from our induction assumption;
— Eq. (9.53) follows from Eq. (9.45) in Claim 16;
— Eq. (9.54) follows from Eq. (9.47) in Claim 16;
— Eq. (9.55) follows by defining
t
‘Pz(n), pr) = Al’ﬂm, ,pk> (9.56)
m, (t—1 :
5 )= Ao ) Wb € ({0, 1\ {(, - i)}).
Clearly, Eq. (9.55) is of the same format as Eq. (9.1) in Lem. 19.
Proof of Eq. (9.2). Next, we present the derivation for Eq. (9.2):
1)) = A=) (9.57)

N A<‘p17 s 7pk>P1 Pk|pp1, l?pk> +
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t—1
S P Hdpem Ol >> (9.58)
(DY 5Pl ) (P15 5PE)

=|p1,... 7pk>p1---PkA1‘pI(7t1:1~?pk> +

-1
S I PdpenAcCrololy ) (9.59)
(D5 D)) (P15 5PK)

= |p17 s 7pk’>p1~~-pk/11|p]()t1?--1-?pk> +
m -1
Z Ipl, ... ,p§€>p1,,lkak,o/18k/ \P(t ) ) (9.60)

p’lﬂ’p;c
(pllﬂ'“’p;c)#(pla“wpk)
t
= [p1 - PE)pep P ) T > e HdpenCroloy, ) (961)

(D] sD3 ) (P15 5Pk)

where

— Eq. (9.57) follows from Eq. (9.44);

— Eq. (9.58) follows from our induction assumption;

— Eq. (9.59) follows from Eq. (9.45) in Claim 16;

— Eq. (9.60) follows from Eq. (9.46) in Claim 16;

— Eq. (9.61) follows from the same definitions of \pz(g?r,.,pﬁ and |pz(;)
sion (9.56).

Clearly, Eq. (9.61) is of the same format as Eq. (9.2) in Lem. 19.

,) as shown in Expres-
19+sPg

This completes the proof of the induction step of Lem. 19 for Case 2.

Finally, we remark that our proof for the base case in Sec. 9.1 and the proof for the induction
step in Sec. 9.2 together finish the proof of Lem. 19, which in turn finishes the proof of Lem. 13
eventually.

10 On Expected-Polynomial Time Simulator and Efficient Verifier

In this section, we will fully show how the result Thm. 2 also works with expected polynomial-time
simulator and how to make the malicious verifier designed in Sec. 6.1.2 efficient.
We first describe the high-level ideas and intuition.

Expected Polynomial-Time Simulator. To show that our lower bound holds for expected
polynomial time simulator, we follow the idea in [CCLY21|. The idea is to design a modified
random-terminating malicious verifier Ve, based on 1% designed in Sec. 6.1.2. If there exists any
simulator Sexp that runs in expected polynomial time and S&;" outputs an accepting view, then we
can turn Seyp into a strict-polynomial time simulator S, which would violate our already proven
lower bound.

The new verifier Ve, is as follows. Veyp operates an honest verifier V and a random-terminating
verifier V designed in Sec. 6.1.2 in superposition, by using a control-qubit in an additional register
Cont:

~ 1
W}>Cont,aux = 72(|0>Cont + ’1>Cont) & |¢6>auxa
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where |1):)aux is defined as:

|we aux - — Z \/ |H aux,

HeH,

where H € H. is the function family defined in Def. 7 and D is the density function corresponding
to H..

The hope is that if we have any expected-polynomial time simulator Se.p, we run it up to a fixed
g number of steps and simply stop— the final output view of this "truncated” simulator S with Ve
is still an accepting one, with inverse polynomial probability. More importantly, we not only want
any accepting view, we also want the random-terminating branch of the verifier Ve, to be accepting
in this case, because otherwise we would not be able to transform the simulator-verifier interaction
SVee into the BQP decider we designed in Sec. 6.2. Here comes how we use the control-qubit: at
the end of the protocol’s execution between S and Ve, we show that the state in register Cont
has a large enough weight on the [1) component. Therefore, if we measure Cont in the end, there
is a large probability that we fall into the branch where we use the random-terminating V.

A major technical task we deal with is to ensure that the state in Cont is a pure state with
a specific format at the end of the protocol execution, for the rest of the arguments in [CCLY21]
to go through. To make sure that the final state in the Cont register is pure, [CCLY21] uses an
"adjusting” unitary when the verifier Vs, operates on the |0) (i.e. honest verifier branch) at the
end of the protocol execution, to disentangle the aux register and the Cont register. Our adjusting
unitary has the same design as in [CCLY21], but the analysis on why this procedure helps us
achieve the above goal deviates from the analysis of [CCLY21]. In [CCLY21], the proof considers
the verifier to take input a fixed classical randomness, which we don’t use in the quantum setting.
But we make the observation that the use of a fixed classical randomness is not necessary for the
proof. We will prove the corresponding lemma in our scenario and connect it with the rest of the
proofs.

Efficient Malicious Verifier. Note that the state |1 )aux is exponentially large, but we will use
the same method as in [CCLY21] to make our verifier efficient, by modifying a 2¢-independent hash
function to simulate the functins in the family H..

10.1 Expected Polynomial-Time Simulator

We first cite a lemma from [CCLY21]. This lemma helps us make sure that the qubit in register
Cont remains as a pure state for the rest of the arguments to go through.

To achieve this, we must let the verifier Vexp apply an "adjusting” unitary when operating under
the |0) (i.e. honest verifier) branch, The following unitary will be used at the end of the honest
verifier brancha and performs the following task: for any K-round prover message p, it adjusts the
aux register to have support only on the H’s that satisfies H(p) = 1.

Lemma 20 (Lemma 3.8 [CCLY21]). For any p = (p1,...,px) € MF, let Sp C H. : M=K —
{0,1} be the subset consisting of all H such that H(p1,...,p;) = 1 for all i € [K]. There exists a
unitary Up such that

Up > VDH)H)aux= )

HeH. HeSy

‘H aux-

The proof is the same as in [CCLY21] and we omit it here.
Next, we describe how the new malicious verifier Ve, works.
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Vexp uses the control-qubit Cont to control whether to apply an honest verifier unitary Vjon or
a random-terminating verifier unitary V' defined in Sec. 6.1.2.

Vexp ( ’O> Cont ’()therO)other + ’ 1> Cont IOtheI'l)other)

= | 0> Cont Vhon |0ther0>other + | 1) Cont ‘7 IOther1>other

where the other register refers to all the other registers the verifier will ever act on.
Additionally, the honest unitary Vion applies the unitary Up from the Lem. 20 to register Cont
at the end of the protocol. More specifically, Vion operates as follows:

Honest Von: it non-trivially acts on registers ins, gc, 1c,p1,- - , Pk, V1, -+ , VK, t1,- - - , tx, m, W, aux
defined in Sec. 6.1.1:

1. It reads the value j in gc and increments it to i = j +1 mod C 2. It swaps m and p;.

2. If the value in the global counter gc is i < K, it then applies the honest verifier’s unitary at
round % to registers ins,psy,- -, Pk, V1, - ,Vk, M, w. Note that register aux is not used by the
honest verifier because it only contains the function used for determining random termination.

3. If the value in the global counter gc is K , then it first applies the honest verifier’s unitary in
the corresponding round, then applies the adjusting unitary Up to p1,--- ,px and aux:

‘plau' 7pK7H> — Up’pla"' 7pK7H>

Next, we show that by running the above new malicious verifier Ve, with an honest prover P
on some instance x € L, the final state in register Cont will be negligibly close to a pure state
that contains _ K1+1 fraction of weight on the |0) component and fraction of weight on the |1)
component.

_&
ek +1

Lemma 21. For anyz € LN{0,1}* andw € Ry (z), suppose that we run (P(w), %Xp(|zze>)>(a:) and
measure the final output register and obtain outcome 1. Then the resulting state in Cont (tracing

out other registers) is negligibly close to |¢e)cont = ﬁ‘mcont + %H}cmﬂt.

Proof. We adapt the proof in [CCLY21] to be of use in our setting. By the completeness of the
honestly executed protocol I, the completeness error is negl(\).

Let |n) be the final state of the internal register of Vs, after executing (P(w), Vexp(]lza)»(x).
We additionally note that the final output register that stores Veyp’s decision bit is called d (defined
in Sec. 5.1.2). We denote Acc as a final measurement on the d register in the computational basis.

For g € {0,1}, let |ng) be the final state of the internal register of Ve after executing

(P(w), Vexp (|90=))) (). where [0%7) Cont.aux = |8)Cont @ |¥e)aux. Since Vegp only uses Cont as a

. ~ ~(0 ~(1 .
control register and [v;)Cont,aux = % (Wié )>Cont,aux + W)g )>Cont,aux> , it is easy to see that we
have

Iny = \}5 (o) + [m)) - (10.1)

In the following, when we consider summations over H (they are over all H € H., respectively,
unless otherwise specified) and prover messages p = (p1,- - ,PK)-

19 ¢ = 2* defined in in Sec. 6.1.1.
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By the definition of Ve.p and Lemma 20, we have

|T]0> = Up|0>Cont|fE>ins|K>gc & (Z Qap (Z \/ D(H)|H>aux> p>P1,...,pK|0therp>other|bp>d>
p H

|D(H
= [0)Cont|Z) ins| K)gc ® Zap Z E(K)|H>aux IP)ps,...px[Otherp)otner [bp)a
P

HESy

where p is prover’s messages and the register other refers to the concatenation of the registers w,
m, 1c, vy - - - vk, and tq,--- ,tg. The \otherp>other is some sub-normalized state. The verifier’s final
output decision state |bp) in register d is dependent on the contents in register other.

Since Vhon is an honest verifier’s unitary except applying Up at the very end: the registers
P1 - Px, other, and d will evolve to exactly what they will be at the end of an honestly executed
protocol before Uy, is applied. After we apply Up, the only change is the weight on the aux register
for each p, according to Lem. 20. Also note that since P is an honest prover, the register 1c and gc
will always have the same value throughout the protocol and the registers ti,--- , tx are not used.
While for each p, the corresponding other register may hold a mixed state, the analysis assuming
other holding a pure state is without loss of generality.

By the completeness of II, we have Pr[Acc(|no)) = 1] = 1 — negl(\). This implies

/D(H)
‘770> ~ ‘O>C0nt’m>ins’K>gc & Zap,l Z T‘H>aux ‘p>p1,-..,pk‘Otheer)other ’1>d
P

HES,
(10.2)

where &~ means that the trace distance between both sides is negl(\). The register py, - - - , px, other
now contains a state such that the final output bp = 1.

On the other hand, by the definition of Vep, the value in d of |n;) can be 1 only if H € Sy for
the transcript p. Therefore we have

1) = |1)Cont ) ins | I ) ge ® Zp Qp,1 ZHGSP < D(H)|H)aux @ [P)py,....pc|0Otherp 1) other @ |1>d>
+ |garbage)aux,p,....p,other @ |0)a

for some (sub-normalized) state [garbage)aux,p,,.. peother ® |0)a. By our design of the random-
terminating adversary TN/, conditioned on that H € Sp, 1% performs the same operations as the
honest verifier does on the registers ps,--- , pk, other. V can also easily uncompute the registers
ty,- - ,tg used to store aborting information for each round, which are not used in |rg). Therefore,
if we have b = 1 in register d, the state over the registers pi,--- , px, other is exactly the same as
the state over registers py,--- , px, other in |ng) (conditioned on b =1 in d).

By a similar argument to that for |ng), we have

Im) ~ |1)Cont |7) ins| K )ge ® ( 2papl ZHGSP ( D(H)\H>aux> ® IPps....pcl0therp 1Jomer © 1>d>
+ |garbage)aux ps.....px,other[0)a
(10.3)

By eq. (10.1) to (10.3), we have

(‘1><1|)d|77> ~ \}5 (\/ETK|O>Cont + |1>Cont> ® |$>ins|K>gc
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® Z p,1 Z (V D<H)‘H>auX) [P)ps,...px|0OthErp 1 )other @ [1)a.
p

HESp

We omit the identity operator on registers other than d and (|1)(1|)4 simply means the projection
onto states whose values in d is 0.
By normalization, we can see that the final state in Cont conditioned on the measurement
outcome of d is 1 is negligibly close to |¢e)cont-
O

The rest of the proof follows from [CCLY21] Section 3.2. We describe the ideas here. Suppose
that there is a quantum black-box simulator Sey, for the protocol II whose expected number of
queries is at most ¢/2 = poly(\) that works for all possibly inefficient verifiers, then we can truncate
it into a strict polynomial time simulator S that makes only ¢ queries based on the following
arguments:

1. The probability that Ve, accepts and the number of Se.p’s queries is at most ¢ is at least
1/4 — negl(A) (See [CCLY21] Lemma 3.10).

2. The final state in Cont after the execution of ng,x,p(‘wg)) conditioned on the above event is
negligibly close in trace distance to |¢.) defined in Lem. 21 (See [CCLY21] Lemma 3.11).

In the end, we can argue that the truncated simulator S interacting with V;Xp(|1;8>) will lead to
an accepting view with probability % — negl()\) on any 2 € L N {0,1}*.
We refer the readers to [CCLY21] Section 3.2 for the full proof.

10.2 Expected Polynomial-Time Simulator with Efficient Malicious Verifier

Now we describe how to make the above malicious verifier Ve, efficient.

The following lemma states that we can replace the inefficient function (represented by a truth
table) H € H. used for random-termination in the previous sections by a function with an efficient
description. Moreover, there exists an efficient implementation of the unitary in Lem. 20.

Lemma 22 ([CCLY21] Lemma 3.13). Letc € [0,1] be a rational number expressed as € = %
for some A, B € N such that log A = poly()\) and log B = poly()\).2Y For any Q = poly()\), there
exists a family H. = {ﬁﬁ : MSF 10,1} }eex of classical polynomial-time computable functions
that satisfies the following properties.

1. For any algorithm A that makes at most ¢ quantum queries and any quantum input p, we have

Pr [Af(p)=1] = Pr [Aﬁ~(p):1].

H<+H, KK

2. For any p = (p1,....,px) € MF, let Sp € K be the subset consisting of all k such that
H,(p1,....pi) = 1 for all i € [k]. There exists a unitary UI(,Q) such that

1 1
U™y [ om0 = [ rg 2 1)
IK] KEK [Spl KESp

Up can be implemented by a quantum circuit of size poly(X).

20 Note that ¢ is also a function of A, but we omit to explicitly write the dependence on e for simplicity.
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The proof follows from [CCLY21]. Therefore we present the statement and intuition and refer
the readers to [CCLY21] for the full proof.

The idea of is to construct a family of 2¢-wise independent hash function that have output
distribution the same as H., from a family of 2¢-wise independent hash functions that have almost
uniform-random output distributions. We first make use of a 2¢-independent hash function H’. We
take the key x to be k values of random {a; };c[x), a; < [A]. When computing ﬁ[n(pl, <+ p;): we add
a; to the outcome of H'(py,--- ,p;) and check if the sum satisfies H'(p1,--- ,p;) + a; mod A < B;
output 1 if yes and 0 otherwise.
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