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Abstract—21% century is often called the Information Century.
Information technology is being used in all areas of life from
medicine to astronomy. The list of developments and advances
happened in those areas thanks to information technology
penetration is endless. As the world become digitized more and
more and information technology becomes ubiquitous, creating
electronic and digital phenomena such as digital economy, e-
democracy, e-government, e-business, e-bank, e-health system, e-
education, even e-agriculture, traditional illegal activities are
penetrating into the virtual world as well. As a result, an entirely
new type of criminal activities has emerged threatening the
security and integrity of the system, network, and information.
In case of a system error, it can be fixed after a certain amount of
time, but how about information security? This is becoming one
of the most important problems. There is classified information
that can have implications on national level. Even the best
encryption and highest security firewalls can be breached to
delete, steal, or change such protected information. Therefore,
we need implementing hybrid cryptosystem. This paper focus on
securing e-mail communication on Android OS by using the
hybrid cryptosystem which is a combination of symmetric, public
key encryption system and hash function.

Keywords— Hybrid cryptography, symmetric encryption,
secure email, public key encryption

I. INTRODUCTION

Most popular internet services is e-mail. Email is way to
exchange text by using internet connection. Now almost
internet services can be enjoyed by using mobile devices such

as notebook, smartphone and tablet PC anywhere and anytime.

Purposely, or not, the usage of e-mail to exchange information
and collaborate, is not only limited to public information, but
also confidential information, which has a value of
confidentiality to certain parties so that it needs some security
controls. By using mobile devices with internet connection, e-
mail services can be widely used by many people to exchange
information and collaborate, both for individual, enterprise
and government. One of the most popular Operating System
is Android. In order to prove safety of email sent from
Android smart phone, encryption and decryption process have
to be installed in an client side. All security systems use
cryptographic because it suggest several algorithms and
techniques practically unavailable to break because of their
entanglement. In this proposed design methodology, the new
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protocol design using Symmetric cipher (Ping Pong-128) and
public key cryptography (RSA) with hash function MD5.

1. BACKGROUND

What is the need of hybrid cryptosystem?
Cause of:

e Conventional encryption system uses one key.

o If key is disclosed then complete encryption
vulnerable.

e  Key distribution problem.

e To provide greater security and avoid explicit
transfer of secret key we need hybrid cryptosystem.

Public key and symmetric ciphers each have their own
advantages and disadvantages. The public key algorithms
allow public key infrastructures and key exchange systems,
but at the cost of speed. Symmetric ciphers are significantly
faster than public key encryption, but require all parties to
somehow share a secret key. A hybrid cryptosystem is a
protocol using multiple ciphers of different types together,
each to it is best advantage. Hybrid cryptosystem is
considered as highly secure type of encryption as long as the
public and private keys are fully secure.

A. Symmetric cryptography

This kind of cryptography uses a single key for both
encryption and decryption, and it is also called secret key
cryptography. The key is a set of rules, and both the sender
and the receiver must know the key in order to use the
technique. The most known secret key cryptography schemes
are stream ciphers and block ciphers[1]. The stream ciphers
generate a sequence of bits used as a key called a keystream,
and the encryption is accomplished by combining the
keystream with the plaintext. This is usually done with the
bitwise XOR operation. The keystream can be independent of
the plaintext and cipher text, in which case the stream cipher
is synchronous, or it can depend of the data and its encryption,
in which case the stream cipher is self-synchronizing[2].

B. Asymmetric cryptography

The public key cryptographic algorithms are more secure
than symmetric algorithms. Because, it has two keys one for
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encryption and another one for decryption. In this hybrid
encryption technique we propose symmetric encryption for
encryption and decryption and using public key
cryptosystems for authentication [3].

C. Hash Function

A hash function offers a way of creating a fixed-size
blocks of data by using entry data with variable length. It is
also known as taking the digital fingerprint of the data, and
the exit data are known as message digest or one-way
encryption. . The hash values solve the problem of the
integrity of the messages.

I11.HYBRID CRYPTOSYSTEM SCHEME

Symmetric and asymmetric ciphers each have their own
advantages and disadvantages. Symmetric ciphers are
significantly faster than asymmetric ciphers, but require all
parties to somehow share a secret (the key). The asymmetric
algorithms allow public key infrastructures and key exchange
systems, but at the cost of speed. A hybrid cryptosystem is a
protocol using multiple ciphers of different types together,
each to it is best advantage [4]. In order to implement aspects
of information security in the e-mail communication system, it
will use the mechanism of the hybrid cryptosystem which
combines symmetric encryption, asymmetric encryption and
hash function. The cryptographic algorithms consist of Ping
Pong 128 bit encryption for confidentiality, MD5 bit for data
integrity, while aspects of authentication and non-repudiation
use a combination of MD5 bit and RSA 1024 bit.

This crypto security system ensures:
o Data integrity- using hash function
o Authentication and authenticity — using digital

signature
« Data confidentiality — using stream cipher (Ping
Pong)
A. Ping Pong

The advantage of a stream cipher is that it is faster and
much more efficient than block ciphers. PingPong family of
stream ciphers. It has two mutually clocking LFSRs and a
single memory bit. The LFSRs are of lengths 127 bits and 129
bits. Together with the memory bit they give PingPong-128 an
internal state of 257 bits. PingPong-128 takes a 128-bit key
and a 128-bit initialisation vector to fill the internal state.
Keystream Generation The PingPong generator produces the
output keystream by combining the LFSR sequences and the
memory sequence [5]. PingPong-128 has two mutually
clocking LFSRs L, and Ly, and a single bit of memory c. Two
primitive polynomials, Pa(x) and Pb(x) are following:

PR N0 S0 10 80 00 00 00 L0 5
XD xBD x2@ XD x°® xX*D x'®1

PD(X):Xue@ X125® X121® X117@ X113@ X109® XlOS@ XlOl@ X97® X93® XBQ@
XSS@ X81® X77® X73® X69@ XGS@ Xﬁl@ X57® X49@ XAS@ X41® X37@
BB XD B D XD XD B XD 1
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Figure 1. Ping Pong — 128 Generator

B. RSA

The security of RSA is generally considered to factoring.
RSA computation occurs with integers modulo n = p * q, for
select two random secret primes p, g. To encrypt a message m,
public key use a public key exponent e. so cipher text ¢ = me
(mod n) computes the multiplicative reverse d = e-1 (mod (p-
1)*(g-1)) (we require that e is selected suitably for it to exist)
and obtains cd = m e * d = m (mod n)[4]. The problem for the
attacker is that computing the reverse d of e is assumed to be
no easier than factorizing n. The key size should be greater
than 1024 bits for a reasonable level of security. Keys of size,
say, 2048 bits that provides.

Digital signatures employ asymmetric cryptography. In many
instances they provide a layer of validation and security to
messages sent through insecure channel:  Properly
implemented, a digital signature gives the receiver reason to
believe the message was sent by the claimed sender. To create
RSA signature keys, generate an RSA key pair containing a
modulus N that is the product of two large primes, along with
integers e and d such that e d =1 (mod @(N)), where ¢ is
the Euler phi-function. The signer's public key consists
of N and e, and the signer's secret key contains d.

To sign a message m, the signer computes 6 =m® (mod N). To
verify, the receiver checks that 6° = m (mod N).

As noted earlier, this basic scheme is not very secure. To
prevent attacks, one can first apply a cryptographic hash
function to the message m and then apply the RSA algorithm
described above to the result[6].
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Figure 2. Digital Signature
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C. Proposed Architecture
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Figure 3. Hybrid Cryptographic scheme for Email

D. Experiment

RSA involves a public key and a private key. The public
key can be known by everyone and is used for encrypting
messages. Messages encrypted with the public key can only
be decrypted in a reasonable amount of time using the private
key.
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Figure 4. RSA key generation

Digesting a String with MD5 can be done with the
MessageDigest class. We can get a MessageDigest object that
can be used to do an MD5 digest via
Message.Digest.getInstance ("MD5"). We can pass the
MessageDigest a byte array representation of the String that
we'd like to digest. Calling the digest() method on the
MessageDigest object will return a byte array representation
of the MD5 digest. It's very common to convert this to its Hex
representation.

original:secret
digested(hex) :5ebe229decd@ed@fdBeab7e9a8d2abechd

Figure 5. Hash Function generation

IVV.CONCLUSIONS

We know that E-Technology usage is increasing day by
day. Most of us use smart phone, tablet and computer all day
long without realizing it. So, we will need realize to
encryption for application of smart phone/Android OS/.
Hybrid encryption is a mode of encryption that merges two or
more encryption systems. These strengths are respectively
defined as speed and security. Therefore, we are suggest
design of hybrid cryptographic for secure email based on
Android OS.
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