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ABSTRACT 

We present a d i a g n o s t i c model of so f tware 
f a u l t l o c a l i z a t i o n . A diagnoatic. approach to 
f a u l t l o c a l i z a t i o n has proven e f f e c t i v e In the 
domains of medic ine and d i g i t a l hardware. App l y ­
ing t h i s approach to the so f tware domain r e q u i r e s 
two e x t e n s i o n s : a h e u r i s t i c a b s t r a c t i o n mechanism 
which i n f e r s program f u n c t i o n from s t r u c t u r e using 
r e c o g n i t i o n and t r a n s f o r m a t i o n t a c t i c s ; and a 
search mechanism which i n t e g r a t e s both p r o t o t y p i c 
and causal reasoning about f a u l t s . 

I. INTRODUCTION 

In t h i s paper we present a model of f a u l t 
l o c a l i z a t i o n fo r program debugging based on a 
t r o u b l e - s h o o t i n g paradigm [ J ] , W i t h i n a d i a g n o s t i c 
framework we de f i ne the. so f tware f a u l t l o c a l i z a t i o n 
task as f o l l o w s : A fault e x i s t s In a program when­
ever i t s output d i f f e r s from tha t expected by the 
user. These descrepanc ies are c a l l e d fault mani­
festations. The task is to i d e n t i f y the cause of 
each m a n i f e s t a t i o n which is s p e c i f i c enough to 
e f f e c t program r e p a i r . 

A p p l i c a t i o n o f the t r o u b l e - s h o o t i n g s t r a t e g y 
has proven e f f e c t i v e in c o n s t r u c t i n g i n t e l l i g e n t 
systems fo r hardware [ 2 , 3 , 4 ] and medical [ 5 , 6 , 7 ] 
d i a g n o s i s . In c o n t r a s t to ve r i f i c a t i o n - b a s e d 
approaches (c f . [ 8 , 9 , 1 0 , 1 1 ] t h i s s t r a t e g y concen­
t r a t e s c o m p u t a t i o n a l resources on suspect compo­
nen ts . App l y i ng the d i a g n o s t i c approach to the 
so f tware domain r e q u i r e s two e x t e n s i o n s : a 
h e u r i s t i c a b s t r a c t i o n mechanism that i n f e r s func ­
t i o n from s t r u c t u r e using r e c o g n i t i o n and t r a n s f o r ­
mat ion t a c t i c s ; and a search mechanism that i n t e ­
gra tes both p r o t o t y p i c and causal reason ing to 
l o c a l i z e f a u l t s . 

Severa l program debugging systems ev idence 
t r o u b l e - s h o o t i n g t a c t i c s [ 1 2 , 1 3 , 1 4 ] , but none are 
based on a comprehensive d i a g n o s t i c t h e o r y . 
Sussman [1] was p r i m a r i l y i n t e r e s t e d in deve lop ing 
a theory of s k i l l a c q u i s i t i o n and examined the ro le 
of debugging in tha t c o n t e x t . Whi le M i l l e r and 
G o l d s t e i n [13] addressed the debugging task d i r e c t ­
l y , the f a u l t s which MYCROFT analyzed were t i g h t l y 
c o n s t r a i n e d by the s i m p l i c i t y of the programs 
I n v o l v e d . Shapi ro [14] addresses more r e a l i s t i c 
debugging e n v i r o n m e n t s , but f o r m u l a t e s a theory of 
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f a u l t s ra ther than o f f a u l t l o c a l i z a t i o n . 

Our model p a r t i t i o n s d i a g n o s t i c knowledge fo r 
the so f tware f a u l t l o c a l i z a t i o n task i n t o knowledge 
uspd to l oca te known and novel f a u l t s . For d i a g ­
nosing known f a u l t s the knowledge base c o n t a i n s a 
h i e r a r c h y of f a u l t s which are known to occur in 
programs from a p a r t i c u l a r a p p l i c a t i o n s domain , and 
a set of e m p i r i c a l a s s o c i a t i o n s which r e l a t e f a u l t 
m a n i f e s t a t i o n s to p o s s i b l e causes. For d iagnos ing 
novel f a u l t s the knowledge base con ta ins models of 
imp lemen ta t i on a l t e r n a t i v e s and execu t i on behav ior 
of f u n c t i o n s ind igenous to the domain. Both know­
ledge sources are u t i l i z e d by a set of l o c a l i z a t i o n 
t a c t i c s to g e n e r a t e , se lec t and test f a u l t hypo­
theses . 

II. KNOWLEDGE OF PROGRAM STRUCTURE AND FUNCTION 

Knowledge of program s t r u c t u r e and f u n c t i o n 
is necessary for d i a g n o s i s of both known and novel 
f a u l t s . In the former case it is used to c o n f i r m 
e x p e c t a t i o n s assoc ia ted w i t h a g iven f a u l t hypo­
t h e s i s ; in the l a t t e r case i t is used to t r ace 
v i o l a t i o n s o f expected behav io r to t h e i r sou rce . 
In our model t h i s knowledge is captured in 
functional phototypes. 

A functional . phototype, c o n s i s t s of four com­
ponen ts : a set of r e c o g n i t i o n t r i g g e r s , a l i s t of 
p r e - and p o s t - c o n d i t i o n s d e s c r i b i n g the execu t i on 
b e h a v i o r , a d e s c r i p t i o n of p r o t o t y p e components 
and t h e i r t o p o l o g y , and a List of c o n s t r a i n t s among 
components tha t must hold fo r r e c o g n i t i o n . P r o t o ­
types are de f i ned at th ree l e v e l s o f a b s t r a c t i o n : 
the language, p rogramming, and a p p l i c a t i o n s l e v e l s ; 
and are h i e r a r c h i c a l l y o r g a n i z e d . A p o r t i o n of the 
f u n c t i o n a l p r o t o t y p e h i e r a r c h y d e s c r i b i n g the com­
ponent topo logy o f the "master f i l e p r im ing read " 
(MFPR) f u n c t i o n is g iven in F igure 1. 
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The f i g u r e shows that the MFPR c o n s i s t s of a s i n g l e 
component, the f i l e p r i m i n g r e a d . A f i l e _ p r i m i n g 
read is only recogn ized as a MFPR if two con ­
s t r a i n t s are met: the input record is used as a 
master record and the input f i l e is used as a 
master f i l e . R e c o g n i t i o n t r i g g e r s i n c l u d e the 
f i l e p r im ing_ read and f i l e input stmt p r o t o t y p e s 
as w e l l as the language keyword " r e a d " . 

III. KNOWLEDGE OF FAULTS 

Whi le f u n c t i o n a l p r o t o t y p e s d e s c r i b e expected 
program s t r u c t u r e and f u n c t i o n ; faul t modals des­
c r i b e expected d e f e c t s in program s t r u c t u r e and 
f u n c t i o n . A fault model embodies knowledge of a 
p a r t i c u l a r i m p l e m e n t a t i o n e r r o r o r c lass o f e r r o r s . 
This knowledge c o n s i s t s of c o n d i t i o n s under which 
the model is a p p l i c a b l e , a set of f a u l t h y p o t h e s e s , 
and a set of r e l a t e d f a u l t models. A f a u l t hypo­
t h e s i s is an expected de fec t in a f u n c t i o n a l p ro ­
t o t y p e . De fec ts are d e f i n e d as m iss ing p r o t o t y p e 
components o r v i o l a t e d c o n s t r a i n t s . L ike f u n c t i o n ­
a l p r o t o t y p e s f a u l t models are h i e r a r c h i c a l l y 
o r g a n i z e d . F igure 2 d e t a i l s a f a u l t model fo r a 
master f i l e input e r r o r . 

IV. LOCALIZATION TACTICS 

L o c a l i z a t i o n i s per formed us ing th ree t a c t i c s : 
fault-driven, function-driven and computation-
dntvan. Vault-driven.n localization d i rec ts search 
at f i n d i n g a p a r t i c u l a r k ind of f a u l t , such as an 
unexpected end_of f i l e . Function-driven locali­
zatA.on ana lyzes a p a r t i c u l a r f u n c t i o n a l p r o t o t y p e 
for an error . Computation-driven localization 
c o n c e n t r a t e s search on the compu ta t i on of a set of 
program v a r i a b l e s . Each makes use of an a b s t r a c ­
t i o n mechanism (Sec t i on 5) to generate and t e s t 
f a u l t hypo theses . 

M u l t i p l e l o c a l i z a t i o n t a c t i c s are d e s i r a b l e 
fo r t h ree reasons . F i r s t , they enhance the p r o ­
b a b i l i t y o f f i n d i n g f a u l t s s ince d i f f e r e n t t a c t i c s 
ana lyze the source code f rom d i f f e r e n t p e r s p e c t i v e s . 
Second ly , t a c t i c s which best f i t the a v a i l a b l e i n ­
f o r m a t i o n can be chosen. T h i r d l y , each t a c t i c is 
o p t i m a l , in the sense of m i n i m i z i n g c o m p u t a t i o n a l 
r e s o u r c e s , for a p a r t i c u l a r l o c a l i z a t i o n t a s k . 

F a u l t - d r i v e n l o c a l i z a t i o n uses the f a u l t model 
h i e r a r c h y to genera te f a u l t hypo theses . Output 
d i s c r e p a n c i e s serve as t r i g g e r s fo r s e l e c t i n g a 
p a r t i c u l a r f a u l t mode l . The more s a l i e n t the 
t r i g g e r set the more s p e c i f i c the f a u l t model and 
the a s s o c i a t e d f a u l t hypo theses . Given a f a u l t 
mode l , l o c a l i z a t i o n c o n t i n u e s b y f i r s t choos ing 
one of these f a u l t hypotheses and then i n v o k i n g 

the a b s t r a c t i o n mechanism to tes t i t . I f the 
h y p o t h e s i s f a i l s then a r e l a t e d h y p o t h e s i s can be 
p r o p o s e d , a d i f f e r e n t f a u l t model can be a p p l i e d , 
or the t a c t i c can be abandoned. 

F u n c t i o n - d r i v e n l o c a l i z a t i o n uses output d i s ­
c repanc ies to suggest tha t a p a r t i c u l a r f u n c t i o n a l 
p r o t o t y p e is imp rope r l y imp lemen ted . The a b s t r a c ­
t i o n mechanism is then invoked to i d e n t i f y the 
code which implements the p r o t o t y p e . Tf the p ro ­
t o t ype cannot be found then the source code p ro ­
duc ing the most f e a s i b l e match is cons ide red as 
the in tended i m p l e m e n t a t i o n . The f a u l t i s i d e n t i ­
f i ed by the s ta tement caus ing f a i l u r e in the match­
ing p r o c e s s . This t a c t i c can a lso be d i r e c t e d to 
examine a p a r t i c u l a r a b s t r a c t i o n leve l for a f a u l t . 
A l l p r o t o t y p e s d e f i n e d at the chosen l e v e l are con­
s ide red s u s p e c t . This a p p l i c a t i o n o f the f u n c t i o n -
d r i v e n t a c t i c is less d i r e c t e d and u s u a l l y less 
d e s i r a b l e . Only when the output d i s c r e p a n c i e s 
o f f e r no bas is fo r p r o t o t y p e s e l e c t i o n does t h i s 
a l t e r n a t i v e become a t t r a c t i v e . 

C o m p u t a t i o n - d r i v e n l o c a l i z a t i o n t r a c e s the 
compu ta t i on of a p a r t i c u l a r set of program v a r i ­
a b l e s . The compu ta t i on is ana lyzed by e x t r a c t i n g 
from the program those s ta temen ts tha t d i r e c t l y 
a f f e c t the va lues of v a r i a b l e s in the se t . This 
e x t r a c t i o n process is known as s l ic ing [ 1 5 ] . The 
computa t ion can be f o l l o w e d in e i t h e r a fo rward 
or reverse order of e x e c u t i o n f l ow . Fau l t s are 
found by us ing the a b s t r a c t i o n mechanism to i n t e r ­
pret s ta tements in the s l i c e as members of more 
a b s t r a c t f u n c t i o n a l p r o t o t y p e s and compar ing the 
expected c o m p u t a t i o n a l r e s u l t s to those d e r i v e d . 

V. PROGRAM ABSTRACTION 

Program a b s t r a c t i o n is per formed by match ing 
f u n c t i o n a l p r o t o t y p e s to the source code. Ab­
s t r a c t i o n may e i t h e r be e x p e c t a t i o n - d r i v e n or 
d a t a - d r i v e n depending upon the l o c a l i z a t i o n t a c t i c 
s e l e c t e d . E x p e c t a t i o n - d r i v e n a b s t r a c t i o n matches 
p r o t o t y p e s to code in a top-down manner, r e c u r s i v e ­
ly match ing components u n t i l a d i r e c t match can be 
made aga ins t the source code or p r e v i o u s l y r e c o g ­
n ized p r o t o t y p e s . D a t a - d r i v e n a b s t r a c t i o n employs 
l a n g u a g e - l e v e l t r i g g e r s t o se l ec t p r o t o t y p e s fo r 
m a t c h i n g . P r o t o t y p e s matched at lower l e v e l s of 
a b s t r a c t i o n serve as t r i g g e r s fo r match ing a t 
h igher l e v e l s . Once a f u n c t i o n a l p r o t o t y p e is 
i d e n t i f i e d the c o r r e s p o n d i n g code is bound to i t . 

R e c o g n i t i o n - b a s e d a b s t r a c t i o n i s an e f f i c i e n t 
t e c h n i q u e , but i t has l i m i t a t i o n s . R e c o g n i t i o n of 
a f u n c t i o n a l p r o t o t y p e may f a i l fo r one of th ree 
reasons : a de fec t e x i s t s in the source code 
imp lemen t ing the p r o t o t y p e , the wrong p r o t o t y p e is 
s e l e c t e d , or the source code r e p r e s e n t s an un­
f a m i l i a r but c o r r e c t i m p l e m e n t a t i o n . The e f f e c ­
t i v e n e s s of the r e c o g n i t i o n mechanism depends on 
the exac tness of the t r i g g e r i n g process and the 
r i c h n e s s o f the a l t e r n a t i v e i m p l e m e n t a t i o n s e t . 
Purely s t r u c t u r a l match ing is augmented by f u n c ­
t i o n a l m a t c h i n g . The behav io r of a program segment 
which is i n f e r r e d f rom language s e m a n t i c s , can 
a lso be compared to the f u n c t i o n a l d e s c r i p t i o n s 
in the p r o t o t y p e h i e r a r c h y . 
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V I . AN EXAMPLE 

We have implemented an i n i t i a l v e r s i o n of the 
model in a program named FALOSY (FAult L o c a l i z a t i o n 
SYstem). FALOSY addresses f a u l t s in master f i l e 
update programs [ 1 6 ] . In t h i s s e c t i o n we i l l u s ­
t r a t e FALOSY1s reason ing fo r the master f i l e 
p r im ing read e r r o r . 

FALOSY is p resen ted w i t h a d i sc repancy l i s t 
and a l i s t r e p r e s e n t a t i o n of the p rogram's source 
code. The d i sc repancy l i s t f o r m a l l y d e s c r i b e s 
d i f f e r e n c e s between expected and observed o u t p u t . 
An ab r i dged t race of FALOSY's reason ing is g iven 
in the Append ix . Numbers in paren theses r e f e r to 
l i n e numbers in the Append ix . 

A p r o d u c t i o n sys tem, whose an teceden ts are 
sets of d i s c r e p a n c i e s , is used to s e l e c t the 
i n i t i a l l o c a l i z a t i o n t a c t i c . In t h i s case l.he-
f a u l t - d r i v e n t a c t i c i s chosen and the master f i l e 
p r im ing read f a u l t model is t r i g g e r e d ( 1 ) . FALOSY 
hypo thes i zes that the pr iming, read fo r the master 
f i l e is m iss ing (2 ) . The a b s t r a c t i o n mechanism is 
invoked to i d e n t i f y the c o r r e s p o n d i n g p r o t o t y p e 
( 4 ) . A check is f i r s t made to de te rmine if it has 
been p r e v i o u s l y i d e n t i f i e d . Since i t has n o t , the 
r e c o g n i t i o n mechanism is invoked r e c u r s i v e l y to 
f i n d the components o i the master f i l e p r im ing 
read p r o t o t y p e . 

E v e n t u a l l y search is c a r r i e d out at the source 
l e v e l , and th ree read s ta tements (6 , 26) are 
s e l e c t e d fo r f u r t h e r m a t c h i n g . C o n s t r a i n t s are 
now checked s t a r t i n g w i t h those at the lowest l e v e l 
in the a b s t r a c t i o n h i e r a r c h y . The f i r s t cand ida te 
is r e j e c t e d s ince the f i l e i d e n t i f i e r is not used 
as the master f i l e (20 ) . The second and t h i r d 
cand ida tes are re jec tee 1 because they do not p r e ­
cede the update loop ( 2 4 , 2 8 ) . No cand ida te s a t i s ­
f i e s a l l c o n s t r a i n t s and r e c o g n i t i o n f a i l s . The 
o r i g i n a l h y p o t h e s i s i s thus v e r i f i e d . 

24. Hole f _ i _ s , which is bound to g 00014, does not 
precede ro le update l o o p , which is bound to 
g0005 

25. Match fo r f p r f a i l s 
26. Match ing m f pr to (s52 read t r a n s f i l e t r a n s b u f ) 
2 7. Checking c o n s t r a i n t (be fo re f_ i_s update loop) 
28. Role f i s, which is bound to gOOO18, does not 

precede ro le update loop which is bound to 
g()0005 

29. Match for f_p_r f a i l s 
30. R e c o g n i t i o n of m f pr f a i l s 
3 1 . Faul t h y p o t h e s i s v e r i f i e d 
32. Faul t i s : (m f pr m iss ing ) 
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