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Abstract

The certificatless cryptography has been studied widely
since it could eliminate the need of certificates in the Public
Key Infrastructure and solve the inherent key escrow
problem in the identity-based cryptography. Recently,
Zhang et al.’s proposed the first RSA-based certificateless
signature scheme and demonstrated that their scheme is
provably secure in the random oracle model. In this paper,
we will show that Zhang et al.’s scheme is insecure against
a type | adversary who can replace users’ public keys. The
analysis shows Zhang et al.’s scheme is not secure for
practical applications.
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1 Introduction

In traditional public key cryptography, a digital certificate,
generated by a trusted third party, is needed to ensure the
binding between the public key and the owner’s identity.
Then the system will face with the certificate management
problem. To solve the problem, Shamir [9] proposed the
identity-based (ID-based) cryptography. In the ID-based
cryptography, the user’s public key could be computed
from his identity and the user’s secret key is generated by
the key generation centre (KGC). However, the ID-based
cryptography suffers from the key escrow problem, i.e. the
KGC knows all the user’s secret keys. In 2003, Al-Riyami
et al. [1] introduced the notation of the certificateless public
key cryptography (CLPKC). In the CLPKC, a user’s
private key is a combination of a partial private key
generated by the KGC and a secret key chosen by the user.
Then the key escrow problem in the ID-based cryptography
is solved.

Since the first certificateless signature (CLS) scheme
proposed by Al-Riyami et al. [1], many CLS schemes [3-7,
10, 11, 14], based on the elliptic curve cryptography, have
been proposed to improve performance and security. It is
well known that RSA has been applied in the industry for

decades and many companies have invested in expensive
hardware or software implementations of RSA. To satisfy
practical applications, Zhang et al. [15] proposed the first
RSA-based CLS scheme. They also demonstrated that their
scheme is provably secure in the random oracle model.
However, we will show that Zhang et al.’s scheme is
insecure against a type | adversary in this paper. That is, the
type | adversary can forge a legal signature by replacing the
user’s public key with a new public key chosen by himself.

The rest of the paper is organized as follows. In Section
2, we review Zhang et al.’s CLS scheme. In Section 3, we
show that Zhang et al.’s scheme is not secure against a type
| adversary. Conclusions are given in Section 4.

2 Review of Zhang et al.’s CLS Scheme

Zhang et al.’s CLS scheme consists of the following seven
polynomial-time algorithms.

Setup : Taking a security parameter k as input, the KGC
generates a RSA group as follows.

1) KGC generates two random number p and q such
as ged(e, o(n)) =1, where n=pq, e is KGC’s public key
and () is the Euler totient function.

2) KGC computes d such as ed =1mod ¢(n).

3) KGC choose two crytographic hash functions
H, {03 ->Z and H,:Z!x{0,.} -{0,1} .

4) KGC sets d as the master key msk and publishes
the public parameters params ={n,e,H,,H,}.
Partial — Key — Extract :
IDe{0,1}" as input, KGC computes the partial key
d,, =H,(ID)™ =H,(ID)" modn .

Taking a user with identity
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Set-Secret-Value: Taking params and an identity 1D as
inputs, the user randomly chooses x,, and sets it as the
secret value.

Set-Private-Key: Taking the partial private key d , and the
secret value x,, as inputs, the user sets the private key

SKID :{XID’dID}'

Set-Public-Key: Taking the secret value X, of a user with
identity 1D, the wuser publishes his public key
PK,; = H,(ID)* modn.

Sign: Taking a message m, params and , the private key
SK,; ={X,5,d,5} as inputs, the user generates a signature
as follows.

1) The user chooses two random numbers r, and r,

and computes R, =H,(ID)" modn and

R, =H,(ID)? modn.

2) The user computes h=H(R,R,,ID,PK ,m) ,
u =di"=H,(ID)"“ ™ modn and u, =r, —xh.

3) The user outputs & =(u,,u,,h) as the signature of
the message m.

Verify: Taking a signature & =(u,,u,,h) on message m,
params and , the public key PK as inputs, a verifier
executes as follows:

1) The verifier computes R/ =ufH,(ID)" modn and
R, =H,(ID)* PK}, modn.

2) The verifier checks whether h and
H(R,R;,ID,PK,,m) are equal. If they are equal, the

verifier accepts the signature. Otherwise, he will reject the
signature.

3 Cryptanalysis of Zhang et al.’s CLS Scheme

There are two types of adversary in CLS schemes [15]. The
Type | attack is not allowed to access to the master-key but
it is able to replace the user’s public key at will. The Type
Il attacker represents a malicious KGC, which knows all
users’ partial private keys but it is not able to replace the
user’s public key. Zhang et al. [15] claimed their scheme
could withstand both of the two adversaries. Inspired by
Wang et al.’s work [12], we will show that the Zhang et
al.’s CLS scheme is universally forgeable by the type I
adversary, i.e., the adversary can forge a user’s signature on
any message at any time.

Let 71 be a type | adversary. He could forge a legal
signature of the message m through the following steps.
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1) #1 chooses a random number x;, and replaces
the user public key PK, with PK/; =H,(ID)%* modn.

2) #1 generates a random numbers r, and computes
R =H,(ID)" modn.

3) 1 generates a number r,
R, =H,(ID)? modn.

and computes

4) 1 computes h=H(R,R,,ID,PK,,m) and
checks whether r,—h is divisible by e. If r—h is not
divisible by e, 71 repeats 2) and 3).

5) 71 computes r —h=e.b and u, = H,(ID)* modn.

6) #£1 outputs & =(u,,u,,h) as the signature of the
message m.

Since  u, =H,(ID)’modn , u,=r,—x;h
h=H(R,R,,ID,PK/,,m) and r,—h=e-b, then we have

R/ =u;H,(ID)" = H,(ID)* H,(ID)"

@)
=H,(ID)" "H,(ID)" = H,(ID)% =R modn
R; = H,(ID)* PK
= H,(ID)% " H, (ID)*" modn )
= H0(|D)rz = R2 modn
and
h=H(R},R;,ID,PK/;,m) A3)

So &=(u,u,,h) could pass the verification of the
verifier and ##1 could forge a legal signature.

Since r, is a random number and the output of hash
function h can be treated as random number, then e|r, —h

holds with probability about 5. #1 will succeed at rate
e

about 1 for very r,. Consequently, the above attack can
e

succeed once by trying about three values of r, on average

if e=3. Even if e is as large as 65537 (2'° +1), trying
65537 times to get a successful attack seems not an issue
for attacker ##1 . It is well known that some security
standards (e.g. PKCS #1 [8]), academic papers (e.g. [2])
and popular web sites ((e.g. wikipedia [15])) suggest that e
can be set as 3 or 65537. Besides, the security analysis
given in [13] does not excludes the case of small e. Then
our attack is valid for practical applications.

4 Conclusion

Recently, Zhang et al. [15] proposed a RSA-based CLS
scheme and proved that it is secure in the random oracle
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model. However, in this paper, we have demonstrated that
their scheme is insecure against the Type | adversary.
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