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Abstract

This work focuses the problem of increasing the integral
implementation efficacy of block ciphers. It proposes a
new approach to the cipher design, suitable to applica-
tions, where constrained resources are available to em-
bedded security mechanisms, such as ad-hoc, sensor and
wireless networks. The paper develops the cipher design
approach based on the use of data-dependent (DD) opera-
tions (DDOs). A new class of DDO based on the advanced
controlled elements (CEs) is introduced, which is proven
well suited to hardware implementations, for ASIC and
FPGA devices. Classification of the CEs and properties
of some new DDOs are also presented. A new DDO-based
cipher design is considered, which is more efficient for
VLSI implementation than AES finalists and other known
DDO-based ciphers. For the proposed cipher, Eagle-128,
both ASIC and FPGA implementation results are pre-
sented. Finally comparisons with other published imple-
mentations are illustrated, using the Performance/Cost
ratio and Performance/(Cost*Frequency) ratio indices.

Keywords: Block ciphers, data dependent operations, net-
works security, VLSI implementation

1 Introduction

Security is an issue that has attracted the research com-
munity interest the last years, especially in the field of ad-
hoc and sensor networks. The communication revolution
has triggered the high needs for encryption algorithms
and security schemes. The data-dependent (DD) permu-
tations (DDP) have been proved as an efficient crypto-
graphic primitive for the design of the hardware-oriented
ciphers [6, 10]. The DDP are performed with so called
controlled permutation (CP) boxes P,,/,, with n-bit in-
put, n-bit output, and m-bit control input. A CP box
is implemented as some controlled permutation network

having the layered topology (Figure 1). The standard
building block of the CP boxes is the switching element
P/, (Figure 1b) representing some elementary CP box
controlled by one bit v : y; = 14, and y2 = x2_,. In the
schematics the solid lines indicate data movement, while
dotted lines indicate the controlling bits. Depending on
the controlling vector V', a CP box performs bit permu-
tation, called modification of the CP-box operation and
denoted as P'")

n/m’

The CP boxes can be considered as a particular
case of the controlled substitution permutation networks
(CSPNs), built up using the minimum size controlled el-
ements (CEs) Fy/;. In general case, a CE Fy/; (Fig-
ure 2a) represents a switchable 2 x 2 substitution box.
It implements (Figure 2b) two different linear substitu-
tions Sy (if the controlling bit v = 0) and Sy (if v = 1);
performed on a two-bit vector (z1,22). Analogously to
CP boxes different types of the CSPNs constructed using
CEs Fy/; can be applied as DDOs that are suitable to
designing fast hardware-oriented ciphers. For FPGA im-
plementation, that has gained highly significant practical
importance, all types of the CEs Fy/; are implemented
using two 4-bit memory cells (Figure 2¢). Each cell im-
plements a Boolean Function (BF) in three variables. A
step to advance the DDO-based cipher design, is to select
and use non-linear CEs F,; with maximum non-linearity
[5], instead of the switching elements P/, that are linear
cryptographic primitives.

It has been estimated that the implementation of the
F; /1 elements needs only 50% of the resources of two stan-
dard cells of a typical FPGA device and there exist some
prerequisites to implement some advanced CEs.

In this paper, another approach to increase the effi-
ciency of the FPGA implementation of the DDO-based
ciphers is introduced. The Fy /5 type CEs controlled with
two bits v and z (Figure 3a) are proposed as main building
block, while designing the DDO boxes. An element Fy /o
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Figure 1: Notation of (a) the P,,/,,,-box, (b) Py/q1-box, (c
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Figure 2: Element Fy/; (a) represented as switchable 2 x

can be described as a pair of BFs with four variables (Fig-
ure 3b), or as a set of four 2 x 2 substitutions (Figure 3c)

called modifications F(QO/OQ), F(20/12), Fél/OQ) and Fél/IQ) The
VLSI implementation of the Fy /o, element needs also two
4-bit memory cells. Elements Fj/, realize transformation
of the two-bit input vectors (x1,x2), which is described
by BF having larger non-linearity value NL (non-linearity
in the sense of the distance of non-linear BF from the set
of affine BFs in the same number of variables). They
also have higher degree of algebraic normal form than
BF corresponding to transformation defined by CEs Fy ;.
Therefore CEs Fy/, are proven to be more powerful cryp-
tographic primitives. They potentially support designing
more efficient CEs than elements Fy/;. With the applied
advanced DDOs the design of ciphers with less number of
rounds is supported, yielding to higher Performance/Cost
ratio.

The rest of the paper is organized as follows: Section
2 introduces the criteria to select CEs Fy/5 and presents
classification of the Fy/5 CEs that are involutions. The
topology of DDO boxes is also described in the same sec-
tion. In Section 3 a new DDO-based cipher, is proposed,
well suited to VLSI implementations. In Section 4, both
ASIC and FPGA implementations synthesis results are
presented. Comparisons with other known ciphers are
also given. Finally, in Section 5 conclusions and outlook
are discussed.

2 substitution (b) or as a pair of BFs in three variables (c)

2 New Class of DDO Boxes

2.1 Criteria and Classification

In order to select the Fy,, CEs suitable to design effi-
cient cryptographic DDOs, the following criteria have to
be applied:

e Criterion C1: FEach one of the two outputs of CEs
should be a non-linear BF having maximum possible
non-linearity NL = 4 for balanced BF's in four vari-
ables.

e Criterion C2: Fach modification of CEs should be bi-
jective transformation (x1,z2) — (Y1, Y2)-

e Criterion C3: FEach modification of CEs should be in-
volution.

e Criterion C4: The linear combination of two outputs
of CFEs, i.e. f3 = y1 @ y2, should have mazimum
possible non-linearity NL = 4 for balanced BFs in
four variables..

Different DDOs can be implemented replacing the
switching elements in the known DDP boxes by the Fy /5
CEs. Due to Criterion C3 such replacement in two mu-
tual inverse DDP boxes yields two mutual inverse DDOs
for the same FPGA device resources being used. The
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Figure 4: Differential characteristics of the Fy /5 elements

switching element Py/;, (that is proven as efficient min-
imum size cryptographic primitive for designing variable
operations, the Py/; CE is a linear elementary operation
though) satisfies only Criteria C1-C3. The Criterion C4
defines selection of the advanced CEs that are non-linear
primitives. In order to try all possible variants of the Fy /o
elements we have considered the Fy/5 elements as sets of
four 2 x 2 substitutions (S, Sg, S3, S4). Each substitution
is one of involutions shown in Figure 5 (which is suffi-
cient due to Criterion C3). For some CE Fy/, defined as
a set (S1, Sa, S3, S4) we can easy get BFs describing its
outputs y1 and yo (Figure 2):

1 2 3 4 1 3
(1)

((1)6>yf))69y1

Y1

vy @ s @y @y @ o) @ i)

@2(ys” @ ys?)

Y2

1
@yé).

For example, for the (h, f, e, j) element we have:

Y1 = VT2 DvzDvr D zr1 O 2D a1 DT
NL(y:) = 4
Yo = VZT1 DvT1 Dvre D 2x1 D 2T D 2 D X2
NL(y2) =4
Y1D@yY2 = 1221 Ovzr2 Bvz D vre © 222 D 71

NL(y1 ®y2) = 4.

Table 1: Examples of DCs of the Fy/, elements

iljlk| A B]C]|D]JE
0[1]0] 0] 0] 0] 010
1]1]0][3/4|5/8|7/8]1/2]1
2 (1|0 1/4[3/8[1/8]1/2]0
0[2[0] 0] 0] 0] 010
1201234 [1/a] 1 |0
2 (20| 1/2[1/4[3/4a| 0 |1

While performing DDOs some bits of data are used as
v, 2,1, Ty, therefore we have non-linear transformation
performed on some encrypted data block. We have es-
tablished that there exist 2208 CEs Fy/p satisfying the
Criteria 1-4.

Besides the NL value and the algebraic degree of BF,
differential characteristics (DCs) of the CE are important
to characterize CEs as cryptographic primitives. We have
studied full set of the DCs, for all elements Fy/5. Possible
DCs are illustrated in Figure 4, where p(AY /AKX, AY) is
probability to have the output difference AY | if the input
difference is A]X and the difference at the controlling input
is AY (indices indicate the number of non-zero bits in
corresponding differences). For the case k = 0 we have
found that there exist only five types (A, B, C, D, and E)
of DCs corresponding to the non-linear Fy /5 CEs. Among
2208 CEs F3/, having maximum non-linearity (NL(f1) =
NL(f2) = NL(f1) = 4) we have got four different types
of DCs: A, B, D, and E. The results are presented in the
following Table 1.

To characterize all DCs we introduce the integral pa-
rameter called average entropy defined as follows:

2 2 2
(> =0 2one1 Hje + 22521 Hjo)

H= :
8

= o p(AY AF, ADlogap(AY /AF,
Akv) Table 2 presents classification of the Fy /5 elements
having maximum non-linearity.

where Hj;, =
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Figure 5: All existing 2 x 2 substitutions that are involutions

Thus, due to non-linearity and better DCs the Fy /5 el-
ements are significantly more attractive as cryptographic
primitives than Py, and Fy ;.

2.2 Controlled Operational Boxes

Let us consider an active cascade in some CSPN con-
structed using CEs Fy/, (Figure 6a). The controlling
vector corresponding to the active cascade can be de-
noted as (V}, Z;), where j is the number of the cascade,
Vi, Z; € {0,1}™2, and n is the input size of the CSPN.
The full controlling vector of the CSPN with s cascades
is denoted as follows: (V, Z) = (V4, Z1,Va, Za, -+, Vs, Zs).
In order to construct a DDO boxes Fgy/334 and F64/384
with 64-bit input we use mutually inverse boxes Fg /94 and
Fg /12 4 (see Figure 6b and 6c¢). Analogously to construc-
tion of the mutual inverse DDP boxes [6] in the Fgy 3384
(Fy, 41/ 354) box the active cascades are numbered from top
(bottom) to bottom (top).

The boxes Fg4/384 and Ff;41/384 can be represented as

the superposmon F64/1920110F in which the boxes

64/192

Fes/192 and Fg, o, are controlled with independent bi-

64/19
nary vectors. The permutational involution I; is de-
scribed as follows:

(1)(2,9)
(11,18)
(20,27)
(30,44)

3.17)(4,25)(5,33)(6,41)(7,49)(8,57)(10)
12, 26)(13,34)(14, 42)(15, 50)(16, 58)(19)
21,35)(22, 43)(23, 51)(24, 59)(28)(29, 36)
31,52)(32, 60)(37)(38, 45)(39, 53)(40, 61)

(46) (47, 54)(48, 62)(55)(56, 63)(64).

—_ = =~

Differential properties of the boxes Fg4/3584 and Fg41/384
depend on the type of the Fy /5 element used as standard
building block, i. e. on its DCs. To compare avalanche
introduced by different types of the Fgy/334 boxes, we
have considered the probability to have at the output the
difference with the weight wt(Ay), provided the input
difference has the weight wt(Axz) = 1. This probability is
denoted as :

plwt(Ay)/wt(Ax) = 1, wt(Av,Az) = 0}

Using the method of generating functions and data
from Table 1, one can easily calculate the probability for

different values wt(Ay). For the Fy/5 elements of the
types A, B, C, D, and E we have the following generating
functions:

A: @52/2(2) inr izQ
B: 222 (z) = ZZ+ 222
C: )= L4 5
D: @52/2(2) ;er ;,22
E: 5052/2 (2) = 2.

Using these generating functions we have performed
calculations for the boxes Fgy/334 and get the results
shown in Figure 7. We have also performed statistic
experiments that proved the theoretic calculations. The
same results we have also got for the box F, 41/38 4 This is
explained by the mirror-symmetry topology of the boxes

Fe4/384 and F64/384

3 Eagle-128: A New Block Cipher
Design

The proposed cipher design, Eagle-128, is based on the
combination of CSPNs with SPNs. The CSPNs imple-
ments the Fgy/384 and F3g/3, operations built up using
the (eig,f) and (e,b,b,c) elements, correspondingly, as
standard building block. F33/35 box is implemented as
active cascade containing 16 elements Fy/5. The (e,i,g,f)
element was selected as elementary primitive, since the
algebraic degree of its BFs f1, fo, and f3 is equal to 3
(this is maximum possible value for CEs Fy /o satisfying
criteria C1 to C4). The outputs of the (e,i,g,f) element
are described as follows:

Y1 = vzx2 Bvry Dvry B zr1 Dz Dxe;  NL(y1) =4

Yo = v2x1 B vz B vre @ 2wy B 22 @ w1; NL(y2) = 4;

Y1 D ye = vzxy B vzres vz Bvry O zxe B 2 G x1 D T2;
NL(y1 @ y2) = 4.
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Table 2: Differential properties of the F; /5 controlled involutions having maximum non-linearity

Average entropy | Number of variants | Generating subset of Examples
H N 2 x 2 substitutions
0.840 128 e, f,g hij (e, f, g, h); (f, 1, e,§); (h, £, j,e); (4, 1, £, e)
0'834 704 a” b7 C7 d7 e7 f7 g? h? i?j (a7 d’ g7 i); (b7 i? C7 h) (f 1 e h)7 (j’ i f d)
0.815 128 a, b,c,d, g h,ij (a, b, j, g); (b, d, h,1); (h, ¢, 1, a); (§, g, ¢, d)
0'813 192 a’? d7 e7 f? g? h? 17.] (e7 e7 g’ j), (f7 h7 f7 h); (h h e e)’ (J7 f g’ )
0.812 256 b,c,e f, g h,ij (b, e, g, h); (c, 1, €, j); (e, b, h, j); (i, e, j, €)
0'79]‘ 128 e’ f’ g h 17.] (e’ g7 j7 h)’ (f7 h7 17 g)’ (g7 h? h7 e) (J7 1 1 f)
0.788 128 b,c, e, f, h, h i j (b, g, h, e); (c, h, j, f); (h, e, c, g); (G, £, b, 1)
0.786 64 e, f,g hij (e, g, h, 1); (g f, £, 1); (i, e, € ]); (J, f, e, h)
0.774 32 g b i j (g, g b, i); (b1, j,3); (3, J, b, j); (1,5, b)
0.731 32 g hij (g, g h, h); (b, g 1 j); (1, g1 8); (G, 8 1, h)
0'719 96 a” b7 C7 d7 e7 f7 g? h? i7j (a' g’ g’ d), (b7 h7 i7 C)7 (h7 C’ b h)7 (J’ f’ e’ g)
0.710 16 g, h i j (f h, e, 1)7 ( 2 J, 0 ); (4, g d, ) (J, i, 1, g)
0'695 192 a” b7 C7 d7 e7 f7 g? h? i7j (a" b7 e’ e); (d7 f7 C7 e); (g7 d C g) (J7 C d? -])
0.641 32 e, f,g hij e, h,i,e); (f, g g f); (h,e e i) 1 f g
0.631 64 a, b,c,d, e f (a, e, e, b); (c, e, £, a); (e, ¢, a, £); (f, d, ¢, f)
0.513 16 g h, i, ] (g, b, b, g); (b, g j 1); (i, g g 1); (1, b, g)
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Figure 6: Topology of the DDO boxes: a - one active cascade (Fy,/,); b - Fg/a4, ¢ - Fg/124, d - Fey/384, and e - F641/384
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Figure 7: Dependence p(wt(Ay)/wt(Az) = 1, wt(Av, Az) = 0) for the Fgy/334 boxes of different types

The (e,b,b,c) elements has been selected to strengthen
the diffusion property of the F33/3, box. This type of CEs
is described by the BF's:

Y1 = 0221 Dvexe Dvry Dvre D zx1 @ 222 D 2D VD xa;
NL(y1) = 2;

Yo = VZx1 D v2xe O vz D vry D vre D 2x1 D 22 D T1;
NL(y2) = 2;

Y3 =vz20v Dz x1 D w5 NL(y3) = 4;

A single active bit at the controlling input of the F33 /37
box causes generation of one or two active bits at the
output (each of these two events has probability 0.5).
Both the iterative structure and the round transforma-
tion (procedure Crypt) of Eagle-128 are presented in
Figure 8. Two mutually inverse SPNs used in the right
branch are specified in Figure 9, where the 4 x 4 substi-
tutions Sy, ..., S7 are specified in Table 3 (specification
of the S(;l, ceey S{l boxes can be easily derived from this
table). Eight 4 x 4 S-boxes of the DES cipher (one from
each of eight 6 x 4 S-boxes) have been selected, as the
S0, - - -,97 boxes of Eagle-128 in order to inspire a high
level of public confidence that no trapdoor are inserted.
Similar justification of the S-boxes selection has been ear-
lier used in the design of the Serpent cipher [1]. The
permutation Iy is described as follows:

(1)(2,34) ... (20 — 1)(24,2j + 32) ... (63)(32, 64),

where i =1,2,...,32and 7 =1,2,...,16.

Subkeys K; € {0,1}5* of the 256-bit secret key K =
(K1, K3, K3, K4) are used directly in procedure Crypt as
round keys @; (encryption) or @} (decryption) specified
in Table 4. Thus, no preprocessing the secret key is used.
More over, in each round transformation we use only one
64-bit subkey combined with both the left and the right

data subblocks. This makes the hardware implementa-
tion to be cheaper. Procedure Crypt is not involution,
its part after combining the round key with data sub-
blocks is involution though. In order to symmetries the
full ciphering procedure we use very simple final trans-
formation (FT) that is XORing a subkey with both data
subblocks. Due to FT in Eagle-128 the same algorithm
performs both the encryption and the decryption, while
different key scheduling is used.

The 192-bit controlling vectors V and V' corresponding
to the Fgq/192 and Fg41/192 boxes are formed with the
extension box E described as follows:

E(X) =V = (Vth;‘/szQ;‘/S;ZS);

‘/;. — X>>>10(i—1); Zz — X>>>10i—5;i — 172,37

where X>>>% denotes cyclic rotation of the word X =
(x1,...,232) by b bits, i. e. Vi € {1,...,32 — k} we have
yi = xiyr and Vi € {33 —k,...,32} we have y; = x4 k—32.
The 32-bit controlling vector (Vi,Z1) of the Fsy/35 op-
eration is described as follows: Vi = (z1,...,x16) and
Zl = (l‘17, e 7.1'32).

The encryption process of Eagle-128 is described as
follows:

do: {(L7R) — Crypt(e)(L7Ra Q])7

1) For j =
, }-

1to9

(L,R) < (R,L)

2) Perform transformation: {(L, R) « Crypt(®)
(La R7 QIO)}'-

3) Perform final transformation: {(L, R) «— (L @ Q11,
R®Qu)}
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Figure 9: Design of mutually inverse operations SPN (a) and SPN~! (b)

Table 3: Specification of the 4 x 4 substitution boxes Sy, ..., S7

So |14 4 13| 1 2 15|11 (8|3 |10|6 125 |9 |07
Si |3 (13| 4 | 7|15 2|8 |14]12] 0 1110 6 9 |11 |5
Sy |10 0 |9 (146 | 3 |15] 5 1 113127 (11| 4| 2 |8
Ss | 1 4 |11 (13 (12| 3 |7 | 1410|156 | 8 | 0|5 |9 |2
Sg {1016 | 9|0 12|11 7 |13 |15 1 3|14 5|2 |8 |4
Ss (11| 8 |12 7 (1|14 2 (13| 6 |15|0 ] 9 |10 4] 5|3
Se |10 | 15| 4 | 2 121 9 | 5| 6 1 (13140 |11] 3 |8
S;| 1 |1|13, 8 (10|37 |4 |12|5 |6 110 |14] 9 |2

Table 4: The key scheduling in Eagle-128 (j = 11 corresponds to final transformation)

Round number j = | 1 2 3 4 5 6 7 8 9 10 | 11
EHCI‘yptiOI’l Qj = K1 KQ K5 K4 KQ K1 K3 K4 K5 K2 K1
Decryption QI? = K1 Kg K3 K4 K3 K1 Kg K4 K3 K2 K1
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4 VLSI Synthesis Results & Com-
parisons

The proposed DDP-based block cipher, Eagle-128, has
been proven as an efficient design with low hardware
implementation cost. Security estimations [7, 8, 9] of
DDP-based ciphers have shown that DDP boxes, com-
bined with some additional operations having compara-
tively low non-linearity, can thwart well both linear and
differential analysis. Both the FPGA and the ASIC im-
plementations synthesis results [14, 15, 16] prove that
DDP-based ciphers provide high performance, with less
allocated hardware resources.

Because of linearity of the Py/; element (for which we
have NL(f1) = NL(f2) = 2 and NL(f5) = 0) the DDP
boxes are linear cryptographic operations, (implemented
using the switching element as main building block). An-
other peculiarity of the DDP boxes, which restricts the
efficiency of the DDP-based design, consists in that no
avalanche is introduced while inverting a bit at the in-
put of the DDP operation. The DDP contributes the
avalanche only while inverting bits at the controlling in-
put. Taking into account these disadvantages, we have
proposed a new class CEs providing the design of the ad-
vanced DDO boxes that are non-linear operations, con-
tributing significantly while complementing bits at both
the input and the controlling input. More over, new DDO
operations and DDP constructed using the same numbers
of CEs are implemented in the FPGAs devices, using the
same number of Configurable Logic Blocks (CLBs), and in
the ASIC devices, using approximately the same number
of logic gates.

Replacing the switching elements Py,; by CEs Fy/;
in the linear DDP boxes (a number of which are consid-
ered in [6, 16]), we get non-linear DDO boxes with sig-
nificantly advanced contribution to the avalanche. This
improvement does not increase the cost, for a hardware
implementation. Due to advanced cryptographic proper-
ties the Fgy/384 and Fg41/384 boxes can be efficiently used
for the design of DDO-based ciphers.

For example, the replacement of DDP boxes by the pro-
posed DDOs, having the same input size, in the known
DDP-based ciphers [6, 15, 16] yields secure reduction of
rounds, providing higher performance for the loop archi-
tecture or lower cost for the pipeline architecture. In the
known DDP-based iterative ciphers the round transfor-
mation does not change one of data subblocks, or per-
forms on it only fixed bit permutation. This imposes
certain restrictions on increasing ”performance per cost”
value. In Eagle-128 we have used an advanced crypto-
scheme providing transformation of both the left and the
right data subblocks, the time delay of one round being
significantly reduced. This cipher extensively uses the
property of controllability of the used operations.

We have implemented Eagle-128 using both ASIC (0.33
um) and FPGA (Xilinx Virtex) technologies. For both
implementations a typical loop unrolling architecture is

used. Denoted as LU-N, where N is number of the un-
rolled encryption rounds [4]; the iterative looping archi-
tecture corresponds to LU-1. This type of architecture
has been selected to perform comparisons, since it suits
well to implementation of the CBC (Cipher Block Chain-
ing) encryption mode. Due to the use of the FPGA-
oriented primitives the Eagle-128 is significantly more ef-
ficient for the FPGA implementation against majority of
the known 64-bit block ciphers (for example, 3-DES [12],
IDEA [2]) including the DDP-based ones (Cobra-H64 [16],
CIKS-1 and SPECTR-H64 [14]). The Eagle-128 is also
more efficient than the 128-bit block ciphers including
AES finalists (Rijndael, Serpent, RC6, and Twofish) and
DDP-based ones (Cobra-H128 [16] and SPECTR-128 [6]).
In Table 5, comparisons of the FPGA implementations
efficiency are presented (Performance/Cost and Perfor-
mance/(Cost* Frequency)) of Eagle-128 with other well
known block ciphers.

In addition, two comparison models, Perfor-
mance/Area and  Performance/(Area*Frequency),
are used. It is obvious that the proposed applied
methodology of Eagle-128 achieves higher throughput
values. It also covers significant less area resources than
other 128-bit ciphers, for an FPGA LU-N architecture
implementation. The Performance/Area ratio and Per-
formance/(Area* Frequency) ratio comparisons indicate
that the proposed Eagle-128 is also significantly better
compared with different designs of 64-bit ciphers for the
both comparison models, except the 64-bit cipher DES
[12].

5 Security Estimation

Investigation of statistic properties of Eagle-128 has been
carried out with standard tests, which have been used in
[11] for testing five AES finalists. Our research results
have shown that three rounds of Eagle-128 are sufficient
to satisfy the test criteria. Thus, Eagle-128 possesses good
statistical properties like that of AES finalists. Our pre-
liminary security estimation of Eagle-128 shows that its
four (eight) rounds are sufficient to thwart linear (differen-
tial) attack. Similarly to earlier results on analysis of the
DDP-based ciphers [7, 8, 9] the differential attack against
Eagle-128 is more efficient than linear one. The best iter-
ative differential characteristics are presented in Table 6,
where (A}, AB) and (6;},05) denote input and output
differences, respectively. Formation scheme of the char-
acteristic corresponding to the difference (A3, AF) is pre-
sented in Appendix (Figure 10). Each difference is repre-
sented as concatenation two differences corresponding to
the A and B data subblocks. Indices h and z indicates the
number of active (non-zero) bits. Note that A} denotes
any possible difference with h active bits in the W data
subblock. Probability that the difference (A7}, AD) passes
7 rounds and transforms into the difference (67, 57) is de-
noted as P(r).

Probability to have at output of the random cipher the
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Integral efficacy
BLOCK Block Rounds | N | Area, F Rate Mbps/ Mbps/
CIPHERS Size (bit) (CLBs) | (MHz) | (Mbps) CLBs (CLBs*GHz)
Eagle-128 (FPGA) 128 10 1 781 92 1,177 1.51 16.4
Proposed
Eagle-128 (FPGA) 128 10 & 4,120 95 12,160 2.9 30.5
Proposed O
Eagle-128 (ASIC) 128 10 1 3,104 110 1,408 0.45 4.9 Mbps
Proposed sqmil Mbps/sqmil | (sqmil*GHz)
Eagle-128 (ASIC) 128 10 & | 16,780 112 14,336 0.85 7.6 Mbps/
Proposed O sqmil Mbps/sqmil | (sqmil*GHz)
Cobra-H128  [16] 128 12 1 2,364 86 917 0.39 4.5
Cobra-H128 128 12 1 6,364 90 1,000 0.16 1.78 Mbps/
(ASIC) [16] sqmil Mbps/sqmil | (sqmil*GHz)
Rijndael [14] 128 10 1 2,358 22 259 0.11 5.0
Rijndael 4 128 10 1] 3,528 25.3 294 0.083 3.3
Rijndael 4 128 10 2 5,302 14.1 300 0.057 4.4
Rijndael 3] 128 10 1| 3,552 54 493 0.138 2.56
Rijndael 12] 128 10 - 2,257 127 1,563 0.69 5.4
Rijndael [13] 128 10 - 256K 32 7,500 0.029 0.91 Mbps/
gates Mbps/gate | (gate*GHz)

Serpent [4] 128 32 8 7,964 13.9 444 0.056 4.0
RC6 [4] 128 20 1 2,638 13.8 88.5 0.034 2.4
Twofish [4] 128 16 1| 2,666 13 104 0.039 3.0
Cobra-H64 [16] 64 10 1 615 82 525 0.85 10.4
Cobra-H64 (ASIC) 64 10 1 2694 100 640 0.20 2.0

[16] sqmil Mbps/sqmil | (sqmil*GHz)
SPECTR-H64 [14] 64 12 1 713 83 443 0.62 7.5
CIKS-1 [14] 64 8 1 907 81 648 0.71 8.9
DES [12] 64 16 - 189 176 626 3.21 18.2
3-DES [12] 64 3 x 16 - 604 165 587 0.94 5.7
IDEA [2] 64 8 1] 2,878 150 600 0.28 1.87

Table 6:

where rows marked with { present results on the pipeline implementation architecture

The best differential characteristics of Eagle-128

Input Output r P(r)

difference | difference

(A, A7) | (95,00) | 2 | =27%5
(ALAG) | (05.05) | 2| ~27%
(A9, A7) | (95,05) | 2 | =27%0%
(A3, AF) | (95.05) | 4] =277
(AL A7) | (99,07) | 6 | ~271995
(A9, AF) | (95.07) | 8 | =271
(AF,AD) | (54,08) [10] ~2 ™
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difference (64',0%) is equal to Prgng > 2711° > P(8) >
27147 Thus, the cipher Eagle-128 with eight encryption
rounds appears to be indistinguishable from a random
cipher with the most efficient differential characteristics.

6 Conclusion

This work focuses on advancing the DDO-based approach
to the block cipher design. A new class of the Fy/o-type
CEs have been introduced as cryptographic primitive suit-
able to the design of the FPGA and ASIC efficient DDO
boxes. The full classification of the DCs have been per-
formed for the Fy/, CEs having maximum non-linearity
NL(f1) = NL(fs) = NL(fs) = 4.

Using new DDO boxes a new 128-bit block cipher
named Eagle-128 that is efficient for application in the
constrained environments has been proposed. The VLSI
implementation of Eagle-128 is well suited in the cases
while restricted FPGA or ASIC resources are available for
embedded cryptographic modules. Hardware efficiency
of Eagle-128 is provided by i) the use of the advanced
Fj/o CEs and ii) combining the CSPNs with SPNs in the
round transformation. The second element of the new ci-
pher design provides simultaneous transformation of the
both data subblocks and can be also applied in the case
of DDP-based ciphers, probably while ASIC implemen-
tation where the DDP boxes are a bit more efficient and
fast. However comparison with the known DDP-based de-
signs shows the new DDO-based cipher is more efficient
for both the FPGA and the ASIC implementation.
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Figure 10: Formation of the two-round iterative difference (AL, AF) with probability P(2)as 27365
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