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Abstract

This paper proposes a data hiding scheme that improves
the adaptive pixel pair matching (APPM) method. Based
on pixel pair matching, APPM employs a pixel pair as an
embedding unit, and uses a specially designed reference
table that minimizing the embedding distortion for data
embedment. Although APPM has the capability to em-
bed secret digit in any notational system, it is vulnerable
to the detection by the RS scheme if digits in 4-ary no-
tational system are embedded into images with large flat
area (pixels having the similar grayscale values) such car-
toon images. A modified version of APPM is proposed
in this paper by using a revised pixel pair replacement
mechanism (PPRM). With the proposed PPRM method,
the stego image not only is totally undetectable by the
RS scheme but also provides the equivalent image quality
of the original APPM method.
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1 Introduction

The simple LSB substitution technique is a commonly
used data hiding method in which least significant bits
of pixels are replaced by secret data. The LSB method
is easy to implement, and achieves an acceptable image
quality. Therefore, it is widely used in many applications
such as data hiding, watermarking, and image authentica-
tion [1,6,9,14,15,17,19,21-23]. However, during the LSB
embedment, pixels with odd values remain unchanged or
subtracted by one, and pixels with even values remain
unchanged or add by one. As a result, the unbalanced re-
placement significantly increases the detectability by the
steganalyzers such as RS scheme [7]. Moreover, The LSB
method distorts the image significantly. Therefore, it is
not suitable for applications where a high image quality
is demanded [7,13,16].

In 2004, Chan et al. [2] proposed a simple but efficient
data hiding method by using optimal pixel adjustment
process (OPAP). When secret data are embedded into the
rightmost r LSBs, the OPAP method employs a simple
adjustment for the leftmost 8 — r bits such that the stego
pixel value is the closest to its original pixel value. The
OPAP method has the same payload as the LSB method
but provides better image quality. However, the OPAP
method has the equivalent distortion compared to that
of the LSB method when the payload is 1 bit per pixel
(bpp).

Both LSB and OPAP employ a single pixel as an em-
bedding unit for data embedment. Another type of data
hiding method utilizes a pixel pair as an embedding unit
to embed a n-ary digit. Data hiding method of this type
are termed pixel pair matching (PPM). The PPM-based
method uses a reference table as a guide, and embeds a
digit into a pixel pair by modifying pixel values of this
pair. For example, to embed a digit dp in base B into
a pixel pair (7, c) using a reference table Ry, the coordi-
nate (r,¢) in Ry is firstly located and obtain a searching
region Q(r, ¢). In this region, a coordinate (1, ¢’) is found
which satisfies Rr(r’,¢’) = dp and is the closest to (r,c).
The pixel pair (r,c¢) is then replaced by the new coordi-
nate (r',¢’). The embedded digits dp can be extracted
by locating the element at coordinate (', ¢’) of the given
reference table Ry, i.e., dg = Rp(r’,¢’). Figure 1 shows
the schematic diagram of the PPM-based method.

Mielikainen [18] in 2006 proposed a LSB matching re-
visited (LSBMR) method based on PPM. In his method,
only one pixel in a pixel pair is changed by one grayscale
unit and two bits (a 4-ary digit) can be embedded into this
pixel pair. The mean square error (MSE) cause by data
embedding using LSBMR is 0.375 [18], which is signifi-
cantly smaller than that of LSB (0.5). In the same year,
Zhang and Wang [24] proposed an exploiting modifica-
tion direction (EMD) method to enhance the embedding
efficiency of LSBMR. EMD embeds a 5-ary digit into a
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pixel pair but only modifies one pixel one grayscale unit
at most. Although EMD provides a better embedding ef-
ficiency and lower detectability, the payload is limited to
1.161 bpp at most.
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Figure 1: Illustration of the PPM method

In 2008, Chang et al. [3] proposed a data hiding method
based on solutions of Sudoku tables to increase the pay-
load of EMD. Later, Hong et al. [11,12] modified the
searching algorithm of [3] to further increase the image
quality by 1.8 dB under the same payload. Chao et al. [4]
in 2009 proposed a diamond encoding (DE) method with
extensible payload. DE embeds a digit in B-ary nota-
tional system into a pixel pair, where B = 2k? 4+ 2k + 1
and k is an integer. When k = 1, the embedding perfor-
mance of DE is equivalent to that of EMD.

In 2012, Hong and Chen [10] proposed an adaptive
pixel pair matching (APPM) method to further enhance
the embedding performance of PPM based method. Com-
pared to DE method, APPM embeds digits in any nota-
tional system but DE embeds digits only in base 2k? +
2k 4+ 1. Since the MSE caused by pixel pair replacement
in APPM method are minimized, APPM always achieves
a higher image quality under the same payload with lower
detectability compared to other PPM-based methods. Al-
though APPM embeds digit in any notational system, it is
likely detectable when using RS scheme [7] if 4-ary secret
digits are embedded into the image containing larger flat
area such cartoon images. Some recent works [5, 8, 20]
have exploited the merit of the APPM and developed
state-of-the-art works for hiding data. However, the vul-
nerability to the detection by the RS scheme is yet un-
solved.

In this paper, a data hiding method that modified
APPM’s embedding method by stochastically selecting
embeddable positions is proposed. The proposed method
not only maintains the same image quality but also pro-
vides a smaller detectability than that of APPM method.
The rest of this paper is organized as follows. Section 2
is the proposed method, while Section 3 gives the exper-
imental results and discussions. Concluding remarks are
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given in Section 4.

2 The Proposed Method

In the PPM-based method, the embedding performance
is greatly influenced by the design of reference table. In
general, a reference table can be constructed by patches
or using a formula. APPM use the function

Ryr(r,c) = (r+ ¢ x ¢) mod B

to construct the reference table, where cg is the embed-
ding parameter for B-ary reference table. The reference
table used in APPM can be divided into patches (search
region) such that the MSE caused by pixel pair replace-
ment is minimized. The embedding parameter used in
APPM method for B-ary is listed in Table 1. More de-
tails about the obtaining of ¢g can be seen in [10].

Although APPM performs the best compared to the
existing PPM-based method, it is likely to be detectable
by RS scheme [7] when cover images contain large flat
area with 4-ary digits are embedded. The flat area in
images represents pixels in that area having the similar
grayscale values and the cartoon images are often of this
type. When APPM are applied on pixels in flat area,
APPM’s embedding algorithm will confined a search re-
gion such that one pixel in a pixel pair will always be
added or subtracted by one when embedding a certain 4-
ary digit. In this circumstance, it is likely to be detected
by the RS scheme.

In this section, a method to secure APPM’s embedding
method is proposed by evading the RS detection. To do
this, if there are two candidates satisfying Ry (r',¢') = dp
and are both the nearest to (r, ¢), then one of them is ran-
domly selected to replace the original pixels. With the aid
of random selection, different candidates will be selected
and thus the stego image can evade the RS detection.
Note that the proposed method can be applied on both
the natural images or artificial images such as cartoon
images.

2.1 Embedding Procedures

Let I be the cover image of size M x M, and S be the set
of B-ary secret digits to be embedded. Firstly, a refer-
ence table Ry is constructed according to the extraction
function. Then, the pixel pairs in the cover image are
scanned and secret digits are embedded into the scanned
pixel pairs. The detailed embedding procedures are listed
below.

Input: Cover image of size M x M, embedding parameter
cp, and B-ary secret digits S.

Output: Stego image.

Step 1: Construct the reference table Ry for embedding
B-ary secret digits using the function Ry (r,c) = (r+
¢p X ¢) mod B.
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Figure 2: Embedding parameter cg used in APPM

Step 2: Extract a secret digit sp from S.

Step 3: Scan the pixels in the cover image using the
raster scan order. Let the pixels pair (r,¢) be the
scanned pixels.

Step 4: In the reference table Ry, find all the coordi-
nates (', ') satisfying Rp(r',¢') = sp and having
the smallest L, where L = (r' —7)2+ (¢’ —c)?. If there
are more than one pixel pair satisfying the above two
conditions, randomly choose a pair (#/,¢") and then
replace the original pair (r,c) by (#,¢&).

Step 5: Repeat Steps 2—4 until all the secret data are
embedded.

2.2 Extraction Procedures

To extract the embedded secret digits, the receiver ob-
tains the information about c¢g and B via a secret chan-
nel, and then performs the data extraction. The detailed
extraction procedures are listed below.

Input: Stego image, the parameter cg and B.

Output: Secret data S.

Step 1: Construct the reference table Ry which is iden-
tical to the one used in the embedding procedure.

Step 2: Scan the pixel pairs in the stego image using
the raster scan order. Let the scanned pixel pair
be (r’,¢’). The embedded secret digit can be easily
extracted by using the equation sg = Rr(r', )

Step 3: Repeat Step 2 until all the secret digits are ex-
tracted.

2.3 A Complete Example

In this section, an example is used to illustrate the pro-
posed method. Let {(3,254),(4,5)} be a set of cover pixel
pairs and two 4-ary digits (B = 4) to be embedded into
these pixel pair are S = {14,34}. From Figure 2, the em-
bedding base cg = 2 can be obtained. The reference table
Ry can be constructed using f(r,c) = (r + 2 x ¢) mod 4.
For example, the entity located in the zeroth row and the
fifth column is f(0,5) = (0 +2 x 5) mod 4 = 2, and the

entity located in the fifth row and the third column is
f(5,3) = (5+2 % 3) mod 4 = 3. The constructed table is
partially shown in Figure 3. The first scanned cover pixel
pair is (3,254) and the secret data to be embedded is
s4 = 14. The position located at (3,254) in the reference
table is shaded gray, as shown in Figure 3. Since (3,253)
and (3,255) (marked by triangles) are both the closest
coordinate to (3,254) and Ryp(3,253) = Rr(3,255) = 14,
a pixel pair is randomly selected to replace (3,254). Sup-
pose the selected pair is (3,253), and thus the pixel pair
(3,253) is used to replace the original pixel pair (3,254).
Next, the second pixel pair (4,5) is visited and the secret
data to be embedded is s4 = 34. Since (5,5) is the closet
coordinate (marked by a circle) to (4,5) while satisfying
Rr(5,5) = 34, the cover pixel pair (4,5) is then replaced
by (5,5). Therefore (r',¢') = (5,5) is obtained. As a
result, the set of stego pixel pair is {(3,253), (5,5)}.

To extract the embedded digits from the stego
pixel pair (3,253),(5,5), the reference table is firstly
constructed, as in the embedding phase.  Because
R7(3,253) = 1, a secret digit s4 = 14 is extracted. Sim-
ilarly, Because Rr(5,5) = 3, a secret digit s4 = 34 is
extracted.

c—>

0 1 2 3 4 s 6 7 252 253 254 255

0 020 |2 |0 ]2 0 |2 0 |2 0|2
1 1 3 1 3 1 3 1 3 1 3 1 3
2 210 (2 |0 |2 01210 2 (0 |2 0
3 3 1 3 1 3 1 3 1 3 1 3 1
1 4 02102 |0 ]2 0 |2 0 |2 0 |2
5 1 3 1 3 1 @ 1 3 1 3 1 3
6 2 10 (2 0 |2 01210 2 (0 |2 0
7 3 1 3 1 3 1 3 1 3 1 3 1
254 (2 |0 |2 |0 |2 01210 2 (0 |2 0
255 | 3 1 3 1 3 1 1 1 3 1 3 1

Figure 3: Reference table used in the example
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3 Experimental Results

In this section, several tests are performed to demonstrate
the applicability of the proposed method and compared
the results with those of the original APPM method. Four
8-bit grayscale test images, including Lean, Cow, Giant,
and Kid, each of size 512 x 512, are used in the experi-
ments, as shown in Figure 4. Among these test images,
the Lena image is a natural image and others are cartoon
images. These cartoon images all contain large flat areas
in which pixels and their neighbors have similar grayscale
values. The pseudo random number generator is used to
generate 4-ary secret digits. The PSNR metric is used to
measure the image quality.

w,

lWMM,M

(c) Giant

(d) Kid

Figure 4: Four test images

3.1 Image Quality Comparison

In this section, the image qualities obtained by the pro-
posed and the APPM methods are compared. The re-
sults are shown in Table 1. Table 1 shows that proposed
method does not degrade image quality comparing to that
of APPM and still offers a very satisfactory image quality.

Table 1: Comparisons of PSNR

Image | APPM | PPRM
Lena 52.39 52.39
Cow 52.38 52.39

Giant | 52.38 52.38
Kid 52.38 52.38
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3.2 RS Scheme Steganalysis

In this section, the RS scheme is used to detect the
stego images obtained from the proposed method and
the APPM method. RS scheme partitions images into
groups G of n consecutive pixels, and use a discrimination
function and a mask M to classify G into three disjoint
groups, namely regular, singular and unusable groups.
The ratios of the regular groups Ry, R_j; and singu-
lar groups Sy, S—p are then calculated. In general, if
the LSBs of an image are not embedded, the relationships
Riy ~ R_pr and Sypr ~ S_p generally hold. Other-
wise, the difference between them will be increased as the
embedding rate is increased. In the experiments,

w0

is used as the mask matrix.
Figure 5.

Note that for the Lena image, the RS scheme cannot
detect the presence of the embedment of the proposed
PPRM and the APPM methods because R, j; and R_j
are indistinguishable and so do Sy and S_j,;. However,
for the test images Cow, Giant and Kid, the differences
between Rip , R_p and Syp , S—pr increase in the
APPM method as the embedding rates increases, indicat-
ing that the presence of embedment is more detectable at
larger payload. For example, when the embedding rate is
100% (fully embedded), Ry =~ 32% and R_jp ~ 58%
are obtained. The difference between them is 26%. The
large difference shows that the image is more likely an em-
bedded one. On the other hand, Ry and R_j; of the
proposed method are both close to 57% even when the em-
bedding rate is 100%, and S, and S_j; also have the
similar trends. Therefore, the proposed method is more
likely undetectable using the RS scheme. Experiments on
other test images also show the similar results, indicating
that the proposed method effectively resists the RS attack
while providing a very satisfactory image quality.

The results are shown in

4 Conclusions

In this paper, a more secure data hiding method by modi-
fying the embedding method of APPM is proposed. Dur-
ing embedding, if the candidates of pixel pairs are more
than one, one of them is randomly selected to replace
the original pixel pair. The modified pixel pair selection
successfully randomizes the replacement to avoid always
selecting the same candidates. Compared to the origi-
nal APPM, the proposed method is undetectable by RS
scheme without sacrificing the image quality. The pro-
posed work can be utilized as an embedding method for
digital watermarking or image authentication, since the
embedding distortion is lower than those of LSB or LSB
matching while providing an adjustable payload. The fu-
ture work will be extended to include more pixels as an
embedding unit to conceal data bits while minimizing the
distortion.
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