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IT: Inforamtion Technology

/ Intrusion Detection and
Prevention System: IDPS
+
+ ( )
+

- DoS : Denial of Service)—
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US-CERT United States Computer Emergency Readiness Team

2002 FISMA: Federal Information Security
Management Act FISMA

US-CERT (POC: Point Of
Contact)
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ICMP (Internet Control Message Protocol)
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+ OMB Circular A-130 n*

4 http://www.whitehouse.gov/omb/circulars/al30/al30trans4.html
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(Recommended Security Controls for Federal Information Systems)

+ OMB Memorandum M-07-16 [ (Safeguarding Against
and Responding to the Breach of Personally Identifiable Information) J '

2.3.
2.3.1.
8
+
+
+ ( )
+
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5 http://csrc.nist.gov/drivers/documents/FISMA-final.pdf
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7 http://www.whitehouse.gov/omb/memoranda/fy2007/mQ7-16.pdf
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2.3.4.2.

( (FBI:
Federal Bureau of Investigation) (U.S. Secret Service) )

()
(OIG: Office of Inspector General)
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1

US-CERT

US-CERT 1 US-CERT
J
US-CERT 12
root ( 1 )

US-CERT

US-CERT

US-CERT
CSIRT

+ IAIP( Information Analysis Infrastructure Protection ) B IAIP

DHS (Department of Homeland Security )

IAIP
NICC(National Infrastructure Coordinating Center)
14
® ® ®

+CERT /CC (CERT Coordination Center CERT )

CERT /CC CERT

10 http://www.us-cert.gov/

11 https://forms.us-cert.gov/report/index.php

12 http://www.us-cert.qgov/federal/reportingRequirements.html

13 (NIPC: National Infrastructure Protection Center)

14 NICC E-mail address nicc@dhs.gov Tel 202-282-9201

15 http://www.cert.org

2-7

Copyright © 2009 MSATEIEA fEHAHEKEEEE RO NRIE X 2777 /) v U— %St



®
CERT /CC

+ ISAC (Information Sharing and Analysis Centers ) 71998
(PDD) 63
ISAC
ISAC
NIST SP 800-53 Revision 2 3.5
2.3.4.4.

+ ISP DoS

ISP
+ IP
+
+ FIRST (Forum of Incident Response and Security Teams) *°

GFIRST(Government Forum of Incident Response and Security Teams) *°

20

7
16 https://irf.cc.cert.org
17 ISAC https://www.it-isac.org/index.php
18 http://www.first.org
19 GFIRST (http://www.us-cert.gov/federal/gfirst.html)
20 G
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OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally

Identifiable Information( ) Pll(personally
identifiable information )
2 PII PII
(
) Pl OMB Memorandum M-07-16
2.4.
1
2 3
2.4.1.
3
+
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( 1 )
( 1
1 )
+
21 Memorandum http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf.
2-9

Copyright © 2009 MSATEIEA fEHAHEKEEEE RO NRIE X 2777 /) v U— %St



CSIRT
22
3

+

+

24 365 MSSP(Managed Security Services Provider:
) MSSP
MSSP
24
+
2.4.2.

+24 365

24

22
Models for Computer Security Incident Response Teams (CSIRTS)
http://www.cert.org/archive/pdf/03hb001.pdf
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IT
+
24
+ 24 365
IT
IT
+
2.4.3

+

23
+

23 NIST SP 800-35 IT (Guide to Information Technology Security Services)
http://csrc.nist.gov/publications/PubsSPs.html
CERT®/CC Outsourcing Managed Security Services

http://www.cert.org/archive/pdf/omss.pdf
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2.4.4,

OMB (GAO: General Accounting Office)
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) 232
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2.5.

25

25 CERT®/CC http://www.cert.org/csirts/services.html
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NVD(National Vulnerability Database)
XML RSS 2
+
28
+
29
+
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30
+ (
26
27 http://nvd.nist.gov/
28 NIST SP 800-115 Technical Guide to Information Security Testing
http://csrc.nist.gov/publications/PubsSPs.html
29 NIST SP 800-94 Guide to Intrusion Detection and Prevention Systems (IDPS) IDPS

[[csrc.nist.gov/publications/PubsSPs.html
30
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) 31

2.6.

FISMA

US-CERT US-CERT

31 NIST SP 800-40 Creating a Patch
and Vulnerability Management Program http://csrc.nist.gov/publications/nistpubs/index.html
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)
(
3.2.6 )
1
FIPS 140-2 52
33
(©S)
CD-R DVD-R
CD
32 FIPS 140-2 Security Requirements for Cryptographic Modules http://csrc.nist.gov/publications/PubsSPs.html
33
3-2
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FTP
34
oS CD-ROM 0OS
(O]
oS (
)
3-1 (
3.1.2.
35
34 NSRL (National Software Reference Library)
http://www.nstrl.nist.gov
35 NIST SP 800-30 IT (Risk Management
Guide for Information Technology Systems) http://csrc.nist.gov/publications/PubsSPs.html
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36

37

+
38
+
39
+
VPN (virtual private network)
+
36 FIPS199
(Standards for Security Categorization of Federal Information and Information Systems)
http://csrc.nist.gov/publications/PubsSPs.html
37 http://csrc.nist.gov/publications/PubsSPs.html NIST Special Publication
38 The SANS Top 20 Security Risks list
http://www.sans.org/top20
39 NIST http://checklists.nist.gov/
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3.2.1.
40
+ —
+ —_—
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US-CERT
41
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3.2.2.

+FTP

42
PII( )

43 1
IDPS

42

IDPS
3-6

IDPS

43

Pl
Pl

PII

IDPS
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DoS

IDPS

DoS

3.2.3.

44
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IDPS
IDPS IP
IDPS ( IDPS
IDPS IDPS
IDPS
IDPS 4
IDPS
s IDPS
(
(
) 2
DNS (Domain Name System) FTP
DoS
45 NIST SP 800-94 Guide to Intrusion Detection and Prevention Systems (IDPS) IDPS
[[csrc.nist.gov/publications/PubsSPs.html
3-8
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( )
syslog security event and
information software IDPS 4 3.2.4
( )
NVD(National

Vulneggbility Database) 4 US-CERT #

CERT /CC IAIP CIAC (Computer Incident Advisory Capability *

50
46 NIST SP 800-92 (Guide to Computer Security Log Management)

[[csrc.nist.gov/publications/PubsSPs.html

47 http://nvd.nist.gov/
48 http://www.us-cert.gov/cas/signup.html

49 http://www.ciac.org/ciac
50 Internet Storm Center (http://isc.incidents.orq)
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51

IDPS

52

51 (

52 NIST SP 800-92 (Guide to Computer Security Log Management)
/lcsrc.nist.gov/publications/PubsSPs.html
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IP
+ NTP (Network Time Protocol)
53
12:07:01 12:10:35 11:07:06
3 12:07:01 a.m.
3
+
G ( )
+ Google Yahoo
TCP (Transmission Control Protocol) 22912
TCP 22912
CSIRT
+
53 NTP http://www.ntp.org
3-12
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DNS (
) DNS
DNS
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( ) (US-CERT CSIRT
3.2.5.
54 55 PDA
56
2
) 3.3.2
57
58
54
55 ( )
56
57 C CERT®/CC State
of the Practice of Computer Security Incident Response Teams (CSIRTS)
http://www.cert.org/archive/pdf/03tr001.pdf
58 Center for Education and Research in Information Assurance and Security (CERIAS) Incident

Response Database (CIRDB) CIRDB
https://cirdb.cerias.purdue.edu/
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+

+ ( )

+

+

+ (

)59
60
3.2.6.
2
+
( root )
+ (
59 Trans-European Research and Education Networking Association (TERENA) RFC 3067, TERENA's Incident
Object Description and Exchange Format Requirements (http://www.ietf.org/rfc/rfc3067.txt)
IETF Extended Incident Handling (inch)
(http://www.cert.org/ietf/inch/inch.html) TERENA RFC RFC 5070, Incident Object
Description Exchange Format (http://www.ietf.org/rfc/rfc5070.txt).
60 NIST SP 800-86 (Guide to Integrating Forensic
Techniques Into Incident Response) (
)
3-15

Copyright © 2009 TS ATEIEA fEHAHEKEEEE RO NRIt X 2777 /) rU— %St



61

(SLA)

root
)
(
)
US-CERT
(severity rate)
62
US-CERT US-CERT
( )
3-4 % (
)
3-4
0.00 (None)
0.10 (Minimal)
0.25 (Low)
0.50 (Medium)
0.75 (High)
1.00 (Critical)
61 (BIA)
BIA
62 (severity rate) ( 34 35 3-6 )
US-CERT
63
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3-5 (criticality)

3-5
0.10 (Minimal) ( )
0.25 (Low) (DNS
)
0.50 (Medium) ( )
0.75 (High) ( DNS
)
1.00 (Critical)
( ) = Round (( *2.5) +(
*25)+( *5))
3-6
3-6 (severity rate)
00.00 - 00.99 (None)
01.00 - 02.49 (Minimal)
02.50-03.74 (Low)
03.75-04.99 (Medium)
05.00 - 07.49 (High)
07.50 - 10.00 (Critical)
3-7

SLA SLA

3-17
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15 30 2

15 1 1

30 2 4

30 2 4
64 30 IT IT
( ) 1

2
(30
) (1 )
( 1 )
64
3-18
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3.2.7.

65

+CIO

+ US-CERT (
)

US-CERT
¢ 3 24 (1
US-CERT J

65 2.3.2
3-19
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3.3.
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3.3.1
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ping
ping
3.3.2.
66
67
68
+ ( MAC (Media Access Control)
IP )
+
+ ( )
+
66 NIST SP 800-86 (Guide to Integrating Forensic
Techniques into Incident Response) (
) NIST SP 800-86 PC
http://csrc.nist.gov/publications/PubsSPs.html
67
68 (DOJ) CCIPS (Computer Crime and Intellectual Property Section) Searching and Seizing Computers and
Obtaining Electronic Evidence in Criminal Investigations
http://www.cybercrime.gov/s&smanual2002.htm Best Practices
for Seizing Electronic Evidence http://www.secretservice.gov/electronic _evidence.shtml
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3321 3322
(PC )
PDA)

3.3.2.1.

CD
(write blocker)

3-22

Copyright © 2009 TS ATEIEA fEHAHEKEEEE RO NRIt X 2777 /) rU— %St



( )
+ (.doc .jpg .mp3 )
+
+
+
+

IP
FIPS 140-2
FIPS 180-2
69
(
)
69 FIPS 180-2 Secure Hash Standard FIPS 140-2 FIPS 180-2
Secure Hash Algorithm (SHA-1) FIPS 140-2

http://csrc.nist.gov/groups/STM/cmvp/ FIPS 180-2
http://csrc.nist.gov/publications/fips/fips180-2/fips180-2.pdf
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FTP

FTP
FTP
( FTP )
FTP
FTP
3.3.2.2.
PDA
NIST SP 800-101 Guidelines on Cell Phone Forensics 70
3.3.3.
+ IP IP
ping traceroute
ping traceroute
( )
IP
ping
( ISP) IP
+ ping traceroute
IP
70 http://csrc.nist.gov/publications/PubsSPs.html
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IP
+
+
IRC
IRC
3.3.4.
71
72
73
71 4 8
72 http://csrc.nist.gov/publications/PubsSPs.html
CERT®/CC

http://www.cert.org/
73 http://checklists.nist.gov/

IRC

Bot

NIST Checklist Program
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fEI L S i

i .

34 ( )

3.4.1.

74

74
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75

3.4.2.

8%

75 General Records Schedule (GRS) 24 Information Technology Operations and Management Records

GRS 24
(http://www.archives.gov/records_management/records_schedules.html)
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76

+
+
- ( US-CERT )
+
_ 77
+
76
( )
77 Incident Cost and Analysis Modeling Projects (ICAMP)
http://www.cic.uiuc.edu/groups/IT SecurityWorkingGroup/archive/Report/ICAMP.shtml
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3.5.
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3.4.3.

180
3.4.2 General Records Schedule (GRS) 24
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CPU Central Processing Unit ( )

CSIRC Computer Security Incident Response Capability (
)

CSIRT Computer Security Incident Response Team (
)

DDoS Distributed Denial of Service

DHS Department of Homeland Security ( )
DMZ Demilitarized Zone ( )
DNS Domain Name System ( )
DNSSEC DNS Security Extension (DNS )
DOJ Department of Justice ( )
DoS Denial of Service ( )
e-mail Electronic Mail ( )
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FAQ Frequently Asked Questions ( )

FBI Federal Bureau of Investigation ( )

FIPS Federal Information Processing Standards ( )

FIRST Forum of Incident Response and Security Teams

FISMA Federal Information Security Management Act ( )
FTC Federal Trade Commission

FTP File Transfer Protocol ( )

GAO General Accounting Office ( )
GFIRST Government Forum of Incident Response and Security Teams

GRS General Records Schedule

HTML HyperText Markup Language
HTTP HyperText Transfer Protocol

HTTPS HyperText Transfer Protocol Secure

IAIP Information Analysis Infrastructure Protection ( )
IANA Internet Assigned Numbers Authority

ICAMP Incident Cost and Analysis Modeling Project

ICMP Internet Control Message Protocol

IDPS Intrusion Detection and Prevention System ( )
IETF Internet Engineering Task Force

IIS  Internet Information Services

IP  Internet Protocol

IPsec IP Security Protocol

IR Interagency Report

IRC Internet Relay Chat

ISAC Information Sharing and Analysis Center ( )
ISAKMP Internet Security Association and Key Management Protocol

ISP Internet Service Provider ( )
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IT  Information Technology ( )

ITL Information Technology Laboratory

MAC Media Access Control
MAPS Mail Abuse Prevention System
MBR Master Boot Record ( )

MSSP Managed Security Services Provider

NAT Network Address Translation

NICC  National Infrastructure Coordinating Center

NIJ  National Institute of Justice ( )
NIPC National Infrastructure Protection Center ( )
NIST National Institute of Standards and Technology ( )

NSRL National Software Reference Library
NTP Network Time Protocol

NVD National Vulnerability Database

OIG Office of Inspector General ( )
OMB Office of Management and Budget ( )

OS  Operating System ( )

PBX Private Branch Exchange ( )
PDA Personal Digital Assistant

PDD Presidential Decision Directive ( )
P11 Personally Identifiable Information

PIN Personally Identifiable Number

POC Point of Contact

RFC Request for Comment
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SHA Secure Hash Algorithm

SLA Service Level Agreement ( )
SMTP Simple Mail Transfer Protocol

SNMP  Simple Network Management Protocol

soBGP Secure Origin Border Gateway Protocol

SOP Standard Operating Procedure

SP  Special Publication

SSH  Secure Shell

TCP Transmission Control Protocol
TCP/IP Transmission Control Protocol/Internet Protocol

TERENA Trans-European Research and Education Networking Association
UDP User Datagram Protocol
URL Uniform Resource Locator

US-CERT United States Computer Emergency Readiness Team

VPN Virtual Private Network
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AusCERT - Australian Computer Emergency Response Team

URL

http://www.auscert.org.au

CCIPS - Computer Crime and Intellectual Property Section,

http://www.cybercrime.gov

® ®
CERT /CC - CERT Coordination Center,

http://www.cert.org

®
CERT /CC Incident Reporting System

https://irf.cc.cert.org

CIAC - Computer Incident Advisory Capability,

http://www.ciac.org/ciac

FIRST - Forum of Incident Response and Security Teams

http://www.first.org/

GFIRST - Government Forum of Incident Response and Security Teams

http://www.us-cert.gov/federal/gfirst.html

HTCIA - High Technology Crime Investigation Association

http://www.htcia.org

IETF Extended Incident Handling (inch) Working Group

http://www.cert.org/ietf/inch/inch.html

InfraGard

http://www.infragard.net

ISC - Internet Storm Center

http://isc.incidents.org

US-CERT - United States Computer Emergency Response Team

http://www.us-cert.gov

US-CERT Incident Reporting System

https://forms.us-cert.gov/report/

Bugtraq http://www.securityfocus.com/archive/1

Focus on IDS http://www.securityfocus.com/archive/96
Forensics http://www.securityfocus.com/archive/104
Incidents http://www.securityfocus.com/archive/75
LogAnalysis http://www.loganalysis.org/pipermail/loganalysis/

National Cyber Alert System http://www.us-cert.gov/cas/

Technical Cyber Security Alerts http://www.us-cert.gov/cas/techalerts/

Cyber Security Alerts http://www.us-cert.gov/cas/alerts/
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Cyber Security Bulletins

http://www.us-cert.gov/cas/bulletins/

Cyber Security Tips

http://www.us-cert.gov/cas/tips/

Current Activity

http://www.us-cert.gov/current/

URL

CERIAS (Center for Education and Research in
Information Assurance and Security) Intrusion
Detection Pages

http://www.cerias.purdue.edu/about/history/coast/archive/data/categ
ory_index.php

CHIHT (Clearing House for Incident Handling Tools)

http://chiht.dfn-cert.de

®
CSIRT Development, CERT /CC

http://www.cert.org/csirts

CSRC - Computer Security Resource Center, NIST

http://csrc.nist.gov

Incident Handling Links and Documents

http://www.honeypots.net/incidents/links

Intrusion Detection Links and Documents

http://www.honeypots.net/ids/links

NIJ (National Institute of Justice) Electronic Crime
Program

http://www.0jp.usdoj.gov/nij/topics/technology/electronic-crime/wel
come.htm

NIST Internet Time Service

http://tf.nist.gov/service/its.htm

SANS Institute Reading Room

http://www.sans.org/reading_room/

SecurityFocus

http://www.securityfocus.com

The Electronic Evidence Information Center

http://www.e-evidence.info

®
CERT /CC Advisories

URL

http://www.cert.org/advisories

®
CERT /CC Incident Notes

http://www.cert.org/incident_notes

®
CERT /CC Vulnerability Notes Database

http://www.kb.cert.org/vuls

CIAC Bulletins

http://www.ciac.org/ciac/bulletins.html

Common Vulnerabilities and Exposures (CVE)

http://cve.mitre.org/

National Vulnerability Database (NVD)

http://nvd.nist.gov/

Open Vulnerability Assessment Language (OVAL)

http://oval.mitre.org/
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Packet Storm

http://www.packetstormsecurity.com

SANS Top 20 Security Risks List

http://www.sans.org/top20

SecurityFocus Vulnerabilities Database

http://www.securityfocus.com/bid

NIST Special Publication

NIST Interagency Report (IR) 7100 - PDA Forensic
Tools: An Overview and Analysis

URL

http://csrc.nist.gov/publications/nistir/nistir-7100-PDAForensics.
pdf

NIST IR 7250 - Cell Phone Forensic Tools: An
Overview and Analysis

http://csrc.nist.gov/publications/nistir/nistir-7250.pdf

NIST SP 800-28 Version 2 - Guidelines on Active
Content and Mobile Code

http://csrc.nist.gov/publications/PubsSPs.html

NIST SP 800-30 - Risk Management Guide for
Information Technology Systems

http://csrc.nist.gov/publications/nistpubs/800-30/sp800-30.pdf

NIST SP 800-40 Version 2 - Creating a Patch and
Vulnerability Management Program

http://csrc.nist.gov/publications/nistpubs/800-40-Ver2/SP800-40v2.pdf

NIST SP 800-41 - Guidelines on Firewalls and Firewall
Policy

http://csrc.nist.gov/publications/nistpubs/800-41/sp800-41.pdf

NIST SP 800-44 Version 2 - Guidelines on Securing
Public Web Servers

http://csrc.nist.gov/publications/nistpubs/800-44-ver2/SP800-44v2.pdf

NIST SP 800-45 Version 2 - Guidelines on Electronic
Mail Security

http://csrc.nist.gov/publications/nistpubs/800-45-version2/SP800-45v2.
pdf

NIST SP 800-48 Revision 1 (Draft) - Wireless Network
Security for IEEE 802.11a/b/g and Bluetooth

http://csrc.nist.gov/publications/PubsSPs.html

NIST SP 800-53 Revision 2 - Recommended Security
Controls for Federal Information Systems

http://csrc.nist.gov/publications/nistpubs/800-53-Rev2/sp800-53-rev2-fi
nal.pdf

NIST SP 800-72 - Guidelines on PDA Forensics

http://csrc.nist.gov/publications/nistpubs/800-72/sp800-72.pdf

NIST SP 800-81 - Secure Domain Name System (DNS)
Deployment Guide

http://csrc.nist.gov/publications/nistpubs/800-81/SP800-81.pdf

NIST SP 800-83 - Guide to Malware Incident
Prevention and Handling

http://csrc.nist.gov/publications/nistpubs/800-83/SP800-83.pdf

NIST SP 800-84 - Guide to Test, Training, and Exercise
Programs for IT Plans and Capabilities

http://csrc.nist.gov/publications/nistpubs/800-84/SP800-84.pdf

NIST SP 800-86 - Guide to Integrating Forensic
Techniques into Incident Response

http://csrc.nist.gov/publications/nistpubs/800-86/SP800-86.pdf

NIST SP 800-92 - Guide to Computer Security Log
Management

http://csrc.nist.gov/publications/nistpubs/800-92/SP800-92.pdf

NIST SP 800-94 - Guide to Intrusion Detection and

http://csrc.nist.gov/publications/nistpubs/800-94/SP800-94.pdf
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Prevention Systems (IDPS)

NIST SP 800-97 - Establishing Wireless Robust
Security Networks: A Guide to IEEE 802.11i

http://csrc.nist.gov/publications/nistpubs/800-97/SP800-97.pdf

NIST SP 800-101 - Guidelines on Cell Phone Forensics

http://csrc.nist.gov/publications/nistpubs/800-101/SP800-101.pdf

NIST SP 800-115 (Draft) - Technical Guide to
Information Security Testing

http://csrc.nist.gov/publications/PubsSPs.html

CIO Cyberthreat Response and Reporting Guidelines

URL

http://www.cio.com/research/security/incident_response.pdf

Computer Security Incident Response Planning

http://documents.iss.net/whitepapers/csirplanning.pdf

Computer Security Incident Response Team (CSIRT)
Frequently Asked Questions (FAQ)

http://www.cert.org/csirts/csirt_fag.html

Denial of Service Attacks

http://www.cert.org/tech_tips/denial of service.html

Electronic Crime Scene Investigation: A Guide for First
Responders

http://www.ncjrs.qgov/pdffiles1/nij/187736.pdf

Handbook for Computer Security Incident Response
Teams (CSIRTS)

http://www.cert.org/archive/pdf/csirt-handbook.pdf

How to Design a Useful Incident Response Policy

http://www.securityfocus.com/infocus/1467

Incident Management Capability Metrics, Version 1.0

http://www.cert.org/archive/pdf/07tr008.pdf

Incident Response: Managing Security at Microsoft

http://www.microsoft.com/downloads/details.aspx?familyid=36e889be-
4fb0-447a-943a-7484cbale7c1&displaylang=en

Incident Response Tools for Unix, Part One: System
Tools

http://www.securityfocus.com/infocus/1679

Incident Response Tools for Unix, Part Two:
File-System Tools

http://www.securityfocus.com/infocus/1738

Managing the Threat of Denial-of-Service Attacks

http://www.cert.org/archive/pdf/Managing_DoS.pdf

OMB Memorandum M-07-16, Safeguarding Against
and Responding to the Breach of Personally Identifiable
Information

http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf

Responding to Intrusions

http://www.sei.cmu.edu/pub/documents/sims/pdf/sim006.pdf

RFC 2350: Expectations for Computer Security Incident
Response

http://www.ietf.org/rfc/rfc2350.txt

RFC 3067: TERENA’s Incident Object Description and
Exchange Format Requirements

http://www.ietf.org/rfc/rfc3067.txt

RFC 3227: Guidelines for Evidence Collection and
Archiving

http://www.ietf.org/rfc/rfc3227.txt
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RFC 4732: Internet Denial-of-Service Considerations

http://www.ietf.org/rfc/rfc4732.txt

RFC 5070: The Incident Object Description Exchange
Format

http://www.ietf.org/rfc/rfc5070.txt

Sample Incident Handling Forms, SANS Institute

http://www.sans.org/incidentforms

Staffing Your CSIRT—What Basic Skills Are Needed?

http://www.cert.org/csirts/csirt-staffing.html

State of the Practice of Computer Security Incident
Response Teams

http://www.cert.org/archive/pdf/03tr001.pdf

A Taxonomy of DDoS Attacks and DDoS Defense
Mechanisms

http://lasr.cs.ucla.edu/ddos/ucla_tech report 020018.pdf

IANA Protocol Numbers and Assignment Services

URL

http://www.iana.org/protocols/

Domain Name System Parameters

http://www.iana.org/assignments/dns-parameters

ICMP Type Numbers

http://www.iana.org/assignments/icmp-parameters

Internet Multicast Addresses

http://www.iana.org/assignments/multicast-addresses

Internet Protocol V4 Address Space

http://www.iana.org/assignments/ipv4-address-space

IP Protocol Numbers

http://www.iana.org/assignments/protocol-numbers

IP Version Numbers

http://www.iana.org/assignments/version-numbers

Port Numbers

http://www.iana.org/assignments/port-numbers

Syslog Parameters

http://www.iana.org/assignments/syslog-parameters

TCP Header Flags

http://www.iana.org/assignments/tcp-header-flags

TCP Option Numbers

http://www.iana.org/assignments/tcp-parameters

IETF RFCs for Common Protocols (DNS, FTP, HTTP and SMTP)

http://www.ietf.org/rfc.html

RFC 959: File Transfer Protocol (FTP)

http://www.ietf.org/rfc/rfc0959.txt

RFC 1034:Domain Names—Concepts and Facilities

http://www.ietf.org/rfc/rfc1034.txt

RFC 1035: Domain Names—Implementation and

Specification

http://www.ietf.org/rfc/rfc1035.txt

RFC 2065: Domain Name System Security Extensions | http://www.ietf.org/rfc/rfc2065.txt
RFC 2228: FTP Security Extensions http://www.ietf.org/rfc/rfc2228.txt
RFC 2616: Hypertext Transfer Protocol—HTTP/1.1 http://www.ietf.org/rfc/rfc2616.txt
RFC 2617: HTTP Authentication: Basic and http://www.ietf.org/rfc/rfc2617.txt
Digest Access Authentication
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RFC 2821: Simple Mail Transfer Protocol http://www.ietf.org/rfc/rfc2821.txt
RFC 2822: Internet Message Format http://www.ietf.org/rfc/rfc2822.txt
RFC 2965: HTTP State Management Mechanism http://www.ietf.org/rfc/rfc2965.txt
Ports-Official and Unofficial Port Assignments http://ports.tantalo.net/
TCP Ports List http://www.gasmi.net/docs/tcp.html
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(POC)

(Im

US-CERT(United States Computer Emergency Readiness Team)

FAX

(SLA)
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10.

11.

12.

13.

14.
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(CI0)



(CIO)

5. US-CERT( )

US-CERT

(DoS)

10.
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11.

-2
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US-CERT US-CERT
FISMA
US-CERT US-CERT CONOPS(Concept of
Operations) CONOPS
CONOPS interagency body(
) OMB 2007 5 US-CERT
(memorandum)
e 2008 1 US-CERT
J-1 US-CERT
CATO
( )
CAT1 1
CAT2 * (DOS)
2
CAT3 *
1
CAT4 *
CATS
1
118 http://www.us-cert.gov/ . The OMB memorandum, M-07-16
http://www.whitehouse.gov/omb/memoranda/fy2007/m07-16.pdf
J-3

Copyright © 2009 MVATBIEA BFHLEHEERE RO NRIEX =277 7 ) v o— KAt



CAT6

1 US-CERT
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