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O github |/ Projects / GitHub public roadmap

@ GitHub public roadmap

["] Board ~ Table [ Generally available

s:open -status:"Q4 2022 - Oct-Dec","Q2 2023

O Q12024 - Jan-Mar 1
©
GitHub Advanced Security ships organization

'security configurations’

beta GHES3.15 [ github advanced security
shipped

[ Cloud (github.

Apr-Jun""Q3 2023 - Jul-Sep","Q

O Q22024 - Apr-Jun 15

@ roadmap #791

Security manager improvements and custom
organization security roles (beta)

beta cloud codescanning = dependabot
github advanced security  secret scanning
security overview | server

@ roadmap #

Sunset Subversion support in GitHub
Enterprise Server

all GHES 3.13 (Platform) server

@ roadmap #921

Expanding access to historical log data via
audit log exports [Beta]

auditlogs = beta cloud
i i github

Creating audit log events for code searches
targeting Enterprise's private assets [Beta]

auditlogs ' beta cloud

github

(© roadmap #924

Streaming Enterprise audit logs to multiple
endpoints [Beta]

auditlogs ' beta cloud

r (GHES)

[ GitHub Advai

O Q32024 - Jul-Sep 19

(@ roadmap #781
Code security transaction report in PDF

beta cloud [ codescanning | dependabot
github advanced security  secret scanning

security overview  server

(@ roadmap #796

One-click enablement for Maven transitive
dependency detection

all) cloud ‘ga GHES315 shipped

(@ roadmap #826

Actions: Custom VM Images for GitHub-hosted
runners (Beta)

actions beta  github enterprise
github team  runners

(@ roadmap #837
Issues: Issue Types

all) beta cloud (issues

(© roadma

Code scanning: security campaigns and
autofixes for historical CodeQL alerts (outside
the PR experience)
beta cloud | codescanning ' codegl
github advanced security

[ GitHub Issues

[ GitHub Actions

O Q42024 - Oct-Dec 2

@ roadmap

GitHub Actions: Artifacts v4 available in GitHub
Enterprise Server

actions ga | github enterprise  server

© roadmap #985

Actions: M2 Pro powered macOS runners
(Public Beta)

actions (all beta | runners

(@ roadmap #986

Actions: macOS 15 is now available for GitHub-
hosted runners (GA)

actions (all ga | runners

XRepository not found

O Q12025 - Jan-Mar 2

(© roadmap #963

Enterprise Apps and installation automation
(Public Beta)

all beta cloud ' enterprise administration
GitHub Apps  github enterprise

© roadmap
Assign organization roles to users across
multiple organizations at once

beta | enterprise administration
github enterprise

to search or ask Copilot

O Future 46

Updated billing overview page
all  billing ga

@ roadma
Create custom automation flows

all) beta cloud (projects

Issue level custom metadata

all' beta cloud (issues

© roadmay
Cross repository milestones and labels

all beta cloud [ repositories

Ability to add a project to a project
all' beta cloud ( projects

@ roadmap #360

Azure AD (AAD) Service Principal Support for
GHEC EMUs (Beta)

beta cloud (github enterprise '  identity




O Blog Changelog Docs Customer stories Q Try GitHub Copilot Contact sales

Al& ML v Developer skills v Engineering v Enterprise software v News & insights v Open Source v Security v

-+ ~ cd github-changelog

- ~/github-changelog|main git log main

Subscribe to all Changelog posts via RSS or follow GitHub showing all changes successfully
Changelog on Twitter to stay updated on everything we ship.

All Categories ~

https://qgithub.blog/changelog/




Al& ML v Developer skills Engineering v Enterprise software v News & insights v Open Source v Security v

Chqngelog - ~ cd github-changelog

- ~/github-changelog|main git log main
Subscribe to all Changelog posts via RSS or follow GitHub showing all changes successfully

Changelog on Twitter to stay updated on everything we ship.

All Categories «

Containers

Copilot

Copilot-Business

Copilot-Chat Enterprise Now you can find answers to commonly asked questions about GitHub Enterprise
Copilot-Enterprise Jéw GitHub Trust Cloud in the GitHub Trust Center, a comprehensive resource for understanding how
Dark-Mode GitHub meets security, privacy, and compliance standards. Designed with

Dependabot transparency in mind, this resource centralizes key information, empowering you to

build on GitHub with complete confidence.

https://qithub.blog/changeloa/
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Face IDX AR
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https://github.blog/changelog/2024-08-06-app-lock-via-face-id-or-biometrics




O The Platform for collaboration at scale

Actions 7 —- 70— _
DFEFNERT

o workflow_dispatch/ Xk

https://qithub.blog/changelog/2024-07-30-run-workflows-set-as-workflow dispatch-manually/




O The Platform for collaboration at scale

[ actions ]

GitHubRRX7vYk5>2F—T

Arm64 N F| AR gEIZ

I I 8 8 .
—RE N | _
ArmB4~N—R DS +—hME AT EEIZ, : =
Linux 5 ;
Windows - -
A ’ s

3T DINTA—IAME

M CEATIEEIC
https://qithub.blog/changelog/2024-09-03-qgithub-actions-arm64-linux-and-windows-runners-are-now-gen
erally-available/
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Enterprise 7h™ >k Organization

= ) ersccaman

PNSK company

Runners | Create new runner

BAEITOSRAL “GitHub Actions TArme4 M\ F A RTRE(Z : KU SR CTHERMLE LR AT LEIRME 7
https://github.blog/jp/2024-06-07-arm64-on-qithub-actions-powering-faster-more-efficient-build-systems/
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S F—A A= DB - BEILTEER

Ubuntu 20, 22 ®Arm644 A— M EELE (9B 38 LIEE)

Ubuntu 24.04 £ A— M3EMN

5>+ —MR D Nodel6DEELE (10H158)

S +—RN0O.NETOEEL (108)

macOS12M5F—A A—T 1k (20244128 3H)
MacOSHOELTHEREINTLWEWNWS U F—M A= D FEIE  (2024F12838)

https://github.blog/changelog/2024-08-19-notice-of-upcoming-deprecations-and-breaking-changes-in-gith
ub-actions-runners/

https://github.blog/changelog/2024-09-25-end-of-life-for-actions-node 16/
https://aithub.blog/changeloqg/2024-09-25-actions-new-images-and-ubuntu-latest-changes/
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= O github / Projects / GitHub public roadmap

® GitHub public roadmap

(™) Board ~ B Table

O Q12024 - Jan-Mar 0

[™) Generally available

m Cloud (github.com) @ Server (GHES)

O Q22024 - Apr-Jun 2

(© roadmap #926
Actions: macOS 14 (Sonoma) is generally
available and the latest macOS runner image

actions ga | runners

(© roadmap #958

Actions: Ubuntu 24 on GitHub-hosted runners
(Beta)
actions

beta  github enterprise

github team  runners

% Repository not found

[ GitHub Advanced Se [ GitHub Issues

is:open -status:"Q4 2022 - Oct-Dec","Q2 2023 - Apr-Jun","Q3 2023 - Jul-Sep","Q4 2023 - Oct-Dec" actions label:runners label:actions

O Q32024 - Jul-Sep 3

(® roadmap #826

Actions: Custom VM Images for GitHub-hosted
runners (Beta)

actions  beta  github enterprise

github team  runners

(® roadmap #980

Actions: Ubuntu 24 on GitHub-hosted runners
(GA)
actions  all

ga runners

(® roadmap #987

Actions: macOS 15 is now available for GitHub-
hosted runners (Public Beta)

actions ' all beta ' runners

Q Type (/] to search or ask Copilot

[ GitHub Actions

13 Q

Discard

O Q42024 - Oct-Dec 2 O Q12025 - Jan-Mar ©

@® road

Actions: M2 Pro powered macOS runners
(Public Beta)

ap #985

actions ' all beta | runners

O roadmap #986

Actions: macOS 15 is now available for GitHub-
hosted runners (GA)

actions ' all ga  runners




O The Platform for collaboration at scale

<> Code (© Issues 1 19 Pullrequests ( Actions [ Projects [J Wiki @ Security |~ Insights 83 Settings

Deployments All deployments

I All deployments

actions

Latest deplo from pinned environments

E I ‘\ github-pages
IR Ro % i T: b ) T: :::Juc(ion
—\ RN E ﬂ ‘ |
7 7AMEa—DEE S
A Creator

— % > B | S
BANI0EDIREFE B sy ©
Ea—®D74)L3—FKE
ERE . IRE. TIAART—4
A

https://github.blog/changeloq/2024-04-25-qgithub-actions-deployment-views-across-environments-ga/
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]j uct'ions f
Usage Metrics /> B

ab /N E

GitHub Enterprise Cloud® & T{E AR §
Organization B TActions D& KR A
R TES LIS

Organizationt—3—¢&.

"View organization Actions usage
metrics"A—JLZEF DA /N —

https://github.blog/changeloq/2024-07-25-actions-usage-metrics-is-generally-available/
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O pnsk-business-testing Q Type /] to search or ask Copilot

Dverview [ Repositories [ Projects @ Packages A Teams A People (@ Security |~ Insights 3 Settings

@ pnsk-business-testing

e Go to your organization profile
n Organization, part of PNSK company & Switch settings context v

| % ceneral General

Accasg Organization display name Profile picture

B3 Billing and plans

Organization roles
Email (will be public)
() Repository roles

Member privileges

Import/Export Description

Moderation fost

URL

Code, planning, and automation
Upload new picture
E Repository

Codespaces Social accounts Note: To apply for a publisher verification your
> . N organization's profile picture should not be
Planning ¢ Link to social profile irrelevant, abusive or vulgar. It should not be a

default image provided by GitHub.
Copilot &  Link to social profile

Actions &  Link to social profile

Webhooks &  Link to social profile

Discussions
Location
Packages




The Platform for collaboration at scale

) Organization roles
All-repository read

Role management

actions

Repository roles
n the organization.
A Member privileges 1 the organization
2 Import/Export ’ .
- All-repository triage
(3 Moderation v ™ Grants triage all repositories in the organization.

[ J
— Code, planning, and automation
» All-repository maintain
3 Repository g Gra intenan

& Codespaces

B Planning _. All-repository admi

I s admin act ories in the organization
& Copilot
® F

Actions

Webhooks ) dmin 2 runners, runi

Q) Discussions

— A% 2\ BE
Actions|zB8hA0O0—)LEaE o e
HAALA— )LD LR (10)Z4E

@ Authentication security
Code security

and runner g

) Compliance

https://qithub.blog/changeloq/2024-09-25-introducing-ci-cd-admin-a-new-pre-defined-organization-role-fo
r-github-actions/
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O The Platform for collaboration at scale

Enterprise Managed Users (EMU)
) RO R) S RL—42A%EN

[ enterprise J repositories ]

NEBSRL—RICEE

=ELUTDEWNAH D
SSOREEZ /N A/ A TEXLY
2FAZERATEELY
IVA—TSAXDIPHIENERINDH,
OrganizationDIPHIR (FE A S G
IdPD 7 Ut AR —IZHES

https://qgithub.blog/changeloq/2024-05-02-public-beta-repository-collaborators-for-enterprise-managed-
users/
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| enterprise |}

[ authentication |

Enterprise Managed Users (EMU)
FARATHRL—AAME AT EEIC

FIRfFEDT7 IR FEHARIEEIZ
|IdPG"guest collaborator"B—JLAE|Y HTHBHE
EnterpriseBe FD A BA—F VYRR IZT IAILLTIET Y

TR TELGL
Organization A2 /A\—0YRI )3T HRL—2EL TEMT]
13

HRRASRL—RIEF— LB ATRE

https://qithub.blog/changelog/2024-05-02-ga-quest-collaborators-for-enterprise-managed-users/
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| enterprise J identity ]

Enterprise Managed User(EMU)
Email Verification i 2 [

EMU7Z AU RTA—ILZRLADREE (Verification) A ZE(Z

tal)Ta581E

EMUZ AU R TCA—ILIREIZDETE &
BILA—JIL7RLRZERALT. GitHub .comtDFHMT7 O MDER TEELY
BILA—JIL7KLR%. GitHub .com® 1 —H TR TE74LY

https://github.blog/changeloq/2024-08-01-enterprise-managed-user-accounts-now-require-email-verificati
on/
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)

y N 4 : The audit log stream for the GitHub, Inc enterprise
| audit-log J enterprise is experiencing ongoing errors.

j A
Audit log stream errors
‘ > You're receiving this email because you are an Enterprise Owner of the
I J I GitHub, Inc enterprise. It has come to our attention that the audit log
stream for your enterprise is currently misconfigured.

[ admin ]

GitHub conducts automated checks of audit log stream health every 24

hours, and a recent inspection has revealed that your stream is not

— Q /!\ Faﬁ properly configured. Consequently, audit log events are not being
written to your designated endpoint. Streamed audit logs are stored for

EEEDO\‘ZI\IJ—=>7‘\75§%E&L—CL\HL\75\€ 24 up to 7 days on GitHub.com. To avoid any data loss f audit log
stream, you must follow our documentation for set idit log

E# Fﬁﬂ & ( ‘EE n'b\ streaming to reconfigure your audit log stream within 6 days
KBLIEGE I A—T 54 XF—F—I2@A

https://qithub.blog/changelog/2024-05-01-audit-log-streaming-health-check-is-generally-available/




O The Platform for collaboration at scale

admin

EFIII

mt

14

ARl =

2 &

o TSAR—pR—~
. OYDRESFHE EEOY—LEEALES | 4

[ audit-log ]

>

-~

enterprise ]

) J IG5 %
FT¥E7E Al

MAEIZEWND ITONSKSIC

| @ Type [Dto search or ask Copilot

G a % a0 MO & :

223ms'n - 1426 A ) = G

NENRIBIEK .

& Avocado Corp.

Makers of all the best avocado:

products.

© san Francisco, CA
L4 i

-base

d

Audit log

Events Exportlogs Logstreaming Settings

corp/

Confi

@ Overview

[ Organizations

d streams

Datadog

© Streaming to Datadog

([ ean | [ © pause stream | [ pelete stream

A People
&5 Policies © Streaming to Splunk )

splhec-external.githubapp.com:443 [ 2 Ear | [ © Pause stream ]‘ Delete stream
(@ GitHub Connect

~y

@ Code Security

AR - A N

https://qithub.blog/changelog/2024-09-03-enterprise-audit-logs-can-be-streamed-to-two-endpoints-private

-beta/
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BEROH RAR)—324

PNSK company

REST APITEREAEIC B —

Disclose actor IP addresses in audit logs

INT)9YR—4
REST APIfREH TERXED1ERL. E#H. HIFR. &

HRAVETEEIC .
%EDO“ZI\U_EDO“*ﬁﬁ‘ZO)Eﬁ{t':ﬁrﬁﬁ API Requests /
Enterprise 7 AV LD EREMNSEBZNE L = s e

https://github.blog/changeloq/2024-07-15-audit-log-streaming-can-now-be-configured-via-githubs-rest-api
-private-beta/
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g . b g - Push rules
compliance repositories M rules »
A 4 - ; W Restrict file paths

Prevent commits that include changes in specified file paths from being pushed to the commit graph.

Restricted file paths =+ Add file path

Push RulesAYiE N ﬁ

M Restrict file path length
Prevent commits that include file paths that exceed a specified character limit from being pushed to the commit graph.

Maximum file path length

128

o —HEANEH
o TF7AILINNAONADES., H55RF. T7AI)L IR
YA XTIy 2% HATHEIC

Restricted file extensions =+ Add file extension

*.mp3 &

M Restrict file size
Prevent commits that exceed a specified file size limit from being pushed to the commit.

Maximum file size (MB)
5

This limit does not apply to Git Large File Storage (Gt LFS).

https://github.blog/changeloq/2024-09-10-push-rules-are-now-generally-available-and-updates-to-custom
-properties/
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Projects(77 v ) Di{t{=1E

GitHub .com L TIX 9 TIZIRHFELE
GitHub Enterprise Server
3N4LIRE, JEHELR
316 THHR—MZLLFE (20255%3A8)
GitHub Enterprise Importer IZ&3T—42D#THIEMZIE

https://qgithub.blog/changeloq/2024-05-23-sunset-notice-projects-classic/
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copilot mobile

Copilot Chat in GitHub Mobile Dk

o —RRAEE ) GitHub Mobile 9:41 il = -

o BFEURDSK)OT7AILIZEET HE

o %ﬁJBEFEnterprise' I m proved -
'  Summarize this ssue

o Issue®™FILYHITRE, T4R Copllot ChCIt

HvavIBiY bR Y e
" What's the latest release in tM
- GF ;

R—bk
3 = What are the key points in this discussior:@

https://github.blog/changelog/2024-07-30-ask-sophisticated-questions-about-diverse-github-primitives-
on-github-mobile/




O Accelerate with Al

copilot copilot-chat copilot-enterprise enterprise mobile

GitHub Copilot Chat& 7 )L T Xk
$21)—h GPT-40 [Z#H

® T IQIAFﬂ:ﬁ -

o KYUBEELELARARIREAL L — RR55%D5EHa
o KYIEEHTIEHE DS Copilot ChatDiE® — 1—
H—HEEN60%M L (LX)

*tIIDE

VSCode: GitHub Copilot Chat 0.17+
Visual Studio 17.8+

JetBrains IDEs: GitHub Copilot 1.5.14+

https://aithub.blog/changelog/2024-07-31-github-copilot-chat-and-pull-request-summaries-are-now-powered-by-gpt-4o0/




O Accelerate with Al

JetBrains Tlnline ChatA rIgE(Z

o —RAEH
o JetBrains® GitHub CopilotFInline Chatt#sE

o BEDT7ITA4TA—FI7A/ILNTEE
Copilot&oL) &V AT EEIC

https://qithub.blog/changelod/2024-09-11-inline-chat-is-now-available-in-github-copilot-in-jetbrains/




O Accelerate with Al

copilot copilot-enterprise
&8 BOBDYTShicissue

GitHub.com O C op i IOE Chat s et
TGitHUbZ A Z & ZE A gEIC

1. _[55r9)

_ﬁgﬁﬁﬁ o UKIRY:
HASEZFI AL GitHubE AR Z R E o
vk, Issue. FILYHTI R YRS FEWSE

hiclssueld LT OED TY
DETOT, Bl

2. [H>7)]

R AIHEIS
Ask Copilot

me

https://qithub.blog/changelod/2024-08-29-copilot-chat-in-github-com-now-can-search-across-github-entities/




O Accelerate with Al

copilot-enterprise

Copilot EnterpriseT
ActionsDIEIE A AIREIZ -

° /§7“U ‘)7/\‘—/5!

o  GitHub.com® Copilot ChatTActionsD 37
DREIZEET HE R ATREIC

o HMIIHIHEIEFELEBEREZRTLET

https://qithub.blog/changelog/2024-08-15-copilot-enterprise-now-helps-you-fix-failed-actions-jobs-plus-oth
er-auqust-updates-public-beta/




O Accelerate with Al

Copilot a2 T2 D ERSY

INT)yHR—4
aAVTYDBNELEDITHEREDIT7AMILEELIRT HLD CopilotFHERLET
GtZ7AIVIZIMATGtUSN D T7AILEBRN TELEIIZHYELT-

¥ ZIDE:VS Code KU JetBrains Copilot #L3R¥EBED TRFT/\—av (& A

https://qgithub.blog/changeloq/2024-08-19-content-exclusion-beta-now-supports-non-qit-files/
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copilot-business

Vcopilot enterprise ‘m
@ GitHub Copilot +~1)5z API

INTYyHR—4

BE28B N DFERABET —2% iRt
T—RIEBEH
B{t&8EEER—SR— a3 A FI AT EEIC

ly
J

O—F#HEAN) IR GitHub Copilot FyykAR) YR :
BEIN-O—FS108 Fryb# -
BRASNF-O—RS1U%% A— -
= EEH FIOT1471—Y—# (&, IDE
EAE% DASARIEFEELA)
TOT47 21— —8(EFE. IDE DRSA
A{FE)

https://github.blog/changelog/2024-04-23-qgithub-copilot-metrics-api-now-available-in-public-beta/
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AR ZXAPI
Organization/Enterprise Team Metrics

copilot-enterprise m

copilot-business

IT Yy R—~ a\)
Enterprise Team®D & &t A RTREIC

Organization TeamD &M AREIZ(BALLLED

CopilotZ 1V A REFENLE) -

https://github.blog/changelog/2024-08-09-copilot-metrics-api-organization-team-metrics/
https://github.blog/changelog/2024-08-08-enterprise-team-metrics-now-available-on-the-copilot-metrics-api/




GitHub Copilot
Roadmap

oo

Ubiquitous

S

Al-native

[0

Customizable

9,

Enterprise-grade

In progress

Copilot in Xcode

Copilot in Windows Terminal
Extensions support in JetBrains
IDEs

Code Review agent for submitters

Inline summaries for discussions
& issues

Copilot Workspace

Custom models
Copilot Extensions

SOC 2, Type 2
Copilot Metrics API

Enterprise mixed licensing

Vision support in Chat

Code Review agent for
reviewers

Custom instructions

Copilot impact metrics

As of: 8/16/24
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O Secure at every step

advanced-security code-scanning codeql security security-and-compliance

CodeQL Code Scanningh® el
t ) l/ F % M\g t -u' ‘d" J ava t C # O) I roacimap-dam it workfiows [ codegam

Edit | Preview

A —RR—ZE 4 AT BEI

43 fail-fast: false

44

45

46

47 build-mode: none # This mode only analyzes J3
L 9 # Use “c-cpp’ to analyze code written in C, C+

{[}Fﬁ # Use 'java—kotlin' t It de writt

()74 Pid se 'java-kotlin' to analyze code written in

¢/\ KR Sho - ‘L‘b -~ : # Use 'javascript-typescript' to analyze code
Java 0):— ]J \t )l/ d~ Z‘ n Hb & 2 # To learn more about changing the languages t
3 # see https://docs.github.com/en/code-security

Advanced Security}#8 L TR M) Z BT HIHEEIZZ * Jour cotsase 15 amayzeds see hspassfduc.

steps:

DXL TAHEBRBLYLT<HYET

uses: actions/checkout@v4

|E Et 0) ﬁj\*ﬁ}ﬁ:XA% g I %%ﬁ% *I] % ﬂ-ﬁlé 6 # Initializes the CodeQL tools for scanning.

- name: Initialize CodeQL
uses: github/codeql-action/init@v3

https://github.blog/changeloq/2024-08-28-codeql-code-scanning-can-analyze-java-and-c-codebases-with
out-needing-a-build-ga/




advanced-security secret-scanning security-and-compliance

Secret Scanning AAGitHub#gEa> TV
R AT REIC
o —HEANEH m

o GitHub #gea> 72y
o Issue(BRBA. arV . BEEST)
Pull Requests (2 k)L, FiBH. 3A2K)
Discussion (24 kJL. §2BH, aAk)
Wiki

https://qithub.blog/changelog/2024-08-16-secret-scanning-for-non-code-github-surfaces-is-now-genera
lly-available/




O Secure at every step

advanced-security secret-scanning security-and-compliance

Secret Scanning® 7 O/\( % —LI5 D
18— bR ATREIS

http_basic_authentication_header

http_bearer_authentication_header

INT)yHR—43
o R > s mongodb_connection_strin:
TONAF =L IR AT E i :

HTTPE}] EIE’\“} 9\‘ mysql_connection_string
ot i yry s
*& %\Jﬁl, I $ §IJ openssh_private_key

705 ’r /{ P I‘ #'— pap_private_key

postgres_connection_string

rsa_private_key

https://qgithub.blog/changeloq/2024-08-23-secret-scanning-non-provider-patterns-inclusion-in-recomme
nded-security-configuration/




O Secure at every step
advanced-security code-scanning copilot copilot-enterprise dependabot secret-scanning

security-and-compliance

Copilot Chath'GitHub Advan ced Sk sl
Secur |ty7 W ST )= T :h\’z I~ 72 i aEK

ZOURIMICREDESBREFLVTAT I IBDETH?

The repository has the following security alerts:

DY Q/-b\ Faﬁ . Depen.d.abct Alerts:
GitHub.com® Copilot ChatZ#| AL . LYEt

= — S N
LSHET HZEAFTRE s
Secret scanning is not enrolled, and there are no code scanning
alerts reported.

Code Scanning

y 0 @G
Secret Scanning
Dependabot nee

https://qithub.blog/changelog/2024-09-05-copilot-chat-in-github-com-is-now-contextually-aware-of-qith
ub-advanced-security-alerts/




github-advanced-security bot found potential problems on May 7 ed changes

Secure at every step index. s

@@ -4,7 +4,8 @@

const site = await Bun.file("./index.html").text

s (req, res) => {

nd(site);
let greet = site.replace("ss_USER_NAMESS", req.query.name);
res.send(gr

advanced-security code-scanning codeq| X Check are

() Code scanning /

Reflected cross-site scripting (High
Cross-site scripting vulnerability due to a user-provided value

copilot security-and-compliance

details

Show paths  Dismiss alert ~

Copilot Autofix Al 3 mont

[ ]
The problem with the code is that it directly uses user input (in this case, req.query.nane ) in the response
without sanitizing it first. This can lead to a cross-site scripting (XSS) vulnerability ere an attacker can inject
malicious scripts into the web page, which are then executed by the browser.

To fix this issue, we need to sanitize the user input before using it in the response. One way to do this is by using

A I O S the escape-html library, which can escape any potentially harmful characters in the user input.
er obilot Autofix B
7 1.
1.Install the escape-html library.
n, E l a 2.Import the escape-html library in the index.js file
— 3.Use the escape function from the escape-html library to sanitize req.query.name before using it in the
1 2 E 7% a:F a PRI funcion
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app.get("/", async (req, res) = {
let greet = site.rep ("'s%_USER_NAME%%", req.qus

% Copilotd> & EME T A e ——

TINIIIRRAOHE —
R TOERICH1TDRADEB THRBILEEE

“escape-html": "~1
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@ This fix introduces these dependencies

P,

https://qithub.blog/changeloa/2024-08-14-copilot-autofix-for-code e
ql-code-scanning-alerts-is-now-generally-available/
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