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Abstract

Proxy Mobile IPv6 has been standardized as a network-based mobility management protocol in
the IETF. To optimize mobile node's handover performance, a context of the mobile node such asits
identifier, accounting, authentication and authorization states is expected to be transferred between
mobility entities. This paper proposes a simple context transfer mechanism named Context Reflector
for Proxy Mobile IPv6 (Context Reflector). Context Reflector carries any kinds of information of
mobile nodes. With Context Reflector, the service such as AAA (Authentication, Authorization, and
Accounting), ROHC (Robust Header Compression) and QoS (Quality of Service) can be quickly re-
established after handover of the mobile node. Therefore, the handover latency and the packet loss
during handover can be reduced. Comparisons of Context Reflector and other approaches make it
clear that Context Reflector is superior in terms of packet oss and handover latency during handover.

1 Introduction

Recently, ubiquitous Internet access becomes readlity by the progresses of wireless technologies. A mo-
bile node (MN) is capable of roaming to different wireless networks with movement transparency. To
provide movement transparency, Mobile IPv6 (MI1Pv6) has been standardized as RFC3775[1] in the In-
ternet Engineer Task Force (IETF) in 2004. Unfortunately, it is not deployed and available in the global
Internet. One of the reasons of limited deployment is that MI1Pv6 requires modifications to the MN for
mobility related signaling. Since the MN tends to equip only limited computational resources in a small
terminal, these modifications and processing overheads are not always acceptable.

Asasolution of this problem, a network-based mobility management protocol such as Proxy Mobile
IPv6 (PMIPVv6)[2] has been proposed. With PMIPV6, it is possible to support mobility for the MN
without any modifications to the MN. The mobility entities in the network track the movement of the
MN. They exchange all mobility related signaling and set up the required routing state for the MN. A
couple of paperg[3, 4] showed that PMIPv6 can reduce the handover latency in terms of the signaling
procedure in comparison with Maobile IPv6. In an actual operation, the information called the context
of the MN must be transferred from the current point of attachment to the next point of attachment in
addition to signaling procedure when a handover occurs. This procedure is called the context transfer.
However, PMIPv6 does not take into account context transfer.

This paper proposes a context transfer mechanism called Context Reflector for Proxy Mobile IPv6
(Context Reflector, in short) as for optimizing handover process of PMIPv6. In Context Reflector, the
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Figure 1: An example of network topology of PMIPv6

information (context) of the MN is transferred between the mobility entities in the network before the
MN changes its attachment point. By this context transfer capability, the mobility entities are capable of
controlling the data traffic of the MN to reduce packet |oss.

The remainder of this paper is organized as follows. Section2 describes an overview of PMIPv6 and
its problems in handover optimization. We propose a simple context transfer mechanism named Context
Reflector for Proxy Mobile IPv6 to improve handover performance in PMIPv6 in Section[3 We also
compare our proposed mechanism with other proposals in Sectionldl. |mplementation and evaluation of
Context Reflector for PMIPv6 are described in Section5. We make a conclusion in Section[6l

This paper is an extended version of a paper presented in “The 3rd International Workshop on Intel-
ligent, Mobile and Internet Services in Ubiquitous Computing (IMIS 2009)” 5].

2 Proxy MobilelPv6 and Problem Statement

2.1 Protocol Overview

Proxy Mabile IPv6 (PMIPv6) has been standardized as RFC5213 at the Network-based L ocalized Maobil-
ity Management (netlmm) Working Group in the IETF. The network where PMIPv6 is used for mobility
management of the MN is called a Proxy Mobile IPv6 domain (PMIPv6-Domain) and the MN is pro-
vided with transparent communication while it is moving in the PMIPv6-Domain. In PMIPv6, the MN
is assigned a Mobile Node's Home Network Prefix (MN-HNP) and configures a Mobile Node's Home
Address (MN-HoA) from this prefix. The MN will be able to use the MN-HOA as long as it isin the
PMIPv6-Domain. Additionally, the MN is identified by the Mobile Node Identifier (MN-ID) in the
PMIPv6-Domain.

Figure[d] shows an example of network topology of PMIPv6. The core functional entitiesin PMIPv6
are the Local Mobility Anchor (LMA) and the Mobile Access Gateway (MAG). The LMA is a router
that supports mobility for MNs. It allocates the MN-HNP to the MN and maintains the binding between
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Figure 2: Signaling sequence of PMIPv6 handover

the MN-HNP and the Proxy Care-of Address (Proxy-CoA). The Proxy-CoA isthe global address of the
MAG to which the MN attaches. This binding is stored in the Binding Cache Entry (BCE) in the LMA.
Additionaly, the LMA is the topological anchor point for the MN-HNP, so that all the data traffic for
the MN will be routed through the LMA. The MAG is an access router that manages mobility related
signaling for the MN that attaches to its access link and acts as the default router for the MN. The MAG
isresponsible for tracking the movement of the MN and for signaling to the LMA of the MN. Moreover,
abi-directional tunnel, which is asecure tunnel by I1Psec, is established between the LMA and the MAG,
and all data traffic for the MN will be routed through this tunnel.

Figure[2 shows the signaling sequence of the handover of the MN from the previous MAG (pMAG)
to the new MAG (NMAG). When the pMAG detects the detachment of the MN from the link, it sends
the de-registration Proxy Binding Update (PBU) message to the LMA in order to request deletion of the
BCE of the MN in the LMA. Upon receiving this request, the LMA stops forwarding of the data traffic of
the MN and waits for a certain period of time before it deletes the BCE of the MN. If the LMA receives
the PBU from the nMAG as areguest to update the BCE of the MN during a certain period of time, the
LMA does not delete it and updates the Proxy-CoA of the MN to the address of the nMAG. The LMA
starts forwarding of the data traffic of the MN to the nMAG. Finally, the LMA sends the Proxy Binding
Acknowledgement (PBA) message in reply to the PBU.

2.2 Problem Statement: Lack of Context Transfer Mechanism

When aMN attachesto aMAG, the MAG owns and manages plenty of states about the MN. The states of
the MN are called the context and they include protocol states of PMIPv6, Authentication, Authorization
and Accounting (AAA), Robust Header Compression (ROHC) and Quality of Service (Qo0S). These
states are always required for the MN to connect to a PMIPv6-Domain. The typical context of PMIPv6
includes the MN-ID and the MN-HNP stored in the policy profile of the MN and the Proxy-CoA. This
context is retrieved by the MAG before providing mobility service to the MN.

This context of the MN is dynamic and active, and is stored in the MAG only while the MN attaches
to the MAG. Whenever a MN changes the attached MAG, the nMAG re-generates such context for
the MN by re-running protocols such as AAA, ROHC and QoS from the beginning. For example, in
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Figure 3: Uplink data traffic flow of the MN in handover of PMIPv6

Figure[2, when the MN changes the attached MAG from the pMAG to the nMAG, the nMAG starts
sequences of AAA, ROHC and QoS if necessary. However, since the MN has been authenticated at
PMAG before handover, this re-authentication is a somehow redundant operation. It causes severe packet
loss and handover latency because the NMAG cannot send the PBU to the LMA before authentication
(i.e., creating required context for the MN). RFC3374[6] explains the details of the problem statement in
case without transferring the context of the MN for these services such as AAA, ROHC and QoS.

Without transferring the context of the MN, the MN might encounter tremendous packet loss. This
problem is summarized in [7]. The uplink traffic flow of the MN in handover of PMIPv6 is shown in
Figure[3 Thebold arrows in the figure mean the uplink data traffic of the MN. When the LMA receives
the de-registration PBU from the pMAG, it stops forwarding the uplink data traffic of the MN until it
acquires the new Proxy-CoA by receiving the PBU from the nMAG. The pMAG might still have delayed
the uplink data traffic of the MN after the detachment of the MN (Figurel3(a)). In Addition, since the
address configuration of the MN-HOA has already been accomplished, the MN can send the packets as
soon as it attaches to the nMAG. The uplink data traffic of the MN might be delivered from the nMAG
before the operation by exchanging the PBU and the PBA is completed (Figurel3(b)). Therefore, the
LMA cannot accept and route these uplink data traffic of the MN. Similarly, the LMA cannot accept and
route the downlink data traffic of the MN after receiving the de-registration PBU from the pMAG until it
receives the PBU from the nMAG. It is because that the LMA does not know the new Proxy-CoA, i.e.,
the destination to which the downlink traffic of the MN isforwarded. With transferring nMAG’s address
as the context of the MN, the LMA can acquire the new Proxy-CoA of the MN before the attachment of
the MN to the nMAG and control the data traffic of the MN to prevent packet loss.

When the LMA receives the PBU from the nMAG, it updates the Proxy-CoA of the MN to the IP
address of the nMAG. In PMIPv6, the LMA forwards only the uplink data traffic of which the source IP
address matches the registered Proxy-CoA on the BCE of the MN. Therefore, the LMA cannot accept
and route the delayed uplink data traffic of the MN sent from the pMAG after updating the Proxy-CoA
of the MN.
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3 Context Reflector for Proxy Mobile | Pv6

In the previous section, we described the importance of a context transfer mechanism, but a context
transfer mechanism is not specified between a pMAG and an nMAG in PMIPv6. Therefore, we propose
acontext transfer mechanism named Context Reflector for Proxy Mobile IPv6 (hereafter called “ Context
Reflector”).

3.1 Design Approach
3.1.1 Approach totransfer the context of the MN

There are two prominent types of approaches to transfer the context of the MN. The first approach isthat
the context of the MN istransferred from the pMAG to the nMAG directly. Each MAG does not maintain
any security association with other MAGs. Therefore, to transfer the context of the MN securely, each
MAG must establish new security associations between all the MAGs to which the MN can move and
attach. The overhead of trust establishments among al the MAGs is large and cannot be ignored. The
second approach is that the context of the MN is transferred from the pMAG to the NMAG viathe LMA.
So, it is sent from the pMAG to the LMA and forwarded from the LMA to the nMAG. Therefore, the
MAG needs only one security association to the LMA to transfer the context of the MN securely. Since
each MAG has a certain security association with the LMA for the PMIPv6 operation, this approach does
not need to establish a new security association. In addition, the LMA can aso acquire the context of the
MN before the MN attaches to the nMAG.

Figures[d and[5 show examples of network layer (layer 3) and physical layer (layer 1) topology in
PMIPv6. From the layer 3 topology viewpoint, the second approach (Figureld(b)) has a longer path to
send the context of the MN than thefirst approach (Figurdd(a)). However, if you see thelayer 1 topology,
it is not common to have a direct connection between the two MAGs. It is burden for operators to install
the direct line among MAGs and maintain them. A MAG might be required to have direct path to plenty
of neighboring MAGs. Even if the context of the MN is directly sent between the two MAGs from the
layer 3 viewpoint, it is sent via a network core (where the LMA often locates). Consequently, we adopt
the second approach, i.e., transferring the context of the MN viathe LMA, as the method to transfer the
context of the MN.
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3.1.2 Flow Management

To reduce packet loss during handover, the mobility entities in the network should control the data traffic
of the MN. There are two prominent types of approaches of flow management. The first approach is
that the pMAG and the nMAG control the data traffic of the MN. The pMAG and the nMAG know
each other’'s |P address and forward the data traffic of the MN. Figureld shows the delivery path of the
data traffic of the MN in this approach. As shown in this figure, the data traffic of the MN is delivered
from/to the LMA and to/from the nMAG viathe pMAG. Normally, it is delivered from/to the LMA and
to/from the NnMAG directly in PMIPv6. In this approach, sinceit is delivered viathe pMAG, its delivery
path is redundant. Additionally, to exchange the data traffic of the MN between the two MAGs, they
need to establish a bi-directiona tunnel and perform tunneling processing such as encapsulation and
decapsulation of the packets for the MN. Consequently, this approach has disadvantages in terms of the
accrual of packet loss and jitter by the redundant path and tunneling processing. The second approach
is that the LMA controls the data traffic of the MN. The LMA knows the IP address of the pMAG or
the nMAG during the handover of the MN and forwards the data traffic of the MN to the appropriate
MAG for reduction of packet loss. In this approach, the data traffic of the MN is routed through the
bi-directiona tunnel between the LMA and the MAG, so that the delivery path is optimal. Consequently,
we adopt the second approach, i.e., flow management by the LMA, as the method to control the data

41



Context Reflector for PMIPv6 Kiriyama, Wakikawa, Xia, and Teraoka

MIN pN[IAG nMAG LMA
MN Detached MN Detached Event
De-registration Proxy Binding Update (1
|
Proxy Binding Acknowledgement @)

Context Reflection 3)

| MN’s context hold |

|
Only Uplink Data Traffic > ()
< DamTammc,_>|®)

MN Attached MN Attached Event
from MN/Network
Proxy Binding Update )

Proxy Binding Acknowledgement ()

Binding Revocation 6)

[ MN’s context expire | ©)
|

Figure 7: Signaling sequence of Context Reflector

traffic of the MN.

3.2 Overview of Context Reflector for Proxy Maobile I Pv6

Since Context Reflector can carry any kinds of the context of the MN including the policy profile, the
binding states, etc., it can optimize the handover sequence. It can be used as another fast handover
mechanism for PMIPv6, too.

In Context Reflector, the LMA classifies the BCEs into the Proxy Binding Cache Entries (Proxy
BCEs) and the Context Cache Entries (CCEs). The Proxy BCE is the BCE defined in PMIPv6 and
contains the IP address of the MAG to which the MN currently attaches. The CCE is the BCE that
is short lived with a lifetime and contains the context of the MN. The CCE in the LMA contains both
PMAG's address and nMAG's address as the Proxy-CoA of the MN.

3.3 Signaling Operation

Figure [7 shows the signaling sequence of Context Reflector. Since certain security associations are
already established between the LMA and the pMAG/NMAG for PMIPv6 operation, all the messages in
Context Reflector are securely exchanged without establishment of a new security association.

As soon as the pMAG detects detachment of the MN, it sends the de-registration PBU to the LMA
(Figure[7(1)). In the PBU, the pMAG sets the context flag and stores the context of the MN. The LMA
verifies the message and removes the Proxy BCE for the MN. In addition, it creates a new CCE for the
MN. The CCE lives until the LMA receives the PBU from the nMAG of the MN. Then the LMA sends
the PBA to the pMAG in reply to the PBU (Figure[/(2)). After the LMA receives the de-registration
PBU from the pMAG, it reflects the received context of the MN to the nMAG (Figurel#(3)). The LMA
acquires the IP address of the nMAG from the context notified by the pMAG. This context transfer is
done with anew message named the Context Reflection (CR). When the nMAG receives the CR, it stores
the context of the MN and waits for the arrival of the MN. When the MN attaches to the nMAG, the
NMAG sends the PBU (Figure[7(4)). The PBU overwrites the CCE with the new Proxy BCE in the
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LMA. Then the LMA sends the PBA to the nMAG in reply to the PBU (Figure[/(5)). After processing
the binding registration, the LMA sends the binding revocation message to the pMAG so that the pMAG
can erase the context cache of the MN (FigurelZ(6)). Since the context cache is managed with alifetime,
this revocation message is optional.

3.4 Flow Management

In Context Reflector, the LMA controls the datatraffic of the MN to reduce packet lossfor the MN during
handover. As described in Section[2.2, the uplink data traffic of the MN, which is sent from the pMAG
after the MN detaches from it, cannot be accepted by the LMA. However, in Context Reflector, the LMA
still keeps the IP address of the pMAG as the Proxy-CoA of the MN in the CCE &fter receiving the
de-registration PBU from the pMAG. The LMA can accept and route the delayed uplink data traffic of
the MN delivered from the pMAG (Figure[7(a)). In addition, in Context Reflector, the LMA has aready
acquired the 1P address of the nMAG and registered it as the Proxy-CoA of the MN before receiving the
PBU sent by the nMAG. The LMA can accept the uplink data traffic of the MN sent before the operation
by exchanging the PBU and the PBA is completed (Figure[Z(b)). On the other hand, for the downlink
data traffic of the MN, the LMA can either buffer the packets or send the packets to the nMAG (Figure
[4(b)). When buffering the packets, the LMA sends them to the nMAG as soon as it receives the PBU
from the nMAG. Since the pMAG noatifies the IP address of the nMAG as the context of the MN to the
LMA, the LMA can déliver the packets to the nMAG before the MN attaches to the nMAG. After the
attachment of the MN and binding registration by the nMAG, all uplink/downlink datatraffic of the MN
is delivered through the nMAG (FigurefZ(c)).

3.5 Message Formats
3.5.1 Context Reflection M essage

We introduce the Context Reflection (CR) message, which is sent from the LMA to the nMAG to transfer
the MN’s context in secure unicast, e.g., in unicast with IPsec. Figure8 shows the format of the Context

Data option in the Mobility header. The Lifetime field contains the lifetime of the context of the MN.
When the lifetime expires, the MN’s context isremoved even if the handover isin progress. The Sequence
Number field contains the sequence number copied from that in the PBU message that transfersthe MN'’s
context.

3.5.2 Context Data Option

We introduce the Context Data option to store the MN’s context in the De-Registration PBU message or
the CR message. More than one Context Data options may be contained in a message. Figured shows
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the format of the Context Data option. The Type field is the option type and the Length field is the length
of the option. The Feature Profile Type (FTP) field is the type of the data contained in the Data field.

3.6 nMAG discovery

Fast Handovers for Mobile IPv6 (FMIPv6)[8] is standardized for optimizing handover process of Mabile
IPv6. When the MN discovers one or more new available access routers and predicts its handover,
it sends the message to indicate its handover to the router to which the MN attaches currently. This
message includes an |P address of the new access router to which the MN attaches after the handover.
The router to which the MN attaches currently can acquire the IP address of the new access router by
receiving the message from the MN. Therefore, FMIPv6 requires modifications to the MN for new access
router discovery and detection of handover. However, modification to the MN is one of the reasons that
the mobility protocols are not deployed. Since PMIPV6 is proposed as a solution of this problem, the
MN should not be modified in the extension protocol to PMIPv6. Consequently, in Context Reflector,
the pMAG predicts the handover of the MN and discover the nMAG instead of the MN, and it is assumed
that the pMAG can acquire the | P address of the NMAG in some way.

4 Related Work and Comparison

This section compares in detail Context Reflector with other extension protocols to PMIPv6; Fast Han-
dovers for PMIPv6E[9] and A Fast Handover Scheme in Proxy Mobile IPv6[10].

4.1 Fast Handoversfor PMIPv6

In Fast Handovers for PMIPv6 (hereafter called “FPMIPv6”), the context of the MN such as the MN-
ID and the MN-HNP is sent from the pMAG to the nMAG directly. Therefore, a bi-directional tunnel
between thetwo MAGsis established and all datatraffic of the MN isdelivered through this bi-directional
tunnel.

Figure[1Q shows the handover procedure in FPMIPv6. The MN detects that a handover isimminent
and reports the information of the MN such as the MN-ID and the IP address of the nMAG. Then, the
access network to which the MN currently attaches signals HO Initiate to the pMAG that indicates the
handover of the MN (Figure[10(1)). When the pMAG detects the handover of the MN, the Handover Ini-
tiate (HI) message and the Handover Acknowledge (HAck) message are exchanged between the pMAG
and the nMAG in order to transfer the context of the MN and establish a new bi-directiona tunnel be-
tween them (Figure[10(2)). Then, the MN moves and switches its attachment point from the pMAG to
the nMAG (Figure[10(3), (4)). After the MN attaches to the nMAG, the two MAGs may exchange the
HI and the HAck to complete the packet forwarding (FigurelI((5)). Finaly, the PBU and the PBA are
exchanged between the nMAG and the LMA to update the binding of the MN inthe LMA (Figurd10(6)).

44



Context Reflector for PMIPv6 Kiriyama, Wakikawa, Xia, and Teraoka

Local Mobility Anchor

6.PBU and PBA

Bi-directional
Tunnel

2. HI and HAck

Previous

Mobile Access Gateway 4 Mobile Accegs Gateway

5.HI and HAck

1. report and :

HO Initiate . 4 attach to the nMAG

3. movement

—> -

Figure 10: Handover procedure in FPMIPv6

Mobile Node k‘ 7

After establishment of the bi-directional tunnel, the data traffic of the MN isforwarded by the pMAG
and the nMAG. The downlink data traffic of the MN is forwarded from the pMAG to the nMAG and the
NMAG buffers them until the attachment of the MN. The nMAG starts forwarding the buffered downlink
data traffic of the MN as soon as the MN attaches to it. Similarly, the uplink data traffic of the MN is
forwarded from the nMAG to the pMAG through the bi-directional tunnel. Therefore, al data traffic
of the MN is delivered from/to the LMA to/from the nMAG via the pMAG. After the operation by
exchanging the PBU and the PBA, the data traffic of the MN from/to the LMA to/from the NnMAG
directly because the LMA updates the Proxy-CoA of the MN to the IP address of the nMAG.

4.2 A Fast Handover Schemein Proxy Mobile | Pv6

A Fast Handover Scheme in Proxy Mobile IPv6 (hereafter called “Fast Handover Scheme”) uses bi-
directional tunnels between the LMA and the pMAG/nMAG. Before the MN attaches to the nMAG, the
LMA can acquire the IP address of the nMAG and updates the Proxy-CoA of the MN in the BCE.

Figure [11] shows the handover procedure for Fast Handover Scheme. At the beginning, the link-
specific pre-handover procedure happens and the access network to which the MN currently attaches
signals HO Initiate to the pMAG that indicates the handover of the MN (Figurél1(1)). When the pMAG
detects the handover of the MN, it sends the Fast PBU that includes the MN-ID and the IP address of the
NMAG, and the LMA returns the Fast PBA (Figure[11(2)). Subsequently, the LMA sends the Reverse
PBU including the context of the MN such asthe MN-1D and the MN-HNPto the nMAG. By the Reverse
PBU, the nMAG can acquire the context of the MN before the MN attaches to the nNMAG. The nMAG
returns the Reverse PBA to the LMA and waits for the arrival of the MN (Figurell1(3)). Then, the LMA
updates the Proxy-CoA of the MN to the IP address of the nMAG acquired from the Fast PBU, so that
delivery of al data traffic of the MN starts viathe nMAG. Additionally, the downlink data traffic of the
MN is buffered in the nMAG until the MN attaches to the nMAG.
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Table 1: Comparison of the three extension protocols to PMIPv6

Context FPMIPv6 Fast Handover
Reflector Scheme
Security association LMA-pMAG/ PMAG-NMAG LMA-pMAG/
nMAG nNMAG
Entity performing LMA PMAG and LMA and
flow management LMA nMAG nMAG
Candidate traffic of uplink and uplink and downlink
flow management downlink downlink
Delivery path of optimal redundant optimal
the data traffic of
the MN during handover
Optimizing handover packet loss and packet loss and packet loss
process handover latency | handover latency
Entity requiring LMA, pMAG PMAG and nNMAG | LMA, pMAG
the extension and nMAG and nMAG

4.3 Comparison

Table[1l shows the comparison of three extension protocols to PMIPv6.

4.3.1 Security Association

A security association is used for transferring the context of the MN securely. In Context Reflector and
Fast Handover Scheme, the existing security association between the LMA and the pMAG/nMAG isused
because the context of the MN is transferred from the pMAG to the nMAG via the LMA (the second
approach described in Sectionl3.1.1). Therefore, it isnot required to establish a new security association.
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However, in FPMIPVv6, since the context of the MN istransferred from the pMAG to the nMAG directly
(the first approach described in Section3.1.1), each MAG must establish new security associations to the
other MAGs and the overhead of establishment of the new security associations occurs.

4.3.2 Flow Management

In these protocols, the data traffic of the MN is controlled by some mobility entities in the network in
order to reduce packet loss during handover. In Context Reflector, only the LMA controls the data traffic
of the MN. Since the LMA keeps both pMAG's address and nMAG'’s address in the CCE in the LMA,
it can accept the uplink datatraffic of the MN from both the pMAG and the nMAG. Therefore, packet
loss of the uplink data traffic of the MN during handover can be prevented. Since the LMA can acquire
the IP address of the nMAG before the MN attaches to the nMAG, the downlink data traffic of the MN is
forwarded to the nMAG or buffered by the LMA. Therefore, packet loss of the downlink data traffic of
the MN does not occur, too. In Fast Handover Scheme, the LMA and the nMAG control the data traffic
of the MN. After the LMA receives the Fast PBU including the MN-ID and the IP address of the nMAG
from the pMAG, it forwards the downlink data traffic of the MN to the nMAG and the nMAG buffers
it. Therefore, packet loss of the downlink data traffic of the MN does not occur. The LMA updates the
Proxy-CoA of the MN to the address of the nMAG upon receiving the Fast PBU. Then it cannot accept
the delayed uplink datatraffic of the MN delivered from the pMAG because the source IP address does
not match the registered Proxy-CoA on the BCE of the MN. Therefore, packet loss of the uplink data
traffic of the MN occurs. In Context Reflector and Fast Handover Scheme, since the LMA controls the
data traffic of the MN (the second approach described in Section[3.1.2), the delivery path of the data
traffic of the MN is optimal. On the other hand, the data traffic of the MN is controlled by the pMAG
and the nNMAG in FPMIPv6 (the first approach described in Section[3.1.2). Since the LMA keepsthe IP
address of the pMAG as the Proxy-CoA of the MN during handover and all uplink data traffic of the MN
is sent from the pMAG to the LMA, packet loss of the uplink data traffic of the MN does not occur. In
addition, packet loss of the downlink data traffic of the MN also does not occur because the downlink
traffic of the MN isforwarded from the pMAG to the nMAG and buffered by the nMAG. However, since
the delivery path of the data traffic of the MN is redundant and tunneling processing must be needed,
FPMIPv6 hasthe large overhead of processing flow management. Consequently, in these three protocols,
Context Reflector is the only protocol that can prevent packet loss of the uplink/downlink data traffic of
the MN and forward the data traffic of the MN by the optimal path.

In Context Reflector, only the LMA controls the data traffic of the MN. If the number of MNs
doing handover becomes large, the LMA may become the bottleneck. There can be multiple LMAsin a
PMIPv6-Domain. Therefore, this problem can be solved by distributing the process of the handover of
the MN multiple LMAs.

4.3.3 Optimizing handover process

The context of the MN, that is treated in Fast Handover Scheme, contains only the policy profile and
the Proxy-CoA of the MN. However, Context Reflector and FPMIPv6 propose transfer of the context of
the MN such as states of AAA, ROHC, QoS, etc. These protocols are able to reduce handover latency
because the services, such as AAA, ROHC and QoS, are able to be re-established quickly after handover.
Consequently, Context Reflector and FPM I Pv6 can reduce not only packet loss but also handover latency.

4.3.4 Entity requiring the extension

In FPMIPV6, it is not necessary to extend the LMA. It is because this protocol transfers the context of the
MN and forwards the data traffic of the MN between the two MAGs directly not viathe LMA. However,
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Figure 12: Diagram of context transfer for PM1Pv6 implementation

in Context Reflector and Fast Handover Scheme, it is necessary to extend the LMA, the pMAG and the
NMAG. Therefore, these two protocols have more modification cost than FPMIPv6.

5 Implementation and Evaluation

5.1 Implementation of Context Reflector for PM1Pv6

Wefirst implemented PMI1Pv6 on NetBSD 4.99.52 by modifying the SHISA/KAME stack|[11,[12], which
is an open source of MIPv6 on BSD Unix systems, and then extended this implementaiton to support
the context reflection. Figure[12 shows the diagram of our implementation. We added two daemon
programs to the SHISA/KAME stack: Imad on the LMA and magd on the MAG. The Imad maintains
the MN’s information and executes signaling with the MAG. The Imad opens the Routing Socket to
change the routing to the MN by modifying the routing table in the kernel space. The magd maintains
the MN’s information and executes the signaling with the LMA. We modified a daemon rtadvd, which
periodicaly sends the Router Advertisement message. We also added the movement detection module,
the buffering module and the buffering table in the kernel space. The Mobility Socket (MIPSOCK), which
was introduced in the KAME/SHISA stack, was used for the communication among the movement
detection module, Imad, and magd.

5.2 Processing Time at Handover and the Packet L oss Period

We measured the processing time at handover in PMIPv6 and Context Reflectior for PMIPv6 in our test
network. Our test network consists of a LMA, two MAGs, a MN, a CN, and a router. The router is
supposed as the Internet. The LMA and the CN are connected to the router. IEEE802.11g is used for
the wireless link between the MN and the MAGs. On the MAGs, dummynet isinstalled so asto vary the
delay between the MAGs and the LMA.

48



Context Reflector for PMIPv6 Kiriyama, Wakikawa, Xia, and Teraoka

pMAG nMAG LMA
(a)| MN Detachment Event |
249.8 psec

o ! $ De-Registration pgy

5 ) —  Q

g

§ 542.6 psec

S PBA |

S Ole—] ()

-
c
Ke]
g ) | MN Attachment Event |
©
2 276.7 sec:I
8 . (@
= PBU
@ (]
x
Q
]
Q| 1597.8 usec

PBA
0]
0
803.1 usec
(k) Add Route

Figure 13: Handover processing timein PMIPv6

Figure[13 shows the processing time at a handover in PMIPv6. We used the free-run counter of the
CPU. The value of the free-run counter isincremented by 1 every CPU clock. Each value in the figureis
the average of measured valuesin 20 times. Asshown in the figure, we assume that the L2 handover time
((@~(f)) is longer than the period from the time when the pMAG detects the MN'’s detachment event
to the time when the pMAG receives the PBA ((a)~(€)) because the L2 handover time usually requires
more than 10 ms. The time required for a handover in PMIPv6 is the period between (a) and (k). In
this period, packets are dropped. As aresult, the time required for a handover and the period in which
packets are dropped in PMIPv6 can be expressed as follows:

L2_handover_time + ((e) ~ (f)) + ((g) ~ (h)) + ((I) ~ (])) + RTTamag—_LmA =
L2_handover_time+ 2767(,LLSGC) + 5978(,LLSGC) + 8031(‘USGC) + RT Timac-_LmMA =
L2_handover_time+ RT Tamac—LMA + 1677.6(”%@

Figure[14] shows the processing time at a handover in Context Reflectior for PMIPV6 in case that the
size of the context is 64 bytes. Each value in the figure is the average of measured values in 20 times.
We assume that the L2 handover time ((a)~(g)) islonger than the period from the time when the pMAG
detects the MN'’s detachment event to the time when the nMAG receives and stores the MN’s context
((&~(f)). In Context Reflectior for PMIPv6, the period in which packets are dropped is equal to the L2
handover time.

6 Conclusion

This paper proposed a simple context transfer mechanism named Context Reflectior for Proxy Mabile
IPv6 and compared it with other extension protocols to PMIPv6.
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Figure 14: Handover processing time in Context Reflectior for PMIPv6

In Context Reflection, by transferring the context of the MN, handover latency can be reduced.
Additionally, by holding both pMAG’s address and nMAG’s address as the Proxy-CoA of the MN in the
CCE and controlling the data traffic of the MN by the LMA, packet loss of the data traffic of the MN can
be prevented. Processing overhead is small because of use of the existing security association and the
optimal delivery path of the data traffic of the MN.

Consequently, we can make a conclusion that Context Reflectior for Proxy Mobile IPv6 is a useful
protocol for optimizing handover process of PMIPv6.
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