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Windows Driver Foundation




Current Windows Driver Models

Deavice/Driver Classaes

Display Adapters

Currarnt Mocle]

Video port

Storage Adapters (SCSI & ATA)

Scsiport, Storport, ATAport,

Network Adapters

NDIS

Video Capture

AvStream

Audio Adapters

AVStream, PortCls

File System filters

FS Mini filter

Printers

UniDrv

Scanners,Cameras

WIA

PCI, PC Card, generic filter drivers

WDM

Modems, Cable Modem

WDM & NDIS WDM

Biometric Devices

WDM

Smart Card Devices

WDM

Keyboard/Mouse Filters

WDM

Legacy Devices (Serial, Parallel)

WDM

Portable Media Players

WMDM

UPNnP & Network Connected Devices,

Cell Phones

No support

USB, 1394, Bluetooth, SD devices

Microsoft
WDM (kernel), no support (user) MH'E

Others

WDM
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Windows Driver Eoundation-

Driver Model

Frameworks
and WDKK

—

-~ “~

Uersmmng
WD F Tracing and

_/ Static Analysis
h‘._..f*’ Tools

Driver I &
Installation J
Tools




T WDF

Windows Driver Foundation (WDE) ZWDMIY]

AR AT

e ffJKernel Mode and User Mode driver frameworks —
KMDF and UMDF

® CRE2N 2 X B e BEE A A i el
e Hx T HA (Driver kit)
e KT EH4E (Test tools)
e 222 H (Installation tools)




Windows Driver Foundation

* WDF Eﬁm@wm@m Static
o 2 R B el

1 WDF@&% Verifier
o M ( Model )

® Z /N HEZE (frameworks)

®  Kernel Mode Framework e
® User Mode Framework

Verification Tools
® Static Driver Verifier
® PREfast for Drivers

Kernel
Mode
Framework

User Mode
Framework




Windows Driver Foundation: 122

o MBI IR (F SRR ) Bz
e FAISIRE :

® (Object model, object hierarchies, state machines
® Does not refer to DDIs, data structures etc.

EE MEZEZER (framework) B BN AN Sz B 38/ as i il 1]

_ L N

e.g., User mode framework will not implement support
for Interrupts

PR NN IR (N5 WDM)

¢ |ntelligent defaulting

TRV AN R 4 i 1 5 S8 (C, C++)
JUVFE A s A 0 by LR S R4S

fii | UMDF (user mode driver framework) i filszhFaRe e
B hEd)
~ 2006+




Kernel Mode Driver Framework
o DJEi#iFE A “Windows Driver Framework”
 ERZ DA S WDFR 2

 {EHWDM 2 11 ZE 7 XA A

- SZHFWindows 2000 5 B 5 i fleAs
FEFX1%  (Object based)

'C i L

S07;

PNP and Power
WMI

DMA

Requests and Queue
O targets
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User Mode Driver Framework

e JEH PSS WDFRE Y
e HF.

® PnP/PM, Asynchronous I/O, layering

N SLFF

® |nterrupts, DMA, access to hardware registers, client
address space etc.

SLILTE -

& C++

A Windows 1/O 1574

& Naming, security, discovery APIs remain the same
R R 1] Win32 APIs

S5 1E9 5 s 51 A IWindows 2 St v (i 5D
LA IKBIASRENL T A IX B e |

fEVistafIXP 32 £, (2007)@Longhorn%ﬂWimd@whsE@OB

&S
~ 2006+




WDF 1% 4% > £r

D

Modem, CD ROM devices,
Keyboard, Mouse

SCSI — StorPort

Display cards

Ethernet devices

DSL/Cable Modems

Video Capture devices (\Webcams)

Anti-virus filters

Digital cameras/portable media
players/cell phones/PDAs etc

Printers

Scanners

. Longhorn (Vista)




Z 13 Mr: PCIDRV. e/

Metric WM Cornments

Line Count Explicit registration of
granular event callbacks
add to the line count

LOC devoted to Almost 6000 lines of
PnP/PM code is eliminated

Locks This is the most
important stat. This
explains the complexity

State variables This explains that there
devoted to are fewer paths in the
PnP/PM driver and thus less
testing and complexity

o  ARHIFERREN Intel ELOOB NIC M. 5 2 S —AS\WDIMAR Y 1 9 = 2K 5.
Microsoft’

hE
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Kernel Mode/User Mode 2zt e

e {14 FKMDF

® DMA, Interrupt, requires use of hon paged pool, strict timing requirements
® Access to hardware

fI~4 ik UMDF

® Software drivers, drivers that just need PNP and IO support
® Devices on protocol bus (USB-based “Hello Kitty device”)

K MIDE UMDF
PnP/PM
Async I/O
Filter support
Recovery from failure
Languages
Interrupts, DMA etc
Driver Installation
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Static Analysis and Verification of Drivers

® preFast
& SDV

Driver Verifier

® RQittp://Mmww. micresoft.com/whdc/Deviienls/tools/vistave
ffier. mspx.

® Design Preview Agreement required

Driver Test Manager
e \WCI 270/271 — Vista I ACPC/HE =il 4= 5K 3 ik &

Windows Vistafgiiz il ctewhal@microsoft.com

hEd
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The WDK _
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Dekelbpment Teart Releas i

2006+




WDK SRS FNYE A7

5 2 I 515 B
Bt R 5] AL
—ufi Y]

® DDK, IFS and HCT docs integrated
Into one doc set

& Samples are searchable

® Search multiple external
documentation such as MSDN
online and
Codezone communities



Windows Vista gz 5=

o FFAIEIKBNAE  re  CE, JZEAN
SL R
e AT E:
PREfast for drivers
Static Driver Verifier (SDV)
DIFx tools
Windoews Driver Framework
Windows Driver Test Framework




LR AL (Versioning)

| —2&= L U4 13 Windows 2000
D5 A [FIWindows i 2s [ 35 2
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Windows Driver Foundation

® TEALIRBIHIIT %
® Replaces complex boilerplate
with frameworks

¢ Plug and play and power
management abstracted
via frameworks

Simplifies creating secure and
stable drivers

K]




Windows Driver Foundation

1H L UMDEF 1] P55 77 BK 5 72
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AT

T {20 E%Eﬁ%ﬂiﬁiﬁf% i
WX SR i A AT RE

® Reduce development time

Create more stable and
secure drivers

Reduce test time

ldentify critical Issues pre-release

A FEEWDK [ T E

® PREfast for Drivers
. Static Driver Verifier (SDV)

/1 Driver Test Manager (DTM)
1 5 S T A




Driver Verifier

BRI R 22 1) e s 4
¢ |RP Dispatch
Inconsistent MDL structures

User-mode addresses and
other malformed structures

Synch objects in pageable memory.
TR

Enable/disable Verifier
without rebooting

More flexible Low Resource
Simulation behavior




Driver Test Manager

o L H FWindows g i)
SR RIREY S

® X —*FﬁﬁE’JWlndwosTﬁﬁﬁ 1€
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Driver Test Manager

el L R W
¢ Parallel execution

¢ Automated scheduling and
execution of tests

¢ |ntegrated OS deployment tools
= SR ALI
Use additional Microsoft QA tests

Mix and match Logo, Microsoft QA
and your tests to create a custom
test pass

Automate tasks such as building
drivers, running static analysis and
deploying Windows




Driver Test Manager

%L@%%%F%ﬁ%
?:[ /r/v
Create tests
Schedule tests

Deploy operating systems
to clients

® Review results

Eﬁ@mmﬁ%f

® Easily export tests for use in
other labs

Export multiple results and logs to
a single CAB

View exported results in a light-
weight viewer




Driver Test Framework

T RS I AE S5 1)

DTEXJ - 9K )35 2 [F]WD F X
%ﬂ?ﬁ I

T A T A

Enable test developers to focus
on device specifics

Wirite better tests In less time

Create tests that work across
multiple devices and
device classes




Driver Test Framework
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Winqual 2= %
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B 25 5 B v A
® Automated selection of tests based on
device capabillities

® | ogo Wizard walks you through
the process

® Status indicator keeps you up to date
S WIS SR 9258

¢ Automated errata and contingency. filtering
eliminates uncertainty and
Improves efficiency

® Packaging specifically for the simplified
Wingual reduces manual processing time
® Programmatic collection of data eliminates

common errors and ensure a
successful submission
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Authenticode 2544 1 H 4k fi

FHAEWDK 2

* Create your own certificates
Create your own catalogs

/ '
Sign your ewn driver catalogs, AAes

# DM {5 1F
¢ Reguired to stop install popup
HWKMCS 51T
¢ Required to load in Vista x64




05 552 %% (DIFX) -

® (AL ISR E
2 AR B 2 2
Add on to your app installer to
iInstall drivers

DIFx 1. E A2 TWDK%sE e




Header Versioning

® \Windows Vista Build

Environment Refactoring

http://dewnload. microsoft.com/download/fl0/5/i05a42ce-575h-4c60-
82d6-208d3754h2d6/WDK BE-Refactoring.ppt

Header Versioning white paper
http://Mmww. microsoft.com/whdc/driver/\AWDK/headers.mspx




Windows Driver Foundation

Windows Driver Foundation Beta
http://www. microsoft.com/whdc/driver/wdf/beta. mspx

Previous conference content

¢ \Windows Driver Foundation introduction

http://dewnload. microsoit.com/download/fi0/5/i05a42ce-5751-
4¢60-82d6-208d3754h2d6/\WDK_BE-Refactoerng.ppt

How to port a WDM driver to WDFE

http://dewnload. microsoit.com/download/l0/5/i05ad2ce-575h-
4¢60:-82d6-208d3754h2d6/\WWDK _BE-Refactorng.ppt

How to develop a KMDF driver

hittp://dewnload. microsoit.com/download/fl0/5/i05a42ce-575h-
4¢60-82d6-208d3754h2d6/\WDK_BE-Refactoring. ppt

Micresoft
hE
- 2006 +HE




DTM Resources

¢ \WDK Docs via DTM Studio
® Support:

China:
CTCWHOL @ microsoft.com

US:
DITMSUPP@microsoft.com




Signing Tools

White paper titled “Digital Signatures for Kernel

Modules on x64-based Systems Running Windows
Vista”

http://www. microsoft.com/whdc/system/platiorm/64bit/kmsianing.mspx

64 bit and kernel mode
http://Mmww. microsoit.com/whdc/driver/kernel/640it chklist.nspx

Windows Vista Logo requirements
http://wWww. microsoft.com/whdc/winlege/hwreguireiments. mspx




Wingual Integration

® Draft Logo program requirements
http://www.microsoft.com/whdc/driver/wdf/beta.mspx
¢ \Windows Hardware and

Driver Central newsletter
htte://Mww. microsoft.com/whdc/newsredq.nmspx




Driver Install (DIEX) Tools

Driver Install info on the web
http://www. microsoft.com/whdc/driver/install/default.mspx

Driver Install Frameworks tools download
http://Mmww. microsoft.com/whdc/driver/install/DIEXxtls. mspx




Web Resources

® \Windows Driver and Hardware Central
http://www.microsoft.com/whdc/default. mspx

¢ WDK Page hitp://www. microsoft.com/whdc/driver/wdk/default. mspx

® “Introduction to the Windows Driver Foundation: Kernel
Mode Driver Foundation” Peter Viscarola (A ‘how te” book

for writing Windows Vista drivers) by OSR Press.
September 2005 http://Www. osiEeem/Wdibook. atm
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