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Abstract. We introduce a new primitive in information-theoretic cryptography, namely zero-communication
reductions (ZCR), with different levels of security. We relate ZCR to several other important primitives,
and obtain new results on upper and lower bounds.

In particular, we obtain new upper bounds for PSM, CDS and OT complexity of functions, which are
exponential in the information complexity of the functions. These upper bounds complement the results
of Beimel et al. [BIKK14] which broke the circuit-complexity barrier for “high complexity” functions;
our results break the barrier of input size for “low complexity” functions.

We also show that lower bounds on secure ZCR can be used to establish lower bounds for OT-complexity.
We recover the known (linear) lower bounds on OT-complexity [BM04] via this new route. We also
formulate the lower bound problem for secure zZCR in purely linear-algebraic terms, by defining the
invertible rank of a matrix.

We present an Invertible Rank Conjecture, proving which will establish super-linear lower bounds
for OT-complexity (and if accompanied by an explicit construction, will provide explicit functions with
super-linear circuit lower bounds).

1 Introduction

Modern cryptography has developed a remarkable suite of information-theoretic primitives, like secret-sharing
and its many variants, secure multi-party computation (MPC) in a variety of information-theoretic settings,
(multi-server) private information retrieval (PIR), randomness extractors, randomized encoding, private
simultaneous messages (PSM) protocols, conditional disclosure of secrets (CDS), and non-malleable codes,
to name a few. Even computationally secure primitives are often built using these powerful tools. Further, a
rich web of connections tie these primitives together.

Even as these primitives are often simple to define, and even as a large body of literature has investigated
them over the years, many open questions remain. For instance, the efficiency of secret-sharing, communi-
cation complexity in MPC, PIR, and CDS, characterization of functions that admit MPC (without honest
majority or setups) all pose major open problems. Interestingly, recent progress in some of these questions
have arisen from surprising new connections across primitives (e.g., MPC from PIR [BIKK14]|, CDS from
PIR [LVW17], and secret-sharing from CDS [LVW18,AA18]).

In this work, we introduce a novel information-theoretic primitive called Zero-Communication Reductions
(zCcr) that fits right into this toolkit, and provides a bridge to information theoretic tools which were so
far not brought to bear on cryptographic applications. The goal of a ZCR scheme is to let two parties
compute a function on their joint inputs, without communicating with each other! Instead, in a ZCR from
a function f to a predicate @, each party locally produces an output candidate along with an input to the
predicate. The correctness requirement is that when the predicate outputs 1 (“accepts”), then the output
candidates produced by the two parties should be correct; when the predicate outputs 0, correctness is
not guaranteed. The non-triviality requirement places a (typically exponentially small) lower bound on the
acceptance probability. We also define a natural security notion for ZCR, resulting in a primitive that is
challenging to realize, and requires predicates with cryptographic structure.

Thanks to its minimalistic nature, ZCR emerges as a fundamental primitive. In this work we develop a
theory that connects it with other fundamental cryptographic and information-theoretic notions. We highlight
two classes of important applications of ZCR to central questions in information-theoretic cryptography —
one for upper bounds and one for lower bounds. On the former front, we derive new upper bounds for



communication in PSM and CDS protocols and for “OT-complexity” of a function — i.e., the number of OTs
needed by an information-theoretically secure 2-Party Computation (2PC) protocol for the function — in
terms of (internal) information complexity, a fundamental complexity measure of a 2-party function closely
related to its communication complexity. On the other hand, we present a new potential route for strong
lower bounds for OT-complexity, via Secure ZCR (SzCR), which has a much simpler combinatorial and linear
algebraic structure compared to 2PC protocols.

Barriers: Avoiding and Confronting. One of the key questions that motivates our work is that of lower
bounds for “cryptographic complexity” of 2-party functions — i.e., the number of accesses to oblivious transfer
(or any other finite complete functionality) needed to securely evaluate the function (say, against honest-
but-curious adversaries). Proving such lower bounds would imply lower bounds on representations that can
be used to construct protocols. Specifically, small circuits and efficient private information retrieval (PIR)
schemes imply low cryptographic complexity. As such, establishing strong lower bounds for cryptographic
complexity will entail showing breakthrough results on circuit complexity and also on PIR lower bounds
(which in turn has implications to Locally Decodable Codes).

Nevertheless, there is room to pursue cryptographic complexity lower bound questions without necessarily
breaking these barriers. Firstly, there are existential questions of cryptographic complexity lower bounds that
remain open, while the corresponding questions for circuit lower bounds are easy and pose no barrier by
themselves. Secondly, when perfect correctness is required, the cryptographic lower bound questions are
interesting and remain open for randomized functions with very fine-grained probability values. In these
cases, since the input (or index) must be long enough to encode the random choice, the corresponding circuit
lower bounds and PIR lower bounds are already implied.

Finally, cryptographic complexity provides a non-traditional route — though still difficult — to attack
these barriers. In fact, this work could be seen as providing a step along this path. We formulate SzZCR lower
bounds as a linear algebraic question of lower bounding what we call the invertible rank, which in turn
implies cryptographic complexity and hence circuit complexity and PIR lower bounds. We conjecture that
there exist matrices (representing the truth table of functions) that have a high invertible rank. Attacking
the circuit complexity lower bound question translates to finding such matrices explicitly.

1.1 Our Results
We summarize our main contributions, and elaborate on them below.

— New Primitives. We define zero-communication reductions with different levels of security (ZCR, WZCR,
and SzCR). We kick-start a theory of zero-communication reductions with several basic feasibility and
efficiency results.

— New Upper Bounds via Information Complexity. Building on results of [BW16,KLL"15] which
related information complexity of functions to communication complexity and “partition” complexity,
we obtain constructions of ZCR whose complexity is upper bounded by the information complexity of
the function. This in turn lets us obtain new upper bounds for statistically secure PSM, CDS, and OT
complexity, which are exponential in the information complexity of the functions. As a concrete illustration
of our upper bounds based on information complexity, for the “bursting noise function” of Ganor, Kol and
Raz [GKR15], we obtain an exponential improvement over all existing constructions.

— A New Route to Lower Bounds. We show that an upper bound on OT-complexity of a function f
implies an upper bound on the complexity of a SZCR from f to a predicate corresponding to OT. Hence
lower bounding the latter would provide a potential route to lower bounding OT-complexity.

— We motivate the feasibility of this new route in a couple of ways:

e We recover the known (linear) lower bounds on OT-complexity [BMO04] via this new route by providing
lower bounds on SZCR complexity.

e We formulate the lower bound problem for SZCR in purely linear-algebraic terms, by defining the in-
vertible rank of a matrix. We present our Invertible Rank Conjecture, proving which will establish
super-linear lower bounds for OT-complexity (and if accompanied by an explicit construction, will
provide explicit functions with super-linear circuit lower bounds).



Defining zZCR and SzZCR. Our first contribution is definitional. The zero-communication model that we
introduce is a powerful framework that, on the one hand, is convenient to analyze and, on the other hand,
has close connections to a range of cryptographic primitives. Our definition builds on a line of work that
used zero-communication protocols for studying communication and information complexity, in classical and
quantum settings (see, e.g., [KLL"15] and references therein), but we extend the model significantly to enable
the cryptographic connections we seek. In Section 3, we define three variants — ZCR, WZCR, and SZCR— with
three levels of security (none, weak, and standard or strong). All these reductions relate a function f to a
predicate &, and, optionally, a correlation 1\, with the primary complexity measure being “non-triviality”
or “acceptance probability” of the reduction: A p-ZCR (or u-WZCR, or u-SZCR) needs to accept the outputs
produced by the non-communicating parties with probability at least 27#, and may abort otherwise.

(In)Feasibility Results. We follow up on the definitions with several basic positive and negative results
about SZCR, presented in Section 4. In particular, we show that every function f has a non-trivial SZCR to
some predicate ¢ (using no correlation); also every function f has a SzZCR to the AND predicate, using
some correlation 1 ;. Complementing these results, we show that for many natural choices of the predicate
(AND, OR, or XOR), there are functions f which do not have a SZCR to the predicate, if no correlation is
used. In fact, we completely characterize all functions that have a SZCR to these predicates.

On the other hand, there are predicates which are complete in the sense that any function f has a SZCR to
it (possibly using a common random string). In a dual manner, a correlation { can be considered complete
if any function f can be reduced to a constant-sized predicate like AND using . Our results (discussed
below) show that the predicate ®gupp(oT+)~ Which checks if its inputs are in the support of one or more
instances of the oblivious transfer (OT) correlation — is a complete predicate (Theorem 3) and OT is a
complete correlation (Theorem 12). These results rely on OT being complete for secure 2-party computation
and having a “regularity” structure.

We also consider reducing randomized functionalities without inputs to randomized predicates; in this
case, we characterize the optimal non-triviality achievable (Theorem 9).

Upper Bounds. Our upper bounds for CDS, PSM and 2PC for a function f are obtained by first con-
structing a ZCR (or WzCR) from f to a simple predicate. We offer two sets of results — perfectly secure
constructions with complexity exponential in the communication complexity of f, and statistically secure
constructions with complexity exponential in the information complexity.

The first set of results presented in Section 6.1, may be informally stated as follows.

Theorem 1 (Informal). For a deterministic function f : X x Y — {0,1}, with communication complexity
£, there exist perfectly secure protocols for CDS, PSM and 2PC using OTs, all with communication complexity
O(2%). Further, the 2PC protocol uses O(2°) invocations of OT.

They follow from a sequence of connections illustrated below:

Communication Deterministic CDS, PSM
— |Tiling| — —
WZCR and 2PC

complexity

Here tiling refers to partitioning the function’s domain X X ) into monochromatic rectangles — i.e., sets
X’ x V' on which the function’s value remains constant.

We significantly improve on these results (while sacrificing perfect security) in our second set of construc-
tions presented in Section 6.2. They follow the outline below.

Information Relaxed CDS, PSM

complexity - partition T WECRL 7] and 2PC

Note that now, instead of a tiling of f, we only require a (relaxed) partition of f [JK10,KLL*15], which
allows overlapping monochromatic rectangles with fractional weights. The connection between information
complexity and relaxed partition is a non-trivial result of Kerenidis et al. [KLL"15], that builds on [BW16].
We then construct a WzcCRr from a relaxed partition, and finally show how a WzCR (in fact, a ZCR) can be
turned into a CDS, PSM or 2PC protocol. This leads us to the following theorem, stated in terms of the
information complexity of f, IC.(f), and statistical PSM, CDS and 2PC.



Theorem 2 (Informal). Let f: X x Y — {0,1} be a deterministic function. For any constant € > 0, the
communication complezity of e-PSM of f, communication complexity of e-CDS for predicate f, and OT and

communication complexity of e-secure 2PC of f are upperbounded by 920(ICc/s(H)

This result is all the more interesting because it is known that information complexity can be exponentially
smaller than communication complexity. In particular, Ganor, Kol and Raz described an explicit (partial)
function in [GKR15], called the “bursting noise function,” which on inputs of size n, have a communication
complexity lower bound of £2(loglogn) and an information complexity upper bound of O(logloglogn). Note
that the existing general 2PC techniques do not achieve sub-linear OT-complexity. Theorem 1 would allow
O(logn) OT-complexity, whereas Theorem 2 brings it down to O(loglogn).

Our results can be seen as complementing [BIKK14] which offered improvements over the circuit size for
“very high complexity” functions. We offer the best known protocols, improving over the input size, and even
the communication complexity, for “very low complexity” functions.

Constructions of sZcr and Connection to Lower Bounds. We show that for a function f with OT-
complexity m, there is a p-SZCR from f to the constant-depth predicate §g,pp07+) (which checks if its inputs
are in the support of oblivious transfer (OT) correlations), where y is roughly m:

Theorem 3 (Informal). If a deterministic functionality f with domain {0,1}™ x {0,1}" and has OT-
complezity m, then there exists an (m + O(n))-SZCR from f to ®gpporm+1), possibly using a common
random string.

This result is proved more generally in Theorem 11, where it is also shown that the common random
string can be avoided for a natural class of functions f (which are “common-information-free”). The results
also extend to a “dual version” where the reduction is to a simple AND predicate, but uses a correlation that
provides m copies of OT (Theorem 12).

A consequence of Theorem 3 is that it can recover the best known lower bound for OT-complexity in
terms of one-way communication complexity [BM04]. We show

One-way communication Predicate-domain )
OT-complexity

complexity — complexity of SZCR

where the first bound is shown using a simple support based argument (Lemma 3), and the second one
follows from the upper bound on the domain size of the predicate g pnorry in Theorem 3. This is formally
stated and proved as Corollary 2.

Invertible Rank. Theorem 3 provides a new potential route for lower bounding OT-complexity of f, by
lower bounding i or k in a p-SZCR from f t0 @gpp07+)- In turn, this problem can be formulated as a purely
linear-algebraic question of what we term “invertible rank” (Section 5.1). Compared to previous paths for
lower bounding OT-complexity [BM04,PP14], this new route is not known to be capped at linear bounds,
and could even be seen as a stepping stone towards a fresh line of attack on circuit complexity lower bounds
(as they are implied by OT-complexity lower bounds).

Invertible rank characterizes the best complexity — in terms of non-triviality and predicate-domain com-
plexity — achievable by a SZCR from f to ¢+ (conjunction of one or more instances of ¢). Specifically, for a
matrix My encoding a function f and a matrix Py encoding a predicate, we have:

Theorem 4 (Informal). If a function f has a perfect u-SzZCR to GF then the invertible rank of My w.r.t.
Py, is at most p + k.

This characterization, combined with Theorem 3 implies that if a deterministic n-bit input functionality
f has OT-complexity m, then its invertible rank w.r.t. Pot is O(m + n). Hence, a super-linear lower bound
on invertible rank w.r.t. Pot would imply super-linear OT-complexity, and consequently, super-linear circuit
complexity for f. We conjecture the existence of function families f with super-linear invertible rank, and
leave it as an important open problem to resolve it.



1.2 Related Work

As mentioned above, zero-communication protocols have been used to study communication and information
complexity, in classical and quantum settings. The model can be traced back to the work of Gisin and
Gisin [GG99], who proposed it as a local-hidden variable model (i.e., no quantum effects) that could explain
apparent violation of the Bell inequality, when there is a significant probability of abort (i.e., missed detection)
built into the system. More recently, Kerenidis et al. [KLL"15], using a compression lemma by Braverman
and Weinstein [BW16], presented a zero-communication protocol with non-abort probability of at least
2-0U%) given a protocol for computing f with information complexity IC.

OT-complexity was explicitly introduced as a fundamental measure of complexity of a function f by
Beimel and Malkin [BM04], who also presented a lower bound for f’s OT-complexity in terms of the one-way
communication complexity of f. In [PP14] an information-theoretic measure called tension was developed,
and was shown to imply lower bounds for OT-complexity, among other things. Unfortunately, both these
techniques can yield lower bounds on OT-complexity that are at most the length of the inputs. On the
other hand, the best known feasibility result for OT-complexity, achieved via connections to PIR, by Beimel
et al. [BIKK14], is sub-exponential (a.k.a. weakly exponential) in the input length. Closing this gap, even
existentially, is an open problem.

In the PSM model, all functions are computable [FKN94] and efficient protocols are known when the
function has small non-deterministic branching programs [FKN94,IK97|. Upper bounds on communication
complexity were studied by Beimel et al. [BIKK14]. See [AHMS18| and references therein for lower bounds. In
CDS, protocols have been constructed with communication complexity linear in the formula size [GIKMO00].
Efficient protocols were later developed for branching programs [KN97] and arithmetic span programs [AR17].
Liu et al. [LVW17] obtained an upper bound of 20(VF1°8k) for arbitrary predicates with domain {0,1}* x
{0,1}*. Applebaum et al. [AA18] showed that amortized complexity over very long secrets can be brought
down to a constant.

1.3 Technical Overview

We discuss some of the technical aspects of a few of our contributions mentioned above.

A New Model of Secure Computation. zZCR and its secure variants present a fundamentally new cryp-
tographic primitive, highlighting aspects of secure computation common to many seemingly disparate notions
like PSM, CDS and secure 2PC using correlated randomness.

Recall that in a ZCR from a function f to a predicate ¢, each party locally produces an output candidate
along with an input to the predicate. The output candidates produced by the two parties should be correct
when the predicate outputs 1. Instances of zero-communication models have appeared in the communication
complexity literature (see [KLL115]), but they typically prescribed a specific predicate as part of the model
(e.g., the equality predicate). By allowing an arbitrary predicate rather than one that is fixed as part of the
model, we view our protocols as reductions from 2-party functionalities to predicates. This generalization is
key to obtaining the various connections we develop.

Secondly, we add security requirements to the model. One may expect that a zero-communication protocol
is naturally secure, as neither party receives any information about the other party’s input or output. While
that is the case for honest parties, we shall allow the adversary to learn the outcome of the predicate as well.
This is the “right” definition, in that it allows interpreting a zero-communication protocol as a standard secure
computation protocol when the predicate is implemented by a trusted party, who announces its result to the
two parties. The secure version of ZCR — called SZCR — admits stronger lower bounds (and even impossibility
results), as discussed below.

We further generalize the notion of zero-communication reduction to allow the two parties access to a
correlation 1, rather than just common randomness as in the original models in the literature.

In Figure 1, we illustrate a zero communication reduction from a functionality f = (fa, f5) to a predicate
¢, using a correlation .




The reduction is specified as a pair of randomized al- x ¥ Yy
gorithms (2, B) executed by two parties, Alice and Bob.
Alice, given input z and her part of the correlation R,
samples (A,U) < A(x, R), where A is her proposed out- R S
put for the functionality f, and U is her input to ¢. Simi- I
larly, Bob computes (B, V') < B(y, S). The non-triviality
guarantee is that ¢ (U, V) = 1 with a positive probabil- U 174
ity 27#, and correctness guarantee is that conditioned on
¢ (U, V) = 1, the outputs of Alice and Bob are (almost

always) correct. A ¢ B
The security definitions we attach to Wzcr and I
SZCR could be seen as based on the standard simula- D

tion paradigm. However, when defining statistical (rather
than perfect) security in the case of SZCR, a novel aspect
emerges for us. Note that a u-SZCR needs to accept an
execution with probability only 27#, which can be neg-
ligible. As such, allowing a negligible statistical error in
security would allow one to have no security guarantees
at all whenever the execution is not aborting, and would render SzZCR no different from wzcRr. The “right”
security definition of SZCR with statistical security is to require security to hold conditioned on acceptance
(as well as over all).

Fig. 1. The random variables involved in a zZCR.

PSM, CDS, and 2PC from zCR. Due to its minimalistic nature, a ZCR can be used as a reduction in
the context of PSM, CDS, and 2PC. At a high-level, a ZCR from f to a predicated ¢ could be thought of
as involving a “trusted party” which implements ¢. Since the reduction itself involves no communication, it
can easily be turned into a PSM, CDS or 2PC scheme for the function f, if we can “securely implement”
a trusted party for ¢ in the respective model. One complication however, is that a ZCR can abort with
a high probability. This is handled by repeating the execution several times (inversely proportional to the
acceptance probability), and using the answer produced in an execution that is accepted.

While it may appear at first that ZCR with a security guarantee will be needed here, we can avoid it. This
is done by designing the secure component (PSM, CDS, or 2PC) to not implement the predicate ¢ directly,
but to implement a selector function as described below. Recall that in an execution of the ZCR protocol,
Alice and Bob will generate candidate outputs (a, b) as well as inputs (u, v) for ¢. The parties will now carry
out this protocol n times in parallel, to generate (a;,b;) and (u;,v;), for ¢ = 1 to n. The selector function
accepts all (a;, b;, u;,v;) as inputs and outputs a pair (a;, b;) such that ¢d(u;,v;) = 1, without revealing i
itself (we choose n sufficiently large as to guarantee that there will be at least one such instance, except with
negligible probability; if multiple such 7 exist, then, say, the largest index is selected).

The overall communication complexity of the resulting protocol is exactly determined by the PSM, CDS,
or 2PC protocol for the selector function (as the zCR itself adds no communication overhead). By instantiating
our results for the predicate ¢panp, the selector function has a small formula complexity, and hence efficient
PSM, CDS, and 2PC protocols.

zZcR and Information Complexity. WzCR and the notion of relaxed partition [JK10,KLL"15] are inti-
mately connected to each other. A relaxed partition of a 2-input function f could be seen as a tiling of the
function table with fractionally weighted tiles such that each cell in the table is covered by (almost) 1 unit
worth of tiles, (almost) all of them having the same color (i.e., output value) as the cell itself. The goal of
a partition is to use as few tiles as possible — or more precisely, to minimize the total weight of all the tiles
used. In Lemma 5, we show that a relaxed partition can be turned into a WZCR of f to the predicate danp,
with acceptance probability roughly equal to the reciprocal of the total weights of the tile. (In fact, if no
error were to be allowed, a WzZCR with maximum acceptance probability exactly corresponds to a partition
with minimum total weight.) A result of [KLLT15] can then be used to relate this acceptance probability to
the information complexity of f.




Thus, via ZCR, we can upper bound PSM, CDS, and OT-complexity of functions by a quantity exponential
in their information complexity. While this upper bound is rather loose in the worst case, in general, it appears
incomparable to all other known upper bounds.

SzCR from 2PC. Any boolean function f has a SZCR to a predicate ¢ ¢ with acceptance probability of at
least 1/4 (Theorem 5). However, the computational complexity (measured in size or depth) of ¢ is as much
as that of f. An important question is whether — and how well can — a function be reduced to a universal,
constant-depth predicate.

We show that if the predicate is ¢anp, and no correlations are used (except possibly common random-
ness), then only simple functions have a SZCR to the predicate. (Simple functions are those that are not
complete [MPR13].)

On the other hand, there is a universal constant-depth predicate @gypno1+), Which simply checks if its
inputs are in the support of several copies of oblivious transfer correlations, such that every function f has a
SZCR to it. In fact, we show that f has a u-SZCR (i.e., a SZCR with acceptance probability 27#) to @gypp01+)
where p is at most the OT complexity of f. (Corollary 1). (In this result, OT can be replaced by a general
class of correlations, called “regular correlations.”)

The idea is to transform a 2-party protocol TI°T that (against passive corruption) perfectly securely
realizes f using OT correlations, into a SZCR from f to @gppo7+)- The transformation relies on the fact that
any protocol admits transcript factorization: i.e., the probability of a transcript g occurring in an execution
of TIOT, given inputs (z,y) and OT correlation (u,v) to the two parties respectively, can be written as

PI’]‘[OT((]‘(E,ZLU,’U) = p(w,u, Q) ' O'(y,U, q)»

for some functions p and ¢. This could be exploited by the parties to non-interactively sample an instance of
the protocol execution, and derive their outputs from it. One issue here is that since the parties have access to
OTs, the product structure on the transcript distribution applies only conditioned on their respective views
from the OT. Thus, it is in fact the views in the OT, v and v that the two parties sample locally, conditioned
on their own inputs and a transcript ¢ that is determined by a common random string.3 Doupp(oT+) 1s used
to check if the two views of the OT correlations sampled thus are compatible with each other.

Several technical complications arise in the above plan. In particular, ensuring that the abort event
does not reveal any information beyond the input and output to each party, requires a careful choice of
probabilities with which each party selects its view of the OT correlations; also, each party unilaterally
forces an abort with some probability (implemented using a couple of extra OTs included in the input to
®gupp(oT+))- For simplicity, here we summarize the scheme for a common-information-free function f. In
this case, there will be no common random string. We fix an arbitrary transcript ¢* (which has a non-zero
probability of occurring), and define

b " b ]
pli=max} pleug), ol i=max} o(yv.q). (1)
u v

Recall that a SZCR is given by a pair of algorithms (2,8) which, respectively, take x and y as inputs,
and output (U, A) and (V, B) (Figure 1). We define these algorithms below. In addition to the quantities
mentioned above, we also refer to the algorithms TT9" and TT%" which are the output computation algorithms
of the protocol TT.

2(z): For each u € U, let (U, A) = (u, 19" (2, u, ¢*)) with probability %, and (L, 1) with remaining
probability (if any).
B(y): For each u e U, let (V, B) = (v,1%"*(y, v, ¢*)) with probability %, and (L, L) with remaining

probability (if any).

Note that for  which maximizes the expression defining pf, 2(x) does not set (u,a) = (L, L), but in
general, this costs the SZCR in terms of non-triviality. This sacrifice in acceptance probability is needed for

3 For secure protocols for common-information-free functions, a transcript can be fixed, avoiding the need for a
common random string.




Alice to even out the acceptance probability across her different inputs, so that Bob’s view combined with
the acceptance event, does not reveal information about z (beyond f(z,y)). Nevertheless, we can show that
the probability of acceptance is lower bounded by 2~ (™*") where m is the number of OTs (so u, v are each
2m-bit strings) and the combined input of f is n bits long.

The construction is somewhat more delicate when f admits common-information. This means that there
is some common information that Alice and Bob could agree on if they are given (z, fa(z,y)) and (y, f5(x,y))
respectively. For such functions, the SZCR construction above is modified so that a candidate value for the
common information is given as a common random string; it is arranged that the execution is rejected by the
predicate if the common information in the common random string is not correct. Also, in this case, we can
no more choose an arbitrary transcript (even after fixing the common information); instead we argue that
there is a “good” transcript for each value of common information, that would let us still obtain a similar
non-triviality guarantee as in the case of common-information-free f.

We give an analogous result for SZCR to panp, but using OT correlations. Here, each party locally checks
if their input is consistent with a given transcript (determined by common randomness) and their share of
OT correlations. Here also, for the sake of security, even if it is consistent, the party aborts with a carefully
calibrated probability.

In both the above transformations from a secure 2PC protocol TT for f to a SZCR, an important consider-
ation is the probability of not aborting. To establish our connection with OT-complexity, we need a ;-SZCR
where p is directly related to the number of OTs used in TT, and not the length of the transcripts. One element
in establishing such a SzZCR is an analysis of the given 2PC protocol when it is run with correlations drawn
using a wrong distribution. We refer the reader to Theorem 11 and its proof for further details.

Invertible Rank. The conditions of a SZCR (from a possibly randomized function to a possible randomized
predicate) without correlations can be captured purely in linear algebraic terms, leading to the definition of
a new linear-algebraic complexity measure for functions.

The correctness condition for u-szCr of f to ¢ has the form ATPB = 27#M, where M and P are
matrices that encode the function f and the predicate ¢ in a natural way. If P were to be replaced with the
identity matrix, and g by 0, the smallest possible size of P would correspond to the rank of M. In defining
invertible rank with respect to a finite matrix Py, we let P = P®* and ask for the smallest k possible,
for a given p (thus the invertible rank is analogous to log-rank). Also, A, B are required to satisfy natural
stochasticity properties so that they correspond to valid probabilistic actions.

In addition to the correctness guarantees, we also incorporate the security guarantees of SZCR into our
complexity measure. This takes the form of the existence of simulators, which are again captured using linear
transformations. The “invertibility” in the term invertible rank refers to the existence of such simulators.

We remark that linear-algebraic complexity measures have been prevalent in studying the computational
or communication complexity of functions — matrix rigidity [Val77], sign rank [PS86], the “rank measure”
of Razborov [Raz90|, approximate rank [ALSV13] and probabilistic rank [AW17] have all led to important
advances in our understanding of functions. In particular, Razborov’s rank measure was instrumental in
establishing exponential lower bounds for linear secret-sharing schemes [RPRC16,PR17|. Invertible rank
provides a new linear-algebraic complexity measure that is closely related to secure two-party computation,
via our results on SZCR; this is in contrast with the prior measures which were motivated by computational
complexity, (insecure) two-party communication complexity, or secret-sharing (which does not address the
issues of secure two-party computation),

Organization of the Rest of the Paper

We summarize some notation and relevant background information in Section 2. We present the formal
definitions of ZCR, WZCR and SZCR in Section 3. The basic feasibility results in our model are presented in
Section 4. The connections with lower bounds are given in Section 5, and the upper bounds on CDS, PSM
and 2PC are given in Section 6. Several proof details are given in in the appendix.



2 Preliminaries

Probability Notation. The probability assigned by a distribution D (or a probabilistic process D) to a
value z is denoted as Prp(z), or simply Pr(z), when the distribution is understood. We write = < D to
denote sampling a value according to the distribution D. Given two distributions Dy, Dy, we write | Dy — Ds|
to denote the statistical difference (a.k.a. total variation distance) between the two.

For a random variable X, we write p (X) to denote the probability distribution associated with it. We
write p (X|Y =y) (or simply p (X|y), letting the lower case y signify that it is the value of the random
variable Y), to denote the distribution of a random variable X, conditioned on the value y for a random
variable Y that is jointly distributed with X.

Functionalities. We denote a 2-party functionality as f : X x ) — A x B, to indicate that the functionality
accepts an input « € X from Alice and y € Y from Bob, computes (a,b) = f(z,y), and sends a to Alice and b
to Bob. We allow f to be a randomized function too, in which case f(z,y) stands for a probability distribution
over Ax B, for each (z,y) € X xY; for readability, we write Pry(a, b|z, y) instead of Pry(, . (a, b) to denote the
probability of f(x,y) outputting (a,b). We write f = (fa, fB), where fa : X xY > Aand fg: A xY =B
are such that (making the randomness £ used by f explicit), f(z,y;€) = (fa(x,y; &), fa(z,y;£)). If fpisa
constant function, we identify f with f4 and refer to it as a one-sided functionality. Similarly, if f4 = 5,
then we may use f to refer to either of these functions; in this case, we refer to f as a symmetric functionality.

Correlations. A correlation P over a domain R x § is the same as a 2-party randomized functionality
P {Ll} x{L} - R xS (ie., a functionality with no inputs). supp(¥) = {(r,s)|Pry(r,s) > 0} is the
support of P. We say that a correlation is regular if (1) V(r,s) € supp(), Pry,(r,s) = \suTl(ﬂ))l’ (2) Vr e R,
Y oscs Pry(r,s) = ﬁ, and (3) Vs €S, > g Pry(r,s) = ﬁ Common examples of regular correlations are
those corresponding to Oblivious Transfer (OT) and Oblivious Linear Function Evaluation (OLE), and their
n-fold repetitions. Another regular correlation of interest is the common randomness correlation RS, in
which (r, s) € supp(PpR®) if only if r = s.

We denote t independent copies of a correlation P by P?. It will be convenient to denote Pp* for an
unspecified ¢ by PpT.

Predicates. We shall also refer to predicates of the form ¢ : U x V — {0,1}. Again, as in the case
of functionalities above, a predicate could be randomized. Given a correlation 1\ over U x V, we define
the predicate Mgupp(yp) 50 that Geuppy)(u,v) = 1 iff (u,v) € supp(P). The predicate Pgupp=(y) is defined
identically, except that we allow the domain of Mgpp«(y) to be (U U{L}) x (VU {L}) where L is a symbol
not in U U V.

It will also be convenient to define supp(Pp™) := (J;=, supp(P?).

Evaluation Graph Gy. For a functionality f, it is useful to define a bipartite graph Gy [MPR13].

Definition 1. For a randomized functionality f : X x Y — A x B, the weighted graph Gy is defined as the
bipartite graph on vertices (X x A)U (Y x B) with weight on edge ((z,a), (y,b)) = Pr¢(a,blz,y).

Note that for deterministic f, the graph Gy is unweighted (all edges have weight 1 or 0). If f is a
correlation, with no inputs, the nodes in the graph Gy can be identified with AU B.

Definition 2. In an evaluation graph Gy, a connected component is a set of edges that form a connected
component in the unweighted graph consisting only of edges in Gy with positive weight. A function f is said
to be common-information-free if all the edges in Gy belong to the same connected component.

For each connected component C' in Gy, we define Xo C X as the set {z|3Jy,a,bs.t. ((z,a),(y,b)) € C};
Yo C Y is defined analogously. Also, we define C|y, v, := {(z,y)[3(a,b) s.t. ((z,a),(y,b)) € C}.

For a correlation 1, we will denote by |, the restriction of { to the connected component C. That is,
Pry)..(a,b) oc Pry(a,b) for (a,b) € C and 0 otherwise.

A simple functionality [MPR12,MPR13] is one whose graph G consists of connected components that
are all product graphs. For deterministic functionalities, it can be defined as follows:



Definition 3. A deterministic functionality f = (fa, fg) with domain X x Y is a simple functionality if
there exist no x,x’ € X and y,y € Y such that fa(x,y) = fa(z,y") and fp(z,y) = fp(z',y) but either
fal@' y) # fa(@'y') or fe(z,y') # fB(2,y).

Simple functionalities satisfy the following (see [MPR12]).

Lemma 1. If (fa, fB) is a simple deterministic functionality, then there exists a partition X x Y into k
rectangles (A; X B;)iciy) for some number k such that the following properties are satisfied.

1. For each i € [k], for any © € A;, whenever y,y' € B;, fa(z,y) = fa(z,y’). Similarly, for each y € B;
whenever x,x’ € A;, fp(z,y) = f(2,y).

2. For distinct i,j € [k], if A;NA; #0 (in this case B; and Bj are disjoint), if x € A;NA; andy € B; and
y' € Bj then fa(xz,y) # fa(z,y).

3. For distinct i,j € [k], if BN B; # 0, ify € B;NB; and x € A; and «’ € A;j then fp(x,y) # fr(2,y).

Secure Protocols and OT Complexity. A standard (interactive) 2-party protocol using a correlation 1,
denoted as TT¥, consists of a pair of computationally unbounded randomized parties Alice and Bob. We write
(r,8,q,a,b) < TT¥(x,7) to denote the outcome of an execution of TT¥ on inputs (z,y), as follows: Sample
(r,s) < P, and give r to Alice and s to Bob. Then they exchange messages to (probabilistically) generate
a transcript ¢. Finally, Alice samples a based on her view (z,r,q) and outputs it; similarly, Bob outputs b
based on (y, s, q).

We are interested in passive secure protocols for computing a 2-party function f : X x) — A X B, possibly
with a statistical error. For formal definition of secure 2-party computation protocols that use correlations,
see Definition 12, in Appendix A.

It is well-known that there are correlations — like randomized oblivious transfer (OT) correlation — that
can be used to perfectly securely compute any function f using its circuit representation (see [Gol04]) or
sometimes more efficiently using its truth table [BIKK14]. The OT-complexity of a functionality f is the
smallest number of independent instances of OT-correlations needed by a perfectly secure 2-party protocol
that securely realizes f against passive adversaries.

Transcript Factorization. An important and well-known property (e.g., [CK91]) of a protocol TT¥ is
that the probability of generating the transcript, as a function of (x,y,r, s), can be factorized into separate
functions of (x,r) and (y, s). More formally, there exist transcript factorization functions p : X XRxQ — [0,1]
and 0 : )Y xS x Q — [0,1], such that

Pr]'["’ (‘J|95711/77"7 S) = p(x,r, q) 'U(y,s,q). (2)

To see this, note that a transcript ¢ = (my,...,my) is generated by TT¥ (x, ), given (r,s) from P, if Alice
produces the message my given (z,7), and then Bob produces ms given (y, s) as well as mq, and so forth.
That is,

Prﬂ‘l’ (mla cee 7mN|1'7 Y, 5) = Pr(m1|x, T) ! Pr(mQ‘y7 S, ml) : Pr(m3|:1:, r,my, m2) T
We get (2) by collecting the products of odd factors and of even factors separately as p(z,r,my,...,mp)
and o(y,s,m1,...,my).

We remark that the only property regarding the nature of a protocol we shall need in our results is the
transcript factorization property. As such, our results stated for protocols in Theorem 11 and Theorem 12
are applicable more broadly to “pseudo protocols” which are distributions over transcripts satisfying (2),
without necessarily being realizable using protocols [PP16].

The following claim about protocols (which holds for pseudo protocols as well) would be useful in our
proofs. The proof for the same is provided in Appendix A.1.

Claim 1. Let TT¥ be a perfectly secure protocol for computing a deterministic functionality f. For any two
edges ((x1,a1), (y1,b1)) and ((x2,a2), (y2,b2)) in the same connected component of Gy, for all transcripts
q € Q, it holds that Priw (q|z1,y1,a1,b1) = Priw (q|22, y2, az, ba).

10



Private Simultaneous Messages The private simultaneous messages (PSM) model was introduced by
Feige, Kilian and Noar [FKN94] as a minimal non-interactive model for secure computation. Alice (resp.
Bob) holding input = (resp. y) computes m 4 (resp. mp) using their input and a random string available to
Alice and Bob, but not to Carol. Given m 4, mp, Carol should be able to recover f(x,y) without learning
any additional information about (x,y). The communication complexity of a PSM protocol is the sum of
the lengths of message m4 and mp in the worst case. PSM complexity of a f is the smallest communication
complexity of a PSM protocol for f.

We consider a statistically secure version. An e-secure PSM protocol (represented as e-PSM) guarantees
that for every input (z,y), Carol recovers f(x,y) with at least 1 —e probability and that whenever f evaluates
to the same value for two different inputs, Carol’s view for these inputs are at most € far in statistical distance.
When € = 0, we recover the definition of a perfectly secure PSM, which we simply denote by PSM instead
of 0-PSM. For a formal definition of e-secure PSM, see Definition 13 in Appendix A.

Conditional Disclosure of Secrets Conditional disclosure of secrets (CDS) [GIKMO00] may be thought
of as special case of PSM. In this model, Alice and Bob hold inputs = and y, respectively, to a predicate ¢
and additionally, both possess a secret bit s € {0,1}. A random string is available to both of them, but not
to Carol. Alice and Bob compute m 4 and mpg, respectively, using their respective inputs, the secret s and
the random string. Given m 4, mp and x,y, Carol should be able to recover s only if d(z,y) = 1, otherwise,
no information about s may be inferred. The worst case sum of the lengths of the messages m 4 and mp of
a CDS protocol is called its communication complexity. The smallest communication complexity of a CDS
protocol for ¢ is called its CDS complexity.

We consider a statistically secure version of this setting. An e-secure CDS protocol (represented as e-CDS)
guarantees that for every (z,y) that satisfies ¢, Carol recovers s with at least 1 — e probability and that
whenever the predicate is not satisfied, Carol’s view for two distinct values of the secret are at most € far
in statistical distance. Setting ¢ = 0, we recover perfectly secure CDS; we denote this by CDS instead of
0-CDS. For a formal description of e-secure CDS, see Definition 14 in Appendix A.

3 Defining Zero-Communication Secure Reductions

We refer the reader to Figure 1, which illustrates the random variables involved in a zero communication
reduction from a functionality f = (fa, fB) to a predicate ¢, using a correlation . The reduction is specified
as a pair of randomized algorithms (2, B) executed by two parties, Alice and Bob. Alice, given input x and
her part of the correlation R, samples (A, U) < A(z, R), where A is her proposed output for the functionality
f, and U is her input to ¢. Similarly, Bob computes (B, V') < B(y, S). The non-triviality guarantee is that
& (U, V) =1 with a positive probability 27#, and correctness guarantee is that conditioned on ¢(U, V) =1,
the outputs of Alice and Bob are almost always correct.

We shall define three notions of such a reduction (ZCR, WZCR and SzZCR) depending on the level of security
implied (no security, weak security and standard security).
Notation: Below, p (R) denotes the distribution of a random variable R, Pr(r, s) stands for Pr(R = 1,5 = s),
where R, S are random variables, and Pry (a|3) denotes the probability that a probabilistic process 2 outputs
a on input 8. |D; — D3| denotes the statistical difference between two distributions Dy, Do. (Further notes
on notation are given in Section 2.)

Definition 4. Let f : X xY - Ax B and & : U x V — {0,1} be randomized functions, and let P be
a distribution over R x S. For any p,e > 0, a (u,€)-zero-communication reduction (ZCR) from f to the
predicate ¢ using P is a pair of probabilistic algorithms A : X X R U X A and B : Y xS — V x B such
that the following holds.

Define jointly distributed random variables (R, S,U,V, A, B, D), conditioned on each (z,y) € X X}, as

PI’(T, S, U, v, a, ba d|1’7y) = Prd)(r: 8) ' Prm(ua Cl|1’,7") : Pr% (U7 b‘ya S) : PrdJ (d‘uﬂj)

— Non-Triviality: V(z,y) € X x Y, Pr(D = 1|z,y) > 27+
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— Correctness: ¥(x,y) € X x Y, |p (4, B)|z,y,D =1) — f(z,y)| <e.

In other words, in a ZCR, Alice and Bob compute “candidate outputs” a and b, as well as two messages
u and v, respectively, such that correctness (i.e., f(x,y) = (a,b)) is required only when ¢ “accepts”’ (u,v).
We allow Alice and Bob to coordinate their actions using the output of 1. We also allow a small error
probability of €. To be non-trivial, we require a lower bound 27# on the probability of ¢ accepting. Note
that as p increases from 0 to oo, the non-triviality constraint gets relaxed.

Next, we add a weak security condition to ZCR as follows: Consider an “eavesdropper” who gets to
observe whether the predicate ¢ accepts or not. We require that this reveals (almost) no information about
the inputs (x,y) to the eavesdropper. Technically, we require the probability of accepting to remain within
a multiplicative factor of (1 — €)*! as the inputs are changed.

Definition 5. For any p > 0, € > 0, a (u,€)-ZCR (A,B) from [ to ¢ using P is a (u,€)-weakly secure
zero-communication reduction (WzCRr) if the following condition holds.

— Weak Security: ¥(x,y), (z',y') € X x Y,
Pr(D = 1llz,y) > (1 - €)Pr(D = 1|2, y/),
where D is the random variable corresponding to the output of &, as defined in Definition 4.

Finally, we present our strongest notion of security, SZCR. The definition corresponds to security against
passive corruption of one of Alice and Bob in a secure computation protocol (using ¢ and 1 as trusted
parties) that realizes the following functionality f, (for some p' < p): After computing (a,b) + f(z,y),
with probability 27+ the functionality sends the respective outputs to the two parties (“accepting” case);
with the remaining probability, it sends the output only to the corrupt party. The definition of SZCR involves
a refinement not present in (statistical) security of secure computation: We require that even conditioned
on the execution “accepting” — which could occur with a negligible probability — security holds. The formal
definition of szCR includes the correctness and (weak) security properties of a WZCR, and further requires
the existence of two simulators S4 (for corrupt Alice) and Sp (for corrupt Bob), with separate conditions
for the accepting and non-accepting cases. We formalize these conditions below.

Definition 6. For any p > 0, € > 0, a (i, €)-WzCR (A,B) from f to & using P is a (u,€)-secure zero-
communication reduction (SzZCR) if the following conditions hold.

— Security: Ve € X,y € Y, and a,b s.t. Pry(a,blz,y) >0

B (R,Ulz,5,0,b,D = 1) = Sa(w,0.1)| <, (3)
[P (S, VIz,y,0.6.D = 1) = S5(y.b, )| <« @)
[P (R,Ulz,y,D = 0) = Sa(a, fa(@.1). 0)| < (5)
[P (8, VIz,y,D = 0) = Sy, fa(w,9).0)| < e (6)

where the random variables R, S,U,V, D are as defined in Definition 4, and Su: XX AxD—RxU and
B: Y XBxD—S8xV are randomized functions.

Above, (3) and (5) correspond to corrupting Alice, with the first one being the accepting case. (The
other two equations correspond to corrupting Bob.) Note that in these cases the adversary’s view consists
of (R,U), in addition to the input  and the boolean variable D (accepting or not), which are given to the
environment as well. In the accepting case, the environment also observes the outputs (a,b). In either case,
S 4 is given (z, fa(z,y), D) as inputs; in the accepting case, we naturally require that the simulated view has
the same output a as fa(z,y) given to Sj.
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Special Cases. A few special cases of the above definitions will be of interest, and we use specialized
notation for them. A perfect reduction guarantees perfect correctness and security, wherein ¢ = 0. In this
case instead of (u,0)-ZCR (WZCR, SZCR), we simply say u-ZCR (WZCR, SZCR).

For deterministic f, when ¢ = 0, the security conditions (3)-(6) in Definition 6 can be replaced with the
following equivalent conditions: Va,y, 7, s, u, v, d,

Pr(r,u,dlz,y1) = Pr(r,u, d|z,y2), if fa(z,y1) = fa(z,y2), (7)
PI’(S,’U,CZ|.Z‘1,y) = Pr(S,’U7d|.’L'2,y), if fB(xlvy) = fB(‘r27y)' (8)

A formal proof of this equivalence is provided in Appendix B.

We would consider perfect SZCR of a functionality f to a predicate ¢ using no correlation. This notion
of reduction still suffices for many of our connections (e.g., to lower bounds on OT complexity), while being
simpler to analyze. A correlation { which only offers a common random string to the two parties is denoted
as PR3 Indeed, for ZCR and WzCR, PERS is the only non-trivial correlation one may consider.

4 Feasibility Results

In this section, we present several feasibility and infeasibility results for our various models. For want of
space, we defer the proofs of these results to Appendix C. Note that all our feasibility results are backward
compatible and all the the impossibility results are forward compatible. That is, a SZCR implies a WZCR
which in turn implies a ZCR, whereas, impossibility of a ZCR implies impossibility of WzCR which implies
impossibility of szCR. We define a simple predicate of interest, ¢panp : {0,1} x{0,1} — {0, 1}, which refers to
the AND predicate. The following show that any functionality has a SZCR with € = 0, i.e., perfect correctness
and security, to appropriate predicates using no correlation.

Theorem 5. For every (possibly randomized) functionality f : X x Y — A x B, there ezists a predicate ¢ ¢
such that f has a perfect log(|.A||B])-SZCR to ¢ using no correlation.

Following theorem establishes that any functionality has a perfect SZCR to ¢panp using an appropriate
correlation.

Theorem 6. For every deterministic functionality f : X x Y — A x B, there exists a correlation Py such
that f has a perfect log(|X||Y|)-SZCR to danp using Py.

We next look at the computational power of the predicate ¢panp in the context of reductions using
common randomness (PpRS). As we shall see in Lemma 4, every deterministic functionality has a perfect
WZCR to ¢anp. In contrast, the next theorem shows that only simple functionalities have perfect SZCR to
b anp using common randomness.

Theorem 7. A deterministic functionality f has a perfect j1-SZCR to danp using YRS, for some p < oo,
if and only if it is simple.

An even simpler predicate ¢pxor : {0,1} x {0,1} — {0,1} refers to the XOR predicate. The following
theorem shows that it has very limited power and even the AND function does not have a reduction to ¢pxor-

Theorem 8. A deterministic functionality f = (fa, f5) has a perfect u-SZCR to dxor using YR, for some
1 < 0o, if and only if there exists sets A C X and B C Y such that,

1. Forallz € X, fa(x,y) = fa(x,y') if and only if y,y' € B ory,y € B.
2. Forally €Y, fe(x,y) = fa(z',y) if and only if x,2’' € A or x,2' € A.

Finally, we consider reducing a randomized functionality without inputs (i.e., a correlation) to a random-
ized predicate. To state our result, we define a measure of “productness” of a correlation 1\ over R x S:

K@) = max min T 0Pr(s)
(A1,A2) TER,5ES Pl’lp (7’7 S)

9)
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where the maximum®? is taken over all pairs of distributions A1, As over R and S respectively.

Theorem 9. For any correlation \p there exists a predicate ¢, such that P has a perfect u-SZCR to Py
using no correlation, where p = —log(K(\)). Further, if b has a perfect p’'-SZCR to any predicate & using
no correlation, then u' > .

5 Lower Bounds via SZCR

SZCR provides a new route for approaching lower bound proofs. The high-level approach, for showing a lower
bound for a certain complexity measure is in two parts:

— First show that an upper bound on that complexity measure implies an upper bound on a complexity
measure related to SZCR.

— Then showing a lower bound for SZCR implies the desired lower bound.

The complexity measure related to SZCR that we use is what we call the invertible rank of a matrix associated
with the function. In Section 5.2, we upper bound invertible rank by OT complexity. While invertible rank
of a matrix (with respect to another matrix) is easy to define, establishing super-linear lower bounds for
it is presumably difficult (circuit complexity lower bounds being a barrier). But currently, even showing
the existence of functions whose matrices have super-linear invertible rank remains open. One may wonder
if invertible rank would turn out to not have interesting lower bounds at all. In Section 5.3, we present
some evidence that invertible rank has non-trivial lower bounds, as it is an upper bound on communication
complexity, and use it to recover the best known lower bounds on OT complexity.

5.1 Linear algebraic characterization of szcr

Conditions for szCrR naturally yield a linear algebraic characterization. In this section, we focus on perfect
SZCR using no correlation (i.e., (u, 0)-SZCR).

A Dbrief introduction to invertible rank was given in Section 1.3. Below, we shall formally define this
quantity. But first, we set up some notation. It will be convenient to consider matrices as having elements
indexed by pairs of elements (a,b) € A x B for arbitrary finite sets A and B. Below, for clarity, we write
M (a,b) instead of M, ; to denote the element indexed by (a,b) in the matrix M. For a matrix M indexed
by A x B, [M]s be the matrix indexed by A x (B x A) and [M]4 be the matrix indexed by A x (A x B)
defined as follows: For all a,a’ € A and b € B,

M(a,b) ifa=d,
0 otherwise.

[M]D(av (bv al)) = [M]<1(a7 (alvb)) - {

A matrix M with non-negative entries indexed by A x B, is said to be stochastic if Va € A, ), .z M(a,b) =
1.

1. A matrix M indexed by A x (B x C), is said to be B-block stochastic if Vb € B, Z M(a, (b,c)) =
a€A,ceC
Though we shall define invertible rank generally for a matrix (w.r.t. another matrix), our motivation is
to use it as a complexity measure of a possibly randomized function (w.r.t. a predicate). Towards this, we
represent a function f using a matrix My, and also define a 0-1 matrix Py for a predicate ¢.

Definition 7. For a (possibly randomized) function f : X x Y — A x B, My is the matriz indexed by
(X x A) x (¥ x B), defined as follows: For all (x,a) € X x A and (y,b) € Y x B,

My ((z,a), (y,b)) = Pre(a, blz, y).
For a predicate @ : UxV — {0, 1}, the matriz Py indexed by U xV is defined as follows. For all (u,v) € UXV,
Py (u,v) = d(u,v)

4 The supremum is achieved since we are maximizing a continuous function over a compact set.
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Given a matrix P indexed by U x V, the tensor-power P®* is a matrix indexed by U* x V¥, where
PO%((uy, ... ug), (vi,...,0)) = Hle P(u;,v;). We note that for the k-fold conjunction ¢* of a predicate
®, we have Pyr = P(%k.

Now, we are ready to define the invertible rank of a matrix M w.r.t. a matrix P. To motivate the
definition, consider M to be of the form My for a function f : X x YV — A x B, and P to be of the form
Py for some predicate ¢ : U x V — {0,1}. Suppose (A, B) is a (perfect) p-zCR from f to ¢p. Consider a
U x (X x A) dimensional matrix A and a V x (¥ x B) dimensional matrix B corresponding to 2 and B,
respectively, as follows:

A(uv (l‘, a)) = PrQl(ua a‘x) B(Uv (ya b)) = Prg (U> b|y)

Note that A is X-block stochastic and B is Y-block stochastic. Given a 0-1 matrix @ indexed by U x V),
with Q(u,v) = ¢ (u,v) for a predicate ¢, we can write the function implemented by the ZCR as a matrix
W = AT@QB, indexed by (X x A) x (¥ x B). The probability of the zZCR accepting, given input (z,y), is
Yap Wz a),(y,0). If (A,B) is a (perfect) p-wzCr from f to ¢, then we have W = 2% M; for some
p' < p. This corresponds to the condition (10) below.

Now, if (2(,98) is a SZCR, we also have a security guarantee when either party is corrupt. Note that when
both parties are honest, the environment’s view of the protocol, consisting of (x,y, a,b), is specified by the
matrix W above. But when Bob, say, is corrupt, the view also includes the message v that Bob sends to ¢,
and hence it would be specified by a matrix indexed by (X x A) x (¥ x B x V). This matrix can be written
as AT - Q- [B]s (where [B]s “copies” the row index information of B to the column index, corresponding to
v becoming visible outside the protocol). On the other hand, the security condition says that this view can
be simulated by having Sp sample v given (y,b); Sp can be encoded in a stochastic matrix H indexed by
(Y x B) x V. The view of the environment in the simulated execution, taking into account the fact that it
aborts with probability 1—27#, can be written as 27# My -[H] 4 (where [H] is derived from H by adding the
row index information (y, b) to the column index v). This aspect of SZCR is reflected in (12) in the definition
below. Similarly, (11) corresponds to security against corruption of Alice.

Thus the linear algebraic conditions in the definition below correspond to the existence of a pu-SZCR from
f to ¢d*. The invertible rank of M + w.r.t. Py corresponds to minimizing p and k simultaneously (or more
concretely, their sum).

Definition 8. Given a matrix M indexed by (X x A) x (Y x B) and matriz P indexed by U x V, the
w*-invertible rank of M w.r.t. P is defined as

IRW) (M) = Ak

subject to pp < p* and

AT . Pk . B =271 M, (10)
[A]L - PP B =271 [G]L - M, (11)
AT P®F . [Bl. = 27" M - [H]q, (12)

where A is a X-block stochastic matriz indexed by U* x (X x A), B is a Y-block stochastic matriz indexed
by V¥ x (¥ x B), G is a stochastic matriz indezed by (X x A) x U*, and H is a stochastic matriz indexed
by (¥ x B) x V*.

The invertible rank of M w.r.t. P is defined as

IRp(M) = min IRY (M) + pu.
m

As discussed above, a (u,0)-SZCR from f to ¢* (using no correlation) corresponds to the existence of
matrices A, B, G, H that satisfy the conditions (10)-(12). Then the invertible rank of My w.r.t. Py would
be upper bounded by p + k. This is captured in the following theorem (proven in Appendix D.1).
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Theorem 10. For a (possibly randomized) functionality f : X x Y — A x B and a predicate ¢ : U x V —
{0,1}, f has a perfect 1-SZCR to ¢ using no correlation if and only if IRgfqz (My) < 1. Further, if f has a
perfect jui-SZCR to GF using no correlation then IRp, (My) < p+k.

Invertible Rank w.r.t. OT. Let Pot denote the matrix that corresponds to the predicate ¢supp(OT)~5 It
can be written as the following circulant matrix:

1001
1100
0110
0011

Por =

We present a conjecture on the existence of functions f which have super-linear invertible ranks with respect
to PoT.

Conjecture 1 (Invertible Rank Conjecture). There exists a family of functions f, : {0,1}" x {0,1}" —
{0,1} x {0, 1} such that IRp, (M, ) = w(n).

Proving this conjecture, for a family of common-information-free functions, would imply super-linear
lower bounds for OT complexity, thanks to Corollary 1 in the sequel. Finding such an explicit family f,
would be a major breakthrough, as it would give a function family with super-linear circuit complexity.

On the other hand, a weakly exponential upper bound of 2°(v™) exists on invertible rank of n-bit input
functions, as implied by an upper bound on OT-complexity [BIKK14], re-instantiated using the 2-server PIR
protocols of [DG16].

The following corollary of Theorem 10 and Theorem 3 gives a purely linear algebraic problem — namely,
lower bounding invertible rank — that can yield OT complexity lower bounds.

Corollary 1. If a deterministic common-information-free functionality f : {0,1}™ x {0,1}" — A x B has
OT-complexity m, then IRpy, (M;) = O(m +n).

Proof: Recall that by Theorem 3, there exists a yu-SZCR from f to @ pp0rm+1), Where = m+0O(n). We will
use the further guarantee that, since f is common-information-free, this SZCR does not use any correlation.
Then, by Theorem 10, we have IRp,; (Mf) < (m+1) 4+ p = O(m +n).5 O

5.2 SzZCR vs. OT Complexity

In this section we prove Theorem 3 and its extensions, that show that SzCRr lower bounds translate to
lower bounds for OT-complexity, or more generally, 2PC complexity w.r.t. any regular correlation 1\ (see
Section 2). Our main result in this section is Theorem 11, where we transform a perfectly secure 2PC protocol
for a general deterministic functionality f using a regular correlation 1, into a SZCR from f to the predicate
Dsupp- (p)- (Recall from Section 2 that §gpp-(y) is @ predicate that evaluates to 1 on inputs (u,v) € supp();
it allows u or v to be the symbol L, in which case it evaluates to 0.) Theorem 3 follows from this result when
1 is taken as OT™.

Theorem 11. If protocol TI¥ wusing reqular correlation \p distributed over U x V computes a deterministic
functionality f : X x Y — A x B with perfect security, then f has a j1-SZCR t0 Qgypp(y) using PYORS | where
_ i VX ? )2
#= 108 e )]
Additionally, if f is common-information-free, then f has a p'-SZCR to Mgypp=(y) using no correlation,
U] (VI X]1 Y]

where " = 1og oot

5 More generally, for a correlation 1, the 0-1 matrix corresponding to the associated predicate Psupp(yp) Will be
denoted as Py,.

6 Using the sharper statement from Theorem 11, we would have u = m + 2n, and hence we have IRpor (My) <
2(m+n)+ 1.
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We prove this theorem below, in Section 5.2.1. Theorem 3 is obtained by specializing the above result to
the correlation of OT.
Proof: [Proof of Theorem 3| A single instance of OT is a regular correlation with its support being a 1/2
fraction of its entire domain (see the matrix Pot). Hence m independent OTs form a regular correlation
OT™ distributed over U x V = {0,1}2™ x {0,1}?™ such that =PPOTD] — 7. Invoking Theorem 11 for

[UvI
2 2
|X| = [Y| = 2", we get a pu-SZCR from f to @Pgypp-(oTm) using PRS, where p = log % =m+4n.

(If f is common-information-free, i.e., it has a single connected component in G, then P RS is not needed
and p =m + 2n.)

Recall that the domain of @gypp+(0oTm) contains a special symbol L, in addition to 2m bit long strings
that are in the support of OT™. It is not hard to see that we can implement the functionality of this symbol
1 using an additional instance of OT. That is, every (u,v) in the domain of ®supp=(0T™) can be encoded as
(,?) in the domain of @g,pporm+1y 80 that Pgypps0Tm) (U V) = Pgypporm+1)(1, ). Hence, f has a p-SzCR
t0 Bgypp(oTm+1) USING & PRS (or, if f is common-information-free, using no correlation). ]

We also prove Theorem 12, which is a “dual version” of Theorem 11: Here, when the protocol TT¥ is
transformed into a SZCR, instead of 1\ transforming into the predicate, it remains a correlation that is used
by the reduction; this reduction is to the constant-sized predicate ¢danp.

Theorem 12. Suppose TTV is a perfectly secure protocol for a deterministic functionality f : X x Y —
A x B, that uses a regular correlation P over R x S. Then f has a u-SZCR to danp using P, where
= log | X[[V|[R]|S].

The reduction and its analysis is similar to that in Theorem 11. A detailed proof is provided in Ap-
pendix D.3.

5.2.1 Proof of Theorem 11 We start by defining the following quantities, which turn out to be important
in constructing the SZCR in this section and proving its security.

Definition 9. Let TT¥ be a protocol that uses correlation \p distributed over R xS to compute a deterministic
function f : X xY — AxB, with transcript set Q and transcript factorization functions p : X xR x Q — [0,1]
and o : Y xS x Q — [0,1]. For each connected component C' in the evaluation graph G and each transcript
q € Q, we define pTC(q) and JTC(q) as follows.

ph(q) == max Y p(z,u,q), oi(q) = max » o(y,v,q). (13)
r€Xc yeYe
ueU vEY

Lemma 2. Suppose TIV is a perfectly secure protocol for a deterministic functionality f : X x Y — A x B,
using a regular correlation \p distributed over U x V with transcript factorization functions (p,o). Let C be
a connected component in the evaluation graph Gy. Then, there exists a transcript ¢* € Q such that for all
(z,y) € Clyy, it holds that Prre (¢*|z,y) > 0 and

pe(a") - ob(a7) < | Xe| [ Vel U] VI Prive (" |2, y).

The proof of this claim is provided in Appendix D.2.

Now we turn to describing the SzZCR promised in Theorem 11. Let p : X x R x @ — [0,1] and o :
VxS xQ — [0,1] be the transcript factorization functions of the protocol IT¥. Suppose G ¢ can be partitioned
into k connected components C1, ..., Cy. For each i € [k], let

. . P (q) ok (q)
¢; = argmin ———— ",
¢Proyg (glzy) >0 Prme (qlz,y)
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Here on, we will use p;r and aj to represent /’Tci (gF) and agi(q;‘), respectively, for brevity. Further, (u,v) in

the domain of a distribution 1 is said to be related as u ~ v if (u,v) € supp(). Note that, by Lemma 2,
for any (z,y) € Cil .y,

Yo | Ul V] Prie (¢ |2, ). (14)

Let A be a distribution over [k] described as follows. Since TT¥ is perfectly secure, for any transcript ¢, by
Claim 1, Pry (|2, y) = Prie (|2, y') for all (x,y), (z',y') € Ci|yyy- For all i € [k], for some (z;,y;) € Ci,
define ¢; as

Ci

pi " 0 ,
¢ = ——— then Pra(l) = =—.
2 jel) €

= 15
Prnw(Qﬂxi,yi) ( )

Let TI®" : X xU x @ — A and TI%" : Y x V x @ — B be the deterministic maps used by Alice and
Bob, respectively, to compute the outputs from the view of the protocol. That is, for all (u,v) such that
Pry (u,v) > 0 and Prry (¢lz, y,u,v) > 0,

M (@, u,q) = fale,y) Mg (y,v,0) = fB(2,y).

That both these maps are necessarily deterministic follows from f being deterministic and the perfect
correctness of TT¥. Let YRS be a common randomness correlation distributed over [k] x [k] such that
Prycrs(i,4) = Pra(i). Define ©(2, B) that uses PpRS as follows.

Let the inputs be z € X and y € Y, and (4,4) + PR for some i € [k].

T
and there exists y' such that (v,y') € Cily,y and 19" (z,4,¢f) = fa(w,y’), then set (U, A) to
(@, T (2, 4, 7)), else to (L, L).

B(y,i): Sample © € V with probability %, and with remaining probability set ¢ = L. If & # L
and there exists ' such that (z',y) € bi|Xxy and TI%"(y,0,qf) = fe(z’,y), then set (V,B) to
(0,119 (9,9, ¢)), else to (L, L).

A(xz,4): Sample & € U with probability %’ and with remaining probability set & = L. If 4 # L

We prove that (2, $B) is a p-SZCR from f to Psupps(y) using PR>, via the following three claims.
Claim 2 (Correctness). Prg(A = fa(z,y),B = fg(z,y)|z,y, D =1) =1, for all z,y.

Proof: We will show that if Prg(a,blz,y, D = 1) > 0, then, a = fa(z,y) and b = fp(x,y) by showing that
Pripw (a, b2, y) > 0, and then appealing to the perfect correctness of TT¥. If Prg(a, bz, y, D = 1) > 0, by the
construction of (2, B), there exist 7, u, v such that u ~ v, p(z,u,q’) > 0 and o(y,v,q}) > 0. Furthermore,
falz,u,qF) =a and fa(y,v,q’) =b. But then,
Pl’nq: (aa b7 u, v, Q;k'xa y)
= Pry (u,v) - Pr(g} |z, y,u,v) - Pr(TT%" (z,u, ¢) = a) - Pr(MY™ (y, v, q}) = b)
= Pry (u,v) - p(@,u,q]) - o(y,v,4;) > 0.

The above inequality implies that Prre (a,b|z,y) > 0, as required for the contradiction. This proves the
claim. O

Claim 3 (Security). Reduction © satisfies security conditions (7) and (8). That is, for all z,y,a,b, i €
[kl,u e UU{L}, and d € {0,1},

Pr@(ivuvdvalxayl) = Pr@(z‘,u, d,a|x,y2), Zf fA(-T,yl) = fA(xayQ)a
Pr@(i7vadab|$17y> = Pr@(i7v7d7b\x2,y), Zf fB(iUl»y) = fB(x27y)'
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Proof: We prove the first statement, with the second statement following analogously. We will show that if
fA(xvyl) = fA(w7y2)a then

PI’@(LU,D = 1‘$7y1) = Pr@(i7u7D = 1‘xay2)
When a = fa(z,y1) = fa(x,y2), by perfect correctness of ® (Claim 2) and the above statement,
Pr@(iau7D = 17(1\%1/1) = Pr@(ivuvD = 1|9571/1>
= Pr@(ivuaD = 1|$»y2) = Pr@(ivuwD = 17a|xvy2)'
When, o' # fa(xz,y1) = fa(z,ya), by perfect correctness of © (Claim 2),
Pre(i,u, D = 0,d’|z,y1) = Pre(i,u,a’|z,y1) = Pra(4) - Pro(u, a’|x,i) and
Pre(i,u, D = 0,d |r,y2) = Pre(i,u,d |z, y2) = Pra(i) - Pra(u, a’ |z, ).

This proves the first statement of the claim. It remains to argue that if f4(z,y1) = fa(z,y2), then Pre(i,u, D =
1‘1"; yl) = PI’@(L’U,, D = 1‘1‘" y2)
By the perfect correctness of © (Claim 2), if f(z,y) = (a,b),

Pro(i,u, D = 1|z,y) = Pre(i,u, D = 1,a,b|z,y)
= Pra(i) - Pre(u, D = 1,a,bli,z,y). (16)

Pre(u,D = 1,a,bli,z,y) = 0 if either p(z,u,q}) = 0 or 19" (z,u, q}) # a (due to correctness). Hence, we
need only consider u such that p(x,u,q’) > 0 and 19" (z,u,¢f) = a: Pre(D = 1,a,blu,i,x,y) is given by
the probability that B(y, ) chooses a v such that u ~ v, and TT%*(y, v, ) = b.

Define V = {v : u ~ v and TI%"(y, v, ¢*) = b}. Then,

Pre(u,D =1,a,bli,z,y)
= Prg[(u|7;,1') : PI’@(D = 17a7b‘uaiaxay)
(a) p(ir?ua qz*) J(y’v’q;‘) 1 * *
= T Z T =73 T~Za(y,v,qi)~p(x,u,qi)

Pi > 9; Pi 0

vEY vey
_ > ved Prm’(qz lu, v, z,y) ®) > o Prnw(qz |u, v,z y) (17)
pl-ol pl-al

Since, 19" (z,u,q}) = a, u is ‘accepted’ when it is sampled by 2(z,4), which happens with probability
p(m’i“{qi). Similarly, for all v € ]A/, v is accepted when it is sampled by 9(y, i), which happens with probability
U(y;ivf’q:); (a) follows from this observation. Since TT¥ is perfectly correct, Pry (¢f|u, v, z,y) = 0 whenever

v ~ u and % (y, v, qF) # b, (b) follows from this. We focus on the numerator of the RHS.

Pr Pr
Zprm’(Qﬂuww Y) Z e (47, vu, 7, 9) @ Z m qz’”|“ z,y)

— — Prie (v|u, z,y) — Prie (v|w)
© Bl S e (g ol ) = 222 b a3, (18)

Here (a) holds since 1 is independent of the inputs to the protocol, and (b) holds since P is a regular
correlation. Hence, from (16), (17) and (18), we have,

su -Pra(i N
‘ pp(ll))l T?\( )Prﬂll) (qi |u,:(:,y).

Pro(i,u,D = 1|z,y) = m pT 3
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Since TT¥ is perfectly secure, if fa(z,vy1) = fa(x,y2), then for all ¢ € Q

Prn"’ (q|ua xz, yl) = Prl‘l‘b (q|u7 xz, y?)

Hence, Pre(i,u, D = 1|z,y1) = Pre(i,u, D = 1|z,y2) if p(z,u,q}) > 0 and TT9(z,u,q}) = fa(z,y1). This
concludes the proof of the claim. a

Claim 4 (Weak Security and Non-triviality). © satisfies weak security and Pre(D = 1|z,y) > 27H for
U] vix?1Y)1?

[supp(W)|  °
Proof:  First, we will show that Pre(D = 1|j,z,y) = 0, when (z,y) € Ci|y,y, and j # i. Suppose
(z,y) € Cilyyy, @ # j and Pre(D = 1|z,y,j) > 0. By the construction of ©(2, B), the above inequality
implies that there exist u,v, such that u ~ v, p(z,u,q;) > 0 and o(y,v,q;) > 0. Moreover, there exists y’
such that, (z,y') € Cily,y and TIQ" (2,4, ¢}) = fa(z,y). Hence,

all x,y, where p < log

Prﬁ‘l’ <Q;|x7yvua U) = p(xaan;) : U(yaan;'() > 0 and ﬂ%ut(xauaq;) = fA(xvy/)'

By perfect correctness of TT¥, TI9% (z, u, q;) = fa(w,y) by the first inequality. But, fa(z,y) # fa(w,y’) since
(x,y) and (x,y’) fall in different connected components of G; a contradiction.

By the above observation, Pre(D = 1|z,y) = Pre(i,D = l|z,y), when (z,y) € Ci|y,y. We have
already seen that, Pre(D = 1,a,b|i, x,y) is given by the probability that 2((x,7) and B(y, ) choose u and v,
respectively, such that u ~ v, TI9" (2, u, q}) = fa(z,y) and T%* (y, v, ¢F) = f(z,y).

Define S = {(u,v) : u ~ v, TY" (2, u,q) = fa(z,y), 15" (y,v,q;) = fp(z,y)}. Then,

Pre(D = 1,i|z,y) = Pra(i) - Pre(D = 1|i,z,y) = Pra(i Z Pro(u,vli,z,y)

(u v)ES
(a) P PFA Prie (u, v, ¢z, y)
= P i
S 2P ) =

(b) Pra supp (P «
= (@) - T| 3 W) Z Prow (¢f , u, v|z, y)

p’L 7 u~v

Pra supp(p "

_ Pl Tl 7 ( )|Prﬁ‘l’((h|$7y)

p’L ’L
(c) |supp(w)|

Zje[k] Cj

The perfect correctness of TT¥ guarantees that Pr (¢} |u, v, z,y) = 0 when v ~ u, and TT%" (y, v, ¢}) # b or
%" (y, v, qf) # b. Furthermore, for all u, v such that p(z, u, ¢f) > 0, o(y, v, ¢f) > 0 and (TT9"*(z, u, ¢}), %" (y, v, q})) =
f(z,y),

Do(y,v,q7) _ Prie (g2, ¥, u,v)

! plol

Pr@(u,v|i,x,y) =

(a) follows from these two observations. (b) follows from 1 being regular and independent of inputs (z,y)
to TT¥. Finally, (c) follows from (15) in the definition of A and Claim 1. This proves that 2,8 satisfies weak
security condition and non-triviality.

Next we bound the value of p for this reduction. From (14), for all i € [£],

plo}

~ Priw(gflz,y) ~

_ 1 1 .
Hence, for all (z,y), Pre(D = 1|z,y) > VTR = ey since the number of connected compo-

uivix? |y
[supp(Pp)| -

nents is at most |X'|||. This proves that f has a ji-SZCR t0 Pgypp+ () USing PRS where p < log
O
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Finally, if f is common-information-free, i.e., Gy has a single connected component, then £ = 1 and
A is a point distribution. Hence, in this case, we get u-SZCR of f to ®gypp=(y) using no correlation, where

u < log % as required. This completes the proof of the theorem.

5.3 Communication Complexity vs. SZCR

In this section, we lower bound the domain size of a predicate ¢ to which a functionality has a non-trivial
SZCR. In combination with Theorem 11, which provides an upper bound on the domain size of the predicate
in terms of OT complexity, we obtain a lower bound on OT complexity in terms of (one-way) communication
complexity, reproducing a result of [BM04].

More precisely, the connection between the domain size of ¢ and the communication complexity of f
is captured below. To be able to base the lower bound on the one-way communication complexity of f, we
consider a one-sided functionality f.

Lemma 3. Let f: X x Y — A x {L} be a deterministic one-sided functionality such that for all y,y' there
exists some x such that fa(x,y) # fa(z,y"). For any predicate & : U x V — {0,1}, and pp > 0, f has a
perfect pu-SZCR to & using no correlation only if |V| > |V|.

Proof: We will show that if f has a perfect u-SZCR to ¢ using no correlation, then there exists a one-way
communication protocol for computing f4, where the message is an element of the set V. By our assumption,
no two inputs of Bob are equivalent w.r.t. f4. Hence in a one-way communication protocol for f4, Bob must
communicate his exact input to Alice. This implies that [V| > |V)].

Suppose (2, B) is a pu-SZCR from f to the predicate ¢ using no correlation. Consider the jointly distributed
random variables (U, A, V, D) (as described in Figure 1), conditioned on input (z,y). Since fp(z,y) = L for
all (x,y), the security condition (4) (for € = 0) guarantees that Pr(v|z,y, D = 1) = Pr(Sp(y, L,1) = v), for
all z,y,v.

The one-way communication protocol for computing f when Alice and Bob have inputs x and y, respec-
tively can be described as follows. Bob picks a v in the support of the distribution Sp (y, L,1), and sends it
to Alice. Alice, chooses (u,a) € U x A such that Pry(u,alz) > 0 and ¢d(u,v) =1, and outputs a. Existence
of such a pair (u,a) is argued as follows. By non-triviality of the szcr, Pr(D = 1|z,y) > 0 and since v is in
the support of SB(y, 1,1),

Pr(v|z,y, D = 1) = Pr(Sp(y, L,1) =v) > 0.

Hence, Pr(D = 1|z,y,v) > 0. This implies that there exists (u,a) such that Pr(a,u,v,D = 1jz,y) > 0.
The new one-way communication protocol is correct since the perfect correctness of (2(,B) implies that
a = fA (l’, y) U

Corollary 2. If f is a deterministic functionality with one-sided output, such that for all y,y’ there exists
some x such that fa(x,y) # fa(x,y'), then its OT complexity is lower bounded by its one-way computation
complezxity.

Proof: Since f is a one-sided (hence common-information-free) functionality, by Theorem 11 f has a perfect
non-trivial SZCR t0 Qgyppo7m+1) using no correlation if the OT complexity of f is m. Since f is one-sided,
by Lemma 3, 2™+ is at least the size of the domain of the non-computing user. This proves the claim. [

6 Upper Bounds
In this section, we show that ZCR provides a new path to protocols in different secure computation models.
In Section 6.1, we obtain upper bounds on CDS, PSM and 2PC, in terms of the communication complezity

of the functions being computed, followed by improved upper bounds in Section 6.2 which leverage ZCR and
its connections to information complexity.
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6.1 Upper Bounds using Communication Complexity

In this section, we follow the outline below to prove Theorem 1.

Communication Tl Deterministic CDS, PSM
complexity I | WZCR | and 2PC

For a deterministic function f : X x Y — Z, a k-tiling is the partition of X x ) into k£ monochromatic
rectangles — i.e., sets Ry,..., Ry such that R; = X; x ); and 3z; € Z s.t., V(z,y) € R;, f(x,y) = z;. (Then,
abusing the notation, we write f(R;) to denote z;.) We refer to the smallest number k such that f has a
k-tiling, as the tiling number of f. The first step above is standard: Communication complexity of ¢ implies
a protocol with at most 2¢ transcripts, and the inputs consistent with each transcript corresponds to a
monochromatic tile.

The last step requires a (non-trivial) perfect deterministic WzCR from f to (say) dpanp using PpeRS. If
¢ is the length of the common random string supplied by Pp<RS, the resulting CDS, PSM or 2PC (in the
OT-hybrid model) protocols for f, will have O(2¢) communication complexity (as well as OT complexity, in
the case of 2PC). Further, we show that such a WzCR can be readily constructed from a tiling for f, with 2¢
tiles. Below, Lemma 4 summarizes these two steps.

Lemma 4. For a deterministic function f: X x Y — Z, if f admits a k-tiling, then the following exist.

1. A perfectly secure CDS for predicate f (when Z = {0,1}) with O(k) communication.
2. A perfectly secure PSM for f with O(klog|Z|) communication.

3. A perfectly secure 2-party symmetric secure function evaluation protocol for f, against passive corruption,
with O(klog|Z|) communication and OT invocations.

Proof: We prove this theorem in Appendix E.1 by constructing a (logk)-wzcr (2, B) from the one-sided
functionality f to ¢panp using common randomness PpR® that is distributed uniformly over the set [k]. Since
YRS is uniform over [k] and (2, ) is a pair of deterministic functions such that Pr(D = 1|z,y) = + for
all (z,y) € X x ), it must be true that for each (x,y), there exists a unique 7 € [k] such that u; = v; =1
where (u;,a;) = A(x,7) and (v;,b;) = B(y, ). For i € [k], let Alice and Bob compute (u;, a;) = A(x,i) and
(vi, bi) = B(y, ).

CDS. Tt is sufficient to arrange that the secret, say s € {0,1} is revealed to Carol only if the unique 4 for
which u; = v; = 1 is such that f(R;) = 1. This is achieved by iterating through all i € [k] such that
f(R;) =1 and executing CDS with predicate u; - v; and secret s which has complexity O(1).

PSM. It is sufficient to reveal a; to Carol for the unique 7 such that u; = v; = 1 without revealing the value
of i for which a; is revealed. This is achieved by iterating through all ¢ € [k] in a random order and
executing PSM of function that maps (u;, v;, a;) to (u; - v, a; - u; - v;), which has complexity O(log|Z]).

2PC. Here, it is sufficient to reveal a; to Alice and Bob for the unique 4 for which u; = v; = 1 and without
revealing the value of ¢ for which a; is revealed. We achieve this using selector function described in
Definition 11 and showing that they are efficient.

The detailed construction of all the protocols are relegated to the appendix. O

Remark 1. In our proof in Appendix E.1, we show a (u,0)-WzCR for any deterministic functionality ¢ :
X xY = Ax B to danp (with p = log(k; - k2) where k1 and ko are the tiling numbers of g4 and g¢p,
respectively). This is in contrast with Theorem 7 where we showed that only simple functions have a (u, 0)-
SZCR to ¢panp for any p > 0.

Lemma 4, combined with the fact that a communication complexity of £ implies a tiling with at most 2¢
tiles, proves Theorem 1.
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6.2 Upper Bounds using Information Complexity
In this section we follow the outline below to prove Theorem 2.

Information Relaxed CDS, PSM

complexity - partition T IWECR) 7 and 2PC

In Section 6.2.1, we present the definitions as well as the first step from [KLLT15]. In Section 6.2.2, we show
how a relaxed partition of f can be turned into a WzCR for f. Finally, in Section 6.2.3, we show how a WZCR
(in fact, a ZCR) can be transformed into (statistically secure) PSM, CDS, and 2PC protocols. A detailed
form of the final result is presented in Theorem 13 (from which Theorem 2 follows).

6.2.1 Information Complexity and Relaxed Partition First, we define information complexity and
relaxed partition bound.

Information Complexity. Consider a deterministic function f : X x ) — Z and a possibly randomized
non-secure protocol IT for computing f. When TT is executed with x € X and y € ), respectively, as inputs of
Alice and Bob, let TT(z,y) be the random variable for the transcript of the protocol, and let A and B denote
the outputs of Alice and Bob, respectively. For jointly distributed random variables (X,Y’) over X’ x ), the
error of the protocol error§(7y(ﬂ) =Pr[A # f(X,Y) or B # f(X,Y)]. For € > 0, information complexity of
a function is defined as

IC(f) = max  min  IOGTICXY)|Y) 4+ 1Y TI(X, V)| X).
p(X,Y) ﬂ:errorivy(n)ge

Relaxed Partition. Relaxed partition bound was originally defined in [KLLT15], extending partition
bound defined in [JK10]. Here we provide an equivalent definition of the relaxed partition bound that makes
the connection with WZCR clearer.

Definition 10 (Relaxed partition bound). Consider a deterministic function f : X xY — Z. For every
rectangle R € 2% x 2Y and z € Z, let w(R,z) € [0,1]. The relaxed partition bound for e > 0, denoted by
prt.(f), is defined as min% subject to:

> w(R fzy) =0l —e), V(z,y) € X x Y

R:(z,y)ER

Z Zw(R,z)gn, V(z,y) € X x Y

R:(z,y)ERz2EZ
w(R,z) >0, VRe2¥ x2Y 2 e 2

The following proposition restates a theorem due to Kerenidis et al. [KLLT15] that gives a connection
between relaxed partition bound and information complexity. The statement has been modified for our
purposes.

Proposition 1 (Theorem 1.1 in [KLL'15]). There is a positive constant C' such that for every function
f:XXY—>Zande>0,

log prty (f) < (W 3¢ ) .

+ — +1log|Z|
€ €

See Appendix E.3 for details on the modification of [KLL*15, Theorem 1.1] which gives the above form.
Interestingly, this result is established in [KLL*15| via a notion of zero communication protocols, which is
similar to (albeit more restricted than) our notion of ZCR. This is not surprising given the close connection
between relaxed partition bound and WzCR that we establish below.
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6.2.2 WwWzCR and Relaxed Partition Bound

Lemma 5. For any f : X x Y — Z, functionality (f, f) has a (i, €)-WZCR to dpanp using PR, where
_ rt, (f)
p=log PR

Proof: The formal proof is provided in Appendix E.2; an overview follows. For R € 2% x 2Y and z € Z,

consider assignment of probabilities w(R,z) that satisfy the constraints in Definition 10 for = —1 4

pre(f)
Define the distribution ¥ such that Pry,(R,z) = w(R, z) for R € 2% x 2 and 2 € Z. Reduction (2, ) from

(f, f) to danp that uses common randomness 1§ can be described as follows. For inputs (z,y) € X x ) and
(R, z) < 1,

Az, (R, z)): If x € R set (U, A)

(1,2), else set (U, A) = (0,1)
By, (R,2)): fye Rset (V,B)=(1

(1,2), else set (V, B) = (0, J_)..

Here, by an abuse of notation, we write 2 € R if (z,y’) € R for some ¢’ and y € R if (2/,y) € R for some z’.
In the full proof, we show that (2, ) is a (u, €)-WZCR, when p = —logn(1 — €). O

6.2.3 From ZCR to Secure Computation In this section we use ZCR to construct protocols for sta-
tistically secure PSM, CDS and secure 2PC. To accomplish this, the parties carry out the ZCR protocol
n times, for n sufficiently large as to guarantee (except with negligible probability) that there will be at
least one instance which would accept. Amongst these n executions, a selector function selects the candidate
outputs corresponding to a reduction in which the predicate is accepted, without revealing the the execution
itself. For this we use the notion of selector functions, which we next define. We conclude this section with
Theorem 13, which formally states and proves the claim in Theorem 2.

Definition 11. For a predicate & : U x V — {0,1}, finite set Z and t € N, we define selector function
Sel®Z . Yt x Zt x V! — Z as follows.
For vl := (u1,...,us) €U, vt := (v1,...,v;) € V! and 2t := (21,...,2) € ZY,

Sel‘b’z’t(ut,vt,zt) _ {zt if i s.t. d(ug,v;) = 1,5 >4, d(uj,v5) =0,

z* otherwise.

Here, z* is a fixved arbitrary member of Z. For the specific case where Z = {0, 1}, we will set z* = 0.

Selector function for the predicate danp is of special interest. The following lemma shows that for t € N
and finite set Z, there is an efficient PSM protocol and a secure 2-party protocol that compute Se| PanD: 2t
when Alice and Bob get inputs (u?, z%) € U' x Z! and v' € V', respectively. When Z = {0, 1}, there is an
efficient protocol for CDS with predicate Sel®av0:2:t We use this to show upper bounds for communication
complexity of statistically secure PSM and CDS protocols, and for OT complexity and communication
complexity of statistically secure 2PC.

Lemma 6. The following statements hold for the predicate danp, t € N and a finite set Z.

1. Sel®awo 2t (qqt 5 Zt) 5 Yt 5 Z has perfect PSM with communication complexity O(t? - log| Z]).

2. CDS for the predicate Sel®Mo {011t @t 5 £0,1}1) x V! — {0,1} and domain {0,1} has communication
complezity O(t).

3. The functionality (Sel‘bAND’Z’t, Seld’A”D’Z’t,) D (U x Z8) x VP — Z x Z has a perfectly secure 2PC protocol
with communication complezity and OT complezity O(t - log | Z]).

Since there are efficient PSM protocols for branching programs, the first statement is shown by providing a
small branching program for Sel®*%%:¢_Statements (2) and (3) are proved by showing that Sel A1t apg
Sel®ao: 2+t respectively, have small formulas [FKN94|, [IK97]. The detailed proof is provided in Appendix E.4.
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We now proceed to give constructions for statistically secure PSM, CDS and 2PC using ZCR. All the three
constructions follow the same framework. We start with ZCR of a functionality f to predicate ¢. The ZCR is
executed (independently) sufficiently many times to guarantee that at least one of the executions satisfy the
predicate but with negligible probability. The output of a reduction in which the predicate was accepted is
securely chosen using the selector function for the predicate. An informal description of the construction of
PSM protocol from zCR follows.

Let f: X x)Y — Z be a deterministic function. When 1 denotes a constant function with domain X x ),
let (A,B) be a (i, €)-zCR of (f, L) to ¢ using PRS. We build a 4e-PSM protocol TT/ for computing f with
complexity at most the PSM complexity of Sel®Z* : (Ut x Zt) x V* — Z, where t = 2" In 1. The protocol
proceeds as follows. Alice and Bob with inputs z, y, respectively, execute ¢ independent copies of (2, B). For
1 <i<t,let (Uy, Z;) and (V;, L) be the outputs of 2 and B, respectively, of the independent execution i
of (2,8) for input (z,y). Alice, Bob and Carol execute a perfectly secure PSM protocol for Sel®2! with
(U, V?) as Alice’s input and Z* as Bob’s input. Carol outputs the result of the inner PSM protocol for
selector function.

Since ZCR is non-interactive, the communication complexity of T/ is the same as the PSM complexity of
Sel®Z:*_ Since the selector function is computed with perfect correctness, T/ is incorrect only if ¢ rejects
all the ¢ executions of ZCR or if the ZCR is incorrect conditioned on the predicate getting accepted. When
t =2*In %, first event happens with probability at most € and the second event occurs with probability e
by the definition of (u, €)-zCR. This shows that TT/ is 2e-correct. Since the selector function is implemented
using a perfectly secure PSM protocol, Carol’s view reveals only the output of the selector function. Hence,
4e-security of TT/ follows from its 2e-correctness.

Following lemma summarizes the upper bounds we obtain for statistically secure PSM, CDS and 2PC
via. constructions using ZCR. Detailed proof of the lemma is provided in Appendix E.5.

Lemma 7. Let f : X x Y — Z be a deterministic function and L be a constant function with the same
domain If (f, L) has a (1, €)-ZCR to ¢ using YRS, then fort = 2*1n %, we obtain the following upper bound.

1. The 4e-PSM complezity of f is at most the PSM complexity of the selector function Sel®2°! . Ut x Zt) x
Vit Z.

2. The communication complexity of 4e-CDS for predicate f (when Z = {0,1}) is at most that of CDS for
predicate Sel® 2" - (Ut x Zt) x V! — Z.

3. The communication complexity (respectively, OT complexity) of 4de-secure computation of the function-
ality (f, f) is at most the communication complexity (respectively, OT complexity) of perfectly secure

computation of the symmetric functionality (Sel‘b’z’t, Se|¢’z7t) U X ZH) x V= Zx Z.

Theorem 13. Let f: X XY — Z be a deterministic function and € > 0. There exists a positive constant C'

such that for
o (28D 130 iog 2) In(1/2¢)
1—-2¢ )’
we have the following:

1. The communication complezity of 8e-PSM of f is O (K?log|Z]).
2. The communication complezity of 8-CDS for predicate f (when Z = {0,1}) and domain {0,1} is O(K).
3. The OT complexity and communication complexity of 8e-secure computation of f is O (K log|Z|).

Proof: The statistically secure protocols described in the above lemma taken together with the connection
between WzCR and information complexity allow us to prove our upper bounds on complexities in terms of
information complexity for these models. Specifically, it follows from Proposition 1 and Lemma 5 that (f, f)
(hence (f, L)) has a (u, 2¢)-ZCR to ¢panp using YRS, where

1 9C - IC, 3C
. ’(f)+f+log|Z| .
1—2¢ €2 €

p < log
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Using the statement 1 in Lemma 7 along with Lemma 6, we can now show that there exists an 8e-PSM
protocol for f with communication complexity O ((2“ -log i)2 log |2 \) Similarly, using statement 2 in

Lemma 7 and Lemma 6, we can show that there is an 8c-CDS protocol for predicate f with communication
complexity O (2" -log 5- - log [{0,1}]). And using statement 3 in Lemma 7 and Lemma 6, we can show that
there is an 8e-secure 2-party protocol for f with communication complexity O (2“ -log i log |Z |) This
proves the theorem. O
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A Details omitted from Section 2

Secure Protocols. Below we define 2-party communication protocols that use a correlation to securely
compute a functionality.

Definition 12. Given a correlation P over a domain R x S, a protocol IV with transcript set Q is said to
be an e-secure protocol for a (possibly randomized) functionality f : X xY — Ax B if the following conditions
hold.

For each (x,y) € X x Y, let (R, S,Q, A, B) < TI¥(z,y). Then,

— Correctness: Pr(f(z,y) = (A, B)|z,y) > 1 —e.
— Security: For each (a,b) s.t. Pry(a,blz,y) > 0,
b (Q, Rlz,y,a,b) — Sa(x,a)| < e, |p(Q,S|z,y,a,b) — Sp(y,b)| <e,
where Sy (x,a) and Sp(y,b) are distributions that are functions of (x,a) and (y,b) respectively.
A 0-secure protocol for f is called a perfectly secure protocol for f.

Private Simultaneous Messages and Conditional Disclosure of Secrets. We recall the definitions
of Private Simultaneous Messages (PSM) Protocols and Conditional Disclosure of Secret (CDS) schemes.

Definition 13. Let f : X x Y — Z be a deterministic function and let P be a distribution over a finite set
W. For € > 0, a e-PSM protocol TI! that uses \p as shared randomness is a triplet of probabilistic algorithms

lesm:XXW—>MA7%p5m:yXW%MB,Q:psm:MAXMB%Z
such that the following conditions are met. Define joint distribution of random variables (Z, Ma, Mg, W)
conditioned on each (r,y) € X x ) as
PF(Z, ma,mpg, ’LU‘,I, y) = Pr‘l»‘ (w) : Prlesm (mAl.Z‘, w)
' Pr%psm(mBky’ w) : PGCsm (Z|mA7mB)
— Correctness: V(z,y) € X x Y, Pr(Z = f(x,y)|z,y) > 1—¢
— Security: V(z,y), (z',y') e X X Y
‘p (MA7 MB‘J;’ y) —p (MA7 MB'*%'/? y/)| <e

When € = 0, we retrieve the definition of a perfectly secure PSM, which we would simply denote by PSM
instead of 0-PSM.

Definition 14. For a predicate f : X x Y — {0,1}, a e-CDS protocol TI7, that uses shared randomness P
distributed over W, is a triplet of probabilistic algorithms

Qlcds:XXWX{0,1}*>MA,‘BCd5:yXW*)MB,Q:CdSSMA XMB%{O,l}

such that the following conditions are met. Define joint distribution of random variables (S,MA,MB,W)
conditioned on each (z,y,s) € X x Y x {0,1} as

Pr(§,ma,mp,w|z,y,s) = Pry(w) - Pro,, (malz,w,s)
-Prg_. (mply,w) - Pre_ (§ma,mp).
— Correctness: ¥(x,y) € X x Y such that f(z,y) =1, and s € {0,1},
Pr(S =slz,y,s) >1—e
— Security: V(z,y) € X x Y such that f(x,y) =0,
Ip (Ma, Mplz,y,s =0) —p(Ma, Mplz,y,s =1)| < e

When € = 0, we retrieve the definition of a perfectly secure CDS, which we would simply denote by CDS
instead of 0-CDS.
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A.1 Proof of Claim 1

Suppose there are two edges in Gy which are incident on the same node (x,a). Let the edges be ((z, a), (y,b))
and ((z,a), (y,b')). By the security guarantee of TT¥ against 2, we have Prw (q|2, a,y,b) = Priw (q|z, a, ', b')
for every ¢ € Q. Similarly, for any two edges incident on a node of the form (y, b), applying the security guar-
antee against 8, we have that the transcript distributions are the same conditioned on either edge. Using these
two properties alternatingly, the distribution of the transcript is the same for two edges ((x1,a1), (y1,b1))
and ((x2,az), (y2,b2)) with a path connecting them. O

B Details omitted from Section 3

Claim 5. For deterministic f and e = 0, the security conditions (3)-(6) in Definition 6 can be replaced with
the following equivalent conditions: ¥Yx,y,r, s,u, v, d,

Pr(rvuad‘xayl) = PV(T7U>d|$7y2)a Zf fA(JUﬁUl) = fA($,y2)7 (19)
Pr(savudlxlay) = PI’(S,U7d|£L'2,y), Zf fB(xlay) = fB(x27y)' (20)

Proof: Note that since f is deterministic, @ = fa(z,y) and b = fg(z,y) in (3),(4); further by perfect
correctness we can drop a,b from (3) and (4). Then, (3)-(6) simplifies to: Va,y, Vd € {0,1},

Pr(r,ulz,y,d) = Pr(S’A(gc, falz,y),d) = (r,u)) (21)
Pr(s,v|z,y.d) = Pr(Sp(y, f(z,y),d) = (s,)). (22)

Now, (19) implies (21) by defining S4(x, a, d) to sample (r,u) with probability Pr(r, u|z, vy, d) for an arbitrary
y such that fa(z,y) = a. Conversely, (21) implies that, for ,y1,ys such that fa(z,y1) = fa(z,y2) = a (say),

Pr(r,u,d|z,y1) = Pr(d|z,y1) - Pr(r,ulz,y1,d)
2 Pr(d|z,y2) - Pr(S4(x,a,d) = (r,u))
= Pr(d|x7y2) : PF(T’, u|x7y2a d) = PI’(’I"7U, d|xa y2)

where (a) follows from the perfect weak security condition; so Pr(r, u, d|z,y) does not vary with y if fa(x,y)
remains constant, as is stated in (19). That is, (21) is equivalent to (19) (given perfect weak security).
Similarly (22) is equivalent to (20). O

C Details omitted from Section 4

C.1 Proof of Theorem 5

& ; works as follows: On receiving v = (z,a) and v = (y,b), it samples (a*,b*) < f(z,y), and outputs 1 iff
(a,b) = (a*,b*). The szcr (2, B) is simple: A(z) outputs (a,u = (x,a)), where a < A is uniformly random;
similarly, B(y) outputs (b,v = (y,b)), where b + B is uniformly random. Non-triviality in Definition 4 is
immediate. Correctness conditions follows from the fact that the output D of the predicate is independent
of (z,y,a*,b*). This also shows that the weak security condition in Definition 5 is satisfied.

To prove the security conditions in Definition 6, we define S4 as follows (5”3 is analogous): SA(x, a,1) =
(z,a) and S (z,a,0) = (x,a*), where a* is independent of (z,a) and uniform over its alphabet. It is easy to
verify that conditions (3) and (5) hold with € = 0.
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C.2 Proof of Theorem 6

Let s be as follows: To sample (r, s), it first samples (z*,y*) <= X x) uniformly, and lets (a*, b*) = f(z*, y*).
It outputs r = (z*,a*) and s = (y*,b*). The reduction (2, B) works as follows: When r = (z*, a*), A(z, r) =
(u,a), where a = ¢* and u = 1, iff x = 2*, and otherwise v = 0. Similarly, when s = (y*,b*), B(y,s) = ( b
where b = b* and v = 1 iff y = y*. Non-triviality and correctness are easy to see: panp(u,v) =1iff 2* =z
and y* = y, and, conditioned on that event, (a,b) = f(z,y). Weak security condition is satisfied since

*

Pr(D = 1|z,y) = Pr(a™ = z,y" = yl|z,y) = for all x,y.

XN IIyI
To see that this meets the security condition (7), notice that for all z,y,
Pr(r,u,d|x,y) = Pr(r)Pr(ulr, z)Pr(d|r, z,u,y).

If » = (2*,a*) is such that 2* # x, then U = 0 and (hence) D = 0. Hence, it is enough to consider the case
where r = (z,a*) and (hence) U = 1. Security follows from the fact Pr(D = 1|r = (x,a*),z,U = 1,y) is
Pr(y* =y) = 6,—‘7 for all values of z,y.

C.3 Proof of Theorem 7

If the functionality f = (fa, fp) is simple, consider the partition of X x ), into k rectangles {A; x B;}icx]
guaranteed by Lemma 1. The reduction (2,%8) of f to ¢panp works as follows: Let YRS be uniformly
distributed over [k]. For ¢ € [k], if there exists ' such that (x,y’) € A; x B;, then set A(z,%) to (1, fa(z,v)),
else set it to (0, L). Similarly, if there exists #’ such that (z',y) € A; x B;, then set B(y, ) to (1, f(z,y)),
else set it to (0, L). By Lemma 1, fa(z,y) = fa(z,y’) if and only if (z,y), (x,y’) are in the same rectangle.
This implies correctness (w.r.t. Alice) and implies that condition (7) is satisfied. The analogous condition
for fp implies correctness (w.r.t. Bob) and implies that condition (8) is satisfied. Since PpR® is uniform in
[k], the predlcate accepts with probability + 1, for all z,y. Hence, (2,B) is a perfect log k-SZCR of f to danp

using RS
Next, we show that if f = (f4, fp) is not simple, it has no SZCR to ¢panp. If f is not simple, there exist

z,x’ and y, 7’ such that

fa(z,y) = fa(z,y’) and fp(z,y) = f5(z',y)
but fa(z',y) # fa(a',y') or fu(z,y') # fe(@’,y).
To prove a contradiction, suppose (2A,B) is a u-SZCR of f to Ppanp using YRS for some p < oco. By the
non-triviality of (2, %), there must be some realization ¢ of YRS such that Pr(D = 1|x,y,q) > 0. D = 1
only if U = 1 and V = 1; furthermore, by perfect correctness, A = fa(z,y), B = fp(z,y) if D = 1. Hence,
Pr(U=1,V=1A= fa(z,y),B = fp(z,y)lz,y.q) > 0.
Since fp(x,y) = fp(2’,y), security condition (8) requires that, Pr(¢, D = 1|z,y) is the same as Pr(q,D =
1]2’, y). Additionally, correctness requires that A and B are correctly assigned when D = 1. Hence, the above
inequality implies that
Pr(U = I,V = I,A = fA(a:/’ y)7B = .fB(xlany/?y’ q) > O
= Pr(U=1,A4= fa(2',y)|2',q) > 0.
Similarly, since fa(z,y) = fa(z,y’), by security condition (7),
PI’(U =LV=1A= fA(x’y/)’B = fB(:L'vy/”xayIv(Z) >0
= Pr(V=1,B= fa(z,y)ly'.q) > 0.
By our assumption, fa(a',y) # fa(z',y’) or fe(z,vy') # fp(2’,y’). This leads to the following contradiction.
PI’(D =1, A= fA(x,> y)a B= fA($> y/)|$/> ylv Q)
=Pr(U=1,A= fa(@,y)le’,q) Pr(V =1,B = fp(x,y)ly’,q) > 0.
Hence, with non-zero probability the protocol (2, 9) errs conditioned on the predicate being satisfied. [
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C.4 Proof of Theorem 8

For z € A, by condition 1, there exists z4(z, B) € Z4 such that fa(z,y) = za(x,B),Yy € B and there
exists z4(z, B) € Z4 such that fa(z,y) = za(z,B),Vy € B. Similarly, by condition 2, for all y, there
exists zp(y, A) € Zp such that fg(z,y) = 2p(y,A),Vo € A and there exists zp(y, A) € Zp such that
fe(z,y) = zB(y, A), Yo € A. The reduction O(2,B) works as follows: Let the common randomness W be a

uniformly random bit.

A When W =0, if z € A (resp. © ¢ A), choose some y € B (resp. y ¢ B) and set A = fa(z,y) and U =0
(resp 1). When W =1, if x € A (resp. ¢ A), choose some y ¢ B (resp. y € B) and set A = fa(z,y)
and U =0 (resp 1).

B When W =0, if y € B (resp. y ¢ B), choose some z € A (resp. © ¢ A) and set B = fp(x,y) and V =0
(resp 1). When W =1, if y ¢ B (resp. y € B), choose some x € A (resp. © ¢ A) and output B = fp(z,y)
and V =0 (resp 1).

When W = 0, predicate is satisfied if and only if z € A and y € B or 2 € A and y € B. The A is correct
when predicate is true since 2 sets A = z(x, B) (resp. z4(x, B)) when z € A (resp. x ¢ A). The correctness
B can be argued similarly. When W = 1, predicate is satisfied if and only if 2 € A and y € Borz € A
and b € B. Here also, when predicate is satisfied, A = z4(x, B) (resp. za(z, B)) when x € A (resp. x ¢ A).
The correctness B can be argued similarly. Security is guaranteed by the fact that for all z, f4(x,y) is same
across all y in B and distinct from f4(x,y) for y outside B and vice versa.

Next, we show that if f4 and fg do not satisfy these properties, then f has no SZCR to dxor. If both
fa and fp are non-trivial, there exists a realization of common randomness w for which there are non-
empty sets A C X and B C Y for which send U = 0,V = 1 with non-zero probability. For correctness
of 2, it is necessary that if x € A, then for all y,y' € B, fa(z,y) = fa(z,y’) and that if x ¢ A, then
for all y,y’ ¢ B, fa(z,y) = fa(x,y’). The privacy condition requires that for all x, if y € A,y ¢ B then
falz,y) # fa(z,y’). Similar observations can be made w.r.t. 8. By the correctness of the protocol, there
must exist a realization w’ of non-zero probability for which U = 0,V = 1 to the checker for some = € A and
y € B respectively with non-zero probability. When the common randomness is w’, let A’ C X and B’ C Y
be the set of inputs for which U = 0,V = 1 with non-zero probability. We would now show that A’ has to
be compliment of A and B’ has to be the same as B, in which case f4 and fg satisfy the given conditions.
By our assumptions, there exists z € A’ N A. To show a contradiction suppose A’ # A. Then, either there
exists o' € A’ \ A or there exists ' € A\ A’. W.l.o.g. suppose there exists 2’ € A’ \ A. Since for common
randomness w’, Alice sends 1 with non-zero probability for both z and z’, by the correctness conditions, for
all y' € B', fg(z,y) = fe(a’,y). This is because for common randomness w’, Bob sends 1 with non-zero
probability for all y in B’. When the common randomness is w, Alice sends 1 with non-zero probability for
input x but always sends 0 to the checker when the input is 2’. Then, privacy against Bob requires that, for
all y, fp(z,y) # fe(2’,y). This is a contradiction. O

C.5 Proof of Theorem 9

Let P denote the product distribution P« (r,s) = A1(r)Az2(s), where (A1, As) is the pair of distributions
that achieves the maximum in (9). Then ¢, over R x S is defined as follows. ¢y, (7, s) is 1 with probability

;3’7% - K (), and 0 otherwise. Note that this probability indeed is a value that is at most 1 for all (r, s).

The reduction (2(,B) is as follows: 2 samples r <= A1, and sends it to ¢y, and also outputs it locally;
similarly, B samples s <— Ao, and sends it to ¢y and sets it as its output. Thus, ¢y, receives a sample

(r,s) from Py; so, Pr((4,B) = (r,s),D = 1) = Pry (r,s) - Prop(rs) K@) = Pry(r,s) - K(W). The

Pry . (r,s) ’
probability Pr(D = 1) = K (1) satisfies the claimed non-triviality of the reduction, and correctness follows
because Pr((A, B) = (r,s)|D = 1) = Pry,(r, s). Also, for such reductions (where (U,V) = (4, B))), security
is automatically satisfied whenever correctness is.
To see that this yields the best possible value for Pr(D = 1) for any protocol, we note that w.l.o.g.,
one can consider 2 and B to be of the above form, where they sample r, s to output (from some product
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distribution P« ), and forward the same values to the predicate ¢. (This is because, being computationally
unbounded, @& can locally sample any values u,v that 2 and B would have liked to send, conditioned on
r,s.) Then, for correctness to hold, we require Pry,, (r,s)Pr(D = 1|r,s) = Pry(r,s) - Pr(D = 1). Hence,
Pr(D = 1) = Pry,, (r,s)Pr(D = 1|r,s)/Pry,(r, s) for all (r,s). Since Pr(D = 1|r,s) <1 for all (r,s), we have
Pr(D =1) < min, ¢ Pry,, (r,8)/Pry(r,s) < K).

D Details omitted from Section 5

D.1 Proof of Theorem 10

(only if): Suppose there is a p-szcr (2, B) from f to the predicate ¢. Then we argue that IR( )( M) <1
— i.e., there are matrices A, B, G, H that satisfy the conditions in Definition 8, with k& = 1.
In the SZCR, we have that for each (z,y) € X X ),

Pr(a,u,v,b, D = 1|z, y) = Pro(u, a|z) - Preg (v,bly) - d(u,v).

Define U x (X x A) dimensional matrix A as A(u, (z,a)) = Pro(u,a|z) for all (z,a,u) and V x (¥ x B)
dimensional matrix B as B(v, (y,b)) = Prg (v, bly) for all (v,y,b). It may be easily verified that A is X'-block
stochastic and B is Y-block stochastic. For all (z,y) € X x Y and (a,b) € A x B,

(AT - Py, - B) ((z,a), (y, b))
= Z AT((x,a),u)~P¢(u,v)-B(v,(y,b))

(u,v)EUXV
= Z Pro(u, a|z) - & (u,v) - Pres (v, bly)
(u,v)EUXV
= Z Pr(a,u,v,b, D = 1|z,y) = Pr(a,b, D = 1|z,y)
(u,v)EUXV
@ 27Pr(a, ble,y, D = 1) € 274 My ((z,0), (3,b)). (23)
For all (z,y) € X x Y by weak security condition Pr(D = 1l|z,y) = 27H. Equality (a) follows from this

observation and (b) from the correctness condition of the reduction and the definition of Mjy.

Next, we prove equation (11). Since (2, B) is a perfect SZCR, there exists a simulator Sp: XXxAXD U
such that for all (z,y) € X x Y and (a,b) € A x B,

Pr(u, D =1, a,blz,y)
= Pr(D = 1|z,y) - Pr(a,blz,y, D = 1) - Pr(u|z,y,a,b,D = 1)
=27".Prs(a,blz,y) - Prs, (ulz,a,D =1) (24)
Here, the last equality follows from Pr(D = 1|z,y) = 27# by weak security (Definition 5), Pr(a,b|z,y, D =
1) = Prg(a,blz,y) by correctness (Definition 4) and Pr(u|x y,a,b,D =1) =Prg (ulz,a, D = 1) by security

(Definition 6). Recollect that for all (z,a) € X x A and u, v € U, [Alx (u, (z,a,u ))) A(u, (z,a)) whenever
u =" and 0 otherwise. For all (x, a, u,y,b),

([A}; : PdJ : B) ((x,a,u), (yv b)))
= > [AL((z,a,u), ) Pe(u',v') - B, (y,b))

(u’,v")eUxV
= > [AlL((z,a,u),u) - Py (u,v) - B(', (b))
v'eV
= Z PFQ[(U,CL‘I‘) ' ¢(u7’ul) - Preg (Uab|y)
v'eV
= Pr(u, D =1, a,blz,y). (25)
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Define (X' x A) x U dimensional stochastic matrix G' as G ((z,a),u) = Prg (ul|z,a,D = 1) for all (z,a,u).
For all (z,a,u,y,b),

(G1L - My) ((z, a,u), (y,b))
= Z [G]L((I,a,u),(m',a/))~Mf((x/,a/),(y,b))

(z',a’")eAXB
= [G]L((l’, a, u)’ (xa a)) : Mf((xv a)a (yv b))
= Prg, (ulz,a,D =1) - Pr¢(a,blz,y). (26)

Equation (11) now follows from (24), (25) and (26). (12) can be shown analogously.

(further): Applying the above to ¢* instead of ¢, we obtain that a u-szcr (2,9) from f to ¢* implies
that that |RE#) (My) < 1. Since Py = P‘%’k, this implies that IR(F’,Q (My) < k. Hence, IRp, (M) < pu+ k.

¢,k:
(if): Suppose matrices A, B, G and H satisfy (10), (11) and (12). We construct a u-SzZCRr (2, B) as follows.
For all (z,a,u) € X x AxU and (y,b,v) € Y x V, set

PI’Q[(U, (Z|$) = A(’LL, (.T, CL)), Proy (Ua b|y) = B(U7 (y’ b))

Here we used the fact that A and B are X’-block stochastic and )Y-block stochastic, respectively. From
the arguments in the proof of (10), it is clear that for all (x,y,a), Pr(a,b,D = 1|z,y) = 27" - Pry(a,blz,y)
(See (23)). This implies that (2, 2B) satisfies the weak security condition and correctness condition for perfect
SZCR.

We would show the security by constructing simulators. Define Sy : X x AxD — U and Sp : Y x BxD —
V as follows. For (z,y,a,b,u,v),

PrgA (ulz,a,D =1) = G((x,a),(x,a,u)) PrS.B (v|y,b,D =1) = H((y,b), (y,b,v)).

Since G, H are stochastic matrices, this is a valid assignment. It is clear from the argument for the proof of
(11) (See (25) and (25)) that,

Pr(u,a,b, D = 1|z,y) = 27"Prs(a,blz,y) - Prg, (ulz,a, D =1).
Since Pr(D = 1|z,y) = 27* and Pr(a,blz,y, D = 1) = Prs(a, b|z,y), the above equality implies that,

‘p (U|x,y,a,b,D - 1) - SA(J?,G,,l)' =0.

\p (V]z,y,a,b,D = 1) — Sp(y,b, 1)] =0

can be shown similarly. Since Pr(D = 1|z,y) = 27# for all (z,y) and (u,a) = A(z), Pr(ulz,y, D = 0) is fully
determined by 2 and Pr(ulz,y, D = 1), similarly for Pr(u|z,y, D = 0). Hence, Prg (ulz,a,D = 0) for all
(z,a,u) and Prg_(vl|y,b, D = 0) for all (y,b,v) can be defined to satisfy the security conditions. This proves
the theorem.

D.2 Proof of Lemma 2

Let p: X xR xQ —[0,1] and 0 : Y xS x @ — [0, 1] be the transcript factorization functions of the protocol

Y. Consider the distribution induced by the protocol TT¥, where the distribution IT) is defined to be uniform
over U x V:

p(x,u,q) o(y,v,q)
Zihg

Prpys (¢, . vl y) = Prg (u,v) Py (glu, v, z,y) =
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Then, by summing this equation over all (u,v) € U x V, we have

p(z,u,q) o(y,v,q)
(u,v) (u,v)

Now we extend Pr_g and Prijw to define distributions over Q by imposing a distribution over the inputs,

n
namely, the uniform distribution over Xo x Vo. Then, there exists ¢* € Q such that Pr 5 (¢*) < Pre (¢%).
Hence, for any (z,y) € C|y,y), and any (z*,y*) € X x Ve,
* (a) * * *
Prire (¢*[7,y) = Prine (¢°) > Pryg (@) = > Pros(¢", 2", y)

(z'y")eXc XV
_ ) Pros (g2, ") S Proe(al=", %)
Xl Vel = |XellVel

(28)
(z",y")€XeoxVe

where (a) follows by Claim 1 (specialized to deterministic functions). Now, the lemma can be established as
follows. Let

x* —argmaxz (r,u,q*) and y* —argmaxz (y,v,q").

r€XC ueU yeYVe vEY
Then,
po(@)ol(a) = > pa"u.q") oy v.q)
(u,v)EUXV

(@) *| k% (®) *
= U[[VIPrg (¢ |z*, ") < [Xe| [ Vel (U] V] Prow (¢ |z, y),

for any (x,y) such that ((z, fa(z,v)), (y, f(z,y))) € C; here (a) follows from (27) and (b) from (28). O

D.3 Proof of Theorem 12

For simplicity, we prove this for a functionality f with a single connected component in its evaluation graph
Gy. The extension to Gy with multiple connected components is similar to that in the proof of Theorem 11,
by including an index 4 of a connected component C; of G¢ as a common randomness part of .

Since G has a single connected component, by Claim 1, for ¢ € Q, Prryy (¢) can be defined as Prrw (¢]z, v)
for any (z,y). For each transcript ¢ € Q, we define the following quantities.

* = maxma * ax ma
p*(q) = max max xp(z,7,q) 0 (q) = r;leglgego(y,&q)
* s
¢" = argmin P90 \9 (q) g (q)

q:Pr;y (9)>0 Prﬂ‘l’ (Q)

Note that p*(q) < pTC (¢) and 0*(q) < aTc(q), where C' denotes the single component of G (see Definition 9).

Hence, by Lemma 2,
p (") - o™ (q") < [X] VI R][S] Priw (7). (29)

The reduction © = (A, B) works as follows for the realization (r, s) of the correlation .

’ p*(g*)
(¢*,r,x). With the remaining probability, set U = 0 (and A arbitrarily).

B(y, s Wlth probability (y’( ’q)) set (V, B) = (1,b), where b is the output according to TT¥ for the view

(q*, s,y). With the remaining probability, set V' = 0 (and B arbitrarily).

A(xz,r): With probability plera’) ot (U, A) = (1,a), where a is the output according to TT¥ for the view
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We will show that © is a u-SzZCR from f to ¢panp using . Note that,

p(xa r, q*)a(q*v S, y) — Prﬂ‘l’ (q* |T7 S, T, y)
p*(q*)o*(q*) p*(q*)o*(q)

Pre(U =1,V =1r,s,z,y) = (30)

Security: We shall prove that if f4(x,y1) = fa(x,y2), then for all v, u, d, Prg(r,u, d|z,y1) = Pro(r,u,d|z, y2)
(security against B follows analogously). We need to prove this only for d = 1. Further, note that for
u = 0,d =1, the LHS and RHS are both 0. For u = 1,d = 1, we have

Pre(r,u,d|z,y) = Pre(r,U =V =1|z,y) = Z Pry(r,s)Pre(U =V =1|r,s,z,y)

sES
= ZPnp Prrrw( |y s, @, y) _ > ses Prow (47,7, 8]z, y)
= p*(q*)o*(q*) p*(q*)o*(q*)
_ Proe (¢, 7z, y)
p*(q*)o*(q*)

Now, if fa(x,y1) = fa(x,y2), by the security of TT¥, Prrw (¢*, 7|2, y1) = Priw (¢%, 7|2, y2). Hence, in this case
tOO, Pr@(r, U, d|1'7 yl) = PF@(T, U, d|£L’, y2)

Correctness. We shall see below that Prg(D = 1|z,y) > 0 for all z,y. Hence it is enough to show that
Pre(a,b, D = 1|x,y) > 0 only if (a,b) = f(z,y). Note that, by (30)

Pre(a,b, D = 1|z,y) Z Pry (7, s) Pry ("7, 5,2, y) Prie (a,blg™, 7, s, 2,y)

P p*(q*)o*(q*)
Pr]—[q, q a, b r,slz,y)  Prow (g, a,blz,y)
a Z o (¢*)  pe)or(er) 1)

Hence Prg(a,b, D = 1|z,y) > 0 only if Prrw (¢*, a, blx,y) > 0, which, by the perfect correctness of TT¥, holds
only if (a,b) = £, 1)
Non-Triviality. We have

) Prﬂ‘l’ (q |:Zj y) > 1

P =1 )
ro(D=1le.y) = S is a2 IRVIRIS

where the equality follows from (31) and the inequality from (29). Hence we have, p < log|X||V||R||S], as
claimed. O

E Details omitted from Section 6

E.1 Proof of Lemma 4

For a deterministic functionality g : X x Y — A x B, let the tiling number of g4 and gg be ki and ko
respectively. We construct a log k1 - ko-WZCR from g to ¢anp. Let Ry, ..., Rk, be a tiling for the function g4
and S, ..., Sk, be a tiling for the function gp. Let PR be uniform over the set [k1] x [ko]. The reduction
works as follows: for (i,7) < PRS and inputs (z,y) € X x Y, A(x, (i,7)): sets (U, A) to (1,ga(R;)) if z is
in the rectangles R; and S; and to (0,94 (R;)) otherwise. Similarly, B(y, (¢, j)) sets (V B) (1,9B(S;)) if

y is in rectangles R; and S; and to (0, f(R;)) otherwise. Clearly, Pr(D = 1|z,y) = — for all (z,y) and
whenever D =1, A = B = f(z,y). Hence (2,B) is a log k1 - k2 — WZCR. Since 11)CRS is umform over [k1] X [k2]
and (2,B) is a pair of deterministic functions such that Pr(D = 1l|z,y) = —+ for all (z,y) € X x Y, it
must be true that for each (x,y), there exists a unique (7, j) € [k1] X [k2] such that UG, j) = V@) = 1 where

(u(i,j)aa(i,j)) = m(xa (%j)) and ( V(i,5)» b(1 ])) %(ya( 7]))
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CDS. Let L be a constant function with domain X x ) and consider log k-WZzcR (2L, B) of the functionality
(f,L) to danp guaranteed by the above construction. When Alice and Bob get x, y, respectively, as inputs
to the predicate f and the secret is s € {0,1}, our protocol proceeds as follows. For 1 < ¢ < k such that
f(R;) =1 (set of tiles that evaluate to 1), Alice and Bob first compute (u;, a;) = A(z,4) and (v;, b;) = B(y, 1),
respectively. This is followed by Alice, Bob and Carol conducting a perfectly secure protocol for CDS with
predicate that maps (u;, v;) to u; - v; (the AND predicate) and secret s. Note that u;, v; are known to Carol
since she knows z,y and i. Since the CDS with AND predicate is of complexity O(1), the complexity of the
new protocol is O(k). If f(x,y) = 1, there is a unique ¢ € [k] for which f(R;) = 1 and f(u;,v;) = 1, hence
Carol recovers the secret in round i. Whereas, if f(x,y) = 0, for all i € [k] such that f(R;) =1, f(u;,v;) =0,
hence Carol remains oblivious to the secret. This proves statement 1.

PSM. Let ITANP he a PSM protocol for computing AND function. We construct the PSM protocol TI/ as
follows: Let the inputs of Alice and Bob be x and y, respectively. Alice and Bob sample a random permutation,
say o, of the set [k] from the common randomness. For 1 < i < k, Alice computes (u;,a;) = (x,0;) and
Bob computes (v;,b;) = B(y, 0;), where o; is the the member ¢ in the permutation o. Alice, Bob and Carol
execute TTAND with input u; and v; from Alice and Bob, respectively. Additionally, for 1 < i < 2, Alice and
Bob sample z; uniformly from Z from the common randomness. Alice sends I; = u; - a; + 2z; to Carol and
Bob sends r; to Carol, where r; = z; if v; = 1 and r; + [k] otherwise. Carol finds the unique index ¢ for
which the TTAND outputs 1 and outputs I; — r;. It can be easily verified that the above protocol is secure. The
communication complexity of the protocol is k(2log |Z| 4 4) since there exist PSM protocols for AND with
communication complexity 4.

2PC. When Alice and Bob get inputs x, y, respectively, our 2-party protocol using OT proceeds as follows.
For 1 < i < k, Alice and Bob first compute (u;,a;) = A(x,i) and (v;,b;) = B(y, ), respectively. This
is followed by Alice, Bob conducting a perfectly secure 2-party protocol using OT to compute the selector
functionality (Selq”"“”z’k7 SelPm:Z:k) where Sel o2k . 1k x ZK) x VE 5 Z is as defined in Definition 11,

with Alice’s input being ((uy,...,ux), (z1,...,2;)) and Bob’s input being (v1,...,v;). The communication
complexity (and OT complexity) of (f, f) is the same as that of the selector functionality, which by statement
3 in Lemma 6, is O(k-log | Z|). The protocol inherits its perfect security from that of the protocol computing
selector functionality. This proves statement 3, concluding the lemma.

E.2 Proof of Lemma 5

Consider assignment of probabilities w(R, z) for R € 2% x 2¥ and z € Z such that the constraints in

Definition 10 are satisfied for n = p?tl(f). Let ¢ be the distribution over 2% x 2Y x Z such that when

R € 2% x2Y and 2z € Z, Pry(R,2) = w(R,z). Define reduction (A,B) from (f, f) to ¢panp that uses
common randomness P as follows. For inputs (z,y) € X x Y and (R, z) < 1,

Az, (R,z)): Ifx e Rset (U, A) =(1,z), else set (U, A) = (0,.L1).
By, (R,2)): Ifye Rset (V,B)=(1,2z), else set (V,B) = (0,1).

Here, by an abuse of notation, we mean = € R if (z,y') € R for some y' € Y and y € R if (2/,y) € R for
some z’. In this reduction, for every (x,y),

PrD=1lzy) = 3. S w(Rz)<n,

(z,y)€ER 2€Z

PI’(D =1,A=B= f(x,y)|a:,y) = Z w(R,f(x,y)) > "7(1 - 6)'
(z,y)ER

Hence,

n>Pr(D =1lz,y) > Pr(A= B = f(x,y),D = l]z,y) > n(1 —¢).
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Thus, for all (x,y),
Pr(D = 1|z,y) = n(1 —€),Pr(A= B = f(z,y)lz,y, D =1) > 1 —¢,
and Pr(D = 1|z,y) > (1 — ¢)Pr(D = 1|2’,y) for all (z',y').

Hence, when 27# = n(1 — ¢€), f has a (i, €)-WZCR to ¢panp using PR, This proves the theorem. O

E.3 Proof of Proposition 1
This follows from [KLL"15, Theorem 1.1] which is stated below in its original form.

Proposition 2. There is a positive constant C' such that for all functions f : X x Y — Z, all €,6 € (0, %]
and all distributions o over X x Y, we have ICZ(f) > % - (log prt2, 55(f) — log |Z]) — 6.

Setting § = £ and rearranging the above inequality we get

3
. 9C .. 3C
log prto. (f) < (lce (f) + e + log Z) .

2
Claim A.2 of [KLL " 15] establishes that prt,, (f) = max,, prts. (f), where prty (f) is as defined in Definition 10.
Then there exists a distribution a* such that

. o 9C .. . 3C
g (1) = o, () < (S51C2” () + 2 4 1o 21

9C 3C
< (e + 2 11121

The second inequality follows from IC.(f) being defined as max,, ICZ(f). O

E.4 Proof of Lemma 6

To prove statements (i) and (iii), we show that Sel®:{01* hag a formula of size 5t. It is known that the
CDS for predicate SelPae {011t 1ag communication complexity linear in formula size. The OT complexity

and communication complexity of the functionality (Sel‘bAND’{O’l}’t,Sel‘bAND’{O’l}’t) is also upper bounded

by the formula size (in fact the circuit size). Since Sel®*Z* can be computed by computing each bit
independently, the OT complexity and communication complexity can be upper bounded by O(t - log | Z|).

Claim 6. Sel®mo-{01ht g a formula of size 5t + 2.

Proof: Let Wy ... W; be a family of formulas with W, being a formula that outputs 0. For 1 <i <, let W;
be obtained from W;_; as follows

Wi = (Wz'—l V (uz A Uz)) A (Z,' V —\(’U,Z‘ A ’Ui)).

|¢AND»{071}1t

It may be easily verified that W; computes Se . The size of the formula is 5¢. This proves the claim.

O

It is known that PSM complexity of a function with branching program of size k is O(k?) [FKN94] and [IK97].
Hence, (i) would follow from showing that Sel®m:Z: has a small branching program. This follows from
generic results transforming formulas to branching programs, and appealing to the above claim. But for
concreteness, we show a branching program of size 5¢ for Sel o011t (Since Sel®a0: 2 can be computed
by computing each bit of the output independently, the PSM complexity of Sel®"°-Z is O(¢2) - log| Z]|.)

Recall that a branching program BP for Sel®">:%! is a tuple (G, ¢) where G(V, E) is a directed acyclic
graph with two special vertices s,t and ¢ is a labeling function that labels each edge e € E with a variable,
say u;, v; or z; for i € [t] or with the negation of a variable, say —u;, # v; or # z; for i € [t] or with a constant,
say 1. For each input (u’,v*, 2") € {0,1}* x {0,1} x {0,1}", define Gy 4 .+) as the subgraph of G' containing
only edges e € E such that ¢(e) = 1. Then, there must be a path from s to t in Gyt o ;+) if and only if
SelPawo 2ot (yt gt 2t) = 1. The size of the branching program is the number of vertices in G.
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Claim 7. Sel®mod01ht fp0 ¢ branching program of size 5t + 2.

Proof: Consider the branching program G(V, E), ¢ described in Figure 2. The number of vertices in the

graph (other than s,t) is 5¢. This proves the claim. |
S
// \\
ai az1 as,1 at,1
U u2 us Ut
ai,2 az,2 as,2 at,2
U1 U2 U3 Ut
ai,3 az,3 as,s at,3
21 ai,s 29 azs 23 2t
/‘U/Q \,4 /U/3 X 1
ai,4 a2 4 as.4 . ata —> ¢
-V U3

Fig. 2. A branching program for Sel®Aw0-{011:¢ For input (u?,v!, 2%) € {0,1}" x {0,1}* x {0,1}*, if dpanp(ui,vi) =
0,Vi € [t], then there is no path from s to a; 4 for any ¢ € [t]. Hence, in this case there is no path from s to ¢ and
Seld)AND’{O’l}’t(ut,vt,zt) = 0. Suppose there exists ¢ such that ¢ano(ui,v;) =1 and for all j > 4, danp(uj,v;) =0, it
is easy to see that there is a path from s to t if and only if z; = 1.

This completes the proof of the lemma. O

E.5 Proof of Lemma 7

PSM. Let (A,B) be a (u,€)-zCR of f to ¢ using PRS and let (psm, Bpsm, Cpsm) be a perfectly secure
PSM protocol for Sel®?**. We define a PSM protocol T for computing f as follows. For input (z,y) and
1<i<t, let (U;,Z;) and (Vi, Z!) be the outputs of 2 and B, respectively, of the i*" independent execution
of (A,B) with input z,y, respectively. Execute the (Upsm; Bpsm; Cpsm) With input (U?, V', Z). Let M4 and
Mp be the the outputs of Apem and Bpem, respectively, in this execution. The output of the protocol f is
Cosm(Ma, Mp).

Communication complexity of this protocol is the same as the communication complexity of EEA
remains to show that it satisfies the correctness and security conditions. Define OUT as €pom(Ma, Mp) and
for inputs (z,y), define VIEW(, .y as the distribution p (Ma, Mp|z,y). It is sufficient to show that for all

(z,y) and (2/,y") such that f(2',y') = f(x,y),
Pr(ouT = f(z,y)|z,y) > 1 — 4e,

[VIEW () — VIEW (3 )| < de.

We show this using the following claim. Statement (i) and (ii) in the claim are direct consequences of the
definition of TT%*"*" and perfect security of ﬂse'd"z’t, respectively.

Claim 8. For U,V and Z! as defined in T17, the following statements are true.
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(i). P (Sel‘t”z’t(Ut,Vt,Zt) = f(x,y)|x,y) >1—2¢ for all (z,y) € X x V.

(ii). For all (x,y),(z',y") € X x Y such that f(x,y) = f(2',y'), statistical distance between VIEW(, ) and
VIEW () 18 equal to

b (el 24", V!, 2w, y) = p (Sl ULV, 20!y

Proof: We prove the first claim as follows. When T/ is executed with input (x,%), by the definition of
Se|¢,2,t’

P (Sel“”z’t(Ut, vt Zt) £ f(x,y)) = P((U" V', 2") € By)
+ P (U, V', Z") € Ey)
where,
By = {(u", 0", 2") : p(uj,v;) =0 for 1 <i <t}
By = {(u*,v", 2") : Ji such that ¢ (u;,v;) =1,2 # f(x,y) and Vj > i, d(u;,v;) = 0}.

For 1 < 4 < ¢, an independent execution of (2(,B) produces (U;,V;, Z;). Since (2U,B) guarantees that

Pr(d(U;,V;) =1) > 27#, we have

(a)
P(ULVH,ZHYeB)<(1-2") <e

Since t = 2*1In 1, (a) follows from the inequality (1 — 2)s < e * for 0 <z < 1. We bound the second term
as follows.

P((U" V" 2" e Ex) =P ((U", V', Z") ¢ Ey)
P ((U"V', 2" € B|(U, V', Z") ¢ Ey)
<P((U"V' Z" € B|(U, V', Z") ¢ E)
W P(Z# fay)dUV)=1) <e.

Here, (a) follows from each execution of (2, %) being independent. The first claim is implied by the above
two bounds. Since 15" is a PSM protocol, the security condition implies that VIEW(, ) can be simulated
from Sel®#(U*, Vt, Zt). The second claim follows from this observation. O

From the perfect correctness of 1€ %" and statement (i) in the above claim,

P(0UT # f(z,y)la,y) = P (Sl ZH (U, V!, 2%) # f(, )l y) < 2e.

When (z,y), (2',y") € X x Y are such that f(x,y) = f(«',y’), from (ii) in the above claim, the statistical
distance between VIEW(, ,y and VIEW (. . is upper bounded by

o (sl 21U, V!, 20 e,y ) — b (Sl (WU V21 )
< Pr(Sel® 2 UV, 21 # f(ay)le,y)

(a)
+P (Sel¢’2’t(Ut7Vt,Zt £ f(:c,y)\x',y') < 4e.

Here, (a) follows from (i) in the above claim. This proves the statement 1. O
CDS. The proof follows the same line of argument used in statements 1. Let (2, B) be a (u,€)-ZCR of f
to ¢ using PRS and let (Aeds, Bedss €eas) be a CDS protocol for the predicate Sel® {011t protocol T for
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CDS with predicate f and domain {0,1} can be described as follows. Let z,y be Alice’s and Bob’s inputs,
respectively, to the predicate f and let the secret be s. For 1 < < ¢, let (U;, Z;) and (V;, Z!) be the outputs
of 20 and B, respectively, of an independent execution of (2(,B) with input (z,y). Execute the protocol
(UAcds, Beds, €eas) with (UL, V', Z1) as input to the predicate Sel®{%1ht and s as the secret. Let My and
Mp be the the outputs of 2A4s and B.ys, respectively, in this execution. The output of the protocol /' is
QCdS(MAv MB)

Communication complexity of this protocol is the same as the communication complexity of (2cds, Beds, Ceds )-
Along the lines of our proof of statement 1, we show that TT/ is a 4e-CDS protocol. Output of the protocol,
represented by OUT, is the random variable €.gs (Ma, Mp). For (z,y,s) € X x Y x §, define VIEW, ,, ;) as
the distribution p (M4, Mg|z,y, s). It is sufficient to show that for all (z,y) € X x Y,

P(ouT =slz,y) > 1—4e,Vs e Sif f(z,y) =1

‘VIEW(m’y,S) — VIEW (5 sy | < 4€,Vs, s eSif f(z,y) =0.

Since (Acgs, Beds, Ceds) is a CDS protocol, OUT(, ) is s when (U', V', Z') satisfies the predicate Sel®-{0:1}
and when (U*, V", Z") does not the predicate, VIEW(, , ) is identical to VIEW(, ,, . for all s,s" € S. Hence,
to prove the above two inequalities, it is sufficient to show that,

P (Sel‘b’{o’l}’t(Ut,Vt, 7t = f(x,y)\z,y) >1— 2¢ for all (z,y) € X x V.

But this is already shown by Claim 8. This proves statement 2. O
2PC. The proof follows the same line of argument used in statements 1 and 2. Let (2, B) be a (u, €)-ZCR
of f to ¢ using PRS and mse® =" he a perfectly secure 2-party protocol for computing the functionality
(Seld”z’t, Seld”z’t). The protocol TTY for computing the required functionality can be described as follows.
For input (z,y) € X x Y, and 1 <14 <, let (U;, Z;) and (V;, Z!) be the outputs of A and B, respectively,
of an independent execution of (2(,B) for input (z,y). Execute the protocol mSe® =" with (UL, V7t as
input.

Clearly, the communication complexity (respectively OT complexity) of this protocol is the same as the
communication complexity (respectively OT complexity) of T%e® ", Define ouT# and ouT® as the ran-

dom variables corresponding to the outputs of Alice and Bob respectively on execution of S " with
inputs (U?, V', Zt). For input (z,y) € X x Y, the view of Alice, represented by VIEW(}E y)» 15 the distri-

bution p (Wt, U, Zt VIEW),: e Zt|ac,y)7 where W? is the common randomness used in the ¢ independent
executions of (A, B) and VIEW{}, .. ,. (by a slight abuse of notation) is the view of Alice on execution of
5" with inputs (U, Vt Z?). Similarly, the view of Bob, represented by VIEW@ ) is the distribution

P (Wt, vt Z/t7VIEW5,,,Vt7zt|:E,y>. It is sufficient to show that for all (z,y) € X x Y,
P (OUTA = f(x,y)|x,y) > 1 —4e,
P (OUTB = f(z,y)|z,y) =1 — 4,

<de,Vy € Vst f(z,y) = fz,y),

<Ade,Va' € X s.t. f(z,y) = f(2,y).

A A
viEW(, ) —VIEW( )

B B
‘VIEW(%y) — VIEW (3 )

Since T15¢*"*"" is perfectly secure, ouT# = ouT? = f(,y) whenever Sel® %" evaluates to f(z,y) for input
(U, V', Z"). Hence, to prove the bounds (32) and (33), it is sufficient to show that for all (z,y) € X x Y,

P (Seld”z’t(Ut, vt Z |z, y = f(x,y)) >1 - 2¢ for all (z,y) € X x V.

But this is already shown by Claim 8.
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Perfect security of T *"* implies that VIEW{‘U‘,Vt,Zt) can be simulated from (U?, Z*), Sel®Z(U*, V', Zt)
and VIEW?Ut,Vt,Zt) can be simulated from V*,Sel®Z (Ut V* Z!). Furthermore, for each i € [t], (U;, Z;) =
A(W;, x) and (V;, Z]) = B(W;,y). Hence, to prove (34), it is sufficient to show that for allx € X and y,y’ € Y
such that f(z,y) = f(z,y'),

’p (Sel"”z’t(Ut,Vt, Zt),Wt|x,y) “p (Sel¢’z’t(Ut,Vt7 Zt),Wt|x7y’) < 2, (36)

and to prove (35), it is sufficient to show that for all 2,2’ € X and y € Y such that f(z,y) = f(a',y),
o (Sel®#H UV, 2, Wi,y ) —p (Sel® 24U, V!, 20, Wa )| < 2¢. (37)

Below, we show the inequality (36). Since p (W |z, y) is identically distributed as p (W|a',y’) i.e., p (Wlx,y) =
p (Wlx',y) for all (z,y), (z',y’) € XxY, and, as already established, P (Seld”z’t(Ut, Vvt ZHz,y = f(z, y)) >
1 — 2e. Inequality (36) follows form the following claim.

Claim 9. Let (A, B) and (A', B') be a pair of random variables that take value in some finite set A x B. If
Pr(B =b) and Pr(B’ =b) are lower bounded by 1 — 2¢, and p (A) = p (A'), then |p (A, B) —p (A, B’)| < de.

Proof: 1t is sufficient to show that there exists a coupling (/1 B,A' B ) such that

A
p (A,B) =p(A,B),p (/1’,1?’) =p (A, B ( £ (A B’)) < e,
Since p (A) = p (A’), consider the coupling
Pr(a,b,a’,b') = Pryay(a) - Pryca,p)(bla) - Procar, g (V]a).
Clearly, p (A, B) — p (A, B) and p (A', B/) =p (A", B'). Since A = 4/,
Pr((A,B) # (A',B)) =Pr(B# B) <1-Pr(B=B'=1b)
P £ )+ Pr(B £b) < de.

Here (a) follows from a union bound. This proves the claim. O

Inequality (36) follows directly from the above claim. Inequality (37) can be show in a similar way. This
proves the statement 3, concluding the proof of the lemma. O
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