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Abstract.

Application of masking, known as the most robust and reliable countermeasure to
side-channel analysis attacks, on various cryptographic algorithms has dedicated
a lion’s share of research to itself. The difficulty originates from the fact that the
overhead of application of such an algorithmic-level countermeasure might not be
affordable. This includes the area- and latency overheads as well as the amount of
fresh randomness required to fulfill the security properties of the resulting design.
There are already techniques applicable in hardware platforms which consider glitches
into account. Among them, classical threshold implementations force the designers
to use at least three shares in the underlying masking. The other schemes, which can
deal with two shares, often necessitates the use of fresh randomness.

Here, in this work, we present a technique allowing us to use two shares to realize
the first-order glitch-extended probing secure masked realization of several functions
including the Sbox of Midori, PRESENT, PRINCE, and AES ciphers without any
fresh randomness.
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1 Introduction

The rapid deployment of Internet of Things (IoT) necessitates physical security in addition
to analytical security of the underlying cryptographic primitives. This is due to the fact
that in the IoT scenarios the device is in hand and control of the legitimate users who
can play the role of an adversary. Among physical attacks, Side-Channel Analysis (SCA)
attacks [KJJ99, QS01] are considered as the most threatening attack vector, as often the
device cannot detect if its physical characteristics are being measured, e.g., its power
consumption. After the introduction of such attacks in the open literature, the relevant
scientific communities have dedicated a considerable body of research on understanding
its foundations as well as on development of defeating mechanisms. Due to their sound
theoretical basis, masking countermeasures have absorbed the attention of the researchers
at most. Being based on secret-sharing schemes, the key-dependent intermediate values of
the cipher are randomized by the application of a masking countermeasure, usually done
at the algorithmic level. In the most common scheme, Boolean masking [GP99], sensitive
variables are split into several shares, whose addition (binary XOR) results in the same
original (unshared) value.

While it became almost known how to correctly apply masking schemes on software
implementations, their application on hardware designs were still an ambiguous process. It
has been repeatedly shown that thought-secure masked hardware implementations [Tri03,
OMPRO5] exhibit exploitable leakages [MPOO05, MME10]. This shortcoming is due to
not having atomic gates in hardware leading to a phenomenon called glitches. Finally,
this issue has been theoretically addressed in [NRRO6], where an implementation strategy
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is introduced, called Threshold Implementation (TI), later extended to higher orders
in [BGNT14a).

Security of masking schemes is commonly evaluated by the probing model [ISW03],
where the order of an attack is reflected by the number of probes simultaneously placed
on a device observing its intermediate signals. Although this model captures the leakage
of software implementations, where operations have a sequential nature, the adversary
gains more information by probing a single signal in a hardware circuit, due to the
glitches. Therefore, the model is extended to cover glitches (called glitch-extended probing
model) [FGPT18]. In this model, a probe placed at the output of a gate is propagated
backwards to its inputs and interpreted as several probes placed on all signals driving the
gate. TI circuits [NRS11] are indeed secure under the glitch-extended probing model, as
they maintain the security in presence of glitches.

Despite its sound theoretical basis, realizing the TI variant of non-linear functions is
not straightforward. Under the TT settings, a function with algebraic degree t should be
split into td + 1 shares to achieve security against d*" order attacks. Due to a high number
of input shares, this leads to high area overhead (and/or latency) for functions with a
high algebraic degree. As an essential underlying assumption of masking schemes, uniform
sharing should be also achieved at the output of a masked (TT) function. It is, however,
not trivial to achieve this for every given function. Even, a uniform TT with minimum
number of input shares does not exist for some functions, e.g., 2-input AND gate and
Keccak non-linear function y [BDN'13]. Although this can be solved by insertion of fresh
masks (refreshing the sharing), if a uniform TT is found for a non-linear functions of a
cipher, it does not require any fresh randomness and the entire masked cipher can be
implemented with td + 1 shares while only the primary inputs (plaintext and key) should
be presented in the shared form.

By introducing a new technique denoted as changing of the guards [Dael7], it is shown
that uniform sharing for a bijective Sbox can be achieved by making use of independent
shares of the cipher state as fresh masks. This technique has been applied on a 3-share
implementation of Keccak non-linear function y [Dael7], on a 4-share decomposed AES
Sbox to cubic functions [WM18], and on a 3-share tower-field representation of the AES
Sbox [Sugl9]. All these implementations require fresh randomness just for the first
execution of the cipher. Subsequent executions can proceed without any fresh masks.

The td + 1 requirement has been relaxed in [RBN*15, GMK16] by showing how to use
only d+ 1 shares when d-th order security is desired. Although this allows realizing masked
circuits with less area overhead, it mostly forces to use fresh randomness. Application of
such a methodology on AES led to 2-share masked designs reported in [CRB*16, GMK17],
requiring between 18 and 54 fresh mask bits per clock cycle.

As a side note, it has been tried to reduce the required fresh randomness of such d + 1
hardware masking schemes. For example, a combination of the multiplication algorithm
in [BDF*17] and randomness optimization in [BBP"16] led to the scheme presented
in [GM17] which — compared to [GMK16] — reduces the number of fresh masks for higher-
order hardware implementations of the multiplication. There exists also activities in
reducing the latency of d 4+ 1 hardware masking schemes [GIB18], which even leads to a
higher number of required fresh masks.

1.1 Qur Contributions

In this work, we provide techniques which allow us to realize d + 1 hardware masking
schemes without any fresh masks for d = 1, i.e., only first-order secure implementations
with 2 shares. We start our study with a 2-input AND operation and show how to construct
its 2-share variant without any fresh randomness while achieving glitch-extended probing
security. As a side note, this has never been achieved/reported in the state of the art.
We generalize our strategy and provide glitch-extended-probing-secure representation of
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larger functions including the Sboxes of Midori, PRESENT, PRINCE, and AES without
any fresh randomness. We would like to highlight that the aforementioned changing of
the guards is not used in our constructions, and they are the only ones reported so far in
the literature with this feature. Hardware platforms are our main target implementation
basis. However, this does not hinder our constructions to be used as a sequence of
instructions to run on a software platform. Our entire developments including the source
codes and the HDL representation of the constructed Sboxes and full ciphers are given in
the github. In addition to our own simulations and FPGA-based practical investigations,

we have evaluated our constructions by the recently-introduced leakage verification tool
SILVER [KSM20], which is also available online.

2 Preliminaries

In this section, in addition to the notations, we give the preliminary knowledge necessary
and helpful to follow the rest of the paper. This includes the fundamentals of masking
in hardware and various state-of-the-art techniques to realize the masked variant(s) of a
given function in hardware.

2.1 Notations and Definitions

We denote binary random variables € Fy with lower-case italic x, vectors € IF§>1 with
upper-case italic X, j-th element in a vector X with superscripts &7, i-th share of a variable
with subscripts x;, coordinate functions with lower-case italic sans-serif f(.), functions with
larger output width by upper-case italic sans-serif F(.), and sets with calligraphic font F.

In an s-th order Boolean masking, the secret x is represented by s+ 1 shares (xg, . .., xs)

in such a way that = + ;. The initial masking requires s independent and uniformly-
Vi
distributed masks myg,...,ms_1 to form the shares as z;«s = m; and x5 = x + 4+ m;.

Vi
Application of a binary linear function L(.) on X in a masked form can be easily achieved
by applying the same function on all shares as L(X) = —|— L(X;). This also holds for any

affine function A(X) = L(X) + C if the constant C is apphed an odd number of times.
The challenge is how to apply a non-linear function F(.) in such a masked form.

2.2 Threshold Implementations

For simplicity, let us consider the case where the number of input and output shares are
the same. The masked variant of Y = F(X) receives input shares Xo, ..., X, and provides
output shares Yy, ..., Y, with X = —|— X;and Y = —|— Y;. In first- order TI [NRS11], each

output share Y; is provides by a component function F (Xo, coy Xio1, Xig1, ..., Xs), where
at least one input share X; is missing in its input list. This, referred to as non-completeness,
guarantees the leakage of F;(.) to be independent of X. Further, for each value of X giving
all possible sharing Xy, ..., X to the masked function leads to a set of Yy, ..., Y, which
should be a uniform sharing of ¥ = F(X). Not fulfilling the uniformity would potentially
result in a leakage in subsequent function(s) which receives Yy, ..., Ys as the shared input.

Classical TI defines the minimum number of input shares as td + 1, where ¢ stands for
the algebraic degree of the underlying function F(.) and d the desired degree of security.
This leads to have at least 3 input shares for the smallest non-linear function (¢ = 2) and
first-order security d = 1.

Achieving a uniform and non-complete TI becomes particularly more challenging for
functions with high algebraic degree. Hence, it is usually tried to decompose the target
function into smaller (preferably quadratic) functions and achieve masked variant of each
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one separately [BNNT15]. This necessitates placing registers between each consecutive
masked functions to avoid the propagation of glitches.

It is easy to achieve non-complete component functions, e.g., by following the direct
sharing technique [NRS11]. However, fulfilling the uniformity is not trivial, and even
not necessarily possible for every function. For example, the uniform TI of any 2-input
nonlinear function (e.g., an AND gate) with 3 input shares does not exist [NRS11]. In
such cases, by means of fresh randomness (fresh masks) the output shares are re-shared,
hence fulfilling the uniformity. This concept has been used in all state-of-the-art T1I of the
AES Sbox, e.g. [BGNT14b, MPL*11]. Note that changing of the guards [Dael7] relaxes
the necessity of having fresh masks at every clock cycle by using the input shares of an
Sbox as the fresh masks for the next neighboring Sbox(es), e.g., in [Sugl9, WM18] for the
AES Sbhox.

2.3 Probing Security

Security of masking schemes is commonly evaluated by the probing security model [ISW03],
where the number of probes which the adversary can put on the intermediate signals
(variables) of the circuit (design) reflects the order of the attack [BDF*17, DDF14].
Compared to software implementations, where the operations are performed in a sequential
way and each operation can be modeled as an atomic gate whose output change once per
evaluation, hardware implementations are prone to glitches. In other words, the changes
(toggles) at a gate output can propagate to the further driven gates. It means that by
putting a probe on a gate output, the adversary not only observes its changes but also
obtains a fraction of changes on former gates which drive the probed gate. This initiated a
vast number of research on how to adjust the probing security model considering glitches.
This has led to the introduction of glitch-extended probing model [FGP¥18], where a probe
placed on a gate output is propagated backwards and extended to multiple probes at
the input of the combinatorial circuit which drive the probed gate. Since we deal with
hardware implementations in this article, we consider the glitch-extended probing model
in our evaluations and assessments.

We further mainly focus on first-order security. Unless otherwise stated, we refer to a
first-order secure/vulnerable design by omitting the term ’first-order’.

2.4 Masking with d 4+ 1 Shares

It has been shown in [RBNT15, GMK16] that it is not necessary to follow ¢d+ 1 rule for the
number of input shares to construct a secure masked hardware implementation. Instead,
d-th order (glitch-extended probing) security can be achieved by d 4+ 1 input shares. This
can be done by dividing the given function into two register-isolated parts and introducing
fresh randomness. For example, for a 2-input AND gate x = f(a,b) with ag, a1,bg, b1 as
input shares and zg, x; as output shares, we can write 4 component functions

fo(ao, bo, ) = agbo +7  — x;
fa(a1,bo,7) = aiby — b ah+al =z
fs(a1,b1) =abi+r — af

with r being a fresh mask. Note that the result of component functions are stored in
registers z(, to x%, and the part, which XORs the registers’ output to make the output
shares xg and x1, is referred to as compression layer. Without any particular restrictions,
fresh mask r can be added either to fy or f; and either to f; or f3. However, in Domain
Oriented Masking (DOM) [GMK16], it is defined to be added on f; and f, i.e., the
component functions which receive input shares with different indices, i.e., ag and by in f;.
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Table 1: Intermediate signals of Equation (2) for all possible input values.
ablagay boby || zp ) 4P(xg,xy) | oy af 4P(xh,a3) | xg x1 4P(x0,71)
00 000 0 T 0 70
1100 0 0 0 0 0 0
00 09 1111 o @LLO |5 1 @LLO) || | (2002
11 1110 1 1 0 11
00 010 0 01 1
11 01 0 1 0 0 1 0
01 o 101l1 o @LLO |4 o @LLO) | o (0220
1110 0 0 1 0 0 1
01 000 0 00 00
10 00 0 0 0 0 0 0
100 o7 111 o @LLo) |7 5 @LL0) | 7 | (2002
10110 1 0 1 11
01 010 0 00 0
10 01 0 1 0 1 1 1
11 57 1701 o @uno | , @LL0) | ; | (2002
10 10 0 0 0 0 0 0

It can be trivially seen that the application of the same technique on the function
x = f(a,b,c) = ab+ ¢ does not require any fresh mask. Instead of r in Equation (1), ¢p can
be added to fy and ¢; to f3. We have observed that the same holds for z = f(a,b) = ab+b.
It means that we can write

fo(ao, bo) = agbo + by — .136

fl(ao,bl) = aobl — SCll 1'6 + Il'll = Xo (2)
fa(ar,bo) = arbo — b Th + T3 = a1

fg(al,bl) = aib; + by — J]g

which provides a uniform and first-order secure sharing of x = ab+ b. In order to show
its security under the glitch-extended probing model, we provide Table 1 presenting the
value of all intermediate signals for all possible input values. Since none of the component
functions ficqo,... 33 (.) receives both shares of an input signal (non-completeness) placing
a probe on each component function does not reveal any information. This can also be
seen in column z{, of Table 1, that for all possible sharings of each input value a,b it is
1 only once, and 0 three times. The same holds for 2/ to z%. By placing a probe on an
output share, e.g., zg, the glitch-extended probing model extends it to two simultaneous
probes placed on z(, and x}. In column 4P(x(,x}) we show a factor of joint probability of
such probes. It can be seen that independent of the input value a, b, the probes jointly see
two times (0,0), once (1,0), and once (0,1). We refer to this as identical joint probability
distribution. Since the same is seen when a probe is placed on the other output share z1,
the design is first-order glitch-extended probing secure. Looking at the distribution of the
output shares P(xg,x1), it can be seen that for each input value a, b both possible output
sharing of = happen equally likely, which indicates the uniformity of this construction as
the sharing of ab + b.

By representing the 2-input AND as ab + b, with a the inverse of a, we can apply the
same construction in Equation (2) and present the sharing of a by (ag, a1) or (ag,a;). This
automatically leads to a glitch-extended probing secure and uniform sharing of the 2-input
AND gate. Note that the intermediate signals, distributions, and discussions given for
ab + b stay the same for ab + b. We would like to stress that it is the first time that a
secure 2-share masked AND gate without any fresh randomness is constructed.

Following the classification in [BNNT15], six 4-bit quadratic classes are defined: Qf,
Qly, Qios, Dios, D399, and Q3yy. Some constructions for the 2-share masked variant
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of such bijections without fresh randomness are given in the appendix of [RBN*15].
We have observed that — in contrast to the other cases — the construction given for
Qi : 01234589DC76BAFE! is not secure. We just show the given construction for the 3rd
output bit z = h(a,b,c) = ab + bc + ¢ as follows, where 6 component functions are defined.

ho(ao, b(), C()) = aobo =+ boCO =+ Co — 26
hl(a07b1) = a0b1 — Zi
hQ(bl,CO) = b162 — Zé Z(l) + Zi + Zé = 20
! ! I / (3>
hg(al, bo) = a1b0 — 23 23tz +25 =21
h4(bo,01) = boCl — Zzll
h5(a17b1,01) = aib; + bicg + 1 — Zé

Under the glitch-extended probing model, placing a probe on zy is extended to three
simultaneous probes on z{), 2}, and z5. Simulating the intermediate signals shows that
the joint probability distribution P(z(, 21, #5) is not identical for all input values a, b, c,
indicating its insecurity. We have also confirmed this findings using SILVER. The non-
uniformity of 4-bit shared output of this construction is also reported in [KSM20]. The table
of intermediate values and corresponding joint probability distributions of Equation (3) is
given in Appendix A.

3 Technique

Based on our observations in Section 2, we constructed a generic procedure allowing to
find glitch-extended probing secure constructions without any fresh masks. Below we give
this procedure by first focusing on small 2-input coordinate functions, and later extend it
to larger functions.

3.1 2-input Quadratic Functions

The trick we used to build the secure 2-share AND gate without fresh mask in Section 2.4
cannot be generalized to arbitrary functions. Therefore, we construct a general strategy.
Let us consider a constant-free arbitrary quadratic function with two inputs « = f(a, b), i.e.,
f(0,0) = 0. Since its shared variant — in addition to any other linear term — has quadratic
terms agbg, agbi, a1bg, and a;by, we have to use four component functions fy(ag,bp),
fi(ag,b1), f2(a1,bp), and f3(a1,br). We follow the below steps (the search algorithm is also
given in Appendix B).

1. We start with making the set Fy including all possible 2-input constant-free coordinate
functions for fy(ag, bp) which have agby in their Algebraic Normal Form (ANF), and
similarly for the other component functions. Apparently, the cardinality of each set
is 4.

2. Supposing that fy(.) and fi(.) are compressed to make an output share xg (similar
to Equation (2)), in the second step, we search for tuples in Fy x F; which i) whose
outputs are jointly statistically independent of input a,b, and ii) their XOR (i.e., z)
is a balanced function. The first condition is to achieve security in glitch-extended
probing model, i.e., identical joint probability distribution, see Table 1 with respect to
P(z{,x}). The second condition is necessary to achieve uniformity [KSM20]. Those
tuples which fulfill both conditions are added to the set o ;. The same is repeated
for the other two component functions f(.) and f3(.) and the set Fz 3 is made.

Mt is actually not the same as the one defined in [BNNT15] as Qéoo : 0123458967CDEFAB, but they are
affine equivalent.
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3. In the last step we need to find tuples in Fy 1 X F23 whose XOR makes a sharing
of z, i.e., g + &1 = z, i.e., the correctness property of TI [NRS11]. In order to
efficiently proceed in this step, we store the ANF of the XOR result of each tuple of
Fas (ie., x1 = xh + x4) in a searchable list (e.g., an indexed sorted linked list). By
selecting an element in Fy 1, we first make the ANF of XOR of its tuples, which is
the ANF of xg = z(, + }. By replacing every variable a with ag + a; (resp. for b) in
the ANF of the given function x = f(a,b), we know what should be the ANF of its
sharing. By XORing these two ANFs, we can directly obtain the ANF of the desired
1. Hence, we look into the aforementioned searchable list to check whether there is
a tuple in F3 3 with the desired ANF for z;. If so, the found component functions
make a correct, non-complete, uniform, and glitch-extended probing secure sharing
of x = f(a,b).

We should refer to classical TT design process [NRS11], where by direct sharing, non-
completeness and correctness properties are fulfilled. Later, by addition of correction
terms, it is tried to achieve a uniform sharing. In the above expressed procedure, we first
construct component functions which fulfill non-completeness and uniformity. Then, we
search for a combination which fulfills correctness.

Note that if the given function is not constant free, it should be first made so by
x = f(a,b)+7(0,0). After, constructing the secure sharing of x, the constant can be added
to just one of the component functions leading to a correct and secure sharing of f(.).

By applying this procedure on a 2-input AND gate, we found 8 solutions including
the one shown in Section 2.4. We should highlight that as given above, we considered a
configuration where component functions f(.) and f;(.) are compressed to make an output
share x. This is actually not a must, we can take another configuration where fy(.) and
fp(.) are compressed (resp. f1(.) and f3(.)). This leads to another set of 8 solutions for the
2-input AND. We provided all these solutions in the github. Note that having f(.) and
f3(.) in a compressed layer does not lead to any solution.

3.2 3-input Cubic Functions

Here, we extend the procedure to arbitrary 3-bit cubic constant-free coordinate function
x = f(a,b,c). Due to its cubic term abe, we have to use 8 component functions

fO(aOab()aCO)? fl(aovb()vcl)? fQ(ao,bl,Co), fé((lo,b1781),
fi(a1, bo, co), fs(a1,bo, c1), fe(a1, b1, co), fr(a1,b1,c1).

The first step is similar to that of 2-input case, i.e., sets Fy to F7 are made covering all
possible 3-input cubic coordinate functions corresponding to each component functions.
As a side note, each of such sets has 64 elements.

In the second step, we first suppose that component functions fy to f3 are compressed
to provide the output share zy. We, hence, need to search for tuples in Fy x F; X Fa X F3
satisfying the conditions expressed in the second step in Section 3.1. The first condition,
i.e., identical joint probability distribution, helps optimizing the search process. That
is, if joint probability distribution P(z(,x},z5,2%) is independent of inputs a, b, ¢, the
same holds for the joint probability distribution of every two and every three selection
of xf, x, x4, x%. Therefore, we first look for tuples in Fy x Fy fulfilling the identical joint
probability distribution condition. Afterwards, the set is extended by expanding the tuples
by one more element € F, while still satisfying this condition. This is continued to have
tuples in Fy x F1 X Fo X F3. At this step, the second condition, i.e., balancedness, is
examined and the set Fy 123 is formed having the tuples which satisfy both conditions.
The same process is followed to construct the other set Fy 56,7 including the tuples in
Fu X Fs X Fg X Fr.
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The last step is identical to that explained as the third step in Section 3.1. In short,
the sorted list of ANF of the XOR result of elements in F, 5 67 and the ANF of the target
masked function help us to rapidly find the matching tuples in Fy 1,23 and Fu 56,7

We applied this technique on 3-input AND function. To give an overview on the
complexity of the explained search process, each set Fy 1,23 and Fy 56,7 contains 5120
tuples, and our program in C++ using a single CPU needs around 6 seconds to generate
10368 constructions, each of which a glitch-extended probing secure and uniform sharing
of 3-input AND without any fresh randomness.

Similar to the 2-input case, there is no must to force component functions fy to f3 to be
compressed. The component functions can be arbitrarily divided into two parts, but every
division does not necessarily make a solution. In our investigations, we found 186 720 such
secure constructions for the 3-input AND. Below, we give one of such constructions, while
our entire findings are provided in the github.

fo(ao, bo, co) = ao + aobo + agboco — ()

f'—l((l()7 bo,Cl) = ag + agby + agc1 + agbgcy — .%'/1

f2(ao, b1, co) = bico + agbico — @5

f:v,(ao,bl,cl) = ¢1 +ager + bicr + agbicy — .Tg JU/0+JU/1+$I2+$§ = X (4)
f4(CL1,bo,Co) = a1 + a1bg + a1bgcg — xﬁl $£1 -+ x'5 + l’% + 95'/7 =1
fs(a1,bo,c1) = a1 +aibo + aic1 + arbocr = xf

fﬁ(dl,tho) = blcO +a1b100 — .’1?%

fr(a1,b1,¢1) = 1 +a1c; + biey + arbier — af

3.3 4-input Cubic Functions

4-bit bijections are commonly used as Sboxes in lightweight block ciphers including
PRESENT [BKL™07], PRINCE [BCG™12], Midori [BBIT15], etc. The coordinate function
of such bijections can be at most cubic. Therefore, we explain below how to apply our
technique on an arbitrary constant-free 4-bit coordinate function z = f(a, b, ¢, d) with the
algebraic degree of at most 3.

We start with defining the component functions as follows.

fb(a’07b07007d0)7 fl(a07b07cl7d1)a fQ(Clo,bl,C(),dl), f},(ao,bl,Cth),
fi(a1, bo, co, d1), fs(a1,bo, c1,do), fo(a1, b1, co, do), fr(a1,b1,c1,dy). (5)

Not as a unique configuration, this allows us to realize the sharing of any (at most cubic)
4-bit function. In other words, these component functions support any cubic term. For
example, if the ANF of f(.) contains the term acd, each term of its sharing ag,1co/1do/1
fits to one of these component functions.

At the first step, we should make the sets Fy to F7 for each component function
respectively.

e If f(.) is cubic, we fill each Ficyo,... 73 with all possible constant-free cubic coordinate
functions whose cubic terms are exactly those of f(.). This is to guarantee that the
shared function fulfills the correctness property of TI.

e If f(.) is quadratic, each F; is filled with all possible constant-free quadratic and
linear functions irrespective of the terms of f(.). In this case, we further add a
constant function £;(.) = 0 to F;; this helps to cover the cases were we do not need
to use all 8 component functions.


https://github.com/Chair-for-Security-Engineering/NullFresh

Aein Rezaei Shahmirzadi, Amir Moradi 9

e In case of a linear f(.), we obviously do not need to search for any constructions; £(.)
can be applied on each set of shares ayg, bg, ¢, dy and a1, b1, ¢1,d; independently.

The next second and the third steps are exactly identical to those given for 3-input cubic
functions in Section 3.2.

Here, an important point is with respect to the way the component functions are
defined. As stated, the configuration given in Equation (5) is not the only possible one.
It can be seen that shares of different variables are differently assigned to component
functions. We indeed found four different ways to do such assignments, shown below for
an exemplary input variable w.

| A K KB fH K i f

=W N
g
[en)
g
g
S
g
g
S
g
g
(=)
g

Input variables a, b, ¢, d can take any of such ways to be assigned to component functions.
However, it should be taken into account that the input variables which are jointly in a
non-linear term of the target function f(a, b, ¢, d) cannot similarly be assigned to component
functions. Otherwise, the correctness property of TI cannot be fulfilled. Based on our
observations, depending on the target function, several glitch-extended probing secure
and uniform solutions for the sharing of arbitrary (at most cubic) f(.) can be found by
changing the way the input shares are assigned to component functions. We deal with
several corresponding case studies in the next section.

4 Case Studies

In this section we provide a couple of cases studies, where we have applied our technique
to realize the 2-share secure implementation of different ciphers without any fresh masks.

4.1 Midori

As the first case study, we focus on Midori-64 [BBIT15], where a 4-bit Sbox
F(a,b,c,d) : CAD3EBF789150246 is used. Note that the same Sbox is used in the de-
sign of CRAFT [BLMRI19]. Since each of its 4-bit coordinate functions is at most cubic,
we can easily apply the technique expressed in Section 3.3 to find solutions for uniform
and glitch-extended probing secure 2-share constructions for each coordinate function.
We have found 112128, 32256, 112128, 17 346 048 solutions for each coordinate function
respectively. Our program running on a machine with 24 CPU cores and 96 GB of RAM
required 115 minutes to generate all these solutions.

In the next step, we need to find a combination of these solutions (one for each
coordinate function) which are jointly uniform. As a side note, since no fresh masks
is used, the output sharing of different coordinate functions are not necessarily jointly
uniform. Since the number of possible combinations is very high, we should optimize
the search process. If four shared coordinate functions are jointly uniform, any two and
any three selection of them is also jointly uniform. Therefore, we can first find two
jointly-uniform solutions (for two component functions), and then search for the third one
to be jointly uniform with the first two, and so on for the fourth component function. We
have found millions of such combinations which are jointly uniform, one of which is given
in Appendix C. Note that the second coordinate function of the Midori Sbox y = g(.) is
quadratic. Therefore, its sharing has 4 component functions instead of 8 compared to the
other shared coordinate functions.
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Figure 2: 2-share masked round-based Midori-64 enc/dec without any fresh masks.

The component functions of different coordinate functions which receive the same
input shares can be combined in a single combinatorial circuit. For example, we refer
to fg(ao, bo, Ccy, do), go(ao, bo, do), h1 (ao, bo, C1, do)7 and kg(ao, bo, C1, do) in Appendix C. In
other words, a combinatorial circuit which receives ag, bg, ¢1, dg can provide four outputs to
be individually stored in registers x4, y(, 21, t5. This neither violates the non-completeness
nor affects the glitch-extended probing security of the construction. Therefore, for the
sake of area efficiency, this factor can be considered when searching for a joint-uniform
combination of shared coordinate functions.

Figure 1 shows a general block diagram of our technique. Using this graphics we would
like to stress that the output of the compression layer (xq/1,yo/1 in this case) cannot
be freely given to a linear/non-linear function. If the subsequent function makes use of
different output bits in a combinatorial circuit, e.g., ¢ and yg, the glitch-extended probing
security model extends a probe on such a gate to all z(, 2}, x5, 25 and yj,y;. Hence,
these signals should have an identical joint probability distribution independent of the
inputs a,b,c,d. This condition has not been considered when searching for combined
jointly-uniform shared coordinate functions. We have also examined this on the solutions
we found for Midori Sbox. No solution can fulfill such a condition. Therefore, placing a
register after the compression layer is necessary if the subsequent function mixes different
output bits of the shared function. Note that, such a register is not required when a fresh
mask is used for each coordinate function, e.g., in [GMK17, CRBT16].

Based on our construction and observations we have designed a 2-share round-based
implementation of Midori-64 encryption/decryption function without any fresh masks.
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The design architecture is shown in Figure 2, which is similar to that of [MS16a]. Since
the Midori’s MixColumns does not mix different output bits of any Sbox, we did not
need to place a register after the compression layer, but it is placed at the input of the
Sbox, i.e., output of the MixColumns of the former cipher round. As a comparison to the
state of the art, we are only aware of a 3-share classic TI design of the Midori-64 which
is also free of fresh masks, reported in [MS16a]. In this design, the Sbox is decomposed
to two quadratic bijections allowing to represent shared version of each by a uniform TI
making use of 3 shares. Similar to our design, it has two register stages, hence the same
latency with respect to the number of clock cycles. Note that no key masking is used
in [MS16al; hence, in order to provide a fair comparison, we also did not share the key
path in our Midori design. We refer to Table 2, where we report the performance figures
of our constructions compared to the state of the art. Notably, our construction is slightly
larger than the 3-share version [MS16a]. This is due to having more registers at the output
of the component functions. Each Sbox in our design needs 28 registers (see Appendix C),
while the 3-share uniform TT needs 12 registers. As an advantage, the initial masking of
the plaintext requires 64 mask bits in our design while it is 128 bits in the 3-share design.

4.2 PRESENT

We applied the same technique on the PRESENT Sbox [BKLT07]
F(a,b,c,d) : C56B9OAD3EF84712. Since the process is exactly the same as that of Midori
Sbox, we omit re-explaining the steps in detail. We found 551424, 1152, 5417472, and
1152 uniform and glitch-extended probing secure solutions for its coordinate functions
respectively, in 107 minutes using the same machine expressed in Section 4.1. We further
found millions of jointly-uniform combined solutions (one for each coordinate function).
One of such solutions is given in Appendix D.

In order to compare our construction to the state of the art, we have taken the design
of [PMK™11], where the Sbox is decomposed in two quadratic bijections allowing to achieve
uniformity with 3 shares at each stage without any fresh masks. Therefore, we could easily
replace its Sbox with our construction and change the number of shares to 2. As given in
Table 2, our design is smaller than that of [PMK™11] due to a reduction on the number of
shared state registers.

4.3 PRINCE

The application of our technique on PRINCE [BCG*12] is not as straightforward as
the former cases. PRINCE makes use of the Sbox F(a,b,c,d) : BF32AC916780E5D4 and
it is inverse B732FD89A6405EC1 in both encryption and decryption procedures. Based
on the fact that the PRINCE Sbox and its inverse are affine equivalent, a round-based
implementation using only the Sbox and some affine functions has been introduced
in [MS16a]. The use of our Sbox constructions in this strategy would lead to several register
stages, as explained in Section 4.1. Therefore, we followed another design architecture shown
in Figure 3, where both Sbox and Sbox inverse are implemented, but their compression
layer is shared as at every cipher round either the Sbox or its inverse is used.
Application of our technique on the Sbox led to 4478976, 17346 048, 17 346 048, and
112 128 solutions for its coordinate functions, which took around 4 hours. For the Sbox
inverse we have found 24 576, 10 106 880, 70957 824, and 99 84 solutions in approximately
11.5 hours. Finding a jointly-uniform combination of these solutions is obviously challenging
as the number of possible combinations explodes. We have used one more trick to optimize
this search process. Let us focus on a single coordinate function y = f(a, b, ¢,d). In the
solutions found for this coordinate function, the ANF of the outputs of the compression
layer yo = yo + yi + 5 + v5 and y1 = vy + y§ + yg + y% are not unique. In other words,
there are several solutions with the same ANF for yy and y;, in which the component
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Figure 3: 2-share masked round-based PRINCE enc/dec without any fresh masks.

functions generating y{, to y4 are different. The component functions affect both uniformity
and glitch-extended probing security, while yq, y1 affect only the uniformity. Therefore,
in order to find a joint-uniform combination of the shared coordinate functions, we can
just consider those solutions which have a unique ANF for the shared output. In other
words, we can shrink the found solutions by considering only one solution for each ANF of
4o, y1 and the same for the other coordinate functions. Application of this strategy led
to 2688, 5952, 5952, and 1536 such solutions for the Sbox coordinate functions and 96,
2880, 7728, and 1056 solutions for the coordinate functions of the Sbox inverse.

We have noticed that neither for the Sbox nor for the Sbox inverse, there is a jointly-
uniform combination of the found solutions. It is noteworthy to mention that this is
not related to the cubic class to which the PRINCE Sbox belong. Putting some linear
bijections at its input and/or output can lead to combined solutions with joint uniformity.
As an example, by composing the Sbox with A(z,y, z,t) = (z,y + 2, 2, t), we found several
jointly-uniform combined solutions. However, we have to apply the inverse of A after the
compression layer, which necessitates a register stage in their between (see Section 4.1 and
Figure 3). Independent of this, we have found solutions for both Sbox and its inverse,
where the first, third, and fourth shared coordinate functions are jointly uniform, but not
with the second coordinate function, although all are individually uniform. One of such
solutions is given in Appendix E and Appendix F. In the given solutions the corresponding
component functions of all coordinate functions receive the same set of input shares, i.e.,
fo(.), 8o(.), ho(.), and ko(.). The same holds for the Sbox inverse. Therefore, a component
function for both Sbox and Sbox inverse is implemented which receives an additional select
signal determining whether the component function of the Sbox or its inverse should be
given as the output. In other words, the corresponding component functions of S/S~!
and the subsequent multiplexer in Figure 3 are combined in a single module. This way we
could optimize the implementation with respect to the area overhead.

In order to construct a secure implementation of the cipher, a single-bit fresh mask can
applied on the second shared coordinate function. However, we refer to the cipher structure
in Figure 3 and highlight the specification of the PRINCE M’-layer [BCGT12]. Every
output bit of the M’-layer is the XOR of its 3 input bits, which are the output of different
Sboxes. In other words, output bits of an Sbox (resp. Sbox inverse) are never mixed in
the M’-layer. Therefore, as shown in Figure 3, we did not put a register between the
compression and M’-layer. Further, since every shared coordinate function is individually
uniform, and as stated, 3 output bits of different Sboxes (with independent sharing) are
XORed to make a single bit output of the M’-layer, sharing of every output nibble of the
M’-layer (going to the next Sbox/Sbox inverse) becomes jointly uniform. Hence, there is
no need to use a fresh mask for the second shared coordinate function.

We are aware of two works dealing with masked hardware implementation of PRINCE.
In [MS16a], the Sbox is decomposed to three quadratic bijections allowing to obtain its
uniform sharing with 3 shares without any fresh masks, i.e., 3 clock cycles per encryp-
tion/decryption round. In [BKN19], the authors considered d + 1 masking and did not
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decompose the Sbox, as we do in our construction. Each first-order masked Sbox in their
design requires 12 fresh mask bits, while using a form of mask reuse, the authors could
reduce the required fresh masks to 48 bits per clock cycle in a round-based implementation
with 2 clock cycles per cipher round. Our round-based implementation supporting both
encryption and decryption has also two register stages per cipher round, but does not
need any fresh mask bits. Table 2 shows a comparison between the performance of these
designs. Since key path was masked in [BKN19], but not in [MS16a], we provided both
designs with and without key masking enabling a more meaningful comparison.

4.4 AES

For the AES Sbox, similar to several state-of-the-art works, e.g., [Can05, CRBT16, GMK17,
GMK16], we followed a tower-field approach for the inversion in GF(28). Apart from the
input and output isomorphisms, which have been taken from the Canright’s design [Can05],
Figure 4 depicts a block diagram of the inversion in GF(2%)2. We presented the design
using four blocks, the middle one: inversion in GF(2%), the last blocks: GF(2*) multiplier,
and the first block: a combination of square-scale and G F(2*) multiplier.

4.4.1 Inverter

We start with the GF(2%) inverter. We have taken F(a, b, c,d) : 0132ED8AF67C495B which
is affine equivalent to the cubic class Cjgo [BNNT15]. Application of the technique explained
in former sections led to 4478976, 5417472, 70957 824, and 140011 008 glitch-extended
probing secure and uniform solutions for its coordinate functions respectively. We also
found several jointly-uniform combined solutions leading to uniform and secure sharing of
the GF(2%) inverter with 2 shares and no fresh masks. We give one of such solutions in
Appendix G.

4.4.2 Multiplier

The two multipliers as the last blocks of the GF(2%)? inverter (see Figure 4) are identical
8-bit to 4-bit quadratic functions. Therefore, we require four component functions for
each coordinate function to cover the quadratic terms. Considering a coordinate function
f(a,b,c,d,e, f,g,h), an important question is how to assign the input shares to the
component functions fy(.),. .., f3(.). Taking a single input variable w into account, we can
assign its shares wg,w; to the component functions as follows.

| A h f
1| wy wy wp wi
2 woyp W1 Wy Wi
3 woyp W1 w1 wWo
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Table 2: Performance figures of different implementations.
(using Synopsis Design Compiler, and UMC 180 standard cell library, no compile_ ultra)

Design No. of Key Fresh Masks | Area | Delay | Latency
Shares | Masking [bit] [GE] [ns] [cycles]
Midori [MS16a] 3 X 0 7297 4.00 32
Midori [this work] 2 X 0 7560 4.99 32
PRESENT [PMK™11] 3 X 0 2282 4.61 565
PRESENT [this work] 2 X 0 1819 4.59 565
PRINCE [MS16a] 3 X 0 9292 4.00 40
PRINCE [BKN19] 2 v 48 13185 | 8.37 24
PRINCE [this work] 2 X 0 10668 5.92 24
PRINCE [this work] 2 v 0 11462 | 5.74 24
AES [WMIg) 4 X 0P 7600 2804
AES [MPL*11] 3 v 48 11114 266
AES [BGNT14b) 3 v 44 9102 246
AES [BGNT15] 3 v 44 11221 246
AES [BGN*15] 3 v 32 8119 246
AES [Sugl9] 3 v 0° 17100¢ 266
AES [GMK16] 2 v 28 7600 216
AES [GMK16] 2 v 18 7100 246
AES [CRB*16] 2 v 54 6681 276
AES [UHA17] 2 X 64 63214 219
AES [this work] 2 v 1 7136 6.25 246
AES [this work] 2 v 0 7707 6.25 246
AES [this work] 2 X 1 6247 | 5.74 246
AES [this work] 2 X 0 6818 5.74 246

¢ Synthesized by ourselves. Thanks to the authors providing their implementation.
b Using changing of the guards.

¢ Using NanGate 45.

@ Using TSMC 65.

Similar to what expressed in Section 3.3, the shares of input variables which are jointly in a
non-linear term should be differently assigned to the component functions. It is important
to highlight that since the underlying module multiples two 4-bit inputs, its quadratic
terms have always a variable from (a, b, ¢, d) and the other one from (e, f, g, h). Therefore,
shares of a, b, c,d can be identically assigned to component functions, and the same for
shares of e, f,g,h. As an example, for the first coordinate function z = f(a,b,c,d) =
b+d+ae+ce+af+bf +cf +df +cg+ ah+ bh, we can consider the following settings.

fo(ao, bo, co, do, €o, fo, 90, ho)

(ag, bo, co, do, e1, f1,91,h1)
fa(ar,b1,c1,dy, eo, fo, 90, ho)
f3(a1,by,c1,d1, e1, f1,91,h1)

)

Considering all possible ways to assign the shares to the component functions, we have
found millions of uniform and glitch-extended probing secure solutions for each component
function. We further have easily found several solutions as their combination which fulfill
the joint uniformity without any fresh masks. One of such solutions is given in Appendix H.
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4.4.3 Square-Scale-Multiplier

Having the uniform and glitch-extended probing secure construction for the GF(2%)
inverter and the GF(2%) multiplier, the remaining part is the first block (see Figure 4).
We intentionally combined the square-scale and the first multiplier to an 8-bit to 4-bit
quadratic function. This helps us to achieve the uniformity. Otherwise, having a uniform
shared multiplier, we do not necessarily obtain a uniform sharing when it is XORed with
the output of the square-scale module, since the multiplier and the square-scale have
common inputs. Similar to what we have done for the multiplier in Section 4.4.2, we
have found several probing secure solutions which are also jointly uniform. However,
connecting all these secure modules together based on the block diagram in Figure 4 does
not necessarily lead to a secure implementation. The problem is the multipliers at the
last stage, which receive the output of the GF(2%) inverter as well as either 4-bit LSB
of the primary input P or its 4-bit MSB Q. Since the output sharing of the GF(2%)
inverter depends on the sharing of the primary inputs, uniform sharing at the input of
the multipliers is not guaranteed. Therefore, sharing of the output of the GF(2*) inverter
should be jointly uniform with sharing of P for the bottom multiplier, and jointly uniform
with sharing of @ for the top multiplier. Since our uniform shared GF(2%) inverter is
made without any fresh masks (i.e., is a bijection), this condition should be fulfilled by the
shared square-scale-multiplier. In other words, output sharing of the square-scale-multiplier
should be jointly uniform with P as well as with Q. We have added this condition to
the search program when looking for combination of shared coordinate functions of the
square-scale-multiplier, which did not lead to any solution. Instead, we found two other
alternatives:

e We found several solutions for the shared square-scale-multiplier, whose all four
shared outputs are jointly uniform. At the same time, their first three shared outputs
are jointly uniform with P as well as with ). This means that we can make use of a
single-bit fresh mask to refresh the sharing of the remaining output. This allows us
to use only 1-bit fresh mask to achieve a glitch-extended probing secure GF(24)?
inversion. We give the details of such a shared square-scale-multiplier in Appendix I.
This construction is also shown in Figure 5(a), where every stage should be isolated
by means of registers.

e We found two distinct solutions for the shared square-scale-multiplier, each of which
with a jointly-uniform output sharing. One of such is jointly uniform with P and the
other one jointly uniform with Q. This implies instantiating two G F(2*) inversion
modules, as shown in Figure 5(b), but allows realizing the shared GF(2)? inversion
fully without any fresh masks. This construction for sure has a higher area overhead
compared to the former solution. The detail of such found solutions are given in
Appendix J and Appendix K. We would like to highlight that the non-linear terms
in these two constructions are similarly assigned to their component functions. This
allows us to combine every component function of one of the constructions with a
component function of another construction. In other words, a component function
is made which generates two outputs: one for the square-scale-multiplier which is
jointly uniform with P and one for the other square-scale-multiplier which is jointly
uniform with Q. This is beneficial to reduce the area overhead of its implementation.

Note that in both above given solutions, the output sharing of the top multiplier is
jointly uniform. The same holds for that of the bottom multiplier, but they are not jointly
uniform. In other words, our constructions are glitch-extended probing secure, but their
output cannot be given to the next function which mixed the output of the top and bottom
multipliers. This includes the output isomorphism (to convert from GF(24)% to GF(28))
as well as the affine transformation of the AES Sbox applied after the GF(28) inversion.
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Figure 5: Our constructions for the shared inversion in GF(2%)? by 2 shares.

In order to solve this problem, and construct a secure AES encryption module, we
make use of the features of the AES MixColumns, which similar to the PRINCE M’-layer
can overcome the joint non-uniformity issue. However, since the multiplication-by-2 and
multiplication-by-3 of the MixColumns combine different bits of each Sbox output, we
divide the MixColumns in two parts. Let us recall the MixColumns operation, where a
4 x 4 matrix is multiplied by a vector of four Sbox outputs A, B,C, D. If we denote the
output of the GF(2%)? inversion of the corresponding Sboxes by A’, B, C’, D’ and the
composition of the output isomorphism and the affine transformation by OA(.), we can
write

X 2 3 1 1 OA(A')

vy | |12 31 OA(B') ©)
Z | |11 2 3 OA(C") |

T 311 2 OA(D")

where X, Y, Z, T denote the MixColumns output (of a column). We divide this matrix
multiplication into two parts as

X 2 0 0 3 101 1 OA(A’)

Y| |3200 1101 OA(B')

Z 1710 3 20 1110 OA(C")

T 00 3 2 01 1 1 OA(D')
McC’ B

Since all elements of 5 are 0/1, we can move the application of OA(.) between these two
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matrix multiplications. More precisely,

X OA(X') X’ A
Y | ;| OA(Y") Y| B
z | =MC OA(Z") |’ 2 | =0 o
T OA(T") T’ D'

Since every row of 3 contains three 1s, and each bit of A’, B’,C’, D’ has a uniform sharing,
and each Sbox input has a uniform and independent sharing, each byte of X', Y’ Z', T’
becomes jointly uniform. Therefore, application of OA(.) on X', Y’, Z’, T" would not lead
to any leakage. Note that X', Y’, Z’, T should be stored in a register before the application
of OA(.). In other words, using this technique the application of MixColumns needs two
clock cycles. We followed this strategy and constructed a masked serialized AES encryption
module with 2 shares without any fresh mask (resp. with 1-bit fresh mask), which is
explained in details below.

4.5 AES Encryption

Our serialized AES encryption module, in which both variants of our masked G F(2%)?2
inversions can be plugged, requires 246 clock cycles to accomplish a full encryption. Figure 6
shows an overview of the datapath of the design. The state registers (resp. key registers)
are viewed as a 4 x 4 square array of bytes, and the byte located at row ¢ and column
j is denoted as 4 x j + 4. In the first 16 clock cycles, the key and plaintext are loaded
byte-wise to the module. Meanwhile, the AddRoundKey and the input isomorphism /A(.)
are performed, and the result is fed into the GF(2*%)? inversion. Note that we have to
place a register between the /A(.) and the inversion. Otherwise, the first stage of the
GF(2%)? inversion violates the non-completeness property. The same has been applied
in [CRB'16, GMK17]. The next 4 cycles are spent on dedicating the /A(.) and inversion
to the key schedule procedure. When the last state byte comes out of the inversion
module, the ShifRows is applied, which is not shown in the figure for the sake of simplicity.
Afterwards, the MixColumns operation is performed in parallel to the AddRoundKey and
IA(.) of the next encryption round. As mentioned in Section 4.4.3, OA(.) cannot be applied
right after the inversion and it is integrated in the MixColumns, which forces us to put
a register after the multiplication by § matrix to guarantee the non-completeness. The
same holds for the key schedule. In order to generate the round keys, the output of the
inversion is XORed with OA~1(.) of the corresponding key byte followed by a register
to avoid glitches and any potential leakage. Then, OA(.) and corresponding RCON are
XORed to the registered result, which provides the correct next round key byte. In short,
each encryption round takes 23 cycles to finish the inversions and MixColumns entirely.

The state register contains the output of the GF(2*)? inversion (not the Sbox), and
OA(.) is integrated into the MixColumns. Since the MixColumns is missing in the last cipher
round, we have to apply OA(.) after the last AddRoundKey to generate the ciphertext.
This is done by instantiating a dedicated OA(.) module separated by an output register
which is enabled only when the encryption is terminated (see Figure 6 and a register
enabled by the Done signal). Hence, in the last round, the state is XORed with OA=Z(.)
of the round key and the result is loaded to the output register. Similar to the other
serialized AES designs, the ciphertext appears byte-wise at the output of the module. We
should point out that, in our design, many registers are placed right after a multiplexer.
This allows the synthesizer to make use of scan flip-flops, a technique commonly used in
state of the arts.

As a comparison to the similar works, we refer to Table 2. Notably, our designs
outperform 3-share implementations [MPLT11, BGNT14b, BGNT15] in terms of area
overhead and required randomness with the same latency (# of clock cycles). Using
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Figure 6: Our design of the serialized AES encryption.

changing of the guards, a 4-share and a 3-share masked implementation with no fresh
masks have been introduced in [WM18] and [Sug19] respectively. The former one has 11
times longer run-time and the latter one has more than double area overhead compared
to our designs. The randomness complexity of our designs is the best among all 2-share
implementations while their area overhead is slightly larger than [CRBT16] and is almost
the same compared to the constructions presented in [GMK16], and smaller than [UHA17].
There is a mixture of having and not having key masking in the aforementioned designs.
Therefore, we provided two versions of our designs, one with shared key state and another
one without, indicated by a column in Table 2.

5 Analysis

As stated, we have evaluated our constructions using SILVER [KSM20] confirming their
first-order security under glitch-extended probing model. As a side note, we have not
considered maskVerif [BBCT19], which is a language-based verification tool. As a matter
of known issue, maskVerif has false negative cases, i.e., it may report the insecurity of a
secure design. Based on our observation and experience, we faced these cases particularly
when the given design does not make use of fresh masks, an example is given in [KSM20].
Since the goal of our constructions is to avoid any fresh masks, we could not truly examine
our designs by maskVerif.

Since verification tools, including SILVER, can only deal with parts of the given
designs (i.e., gadgets), analyzing a full encryption/decryption module is still not possible.
Therefore, for the sake of completeness we conducted practical analysis by implementing
our constructions on an FPGA evaluation board and collecting power consumption traces.

5.1 Setup

We made use of a SAKURA-G board [SAK], where a Spartan-6 FPGA is embedded to host
cryptographic cores for practical SCA evaluations. We collected the power consumption
traces at a sampling rate of 500 MS/s by monitoring the voltage drop over a 1 resistor
placed in the Vdd path, amplified by an on-board AC amplifier. During the measurements,
our designs running on the aforementioned FPGA were supplied by a stable and jitter-free
clock source at the frequency of 6 MHz.
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Figure 7: Experimental analysis of our Midori encryption/decryption design.

5.2 Evaluation Technique

Fixed-versus-random t-test has been used in most of the state of the art to evaluate
the security of masked implementations. As it is shown in [CEM18], such an analysis
at first order may lead to false negative result due to the power distribution network
(also referred to as coupling effect) particularly if 2 shares are used, e.g., [BPG18]. In
other works like [SH18] several fresh mask bits are used to overcome this issue. Since
our constructions do not make use of any fresh masks, they are also prone to this issue.
Therefore, we conducted attacks to evaluate the robustness of our designs. In order to
be independent of any particular (hypothetical) leakage model, similar to [DMW18], we
performed Moments-Correlating DPA (MC-DPA) attacks [MS16b]. For the round-based
implementations (Midori and PRINCE) we performed profiling MC-DPA, where a set of
traces are used to extract the model based on the leakage of an Sbox, and the attack is
performed on another set of traces on the same Sbox module. This process examines if the
attack finds out that the same key portion (nibble in these cases with a 4-bit Sbox) is used
in both profiling and attack traces. For the serialized implementation (AES) we performed
collision MC-DPA by constructing the leakage model based on an Sbox calculation and
conducting the attack on another Sbox call. If successful, the attack reveals the linear
difference between the corresponding key portions (bytes in case of AES). We excluded
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Figure 8: Experimental analysis of our PRINCE encryption/decryption design.

our PRESENT design in these analyses, since we just changed the Sbox design compared

to [PMK™11], whose uniformity and glitch-extended probing security is confirmed by
SILVER.

5.3 Results

For each of the Midori and PRINCE designs and a fixed key, we collected 100 million
traces while the plaintext was selected randomly. The first 50 million traces were used to
extract first- and second-order models for each Sbox input. We used the second 50 million
traces to conduct the first- and second-order MC-DPA attacks using the aforementioned
models. The corresponding results on an exemplary targeted Sbox (nibble) are shown in
Figure 7 and Figure 8. The attacks confirm the first-order robustness of the designs, and
as expected the second-order attacks can exploit the leakage. We observed that around
10 million traces are more than enough to recover the correct key candidate through
second-order moments. We further conducted the same attacks targeting the last round of
the cipher; the corresponding results, also shown in Figure 7 and Figure 8, are along the
same lines.

For the AES design, we also collected 100 million traces for random plaintexts. Due
to its serialized architecture, we could use the entire 100 million traces to extract first-
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Figure 9: Experimental analysis of our AES encryption design.

and second-order models associated to an Sbox input, and use the same set of 100 million
traces to conduct the attack on another Sbox call. The result of this procedure, which
reveals the XOR difference between the corresponding key bytes, are shown in Figure 9.
Similar to the former cases, the first-order attacks did not succeed while the second-order
leakage was exploited using around 10 million traces. Note that the presented results
belong to our design of the masked GF(24)? inversion without fresh masks (see Figure 5(b)
and Table 2). Due to the similarity of the analysis results of our other design with a
single-bit fresh mask (Figure 5(a)) we omit representing the identical figures.

For the sake of completeness and to verify our setup, we repeated these attacks when
the initial masking is turned off, i.e., the designs are not changed but the plaintext and the
key are given when the mask for initial sharing is set to 0. The result of identical attacks
on Midori and the AES are shown in Appendix L, indicating that 10 000 traces are enough
to exploit the first-order leakage.

6 Discussions and Conclusions

In this work, we have presented a methodology which allows us to realize first-order 2-share
masked realization of non-linear functions without any fresh randomness. Considering
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the common and reasonable glitch-extended probing model, where the effect of glitches in
hardware platforms is covered, we showed how to provide first-order secure implementation
of various ciphers including Midori, PRINCE, PRESENT and AES. Compared to the state
of the art — to the best of our knowledge — our designs are the only ones which i) use 2
shares, ii) do not require any fresh masks, and iii) do not apply changing of the guards.

Apart from these achievements, we should stress that our technique cannot trivially
be extended to higher orders, i.e., with larger number of shares than 2. Adjusting
our search algorithms may lead to a reduction in the number of required fresh masks,
but eliminating them entirely is unlikely possible. We further should mention that our
constructions (of small functions) not necessarily satisfy the requirements of being Non-
Interference (NI) [BBD*16], Strong Non-Interference (SNI) [BBD'16], or Probe-Isolating
Non-Interference (PINT) [CS20]. Therefore, they cannot be trivially composed to make
a secure circuit. Instead, uniform sharing of every gadget’s inputs should be carefully
examined in every composition.
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A Simulation of Masked Q3,, of [RBN*15]

Table 3: Intermediate signals of the masked Q3. of [RBN'15] in Equation (3).
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B Search Algorithm for Fresh-Mask-Free Sharing of 2-input

Quadratic Functions with 2 Shares

Algorithm 1 Search for fresh-mask-free sharing of 2-input quadratic function

Input: f(a,b) > target function
Output: Fpi123: {(fo(ao,bo), fi(ag,b1), f2(a1,bg), fg(al,bl))} > component functions

e e
=W N RO

.7:0 ~—V fb(ao,bo) : Fg X ]FQ — FQ
]:1 «—V ﬂ(ao,bl) : IFQ X Fg — FQ
.FQ —V fg(al,bo) : ]F2 X ]F2 —> FQ
fg ~—V fg((ll,bl) R ]FQ X ]FQ — FQ
Fo1 <0
for (fb, fl) € Fo x F; do
if Ja;Va, b; P(fo(ao, bo), f1(ag, bl)) = o then > identical joint distribution
if fbvl(ao, bo, bl) : fb(ao, bo) + fl(a07 bl) is balanced then
Fo1 < Foa U(fo, fi,fo1)
end if
end if

: end for

: }-273<—®
: for (fz,f3) € Fo x F3 do

H
o

,_.
<

,_.
)l

—
o

O
XN D

if Ja;Va, b; P(fg(al7 bo), f3(aq, bl)) = « then > identical joint distribution
if f23(a1,b0,b1) : f2(a1,bo) + f3(a1,b1) is balanced then
Foz + FazU(f,f3, fr3)
end if
end if

: end for

: ]:071,2’3 — 0

: f*(ag,a1,bo,b1) < sharing f(a,b) > direct sharing
. for (fo, fl, ﬂ),1) S .7:071 do

o
e

%)
i

N
=

NN
@ 3

f*9.3(a1,bo,b1) < f*(ao, a1, bo,b1) + fo,1(ag, bo, b1)

if E'(fg, fz;, f273) € ‘/_'.273 s.t. f2_,3(al, bg, bl) = f*273(a1, b()7 bl) then
Fo,1,2,3 < Fo,1,2,3 U (ﬁn fi, 2, f:s)

end if

: end for
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C 2-share Masked Midori Sbox without Fresh Masks

F(a,b,c,d) : CAD3EBF789150246

x = f(a,b,c,d) = b+ ac+ ad + abc + abd + bed
=g(a,b,¢c,d) =a+c+ac+ad+cd

z = h(a,b,c,d) =1+ a+d+ ad+ abc + abd + bed

t = k(a,b,¢c,d) =1+ ab+ bd + cd + abd + bed

fb(al, bo, Co, do) bocodo + bocoar + bodpar — 37/0
fi(ag, bo, co,d1) = di + body + codyr + coap + diag + bocods + bocoag + bodrag  —
fa(ag, bo, c1,do) = c1do + cr1ag + doag + bocidy + bociag + bodopag — xh
fg(a bo,cl,dl) = bg + bpd1 + boc1dy + bgciaq + bodiay — LL‘/3
f4(a bl,Co, 0) = bicody + bicpag + bidgag — xﬁl
fs(a1,b1,c0,d1) =dy + bidy + cody + cpar + diay + bicody + bicpay + bidiar — xf
fs(ay,b1,c1,dy) = crdo + c1a1 + doag + byerdg + bicrag + bidpay — xg
fr(ag, b1,c1,d1) = by +bidy + brerdy + bierag + bidiag — ah
go(ao,co,do) = ap + co + do + aoco + aodo + codo — Yo
gi(ag,bi,c1,d1) = by +di + aper + apdy + c1dy — Y
g2(ai, co,dy) =dy + aico + ardy + cody —
gs(a1,b1,c1,do) = ay + by + ¢ +do + arcy + ardy + cidy — Y3
ho(ao, bo, co,d1) = 1+ ag + body + agboco + apbody + bocody — 2
hi(ao, bo, c1,do) = do + apcr + apdy + bodo + c1do + agbocy + agbodp + bocidy  — 21
ha(ag, by, co, do) = ag + bico + agbico + agbidy + bicodo — 2
hs(ag, b1, c1,d1) = ag + ager + bicy + apdy + c1dy + agbier + agbidy + brendy — 24
ha(a1,bo, co, do) = a1 + bodo + a1boco + a1body + bocodo — z)
hs(a1,bo, c1,dr) = dy + arc1 + ardy + body + c1dy + arboey + arbody + bpcrdy — 2%
he(ay,b1,co,d1) = ay + bicg + arbico + a1bidy + bicods — 24
h7(a1, by, c1, do) =ay1 + aicy + bicr + ardo + c1do + arbicr + arbidg + bieidy — Zé
ko(a1, bo, Co, do) =14 bodo + boa1 + bQCOdo + b0d0a1 — t6
ki(ag, bo, co,d1) = ag + cody + boag + diap + bocody + bodiag —t]
ko (ag, by, c1,dy) = c1dg + doag + bocrdo + bodpag — th
k3(a bo, c1, dl) = body + bgci1dy + bodiay — tg
ky(ag, by, co,do) = ag + bidp + codo + brag + doag + bicodp + bidgag =t
ks(aq,b1,co,d1) = bidy + bray + bicody + bidiay — tL
ks(a1,b1,c1,dg) = brerdo + bidpay — g
k7(a0,b1701,d1) c1dy + diag + bicidy + bidiag —)t/7
xh + ) +xh + 2k = xy + ot +xh + ah =1

Yo+ Y1 =1%o Yo T Yz =11

2y + 21+ 2+ 25 =2 2zttt =mn

to+t +th+th =tg th+th+tg+th =1



30 Re-Consolidating First-Order Masking Schemes

D 2-share Masked PRESENT Sbox without Fresh Masks

F(a,b, c, d) : Cb6B90AD3EF84712
z=f(a,b,c,d)=a+c+d+bc
=g(a,b,c,d) =b+d+ bd+ cd + abc + abd + acd
z=h(a,b,e,d) =1+ c+d+ ab+ ad+ bd + abd + acd
t=k(a,b,c,d)=14a+b+d+ bc+ abc+ abd + acd

fb(al,bo,Co,do) = c¢p + do + a1 + boco —>$6
ﬂ(CL bo,Cl) =c1 + a1+ byer —)l‘/l
fQ(ahbl,Co) = al+b160 —>x’2
fzg(a(),bl,Cl,dl) :d1+a0+b101 *)Ig
go((ll, b()7 Co, do) CL1 + boCo(ll + b0d0a1 + Codoal — y(/)
gi(ao, by, co,d1) = diag + bocoag + bodiag + codiag =Y
g2(ao, bo, c1,do) = c1 + bocr + bodo + c1do + crao + bocrag + bodoao + c1doag — Yy
gs(a1,bo,c1,d1) = bo + c1 + bocy + body + c1dy + boay + cray + dyay + bocrar+

bodia1 + c1diaq — yé
8a(ao, b1, co,do) = b1 + do + ag + bico + bido + codo + brag + bicoag + bidoao+

Codoao - yil
gs(a1,b1,co,d1) = dy +bico + bidy + cody + diay + bicpar + bidyar + codyay — yh
go(a1,b1,c1,do) = cra1 + biciar + bidoar + cidoay — Yp
gr(ao, b1, c1,d1) = ag + brag + crap + diag + bicrag + bidiag + crdiag - Yz
ho(al, bo, Co, do) 1 —+ boa1 —+ CoQy —+ bodoal —+ Codo(ll — 26
h1 (ao, bo, Co, dl) ao + boao + coag + d1a0 + bod1a0 + Codlao — Zi
hg(ao, bo, c1, do) bodgy + c1dg + bodgag + c1doag — 2/2
hg(al, bo, Ccy, dl) C1 + a1 + bodl + Cldl + d1a1 + bod1a1 + cldlal — Zé
h4(a0, bl, Co, do) = Qo + b1a0 + Coap + doao + b1d0a0 + Codoao — Z:l
hs(a1,b1,co,d1) = co 4 di + a1 + biay + coar + bidiay + codiay -z
h6(a1, b1, cq, do) do + bidg + c1dg + doaq + bidoay + cidoay — Zé
h7(a0, bl,Cl,dl) b dl —+ Cldl —+ b1d1a0 —+ CldlCLO — Z!?
ko(al, bo, Co, do) = 1 + b0a1 + bgcoa1 + b0d0a1 + Cod0a1 — t6
ki(ao, bo, co,d1) = dy + boco + body + cody + diag + bocoao + bodiag + codiag -t
ko (ao, bo, c1, do) = c1ag + bocrag + bodpag + c1dpag — t/2
ks(ai,bo,c1,d1) = bo + 1 + ay + boey + body + c1dy + boay + cray + drag+

b061a1 + b0d1a1 + C1d1a1 — tg
k4(a0, b1, co, do) = dgy + byag + bicoag + bidpag + codoag — tﬁl
k5(a bl, Co, 1) = dl + b100 + b1d1 + Cod1 + d1a1 + b100a1 + b1d1a1 + cod1a1 — tg
k6(a1, bl, Ci, 0) = C10a1 + blclal —+ b1d0a1 —+ Cldoal — t%
k7(a0, by, c1, dl) =by+c1+di +ag+bicr +bidi + c1dy + biag + ciag + diag+

biciag + bidiag + c1diag — t/7
xy + x) = xo xh + xh =21
Yo+ 1+ ya+ Y3 = yo Ya s +us T yr =
20+ 2+ 25+ 25 =z 2+ 2 =2

to +t) +th +th =t th +tE +tg+th =t
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E 2-share Masked PRINCE Sbox without Fresh Masks

F(a,b,c,d) : BF32AC916780ESD4  Remark: (xg,x1), (20, 21), (to,t1) are jointly uniform.

x:f(a byc,d) =1+ c+d+ ab+ bc+ ad + cd + abe
=g(a,b,c,d) =1+ ac+ bc+ bd + abe + bed

Z—h(a b,c,d) = a+d+ ab+ ad + bd + abd + bed

t =k(a,b,e,d)=14+b+d+bc+ cd+ abe+ abd + acd

fo(ao, bo, Co, dl) =1 + bo + d1 + aobo + boCO + a0d1 + aoboco — I6
f (ao, bo, C1, 0) = apC1 —+ a0b001 — x’l
f2(ao, b1, co,do) = do + bico + apdo + apbico — xh
fg(ao, by, c, dl) = c¢1 + agby + apey + agbicy — l‘g
f4(a1, bo, Co, 0) = ¢ + codo + a1bgcy — l‘ﬁl
f5((11, bo, Ci, 1) = bo + d1 + albo =+ boCl =+ a1d1 + Cldl =+ a1b001 — JC%
fﬁ(al,bl,co, 1) d1 +a1b1 +Cod1 +(l1b160 — l’%
f7(a1,b1,01,d0) =bicy + ardg + c1dg + a1b1cq — iE/7
go(ao, by, co,d1) = 1+ boco + agboco + bocods = Yo
81 (a bo, Cc1, 0) c1 +apcy + b061 + Cldo + a0b061 + bocldo — y/1
&2(ao, b1, co,do) = do + agby + apco + bido + codo + agbico + bicodo — Y5
g3(ao, b1, c1,d1) = apbt + bidi + apbici + bicidy — Y3
h4(CL17 bo, co, do) =dg + arby + a1co + bopdg + codg + a1bgco + bocodp — yfl
hs (al,bo,cl,dl) = a1bg + body + a1bgcy + bgerdy —>y/5
he (al,bl,c(),dl) = bicg + ar1brcy + bicody —>yé
h7(a1, bl, C1, do) =c1 +aicy + b101 + Cldo + a1b101 + blcldO — y/7
ho(ao, bo, co, dl) = agdy + cody + agbody + bocody — Z(I)
hy (a bo, c1, 0) = ag + agbg + bocy + body + agbody + bocidy — Zi
hg(ao, by, co, 0) = dg + aogdoy + b1dy + codg + agbidy + bicody — Zé
hs(ao, b, c1,d1) = agb1 + bic1 + apbidi + bicidy — 24
h4(a1, bo, Co, do) = a1do + codg + a1bgdy + bocodp — ZAIL
hs (al, bo, c1, dl) = a1 + aibg + bgcy + bodi + a1body + bocidy — Zé
he(a1,b1,co,dr) = di + aydy + brdy + cody + a1b1dy + bicody — 24
h7(a1,b1,81,d0) —a1b1+b101+albldo+b161do — Zé
ko(ao, bo, co,d1) = 1+ agbo + aody + apboco + aobody + agcody — &
kl(ao, bo, c1, do) = by + do + agbg + boc1 + apdo + bodg + c1dg + agboc1+

apbody + agcidy — tll
ko (CLQ, by, cg, do) = agdg + agbico + agbidg + agcody — t,Q
k ((10, bl, C1, dl) = d1 —+ b101 + a0d1 + bldl + Cldl -+ a0b101 + a0b1d1 + agcldl — té
k4(a17 bo, co, 0) boco + bodo + cody + a1bgcy + a1body + a1cody — tﬁl
ks (al,bo,cl,d1> a1 + arbger + a1body + a1c1dy — tir)
kg (al, by, co, dl) = by + a1by + bico + bidi + codr + arbico + a1brdy + aqcody — tIG
k7(a1, bl, Cc1, do) =a1 + a1b1 + a16101 + a1b1d0 + a161d0 — tr,7
xh + &) + xh + xh = xo Ty +xf +xg + k=1
Yo+ Y1+ Y5+ Yz = Yo Yat st sty =1
2+ 2+ 2+ 25 =20 2yt b+ zh+ 2 =2

to +t +th+th =t U+t +t+th =t



32 Re-Consolidating First-Order Masking Schemes

F 2-share Masked PRINCE Sbox Inverse without Fresh Masks

F(a,b,c,d) : BF32AC916780E5D4  Remark: (xg, 1), (20, 21), (to, t1) are jointly uniform.

xz=f(a,b,c,d) =1+d+ ab+ bc+ cd + abd + acd
=g(a,b,¢,d) =14 ac+ be+ bd + cd + abe

z = h(a,b,c,d) = a+ c+ ab+ ac+ be + bd + abc + abd

t=k(a,b,c,d) =14+ a+ b+ ab+ ac+ bc+ cd + abc + acd + bed

(ao7 bo, Co, d1) =1+ di + apey + body + agbody + agcody — .CE6
(a b(), Ccy, 0) = Qo =+ do —+ aobo —+ Cldo —+ aobodo —+ aocldo — (ﬂll
f2(ao, b1, co, do) = co + aoco + codo + apbidoy + aocodo — T4
((lo7 bl,Cl,dl) = ag + by + agb1 + b1dy + agb1dy + agerdy — .%'/3
(CL1, bo, co, 0) = by + co + aico + bocy + ardy + ar1body + aqcody — xﬁl
(al, bo,Cl, 1) = bo =+ C1 =+ a1b0 =+ aicq =+ b061 + b0d1 =+ Cldl + albodl + a1C1d1 — Ig
(al, bl,Co, 1) = a1 =+ a1b1 —+ aiCp —+ blco + bldl =+ Cod1 —+ albldl —+ alcgdl — £E%
f7(a17 bl,Cl,do) =a; +by +c1+aiecg +bier +ardo + arbido + areido — x’7
go(ao, bo, co,d1) = 1+ ag + co + boco + aody + cody + apboco — Yo
(a b(),Cl7 0) = ag + boCl + aodo + Cldo + aobocl — yll
((107 bl, Co, 0) d() —+ apCop —+ aodo —+ Cod() —+ a0b100 — yé
g3(ao,b1,c1,d1) = by + apcr + bicr + apdy + c1dy + agbicy — Y3
h4(a1,b0, co, do) = co + a1bg + a1co + a1dy + body + a1bgco — yfl
hs(a1,bo,c1,d1) = aibg + aic1 + ardi + body + arbocy — Y5
he(ayi,bi,co,d1) = by + aiby + bico + ardy + bidy + arbico - Ys
h7(ayi,b1,c1,do) = do + arby + ardo + bido + arbicy — Y7
ho(ao, bo, co, dl) = ag + ¢o + agbg + agd1 + agbocy + apgbodi — 26
h (ao,bo, c1, 0) = a0b061 + aobodo — Zi
ha (ao,bl, Co, 0) = agby + agco + bicg + bidy + agbicy + agbidy — Zé
hg(ao,bl, C1, 1) =C1 —+ dl —+ apgCy + b101 —+ aodl —+ b1d1 —+ (101)101 —+ a0b1d1 — Zé
h4(a1, bo, co, do) = bgcg + bodg + a1bocy + a1bodp — Z:l
h5(a1,b0, c1, dl) =di + a1bg + a1cy + bocr + ardy + body + arbger + a1body — Zé
he(a1,b1,co,d1) = a1by + arco + ardy + a1bico + a1brdy — 2§
h7(a1,b1, C1, do) =a1 + a1b161 + a1b1d0 — Zé
ko(ao, bo, co,d1) = 1 4 by + aobo + boco + aodr + boda + aoboco + apcods + bocods  — t,
k1 (a bo, c1, d()) c1dp + apbgc1 + agerdg + boeidy — t/l
ko ((10, bl, Co, 0) = by + agco + bicg + codgy + agbicy + agcody + bicody — t/2
ks(ag, b1, c1,d1) = ag + apby + apcr + apdy + bidy + agbicy + agerdy + bicidy —
k4(a1, bo, Co, 0) = a1Cy —+ a1b000 —+ alcodo —+ boCOdQ — tZL
ks(ai,bo,c1,d1) = ay +dy + aibg + arcy + bocr + ardy + body + c1di + arboci+
aicidy + bocrdy — tfr)
ks(a1,b1,¢0,d1) = di + a1by + a1dy + bidy + cody + arbico + arcody + bycody — tg
k7(a1, bl, Cc1, do) e blcl + a16101 + a101d0 + b161d0 — t/7
zy + @) +xh + = a0 Ty + xf + xf + b =11
Yo +yi s+ Y3 =10 Yatys+ys+yr=u
20+ 2+ 2L+ 25 =20 Zh+ 2+ 2+ 2 =2

ty +th +th+th =1t th+th+tg+th =t
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G 2-share Masked G F(2%) Inversion without Fresh Masks

F(a,b,c,d) : 0132EDSAF67C4A95B

x=f(a,b,c,d) =a+b+d+bc+ bd+ cd+ abe
=g(a,b,c,d) =b+c+d+ ac+ bd + abd + acd

z = h(a,b,¢c,d) = c+d+bc+ cd + acd + bed

t =k(a,b,c,d) =c+d+ad+ bd + bed

(al, bo, Co, d1) bo + boco + bod1 + cody + copar + bocoar — CE’O
(a bo,Co, 0) = d() + bodo + Cod() + boCoaO — .18,1
(a bo,Cl,do) c1 + Cldo + b001a0 — .’EIQ
(ah bo,cl,dl) = bgcy + c1dy + crag + bocraq — Stl’é
(ao,bl,CQ, 1) = bycg + bicgag — .Til
(al, bl,Co, 0) =a1 + bldO + Coay —+ b100a1 — I/5
fo(a1,b1,c1,dg) = c1 +bici + crar +biciag —
f7(a07b1,01,d1) = b1+d1+a0+b1d1 +b101a0 —>.’EI7
(al, bo,Co,do) = a1 + boai + cpay + doay + bodopai + codpa — y6
(a bo, co, 1) bodiag + codiag — yi
((1 bo, Cy, 0) = bodo + Cld() + bodgao + Cldoao — yé
gs(a1,bo,c1,d1) =bo + a1 + bodi + c1dy + boar + c1a1 + drar + bodiay + crdiar — Y4
h4(a0,b1, co,do) = biag + coap + bidoag + codoao — Y4
h5(a1,b1,60, 1) =co+dy +dia; +bidiar + cpdiaq — yé
h6(a1,b1, cy, 0) = do + b1dy + c1dy + dpaq + bidpaq + cidpa — yé
h7(a0,b1, C1, dl) = bl “+c1 + b1d1 + Cldl + b1a0 + ci1ag9 + bldlao + Cldlao — y/7
ho(al, bo, co, do) = boco + coar + bocody + codpaq — 26
hy (ao,bo, Co, 1) = body + diag + bocod + codiag — Zi
hz(ao,bo, C1, 0) = Cldo + bocldo + Cldoao — Zé
hg(al,bo, Ci, 1) =C —+ a1 + boCl —+ b0d1 —+ Cldl —+ ci1a1 + d1a1 —+ boCldl —+ cldlal — Zé
h4(a0, b1, co, do) = b1 + dy + codgy + bicodgy + codoag — Zfl
h5(a1,b1, co, dl) =b1 +co+di + a1+ bicg + brdy + cody + cpar + driar1+
bicody + codiay — Zé
hﬁ(al,bl, c1, do) = bic1 + c1a1 + bicidg + ci1dpaq — Zé
h7(a0,b1, C1, dl) = bldl —+ d1a0 —+ blcldl —+ Cldlao — Z/7
ko(al, bo, co, d()) a1 + codo + bopai + bocody — t6
kq (ao, bo, co, dl) dy + body + bgag + bocody — tll
ko (a bo, c1, 0) = Cl + do + ag + bocy + bodg + c1dg + bpag + bgcidy — t/2
kg(al, bo, C1, 1) = Cl + boal —+ boCldl — té
k4(a0, bl, Co, do) = 0 + ag + bicy + bido + cody + doag + bicodo — ti;
k5(a1,b1700,d1) =b1 +ay + bicg + b1dy + diar + biceds — tfr)
k6(a1, bl, c1, 0) = by + c1dy + dgar + bicidy — tlﬁ
k7(a0,bl,61,d1) = d1a0+b101d1 —)t/7
xh + &) + xh + xh = xg Ty + xf + xf + xh =11
Yo+ yit+yat+ys =10 Yat s+ +yr =y
20+ 2+ 2L+ 25 =20 2yt 2+ 2+ 2 =2

ty +th +th+th =t th+th+tg+th =t



34 Re-Consolidating First-Order Masking Schemes

H 2-share Masked G F(2*) Multiplier without Fresh Masks

F(a7b7c’d7e’f’g7h) : <x7yﬁz7t>

f a”b7c7d’e7f7g7

( =b+d+ae+ce+af+bf+cf+df +cg+ ah+bh
g(a’b7c’d’e7‘f7g7

=a+b+ct+d+be+de+af+cf+dg+ ah

T
Y
z
t

=a+b+d+bet+ce+af+cf+df +bg+cg+dg+ch

k(a’b7c’d7e’f’g7

fo(@o, bo, co, do, €0, fo, 9o, ho) =do + apeg + coeo + ag fo + bo fo + co fo + do fo+

h)
h)

h(a,b,c,d,e, f,g,h) =b+c+ae+ce+de+af+bf+df +ag+dg+ch+dh
h)

/

cogo + aghg + bohg — Ty
fi(ao, bo, co, do, €1, f1,91,h1) =bo + e1 + ager + coer + aofi + bofi + cof1 + dofi1+

cog1 + aphi + bohy —)
fa(a1,by,c1,d, e, fo, 9o, ho) =di + areg + creg + a1 fo + by fo + 1 fo+

difo+ c190 + arhg + bihg —>.7J/2
f3(a1,b1,c1,dr,er, fi1,91,h1) =biy +e1 +arer +cier +aifi +bifi +eifi +difi+

c191 +arhy + bihy — ah
go(ao, bo, co, do, €o, fo, 9o, ho) =ag + by + boeg + doeo + ao fo + cofo + dogo + acho  —y;
g1(ao, bo, co, do, e1, f1,91,h1) =co + do + f1 + boe1 + doer + ao f1 + cof1 + dogi+

a0h1 _>yi
gg(al, b1, c1,dq, eo, fo, 90, ho):bl +c1+dy +bieg +dieg + ay fo + 1 fo + digo+

aho — Y
gs(ai,bi,c1,di,er, fi,g1,h)=a1 + fi +bier +dier +ar fr + cifi +dign + arhh —yh
ho(ao, bo, co, do, €0, fo, 9o, ho) =bo + ageo + coeo + doeo + ao fo + bo fo + do fo+

apgo + dogo + coho + dohg —>2’6
hy(ag, bo, co, do, €1, f1,91,h1)=co + g1 + ager + coer + doer + ag f1 + bo f1+

dof1 + aog1 + dog1 + cohi + dohy =2
ha(ay,bi,c1,di, eq, fo, go, ho) =b1 + areg + creo + dieg + ay fo + by fo + di fo+

algo+d1g0+61h0+d1h0 —>Zé
hs(a1,b1,c1,d1,e1, f1,91,h1)=c1 + g1 + arex +cier + dier + ar fi + b fit

difi +a1g1 +digr +cihi +dihg — 24
ko(ao, bo, co, do, €0, fo, go, ho) =ao + boeo + coeo + ao fo + co fo + do fo + bogo+

cogo + dogo + coho — 1
ki(ao,bo, co,do, e1, f1,91,h1) =bo + do + h1 + boer + coer + ao f1 + co f1+

do f1 + bog1 + cog1 + dog1 + coha =1
ka(ai,b1,c1,di, eo, fo, 90, ho) =a1 + c1 +di + bieg + creo + ay fo + c1 fo+

di fo + bigo + c1g0 + digo + c1ho —
ks(a1,b1,c1,d1,e1, f1,91,h1)=b1 +c1 + h1 + bies + crexr + a1 f1 + e fi+

difi +b1g1 +c1g1 +digi +cihy — 4

xH + &) = xo xh 4+ ah = x1
! /o / !/

Yo ty1="Y% Yo tys =1
24+ 21 = 20 2+ 25 =2

ty +t) =to th+th =11
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I 2-share Masked G F'(2%) Square-Scale-Multiplier
with 1-bit Fresh Mask, Jointly Uniform with P and Q

F(a,b,c,d,e, f,g,h) : (x,y,z2,t)

x=f(a,b,c,d,e,f,g,h) =a+e+ae+be+ce+af+df +ag+cg+bh+dh

y=gla,b,e,de,f,g,h)=1+d+h+ae+be+de+af +cf+df +bg+ ah+ bh

z = h(a,b,c,d,e, f,g,h) =a+b+c+d+e+ f+g+h+ae+be+ce+de+af+
cf +ag+bg+dg+ ah+ ch+dh

t=k(a,b,c,dye, f,g,h) =b+d+ f+h+ae+ce+bf +df +ag+ cg+ dg+bh+ch

fo(ao, bo, co, do, €0, fo, 9o, ho) =bo + co + do + fo + apeo + boeg + coeo + ao fo+

do fo + aogo + cogo + boho + doho — g
fi(a1,bo, c1,dy,ex, fo, g1, h1) =bo + di + fo+ g1 + arer + boer + crer + a1 fot+

dy fo + a1g1 + c1g1 + boh1 + dihy — )
fa(ag, b1, co,do, €1, f1,91,h1) =ag + co + do + €1 + f1 + g1 + ager + bier + coer+

ag f1 + dof1 + aogr + cog1 + bihy + dohy — g
f3(a1,b1,c1,d1, €0, f1, 90, o) =a1 +d1 +eo + f1 +arep + bieg + creg + a1 f1+

dy f1 + a1go + c1g0 + brho + dihg —
go(ao, bo, co, do, €0, fo, 9o, ho) =1 + by + ageo + boeg + doeo + ao fo + cofo + do fo+

bogo + aoho + boho =0
gi(a1,bo, c1,d1,e1, fo,91,h1) =bo + c1 + di + e1 + g1 + arer + boer + diey+

a1 fo+ c1fo+ difo+ bogr + arhy + bohy —>y£
g2(ao, b1, co,do, e1, fi, 91, h1)=do + e1 + g1 + h1 + ager + brey + doer + ao f1+

cof1 +dof1 +bigr +aght +bihy — Yy
gs(a1,b1,c1,di, eo, f1,90, ho) =c1 + ho + areg + bieg + dieg + a1 f1 + c1 fi+

di f1 +bigo + athg +bihg — Y3

ho(ao, bo, co, do, €0, fo, 9o, ho) =aoeo + boeo + coeo + doeo + ao fo + cofo + aogo+

bogo + dog() + CLoho + Coho + doho *)Zé
hi(a1,bo, c1,dy,e1, fo,g1,h1)=bo + c1 +dy +e1 + fo + g1 + are1 + boer + cre1+

dier + a1 fo +c1fo +aigr +bogr + digr + arhi+

crhy +dihy —)Zi

ha(ao, b1, co, do, €1, f1,91, hi)=ao + b1 + co + do + f1 + hi + aoer + bieg + coer+

doe1 + aof1 + cof1 + aog1 + big1 + dogr + aph1+

Coh1 +d0h1 _>Zé
hg(al, b1, c1,d1, €0, f1, 90, h0)=a1 +eg+ ho+ajeqg + bieg + creg + dieg + a1 f1+

go + c1fr +a1go +bigo + digo + arho + crho +dihy  — 24

ko(ag, bo, co, do, €o, fo, g0, ho) =aoeq + coeo + bo fo + do fo + aogo + cogo + dogo+

bohg + coho + m —t5
ki(a1,bo,c1,dy, €1, f1,90, h1) =bo + e1 + hy + arer + cier + bof1 + dif1 + argo+

c190 + d1go + boh1 + c1h —>t/1
ka(ag, b1, co,do, e1, f1,91,h1)=do + e1 + f1 + ager + coer + b1 f1 + do f1 + aog1+

cog1 + dog1 + bih1 + cohy —
ks(ai,b1,c1,d1, eo, fo,91, ho) =b1 +di + fo + ho + areg + creg + b1 fo + di fo+

a191 + c191 +digr + brhg + cthg + m —th
T + T = To ThH+ 1y =73 Yo+ Y1 = Yo Yo+ Y3 =11

zH+ 2 = 2o Zh+ 25 ==, to+t) =to th+th=t
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J 2-share Masked G F(2*) Square-Scale-Multiplier
without Fresh Masks, Jointly Uniform with P

F(a7b7cﬂdﬂe7f797h) : <x7y7z7t>

x=f(a,b,c,dye, f,g,h) =a+e+ae+be+ce+af +df +ag+ cg+bh+ dh

y=gla,b,c,d,e, f,g,h)=1+d+h+ae+be+de+af +cf+df +bg+ah+ bh

z = h(a,b,c,d,e, f,g,h) =a+b+c+d+e+ f+g+h+ae+be+ce+de+af+
cf +ag+bg+dg+ ah + ch + dh

t=k(a,b,c,d,e, f,g,h)=b+d+ f+h+ac+ce+bf +df +ag+ cg+ dg+ bh+ ch

fo(@o, bo, co, do, €0, fo, 9o, ho) =apeo + boeo + coeo + ao fo + do fo + aogo + cogo+

bohg + dohg —).136
fi(a1,b1,c1,d, e, fo, 90, ho) =aieq + bieg + creg + ay fo + di fo + airgo + c1go+

b1h0+d1h0+60+a1 —).’EIQ
fa(ao, bo, co, do, €1, f1,91,h1) =ager + boer + coer + ao f1 + do f1 + aog1 + cog1+

bohy1 + dohy + h1 + ag —x)
f3(a1,b1,c1,d1,er, f1,91,h1) =arer +bier + cier +aifi +difi +aig1 +cigi+

b1h1+d1h1+€1 +h1 4)58%
go(ao, bo, co, do, €o, fo, g0, ho) =1 + ageg + boeg + doeo + ao fo + co fo + do fo+

bogo + apho + boho + eo + co —)y6
gi(a1,b1,¢1,d1, e, fo, 9o, ho) =areq + bieg + dieg + a1 fo + c1fo + di fo + bigo+

a1h0+blh0+€0+h0 —>yé
g2(ao, bo, co, do, 1, f1, 91, h1) =age1 + boeyr + doer + ag f1 + co f1 + do f1 + bogr+

aghy + boh1 + ¢o + do =Y
gs(a1,b1,c1,d1,e1, f1,91,h1) =arer + breg +dier + a1 fi + e fi +difi +bigi+

athy +b1hy +hy +d; =y
ho(ag, bo, co, do, €0, fo, go, ho) =aoeo + boeo + coeo + doeo + ao fo + cofo + aogo+

bogo + dogo + aoho + Coho + doho + fo + h() —>2’6
hi(ai,b1,c1,dy, eo, fo, 9o, ho) =areo + bieg + cieg + dieg + a1 fo + c1.fo + argo+

b1go + digo + arho + c1hg + diho + e + go + d1 —)Zé

ha(ao, bo, co, do, €1, f1, 91, hi) =aper + boer + coer + doer + ao fi + cofi + aog1+
bogr + dog1 + aphi + coh1 +dohy +e1 + g1 + hi+
a0+bo+60+do —)Zi
hs(a1,by,c1,dy,e1, fi,91,hi)=aier + bier +cren +dier + a1 fi + e fr + a1g1+
big1 +dig1 + a1hi + by +dihi+ fi+a1+b1+ 1 —)Zé

ko(ag, bo, co, do, €0, fo, 9o, ho) =aoeo + coeo + bo fo + do fo + aogo + cogo + dogo+

boho + coho + fo +ao + bo =t
ki(ai,b1,c1,di, eo, fo, 90, ho) =aieo + creg + by fo + di fo + aigo + c1g0 + digo+

bihg + c1ho + ho —)t/z
ka(ao, bo, co, do, e1, 1,91, h1) =ager + coer + bo f1 + dof1 + aog1 + cogr + dog1+

boh1 + coh1 + ag + dg =t
ks(ai,bi,c1,di, e, fi1,91,h1) =aier +cier + by fi +difi +aigr +cig1 +digi+

bihi+cihi+fi+thi+b+dy —>té
T + T = To ThH+ Ty =73 Yo+ Y1 = Yo Yo+ Y3 =11

zH+ 2 = 2o Zh+ 25 ==, to+t) =to th+th =t
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K 2-share Masked GF(2*) Square-Scale-Multiplier
without Fresh Masks, Jointly Uniform with Q

F(a7b7cﬂdﬂe7f797h) : <x7y7z7t>

x=f(a,b,c,dye, f,g,h) =a+e+ae+be+ce+af +df +ag+ cg+ bh+ dh

y=gla,b,c,d,e, f,g,h)=1+d+h+ae+be+de+af +cf+df +bg+ah+ bh

z = h(a,b,c,d,e, f,g,h)=a+b+c+d+e+ f+g+h+ae+be+ce+de+af+
cf +ag+bg+dg+ ah + ch+ dh

t=k(a,b,c,d,e, f,g,h)=b+d+ f+h+ac+ce+bf +df +ag+ cg+ dg+ bh+ ch

fo(@o, bo, co, do, €0, fo, 9o, ho) =apeo + boeo + coeo + ao fo + do fo + aogo + cogo+

bohg + dohg —>$6
fi(ao, bo, co, do, €1, f1,91, h1) =aper + boer + coer + ao f1 + dofi + aog1 + cogi+

b0h1 —+ dohl +ap +e1 —)CC/l
fa(a1,b1,c1,dy, e, fo, 90, ho) =aieq + bieg + creq + ai fo + di fo + ai1go + c1go+

biho + diho 4 dy + e —
f3(a1,b1,c1,dr,er, f1,91,h1) =are1 +bier + cier +aifi +difi +aig1 +cigi+

b1h1+d1h1+a1+d1 *).Z‘g
go(ao, bo, co, do, €o, fo, g0, ho) =1 + apeg + boeg + doeo + ao fo + co fo + do fo+

bogo + aoho + boho + ag + go = Y0
g1(ao, bo, co, do, €1, f1,91, h1) =aoer + boer + doer + ao f1 + cof1 + dof1 + bogi+

(Zohl + bohl “+ ag + do —)yi
g2(a1,b1,c1,dy, e, fo, 90, ho) =areq + breg + dieg + a1 fo + c1 fo + di fo + bigo+

arho + birho + go + ho — Y
gs(a1,b1,c1,d1,e1, f1,91,h1) =arer +breg +dier + a1 fi + e fi +difi +bigi+

arh1 +bihy +dy + hy —>y§,
ho(ag, bo, co, do, €0, fo, go, ho) =aoeo + boeo + coeo + doeo + ao fo + cofo + aogo+

bogo + dogo + aoho + Coho + doho + bo + do —)26
hi(ao, bo, co, do, €1, f1, 91, h1) =ager + boer + coer + doer + ao f1 + cof1 + aog1+

bog1 + dog1 + aghy + cohy + dohy + ag + co + b1 —>Zi

hz(a1,bl,c1,d1,€o, fo,go,ho)zaleo + bieg + creg + dieg + aq fo + c1 fo + a1go+

bigo + digo + arho + c1ho + diho + a1 +c1 + dit+

eo+ fo+ 90+ ho —)Zé
h3(ay,b1,c1,d1, 1, f1, g1, h1) =arer +biey +crer +dier +arfi + e fi +argi+

big1 +dig1 + a1hy + cthy +dih1 +b1+e1+ f1+ g1 —>Zé

ko(ag, bo, co,do, €o, fo, 90, ho) =aoeo + coeo + bo fo + do fo + aogo + cogo + dogo+

boho + coho + bo + eo + fo —t;
ki(ao, bo, co,do, €1, f1, 91, h1) =aoer + coer + bo f1 + dof1 + aog1 + cogr + dogi+

bohi + coh1 + dy —>t11
ka(a1, b1, c1,di, eo, fo, go, ho) =aireo + creq + b1 fo + di fo + ai1go + c190 + digo+

biho + c1ho + e + ho —ty
ks(ai,bi,c1,di, e, f1,91,h1) =aier +cier + by fi +difi +aigr +cig1 +digi+

bihi+cihi+bi+di+ f1+M —>t'3
T + T = To ThH + 1y =73 Yo+ Y1 = Yo Yo +ys =11

zH+ 2 = 2o Zh+ 25 ==, to+t =to th+th=t
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L Attack Results with PRNG off
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(a) Midori, 1st-order profiling MC-DPA,

(b) AES, 1st-order collision MC-DPA,
first round, 10000 traces

first round, 10000 traces

Figure 10: Experimental analysis with initial masking turned off.
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