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Abstract. We propose three interactive zero-knowledge arguments for
arithmetic circuit of size N in the common random string model, which
can be converted to be non-interactive by Fiat-Shamir heuristics in the
random oracle model. First argument features O(y/log N) communica-
tion and round complexities and O(N) computational complexity for the
verifier. Second argument features O(log N) communication and O(v/N)
computational complexity for the verifier. Third argument features O(log V)
communication and O(\/ﬁ log N') computational complexity for the ver-
ifier. Contrary to first and second arguments, the third argument is free
of reliance on pairing-friendly elliptic curves. The soundness of three
arguments is proven under the standard discrete logarithm and/or the
double pairing assumption, which is at least as reliable as the decisional
Diffie-Hellman assumption.
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1 Introduction

A zero-knowledge (ZK) argument is a protocol between two parties, the prover
and the verifier, such that the prover can convince the verifier that a particular
statement is true without revealing anything else about the statement itself. ZK
arguments have been used in numerous applications such as verifiable outsourced
computation, anonymous credentials, and cryptocurrencies.

Our goal is to build an efficient ZK argument for arithmetic circuit (AC)
in the common random string model that is sound under well-established stan-
dard assumptions, such as the discrete logarithm (DL) assumption: Compared
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to g-type strong assumptions such as ¢-DLOG [45,32], the standard assump-
tions will provide strong security guarantees as well as a good efficiency with
smaller group size due to Cheon’s attack on g¢-type assumptions [24]. To this
end, we propose three inner-product (IP) arguments with the same properties
(standard assumption, common random string model), where an IP argument is
a proof system that convinces the verifier of an inner-product relation between
committed integer vectors. Then, we can apply well-established reductions from
IP argument to ZK argument for AC [15, 20,53, 21].

The first sublinear ZK argument for AC solely based on the hardness of the
DL problem is due to Groth [34] and improved by Seo [51]. These works fea-
ture constant round complexity as well. Groth [36] gives a ZK argument with a
cubic root communication complexity using pairing-based two-tiered homomor-
phic commitment scheme whose binding property is based on the double pairing
(DPair) assumption [1]. The first logarithmic ZK argument for AC solely from
the DL assumption is due to Bootle, Cerulli, Chaidos, Groth, and Petit [15] and
improved by Biinz, Bootle, Boneh, Poelstra, Wuille, and Maxwell [20], which is
called Bulletproofs. Hoffmann, Kloof}, and Rupp [40] revisited and improved Bul-
letproofs by showing that it can cover systems of quadratic equations, of which
rank-1 constraint systems is a special case. These logarithmic ZK argument sys-
tems [15, 20, 40] have linear verifiers. Other DL-based ZK argument systems with
different asymptotic performance, in particular sublinear verifier, have been pro-
posed. e.g., Hyrax [53] and Spartan [52]. Recently, Biinz, Maller, Mishra, Tyagi,
and Vesely [22] achieved a logarithmic ZK argument with a sublinear verifier
under the DPair assumption.

Focusing on specific languages, there are more researches achieving logarith-
mic communication complexity [5,38] prior to Bulletproofs. Logarithmic com-
munication complexity in these works is attained with relatively large round
complexity, compared to [34, 51].

Relying on the non-standard but reliable assumptions, there exists a ZK
argument system with better asymptotic performance due to Biinz, Fisch, and
Szepieniec [21] that achieve logarithmic communications and logarithmic verifier
simultaneously, but it relies on a rather stronger assumption such as the strong
RSA assumption and the adaptive root assumption. A lot of important research
for succinct non-interactive argument (SNARG) [35,44,12,33,13,47,8,11, 38,
37,45, 32,55,25] have been proposed on the top of bilinear groups, where an ar-
gument consists of a constant number of group elements. However, the soundness
of these works relies on non-falsifiable knowledge extractor assumptions and/or
the structured reference string (SRS) that requires a trusted setup, which is not
required in the aforementioned DL-based protocols. There is another important
line of works [7,9,26,57] for SNARG without using pairings, but based on in-
teractive oracle proofs [10]. These works are strong candidates for post-quantum
ZK arguments and simultaneously minimizing communication cost and verifier
computation. However, their communication cost is proportional to log® N for
the circuit size N, which is larger than that of the DL based approach [15, 20].
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1.1 Our Results.

We propose three IP arguments between two integer vectors of length N in
the common random string model. We refer to [15,20,53,21] or Section 6 for
a constant round reduction from ZK arguments for AC of size N with fan-in 2
gates to IP arguments. We summarize our results as follows.

1. We propose the first IP argument with sublogarithmic communication. We
prove its soundness under the DL assumption and the DPair assumption.

2. We present the first IP argument with O(log N') communication and O(v/N)
verifier computation such that its soundness is based on the DL assumption.

3. We introduce a novel method to achieve the IP argument with a similar per-
formance to the second argument, especially without the reliance of pairings.

We provide a comparison for transparent ZK arguments in Table 12. Note that
there are more efficient arguments in the DL setting [11, 43,45, 32, 25, 28] if we
rely on a trusted setup or non-standard, non-falsifiable assumptions.

Our starting point is Biinz et al.’s Bulletproofs IP argument (BP-IP) [20]
that features O(log N) communication and O(N) computation in the common
random string model and is sound under the DL assumption. For shorter proofs
or faster verification, we first generalize BP-IP in two different ways. A pictorial
overview of our approach is given in Fig. 1.

Sublogarithmic Communications. BP-IP consists of log N recursive steps such
that the prover sends two group elements per each round. The goal of each
recursive step is to halve the length of witness. Our first generalization of BP-
IP reduces the length of witness one 2n-th per each recursive round if IV is
a power of 2n for any positive integer n. If need be, one can easily pad the
inputs to ensure that the requirement for the format of N holds, like in BP-IP.
Then, the recursive steps are finished in log,,, N rounds and the prover sends
2n(2n — 1) group elements in each round, so that the overall communication
cost is O((logy,, N) x n?), which becomes minimal when n = 1. That is, this
generalization has no advantage over BP-IP in terms of communications.

Nevertheless, we observe that the commit-and-prove approach can reduce
transmission overhead; the prover can commit to 2n(2n — 1) group elements
instead of sending them all, and then proves that the openings satisfy what the
verifier should have checked with the openings. To this end, we use a pairing-
based commitment scheme to group elements (e.g., AFGHO [1]). This process of
committing and proving can be achieved using a multi-exponentiation argument
(e.g., [22]). Unfortunately, this naive commit-and-prove approach ends up with
asymptotically the same proof size as BP-IP since we must prove several multi-
exponentiation arguments for every round. We call this protocol Protocoll.

To further reduce the communication cost, we aggregate multiple multi-
exponentiation arguments. Although there are well-known aggregating tech-
niques for multiple arguments with homomorphic commitment scheme (e.g.,

3 We often use a terminology ‘transparent’ in the meaning of *without trusted setup’.
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Scheme Communication P’s comp. V’s comp. Assump.
Groth [34] & Seo [51] O(VN)G O(N)1 O(N)m DL
Groth [36] O(¥/N ) O(N)1 O(V/N)n, DPair

BP [15,20] & HKR [40] O(log N)G1 O(N)m O(N)1 DL
Hyrax [53] O(vw + dlog N)G; O(Nlog N)11 O(y/w + dlog N)71 DL
Spartan DL [52] O(VN)G,y O(N)11 O(VN)1y DL
BMMTV [22] O(log N)G: O(N)my O(VN)m2 DPair
Supersonic [21] O(log N)Gy O(Nlog N)u O(log N)u UOGroup
Spartan CL [52] O(log? NGy O(Nlog N)u O(log? N)u UOGroup
Ligero [2] O(f JH O(Nlog N)h  O(N)h CR hash
STARK [7] O(log®> N)H O(Nlog® N)h O(log® N)h CR hash
Aurora [9] O(log?® N)H O(Nlog N)h  O(N)h CR hash
Fractal [26] O(log?® N)H O(Nlog N)h  O(log? N)h CR hash
Virgo [57] O(dlog N)H O(Nlog N)h O(dlog N)h CR hash
BCGGHJ [16] O(VN)H O(N)m O(N)m CR hash
BCL [17] polylog(N)H O(N)m polylog(N)m CR hash
Our IP arguments + Section 6

Protocol2 (Section 3.2) O(+/log N)G O(N2V*eN)r O(N)m DL!&DPair
Protocol3 (Section 4.3) O(log N)G¢ O(N)1y O(VN)m2 DLT
Protocol4 (Section 5.3) O(log N)Gq O(N)p O(vVNlog N, DL

Table 1. Comparison for transparent ZK arguments

N: circuit size, d: circuit depth, w: input size, (G1, Gz, G¢): bilinear groups, (Gp, Gg):
elliptic curve groups of order p and ¢, Gy: group of unknown order, H: hash function,
m, p, h, 74, u: operation of field, pairing, hash, G;, Gy,

UOGroup: unknown-order group (strong RSA & adaptive root assumptions), CR hash:
collision-resistant hashes, DL': DL assumption over pairing-friendly elliptic curves
All arguments in the table are public coin (Definition 4), so that they achieve non-
interactivity in the random oracle model using the Fiat-Shamir heuristic [29].

aggregating range proofs [20], linear combinations of protocols [40]), these ag-
gregating techniques are not well applicable to the case including ours such that
bases and exponents are distinct for multiple arguments. We try to reduce mul-
tiple relations to a single relation by multiplying all relations and then employ
a recursive proof technique like BP-IP. However, we find that this strategy does
not work well. The detailed explanation about the difficulty we faced is given in
Section 3.2. Instead, we devise a novel aggregating technique using newly pro-
posed augmented aggregated multi-exponentiation argument aAggMEA and prod-
uct argument ProdMEA. The final protocol, called Protocol2, using aAggMEA and
ProdMEA achieves sublogarithmic communication overhead.
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Protocol4

Protocol3
ProdMEA O(V'N)

—aAggMEA \

Protocoll Protocol2

O((logy n)(logy, N))  O(logy, N + log, 1)

O(log, N)

1stGBP

O(n?log,,, N)

Each arrow links between the underlying and the advanced protocols. The big-O
notation under each protocol indicates communication complexity, except for Pro-
tocol3 and Protocol4 that indicate verifier’s computational complexity. The oval
nodes indicate known results; BP: Bulletproofs [15,20], MEA: multi-exponentiation
argument [22], CG: Commitment to group elements [1]. The rectangle nodes indicate
the proposed protocols; New CG: Commitment to Elliptic Curve Points, 1stGBP
& 2stGBP: generalizations of Bulletproofs, aAggMEA & AggMEC: aggregations of
multi-exponentiations & multi-elliptic curve operations. Protocoll: an intermediate
protocol. Protocol2: Sublogarithmic IP argument, Protocol3 & Protocol4: Sublinear
Verifier IP arguments. N is the dimension of witness vectors. n is a positive integer
parameter for 1stGBP, where n = 1 implies the original Bulletproofs.

Fig. 1. Overview of Our Approach toward Sublogarithmic Proofs or Sublinear Verifier

Sublinear Verifier. The soundness of BP-IP is based on the discrete logarithm
relation assumption (DLR), which is equivalent to the DL assumption, such
that no adversary can find non-trivial relation among uniformly chosen group
elements. We observe that the uniform condition in sampling group elements
is not necessary in the soundness proof of BP-IP, but the hardness of find-
ing non-trivial relation among the CRS is sufficient. From this observation, we
first generalize the DLR assumption by removing the uniform condition and
then propose and prove that a new assumption with non-uniform distribution
holds. More precisely, we combine this generalization with the AFGHO commit-
ments; Let e : G; X Go — Gy be a bilinear map, where G; and Go are source
groups and Gy is the target group. g1,...,95 € G1 and Hy,....H ;57 € G2
are uniformly chosen. We prove that no adversary can find a non-trivial vector
(a11,...,a 5 yx) € Z3 satisfying H”\/ﬁzl e(g;, H;)® if the DL assumptions in
the source groups hold. That is, e(g;, H;)’s are not uniformly distributed but
hard to find non-trivial relation among them. Therefore, if we set e(g;, H;)’s as
the CRS of BP-IP, then the actual CRS becomes g;’s and H;’s of 2v/N size while
keeping the soundness proof under the DL assumption in the source group.

Nevertheless, a naive approach using the above idea will keep linear verifier
computation in N since we still keep the same verification process as that of
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BP-IP. We introduce a trick to track verifier’s computation with O(v/N) com-
putation. For example, in the first recursive step 1of BP-IP, the veiriﬁer should
update the public parameter g1,...,gn to gfgfv;2+1, ... ,g“"N/2ng7 for a chal-
lenge integer x, which requires O(N) computation. In our setting, the public
—1
parameter e(gi, H1),...,e(g, 7, H /) can be halved to e(gfgf/ﬁ/ZH,Hi),...,
e(gf/ﬁﬂgf/_ﬁl,Hi) for all 4 = 1,...,+/N. Therefore, the verifier can track this
computation by computing only gfgi”/% Joti for i = 1,...,v/ N, which require

O(v/'N) exponentiations in G;. Note that this trick does not increase the prover’s
overhead, so that we sacrifice neither the other complexities nor assumptions to
achieve sublinear verifier. The resulting protocol with sublinear verifier is called
Protocol3.

Sublinear Verifier without Pairings. The core of the above second generaliza-
tion of BP-IP is to employ two-tiered homomorphic commitment scheme: Ped-
ersen commitment scheme to integers in the 1st layer 4+ pairing-based AFGHO
commitment scheme to group elements in the 2nd layer. We propose another
IP argument with sublinear verifier, particularly not relying on pairing-friendly
elliptic curves. To circumvent the use of AGFHO scheme, we propose a new two-
tiered commitment scheme built on a usual elliptic curve with a mild condition.
Although the proposed two-tiered commitment scheme is not homomorphic, we
emphasize that it has a similar-but-weakened property, friendly to proving homo-
morphic operations of the underlying mathematical structure, particularly the
group law of elliptic curve over finite fields. Second, we show that this weakened
property is sufficient to construct an IP argument protocol with sublinear veri-
fier. After replacing pairing-based two-tiered homomorphic commitment scheme
with the new commitment scheme, the prover performs the verifier computation,
proves the integrity of the computation, and sends the verifier the computation
along with a proof. In order to raise efficiency of this approach, we also bring in
the aggregation technique used for the protocol with sublogarithmic communi-
cations. The resulting protocol without pairings is called Protocol4.

1.2 Related Works.

Argument for Algebraic Relations. Groth [34] proposed a sublinear ZK argu-
ment for linear algebra relations. In particular, he proposed an argument for
bilinear maps such as inner-products and then showed that many linear alge-
bra relations, such as trace, can be reduced to that argument for bilinear maps.
Bootle et al. reduced communication overhead of IP argument to be logarithmic
in the dimension of witness [15,20]. There are proposals for other algebraic re-
lations. For example, Groth and Sahai [39] proposed a non-interactive ZK proof
system for pairing-based relations, such as pairing-product, without relying on
NP reduction. Lai, Malavolta, and Ronge proposed a logarithmic argument for
pairing-based relations [42] and Biinz, Maller, Mishra, Vesely [22] further im-
proved it.
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Polynomial Commitment Scheme. Kate, Zaverucha and Goldberg introduced
polynomial commitment scheme such that a committer first commits to a poly-
nomial f(X), and then later opens f(x) at some point = (mostly chosen by a
verifier) and convinces a verifier of correctness of f(z). Polynomial commitments
play an important building block not only for constructing ZK arguments for
arithmetic circuits [36, 53,45, 32, 55, 19, 25,52, 57] but also for constructing many
other crypto primitives such as verifiable secret sharing [41,4], anonymous cre-
dentials [23, 31], and proofs of storage and replication [56].

Although Kate et al.’s polynomial commitment scheme achieves succinct
opening and verification cost, it requires structured reference string that requires
a trusted setup. Polynomial commitment schemes without a trusted setup can be
achieved through a transparent IP argument [15, 20, 53, 19]. Another approach is
using unknown order group [21, 3]. They provide logarithm verification cost and
logarithm/constant proof size. However, they rely on strong assumptions like
adaptive root assumption [54] or generic group model and they require superlin-
ear proving cost. Blinz, Fisch and Szepieniec formalize a framework of compiling
polynomial IOP to ZK argument using polynomial commitment scheme [21].

Organization. After providing necessary definitions in the next section, we
present our first generalization of BP-IP and then reduce its communication
overhead by using the aggregation technique in Section 3. We present another
generalization that achieves sublinear CRS size and verifier computation in Sec-
tion 4 (with Pairings) and Section 5 (without Pairings). In Section 6, we extend
our IP arguments to ZK arguments for AC.

2 Definitions

Argument System for Relation R. Let I be the common reference string
(CRS) generator that takes the security parameter as input and outputs the CRS
0. In this paper, the CRS consists of randomly generated group elements, so that
indeed we are in the common random string model, where an argument consists
of two interactive PPT algorithms (P,V) such that P and V are called the
prover and the verifier, respectively. The transcript produced by an interaction
between P and V on inputs x and y is denoted by ¢r < (P(x),V(y)). Since we
are in the common random string model, for the sake of simplicity, we omit the
process of running K and assume the CRS is given as common input to both P
and V. At the end of transcript, the verifier ¥V outputs b, which is denoted by
(P(z),V(y)) = b, where b =1 if V accepts and b = 0 if V rejects.

Let R be a polynomial time verifiable ternary relation consisting of tuples of
the CRS o, a statement x, and a witness w. We define a CRS-dependent language
L, as the set of statements = that have a witness w such that (o, z,w) € R.
That is, L, = { = | 3 w satisfying (o, z,w) € R }. For a ternary relation R, we
use the format {(common input; witness) : R} to denote the relation R using
specific common input and witness.
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Argument of Knowledge. The argument of knowledge means the argument
system satisfying the completeness and the soundness with extractability.

Definition 1. Let K be the CRS generator and (P,V) be an argument. We
say that the argument (P,V) has perfect completeness if for all non-uniform
polynomial-time interactive adversaries A,

<P(U7$,W),V(U7$)> =1
Pr{ V (o, w) ¢ R

Definition 2. Let K be the CRS generator and (P,V) be an argument. We say
that the argument (P,V) has witness-extended emulation if for every determin-
istic polynomial prover P* there exists an expected polynomial time emulator
E such that for all non-uniform polynomial time interactive adversaries A, the
following inequality holds.

o — IC(l)‘); -
(0, w) — A(a)} =1L

. ") = o« K(1Y); (z,s) « Alo);
P {A(t =157 (P* (0, z, 5), V(o 2)) }

_ < negl(X),
—Pr fflgfir)is;clce/;ting o K(1%); (1, 5) « Alo); ]

then (o, z,w) € R (tr,w) 5<P*(U’x’s)’v(a’x)>(0, z)

& has access to the oracle (P*(o,x,s),V(0,x)) that permits rewinding P* to a
specific round and rerunning V using fresh randomness.

In Definition 2, the value s can be regarded to be the state of P*, including
the randomness. Therefore, whenever P* can make a convincing argument when
in state s, £ can extract a witness. Therefore, we call such an argument (P, V)
satisfying Definition 1 and Definition 2 argument of knowledge and the argument
is formalized in Definition 3.

Definition 3. The argument (P,V) is called an argument of knowledge for re-
lation R if the argument has (perfect) completeness and (computational) witness-
extended emulation.

Transparent and Non-interactive Argument in the Random Oracle
Model. A protocol in the common random string model can be converted into
a protocol without a trusted setup in the random oracle model [6]; if K outputs
random group elements of an elliptic curve group G of prime order, then the
CRS can be replaced with hash values of a small random seed, where the hash
function mapping from {0,1}* to G is modeled as a random oracle as in [14].

Any public coin interactive argument protocol defined in Definition 4 can be
converted into a non-interactive one by applying the Fiat-Shamir heuristic [29]
in the random oracle model; all V’s challenges can be replaced with hash values
of the transcript up to that point.

Definition 4. An argument (P, V) is called public coin if all V’s challenges are
chosen uniformly at random and independently of P’s messages.

All interactive arguments proposed in this paper can be converted to transparent
non-interactive arguments in the random oracle model.
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Assumptions Let G be a group generator such that G takes 1* as input and
outputs (p,G,g), where X is the security parameter, G is the description of a
group of order p, and g is a generator of GG, which is used to sample an element
of G with uniform distribution. Let negl(\) be a negligible function in .

Definition 5 (Discrete Logarithm (DL) Assumption). We say that the
group generator G satisfies the discrete logarithm assumption if for all non-
uniform polynomial-time adversaries A, the following inequality holds.

Pr[o" = 1| (p,G,g)  G01%), hEGi ac Alp.g.h,G) | <negl(N).

Definition 6 (Discrete Logarithm Relation (DLR) Assumption). We
say that the group generator G satisfies the discrete logarithm relation assumption
if for all non-uniform polynomial-time adversaries A, the following inequality
holds.

Pr [a #0ANg® =1g ‘ (p,G,g) + G(1"),g & G™a + A(p,G,g,g) | <negl(N),
where 1g is the identity of G.

Although the equivalence between DLR and DL assumptions is well-known,
to be self-contained, we provide the complete reductions in the Supplementary
Material A.1.

Let G, be an asymmetric bilinear group generator such that G, takes 1* as
input and outputs (p, g, H, G1, G2, Gy, €), where G1, G2, G, are the descriptions
of distinct cyclic groups of order p of length A\, g and H are generators of Gy, G,
respectively, and e is a non-degenerate bilinear map from Gy x Gs to Gy.

Definition 7 (Double Pairing Assumption). We say that the asymmetric
bilinear group generator Gy satisfies the double pairing assumption if for all non-
uniform polynomial-time adversaries A, the following inequality holds.
(p> g, H7 G17 GQ7 Gt7 6) — gb(lx)a

G<$4G2, aﬁZp; < negl(X)
(g/7 g//) <~ A((G7 Ga)7 (p: 9, H7 Gl: G27 Gtv 6))
Abe et al. [1] proved that the double pairing assumption is as reliable as the
decisional Diffie-Hellman assumption in Go.

e(q,G) =e(g",G")

Pr 7
A (g a9/)7£ (1([3'171@1)

Groups, Vectors, and Operations. We introduce some notations for succinct
description of protocols. [m] denotes a set of continuous integers from 1 to m,
{1,...,m}. For elements in groups G; and G2 obtained by G, we separately use
lower case letters for G; and upper case letters for G,. A vector is denoted by a
bold letter, e,g., g = (g1, -+, gm) € GI"* and @ = (ay, ..., a,,) € Zy'. For a vector

a € 7', its separation to the left half vector a; € Z;n/ ? and the right half vector

a_; € ZZL/Z is denoted by a = ai||a_;. Equivalently, the notation || is used
when sticking two vectors a; and a_; to a and can be sequentially used when
sticking several vectors.* We use several vector operations denoted as follows.

4 Note that we use the indices (1, —1) instead of (1,2) since it harmonizes well with
the usage of the challenges in Bulletproofs and our generalization of Bulletproofs.
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Component-wise Operations. The component-wise multiplication between sev-
eral vectors is denoted by o e.g., for g, = (gx1,--.,9kn) € GI', i € {1,2,t}, and
k€ [m], opeimigr = (er[m} Gkt - er[m] gk.n)- If k=2, we simply denote it
by g, © g,.

Bilinear Functions € Scalar-Vector Operations.

1. The standard inner-product in Zj is denoted by ( , ) and it satisfies the
following bilinearity. (3¢ (n @k, 2o jem) 0i) = 2kepm) 2jein) (@ks b)) € Zp.

2. For g = (91,---,92) € G}, i € {1,2,t} and a = (ay,...,a,) € Zj, the
multi-exponentiation is denoted by g® := er[n] gyF € G; and it satisfies
the following bilinearity. (oge(mgy) =719 % = [ieim e 9% € Gi-

3. Forg=(91,...,9n) € G}, H = (Hy,...,H,) € Gf, the inner-pairing prod-
uct is denoted by E(g, H) = [}, €(9x, Hi) € G, and it satisfies the fol-
lowing bilinearity. E(opemigy, ojeiH ;) = er[m] Hje[@] E(g,,H;) € G,.

4. For ¢ € Z, and a € Z', the scalar multiplication is denoted by c¢-a :=
(c-ay,...,c-an) € Ly

5. For c € Z, and g € G, i € {1,2,t} the scalar exponentiation is denoted by
g° = (gf’ s 7gvcn) € G;rn

6. For c € Z;} and g € Gy, i € {1,2,} the vector exponentiation is denoted by
g€ :=(g°,...,g°) € G".

3 Sublogarithmic Proofs via Generalization of BP-IP

In this section, we present our first generalization of BP-IP for the following IP
relation Rp and then reduce its communication cost using the newly proposed
aggregation technique.

Rip=1{(g,h€GY,u,PcG;a,b): P=g*h®ul*? cG} (1)

where G is an arbitrary cyclic group of order p satisfying the DL assumption,
and g, h, and u are uniformly selected common inputs.

The BP-IP consists of log N recursive steps that halves the size of witness
and the parameters. In each recursive round of BP-IP, each vector in the CRS
and a witness are split into two equal-length subvectors. We generalize BP-IP by
splitting a vector of length N into 2n subvectors of length N/2n in each round,
where n = 1 implies the original BP-IP. Similar to BP-IP, we assume N is a
power of 2n for the sake of simplicity. Let N = % and the prover begins with
parsing the witness a, b and the parameter g, h to

a=aila-1l--azm-1lla-2n41, b="b1|lb_1] - bop-1l[b-2n+1,
9=91llg1ll--g2n1llg-2n41,  and h=hy|lhsfl - hop_1|lh_2ni1.

e.g., let @ = ai]la—1 be a witness and z be a challenge, and then a is updated to
> i4q @ix’, a witness for the next recursive round.
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Let I, = {£1,43,...,£(2n—1)} be a 2n-size index set. In each recursive round
of BP-IP, the prover computeb and sends two group elements L and R. In our
generalization, instead of L and R, P calculates v; ; = g}’ hb {a;b:) ¢ G for
all distinct 4, j € I,,, and then sends {vlvj}b,gijz‘n to V. Note that if n =1, then

vi,—1 and v_1,; are equal to L and R in BP-IP, respectively. V' chooses z(iZ;
and returns it to P. Finally, both P and V compute

-~ z7t N 7 z* N [5) P

g =vocier,9i €G°, h=oihi €G", and P=P- H vij €G
i,j€EIn
i£]

and P additionally computes a witness for the next round argument

~ i N T i N
a—Zala: €7, andb—Zbe €Z, .
iel, iel,

We can verify that this process is a reduction to a one 2n-th length IP argument
by checking (g, h U, P a b) satisfies the relation R,p. The concrete descriptions
of BP-IP and the above generalized BP-IP and their proofs for the perfect com-
pleteness and the soundness are relegated to the Supplementary Material A.2
and B.

Efficiency Analysis The prover repeats the (N > 1) case log,,, N times and
then runs the (N = 1) case. For each (N > 1) case, P sends v;;’s of size
2n(2n — 1) and two integers in the (N = 1) case, so that the communication
overhead sent by 73 is 2n(2n — 1)log,,, N group elements and 2 integers. The
verifier updates g, h and P that cost O(N + n?log,, N) group exponentiation.
For sufficiently small n < v/N, it becomes O(N). The prover should compute v; ;
for all 4, j for each round, so that the prover’s computation overhead is O(Nn?).
The overall complexities are minimized when n has the smallest positive integer
(that is, n = 1), which is identical to the BP-IP protocol.

3.1 Proof Size Reduction using Multi-Exponentiation Argument

We improve our generalization of BP-IP by using the pairing-based homomorphic
commitment scheme to group elements [1]. We first slightly extend our target
relation by adding the commitment key of [1] into the common random string
in our argument as follows.

(2)

(g.h €GN ucGy, Fy,....F,, Gl Y HcGP PecGya,b)
: P = g*hbuleb) ¢ G,

where g, h,u,F';, and H are the common random string. Here, F';, and H are
not necessary to define the relation P = gahbu<a’b>. However, our IP protocols
will use them to run a subprotocol for multi-exponentiation arguments given in
the following subsections.
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The generalized BP-IP with n > 1 carries larger communication overhead
than that of BP-IP. In order to reduce the communication cost in each round,
we can use a commitment to group elements. That is, the prover sends a com-
mitment to group elements v; ;’s instead of sending all v; ;’s. This approach will
reduce communication cost in each round. Then however, the verifier cannot di-
rectly compute the update Pof P, 11+ j€In U i; » by himself, and thus the prover
sends it along with its proof of validity, which is exactly a multi-exponentiation
argument proving the following relation.

{(FeGY,zeZ)l,PcGy,qeGveG)): P=Ew F)Aq=v"}, (3)

where F' is the common random string such that their discrete logarithm relation
is unknown to both P and V and z is an arbitrary public vector.

We will omit the detailed description for the multi-exponentiation argument
for the relation in (3), but provide an intuitive idea for it. In fact, BP-IP ar-
gument can be naturally extended to this proof system due to the resemblance
between the standard IP and the inner-pairing product. More precisely, the addi-
tive homomorphic binding commitment to an integer vector (e.g., g%) is changed
with the multiplicative homomorphic commitment to a group element vector
(e.g., E(v, F)) and the standard IP between two integer vectors (e.g., (a,b))
can be substituted with multi-exponentiation (e.g., v*).5 This type of extension
is well formalized by Biinz, Maller, Mishra, Tyagi, and Vesely [22] in terms of
two-tiered homomorphic commitment scheme [36]. The multi-exponentiation ar-
gument in [22] costs the same complexities as those of BP-IP; O(log N) commu-
nication overhead and O(N) computational costs for the prover and the verifier.

For our purpose, we can use the commitment scheme to group elements [36]
and the multi-exponentiation argument in [22] so that we can construct a proto-
col with shorter communications, denoted by Protocoll. We provide full descrip-
tion of our generalized BP-IP with Multi-Exponentiation Argument, denoted by
Protocoll in Fig. 2. In the protocol, we add the state information for the prover
and the verifier, denoted by stp and sty , respectively. Both stp and sty are ini-
tialized as empty lists and used to stack the inputs of the multi-exponentiation
argument for each recursive round. At the final stage, the prover and the verifier
can run several multi-exponentiation argument protocols in parallel.

Efficiency Analysis Although this approach reduces communication over-
heads, compared to the generalized BP-IP, it is not quite beneficial for our
purpose. More precisely, the communication overhead O(n?log,,, N) of the gen-
eralized BP-IP is reduced to O((logn) - (logy,, N)) since the communication
overhead per round O(n?) is reduced to its logarithm O(logn) by the multi-
exponentiation argument. Although the communication overhead is reduced to
O((logn)-(log,,, N)) compared with the generalized BP-IP (n > 1), the resulting

5 The BP-IP is about two witness vectors a and b and it can be easily modified with
one witness vector a and a public b. e.g., [53]. Our multi-exponentiation argument
corresponds to this variant.
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‘ Protocoll(g, h, u, F'y; for k € [m], P € G1, stv;a,b, stp), where m = log,,, N

IfN=1:

Step 1: P sends V a and b.
Step 2: V proceeds the next step if P = g®h®u®?® holds.
Otherwise, V outputs Reject.

Step 3: If stp is empty, then V outputs Accept.
Otherwise, let (uk, vk, @k;vi) be the k-th row in stp.
Step 4: P and V run MEA(Fy, @k, uk, vi; vi) for k € [m].

Else (N > 1): Let N= % and parse a, b, g, and h to

a= a1Ha_1|| : "a2n—l‘|a’—2n+17 b= b1Hb—1H : "b2n—1Hb—2n+1,

g=allg_l-- 'g2n71||972n+17 and h = hillh_1| - - - hon—1|lh—2n41.
Step 1: P calculates for all distinct ¢ # j € I, = {£1,4£3,...,£(2n — 1)},

Vij = Q?jh?iu<aj’bi> € Gy
sets v = (v;;) € G2~V in the lexicographic order and sends V E(v, F,).
Step 2: V chooses xﬁZ; and returns it to P.
Step 3: P computes v = v® = leijn vf;ﬂ € Gi, where x is the vector
consisting of 7 ~*, and then sends it to V.
Step 4: Both P and V compute
G=oicr,g" €GN, h=owen,h’ €GY and P=P.veG.

Additionally, P computes a = Zieln a;x’ e Z;\’ and b = Zieln bz e ngv.

Step 5: V updates sty by adding a tuple (E(v, F,), v, ) into the bottom. P
updates stp by adding a tuple (E(v, F'y,), v, x;v) into the bottom. Both P
and V run Protocoll@,ﬁ,u, Fy for k € [m — 1],ﬁ,stv;a,8, stp).

Fig. 2. Protocoll

complexity is equal to O(log N), which is asymptotically the same as the com-
munication overhead of BP-IP. Therefore, this protocol is no better than BP-IP,
at least in terms of communication complexity. Nevertheless, this protocol is a
good basis for our sublogarithmic protocol presented in the next subsection.

3.2 Sublogarithmic Protocol from Aggregated Multi-Exponentiation

Arguments

We build a protocol, denoted by Protocol2, for sublogarithmic transparent 1P
arguments on the basis of Protocoll described in the previous subsection. To this
end, we develop an aggregation technique to prove multiple multi-exponentiation
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arguments at once, which proves the following aggregated relation.

Fj, e Gy 2, e 23"V Py € Gy, i € Gy
RaggMEA = ;VE € G?n(2n71) for k € [m]

: /\ke[m] (Pk =E(vi, Fp) Nqi = vz’“)

Failed naive approach: linear combination. One may try to employ a ran-
dom linear combination technique, which is widely used to aggregate multiple
relations using homomorphic commitment schemes. For example, it is called lin-
ear combination of protocols in [40]. To this end, one may also try to use one
F instead of distinct F';’s for every pairing equation and employ homomorphic
property of pairings and multi-exponentiations to apply a random linear com-
bination technique. Unfortunately, however, the relation R aggarpa consists of
two distinct types of equations P and g containing distinct zi’s, so that such
a random linear combination technique is not directly applicable to RaggnmEa
even with one F'.

Why we use distinct F';’s? Our basic strategy for aggregation is to merge
multiple equations into a single equation by product. Later, we will present a
reduction for it (Theorem 2). To this end, it is necessary to use distinct Fy’s
for each equation since it prevents the prover from changing opening vectors
between committed vectors in the product.

A difficulty when we use several F}’s. As we mentioned, we use different
F;’s for each commitment Pj. In this case, it is not easy to efficiently prove that
the equation that P, = E(vy, Fi) holds. The CRS contains all F'’s, and thus,
in order to prove P, = E(vg, F), we have to prove that only one F is used
and the others are not used in the equation. Proving unusedness of the other
F; for j # k with high performance is rather challenging. Let us consider the
following simplified aggregation relation to clarify this difficulty.

RQagg = {(Fk,Pk;v;w- for k € [2]) : /\ke[2]Pk- = E(’Uk,Fk)}

In order to merge two equations into a single equation by product, we might
construct a reduction as follows; The verifier chooses a challenge y, both the
players set F,= Fq, Fy= F¥, and P=Pr Pj, and then run a product argument
convincing that the knowledge of v, satisfying

P:E(@l,Fl)E(@z,F2)~ (4)

Here, one may expect that an equality Eq. (4) guarantees two equalities in Raqqq

by a random challenge y. Unfortunately, this is not true since fake P; passing

the protocol can be created by E(vg1, F1)E(vke, F2) for k = 1,2. That is, this

reduction failed to show the unusedness of F'5 in P, and F'{ in P>.

Our solution: augmented aggregate multi-exponentiation argument.

Although the above approach is failed to prove the unusedness of F> in P; and

F; in Py, it can be still used to prove that Py’s are of the form E (v, F1)E(va, F2)
for some witness v, and vo. Therefore, instead of devising a protocol for the un-

usedness, we keep using the above approach of reducing to a product equation
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but change the target relation; we add redundant relations so that the final re-
lation contains our target relation, multiple multi-exponentiations. That is, by
adding some redundant values, we can further generalize the relation R agqnEa
and obtained the following relation Rqaggnmra for augmented aggregation of
multi-exponentiations.

Fre G Y 2, € 22" Hy € Gy, Py € Gyyqr € Gy
;v € G2 for k€ [m]

()
: Neim (Pk = [Licpm Bk Fj) ANar = v A (v = 1g, for j # k))
Here, P, is a commitment to vy ;’s and ¢ is a multi-exponentiation of the
committed value vy and a public vector z. In particular, Py is defined by
using all F'i’s to avoid the difficulty of proving unusedness. Although there are
redundant vy ;’s in Py (j # k), the above relation is sufficient to guarantee g,
is a multi-exponentiation of a committed value vy ;. In addition, H}’s are not
necessary in the above relation, but we will use Hy’s in the product argument,
where we reduce from the augmented aggregation multi-exponentiation protocol.
The full description of Protocol2 using aAggMEA is given in Fig. 3.

Theorem 1. The IP argument in Fig. 8 has perfect completeness and computa-
tional witness-extended-emulation under the discrete logarithm relation assump-
tion in G1 and the double pairing assumption.

The proof is provided in the Supplementary Material C.1.

Efficiency Analysis A main difference between Protocoll and Protocol2 is the
aggregating process for log,,, IV multi-exponentiation arguments; Our proposal
for aAggMEA in the next subsection has logarithmic communication overhead
in the size of witness. For each round of Protocol2, 2n(2n — 1) group elements
are committed and thus total log,,, N X 2n(2n — 1) group elements are commit-
ted. Therefore, the overall communication overhead is O(log,,, N) for the main
recursive rounds and O(log(logs,, N X 2n(2n — 1))) = O(logn + log(log,,, N))
for aAggMEA. That is, O(log n + log,,, N). If n satisfies O(log,,, N) = O(logn),
then the communication complexity becomes O(logn + log,,, N) = O(y/log N).
As for the computational overhead, compared to generalized BP-IP, only a
run of aAggMEA protocol is imposed. Our proposal for the aAggMEA protocol is
an extended variant of BP-IP, so that its computational complexity is still linear
in the length of witness vector that is O(n?log,, N). Therefore, for sufficiently
small n < /N, this does not affect on the overall complexity, so that the total
prover’s computational overhead is O(Nn?) and the verifier’s computational
overhead is O(N + n?log,,, N) that are equal to those of general BP-IP.®

5 Note that when the communication complexity is evaluated, we set n = 2V°¢ N that

1
is much smaller than N = 22 98N and thus our estimation for computational cost
makes sense.



16 Kim et al.

’ Protocol2(g, h, u, F'y, for k € [m], H, P € G1,stv;a,b, stp), where m = log,,, N

IfN=1:
Step 1: P sends V a and b.
Step 2: V proceeds the next step if P = g®h%u®® holds.
Otherwise, V outputs Reject.
Step 3: If stp is empty, then V outputs Accept.
Otherwise, let (uk, vk, @k; i) be the k-th row in stp and
v :{1@1 if j #£k
ko v ifj=k
Step 4: P and V run aAggMEA(F'y, @k, Hy, uk, vi; vk, for k,j € [m]).
Else (N > 1): Let N = % and parse a, b, g, and h to

a=ailla-1]|---azm-1lla-2nt1, b=0bi|lb_1| - ban—1][b-2n+1,

9=01llg_1ll* g2n_1llg_2n41,  and h=ha|[h_a]l - hon_1||h_2ni1.
Step 1: P calculates for all distinct ¢,5 € I, = {£1,£3,...,£(2n — 1)},
Vi = g?j h?"umj’b'i> € G

sets v = (v;;) € G2~V in the lexicographic order and sends V E(v, F,).
Step 2: V chooses x(iZ; and returns it to P.

Step 3: P computes v = v* = []ijer, vf’;ﬂ € Gi, where x is the vector
J

o ia
consisting of 7 ~*, and then send v to V.
Step 4: Both P and V compute

§=oiefngfﬂ GG§V7 ’Alzoieln,hfl EG{V’ and ﬁ:P'UGGL
In addition, P computes

a= Z a;zt € Zf and b= Z bz e Zf,
i€lpn i€y
Step 5: V updates sty by adding a tuple (E(v, F,), v, x) into the bottom. P
updates stp by adding a tuple (E(v, Fy,),v,x;v) into the bottom. Both P
and V run Protocol2(g, h,u, F'y, for k € [m — 1], H, P, stv;a, b, stp).

Fig. 3. Protocol2: Sublogarithmic IP Argument

3.3 Aggregating Multi-Exponentiation Argument

In this section, we propose an augmented aggregation of multi-exponentiation
arguments aAggMEA for the relation in Eq. (5). Vectors in Eq. (5) are of dimen-
sion 2n(2n — 1). For the sake of simplicity, we set the dimension of vectors N
in this section and, by introducing dummy components, we can without loss of
generality assume that N is a power of 2. The proposed protocol consists of two
parts.
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aAggMEA(F, € Gév,zk € Z;,V,Hk € Go, P, € Gy, qr € Gryvj € G{V for k,j € [m]) ‘

Step 1: V chooses and sends yizp to P.
Step 2: Both P and V set

o=y e Fe=F T me=my", and P= ] (R et ),
ik ke[m]
and P additionally sets ¥k = 0je(m]v}

Step 3: P and V run ProdMEA(F, %1, Hy., P; 0y, for k € [m])

Fig. 4. Reduction from aAggMEA to ProdMEA

First, the aAggMEA is reduced to a proof system, denoted by ProdMEA, for
the following relation Rpa;pa for a product of multi-exponentiation.

» [ (FreGY,z, € Z) ,Hy € Gy, P € Gy; v, € GY for k € [m])
PMEA = P = er[m] E(’Uk,Fk)e(’Uzk,Hk)

The reduction is provided in Fig. 4 and its security property is given in the
following theorem.

Theorem 2. The aAggMEA protocol in Fig. 4 has perfect completeness and
computational witness-extended-emulation if the ProdMEA protocol used in Fig. 4
has perfect completeness and computational witness-extended-emulation and the
double pairing assumption holds.

The proof is relegated to the Supplementary Material C.2.

Second part of aAggMEA is to run ProdMEA. The idea for the construc-
tion of ProdMEA is to use the resemblance between Rpypa and Rrp; Rrp
is the relation about the inner-product between integer vectors, that is, a sum
of component-wise products. Rpyga is the relation about a product of ex-
ponentiation between a vector of group element (vi,...,v,,) and an integer
vector (z1,...,2m). In particular, P is a product of [[,c(,, E(vk, F) a com-
mitment to (v1,...,v,), and er[m] e(vi*, Hy) a commitment to the product
of component-wise exponentiation between (v1,...,v,,) and (z1,...,2.;,). The
homomorphic property of commitment to group elements enables us to construct
ProdMEA similarly to BP-IP using the homomorphic Pedersen commitment to
integers. We provide the construction and the detailed explanation of the pro-
tocol ProdMEA in the Supplementary Material C.3.

The computational costs of ProdMEA for the prover and the verifier are linear
and the communication cost is logarithmic in the size of witness, like BP-IP. The
reduction from aAggMEA to ProdMEA requires a constant communication cost
and linear computational costs for both prover and verifier in the size of witness.
Therefore, aAggMEA requires linear computational complexity and logarithmic
communication complexity in the size of witness.
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4 Sublinear Verifier via Second Generalization

In this section, we propose an IP argument with logarithmic communication and
sublinear verifier computation, solely based on the DL assumption.

4.1 Matrices and Operations

For succinct exposition, we additionally define notations using matrices. Similar
to a vector, a matrix is denoted by a bold letter and a vector is considered a row

matrix. For a matrix a € Z;'*", its separation to the upper half matrix a; €

Zgl/zxn and the lower half matrix a_; € ZZ“/QX” is denoted by a = [ai[la_1].

We define three matrix operations as follows.

Inner-Product. For a,b € Z;'*™, the inner-product between a and b is defined
as <a, b> = Zre[m],se[n] arﬁsbr’s S Zp.

Multi-Exponentiation. For g € G"*", i € {1,2,t} and a € Z;**", the multi-
exponentiation is defined as g% := Hre[m],se[n] gﬁ,’%’s € G;.

Outer-Pairing Product. For g € G* and H € G¥, the outer-pairing product” is
defined as

e(gl7H1) e(glan)
g® H = : : e Gy,
e(gm, H1) ... e(gm, Hy)

Note that we set the output of the outer-pairing product to be a matrix instead
of a vector, unlike an usual vector-representation of a tensor product since the
matrix-representation is useful when separating it into two parts.

4.2 General Discrete Logarithm Relation Assumption

We restate the DLR assumption in terms of problem instance sampler to gener-
alize it. Let GDLRsp be a sampler that takes the security parameter A as input
and outputs (p,g1,...,9n,G), where G is a group G of A-bit prime-order p and
g1, -- -, gn are generators of G.

Definition 8 (General Discrete Logarithm Relation Assumption). Let
GDLRsp be a sampler. We say that GDLRsp satisfies the general discrete loga-
rithm relation (GDLR) assumption if all non-uniform polynomial-time adver-
saries A, the following inequality holds.

(p,g € G",G) + GDLRsp(1*)

Prla#0 A g% =1g a < Alp,g,G)

< negl(X),

where 1g is the identity of G and negl(\) is a negligible function in \.

7 Note that this operation is also called “projecting bilinear map” in the context of
converting composite-order bilinear groups to prime-order bilinear groups [30].
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Definition 9. For a fized integer N, the sampler GDLRspgr,,.a s defined as
follows.

GDLRspp,,,4(11) : Choose a group G of \-bit prime-order p; gﬁGN;
Output (p,g,G).

Theorem 3. GDLRspp,,.q satisfies the GDLR assumption if the DL assumption
holds for the same underlying group G.

The soundness theorem of BP-IP holds under the GDLR assumption; it uses
only the fact that no adversary can find a non-trivial relation, regardless of the
distribution of generators g. We restate the soundness theorem of BP-IP below.

Theorem 4 ([20]). The BP-IP has perfect completeness and computational
witness-extended-emulation under the GDLR assumption.

We propose another sampler that satisfies the GDLR assumption.
Definition 10. For m,n € N, the sampler GDLRspg,, is defined as follows.

GDLRspyy (1Y) & (9, H,G1,Ga, Gy, €) + G(17); g&-G HEGE, ud -Gy
OutPUt (p7g ® Ha U7Gt)'

Theorem 5. GDLRspg,, satisfies the GDLR assumption if the DL assumption
holds on G1 and G,.

Proof. Suppose that there exists a non-uniform polynomial-time adversary A
breaking the GDLR assumption with non-negligible probability. That is, with
non-negligible probability, A outputs a matrix a@ € Z;"*™ and an integer ¢ € Z,
such that (g ® H)%u® = 1g, and a, c are not all zeros, where 1g, is the identity
of G;. We separate the adversarial types according to the output distribution.
Let a; € Z; be the i-th row vector of a for i € [m].

~ (Type 1) ¢ £0

— (Type 2) Not Type-1. Vi € [m], H* = 1g,.

— (Type 3) Neither Type-1 or Type-2.
It is straightforward that A should be at least one of the above 3 types. For each
adversary, we show how to break one of the DL assumption on G, G, and G,.2

Type-1 adversary. Given a DL instance h; € Gy, we construct a simulator finding

Dloge(g,mryhe- First, choose & and zﬁZg and set g = ¢g*, H = H?, and u = h;.
Then, the distribution of (g, H,u) is identical to the real GDLR instance. The
type-1 adversary outputs a and ¢ such that ¢ # 0 and a # 0. From the necessary
condition for a and ¢, we know the following equality holds.

(x ®z,a) +c- Dlogeg,myht =0 (mod p)

Since we know all components except for Dloge(y myht and ¢ # 0, we can find
Dloge(g,iyht by solving the above modular equation.

8 Note that the DL assumption on G; implies the DL assumption on G; by the MOV
attack [46].
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Type-2 adversary. This type of adversary can be used as an attacker breaking
the GDLR assumption on G with a sampler GDLRspp,, ;- Theorem 3 guar-
antees that there is no type-2 adversary breaking the GDLR assumption with
GDLRspg,, under the DL assumption on Go.

Type-3 adversary. Given a DL instance § € G, we construct a simulator finding

DLgg. First, choose an index ki[mL integer vectors * = (z1,... 7:rm)iZ;)",
zﬁZ;}, and wﬁZp, and set g = (¢**,...,¢"1,§,g"+,...,¢"), H = H*,

and u = e(g, H)"”. Then, the distribution of (g, H,u) is identical to the real
GDLR instance. Let & = (z1,...,25_1, Dl0gyd, Tk41, - - -, Tm). Then, g = g*.

The type-3 adversary outputs a and ¢ such that ¢ = 0 and H*" # 1g, for
some ¢ € [n]. From the necessary condition for a and ¢, we know the following
equality holds.

(@®z,a)+c-w=2x1(z,a1) + -+ (Dloggg)(z,ar) + - + zm(z,am) + c-w
=0 (mod p)

Since the index k is completely hidden from the viewpoint of A, ¢ = k with
non-negligible 1/m probability. If ¢ = k, then (z, a;) # 0, so that we can recover
(Dlogy§) by solving the above modular equation, since we know all components
except for Dlog,g. ad

4.3 Another Generalization of BP-IP with Sublinear Verifier

In BP-IP, most of the common input for P and V are uniformly selected group
elements, which is the common random string. What we expect from these group
elements is that their discrete logarithms are unknown, so that the DLR assump-
tion holds. The DL assumption implies the GDLR assumption with uniform
sampler and this assumption is the root of the soundness of BP-IP. We can gen-
eralize BP-IP while keeping the soundness proof by using an arbitrary sampler
satisfying the GDLR assumption, instead of GDLRspp,,,4 to create the CRS.

Sublinear Common Inputs. We uniformly generate g,h € GT* and H € G} and
use g H and h@ H € G;"*" instead of the CRS in BP-IP. That is, we construct
a proof system for the following relation.

(9,h € G, H € G}, u, P € Gy; a,bec Z)*™) 6

. P=(g® H)*h® H)%u* c G, (6)
Note that this modification does not require the structured reference string since
g ® H and h ® H are publicly computable from the common random string g,
h and H. Furthermore, the proof system is still sound since, like the CRS in
BP-IP, g ® H and h ® H hold the GDLR assumption under the DL assumption
on G; and Gs by Theorem 5.
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Sublinear Verification. If we set m = n = /N, the above modification can
reduce the CRS size to be a square root of BP-IP. Nevertheless, computing
g ® H requires linear computation in N so that the verification cost is still
linear in N. We arrange the order of witness a and b in each round, and thus we
can go through the process without exactly computing g ® H and h @ H. We
explain how to avoid a full computation of g ® H and h ® H. Without loss of

m

generality, we assume that m and n are powers of 2.9 If m > 1, then let m = 5
and parse a,b € Z;'*",g,h € G" to

a=[ailla_1] b=[bi]lb_1], g=g,llg_;, and h = hy||h_;.

Then, the bases g ® H € G"*" and h @ H € G;**" are able to be implicitly
parsed to [g; ® Hl||g_; ® H] and [h; ® H||h_; ® H], respectively. Let g, =
g, H € G"™" and h; = h; ® H € GJ"*" for i € {1, —1}. Next, P calculates

~b71 ~a_ "’bl
L=g% h, u*?and R=g{"'h_} ul*1?) G,
and sends them to V. This computation of P is equivalent to BP-IP with CRS

g® H and h ® H. V returns a random challenge x(iZ;; to P. Finally, both P
and V compute

G=9g° 0g", €G], h=h'oh®, €GP and P=L"PR"  €G,

and P additionally computes @ = a1z +a_1z~ " and b= bz l+b_ 1z € Z]TX".

Then, P is well computed since L and R are equivalent to those in BP-IP. In
-1

BP-IP, however, g“{l 0g”?, and fzf o fzil should be computed as the new bases
for the next round argument with witness a and b. Instelad, in Protocol3, we use
the equality g ® H = gf_l 0g”, and ho H = ﬁf o izil such that g and h are
the bases for the next argument with @ and b. Therefore, both P and V can run
the protocol with (g, h, H,u, P;a,b). If m = 1, the CRS is of the form e(g, H)
and e(h, H), which is uniform in Gy, so that we can directly run BP-IP over G;.
We present the full description of our protocol, denoted by Protocol3, in Fig. 5.
The number of rounds and the communication cost in Protocol3 are the same
as those of BP-IP over G;. The verification cost is O(v/N) when setting m = n.
Note that a naive verification in the (m = 1) case requires O(v/N) expensive
pairing computation for calculating e(g, H) and e(h, H), but using a similar
trick in the case (m > 1), the verifier can update H only instead of e(g, H) and
e(h, H) and then perform constant pairing operations only at the final stage.

Linear Prover and Logarithmic Communication. In terms of the prover’s com-
putation and communication overheads, Protocol3 is asymptotically the same as
BP-IP since we can consider Protocol3 as BP-IP with CRS g ® H and h ® H.
That is, O(N) and O(logy N) for computation and communication, respectively.

9 If needed, we can appropriately pad zeros in the vectors since zeros do not affect the
result of inner-product.
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‘ Protocol3(g,h € GT*, H € G5, u, P;a,b) ‘

If m=1: P and V run BPpp(e(g, H),e(h, H), u, P; a,b).
Else (m > 1): Let m = . Parse a, b, g, and h to

a = [ailla_1] b=[billb-1], g=gllg_,, and h = hi|h_1.

Step 1: P calculates
L=(g ,@H)*" (hi ® H)b’luml’b*l) c Gy
and R= (g, ® H)*'(h_1®@ H)" u'* " G,
and sends them to V.

Step 2: V chooses xﬁZ; and returns it to P.
Step 3: Both P and V compute

G=¢° '0g", €GP, h=hioh®, €G}, and P=L"P R"  €G,.
Additionally, P computes a = a1x + a_1z~ ' and b= biz ' +b_1z€ Z?L.
Step 4: Both P and V run the protocol with (g, fAL, H,u, ﬁ; a,B).

Fig. 5. Protocol3: Another Generalization of BP-IP

Theorem 6. The argument presented in F'ig. 5 for the relation (6) has perfect
completeness and computational witness-extended-emulation under the GDLR
assumption with the sampler GDLRspg,,.

Proof. Although the verification cost in Protocol3 is reduced compared with BP-
IP, both players’ computation in Protocol3 is equivalent to that of BP-IP with
the CRS g® H and h® H . Therefore, the proof of this theorem should be exactly
the same as the proof of BP-IP in the Supplementary Material A.2, except that
the GDLR assumption is guaranteed by Theorem 5 instead of Theorem 3. O

4.4 Practical verification of Protocol 3

When it comes to asymptotic complexity, Protocol3 is definitely better than
BP-IP. However, for practical performance, we need to consider the computa-
tion time of group operations which depends on the choice of elliptic curves.
Actually, BP-IP and Protocol3 are built on different elliptic curves. Current im-
plementations of BP-IP use two curves, i.e., secp256kl and ed25519 curves. The
dalek project has reported that the use of ed25519 provides approximately 2x
speepup [27]. However, Protocol3 cannot use ed25519 because it requires pairing
operations. Therefore, we take ed25519 for BP-IP and BLS12-381 for Protocol3
in the below estimation.

We consider a typical parameter setting N = 220 in 128-bits security which
both secp256kl and ed25519 curves provide. BP-IP requires 2 x 220 group oper-
ations for verification. Protocol3 requires 2 x 2'° G; operations and 2 x 2'° G,
operations for verification. According to the implementation results from [50],
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the execution times of operations in G; and G4 of BLS12-381 are roughly 5x and
10x slower than that of ed25519, respectively. Thus, we expect that Protocol3’s
verifier is significantly faster (approximately 70x) than that of BP-IP.

5 Sublinear Verifier without Pairing

We propose another IP argument with sublinear verifier, particularly without
pairings. The crucial ingredient for Protocol3 is pairing-based homomorphic com-
mitments to group elements [1], which is employed as the second layer scheme
of the two-tiered commitment scheme. For example, L in Step 1 of Protocol3
contains a factor (g_; ® H)%', which can be considered as a vector of homo-
morphic commitments to g% € G}, where g% is a vector of the first layer
commitments to columns of a; and g_; € G* and H € G} are the com-
mitment keys of first and second layer schemes, respectively. When the verifier
checks P = L*°P R* " € Gy in Step 3 of Protocol3, the homomorphic prop-
erty of the second layer scheme guarantees a vector of linear group equations
(g‘ill)g”2 - (g*h®) - (hlf’l)‘””_2 € G} holds, where (g%), (g®h®), and (hlf’l) are
second layer openings of L, R, and P. Since the first layer scheme is homomor-
phic, these n equations in G7 similarly guarantee that mn linear equations hold.

In order to circumvent the necessity of using the pairing-based primitive, we
propose a new two-tiered commitment scheme such that the first layer scheme
is still Pedersen commitment scheme mapping from integers to group elements
and the second layer scheme for committing to group elements is replaced with
the new one. We show that although the new second layer scheme is not homo-
morphic in group operations, it facilitates efficient proving group operations.

Indeed the integrity of homomorphic operation is sufficient to build an ar-
gument system. For example, if the prover computes L and R in Step 1 by
using the new two-tiered commitments, the verifier cannot compute P by herself
in Step 3, so that the prover should send P along with its integrity proof. As
mentioned above, the relation for the integrity proof is exactly a vector of linear
group equations between the second layer openings. Since the new commitment
scheme facilitates proving this type of relation, the new argument system still
has the benefit of sublinear verifier.

Unfortunately, this approach increases the proof size due to additional in-
tegrity proofs for each round. Finally, we bring in the aggregation technique
used for the sublogarithmic proofs in Section 3, so that we can simultaneously
attain both logarithmic proof size and sublinear verifier.

Notation. We use a pair of elliptic curve groups, denoted by (G, G,), of distinct
prime order p and ¢ such that G, := E(Z,). In order to avoid confusion, we
use lower case letters to denote elements in G, and upper case letters to denote
elements in G,. For example, g € G, and G € G,. In our protocol, we repeatedly
use parallel multi-exponentiations with the same base g € G}'. For example,
given an integer matrix a € Z;"*", we often compute g% for i € [n], that are
n multi-exponentiations, where a; is the i-th column of a. This computation is
compactly denoted by ? =(g™,...,g%).
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5.1 Projective Presentation for Elliptic Curve Group

Affine coordinates are the conventional way of expressing elliptic curve points.
However, there is no complete addition formula in affine coordinates, i.e., affine
coordinates require special addition formulas for exceptional cases such as dou-
bling and operations with the point at infinity or the inverse point. In our con-
struction, it is desirable to have an arithmetic circuit which correctly computes
the operation between any two points in the elliptic curve group. Thus, we make
use of complete addition formulas for prime order elliptic curves in projective
coordinates, which have been proposed by Renes et al. [48] based on the work
of Bosma and Lenstra [18].

Let E(Z,) with ¢ > 5 be a prime order elliptic curve group given by the short
Weierstrass equation in two-dimensional projective space P%(Z,), i.e.,

{(X,Y,2) € Z3Y?Z = X® + aX 2% + bZ°}.

Two points (X1,Y1,21) and (X2,Ya, Z2) are equal in P?(Z,) if and only if
(X2,Ya, Z2) = (AX1,AY1,AZ;) for some A € Z;. The point at infinity is equal
to (0,1,0). Because E(Z,) has prime order, there is no Z,-rational point of or-
der 2. In this setting, for any two pair of points (X1,Y1,71) and (Xa,Ys, Z2),
Bosma and Lenstra gave the complete formulas to compute (X3,Y3,7Z35) =
(X1,Y1,21) + (X2,Ys, Z5) where X3, Y3, and Z3 are expressed as polynomials
in X1, Y1, Z1, Xo, Yo, and Zs. Later, Renes et al. presented the algorithm [48,
Algorithm 1] for the optimized version of Bosma and Lenstra’ addition formula.
The algorithm covers both doubling and addition operations without exceptional
cases using 12 multiplications, 5 multiplications by constant, and 23 additions
over Zg. Thus, we consider the arithmetic circuit from this formula for group op-
erations of F(Z,) in our construction. For the convenience of readers, we provide
the algorithm given by Renes et al. in the Supplementary Material D.1.

5.2 Two-Tiered Commitment Scheme and Proof for Second Layer

We introduce a two-tiered commitment scheme for handing columns of a matrix
a € Zy*". The first layer commitment is for committing to a vector in Zj".
The second layer commitment is for committing to the multiple, say n, first
layer commitments. Therefore, the final two-tiered commitment scheme is for
committing to a matrix a € Zy"*".

We begin with a pair of elliptic curve groups (G, = E(Z,),G,) of respective
order p and ¢ such that the discrete logarithm assumption holds in both G,
and G,4. Note that there are efficient methods to generate such a pair of prime
order elliptic curves (G, = E(Z,),G,) of given primes p and ¢ whose sizes are
both 2 for the security parameter A [49]. In the first layer, we use the Pedersen
commitment scheme with commitment key g € G}' to commit to columns of

n

»» which is an n-tuple of Pedersen

a.' That is, the commitment is ? e G

10 More precisely, we use a slightly modified Pedersen commitment scheme in the sense
that (1) opening is not an integer but a vector and (2) the random element is always
set to be zero since the hiding property is not required.
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commitments to columns of a. Since it consists of elliptic curve group elements,
it can be represented by n sequences of 3-element tuples (X;,Y;, Z;)1, € Zg”,
where (X;,Y;, Z;) is the projective representation of the i-th component of g¢.
For the second layer, we again use the Pedersen commitment with a different
commitment key G = (Gy,...,Gsy,) € Gg" so that the commitment to g¢ =
(Xi,Yi, Zi)1y is defined as [[1_, GX* ,GYi | GZ  denoted by Com(g%; G).

Note that we often consider g¢ as an element in Zg” since we always use the
projective representation for G, = E(Z,) throughout the paper. The binding
property of the proposed commitment scheme holds under the discrete logarithm
assumption in G, and Gy.

Proving for Relation between Second Layer Opening. The second layer
opening is g € Gp, a vector of group elements, which can be considered as
a vector of Zg’”. As aforementioned in the first part of this section, we should
prove a relation among the second layer openings that consist of a vector of
group operations. As shown in Section 5.1, the group law of E(Z,) can be repre-
sented by an arithmetic circuit over Z;, of constant size. Therefore, we eventually
need a proof system for arithmetic circuits over Z, such that the input of the
circuit is given as commitments. In fact, the bulletproofs for arithmetic circuit
(BP-AC) [20] allows to take Pedersen commitments as input. However, BP-AC
uses the ordinary Pedersen commitment to an integer, so that it is not directly
applicable with the generalized Pedersen commitment to a vector of integers. We
generalize BP-AC for handling the general Pedersen commitments and provide
the protocol, denoted by Comp.BP 4, and the security and efficiency analysis
in the Supplementary Material D.6. If we prove O(¢) group operations, then the
circuit size is O(¢-n), so that both the computational cost for the prover and the
verifier are O(¢-n) and the cost for round and communication is O(logn+log ¢).

In fact, the new commitment scheme can take any sequence of 3-integer
tuples (X;,Y;,7Z;) € Zg as input. Although we normally take (X;,Y;, Z;) from
Gp = E(Z,), to prevent abnormal usages, we need a proof that (X;,Y;, Z;) € Zg
is on the elliptic curve, equivalently, it satisfies Y27 = Z3 + aX 22 + bZ3 for
some a, b € Z,. Since the relation for the membership proof consists of low degree
polynomials, it can be performed by Comp.BP 4~ whose cost is cheaper than that
for elliptic curve operations.

5.3 Sublinear Verifier from New Two-tiered Commitment Scheme

We propose a new I[P argument with the sublinear verifier, denoted by Protocol4,
that proves the following IP relation.
(g.h €G], FeG" PeGyceLyabelZlm):
Rip" = — (7)
P = Com(g® || h% F) Ac = (a,b),

where (a,b) is the Frobenius inner product between matrices a and b. Simi-
larly to Protocol3, Protocol4 consists of two parts, the row-reduction and the
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column-reduction. The row-reduction part is denoted by Protocol4.Row and re-
duces from the relation Rjp™ to R,g". The column-reduction part is denoted by
Protocol4.Col and reduces from the relation R,lF’," to R,lF’,l.

Let ¢ = log m. For each (£+1—k)-th row-reduction!! round in Protocol4.Row
the prover sends the verifier a commitment Sy by using the new commitment
scheme in Section 5.2. However, contrary to Protocol3, the verifier cannot com-
pute a valid instance P} for the next round by himself, due to lack of homomor-
phic property. Instead, the prover sends a new instance for the next round along
with a proof for its integrity. For the column-relation R,lp’", both the prover and
the verifier can similarly perform a column-reduction protocol Protocol4.Col and
the corresponding integrity proof at the final step of the protocol. In a nutshell,
Protocol4 resembles Protocol3 except that Protocol4 uses a different commit-
ment scheme and additionally requires the integrity proof. The full description
of Protocol4.Row is provided in figure 10 in the Supplementary Material D.2.

In general, this commit-first-and-prove-later approach indeed ends up with
low efficiency if the relation is not algebraic (e.g., non-polynomial relations) or
we do not use homomorphic commitment scheme (e.g., collision-resistant hash
functions). Our new two-tiered commitment scheme helps to circumvent such
efficiency degradation since it is friendly to proving homomorphic operations and
the prover’s computation in Protocol4 exactly consists of elliptic curve operations
that can be represented by polynomials as we already investigated in Section 5.1.

Although the new two-tiered commitment scheme contributes for the sub-
linear verifier, the naive approach for the integrity proof increases the proof
size O(log(N)?), which is larger than O(log N) of Protocol3, where N = mn.
Therefore, we bring in another technique to make the proof size compact. We
apply the aggregation techniques as in Section 3.3 such that the integrity of
the prover’s computation in all reduction rounds is relegated to the final round
and then proven in aggregate. More concretely, the integrity proof should guar-
antee that the openings p,,, € Gf,", li|re € G**, and p, € Gg" of Priq,
Sk, and Py satisfies p, = liQ ° Py © r’,jfz, which is essentially equivalent
to the relation between openings of P = L"PR* " in Step 3 of Protocol3.
The formal relation for the aggregated integrity proof is given in Eq. (8) (for
Protocol4.row) and Eq. (9) (for Protocol4.col), where zy, is a challenge chosen by
the verifier and the others are the common random strings. Using the protocol for
R AggMEC.Row (RaggMEC.Col; Tesp.), denoted by AggMEC.Row (AggMEC.Col, resp.),

11 Notice that we use a subscript k in reverse order from k = ¢ to k = 1. That is,
Protocol4.Row reduces an instance from Pjy1 to Pk.
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Protocol4.Row (Protocol4.Col, resp.) reduces from the relation Rjw™ (R;3", resp.)

to the relation Rjg" (Rj', resp.).

(Sk, Fi, Sk, Py, 1) ] [(lkﬂ“k,m)} )

; for ke [l]) :
<€|;,-(1. aFZ-i-lv' 7P€+17' ) ( %y '7p€+1) [ ]
N 27 (P; = Com(p.; F;

RAggMECARow = 271 ( ’ (p] j)) 22 22 (8)
Ny (Sk = Com(ly, || ri; Sk) App =1,  opp o)t )

/\izllk, ri € G%n ANPyig € G}%n

where ((Sk,Fk7 Sk, Pk,{L‘k); (lk, rk,pk)) S ((Gllfn X(ng XGq X Gq XZp) X (Zgn X

23" x ZI)).
(@ o)

R AggMEC.Col = /\fii (P; = Com(p;; D;)) A|pyyy € G 9)

—1
Nt (Pr = (P11 | Pasr1)™ © (Pojrr | Pagrr)™ )
where p;. | = D1 k+1 | D2 kt1 l D3 k41 | Dy v1

where ((Dy, Py, z); (py)) € ((Gg‘Qk X Gy X Zyp) % (Zg‘2k)).

The concrete descriptions of the four protocols Protocol4.Row, Protocol4.Col,
AggMEC.Row, and AggMEC.Col and the proofs for proving argument systems
are given in the full Supplementary Material D.

We remark that Raggmec.Row and RaggMec.col contain the group membership
relations of the openings, which are marked with the block boxes. As for the
group membership proof, it is sufficient to prove only memberships of I, r; for
k € [{) and p, ., since p,, for k € [{] are defined as a result of the group operations
among ly,ry for k € [{] and p, ;.

Efficiency Analysis We analyze the efficiency of Protocol4 at a high level.
The detailed analysis is given in the Supplementary Material D.7. Below, we
denote group operations in a group G by G-operations. The efficiency of Pro-
tocol4 is basically equivalent to that of Protocol3 except for using a different
commitment scheme and the most computational cost of V shifts to the column
reduction part (Protocol4.Col). In the row-reduction part (Protocol4.Row), the
computation cost for P is dominated by O(mnlogp) G,-operations for comput-
ing two-tiered commitments with N = mn integers, the computation cost for
V is O(mlogp) G,-operations, and P and V communicate with O(logm) G-
elements. The complexity of the column-reduction part is dominated by proving
the following relations, which can be represented by small-degree polynomials,
by running the arithmetic circuit argument Comp.BP 4 given in Section 5.2:

lkzi 0 Pjyq© rk“’ka —p, =0 for k € [{] (10)

-1
(P1 k1 | Pags1)™ 0 (Pogrr | P3gs1)™ —PL=0¢€ ng for ke [f]. (11)
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Arithmetic circuits for computing Eq.(10) and Eq.(11) consist of O(nflog p) and
O(2%1og p) G,-operations, respectively. Finally, Comp.BP 4 for the above arith-
metic circuits cost O((nf + 2°)logplog q) G,-operations for each P and V and
transmissions of O(log n+£¢+loglog p) G,-elements. Setting £ < log m, P’s com-
putation complexity is O(mnlogp) G,-operations, V’s computation complexity
is O(mlogp) Gp-operations and O(nlogmlogplogq) G,-operations, and the
communication complexity is O(log n 4 log m + log log p) G,-elements.

6 Extensions

6.1 Transparent Polynomial Commitment Scheme

Informally, using the polynomial commitment scheme (PCS), a committer first
commits to a polynomial f(X), and then later opens f(z) at some point
(mostly chosen by a verifier) and convinces a verifier of correctness of f(x).
Due to space constraint, we provide the definition of the PCS, a way to use the
proposed IP arguments as PCS, and a comparison table in the Supplementary
Material E.2.

6.2 Zero-Knowledge Argument for Arithmetic Circuits

There is a well-established approach toward the argument for arithmetic cir-
cuits via polynomial commitment scheme; an IP argument is firstly reduced to
polynomial commitment schemes as in 6.1 and then combined with polynomial
IOPs [21]. This reduction increases constant times the complexity, where linear
preprocessing is required for the verifier. Therefore, the final argument for the
arithmetic circuit of size N has the same complexity as those of our IP arguments
between vectors of length N, where the online verifier’s complexity is unchanged,
but the offline verifier’s complexity is linear in N.

The perfect special honest verifier zero-knowledge (SHVZK) means that given
the challenge values, it is possible to simulate the whole transcript even without
knowing the witness. If the polynomial commitment scheme is hiding and the
proof of evaluation is SHVZK, then the resulting argument for arithmetic circuit
is SHVZK as well. Although the proposed IP protocols do not have these prop-
erties yet, there is a simple method to add ZK into IP arguments [53,21]. For
example, we can extend commitment schemes used in the paper to have hiding
factors like the original Pedersen commitment scheme.

There is another approach for converting from an IP argument without
SHVZK to the SHVZK argument for arithmetic circuit [15,20]. We can apply
this reduction to our IP arguments. We provide the details in the Supplementary
Material E.2.

7 Discussion on Best of Two Generalizations

It would be interesting to devise a technique for combining two generalizations.
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First, we find that naive combining Protocol2 and Protocol3 is difficult be-
cause each of them uses a bilinear map for a different purpose. In Protocol2, the
bilinear map is used in the first step for compressing multiple group elements by
sending a commitment instead of multiple group elements. In the first step of
Protocol3, the P sends L and R to the verifier, where L and R are elements in
G¢. We can generalize Protocol3 like Protocoll, but we cannot put L and R into
a homomorphic commitment scheme directly since L and R are already in the
target group of the bilinear map.

Although Protocol4 does not use the bilinear map, combining Protocol2 and
Protocol4 will be challenging as well. Since both protocols use two-tier commit-
ment schemes, we may need three-tier commitment scheme such as C3 0 Cy 0 Cy,
where Cj is pairing-based AFGHO scheme, C; is a commitment to elliptic curve
point, and C; is Pedersen commitment scheme. Protocol4 requires to prove small-
degree polynomial relations over C; and C, supports an efficient protocol for it.
C3 may support to prove a small-degree polynomial relation over Cy. However,
since C; is an opening of an opening of C3, the small-degree polynomial relation
over C; might be represented as a complicated relation over Cy of higher-degree.
We leave achieving the best of both generalizations as an open problem.
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Supplementary Material

A Bulletproofs [20]

Bulletproofs is a transparent argument of knowledge under discrete logarithm
relation assumption. In this section, we review the protocol descriptions of Bul-
letproofs.

A.1 Discrete Logarithm Relation Assumption

To be self-contained, we provide the proof of equivalence between the discrete
logarithm assumption (Definition 5) and the discrete logarithm relation assump-
tion (Definition 6).

Theorem 7. The DLR assumption holds in prime order group G for polynomi-
ally bounded n if and only if the DL assumption holds in the same group.

Proof. (=) Assume that there exists a PPT adversary Ap;, who breaks the DL
assumption on cyclic group G of order p. By using Apr, we construct a reduction
that breaks the DLR assumption. Given a DLR instance g € G", the reduction
sends (g1,92 -+ gn-1) to Apr, and receives a such that ¢ = go-+-gn—1 from
Apyr. Finally, the reduction outputs (—«,1,...,1) as a solution to the DLR
instance.

Since gy “g2 - - gn—1 = g7 “9¢ is the identity of G, the reduction always wins
if and only Apy, successfully breaks the DL assumption.

(<) Assume that there exists a PPT adversary Apgry; who breaks the DLR,
assumption on cyclic group G of order p. Given a DL instance (g,¢%) € G,
we construct a reduction using Apgryz, as a subroutine. The reduction chooses a

random vector (71, ... ,Tn)iZZ and a random integer k‘i[n], sets g = (g™, ...,
(g*)",...,g"™), and sends to Apgrr. Due to the random exponents r;’s, g looks
uniformly distributed from Apgy’s viewpoint. Thus, A successfully outputs & =
(T1, -y Thy ooy Ty) € Zy, such that g* = 1g and z;’s are not all zero integers
with non-negligible probability. For a successful reduction, we expect that the k-
th element a # 0. Since the position k is completely hidden from A’s viewpoint,
the probability of z; = 0 is at most 1/n. Then, the reduction outputs the discrete
log —--1 > i inizk TiTi as an answer to the DL problem. Since g* = lg and

TETE

xx # 0 hold, we know that the following should hold as well.

n
(gn7 o (ga)rk, o ’grn)(whm@kw,mn) _ (ga)wm . H guT = 1g
i=1Ai#£k

Thus, the above equality guarantees the correctness of the reduction’s output.
O
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A.2 Inner-Product Argument (without Zero-Knowledge)

We review Bulletproofs inner-product argument, which is denoted by BPjp and
given in Fig. 6, for the relation in Eq. (1).

BPir(g,h € GY,u, P € G;a,be Z))

If N=1:

Step 1: P sends V a and b.

Step 2: V outputs Accepts if and only if P = g®h®u®® holds.
Else (N > 1): Let N= % and parse a, b, g, and h to

a=ailla_1, b=billb_1, g=gllg_;, and h=hi|h_..

Step 1: P calculates
L =qg™ hbfl (@1,b-1) c @ and R=qg% 'h (a_1,b1) c @
=g_1h u € G an =9 -1 SRS
and then sends L, R to V.

Step 2: V chooses x&Z; and returns it to P.
Step 3: Both P and V compute

~ z L x N 7 T z ! N D z2 z 2
g=g, 0g-,€G", h=hi o hZ; €G",andP=L" PR € G.
Additionally, P computes

b1$€71 +b_1x € Zf.

G=azta_1z'¢c ny and b =
a,b).

Step 4: Both P and V run BPip(g, E, u, 13;

Fig. 6. Bulletproofs (Inner-Product Argument)

The main idea of BP-IP is recursive reduction from an argument for N-length
witness to an argument for (N = %)—length witness. For the sake of simplicity,
we assume that N is a power of 2 and one can pad the input if need be. First, the
prover parses a, b, g, and h to two vectors of N-length, respectively, as follows.

a=ailla_, b=billb-;, g=gilg_,, and h=hi|h_
‘P begins by computing and sending V

L=g"h? w0 € G and R = g7 R ul*- 1) € G.

V chooses a random challenge xﬁZ; and returns it to P. Next, both P and V
compute a common input for the next step argument

G=g" '0¢°,€GY, h=h* o h*, €¢GY and P=L"PR* " cG
and P additionally computes a witness for the next step argument

a=arz+a_jz" e ZZI,V and b= biz ' +b_yz € Zf.
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One can easily check that the updated Pis equal to the followings.

2 -2
L* P R*
(g™ Ryl b 0) (g Rl ) (g RO by

-2, 2 _ 2y b b —2p 2 _2
:g¢111+1 a 1g€ilal+a 1 hf 1+ 1h_11+1 1oyt (a1,b_1)+{(a,b)+z"*(a_1,b1)

ozt z \rait+z ta_; T 2 \z by +xb_1 {xa1+r_1a,1,1_1b1+xb,1)
=(gi og%y) ~(hfoh%;) " U

—2

:/g\a . }Azb c

~ -~ b
Thus, P satisfies again an inner-product relation ’gf /-\u<“f> with a half-length

witness @ and b. Next, both P and V run BPp(g, h, u, P; a, b) together. The full
description of BP-IP is provided in Fig. 8.

Theorem 8 ([20]). The inner-product argument of Bulletproofs (given in Fig. 6)
has perfect completeness and computational witness-extended-emulation under
the discrete logarithm relation assumption.

In the above recursive step, P sends only two group elements in G and the
length of witness vectors becomes a half in the next round. Thus, it requires
O(log N) group elements during O(log N) rounds. The verifier computes g and

h that require O(N) exponentiation for each round, but these computations can
be optimized to be a single multi-exponentiation of N-length for all rounds.

A.3 Zero-Knowledge Arguments for Arithmetic Circuits

Bulletproofs presents another zero-knowledge argument protocol that is for ar-
bitrary arithmetic circuits. More precisely. this protocol proves the following
relation and the detailed description of the protocol is given in Fig. 7.

g, heGY, VG ghcGWL, Wg,Wo € Z&*N Wy € Z9*M,
CEZ;?; aL,aR,aer;V,v,'yezy
:V; =g%hYVje[l,m] A arocar =ao

ANWr-arL +Wgr-ar+Wop-a0 =Wy -v+e
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|BPac(g,h, V.9, h Wi, Wi, Wo,Wv,cias,an, a0, v,7) |

Step 1: P computes a, B, pEZ,, Ar = h*g*" h®" € G, Ao = h’g™° € G,
s, 8REZY, S =hPg*thR € G

and send Ar, Ao, and S to V.

Step 2: V chooses y, zﬁzgg and returns it to P.
Step 3: Both P and V set

yN = (1>y7y27"‘7yN71) € Z;?V7 ZQ+1 = (Z7Z27~~-7ZQ) € 21?7
8(y,2) == (y Vo (29T Wg), 29T W),

Vi€ [N] and B = (K, ..., k).

hi=hY
Additionally, P computes
(X):=ar -X+ao- X +y Vo9 Wg) - X+s,-X¢ Z;V[X},
r(X) =y oan - X -y + 29" (W - X+ Wo)+y" osr- X* € Z)[X],
HX) = (U(X),r(X)) = D> ti- X' € Z,[X],
icl6]

w:=Wr-ar+Wg-ar+Wo-ao,

ts == (ar,aroy”™) — (ao,y") + (297, w) + 8(y, 2) € Z,,
7T, Vi€ {1,3,4,5,6}, T;:=g""h" Vi€ {1,3,4,5,6},
and send T; for i € {1,3,4,5,6} to V.

Step 4: V chooses x&Z;‘, and returns it to P.
Step 5: P computes

l:=1(z) er,V, r:=r(z) GZ;,V, t:=(l,r) € Zp,

6
Te 1= Z i+t (29T Wy ) €Ly, pi=a-x+ B2 +p-2 e,
i=1,i2

and send 7., , £ to V.

Step 6: V send a random challenge wiZ; to P.
Step 7: V checks the following equation.

6
gihe L gt O eyt W) g TT et
i=3
If the equation holds, both P and V run BPip(g,h’,g*, P-h™* ~gw‘£; l,r) where

2 -N Q+1, _yN 1R+ W w 3
P =AY Ay gy oG W) T (Wote W) ga

Fig. 7. Bulletproofs (Arithmetic Circuit Argument)
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GBPip(g,h € GY,u,P € G;a,be ZY)

IfN=1:
Step 1: P sends V a and b.
Step 2: V outputs Accepts if and only if P = g®h%u®® holds.
Else (N > 1):
Let N = % and parse a, b, g, and h to

a=ailla_il---am-1la—2ni1, b="0bi|ba]l-- brn-1]lb-2n41,
9=a1llg_1ll"+ g2n_1llg_2np1,  and h=ha|[h_a]l - hon_1||h_2nis.
Step 1: P calculates for all distinct 4,5 € I,, = {£1,£3,...,£(2n — 1)},

vig = g7 hutt e G,
and then sends {v; ;}+jer, to V.
i#i

Step 2: V chooses x(iZ;, and returns it to P.
Step 3: Both P and V compute

g= Oz‘elngifﬁ e G", h = Oz‘elnhfl €G"and P=P H Uizﬂjjﬂ €G.

i,j€In
i#]

Additionally, P computes a =}, a;x’ € ZII? and b = >
Step 4: Both P and V run GBP|p(§,ﬁ7u, ﬁ; 675).

—i N
iel, bix""€Z,.

Fig. 8. Our First Generalization of BP-IP

B Our First Generalization of BP-IP

The concrete description of the generalized BP-IP is given in Fig. 8.
We provide a sketch of the soundness proof. After receiving v; ;’s, we rewind
P* 4n — 1 times and obtain 4n — 1 challenge-witness tuples (zy,ag,by) for

k € [4n — 1]. Then, we know that the extracted witness satisfies the following
equality for all k € [4n — 1].

P H ( H Ui,j)wZ =P H Uféi =P= (oieln gf;i)ak(ojeh hii)gk“@k’gw

s€Jp, Hi€In i,j€In
j—i=s i#j

i
i€l

where J,, := {£2,£4,£6,...,£(4n—4), £(4n—2)} of size 4n—2. Assuming that
all z7’s are distinct, one can prove that the (4n — 1) x (4n — 1) matrix M with
(k, j)-entry x;4"+2j is invertible, where M’s k-th row is a vector of exponents

used in the left-hand side of Eq. (12). Thus, we can use M ~! to find exponents
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{ap,,bp,trer,,cp and {a@s,, bs r}rer, s for s € Jy satisfying

= ( H gg’P,Th,?P,r)uCP € G, ( H vz,] — H gaS Thb’ Vs € G.

rel, i€ln rel,
j—i=s

Therefore, we successfully extract the exponents with bases g, and h,. for r € I,,,
which are the witness vectors a and b, respectively. Of course, we must show
that the exponent cp should be equal to {(a,b). To this end, we can use more
rewinding to extract a tuple satisfying Eq. (12) and obtain the following theorem.

Theorem 9. The inner-product arqument in Fig. 8 has perfect completeness
and computational witness-extended-emulation under the discrete logarithm re-
lation assumption.

The complete proof of Theorem 9 is given in the next subsection.

B.1 Proof of Theorem 9

Proof. (completeness) For the recursive step, we observe that

P = g°hbyl®® H galhb uf®:%) and thus
el

( H ga’hb aL,bi>) . ( H (g?jhgiu(aj7bi))z-i—’7> H (g;ljh?iu<aj,bi>)a:.7'_

iel, i,j€ln i,j€L,
]

i

= (ser, gfii)zjeln o (ojer, hij)ZiGI" bt (ier, @520 Tiep, bin )
=5% h -u@P (13)

Therefore, (g, fAL,u, ﬁ; a,E) satisfies the IP relation in Eq. (1), and thus an ar-
gument of N-length is reduced to the same argument of ]V—length. Eq (13)
guarantees the completeness of the protocol. For N = 1, it is straightforward
since the prover provides a witness (a,b) and the verifier checks the relation.

(witness-extended emulation) In order to show the computational witness-extended
emulation, we construct an expected polynomial time extractor x whose goal is
to extract the witness by using a polynomially bounded tree of accepting tran-
scripts. If then, similar to BP-IP, we can apply the following general forking
lemma.

Theorem 10 (General Forking Lemma [15]). Let (KC,P,V) be a (2k + 1)-
move, public coin interactive protocol with y challenges x1,...,x, in sequence.
Let n; > 1 for 1 < i < pu. Consider an (nq,...,ng)-tree of accepting transcripts
with challenges in the following tree format. The tree has depth p and Hfﬁ‘zl n;
leaves. The root of the tree is labeled with the statement. Fach node of depth i <
has exactly n; children, each labeled with o distinct value of the i-th challenge
Z;.
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Let x be a witness extraction algorithm that succeeds with probability 1 —
neg(A) for some negligible function neg(\) in extracting a witness from an
(ny,...,ng)-tree of accepting transcripts in probabilistic polynomial time. As-
sume that Hle n; s bounded above by a polynomial in the security parameter
X. Then, (K,P,V) has witness-extended emulation.

The case (N = 1) is straightforward since the prover sends the witness and
then the verifier can directly check the correctness. Let us focus on the case
(N > 1). We prove that for each recursive step that on input (g, h,u, P), we can
efficiently extract from the prover a witness (a,b) under the discrete logarithm
relation assumption whose instance is the CRS (g, h, u). First, the extractor runs
the prover to get v; ; for ¢ # j € I,,. At this point, the extractor rewinds the
prover 12n — 5 times and feeds 12n — 5 non-zero challenges x; such that all mi
are distinct. Then, the extractor obtains 12n — 5 pairs a; and Bk such that for
each k € [12n — 5]

s J—1 ~

PITCIT vi)™ =2 I vy =P
s€J, d€ln ij€ln
J—i=s i#j

= ( Ciel, gf;i)ak ( Ojel, h;i)bku(ak,gﬁ

i€ln

where J,, = {£2,£4,46,...,£(4n — 4),£(4n — 2)} of size 4n — 2. We know
that squares of the first 4n — 1 challenges, 27, ..., 23, _;, are distinct, so that the
following matrix M € ng_l)x(m_l) is invertible since it is a product of two
invertible matrices, where one of which is a diagonal matrix and the other is a

Vandermonde matrix with distinct rows.

—4n+2 x—4n+4 . 4dn—4 x4n—2

SO I W
€T n+ To n+ - ]_ B n— €T n—
2 2 2 2
M =
: : N : :
—4n+2 _—4n-+4 4n—4 4n—2
Tgn 1 Tapo1 L Tyn Ty Tan
x;4n+2 0 e 0 1 x% . xz]%n72 e x§n76 x§n74
—4n—+2 2 4n—2 8n—6 _8n—4
0 IQ DY 0 1 "EQ DRI IQ ... 1‘2 1‘2
: . 0 . . : :
—4n+2 2 4n—2 8n—6 _8n—4
0 0 -rxy Lafp - Ty 1 Ty Typy

The extractor knows all the exponents xiii, a:,;i, xi, ay, and by, in Eq. (14).
There are 4n — 1 distinct powers of xz in the left-hand side in Eq. (14). Thus, by
using the inverse matrix of M and the elementary linear algebra in the public
exponents of the first 4n — 1 equalities in Eq. (14), we can find the exponents
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{ap,,bp,trer,,cp and {a@s,, bs r}rer, s for s € Jy satisfying

P=([] gt hpro)ucr €, (15)
rel,

( H vig) = ( H g2orhlor)u € G. (16)
4,J€In rel,

Jj—i=s

Next, we prove that the extracted exponents {ap,}recr,,{bpr}rer,,cp satisfy
the desired relation cp = Zreln (ap,,bp,) = (ap,bp), where ap and bp are
concatenations of ap,’s and bp,’s, respectively. Putting Eq. (15) and Eq. (16)
into Eq. (14), we have for each k € [12n — 5],

(TT gerenbreyucr - TT (T geerhber) ™ ucest

rel, seJ, rel,
o Gk 2 BN (G
= ( H grk khfkbk)u<ak»bk)_
rel,

This can be rewritten as
( H g':P-TJrZSGJn Ik‘ls,rhl;P,rJFZseJn f”i-,bsw)ucerzse,]n csTy
rel,
—ra e S
= ( H grt khfkbk)u<“’“’b’“> for k € [12n — 5.
rel,

By the discrete logarithm relation assumption, the above equality implies that
for k € [12n — 5] and r € I,

ary+ Tiey, @l = @y a7)
[ exponents|: b, + ey, b, = bya (18)
[w exponents - cp+ 3., cxai = (@i be). (19)

If we find exponents satisfying Eq. (14), Eq. (15) and Eq. (16), but not one of the
above Eq. (17), Eq. (18) and Eq. (19), it directly implies a non-trivial relation
between the CRS and so we break the discrete logarithm relation assumption in
Gy.

As an intermediate step toward the relation cp = Zreln (ap,,bp,), we find a
relation between ap, and @y and a relation between bp, and Bk since such rela-
tions can be combined with Eq. (19) to find the relation cp =}, .; (ap;, bpy).
From Eq. (17) and Eq. (18), we can remove aj, and by, and deduce that for each
k € [12n — 5] and any 7,7’ € I,

. ’ X ’
ap,xy + E as7,»xz+’“ —apqx) — E as,r/xzw =0 (20)
se€dy s€Jn
’ ’
bp,rx," + E bsrx; " —bpx,” — E bsx; " =0. (21)

s€Jn s€Jn
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In both Eq. (20) and Eq. (21), degrees of z;, range between 6n — 3 and —6n + 3
according to r € I, and s € J,. That is, the number of distinct integers in
the range is 12n — 5 that is equal to the number of distinct challenges xj, for
k € [12n—>5]. That implies that the following polynomial equations in the variable
X hold for any r,7’ € I,.

’ ’
ap,,nXT+ E aserS”—ap,r/X’” — E asyr/XSH’ =0

s€J, s€Jn
!’ !’
and bP7r,«X7T + E bsﬁ»,«-X57T — bPJ-/XiT — E bs,T,/X87T = 0
s€Jn s€Jn

This can be rewritten as
ap, X"+ Z as,X1" is the same polynomial for all 7 € I,,. (22)
s€Jn

bp, X"+ Z b, »X°7" is the same polynomial for all r € I,,. (23)
s€Jn

The only way to hold the above two equations is that

1. The polynomial in Eq. (22) is }_,.; apX*, regardless of r.
2. The polynomial in Eq. (23) is > c; bpsX~°, regardless of r.

Fix an r € I,,, say r = 2n — 1. Then, putting the above result into Eq. (22) and
Eq. (23), we have

2n—1 s+2n—1 __ s
apan—1X + E as2n-1X = E apsX

s€Jn s€ln
bpon1 X 2 4 E by on 1 X° 7 = E bpX~°
s€Jn s€ln

Combining the above result with Eq. (17) and Eq. (18), we have for k € [12n—5]

2n—1 s+2n—1 _ ~ s
aP,2n—1xk + § as,?n—lzk, =ap = § ap sTy,

seJ, sel,
—2n—+1 s—2n+1 __ N _ —s
bP,2n—133k + § bs,2n—1$]c =b, = g bP,sxk .
s€Jn s€l,

Thus, we obtain the relations a = Zseln, apsz; and Bk = ZsEln bp sz, *
for k € [12n — 5], which is the intermediate step toward the desired relation
P = Xrer, (@pr brr).

As aforementioned, we combine these relations with Eq. (19) and obtain that
for k € [12n — 5]

’
cpt+ Y, cawi=(Y_ api, Y bp.r;°)= Y (apsbpy)ry

s€Jn, s€l, sel, s,s’€ly,
§ : s—s’ § :
= <aP,57 bP,s’>xk + <aP,S7 bP7s>
s,s'e€ln sel,

s/ #s
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Since this relation holds for all zq,...,Z12,_5, it must be that
cp =Y (aps,bps) = (ap,bp).
sel,

Therefore, we construct the extractor that outputs ap,bp and cp satisfying
the above inner-product relation. The extractor rewinds 12n — 5 times for each
recursive step. Thus, it uses (12n — 5)1°g2n N transcripts in total and thus runs in
expected polynomial time in N and A. Then, by the general forking lemma, we
conclude that the argument has computational witness-extended emulation. O

C Sublogarithmic Protocol from Aggregated
Multi-Exponentiation Arguments

C.1 Protocol2: Proof of Theorem 1

Proof. (Completeness) For N > 1, the protocol resembles the generalization of
the BP-IP in Fig. 8. It is sufficient to show that for the case (N = 1), the correctly
generated state information stp successfully passes the augmented aggregation
of multi-exponentiation argument protocols. For k € [m], ux, = E(vy, F) and
v = vf’“, where xj, is the challenge vector used in the k-th recursive stage. Since
the prover sets vg ; = 1g, for j # k and vy, = vy, for k € [m], we have

Uk = H E(vyj, Fj) Nvog = v A (U:JJ = 1g, for j # k),
jelm]
which is the relation in Eq. (5). Therefore, it will correctly pass values to the
aAggMEA protocol.

(Witness- Extended- Emulation) Due to the general forking lemma, it is sufficient
to construct an extractor x that extracts a witness from a suitable tree of ac-
cepting transcripts in probabilistic polynomial time.

We begin with (12n —5,...,12n — 5,2m, Ty, 7 )-tree of accept-
——
log,,, N log(2n(2n—1)log,,, N)

ing transcriptions. Note that the number of all challenges in the tree is (12n —
5)log2n N o . 7log(2n(2n—1)logz, N) that is bounded above by a polynomial in N
and A\, so that we can apply the general forking lemma.

If N =1 and stp is empty, then it is straightforward since the verifier receives
a witness a and b satisfying P = ¢®h’u® and check the validity for any accepting
transcript in the tree. If N =1 but stp is non-empty, then we use the fact that
the lower position subtree of (14 log(2n(2n —1)log,,, N)-depth is (2m,7,...,7)-
tree of accepting transcripts for aAggMEA. aAggMEA has the witness-extended
emulation under the DPair assumption by Theorem 2 and Theorem 12. Using
the (2m,7,...,7)-tree of accepting transcripts, the extractor can extract vy ;
satisfying

A (uk = [[ Ewws Fi) A v =0 A (03 = 1g, forj;ék)), (24)
kelm] jelm]
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for each accepting transcript in the upper position (12n — 5, ...,12n — 5)-subtree

log,,, N
of the main tree. Note that for j # k, v) ; may not equal to 1g, unlike the original
protocol. However, what we need from Eq. (24) is only the relation v, = v:,:"k
such that vy ; is committed by the prover before receiving xy.

All the remaining process is equivalent to the proof of Theorem 9; the format
of the upper position subtree of accepting transcripts is exactly the same as
that required in the proof of generalized BP-IP in Theorem 9. Furthermore, for
each upper position accepting transcript, we have shown that the extractor can
extract the vy x, which is used in the computation of P = P - v, in the k-th
recursive round. Thus, what the extractor has for each accepting transcript for
this protocol is exactly the same as that of the extractor for the generalized
BP-IP protocol, so that we can employ the extractor in the proof of Theorem 9
under the discrete logarithm relation assumption in Gj.

As we aforementioned, we use (12n —5,...,12n — 5, 2m, 7,7 )-
——
logsy,, N log(2n(2n—1) log,,, N)

tree of accepting transcriptions, which has leaves of polynomially bounded size
in N and A. Therefore, we can apply the general forking lemma. a

C.2 aAggMEA: Proof of Theorem 2

We begin with providing the definition of the g-double pairing assumption, which
will be used in the proof for the witness-extended emulation of the scheme.

Definition 11 (¢-Double Pairing Assumption). Let G be an asymmelric
bilinear group generator. We say that G satisfies the g-Double Pairing assumption
in G if all non-uniform polynomial-time adversaries A, the following inequality
holds.

g#1g, |09, H,G1,Gs,Gy e)  G(17);
A PiGY, < negl(y).
E(g7F):1Gf g%A(p,F,g,H,Gl,GQ,Gt,C)

Pr

where 1g, is the identity of Gy and negl(X\) is a negligible function in .

Theorem 11. The g-double pairing assumption holds in Go for polynomially
bounded q if the double pairing is assumed hard.

Proof. Assume that there exists a PPT adversary A who breaks the g-double par-
ing assumption for polynomial-size q. Given a double pairing instance (G, G*) €
G3, we construct a reduction using A as a subroutine. The reduction chooses a

random vector (rq, ... ,rq)ﬁzg and a random integer kﬁ[q], sets F = (G™, ...,
(GY)™ ...,G"), and sends to .A. Due to the random exponents r;’s, F looks
uniformly distributed from A’s viewpoint. Thus, A successfully outputs g =
(91,-- 3Gk, ---,9q) such that E(g,F) = 1g, and g # lg, with non-negligible
probability. For a successful reduction, we expect that the k-th element gj is
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not equal to the identity. Since the position k is completely hidden from the
adversarial point of view, the probability of gr = lg, is at most 1/q. Then,
the reduction outputs a pair (gZ’“,Hie[qM#k g; '") as an answer to the double
pairing problem.

Since E(g, F) = 1g, and g # 1, hold, we know that the following should
holds as well.

B g6, (Gr o GO, G)) = el G [] o0G) =L,
i€[g|NiF£k

Thus, the above equality guarantees the correctness of the reduction’s output.
O

Now we are ready to prove Theorem 2 about the protocol for the following
relation.

(F, 2k, Hi € Ga, Py, qi; vy ; for k, j € [m])
 Akepm (Pk = [Licpm Er i Fj) A aw = vik A (v = 1g, for j # k))

(Completeness) When setting 1:"k, Zk, ﬁk, ]5, and v as in the protocol descrip-
tion, we have

P
=1 (B et )

ke[m)]

= T (CIT Bwwr)” e o)

ke[m]  je[m]

( 11 E(Oke[m]vZT’Fj)) ( 1T e(UZflglzkagm))

jem) ke[m]

H E(oje[m]v%:,Fk) . e(vZTglzk,Hé’m) // Change index j with index k
]

ke[m
ik k-1 k—1 m
= II ECjepmvy FL ) -e(, = HL)
ke[m]
= H E(oy, Fy) - e((oje[m]v?fkik)yk_lzk,Hk) // Use the relation v7} = 1g,
ke[m]

for j # k

H E(’t)k, Fk) . 6(’13?“7];7}6)

ke[m]

Thus, we know that Fy, 25, Hy, P, and ¥y, satisfy the relation in Eq. (6). Thus,
if ProdMEA has the completeness, aAggMEA has also the completeness.

(Witness- Extended-Emulation) Due to the general forking lemma, it is sufficient
to construct an extractor y that extracts a witness from a suitable tree of ac-
cepting transcripts in probabilistic polynomial time.
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Suppose that ProdMEA has witness-extended emulation and the double pair-
ing assumption holds. Thus, we can employ the extractor for ProdMEA and the
g-double pairing assumption holds in Gs. The extractor rewinds the prover in
the reduction by feeding 2m distinct challenges y; for ¢ € [2m] and obtains the
witness 'TJ,(;) for k € [m] and i € [2m] satisfying ProdMEA argument. That is, for
i € [2m] we have

14

k-1 mtk—1
II (P,f e(qr, Hy,)Y: ):P,-

ke[m]
O ~(i)\ymTI 1,
= [I B@)"  Fe(@) =, H)). (25)
j€[m]

All exponents in the above equation are powers of y;. Let M be an 2m x 2m
Vandermonde matrix with i-th row (1,y;,. .. ,y?mfl). Let ax = (ak1,---,0k2m)
be the k-th row of M~ for k € [2m]. Then, using elementary linear algebra in
the exponent of Eq. (25), the extractor can compute wy, ; € GY¥ and vy ; € Gy

for k,j € [m] such that

P =[P = ] E(wk;,Fj)e(vi;, Hj). (26)
i=1 j€lm]

Notice that the extracted witnesses 'T)S) from extractor for ProdMEA may depend
on a choice of y;. Therefore, when we change from Eq. (25) to Eq. (26), we
cannot not sure unusedness of (F;, H;) for Py for distinct j and k, and thus we
considered Py, as a products of (F';, H;) with (wg_j, g ;) for all j € [m].

Next, we show that the extracted wy, ; and vy ; satisfy the desired relations
vk,j = lg, for all k, j € [m], gx = wi for all k € [m], and wi*; = 1g, for j # k.
When we put the above equality into Eq. (25), we have

k—1 k—1 m4k—1
H (( H E(wyj, Fj)¥ e(vpy, Hy)% ) -e(qr, Hy)Y: )
ke[m]  j€[m]
e vl t (i) Ny,
= I (BGY"  Fye(@) "=, 1y)).

J€[m]
By the g-double pairing assumption, we can separate the above equation as
follows. For each i € [2m] and j € [m], we have

k—1 . G
‘ F; correspondence ‘ : Oke[m] Wy ; = ({,gl))y ! (27)
k—1 m+j—1 (i) Ny
‘Hj correspondence ‘ : (er[m] Z/ij ) - q;.“ = (,US ))yz i (28)

Combining Eq. (27) and Eq. (28), we can remove ?; ;’s and obtain the followings.
k—1 metj—1 mtk—1_
IR | AU (29)

kelm) ke[m]
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We observe that all the values except y; in the above equation is fixed before
choosing the challenge y;, the degree of y;’s vary between 0 and 2m — 1, and
the above equation holds for each challenge y;. Since the number of distinct
challenges is larger than the maximum degree of y;, the only way to hold Eq. (29)
is that

Left-Hand Side  Right-Hand Side

For k € [m], y¥~! correspondence: Vg j = 1g,
— _

y" 71 correspondence: qj = w]zgj
For k # j, y{""”k_l correspondence: 1g, = w;fj_

Thus, putting the above result into Eq. (26), the extractor eventually has wy ;
for k € [m] satisfying

@ =wih APy = [[ E(wi;, Fj) A (wy; = 1g, for all j # k).
JEIm]

C.3 ProdMEA Protocol

We propose a ProdMEA protocol for the relation R ppsg 4. The ProdMEA protocol
recursively reduces from an argument for N-length witness to an argument for
N = %—length witness. First, parse Fy, zj, and vy to two vectors of N-length,
respectively, as follows.

Fip=Fy1|Fr_1, zip=2z2p1|lzk-1, andvi=vg1|ve-1

P begins with computing and sending V for k € [m)

L = H E(’l}k,hFk7_1)6(’l}:)k1’71,Hk) € Gy
ke[m]

and R = H E(’u;%_l,Fk,l)e(vzf“;ll,H;g) € Gy.
ke[m]

V chooses a random challenge xﬁZ]’; and returns it to P. Next, both P and V
compute a common input for the next step argument as follows. For k € [m],

ﬁ‘k = Fi;l o Fﬁ,—l € Gév, :Z\k = Z]mlﬂiil + 2,17 € Zév, ﬁ = LIQP R172 € Gy
and P computes a half-dimension witness for the next step argument for k € [m],

~ -1 N
V=V, 00V, 1 € GV,
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One can easily check that p equals the followings.

(L‘2
P=( I BwyFevewii " H) - [] Blow, Foe(wi, Hy)

ke[m)]
z-2
(I Bk Frae@?™, Hy))
ke[m]
Zp 12 z Zk, z~2
= H E(vi,nglg,—l)E(vk,Fk)E( k,— 17Fl<1 )e ('Uk-k1 ' ~vp” "Uk,k_ll , Hy)
ke[m]
= H E(vj ovi _y,Fj_;o0 Fﬁl Je((vfy 0 v _y)*=1® TET Hy)
ke[m)]
= [[ E®@x Fre@i*, Hy).
ke[m]

Thus, P satisfies again a ProdMEA relation with half-length witness vy’s, so that
both P and V run Prodl\/lEA(F;€7 Zk, H, P v},) together. The full description of
ProdMEA is provided in Fig. 9.

We briefly provide a sketch of the soundness proof. That is, given a successful
prover P*, we extract a witness v,. The extractor runs P* and receives L and
R. By rewinding P* three times and feeding P* three challenges z; for i € [3]
such that 7 # 7 for i # j, the extractor obtains i;\,(:)’s for i € [3] and k € [m]
satisfying the following.

ke[m]
_ E (1) Fm;l FZi A(i)zk,lwi_l'i‘zk,—lwi H
H (), Fyly o Fyl_y)e(vy , Hy,)
ke[m]

_ H E('/U\g)wi_laFk,l)E( (), Fr_1)e(® ’E)Zk 1z +zk,—1Ii,Hk) (30)

x1_2 122

Since x2’s are distinct, the matrix 252 1 22| is invertible. Therefore, by using
Z9 2
r5° 1 a3

the elementary linear algebra in the exponent, we can obtain gpy 1,9p ) 1 and
gpk,m for k € [m] satisfying

P = H E(gP,k,lvFkxl)E(gP,k,—hFk7*1)e(gP7k7H7Hk)'
ke[m]

Therefore, we extract a witness vy, = gpy1llgpy 1 for k& € [m]. Of course,
we have to show that gpp,u = vi" for k € [m]. To this end, we can use more
rewinding to extract a tuple satisfying Eq. (30) and obtain the following theorem.

Theorem 12. The ProdMEA protocol in Fig. 9 has perfect completeness and
computational witness-extended-emulation under the double pairing assumption.
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ProdMEA(F, € Gy, z1, € Z)), Hy, € G2, P € Gy for k € [m];vi € GY' for k € [m])

IfN=1:
Step 1: P sends v1,...,vm to V.
Step 2: V outputs Accepts if and only if P = []; (,.; e(vr, Fi)e(vi", Hi) holds.
Else (N > 1):
Let N = % and for k € [m] parse F, z; and vy to
Fi=Fi1||Fr-1, 2k = 2k,1||2k,—1, and vr = vg,1||vk,—1, respectively.
Step 1:P computes for k € [m)]
L= H E(vk,l,Fk,_l)e(vzfcl’_l,Hk) € Gy
ke m]
and R = H E(vk,_l,Fk,l)e(vz’k;ll,Hk) € Gy.

ke€[m]

Then, P sends L and R to V.

Step 2: V chooses :U(iZ; and returns it to P.
Step 3: Both P and V compute

=N 1 - iy
T T N = -1 N
Fy = Fk71 o Fk,—l €Gy, Zp =zpa1x  + 2Zk,—1T € Zp s

and P=L" P R* ~ € G
Additionally, P computes for k € [m], vy = v§ ; o vi;ll € G{V.
Step 4: Both P and V run ProdMEA(Fy, Zx, Hi, P; Br).

Fig. 9. ProdMEA protocol

Proof. (Completeness) If N = 1, it is easy to check the completeness of the
scheme in Fig. 9. For N > 1, we have P = ][, ¢ (., E (v, Fp)e(viF, Hy) and so

2

13:( H E(Uk,lyFkﬁl)e(Uzjc1’717Hk)) . H E(vy, Fi)e(vir, Hy)

ke[m] ke[m]
‘,):_72
( H E('Uk,flaFk,l)e(ka;llaHk))
ke[m)]
-1 -1 Zp 12 =z zpax 2
= H E(vﬁ’l,F”,j’fl)E(vk,Fk)E(viﬁhF’,g’l )e(”kjci gt 'vk,l:ll , Hi)
ke[m]
_ E(v® z 7t Fl FI71 x 7t zk,1w71+zk,,1w H
= H (%,10%,71» k—1°4 k1 )e((vmovk,q) , Hy,)
ke[m]
= [[ EGx Fre@i*, Hy).
ke[m]

Therefore, the completeness is satisfied.



46 Kim et al.

(Witness-Extended Emulation) The double pairing assumption implies the g¢-
double pairing assumption in Go by Theorem 11, so that from now we assume
that the g-double pairing assumption holds in Gs. In order to show the compu-
tational witness-extended emulation, we construct an expected polynomial time
extractor y whose goal is to extract the witness by using a poly(A)-bounded tree
of accepting transcripts. If then, we can apply the general forking lemma.

The case (N = 1) is straightforward since the prover sends the witness and
the verifier can directly check the correctness. Let us focus on the case (N > 1).
We prove that for each recursive step that on input (F, z, Hy, P) for k € [m],
we can efficiently extract from the prover a witness vy, for k € [m] under the
g-double pairing assumption for the CRS F’s and Hyp’s. First, the extractor
runs the prover to get L and R. At this point, the extractor rewinds the prover
7 times and feeds 7 non-zero challenges x; such that a7 # 27 for all j # i. Then,

the extractor obtains 7 tuples (z;, ﬁ(f), . ,65,?) such that for ¢ € [7]
L* PR*"
=[] EGY, Fr)e® >, Hy)
ke[m]
= H E(al(ci)’FZiI . Fifil)e(al(j)<Zk,1x;1+zk,,1mi>’Hk)
ke[m]

—1 -1

= [I EG " Fr)E@)" Fi _1)e(@y) rre 200 o (31)
i€[m]

We know that squares of the first 3 challenges z2, 23, 23 are distinct, so that the

following matrix M € Z?,X?’ is invertible since it is a product of two invertible
matrices, where one of which is a diagonal matrix and the other is a Vandermonde
matrix.

21 .2 -2 2 4

x12 17 T, 02 0 127 27
M = x;zlxg =10 xy O2 : 11:?:5%

— 2 p—

r3 - 1ag 0 0 zj 127 a3

By using the inverse matrix of M and the elementary linear algebra in the public
exponents of the first 3 equalities for ¢ = 1,2,3 in Eq. (31), we can find tu-
ples group element vectors (gpy 1,9pk —1,9PkH), (911190 k1,90 kH), and
(9Rk1,9R K —15 IRk, H) satisfying

P= 1] E@ps1 Fr1)E@py, 1, Fr-1)elgprm, Hi) (32)
ke[m]

L= 1] E@rs1 Fe1)E(gr s 1 Fr-1)e(grnm Hr) (33)
ke[m]

R = H E(QR,k,la Fk,l)E(gR,k,ﬂv Fk,fl)e(gR,k,Ha Hp). (34)
ke[m)]

Next, we prove that the extracted group elements gpy 1,9p ) —1,9Pk u satisy
the desired relation gp . n = g7, where gp, is the concatenation of gp ; and
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gp .1 for k € [m]. Putting Eq. (32), Eq. (33) and Eq. (34) into Eq. (31), we
have for each i € [7],

Py _2 2 _2
H E(giikg °9pk,1 ng{’,k,ka,l) ) E(Qf",k,_l °9pk,—1° g%7k7_17 Fr,-1)
ke[m]
132 w.ﬁQ
'e(ng,k,H “9Pk,H IR ko H> Hy)

= H E(’ﬁ;:)ﬂf;l7Fk’l)E(’,Gl(ci)(ﬂi’Fk,il)e(,’v\l(j)(Zk,lel“!‘Zk,flfﬂi)7Hk)

ke[m]

By the g-double pairing assumption, the above equality implies that for i € [7]
and k € [m]

2 —2 _1

‘ F, 1 correspondence ‘ : g?,k,l 0Qgpp.1© ggk,l — a](;)mi (35)
z2 z; 2 ~()z;
’ Fj, _1 correspondence ‘ 90k -1°9Pk,~1°9R k-1 = Uk (36)
2 -2 i -1
’ H,, correspondence ‘ . giik,H “gPkH 'gi‘ii,k,H — A](Cl)zk,l-’fi +Zk,—1$i(37)

If we find exponents satisfying Eq. (31), Eq. (32), Eq. (33) and Eq. (34), but not
one of the above Eq. (35), Eq. (36) and Eq. (37), it directly implies a non-trivial
relation between the generators F'x’s and Hy’s and so we break the g-double
pairing assumption.

As an intermediate step toward the relation gpr n = gf,’“k, we find a relation

between gp . and 6,(;) for k € [m] since such the relation can be combined with
Eq. (37) to find the desired relation gpx,n = g5, From Eq. (35) and Eq. (36),
we can deduce that for each ¢ € [7] and k € [m],

z3 T zt T z; ! z; 3 N
9. k1°9Pk1°9R k1 =91 % -1°9P%-1°9Rr k-1 €GT - (38)

Eq. (38) can be interpreted that seven x;’s are solutions of m x N equations.
That is, for each equation, we have 7 solutions. Since the degree of x; in each
equation varies between -3 and 3, each equation should hold for all z € Z,. The
only way to hold the above bunch of equations is that for k € [m]

drx1 = 1g,, 9dpr1 =9Lk-1> 9Rk1 = 9Pk—-1> 9R Kk -1 = 1g,.

Putting the above result into Eq. (35), for ¢ € [7] and k € [m] we have

-2 .
z; _ @)t
9pk1°9pf,—1 =V 7" -

. —1
Thus, we obtain the relation @g) = g%, ,09p, , for i € [7], which is the

intermediate step toward the desired relation gp i r = g;’jk.
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As aforementioned, we combine these relations with Eq. (37) and obtain that
for ¢ € [7] and k € [m)]

—2
2 €T

o~ L ,-71 .
(9L 1) " - gpgestt (o)™ = By Frael 2n 1w

—1

—1
. z; x; ZE1%; +ZE,—1T;
= (gP,k,l OgP,k,—l)

-2
_ Rkl Zg,—1T; ZE,1%, Zg,—1
=9pr1°9pPk1 9Pk,—-1 9Pk, -1
2 —2
— ZE,—1T; | 4%k, ZE1T;
—(9121«,1) gp i (9P,k,-1) v

Since this relation holds for all ¢ € [7], it must be that
gpku = g5y for k € [m].

Therefore, we construct the extractor that outputs gp, and gp u satisfying
the above desired relation. The extractor rewinds 7 times for each recursive step.
Thus, it uses 7'°%2 N transcripts in total and thus runs in expected polynomial
time in N and A. Then, by the general forking lemma, we conclude that the
argument has computational witness-extended emulation. ad

Tradeoff between Rounds and Communications If N = 1, the prover
sends vy, . .., U, to the verifier and the verifier checks if P = er[m] e(vy, Fi)e(vi*, Hy)
holds. This procedure requires to transmit m group elements in G;. When run-
ning additional rounds, we can reduce this transmission cost to be logarithmic
in m.

If m = 1, the prover sends v; € Gq to the verifier. If m > 1, for the sake of
simplicity, we assume that m is a power of 2. The prover and the verifier compute
and set By, := Fj,- H* € Go. Let © = (vy,...,vy,) and B = (By,...,By,). Next,
both the prover and the verifier run the protocol for the relation P = E(v, B)
where P and B are common inputs and v is a witness. For example, both can
run the single multi-exponentiation argument protocol (Fig. 9 with no product)
with zero coefficient vector z = 0, which requires the prover to send 2logm
group elements in G; and one group element in G;.

Efficiency Basic Protocol. The prover sends two group elements in G; for each
recursive stage and m group elements in G at the final stage. Overall, the
protocol runs O(log N) rounds and the prover sends 2 log N group elements in G,
and m group elements in G;. For the i-th recursive stage, prover’s computational
cost is dominated by O(;"fvl) bilinear map computation. Overall, the prover
computes O(mN) bilinear maps. The verifier’s computational cost is O(N +m)
since the final stage requires O(m) operations for verification and the verifier’s
work in each recursive stage is exactly the same as that of BP-IP so that it can
be batched and reduced to a single multi-exponentiation of length N.

Protocol with Low Communication Cost. At the final stage of this version, the
protocol runs a single multi-exponentiation argument protocol instead of directly
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sending the witness. It will pose additional log m rounds but O(log m) communi-
cation cost instead of m. Overall, the protocol uses O(log N +logm) rounds and
the prover sends O(log N 4 logm) group elements in G; and one group element
in G1. Both the prover and the verifier’s asymptotic computational costs are un-
changed; that is, O(mN) bilinear maps and O(N + m) group/field operations,
respectively.

D Sublinear Verifier without Pairing

D.1 Complete Addition Formula for Prime Order Elliptic Curve

We provide the complete addition formula for a prime order elliptic curve group
given by the short Weierstrass equation in two-dimensional projective space [48].

Given two points (X1,Y1,21), (X2,Y2,Z) € {(X,Y,Z) € Z}|Y?Z = X3 +
aX7Z? + 0723}, (X3,Y3,73) = (X1,Y1,71) + (Xo,Ys,Z5) can be computed as
follows:

X3 = (X1Ya + XoY1)(V1Ya — a(X1Zo + XoZy) — 3bZ125)

— (Y125 + Yo Z0)(aX1Xo + 36(X1Z5 + Xo Z1) — a27, Z5),
Ys = (3X1 Xy + aZ1 Z5) (aX1 Xy + 36(X1 Zy + X2 Zy) — 4271 Z5)

+ MYa + a(X1Z5 + XoZ1) + 3bZ1 Z5) (V1 Ya — a( X175 + XoZh) — 3671 75),
Zs = (Y122 + Yo Z0) (V1Yo + a(X1 Zy + X2 Z1) + 3bZ1 Zo)

(X1 Ya + XoY1)(3X1 Xo + aZ1 Z5).

Algorithm 1 computes the above formulas using 12 multiplications, 5 multipli-
cations by constant, and 23 additions over Z, [48, Algorithm 1].

D.2 Protocol4.Row

We provide a full description of Protocol4.Row in Fig. 10. In a nutshell, the protocol
Protocol4.Row consist of the following process. First, the prover and the verifier run
row-reduction Protocol4.Row recursively until m = 1. After the row-reduction, the
prover and the verifier run two subprotocols Protocol4.Col and AggMEC.Row which are
described in Fig. 11 and Fig. 12 respectively. We denote pp,,, and pp; to the public
parameters to run the subprotocols Protocol4.Col and AggMEC.Row respectively. Note
that pp,,; contain the public parameters pp, for AggMEC.Col.

Theorem 13. Assume that both proof systems AggMEC.Row and Protocol4.Col have
perfect completeness and computational witness-extended-emulation respectively. Then,
Protocold.Row has perfect completeness and computational witness-extended-emulation
under the discrete logarithm relation assumption.

Proof. The protocol Protocol4.Row separates into two cases Case 1(m = 1) and
Case 2(m > 1) according to m. For the sake of simplicity, we assume that m is
power of 2.
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Algorithm 1 Complete, projective point addition for arbitrary prime order
short Weierstrass curves

Require: P; = (X1,Y1,Z1), Po = (Xo,Y2,Z2), E(Z,) : Y?Z = X?® + aXZ? 4 bZ3,

and b3 = 3 - b.

Ensure: (Xs,Ys,73) = P+ Ps.

1: to+— X1-Xo 15: X3+ Yo+ 25 29: t1 <+ t1 +to
2: 11 <Y1 Y, 16: t5 < t5 - X3 30: to < to —ta
3: to < Z1 . ZQ 17: Xd —t1+t2 31: to <—a-t2

4: t3+— X1+ Y 18: t5 < t5 — X3 32: ty +—ty +to
5: ta+— Xo+ Yo 19: Z3 +a-ts 33: to < t1-ta
6: t3 < t3-t4 20: Xd < b5 - ta 34: Y,j < Y3 +to
T: ty <—to+t1 21: Z3 <+ X3+ Z3 35: tog < ts -ty

8: tz <tz —ta 22: X3+ t1— 73 36: X3 <+ t3- X3
9ty Xa+ 24 23: Z3z <« t1+ Z3 37 X3+ X3 —1to
10: t5 +— Xo + 725 24: Y3+ X3-Z3 38: tg <tz - t1
11: t4 < ta-t5 25: t1 < to + to 39: Z3 <« ts- 23
12: t5 <+ to + t2 26: t1 < t1 +to 40: Z3 <+ Zs + 1o
13: tg < tg4 — t5 27 to <— a-to

14: t5s < Y1 + 71 28: t4 < b3 -4

(Completeness) In Case 1, the prover and the verifier perform two subprotocols

1,n

Protocol4.Col and AggMEC.Row. Protocol4.Col is a proof system for the relation R 3",
and thus its perfect completeness guarantees that the verifier accepts any correctly gen-
erated proof. In addition, we have to check the correctness of the input of AggMEC.Row.
We consider it after proving the perfect completeness of Case 2 since such inputs are
related to the steps in the Case 2.

Case 2 is the reduction step of Protocol4.Row. For the completeness of this case,

we show that Protocol4.Row correctly reduce a valid instance for the relation Rjp""™ to

m/2,n

a valid instance of the relation R, . Assume that a statement (g, h, Foi1, P, c) is
in a language £™" associated with the relation R;5°"™ such that there exists a witness
pair (a,b) € Zy**"™ x Zp**"™ satisfying the following equations.

P = Com(? I hj;Fe+1) (39)
c= (a,b) (40)

The prover’s computation for the reduction step guarantees that P, and ¢ satisfy the
following equations.

P,

=Com(py; Fr)

:C0m(l12 0Py © 7‘172; Fg) Step 4 in Fig.10
—_— — 2
—Com((g_,° | n®1)"" o (g% | Wb
—1 _
—Com((gt Lo g® )" ™ || (R o h®,
= 3
—Com(g® || b ; Fe) (41)

a bz 2
o (g,“ ' || h=1"")® ;Fy) Step 1, Step 2 in Fig.10

z71b1+zb_1
3 Fg) By homomorphic property
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PI’OtOCOM.ROW(g, h7 FZ+17 (Skv Fk)i:la PP1; PPcois Pv C, StV; a, b7 Stp)
where £ = logm and pp, = (G, H, K,U) € G x G¢™ x G8inton & Gy,
k
PPeo = (D)%, pp;) where Dy, € Gy

If (m=1):
Step 1 : If stp is empty, then follow the Step 2.
Otherwise, both P and V run AggMEC.Row(pp;, stv;stp)
Step 2 : Both P and V run Protocol4.Col(g, h, F'1, pp.,;, P, ¢; a, b)

Else (m > 1): Let m = %. Parse a,b, g, and h to

a = [ailla_1] b=[billb_1], g=gllg_,, and h = hi|h_1.

Step 1 : P computes p,,, = ? | h? € G2". If the lists stp and sty are empty,
then P and V add a tuple ( -, - ,p,.;) on stp and (-, Fy1, -, P, - ) on
sty respectively.

Step 2: P calculates

—a> —b> 2n T> —b> 2n
l=g TR G r=g," | |h," €G>
cr = (al,b_1> € Zp, cr = <a_1,b1> € Zp, Se = Com(l H ’I‘;Sz) € Gy
and sends cr, crg and S¢ to V.
Step 3: V chooses x(iZ; and returns it to P.
Step 4: P computes . 72
p=1" opy 07" € G?)n
P, = Com(p,; Fy) € Gq
and sends Py to V
Step 5: Both P and V compute

m

—1 ~ —1 =~
G=g; 0g",€G), h=hioh™, €G], c=a’cL+c+a “cr€l
In addition, P computes
da=ar+a_i1x ¢ Z;%X” and b=biz '+ b1z € ZZLX”.

Step 6: V updates sty by adding a tuple (S¢, F¢, Se, Pe, z) into the top row. P
updates stp by adding a tuple (I, 7,p,) into the top row. Both P and V run
the protocol

Protocol4.Row(g, iAr,, Fy,(Sk, Fk)ﬁ,_:lp PP1, PPeors P2, G, sty E,E, stp)

Fig. 10. Protocol4.Row

c=x’cr +c+x%cn
=£2<(11,G,_1> + <a1,b1> + <a_1,b_1> + m_2<a_1,b1) By Eq.(40) & Step 2 in Fig.10
=(za1 + x71a71,171b1 + xb_1)

=(@,b) (42)




52 Kim et al.

From the resemblance between pairs of equations (Eq. (39), Eq. (40)) and (Eq. (41),
Eq. (42)), we know that the tuple (g, E, Fy, Py, ¢) belongs to the language Lmn/zn
associated with the relation Rf;/?’n with a witness (@, b) € Zp"/?*™ x Zy"/**™ . In other
words, each recursion step satisfies perfect completeness. By £ times recursion, we
converts an instance for the relation Rjp"™ to a instance for the relation R;3" perfectly.

Finally, we check the acceptance of AggMEC.Row verifier. From ¢ times recursion,
the lists stp and sty must be formed ¢ + 1 rows. By P computation in Step 2 and
Step 4 in Fig.10, the k-th tuples of stp satisfies the following equation.

.2 1‘72
P, = Com(py; Fr), Sk = Com(ly || ri; Sk), P = lz’“ op,0rr forke [/

The £ + 1-th row (Fey1, Pry1;p,, ) satisfies Pryr = Com(p,yq; Fer1) from Step 1
(Sk, Fi, Sk, Pr, i)
(+,Fot1, -, Poya, -
relation Raggmec.row- By the perfect completeness of AggMEC.Row, the acceptance of
AggMEC.Row verifier is guaranteed.

in Fig.10. Then, the instance ) satisfies the conditions in the

(Witness-Extended Emulation) For the computational witness-extended emulation, we
construct an expected polynomial time extractor x whose goal is to extract a witness by
using a polynomially bounded tree of accepting transcripts. To construct the extractor
X, we use two extractors £ and .o, which are given by the hypothesis, that extract
a witness of RaggMeC.Row and ”Rllp’", respectively. By the general forking lemma, it is
sufficient to construct an extractor y that extracts a witness from a suitable tree of
accepting transcripts in probabilistic polynomial time. We begin with (7,...,7)-tree of

logy m
accepting transcripts. Since the number of challenges in the tree (7'°82™) is bounded
above by a polynomial in N = mn and security parameter \, we can apply the general
forking lemma.

In Case 1, if stp is empty, it means the protocol has never run Case 2, so that
the proof system proves the relation Rllp’” that is exactly the goal of Protocol4.Col.
Therefore, E..; is sufficient for x. If stp is non-empty, then x runs two extractor E..,; and
&, for all leaf nodes of the tree of accepting transcripts. Note that the tree of accepting
transcripts is polynomially bounded and both &.,; and & are expected polynomial
time, so that x spends polynomially bounded operations in this step. By Theorem 14
and Theorem 15, E.o; and & extract a witness (a,b) of Rjz" and a witness (I,7,p) of
R aggMEC.Row, respectively. We would like to emphasize that £ has run for all accepting
transcripts, so that from now we can assume that for each accepting transcript, x knows
a tuple (I, r,p, p) satisfying the following equations, regardless of the challenges.

P = Com(p; Fri1) (43)
P = Com(p; Fy) (44)
p=1"opor’ (45)

Next, we show that for Case 2, x can extract a witness (a,b) of each recursive
round by using the previous round witness (a,B) that can be extracted by either the
previous round extractor of Case 2 or the extractor of Case 1.

The extractor x runs the prover until Step 2 to get cr,cr, and Se. At this point
of time, x rewinds the prover with 7 distinct challenges x1,...,z7 and obtains tuples
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(@s,b;) for i € [7] that satisfy the following equations.
=
= Com(g™ || h"; Fy) (46)

e = (a:, by) (47)

)

~

P; is contained in sty, so that, by discrete logarithm relation on G, the openiﬁs

— ~b;
of Eq. (44) and Eq. (46) must be identical for all i € [7]. That is, p = g* || h .
Combining this equation with Eq. (45), we have

> 5
2 704
1 oport’ =p, =g | R
—_—
z 1 N = @1 b
=(g:" og™) [(hy'ohy) (48)

where all the exponents are known to the extractor.

The right-hand side of Eq.(48) consists of a vector of products of the CRS g and
h whose discrete logarithm relation is unknown. The left-hand side of Eq.(48) has
exponents (z2,1,z;?). Hence, similarly to the proof of the original BP-IP, for three
challenges =1, x2 and z3 the extractor computes the inverse matrix of a 3 x3 matrix with
rows (z7,1,2;?)%_;. Then, by using it, x finds exponent matrices a,s, bs,s € Z?/QX"
for t € {I,p,r} and s € {1, —1} that satisfies the following equations .

- s —
l=g,%log 21| hiPtioh_ b1 ¢ ng
G
p=g,"7log_ ;"1 hiP?toh_iP»-1 ¢ Gf,”
s ——
r=g,°"tog %1 hi®~1oh_ 1 € Gf," (49)

Putting Eq.(49) into Eq.(48), by the discrete logarithm relation assumption on G, the
exponents of the bases g,,g_;,h1, and h_; satisfy the following equations for each
i€ [7).

g, exponents|: zia;1 + ap1 +x; 2ar1 = x; '@ (50)
g_, exponents |: zia; 1 +ap 1+, 2ar_1 = Qs (51)
h1 exponents |: xfbm +bp1+ xfzbr,l = ngl (52)

h_; exponents |: xbe,l +bp 1+ x;2br,,1 = xflgi (53)

Combining Eq.(50) and (51), we get the following Eq.(54). Similarly, combining Eq.(52)
and (53), we get the following Eq.(55).

ziany + miap + ;= zian 1 +x; ap 1+ 3 a1 (54)

zibiy + 2 by + @y by = alby 1 + @by 1+ 2 by (55)

for ¢ € [7]. In both Eq.(54) and Eq.(55), degrees of x; range between —3 and 3. Then,
we can construct two polynomials A(X) and B(X) with 7 roots z1,--- , x7.

A(X) :a171X6 + (ap,1 — al,,l)X‘l + (am — ap,71)X2 —Qp,—1 = 0 (56)
B(X) =b;, 1 X%+ (bp,_1 — by )X + (b1 —bp1)X> —b.1 =0 (57)
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From the facts that the degree of A(X) and B(X) is at most 6 and A(X) and B(X)
have 7 distinct roots, the polynomials A(X) and B(X) must be zero polynomial, so
that we have

ap1 =ay-1, Qp-1=0ar1, a1 =0a,_1=0 (58)

s

bp,l = bT,—ly bp,—l = bl,17 b17,1 = br,l =0 (59)

Now we claim that the desired matrices ap = ap,1 || ap,—1 and b, = bp 1 || bp,—1
are a witness of the instance (g, b, Fiy1, P, c) of the relation Rj5°". That is, we show

— —
that P = Com(g®® || h®; F¢11) A ¢ = {(ap,bp) holds. The first constraint is rather
straightforward; from Eq.(43), we get

7 s QTR I prr AT
P = Com(g,“ og 1 | hi® 1 0 h "1 Fyiy) = Com(g™ || B; Fiya). (60)
To check the inner product relation ¢ = (ap, bp), we consider the equation

2 —2
ctxicL +x; “Cr

=(@, bs)
=(xiap,1 + z; a1, 27 by + xibp,—1)
=(ap,1,bp,1) + (@p,~1,bp,—1) + $?<ap,1a bp,—1) + m;2<ap7,1, bp.1) (61)

for all challenges x;. Since %, 3 and z3 are distinct, a Vandermonde matrix M € ngs
is invertible. . )
ry  1axy

M= |z5 2143 (62)
Ty 21 a3

Using the matrix M, we can rewrite Eq.(61) to the following equation.

CR (ap,—1,bp,1)
M| c| =M |[{api,bp1)+(ap,—1,bp,—1) (63)
CL (ap,1,bp,—1)

Since M is invertible, the equation ¢ = (@p,1,bp,1) + {(@p,—1,bp,—1) = {(ap, bp). holds.
Therefore, we conclude that the desired witness (ap, bp) is a witness of the instance
(g, h, Fyi1, P, c) for relation Rjp™".

For each recursion, the extractor y extracts a witness in at most polynomial
time. Therefore, we conclude that the protocol Protocol4.Row provides computational
witness-extended-emulation by the general forking lemma. a

D.3 Protocol4.Col

In this section, we describe Protocol4.Col, which is an argument of knowledge for the
relation Rllp’". In the similar way in Protocol4.Row, Protocol4.Col consist of recursive
reduction and run a subprotocol AggMEC.Col. We denote pp, to the public parameters
for AggMEC.Col.

Theorem 14. Assume that a proof system AggMEC.Col has perfect completeness and
computational witness-extended-emulation. Then, Protocol4.Col has perfect complete-
ness and computational witness-extended-emulation under the discrete logarithm rela-
tion assumption.
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PI’OtOCOM.COl(g, hy Doy, (Dk)izh PPs, P, ¢, stv;a, b, StP)
_ _ Oo(n) O(n) 3.(26+2-2)
where £ =logn and ppy, = (G, H,K,U) € G x G4 x Gy X Ggq

Ifn=1:
Step 1: If stp is empty, then follow the Step 2.
Otherwise, both P and V run AggMEC.Col(pp,, stv; stp)
Step 2: P sends a and b and then V checks the following equations

c=a-b, P=com(g”| h’ D)
Else (n > 1): Let n = %. Parse a, b to
a = a1||a,1 s b= b1Hb71

Step 1: P computes p,,; = g% || h® € G2". If the lists stp and sty are empty,
then P and V add a tuple (p,, ;) on stp and (D¢y1, P, -) on sty respectively.
Additionally, P parses p, ; to 4 vectors Py o1 1,P2 ¢41:P3,041>Past1 € G".

Piy1 = Pire+a H Y OWAR] H P3ot1 || Pypt1

Step 2: P calculates
cL =(a1,b-1) €Zp, cr=(a-1,b1) €Zp

and sends cr, cr to V.
Step 3: V chooses :U(iZZ and returns it to P.
Step 4: P computes

—1

D= (P1o11 |l p4,e+1)m o (Py ey |l p3,£+1)1 € Gi”
P, = Com(p,; Dy) € Gq
and sends P, to V
Step 5: Both P and V compute

c=x2%cL+c+a g€ Zy

In addition, P computes @ = aizt+a_1z7 ' e Zﬁ and B =biz ' +b_1x € Z?
Step 6: V updates sty by adding a tuple (Dg, Py, z) into the top row. P updates
stp by adding a tuple (p,) into the top row. Both P and V run the protocol

Protocol4.Col(g, h, D¢, (D#) 2}, ppy, P2, G, sty @, b, stp)

Fig. 11. Protocol4.Col

Proof. The Protocol4.Col separates into two cases Case 1(n = 1) and Case 2(n > 1)
according to n. For the sake of simplicity, we assume that n is power of 2.
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(Completeness) In Case 1, the prover and the verifier perform a subprotocol AggMEC.Col.
After running the subprotocol AggMEC.Col, the prover sends witness a and b to the
verifier and then the verifier checks the relation R3" directly. From this fact, the cor-
rectness of a witness (a, b) is guaranteed for relation ’R,lp’l. In addition, we have to check
the correctness of the input of AggMEC.Col. We consider it after proving the perfect
completeness of Case 2 since such inputs are related to the steps in the Case 2.

Case 2 is the reduction step of Protocol4.Col. For the completeness of this case,
we show that Protocol4.Col correctly reduce a valid instance for the relation R;3" to a
valid instance of the relation ’Rl :"/2 Assume that a statement (g,hy Dyt1,P,c) isin a
language £1™ associated with the relation R,lp’" such that there exists a witness pair
(a,b) € Zy*™ x Z,*™ satisfying the following equations.

P =Com(g® || h®; Diy1) (64)
¢ =(a,b) (65)

The prover’s computation for the reduction step guarantees that P, and ¢ satisfy the
following equations.

=Com(p,; D)
=Com((Prera || Passs)” © Paers | Pose)” "Dy
=Com((g® || h*=*)" o (¢*~* | h™)" ;D)
(
(9°

-1
vaitela_y I b1+1b_1'D2 By homomorphic propert,
) y P property

=Com(g

=Com(g® || h®; Dy) (66)

t=x?c; +c+z2 %R
:xz(al,a_1> + (a1,b1) + (a-1,b-1) +x72<a_1,b1> By Eq.(65) & Step 1 in Fig.11
=(za1 +z 'a_1,27 by +xb_1)
(@, b) (67)

From the resemblance between pairs of equations (Eq.(64), Eq.(65)) and (Eq.(66),
Eq.(67)), we know that the tuple (g, h, Dy, Py, ) belongs to the language £"/? asso-
ciated with the relation Rlp % with a witness (@, b) € Zp*™* x Zp*"/?. In other wods,
each recursion step satisfies perfect completeness. By ¢ times recursion, we converts an
instance for the relation R;3" to an instance for the relation Ry3" perfectly.

Finally, we check the acceptance of AggMEC.Col verifier. From ¢ times recursion,
the lists stp and sty must be formed ¢ + 1 rows. By P computation in Step 2 and
Step 4 in Fig.11, the k-th tuples of stp satisfies the following equation.

-1
Py = Com(py, D), P, = (D1 k11 | Pags1)™ 0 (Papys | P3pyr) for ke[ (68)

The £ + 1-th row (F, P, p,) satisfies Poy1 = Com(p,,1; Dey1) from Step 1 in Fig.11.
(Dy, Pr, ) for k € [{]
(Des1, Poy1, - )
RaggMec.col- By the perfect completeness of AggMEC.Col, acceptance of AggMEC.Col
verifier is guaranteed.

Then, the instance ] satisfies the conditions in the relation
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(Witness- Eztended- Emulation) For the computational witness-extended emulation, we
construct an expected polynomial time extractor x whose goal is to extract the wit-
ness by using a polynomially bounded tree of accepting transcripts. To construct the
extractor x, we use a extractor &£, which extract a witness by using transcript of
AggMEC.Col. From hypothesis, an polynomial time extractor £ are given.

Due to the general forking lemma, it is sufficient to construct an extractor y that
extracts a witness from a suitable tree of accepting transcripts in probabilistic polyno-
mial time.

We begin with (3,...,3)-tree of accepting transcripts. Since the number of chal-

——

logo n
lenges in the tree (Slog ™) is bounded above by a polynomial in n and security parameter
A, we can apply the general forking lemma.

In Case 1, if stp is empty, it means the protocol has never run Case 2, so that the
proof system proves the relation R,l,D’lA Since the prover sends the witness (a,b) to the
verifier, the extractor x get a witness from the prover directly. If stp is non-empty, then
x run a extractor & for all leaf nodes of the tree of accepting transcripts. Note that the
tree of accepting transcripts is polynomially bounded and &2 is expected polynomial
time, so that x spends polynomially bounded operations in this step. By Theorem 16,
&> extract a witness (P, p) of Raggmec.coi. We would like to emphasize that £ has run
for all accepting transcripts, so that from now we can assume that for each accepting
transcript, x knows a tuple (P, p) satisfying the following equations, regardless of the
challenges.

P = Com(p; D¢y1) (69)
P = Com(p; Dy) (70)
P=(p, | P)"0 (P2 | P5)° (71)

Next, we show that for Case 2, x can extract a witness (a,b) of each recursive
round by using the previous round witness (a,/l;) that can be extracted by either the
previous round extractor of Case 2 or the extractor of Case 1.

The extractor x runs the prover until Step 2 to get ¢z and cgr. At this point
of time, x rewinds the prover with 3 distinct challenges x1,x2,x3 and obtains tuples

(a;, b;) for i € [3] that satisfy the following equations.

ﬁi is contained in sty so that, by the discrete logarithm relation on G4, the openings of
Eq.(70) and Eq.(72) must be identical for all i € [3]. That is, p = ¢* || h*. Combining
this equation with Eq.(71), we have

T et~ a; b;
Pl P) o (P2l P3)* =D, =g" || h (74)

where all the exponents are known to the extractor.

The right-hand side of Eq.(74) consists of a vector of products of the CRS g and h
whose discrete log is unknown. The left-hand side of Eq.(74) has exponents (x;, z; ').
Hence, similar to the proof of the original BP-IP, for two challenges x1 and x2, the
extractor computes the inverse matrix of a 2 X 2 matrix with row (z;, x;l)le. Then,
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by using it, x finds exponent vectors ai,a”,b],b*, € Z;‘/Q satisfying the following
equations.

=P g = Y2

Wl =p,, K1=p, (75)

Putting Eq.(75) into Eq.(74), by the discrete logarithm relation assumption on G, the
exponents of the bases g and h satisfy the following relation.

(oo ] = mai 457, )
)

From given two challenge-witness pair (z1, (@1, b1)) and (22, (@2, b)), the extractor y
computes aj, a’, b and b* ;.

Now we claim that the desired vectors a* = aj || a”; and b* = bj || b2, are
a witness of the instance (g, h, D¢y1, P) of the relation R;3". That is, we show that
P =Com(g® || h® ;D¢i1) Ac = (a*,b*) holds. The first constraint is rather straight-
forward; from Eq.(69), we get

P = Com(p, || py || Ps || Pa; Des1) = Com(g™ || h* 5 Deta) (78)
To check the inner product relation ¢ = (a*,b*), we consider the equation.

2 —2 PP
c+wicr +a; “cp = ¢ =(a;, b;)
* —1 = —1qg% *
=(z;a] +x; a’lq,x; bl +x:bly)

(@7,b]) + (a”1,b" ) +2f(a},b"y) + 27 % (a1, b)) (79)

In the similar way in Eq.(61), the equation ¢ = (a7, b}) + (@’ 1,b* ) = (@, b") holds.
Therefore, we conclude that the desired witness (a*,b*) is a witness of the instance
(g, hy Dy41, P) for relation R,3".

For each recursion, the extractor x extracts a witness in at most polynomial time.
Therefore, we conclude that the protocol Protocol4.Col provides computational witness-
extended-emulation by the general forking lemma. a

D.4 AggMEC.Row

In this section, we focus on AggMEC.Row, the argument of knowledge for the relation
RaggMEC.Row- We provide a full description of AggMEC.Row in Fig.12.

Uniform Random String Public inputs of the protocol AggMEC.Row consist of
a uniform random string (G, H,K,U) € qu(n) X qu<n) x Gg8rlosmton G, and lists
of instance (Sy, F'x, Sk, Px,2r). The G and H are used in a subprotocol Comp.BP ;.
In a nutshell, G and H are commitment keys for left/right wires and output wires of
arithmetic circuit C respectively. K and U are used in inner product arguments, which
guarantee knowledge of the input wires ay and its inner product. Note that the URS
(G,H,K,U) is corresponding to pp; in Protocol4.Row.
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Two Inner Product Arguments To aggregate proofs, both the prover and the
verifier aggregate each instance F'i, S, and P, with challenge w. Additionally, the
prover aggregates lp,Tw,p, to av. For guarantee the knowledge of ay, the prover
sends a commitment C before receiving the challenge w (Step 1 in Fig.12). And the
prover and the verifier run two inner product arguments (Step 5). The two arguments
guarantee that (a1,u o w) = (a2 ow,u) for C = Fyl _, V = F;2>* with random u

and v. In other words, the message ay of a commitment C' is identical to the witness
ay of Comp.BP 4~

Theorem 15. Let Comp.BPac have perfect completeness and computational witness-
extended-emulation. Then, the protocol AggMEC.Row has perfect completeness and
computational witness-extended-emulation under the general discrete logarithm relation
assumption.

Proof. (Completeness) In order to show the completeness, we employ the perfect com-
pleteness of Comp.BP 4, so that it is sufficient to show the input of Comp.BP 4. is
well constructed. That is, we show that the three constraints in Comp.BP 4 holds: (1)
V =Com(av; Fis.), (2) arcar = ao, B) Wr-ar+Wr-ar+Wo-ao = Wy-av+c

We begin with assuming that an instance (S, Fk, S, P, wx) for k € [1 has a
( : 7F€+17 : 7PZ+17 )
witness (L, &, py) for k € [ for the relation Raggmec.Row-
T 7p£+1)
In Step 3, V is defined as
¢ k—1 1 +5—1
w™ wtTI T
k=1 j=1
‘ wk71 fas. 1u[+j71
:HCom(lk | 75 Sk )HCom(pj;Fj ).
k=1 j=1
Since ay is defined as &y || vy [[ Lo |72 || | Le 7o ([ oy || -+ || Poyy € ZE¥"TO™, the

above equation is equal to Com(av; Fjs,.). Then, the first constraint (1) holds.
By the definition of the Hadamard-product relation set in the protocol, the con-
straints (2) and (3) hold if the circuit C, which takes av as input, outputs zeros. Since

. . 2 —2
(I, "k, Py, Pryr)’s are a witness of RaggMec.row, the equality 11" o p, ., o P = py

—2
holds. Therefore, the circuit C’s output lk:”z 0P, 1 07Tr"* — p, should be equal to a
zero vector. This completes the perfect completeness proof.

( Witness-Extended-Emulation) For the computational witness-extended emulation for
AggMEC.Row, we construct a polynomial time extractor x whose goal is to extract
the witness by using polynomially many accepting transcripts. By the hypothesis, the
extractor x can employ a witness-extended-emulation £ for Comp.BP ,.

x begins with running the prover to get C. Then, x rewinds the prover 2+ 1 times
and feeds 2¢ + 1 distinct challenges w; for ¢ € [2¢ 4+ 1]. Then x runs £ to obtain 2¢ + 1
tuples (a(Li), ag), ag), a&j)). We claim that ag) is identical regardless of w;. Indeed, C
is committed before the time of rewinding and thus its opening is unique under the
discrete logarithm relation assumption. Then the final argument system in Step 3
proving the equality between the opening of C' and the opening of V' guarantees that
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for ke [¢
(' 3F2+1a : aP£+1a ) ('7 : 7p£+1):| o [D

Let C be a fan-in 2 arithmetic circuit over Z, that takes (I || Py || 7) € Z§®" for

k € [€] as input and outputs I5“* Okarlork‘Tf:2 —p, €ZY" and Y?Z—X*—aX b€ Z,
for all components (X,Y, Z) € ZJ of the vectors (li, 7%, p,, ) for all k.

Let ar,ar, and ao be vectors indicating values of left input wires, right input
wires, and output wires of all multiplicative gates in C respectively, except that the
final output wires, which are all set as zeros.

Let av be by [[v [ Lo | r2 |- [ el ve |y [ | sy € 255700

Let Wi, Wgr,Wo,Wy,c;ar,ar,a0,ay) be an Hadamard-product relation
such that ap oar = ap and W -ar + Wgr-ar + Wo rapo = Wy -ay + ¢
are equations expressing the relations among wires in C.

Step 1: P sends C = F}Y. , a commitment to ay, where

Frase =81 |- | Se | Fy |- || Feyr € G0

Step 2: V chooses u, wﬁzg and sends it to P
Step 3: Let u,w € Z}IM"%" be vectors consisting of powers of w satisfying

£—1 V3 20
Foose=S1]---|S¢ || FY |- || Fiua € G}]8£n+6n.
u=(1uu®, - ¥

P sends t := (av,u o w) to V.

Step 4: V chooses sﬁZZ and sends it to P
Step 5 : P and V set

¢ 0+1 a
o= (T ) (i) e
k=1 Jj=1
and run
Comp.BP (G, H,Fse, K, U VWL, Wgr,Wo,Wy,c;ar,ar,ao,av)

BPip (Fyase, K, U, K** . U . 0% av, u o w)
BP|P(F;)ZseaK7 Us’Ku : Us.t : VSQ;(IV o w,u)

Fig. 12. AggMEC.Row

agﬁ) = a§;> holds for ¢ # j. Thus, for the sake of simplicity, we simply use ay to denote
ai}) regardless of w challenges.
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We know that ay passes the protocol Comp.BP 4, so that the following equations
hold.

av=blrofl--- [ lelrellp ]l | Pesa (80)
P, = L o Pl © rklf for k € [4] (81)

To complete the proof, we show that the extracted values (Ix,rx,p;) for k € [¢],5 €
[¢+1]) are a witness of RaggMec.row- One constraint is already satisfied by Eq.(81). We
consider two remained constraints of Raggmec.Row such that P; and Sy are commitment
to p; for j € [£ + 1] and Iy ||ry for k € [€], respectively.

V is defined as not only a product of Si’s and P;’s in Step 3, but also a commitment
to ay with the commitment key F. ... Thus, we have the following equality.

k-1 e
< Wi > . <H Pj i =V = Com(av; Fy:zsﬁ)
k=1 j=1

2+1

o~
> g

£ wh—1 wZ+j—1
=[] Com(x | 74; 8" )] Com(py; Fi* ™ )
k=1 j=1
£+1

k—1

4
=[] Com(tx || 74; Sx)™
k=1

witi=

H Com(p;; Fj)™ (82)

From 2¢ + 1 equations with distinct w;’s, we can separate Eq.(82) into the following
desired 2¢ 4 1 equations.

Sk =Com(ly || rr; Sk) for k € [{] (83)
P; =Com(p,; F;) for j € [{ +1] (84)

Then (ly,rx,p; for k € [£],5 € [€ + 1]) is a witness for the relation Raggmec.Row-
The extractor x extracts a witness from 2¢ + 1 transcripts with 2¢ + 1 times running
of polynomial time extractor £. Therefore the protocol AggMEC.Row provides compu-
tational witness-extended emulation. O

D.5 AggMEC.Col

In this section, we focus on AggMEC.Col, the argument of knowledge for the relation
RaggMec.col- We provide a full description of AggMEC.Col in Fig.13. In the similar
way in AggMEC.Row, AggMEC.Col requires uniform random string (G, H,K,U) €
qu(n) X qu(") X GS'@Hlfl X Gq4. Note that the URS (G, H, K,U) is corresponding
to pp, in Protocol4.Col.

Theorem 16. Let Comp.BPac have perfect completeness and computational witness-
extended-emulation. Then, the protocol AggMEC.Col has perfect completeness and com-
putational witness-extended-emulation under the general discrete logarithm relation as-
sumption.

Proof. (Completeness) In order to show the completeness, we employ the perfect com-
pleteness of Comp.BPac, so that it is sufficient to show the input of Comp.BPac is
well constructed. That is, we show that the three constraints in Comp.BPac holds: (1)
V =Com(av; D..), (2) arcar = ao, B) Wr-ar+Wgr-ar+Wo-ao = Wy-av+e
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AggMEC.Col(G, H, K, U, (D, Pr, ) )]

(Py)
(Disr, Prss, } for k € [¢])

’ [(pm)

Let C be a fan-in 2 arithmetic circuit over Z, that takes (p, ;) € Zggk“ for

k € [4] as input and outputs (pl,k+1 I P4,k+1)w’“ ° (Pz,k+1 [ Ps,k+1)x’“1 —Dp, € Z?'Qk
and Y?Z — X® —aX — b € Zq for all components (X,Y,Z) € Z of the vectors
(i, Tk, Dy ) for all k.

Let ar,ar, and ap be vectors indicating values of left input wires, right input
wires, and output wires of all multiplicative gates in C respectively, except that the

final output wires, which are all set as zeros.

6- 22+1_1
Let av be p, ||"'||P12+1€Zq( ).

Let Wr,Wgr,Wo,Wy,c;ar,ar,a0,ay) be an Hadamard-product relation
such that ap oar = ap and W -ar + Wgr-ar + Wo rapo = Wy -ay +c¢
are equations expressing the relations among wires in C.

Step 1: P sends C = D}Y. , a commitment to ay, where
Lol _
Dyose = D1 || -+ | Doy € GEE 71,

Step 2: V chooses u, wﬁzz and sends it to P

(2t
Step 3: Let u,w € ZS @ Y be vectors consisting of powers of w satisfying

[ ol+1

Dgfzse:Dl ||||D2U+16G2(2 1)'
041 _

u = (17u7u2,"' 7’“/6'(2 1))

P sends t := (av,u o w) to V.
Step 4: V chooses ngZ and sends it to P

Step 5 : P and V set
A
V= (H Py ) € G,
k=1

and run
Comp.BP ,o(G, H, Dyoee, K,U,V,W,Wg,Wo,Wy,c;ar,ar,a0,av)
BPip(Dpase, K, U, K*°* . U*". Csz;av,u ow)
BP|P( ;2367K7US7K‘“'Us't'vsz;avowﬂu)

Fig. 13. AggMEC.Col

Assume that an instance (D, Py, ) for k € w]} has a witness {(pk) for k € M]}

(Des1, Poy1, - ) (Pey1)
for the relation Raggmec.col-
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In Step 3, V is defined as

41 0+1 -
V= <H PY ) =[] Com(p,; D" )
k=1 k=1
. . 6-(2¢+1—1) . .
Since ay is defined as p; || -+ || Py € Zq , the above equation is equal to

Com(av; Dy...). Then, the first constraint (1) holds.

By the definition of the Hadamard-product relation set in the protocol, the con-
straints (2) and (3) hold if the circuit C, which takes av as input, outputs zeros. Since
(pkvpk-',-l)’S are a witness of Raggmec.col, the equality (P1,k+1 I p4,k+1)zk o (P2,k+1 I
p3’,€+1)‘"‘kTl = p;, holds. Therefore, the circuit C’s output (py 41 | Py 1) © (Do ey |

-1
D3 x11)"F — Dy, should be equal to a zero-vector. This completes the perfect complete-
ness proof.

(Witness-Extended- Emulation) For the computational witness-extended emulation for
AggMEC.Col, we construct a polynomial time extractor x whose goal is to extract
the witness by using polynomially many accepting transcripts. By the hypothesis, the
extractor x can employ a witness-extended-emulation £ for Comp.BP 4.

x begins with running the prover to get C. Then, x rewinds the prover £+ 1 times
and feeds ¢ + 1 distinct challenges w; for ¢ € [¢ 4+ 1]. Then x runs £ to obtain ¢ + 1
tuples (ag), aS?, ag), ag)) s)

. In the same way in proof of Theorem D.4, a;, is identical

regardless of w;. Thus, we simply use ay to denote agﬁ) regardless of w challenges.
We know that av passes the protocol Comp.BP 4, so that the following equations

hold.
av =pi |- [ Pesa (85)

-1
Pr = Pras1 | Pags1)™ 0 (Popyy | P3gxyy)*s for ke [f] (86)

To complete the proof, we show that the extracted values (p,) for k € [¢ + 1] are a
witness of RaggMec.row- One constraint is already satisfied by Eq.(86). We consider two
remained constraints of Raggmec.col such that P, are commitment to p,, for k € [+ 1].

V is defined as not only a product of S;’s and P;’s in Step 3, but also a commitment
to ay with the commitment key D3> ... Thus, we have the following equality.

41 k—1
(H P ) =V = Com(av; Dpes.)
k=1

41 1
w;
= | | Com(py; D, )
k=1

£+1

= ][ Com(py;: Di)*
k=1

k—1
i

(87)

From ¢ + 1 equations with distinct w;’s, we can separate Eq.(87) into the following
desired £ + 1 equations.

P, = Com(py; Dy) for k € [€ + 1] (88)

Then (p, for k € [¢ + 1]) is a witness for the relation Raggmec.col. The extractor
X extracts a witness from ¢ + 1 transcripts with £ 4+ 1 times running of polynomial
time extractor £. Therefore, the protocol AggMEC.Col provides computational witness-
extended emulation. O
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D.6 Comp.BP 4~

The commitment scheme is often used in proof systems for committing to elements of
the witness. For example, Biinz et al.’s proof system for arithmetic circuits [20] allows
inputs to be Pedersen commitments to elements of the witness. In particular, it uses the
original Pedersen commitment scheme (without hiding property) to an integer. Using
the homomorphic property of Pedersen commitment, the verifier can perform some
verification process using the separated committed integers. However, the separated
committed integers derive the linear size of commitments in the number of committed
integers.

In this section, we propose an argument for arithmetic circuits, which allows inputs
to be a generalized Pedersen commitment, denoted by V := F?V € Gq, to a vector
of elements of the witness ay € Zfl” , where G4 is a group of order ¢ and F € Gé” is
the commitment key. It enables to design a much shorter proof since it compresses a
vector of commitments to an integer in [20] into a commitment to a vector of integers.
Instead, the verifier in our protocol cannot publicly perform homomorphic operation
over the committed values, so that this verification should be proven by an additional
subprotocol, which is not significant compared to the original task.

Using the reduction from the arithmetic circuit to Hadamard-product relation
in [20], the following relation is sufficient for the proof systems for the arithmetic
circuit with additional input V := F?V € G,.

(G.H €GY ,F. K € G)Y',UV € Gy, W,Wr,Wo € ZG*V,
Wy EZqQXM,CGZ?;aL,aR,ao EZéV,aV EZfIVI):

AW -ar+Wgr-ar+Wo-a0 =Wy -av+c

We build a proof system for the relation Rac on the basis of the inner-product ar-
gument BPjp of the Bulletproofs [20]. The proposed protocol, called Comp.BP ,, is a
reduction to BPjp and described in Fig.14.

Efficiency Analysis We discuss the efficiency of Comp.BP 4. In this section, we
neglect the field operations in Z, in complexity analysis. And we assume that the circuit
size N is larger than the circuit input length M.

First, we consider the computational complexity. In Step 1, P performs O(N log q)
Ggq-operations for A; and Ap. And both P and V perform O(N logq) Gg4-operations
for H' and P in Step 3 and Step 7 respectively. Finally, both P and V update BPjp
instances U", P~U“"tA7 Fw2, ver k=W e which are required O(N log q) Gg-
operations. After reduction, P and V run two BPjp protocols, which require O((N log ¢+
Mlog q) Gg-operations in total. Since N is larger than M, we conclude total P/V
computation complexity is O(N log q) G4-operations.

Let consider the proof size. In the reduction process, P sends four Zg4-elements
(v, t1,t3,1) to the verifier. After reduction, P and V run two BPjp. Each BPp(G, H',U",
P Uw'igl,r) and I3P||>(F“’2,K7 U“’,V“’2 CKFOTT W Uv% ay, 29" - Wy) require
log N Gg4-elements and log M Gg-elements, respectively. Then, total proof size is bound
O(log N) Gg-elements.

Theorem 17. The Comp.BP . has perfect completeness and computational witness-
ertended-emulation under the discrete logarithm relation assumption.
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Proof. Since BPp has perfect completeness and computational witness-extended em-
ulation under the discrete logarithm relation assumption (Thereom 4), we prove only
the reduction step in Comp.BP , for perfect completeness and computational witness-
extended emulation.

(Completeness) In the last step, both the prover and the verifier run two inner-
product arguments BP\p. Hence, it is sufficient to show that the inputs of two inner-
product arguments are well calculated. That is, (G, H',U, P -U""l,r) € Rjp and
(Fw2, K, UY, vyt g Wy U¥% ayv,z%" - Wy) € Rip. The first inclusion rela-
tion is rather straightforward from the calculation in Step 3. For the second inclusion
relation, one can check P -U"" is a valid Pedersen commitment to a vector (1,7, (I, ))
with the commitment key (G, H',U") from the following equalities.

G .H" :GaL»achao-ac2+y_No(zQ+1<WR)»ac ) H/yNoaR-zny+zQ+1-(WL~z+Wo)
:(GaLH/yNOaR)z ) (Gao)z2 'H/_yN+zQ+l'(WL'x+W()) _Gy*No(zQH-WR)m
=A% . A102 ‘HlnyJer“‘(IWLvLWo) _Gy’NC)(zQ“‘WR)I
=P

(I, 7y =t1x + tox® + tza®
=tiz+ ((ar,aroy”™) — (a0, y™) + (297", w) + 6(y, 2))2” + t32°
=tiz+ (297, Wy -av + ) + 6(y, 2)+)2” + tsa®
=tiz+ (v+ (29T Wy, e) 4 6(y, 2))z” + taa®
=t

(Witness- Extended- Emulation) By the general forking lemma, it is sufficient to con-
struct an expected polynomial time extractor x that extracts the witness by using
a polynomially bounded tree of accepting transcripts. By Theorem 4, two subproto-
cols for the inner-product have the computational witness-extended emulation under
the discrete logarithm relation assumption. Thus, the extractor x can employ BPpp
extractor £ at most polynomial time.

For each challenge, the extractor begins with running two subprotocol’s extractors
to obtain I, r, ay, and aw satisfying the condition

P Uw-f _ GlH/er-(l,r) (90)

of the first inner-product relation and the condition

Q+1

Vw2 K? Wy | Uv? = (sz)avKawa'<aVvaW> (91)

of the second inner-product relation. From the above two equations, we claim that
t = (l,7) and v = (av,aw). If for a different challenge w’, we can compute a different
pair (I, "), then we have

pP= GlHnyoer((l,r)—tA) _ Gl/HnyorlUw,<(<l’,1">—f)

that yields a non-trivial solution of the discrete logarithm relation problem. Thus, under
the discrete logarithm relation assumption, we can set [ and r obtained by the extractor
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is independent from the choice of the challenge w. Since P is publicly computable by
the equation in Step 7, we have

GlH/er(l,'r') _ A? . AgZ ) H/_yN+zQ+1.(xWL+WO) . Gy*No(zQJrl.WR)gc . Uw{

Using two challenges w, the above equation separates into
G'H'™ = A} 'Af; CHY T WL Wo) g Moz T WR)e (92)

vt =yt (93)

The equation Eq. (93), we obtain a desired result £ = (I,r). Applying a similar
argument with three challenges to Eq. (91), we can obtain another desired result
v={av,aw), V= F% and aw = z°"' . Wy, which can be re-written as

V =F* (94)
v=(ay,z% - Wy). (95)

Until now we have extracted only a witness ay using w challenges. Next, we use
x,vy, 2 challenges to extract the other witness ar, ar, and ap and to show all the
witness satisfy the remained desired constraints. The upper equation Eq. (92) consists
of a product of G, H', Ar and Ao. Using two challenges 1 and w2 such that (z;, xf)
are linearly independent, we can find ar,ar, ao,r, and ao,r that satisfy the following
equations.

A =G . HR
Ao = G*O:L . H*O.R

The discrete logarithm relation assumption guarantees the uniqueness of the above
representations, particularly regardless of the challenges. Combining the above equa-
tions with (92), we obtain the following equalities under the discrete logarithm relation
assumption.

l=ar z+aor z°+y Yoz Wy (96)
7':yNoaR~m+yNoaoyR-m2—yN+zQ+1-(mWL—i—Wo) (97)

In particular, the above equalities hold regardless of the challenges. From Eq. (93),
Eq. (95) and the equation in Step 6, we know that

, T ={=tiz+ Y,z) +v+(z ,e))x” +tax
1 s Q+1 2 3
=tz + (8(y,2) + (av, 27" W) + (297 e))a® + tsa®, (98)

where all coefficients in , 22, and z are chosen or defined before the selection of
the challenge z. Thus, for each (y,z) challenge pair, we consider three polynomials
I(X),r(X),t(X) of degree at most 4 whose evaluation at z is the value in Eq. (96),
Eq. (97), Eq. (98), respectively. In particular, we consider evaluations for 4 distinct x
challenges. Then, all coefficients are uniquely defined since we have 4 points of polyno-
mials of degree at most 4. (In fact, all the other values except x is predefined regardless
of z, and thus we know all coefficients already.)
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Computing the inner product between 1(X) and 7(X), the coefficient in X? is
(ar + y_N o (zQ'H . WR),yN oap+ 291t W)+ (ao,rL, —yN + 291, Wo)
=y Vo (29 - Wg), 2% W) + (ar,y" car) - (ao.L.y")
+{ar, 29 W)+ (y Vo (297 W), yN oar) + (a0, 2% Wo)
=6(y,2) + (ar,y" car) — (ao.r,y") + (29T Wirar + Wgrar + Woao.1).
Considering the above equation with the coefficient in X? of ¢(X), we have
(ao,L —ar o aR,yN> = (zQH, Werar + Wgrar + Woao,. — Wyay — ¢).

The above equality holds for any challenges y and z. Fixing a z (and so z9™), (ao.L —
aroar, yN) is a constant regardless of y”. Thus, considering n+1 different y challenges
(and so y for i € [n + 1]), we know that ao,. — ar, o ar is orthogonal to n linearly
independent vectors y; — y,,; for i € [n], so that we have

ao,LfaLoaR:O. (99)
Similarly, using @ + 1 different z challenges, we obtain the following equation.
WL-aL+WR‘aR+Wo~ao,L*WV‘avchO (100)

The three equations Eq. (94), Eq. (99), and Eq. (100) are exactly the constraints
in the relation Rac. Therefore, the extracted tuple (ar,ar,ao,r,av) is a witness of
the relation Rac. a
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Comp.BP 1(G, H, F, K, U,V,W1,Wr,Wo,Wv,ciar,ar,a0,av) |

Step 1: P computes

A; = G H" € G,, Ao = G*° € G,

and sends Ay, Ao to V.

Step 2: V chooses y, zglfl and returns it to P.
Step 3: Both P and V compute

yN = (17yay27"'7yN71) € ZZ]\r? ZQ+1 = (2’72:2,...72:@) € ZQ

75
8(y,2) == (y " o (29 Wg), 29 Wy,
H,:=HY ", Vie[N]and H = (H],... Hpy).
Additionally, P computes
I(X):=ar-X+ao-X>+y Vo= Wg)- X czZ)[X],
r(X)=y oar- X -y~ + 29T (WL - X + Wo) e 2V [X],

H(X) o= (UX),r(X)) = D ti- X' € Zy[X],
1€[3]
w:=Wr-ar+Wgr-ar+Wo-ao GZ(?,

to = (ar,aroy™) — (ao,y") + (297, w) + 8(y, 2) € Zq,
V= <zQ+1 -Wv,av> € Zq

and sends v and ¢; for ¢ € {1,3} to V.

Step 4: V chooses x(iZj; and returns it to P.
Step 5: P computes

l:=I(z) € Zév, r:=r(z) € Zflv, t:=(l,r) €Z,

and sends t to V.
Step 6: V checks the following equation.

t=tiz+ (0(y,2) +v+ (297, c)):p2 + taz®

If the equation holds, V chooses w<$¥ZZ and returns it to P.
Step 7: Both P and V compute

P=A%. Ag2 CH VAR @W LA Wo) | qu N ozt WR)e G,

Step 8: Both P and V run two protocols BPp(G,H',U", P - Uw‘i;l,r) and
w2 w w? zQ+1~W wev, Q+1
BPp(FY ,K, U, V¥ - K V.U ay,z -Wy)

Fig. 14. Comp.BP 4: A Generalization of Bulletproofs-AC For Compact Input
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D.7 Efficiency Analysis

We are interested in the efficiency of Protocol4.Row (Fig. 10). To do this, we present
complexities for AggMEC.Row (Fig. 12), AggMEC.Col (Fig. 13), and Protocol4.Col
(Fig. 11) in advance. Below, we denote group operations and elements in a group G by
G-operations and elements, respectively. We also note that because the number of field
operations (elements) in Z, is negligible compared to those in G, for all protocols, we
neglect them in complexity analysis.

First, we discuss the efficiency of AggMEC.Row. In Step 1, P performs O(nflog q)
Gq-operations. Both P and V perform O(nflog q) G4 operatlons in Step 3 and O(E log q)

Gg-operations in Step 5. An arithmetic circuit to compute 15" i OPk419Tk L P €
G2" for k € [€] consists of O(nflogp) Gp-operations. Because a single Gp-operation re-
quires 12 multiplication gates over Zq, the circuit consists of O(nflogp) multiplication
gates. In Step 5, P and V invoke Comp.BP 4 for N < O(nflogp) and M < O(nt),
which requires O(nflogplogq) Gg-operations for each P and V. In addition, P and
V invoke BPjp twice for N < O(nf), which requires O(nflogq) Gg-operations for
each P and V. Thus, the total computation complexity of both P and V equals to
O(nllogplog q) Gg-operations. The communication complexity is dominated by that
of Comp.BP 4, i.e., O(logn + log ¢ 4 loglog p) G4-elements.

The efficiency of AggMEC.Col can be analyzed similarly with AggMEC.Row. An
arithmetic circuit to compute (py 51 || Py 1) 0 (Popry | pS’k_H)lel —p;, € G2 for
k € [€] consists of O(2° log p) multiplication gates over Zq. Step 5 executes Comp.BP 4
for N < O(2%logp) and M <+ O(2%) and BPjp for N < O(2°) twice. The total
computation complexity of both P and V becomes 0(24 log plog q) Gg-operations. The
communication complexity equals to O(¢ + loglogp) G4-elements.

‘We proceed to Protocol4.Col. First, we analyze the reduction part. For each n > 1, P
performs O(nlogp) Gp-operations in Step 1 and O(nlog p) Gp-operations, O(nlog q)
Gg-operations in Step 4. Because n is cut in half at each iteration, P still performs
O(nlogp) Gp-operations and O(nlogq) Gg-operations across all iterations. The com-
munication complexity is dominated by O(logn) Gg-elements from Step 4. When
n = 1, computation and communication complexities are dominated by the execution
of AggMEC.Col with ¢ < logn. Thus, the total computation complexity of P consists
of O(nlogp) Gp-operations and O(nlogplogq) Gg-operations. The total computation
complexity of V is O(nlogplogq) Gg-operations. The communication complexity is
O(logn + loglog p) G4-elements.

Finally, we analyze the efficiency of Protocol4.Row. In the reduction part (m > 1),
the computation cost for P is dominated by O(mnlogp) Gp-operations (Step 1 and
Step 2) and O(nlogmlogq) Gg-operations (Step 2 and Step 4). The computa-
tion cost for V is O(mlogp) G,p-operations from Step 5. P and V communicate with
O(logm) Gg-elements from Step 4. When m = 1, the complexities are determined
by AggMEC.Row with ¢ < logm and Protocol4.Col. Therefore, the total computa-
tion complexity of P consists of O(mnlogp) Gp-operations and O(nlogmlogplogq)
Ggq-operations. The total computation complexity of V consists of O(mlogp) G,-
operations and O(n log mlogplogq) G4-operations. The total communication complex-
ity is O(logn + log m + loglog p) G4-elements.
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E Extensions

E.1 Transparent Polynomial Commitment Scheme

Definition 12 (Commitment Scheme). A commitment scheme for a message space
M is a pair of algorithms (Setup, Com) such that

— Setup(1>‘) — ck: takes a security parameter A and outputs a commitment key ck.
— Com(ck, M) — c: takes a commitment key and a message M € M and outputs a
commitment c.

We say that a commitment scheme C = (Setup, Com) for a message space M is binding
if for all polynomial time adversaries A the following probability is negligible in A

p Mo, M1 € M A My # M, Setup(1*) — ck;
A Com(ck, Mo) = Com(ck, M) | A(ck) — (Mo, M1)

We say that a commitment scheme C = (Setup, Com) for a message space M is hiding
if for all polynomial time adversaries A the following probability is negligible in A

Pr|:b:/b\

Setup(1*) — ck; A(ck) — (Mo, My, st); 1
{0,1} LS b; Com(ck, My) — c; A(ck, st) — b 2

Definition 13 (Extractable Polynomial Commitment Scheme). A polynomial
commitment scheme consists of a 5-tuple of algorithms (Setup, Com, Eval.Setup, Eval.Prove,
Eval.Verify) such that

— Setup(F,d) — ck: takes a polynomial-coefficient field and a maximum degree as
nput and outputs a commitment key ck.

— Com(ck, f(X)) — c: takes a commitment key ck and a polynomial f(X) € F[X] of
mazimum degree d as input and outputs a commitment c.

— (Eval.Setup, Eval.Prove, Eval.Verify): is a (CRS generator, prover, verifier)-tuple of
an interactive argument of knowledge with respect to the relation

{(ck,c,z,z f(X) € F) : Com(ck, f(X)) = ¢ A deg(f(X)) <d A f(z) ==z},
where Setup(F, d) — ck.

We say that a polynomial commitment PC = (Setup, Com, Eval.Setup, Eval.Prove, Eval.Verify)
is extractable if (Setup,Com) is a binding commitment scheme and if (Eval.Setup,
Eval.Prove, Eval.Verify) has witness-extended emulation.

The inner-product argument with the Pedersen commitment scheme such as BP-
IP can be naturally considered a transparent polynomial commitment scheme and
is already used in many prior works (e.g., [53,19,22]). For example, a polynomial
f(X) = 2icm a; X' € Z,[X] can be represented by a vector a = (a1,...,an) of
its coefficients. Then, the prover can commit to a using Pedersen commitment (that
is, g%, where g is the commitment key.) and prove an evaluation at any point z by
proving an inner-product relation between a and the vector (1, z, 2., mN_l).

In Table 2, we present a comparison for asymptotic complexities of polynomial
commitment schemes.
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Scheme GRS size Commit Opening P’s computation V’s Assump.
size proof size Commit‘ Open computation
Groth [36] |O(¥/N)G.|O(YN)G,| O(YN)G1 |O(N)r1| O( ¥/N)m O(¥Y Ny DPair
BP [20] | O(N)G1 | O(1)G: | O(log N)G O(N)1, DL
Hyrax [53] O(VN)Gy O(log N)G; |O(N)1, O(VN)m DL
BFS [21] | O(N)Gy | O(1)Gy | O(log N)Gy | O(N)u | O(Nlogy N)u | O(logy N)u Uo
Virgo [57] | O(1) O(LH |O((log N)*)H O(N logy N)h O((logy N)*)h | CR hash
BMMV [22]|O(VN)Gz2| O(1)G; | O(log N)G; |O(N)mi| OKN)™ O(V'N)12 DPair
Protocol2 | O(N)G1 | O(1)G: |O(vIog N)G¢|O(N)r |O(N2V*°eNyr | O(N)ry  |DL&DPair
Protocol3 |O(VN)Gz2| O(1)G¢ | O(log N)G¢ |O(N)r1|  O(N)7™ O(VN)7, DL
Protocold |O(VN)G4| O(1)Gg | O(log N)Gy |O(N)7,| O(N)1, |O(VNlogN)ry| DL

(G1, G2, Gy): bilinear groups, (Gp, G4): elliptic curve groups of order p and ¢, Gy: group of unknown

order, H: hash function,

T;: group operations in G;, u: group operation in Gy, p: pairing operation, h: hash operation,

N: degree of polynomial, DL: discrete logarithm assumption, DPair: double pairing assumption,
UO: strong RSA assumption and adaptive root assumption in unknown order groups, CR hash:

collision-resistant hashes
Table 2. Transparent polynomial commitment schemes

E.2 Zero-Knowledge Argument for Arithmetic Circuits

Definition 14 (Perfect Special Honest Verifier Zero-Knowledge). A public
coin argument (KC, P, V) is perfect special honest verifier zero-knowledge (SHVZK) for
R if there exists probabilistic polynomial time simulator S such that for all pairs of

interactive adversaries A = (A1, A2),

r {Aé?(;r;):;?z o IC(lA); (z,w, p)  Ai(o);tr (P(a,w,w),V(U,x;p))]
=Pr /\(’i?(;:l)zelR o — K(1M); (z,w, p) « Ai(0);tr « S(z,p) |,

where p is the public coin randomness used by V.

In the above definition, the adversary A; chooses a tuple of the statement, witness, and
the source of randomness used by V, but As cannot distinguish between the honestly
generated transcript by P and the simulated transcript by S.

Bootle et al. [15] presents a conversion from an arbitrary arithmetic circuit with N
multiplication fan-in two gates into a certain relation containing a Hadamard product
with linear constraints. Biinz et al. [20] slightly generalizes the relation to include
committed values as inputs to the arithmetic circuit, so that the converted relation
contains the committed values as well. The formal description of these relations in [15,

20] is given as follows.
g7h GGN7V€GMagthG7WL7WR7WO eZz?XN’WV EZEXM’
ceZy; ar,ar,a0 € L) v,y € Z' (101)
:Vy=g"hVje[l,m] A aroar=ao
AWral +Wgrak +Woab =Wyo +¢'
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where Wy € ZSXM is of rank M.
BP-AC is a zero-knowledge argument for Eq. (101), and in particular, Biinz et
al. [20] proved the following theorem.

Theorem 18 (Theorem 5 in [20]). There exists an efficient arithmetic circuit pro-
tocol for the relation in Eq. (101) using the argument for the inner-product relation in
Eq. (1). In particular, the arithmetic circuit protocol has perfect completeness, SHVZK
and computational witness-extended emulation if the discrete logarithm relation as-
sumption holds and the underlying inner-product argument has perfect completeness
and computational witness-extended emulation.

We provide BP-AC in Fig. 7 for the self-containedness. In the reduction phase of BP-
AC, the prover sends only 8 group elements and 3 field elements to the verifier for
constant rounds, so that the overall communication overhead is asymptotically the
same as that of the underlying inner-product argument.

Our sublogarithmic proof system Protocol2 can be combined with BP-AC by re-
placing BP-IP. In fact, the language in Eq. (2) differs from the relation (1) on the CRS
only and the relation is equivalent. Therefore, we can still employ Theorem 18 taking
Protocol2 as the underlying inner-product argument. Similarly, we can employ Theo-
rem 18 with taking Protocol3 and Protocol4 as the underlying inner-product argument.
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