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Abstract

This paper mainly studies an open problem in modern cryptography, namely the Ring-SIS re-
duction problem. In order to prove the hardness of the Ring-SIS problem, this paper introduces the
concepts of the one-dimensional SIS problem, the Ring-SIS|;—¢ problem, and the variant knapsack
problem. The equivalence relations between the three are first established, on which the connection
between the Ring-SIS|,—o problem and the Ring-SIS problem is built. This proves that the hardness
of the Ring-SIS problem is no less than that of the variant knapsack problem and no more than that
of the SIS problem. Additionally, we reduce the Ring-LWE problem to the Ring-SIS problem, which
guarantees the security of encryption schemes based on Ring-LWE to a certain degree. Lastly, this
article proves that the difficulty of the Ring-SIS problem and the Ring-LWE problem is moderate
with respect to the spatial dimension or polynomial degree.

Keywords: Ring-SIS problem, shortest trapdoor in ideal lattices, Ring-LWE problem, knapsack
problem, SIVP.

1 Introduction

The main research problem of this article is to reduce the Ring-SIS problem [LPR10] to the SIS
problem, and the Ring-SIS problem refers to fi, ..., fm, € R4, where R, is a polynomial ring with

modulus ¢, find m polynomials g1, ..., whose coefficients are not all 0, g,, € Ry +1}, such that
flgl +"'+fmgm = OmOdqR'

Currently, lattice cryptography is an important research field in post-quantum cryptography. In 2005,
Regev completed the reduction work of the learning with error problem (LWE), reducing it to a difficult
problem in the classic lattice, that is, the closet vector problem and the shortest vector problem [Reg05].
Regev’s work ensured the theoretical foundation of lattice cryptography. In 1996, Ajtai gave a new
lattice difficulty problem, namely the shortest integer problem (SIS, [Ajt96]). Subsequently, Micciancio
and Peikert gave a more concise conclusion and combined it with the LWE problem to serve as a one-way
trapdoor function for the encryption scheme based on the LWE problem [MP13]. Moreover, the SIS
problem itself provides the security guarantee of the trapdoor function. This achievement makes the
world of lattice cryptography more dynamic.

With in-depth research on encryption schemes based on the LWE problem, everyone found that

the computational overhead of this type of scheme is not very ideal. Therefore, it is hoped that there
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will be a new difficult problem that can inherit the difficulty of LWE and at the same time ensure the
operating efficiency of the solution. In 2010, Lyubashevsky, Peikert, and Regev proposed a learning with
error problem on polynomial rings, namely the Ring-LWE problem [LPR10], establishing an isomorphic
relationship with the ideal lattice. And reduce it to the bounded coding problem on the ideal lattice
(Ideal-BDD). The Ring-LWE problem is similar in form to the LWE problem, and its calculation time is
much less than that of the LWE problem.

However, the Ideal-BDD problem itself is also a variant of the BDD problem, and the reduction
work has not yet been completed. Therefore, simply reducing the Ring-LWE problem to the Ideal-BDD
problem may not necessarily explain the difficulty. In addition, similar to the encryption scheme based
on LWE, the encryption scheme based on Ring-LWE also requires the Ring-SIS problem as a trapdoor
function, and Lyubashevsky, Peikert, and Regev mentioned “Indeed, the perspectives and techniques that
have so far been employed for the Ring-SIS problem appear insufficient for adapting the more involved
hardness proofs for LWE to the ring setting” in the article [LPR10]. Steven Yue mentioned on the Zhihu
website that the Ring-SIS problem is still an open problem [MP13]. Therefore, the reduction of the
Ring-SIS problem is an urgent problem that needs to be solved in current lattice cryptography.

1.1 Owur work

The main work of this paper is to reduce the Ring-SIS problem to the SIS problem. Similar to the
article by Micciancio and Peikert [MP13], we also divide the article into three parts, namely Ring-SIS to
Ring-SIS Reduction, Direct Reduction and Ring-SIS to Ring-LWE Reduction.

1.1.1 Ring-SIS to Ring-SIS Reduction

Let Ring-SIS(m,n,q, 8) be a problem, where m, n are positive integers, ¢ is a prime number, and (3

is a positive number. This part is divided into two steps, namely

1. When there is an oracle that can solve Ring-SIS(m,n,q, ) in polynomial time, there is also an
efficient algorithm that can solve Ring text—SIS(m’ = tm,n,q, ), and the number of times the

algorithm queries the oracle is ¢ times;

2. When there is an oracle that can solve Ring-SIS(m,n,q, ) in polynomial time, there is also an
efficient algorithm that can solve Ring text—SIS(m,n’ = tn,q,3), and the number of times this

algorithm queries the oracle at least ¢ times.

For first step, we can divide it according to the number of polynomials in Ring-SIS(m’ = tm, n, q, 5).
More specifically, fi, ..., fm € Ry is divided into ¢ parts, each part is exactly Ring-SIS(m,n,q, 8), at
this time, use the Ring-SIS(m,n,q, 8) oracle to solve its sutras. The solution for each part together, it
is the solution of Ring-SIS(m’ = tm,n,q,3). At this time, we need to ask ¢ times Ring -SIS(m, n, q, )
oracle.

For second step, according to the properties of polynomials, that is, when f(z)g(x) = (ap + a1z +
12" Y (bg + b1+ bp—12™ ) mod (2™ + 1) = 0, then there is fi ()i x(2) = (aox”® + a1zF Tt +
ey PO (o bkt b, 2D mod (2 4 1) = 0, where k € [0,1).

According to this property, we have obtained a very important theorem, that is, when F7(x) :=
(FO (@), FO (@), , F (@), G() i= (9D (@), g@ (@), -+ , g™ (), if there is

m

F'(2)G(z) =Y fD(2)g" (2) mod (z" + 1) = 0,

then there is

! () mod (z™ +1) =0
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for Fl(z) = (i @), f5 @) £ @), Gl) = (9 @). g0 @), g% (). Among them,
k € [0,t). This conclusion is very important. According to this conclusion, we can extract an n or-
der polynomial in Ring-SIS(m,n’ = tn,q, ), thus forming a Ring-SIS(m,n,q, ) problem. We can
get the solution to a part of the Ring-SIS(m,n’ = tn,q, 3) problem that is divided into parts of the
Ring-SIS(m,n, ¢, ) problem by asking the Ring-SIS(m,n, ¢, 8) oracle m times.

According to the above properties, it can be seen that after the first query m times Ring-SIS(m, n, ¢, )
oracle gets the solution, it will be compared with Ring-SIS(m,n’ = tn,q,3) problem, the n’ terms
of the n” — 1 degree polynomial of the original problem are reduced by n terms, because we asked
Ring-SIS(m,n, q, 5) once, so after action, it is still Ring-SIS(m,n’ = tn, ¢, B) problem, except that each
polynomial is missing n terms.

Repeat this method there are only n terms left in each polynomial of the Ring-SIS(m,n’ = tn, q, 5)
problem, and we can directly use Ring-SIS(m, n, g, 3) is solved by the oracle. Combining these solutions is
the final solution to the Ring-SIS(m,n’ = tn, g, 8) problem. Then a total of (tn—n)/n+1 = (t—1)+1 =1
times are asked Ring-SIS(m,n, ¢, 8) oracle.

1.1.2 Direct Reduction

We reduce the Ring-SIS problem to the SIS problem by establishing an isomorphic relationship
between the two, thus proving the difficulty of the Ring-SIS problem. However, we cannot directly
reduce the Ring-SIS problem to the SIS problem, so we thought of a way. We consider the variants of the
SIS problem and the Ring-SIS problem, that is, the one-dimensional SIS problem and the Ring-SIS|,—q
problem. The so-called one-dimensional SIS problem refers to ol = (ay,az,...,an) € Mpmnx1(Zy) ,
al € Myux1(Zy), find 2z = (21,22, ..., 2n) € Mixmn(Zyq), 2i € Mixn(Zy), ||| < B, such that

m
o= Zziai = (21,22, -, 2m)(Q1, 009, ... ,am)T =0.
i
Where M., (Z,) represents a matrix of order m x n and the coefficients are elements in Z,[Qiul0].
The corresponding Ring-SIS|,=¢ problem refers to fi, ..., fn, € Ry, where R, is a polynomial ring with

modulus ¢, find a set of polynomials g1, ..., gm € Ryo,+1} whose coefficients are not all 0, such that
fig1 + -+ frmmlz=0 = 0 mod ¢R.

The purpose of this is to establish an isomorphic relationship between the Ring-SIS|,.—¢ problem and the
one-dimensional SIS problem(one-dimensional SIS problem).

When the isomorphism relationship is established, we follow the conclusion of Lemma 9, that is, if
space A and space B are isomorphic, then if for A4 in space A is an abstract hard problem if and only
if B in the corresponding space B is also a hard problem. When the isomorphic relationship between
the Ring-SIS|,—o problem and the one-dimensional SIS problem is established, we assume that there
are collision-resolving oracles for the two, and obtain the collision-resolving oracle of the Ring-SIS|,—q
problem that needs to be asked to solve the Ring-SIS problem. The number of times the oracle needs to
be asked and the number of times the one-dimensional SIS question that needs to be asked to crack the
SIS problem collides with the oracle. In the end, the number of times the two are obtained is “roughly
the same” in terms of probability, so this illustrates the connection between the Ring-SIS problem and
the SIS problem.

Although the demonstration of this proof in this article may not be sufficient, one thing we are sure
of is that the one-dimensional SIS problem is difficult, and the difficulty of the Ring-SIS problem is not
lower than that of the one-dimensional SIS problem, but not higher than that of the SIS problem.



1.1.3 Ring-SIS to Ring-LWE Reduction

Let n > 1, and p = p(n) < poly(n) be prime numbers, now consider a set of ‘equations of with error’

(s,a1) =y bi(modq),

(s, a2) =y ba(modg),

(s,an) ~ bp(modg).

Among them, s € M,,x1(Zy), a; is in My, x1(Z,) independently selected uniformly, b; € Z,. There is a
perturbation e; €r x C Z4 in the above equation such that for each ¢, there are b; = (s, a;) + e;. We put

these n ‘equations of with error’ together and get

b1 a{ €1
b2 a2T €9

b=As+e, hereb= | VA= e= 1 . (1)
by, az en

The learning with error problem LWE, , refers to finding s from (1). This problem occupies a very
important position in the hardness assumptions of lattice cryptography, so that various variants based
on the LWE problem have been proposed accordingly. For example, the learning with rounding problem
[BPR12], the Evasive learning with error problem [Wee22], and the learning parity with noise problem
[MP13] etc.

In 2005, Regev gave a proof of the difficulty of the LWE problem. So for the connection between the
LWE problem and the SIS problem [Yuea, Yueb], we have that when there is an oracle that can solve
the LWE problem within a time polynomial, there is also an effective algorithm that can solve the SIS
problem. This is because for the LWE problem b = As + e, where A € M,,xn(Zy), s € Mux1({0,£1}),
and e; € x. So we can use the collision-resolving oracle of the LWE problem to query b — e = As twice,
and get As; =b—e = Asa(s1,s2 € {0,1}), so we have Au = A(s1 — s2) = 0(u € {0, £1}), at this time u
is the solution to the SIS problem.

Then the same relationship exists between Ring-SIS and Ring-LWE. The difference is that the Ring-
LWE problem is only “one-dimensional”, that is, finding the polynomial s from b = as+-e, where a, s € R,
and = < x. The Ring-SIS problem is to solve m polynomials. In fact, the encryption scheme based on
the Ring-LWE problem also requires multiple b = as + e to set the public key and private key, so the
relationship between m Ring-LWE problems and Ring-SIS is the same as the LWE problem and SIS The

relationship between the problems is consistent.

2 Preliminaries

Lattice. Each element of a lattice in R™ can be expressed linearly by n linearly independent vector
integer coeflicients. This set of linearly independent vectors is called a lattice basis, and we know that the
lattice basis is not unique. Given a set of lattice bases (vy,...,v,) in the lattice £, then the fundamental

parallelelepiped is
P(vla s 77}71) = {Z kivi
i=1

If the lattice base (v1,...,v,) is determined, we can use the symbol P(L) to replace P(v1,...,v,).

k; € [071)}

Vo € R™, we can project it onto P(L). According to the properties of projection [CZY22], there is a
unique y € P(L) makes y —x € L. We use the symbol det(L) to represent the volume of the fundamental
parallelelepiped of the lattice £. In other words, the symbol det(L) represents the determinant of a



matrix composed of a set of lattice bases (v1,...,v,). For a given n dimensional lattice, the det(L) size
of any set of lattice bases of the lattice is constant. We simply prove this theorem.

Given n lattice £, (vi,...,v,) and (uq,...,u,) are two arbitrary groups of lattice L respectively
lattice bases. Therefore we have v; = 37_ ) mjju; and w; = 377, mi;v;,4 € {1,...,n}, therefore there
are two integer matrices M and M’ such that

U1 Ul Uy U1
=M and =M’
Un Un U, Up,
Tt is easy to prove that M and M’ are inverse to each other, and M and M’ are both integer matrices,
so there are det(M) det(M’) = 1 and det(M) = det(M’) = %1, so det(vy,...,v,) = £det(ug, ..., uy).
Isomorphic mapping of polynomial Z[z]/<2™ + 1> to ideal lattice Z.

Definition 1. An ideal lattice is a subset of rings or domains that satisfies the following two properties:

1. Additive closure: If any two elements in the ideal are added, the result is still in the ideal. In other

words, for any elements a and b in the ideal, a + b also belongs to that ideal.

2. Multiplicative absorptivity: If an element in the ideal is multiplied by any element in the ring (or
field), the result is still in the ideal. In other words, for any element a in the ideal and any element

r in the ring (or field), ar and ra belong to that ideal.

For a commutative ring, we can further require that the ideal be closed for both addition and multiplication.

Such an ideal is called a true ideal.

Definition 2. Referring to the definition of ideal, the ideal lattice T is a subset of the lattice L that

satisfies the following two properties:

1. Additive closure: If any two elements in an ideal lattice are added, the result is still in the ideal
lattice. In other words, for any elements a and b in an ideal lattice, a + b also belongs to that ideal

lattice.

2. Multiplicative absorptivity: If an element in an ideal lattice is multiplied by an element in any other
ideal lattice, the result remains in the ideal lattice. In other words, for any element a in the ideal

and any element r in another ideal lattice, both ar and ra belong to that ideal lattice.
Corollary 1. The ideal lattice T is a true idea of the lattice L.
For f(z) = ag +air + -+ + a,_ 12" ! is mapped to
Rot(f) = apl + a1 X + -+ ap1 X"t €R.

Among them, R is the mapping of all Z[z]/<z™ 4+ 1> to the elements in the ideal lattice Z collection,

and
0 0 O 0 -1
1 0 0 0 0
01 0 0 O
X=10 01 0 0
0 0 O 1 0
So there is
ao —Qp—1 -+ —a1
ay ap - —ap
Rot(f) = . . _ . ;
Ap—1 Ap—2 e Qo



it is easy to prove that this mapping relationship is isomorphic.

SIS problem [Ajt96, dZ]. Given the integers n, m, ¢ and the positive number 5. The shortest
integer solution problem is to randomly select vector o; € M, x1(Zy), m € {1,...,m}. The matrix
A € Myxm(Zy), find the non-zero integer coefficient vector z € My, x1(Zy), |||l < B, such that

fA(Z) = Az = Zaizi =0¢ ZZ

Given the lattice £, the representation of the SIS problem on the lattice is
LYA)={z€Z™: Az=0€Z}}.
A variant of the SIS problem
Ly(A)={2€Z™:Az=u€el}} =c+L(A).
Among them, ¢ is the solution of any non-homogeneous SIS, that is, Ac = u. The variant of the SIS
problem are usually used to construct the one-way trapdoor function of encryption schemes.
Ring-SIS problem [Yuec, LPR10]. Given fi, ..., fi, € Ry, where R, is a polynomial ring with
modulus ¢, find m polynomials g1, ..., whose coefficients are not all 0, g,, € Ryo 41y, such that
f191 +-+ fmgm = 0 mod (IR
In Z[z]/<x™ — 1>, the Ring-SIS problem is not difficult. The reason is that ™ — 1 is reducible, that is
" —1=1-2)Q4+z+2>+---+a2" ).
We let g(z) :==14+z+ 22+ + 2" € Z[z]/<a™ — 1>, so there is
(I-x)g(x)=2"—-1=0. (2)
On the other hand, for the Ring-SIS problem F(x) = (fi(x), f2(x), ..., fm(z)). That is, find G(x) =
(gl (I)v 92($), s 7gm(z))a such that
F@)G(x) = figs = 0.
i=1

We let G(z) = (§(),0,...,0), if for the solution of F(z) is G(z), only f1(z)g(z) = 0 mod ¢R.

So what kind of g(x) can satisfy this condition?

In fact, we assume that fi(x) is a multiple of the polynomial x — 1, that is, f1(z) = f'(z)(x — 1)

then there is
fi@)g(x) = f'(z)(x — 1)§(x) = 0 mod ¢R.
In other words, as long as fi1(z) = f/(x)(z — 1) is satisfied, it is the solution of F(z). So what is the
probability of this happening? We have the following lemma.
Lemma 1. If f(z) = ag + a1z + -+ + ap—12"" 1 is a multiple of (x — 1), then Z?;OI a; = 0.
Proof. We use mathematical induction. When n = 1, if f(z) = f'(z)(z — 1), then f'(z) = X € Z,;. At

this time, there is
flx)=X= Xz =ap + a1z,

so there is ag + a; = 0. Assume that it is true when n = k. When n = k + 1, we assume that
f(z) = by +bix+ -+ bpz* and
f@) = fl(x)(x—1) = (bo + bz + - + bpa®)(z — 1)
(bo+brxz+ -+ b1z 1) (z — 1)+ bz (z — 1)
ag+arx+ -+ ape® + btz —1).
(a) (b)




Because it is true when k& = n, then the sum of the coefficients of the (a) equation is 0, and it is easy to

prove that the sum of the coefficients of the (b) equation is also 0. Therefore, the proposition is true. [

Lemma 2 ([Yuec]). If f(z) = ag + a1z + -+~ + an_12"" " € Z,[z], then the probability of > a; = 0

occurring is 1/q.

Since the first n — 1 coeflicients are all random numbers in the integer ring Z,, so Z?:_[? a; is also in
the integer ring Z, random number. Randomly select a,,_1, then the probability of satisfying Z?;ol a; =0
is 1/g. The cracking probability of 1/q is very large for password security, so the Ring-SIS problem of
polynomial Z[z]/<a™ — 1> is not difficult for the security of the password scheme.

Lemma 3. If f(z)g(x) = (ap+arz+- - an_12" 1) (bo+brz+---b,_12" 1) mod (2" +1) = 0, then there is
ft,k(fﬂ)gt,k(x) — (aoxk+a11‘k+t+‘ cay, k+(n 1)t)(b0xk—|—b1:vk+t+~ . bnilmkﬂr(nfl)t) mod (:E"t—l—l) =0,
where k € [0,t).

Proof. According to the conditions, because f(x)g(z) = (ap+a1z+- - an_12" 1) (bo+brz+- - by 12" 1) mod
(z™+1) =0, so there is

abo + (—1) Y72} ajbn,j)
n—1

+ (Sl aiab i+ (1) X0 ajbuiaj) @
+ (X0 aimibs—i + (1) Z?:_gl ajbpio—j) x*  mod (z" +1)=0.

+ (i ai-1ba—s) -1
So we get
apbo + (—1) Z?:_ll a]‘bn_j> 22* mod (2™ + 1)
+ (Elaibi+ (1) Z;L;; ajbpii—j) x**Ttmod (" +1)
+ Z?:l a;—1bz—; + (—1) Z;Z; ajbnia—j 22842t mod (2™ + 1) =0.
- (S o ot 11

O

Coronary 2. Let FT(I) = (f(l)(x)af(Z)(x)a 7f(m)(z))} G(I) = (g(l)(l’)7g(2)(1j)’ 7g(m)(l,))7 Zf
there is

z) =Y fD()g"(z) mod (z" +1) = 0.
Then for Ffy (z) = (f13 (@), £ (@), 10 @), G(2) = (90 (@), g3 (@), -, 9{} (@), there are
)G i( Z (l) ) mod (z" + 1) = 0.

Among them, k € [0,1).
Proof. Let the Ilth component (polynomial) of F7(z) be

f(l)(:c) = aél) + agl)x +...qY -1

nlx



So we get

n

FT(@)G(x) =) fP(2)gV(x)

l

S (a6 + (—1) 20 al

Gj=1 n J
m 2 (1 1 (1))
+ l Z’L 14 )lb (_ ) Z”L ; )bngrl —J €
m H 1, n
+ O (X E )1b( Lot (-1) P 5 )bfwlz—g 2> mod (z" +1) = 0.
m n l l n—
+ 2 (Zz 1 1()16() ) it

And we have

ng(x)Gt,k(x) = Z ft(llz(g;)gt(f])c(x) mod (xnt +1)
l

3

;Tl a(()l)b(l) + (=1 Zjb 11 (l)b(l) ) 22 mod (:L’m +1)

m 2 (1) n 1, "
+ (S el + () b)) @ mod (@ 4 1)
+ n Zf’ 1 Zl)lb D +(-1) Z;L 31 l)bfllﬁ i 22842t mod (2™ + 1) =0.
+ Z;‘n (Z:L ) Zl)lb ) ) 22—t 164 (xnt + 1)

O

Lemma 4. When f(x)g(z) mod (z™ 4+ 1) = 0, f(z)g(x)xz mod (z™ + 1) = 0. More generally , if
ST F(@)g(e) mod (2" 4+ 1) = 0, S, f(@)g(@)z mod (" +1) = 0.
Proof. When f(z)g(x) mod (z™ + 1) = 0, we have
aobo + (~1) X2} ajbns )
+ (S diabei + (1) X5, agbpar—y) @
+ Zle aj—1bz—; + (—1) 27;31 ajbnio—j) x*  mod (2" +1)=0.

+ (Z:’L:l ai_lbn_i) ik

Therefore, there is

0= a0b0+ Za]n 7

2
Zaz 1b2 z+ Zaj n+1—j

= <i ai_lbn_1‘> .
i=1

agbo + (1) Y72} ajbnfj)
+ (S aiaba i+ (1) XI5 ajbpaj) @
+ Z?:l ai_lbg_i + (*1) Z;L:_; ajbn+2_j 582 x mod (Z'n + 1) =0.

So, we know that

+ (X aim1ba—) gt



According to the Corollary 2, if 1" | f(z)g(x) mod (z" + 1) = 0, then }_." | f(z)g(z)z mod (z" +
1) =0. 0

Corollary 3. When f(x)g(x) mod (z" + 1) = 0, f(z)g(x)z* mod (2™ + 1) = 0. More generally, if
S f(@)g(z) mod (2" 4+ 1) =0, Y0, f(2)g(z)z” mod (2™ +1) =0, k € Z.

3 Hardness of Ring-SIS with Small Modulus

Lemma 5. For any integer m, g, even number n and X C M,y,x1(Ry), such that Vx,z’' € X, there
are ged(x — 2',q) = 1 and ||x — 2’| < B. Then if there is a collision-resolving query oracle W for
Ring-SIS(m,n*, q, X), then there is also a solution Ring-SIS(m,n*+1 ¢**1 B*+1) algorithm, and ask the

number of oracle W at least n.
Proof. According to the definition of the Ring-SIS(m,n**! ¢**1 g**1) problem, we can think that we
find solution
G(x) = (g" (), (), , g™ (@), g'(x) € Zylz]/<a™ " +1>i € {1,...,m}.
Make FT(z)G(x) = 0, where
F(z) = (f (), (@) f7(@), (@) € Zyle)/<a™ + 1> i € {L,....m).
We use the method of Definition 7 in the Appendix to Ring-SIS(m,n**1 ¢*+1 gE+1) extracts the
first Ring-SIS(m,n*, ¢, X), that is

(EOT (z) := (f3O (), f2O (@), , O (@), fOO(2) € Zy[2]/<a™ +1>,i € {1,...,m}.

Here,
FO0@) = ol +a{Vx + a3 2
And use the collision-resolving query oracle W of Ring-SIS(m,n*, ¢, X) to Q(O)(m) is used to find m
solutions, and
GO): = (g(l,O)(x)’g(zO) (z),--- 7g(m,0)(x)),
900 (z) € Zyla)/<a"" +1>,i € {1,...,n}
is obtained. Where,
g(i’o)(x) = b(()l’o) + b§“°)x +--- b,(rf,;o_)la:"k_l.
We will turn it into
900 (@) = b5 4 b0z 4o 4y et
Construct
GO (z) == (g1 (2), gV (x), -, g (@), g0 () € Zyla)/<a™ +1>,i € {1,...,n}.
According to the Corollary 2, we have (F© (2))7G® (z) = 0. We let
F(a) = (fO@), fP (@), S @), fO (@) € Zgla] /<™ +1>,i € {1,...,m}.
Among them,
f(i)(a:) = fo(i) + et .7:75221,}} =qaoz® + a1z 4. 4 ank,lmA’L("k_l)", Ae{l,...,n}.
So we set F(z) = F(O(z), and calculate

FO(@) = (FO@@)T6¢ " (2),0,...,0),

m—1

(FO@) G () € Zyfa)/<a™ " +1>i € {1,...,m}.



Input F(x)

Extract F(9(z) from F(x)
[
Ask the oracle W and obtain G (z) =
[
Compute FM(z) and extract £ ()
[

Ask the oracle W and obtain G (z) = (¢©"V(x),0,--- ,0)
= ——

m—1

(g(lvo) (x),g(270) (.’L‘), e 72(7”70) (SU))

[

Does g(t'Y ()99 (z) satisty the condition?

Abandon GV

|

/ Output the solution of F(x) /

End

Figure 1: Solution Ring-SIS(m,n**1, ¢**+1 g*F+1) algorithm

This is still a Ring-SIS(m, n**1, ¢**1 gE+1) problem. But what is different from F(z) is that since
(ED@)TGO(z) =0, so the polynomials in () (z) all have less n* terms.

Continue to follow the above method until finally each polynomial of F("~1)(z) has only n* terms
left, so it can be solved by using the oracle again and determine if the product with the previous solution
belongs to Ryo 41}. According to this method to solve the Ring-SIS(m,n*+1, ¢*+1, g¥+1) problem, then

we ask the oracle at least
nktl _ gk
_— 1 = n(times)
o + n .

Remark 1. According to the above process, it can be summarized as

G(.Z') = (917 s agm)

Here,

3.1 Ring-SIS to Ring-SIS Reduction

Lemma 6. For any integer n,m,q and X C My,x1(Rq), such that Yz, 2" € X, there are ged(z—12',q) =1
and ||z — 2'|| < B. Then for the integer ¢, we have a direct reduction from the collision-resolving query
algorithm of Ring-SIS(m,n®, ¢%, B°) to the collision-resolving query algorithm of Ring-SIS(m,n,q, X).

This algorithm reduces in polynomial time of its input size and makes (n°~1 — 1) + 1 calls to its oracle.

10



Proof. See the appendix for detailed proof. O

Lemma 7. For any integer m,q, even number n and X C My,x1(Ry), such that Vz,z' € X, there
are ged(z — 2',q) = 1 and ||z — 2’| < B. Then for the integer ¢, we have a direct reduction from the
collision-resolving query algorithm of Ring-SIS(m®, n,q, B) to the collision-resolving query algorithm of
Ring-SIS(m,n, q, X). This algorithm reduces in polynomial time of its input size and makes m<=1 calls

to its oracle at least.

Proof. Suppose F(z) = (fi(x), f2(x),. .., fme(x)), which is divided into m¢~! parts, that is

Fl(‘T) = (fl(x)7f2(m)?"'afm($))7
Fy(z) = (fm+1(58),fm+2($),---,fzm(I)),

Frpe-1(z) = (fmc—m—&-l(x)a Jme—m+2(2), -, fne (1'))

So F;(z) is Ring-SIS(m,n, q, X) question, i € {1,2,...,m¢ 1}. So we only need to ask m®~! times
Ring-SIS(m, n, ¢, X) collision-resolving oracle to solve Ring-SIS(m¢, n,q, 8) question. O

Remark 2. When n and m are close, the conclusions of Lemma 6 and Lemma 7 are “roughly the
same” from the perspective of the collision-resolving oracle querying Ring-SIS(m,n,q, X). But in fact,
the computational complexity of Lemma 6 is much greater than that of Lemma 7. Therefore, assuming
that Ring-SIS(m, n, q, X) is attacked one day, it is far safer to increase the order of the polynomial than

to increase the number of polynomials (or the dimension of Ring-SIS(m,n,q, X)).

3.2 Direct Reduction

Lemma 8. As =0, is equivalent to xtB =0. Where A € Myuxm(Z), s € Myux1(2); © € Mixm(Z),B €
Mo (Z).

Lemma 9. If space A and space B are isomorphic, then if A in space A is an abstract difficult problem,

if and only if B in the corresponding space B is also a difficult question.

Proof. Assuming that spaces A and B are isomorphic, we denote an abstract difficult problem in space
A as A and the corresponding problem in space B as B. By the definition of isomorphism, there exists
a bijective function f : A — B that preserves the structure and properties in A. Therefore, we can
map elements in A to elements in B through f. Now let us prove that if A is a hard problem, then B
is also a hard problem: Suppose in the space A, for the problem A, we suppose there is a polynomial-
time algorithm that solves A. That is, we can compute in polynomial time a result that satisfies A in
A. According to the definition of isomorphism, we can define a mapping function h : A — B, where
h(a) = f(a). Since f is a bijective function, h is also a bijective function.

Now let us consider the problem B in the space B. Given an input x’, we can map it back to the
space A through the inverse mapping h~! of the function h, and get the corresponding input = h=!(2).
We can then compute the result that satisfies A in space A using a polynomial-time algorithm that solves
problem A in space A. Finally, we map the result back to the space B through the function h, and get
the result that satisfies B in the space B. The entire process can be completed in polynomial time.

Therefore, if A is a hard problem, then B is also a hard problem. O

Lemma 10. If space A and space B are isomorphic, space C and space D are isomorphic. Then space

A x B and space C x D are also isomorphic.

11



Proof. First, we know that A and B are isomorphic, then there is a bijection f : A — B that preserves
the operations and inverse operations in A. Similarly, we know that C and D are isomorphic, and there
exists a bijection g : C' — D that preserves the operations and inverse operations in C'. We can define a
new mapping h: A X B — C x D, mapping the elements (a,b) in A x B to the elements in C' x D (¢, d),
where ¢ = f(a) and d = g(b).

Now we show that h is a bijective function.

1. Mapping is injective. Suppose there are two different elements (al,bl) and (a2,b2) belonging
to A x B, and h(al,bl) = h(a2,b2). Then according to the definition of h, f(al) = f(a2) and
g(bl) = ¢g(b2). Since f and g are both bijective functions, we can get al = a2 and bl = b2.

Therefore, h is injective.

2. Mapping is surjective. For any (c,d) belonging to C' x D, we can choose a = f~!(c) and
b= g~1(d) to construct element (a, b) belongs to Ax B. By definition, h(a,b) = (f(a), g(b)) = (c,d).

Therefore, h is surjective.

3. Mapping is homomorphic. Assume (al,bl) and (a2,b2) belong to A x B, let us prove that
h((al,bl) + (a2,b2)) = h(al,bl) + h(a2,b2) and h(—(al,bl)) = —(h(al,dl)). From the definitions
of vector addition and scalar multiplication and the properties of f and g we can get these two

equations. Therefore, h holds operations and inverse operations.

In summary, we proved that there is a bijective function mapping the elements in A x B to the
elements in C' x D, and this mapping preserves operations and inverse operations. Therefore, A x B is

isomorphic to C' x D. O

Lemma 11. If space A, space B and space E are isomorphic, space C, space D and space F are

isomorphic. Then space A x B x E It is also isomorphic to the space C x D x F'.

Proof. According to Lemma 10, we know that if space A and space B are isomorphic, space C and space
D are isomorphic. Then the space A x B and the space C' x D are also isomorphic. That is, there is a
mapping h : Ax B — C x D, such that the mapping is homomorphic and one to one. So we let the space
X := A x B and the space Y := C x D, so the space X and the space Y are isomorphic. Combined with
the Lemma 10 , we have the space A x B x E and the space C' x D x F which are also isomorphic. [

Lemma 12 ([MP13], TH3.8). Let m,n be integers, 3 > fso > 0 be real numbers, and q¢ > f - nM)
be the modulus of an integer numbers with no more than poly(n) integer divisors less than P, set
S ={z € Mpmx1(Z)\ {0} [|z[| < BA |2l < B} Then for v = max{1, 8B /q} - O(Bv/n), there
is a difficult problem from n dimensional lattice efficient reduction of the S—collision-resolving search
algorithm in SIS(m,n,q) from SIVP.

Corollary 4 (When n = 1, the case of Lemma 12, we call it the one-dimensional SIS problem). Let m
be an integer, B > Boo > 0 be a real number, and g > [ be the modulus of an integer with no more than
poly(1) integer divisors less than o, the set S = {z € Muyx1(Z)\{0}| ||1z]] < BA||2]|oc < Bo}. Then for
v =max{l,0/q} - O(B\/n), there is a difficult problem from n dimensional lattice efficient reduction
of the S—collision-resolving search algorithm in SIS(m,1,q) from SIVP?.

Definition 3 (Knapsack Problem[MHT78]). Given an integer set a = (a1, ...,a,) and an integer z, find

a solution s = (s1,...,sn) such that >, a;s; = z, where s; € {0,1}.
Definition 4 (Variant Knapsack Problem). Given an integer set a = (a1, ...,a,) and an integer z, find
a solution s = (s1,...,8,) such that Y, a;s; = z, where s; € {0,%£1}.
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Definition 5 (One-dimensional SIS variant problem). For a® = (a1, a0,...,an) € Mumnx1(Z,), of €

Mux1(Zy), find z = (21,22, ..., 2n) € Mixmn({0,£1}), z; € M1, ({0, £1}), ||2]| < B, such that

zo = Zziai = (zl,zQ7...7zn)(a1,a2,...7an)T =0.
i

Lemma 13. The Variant Knapsack Problem is equivalent to the one-dimensional SIS problem.
Lemma 14. If the SIS problem is hard, then the one-dimensional SIS variant problem is also hard.

Proof. The correctness of Lemma 14 is obvious. We set m’ = mn, so the one-dimensional SIS variant
problem is transformed into the SIS problem. Therefore, m’ satisfies the condition that the two are

equivalent. O

Theorem 1. The Ring-SIS|.—¢ problem is equivalent in difficulty to the one-dimensional SIS variant

problem in the classical lattice.

sA = Mlxmn(Zq) X anxl(Zq) — Mlxl(Zq)-

spAy = (Zy[x]/<a™ +1>) x (Zg[z]/<a™ + 1>)|a=0 = Zylx]/<z + 1>.
The first mapping (a certain row)

g Zylx]/<x™ + 1> = Mixmn(Zy)

m—1

ap+a1x+ -+ am_1x — (ap, a1, , Qm—1).

Second mapping (a certain column)
hZp[a]/<a™ + 1> = Mupnx1(Zq)
bo+ b1z + - A bp12™ = (bo, —bm_1, -, —b1).
Then there is
(o + a1z + -+ apm_12™ ) (bg + b1z + - - 4+ bpy_12™ ) mod ¢ mod (2™ + 1)|,—0
= apbg — a1by—1 — +++ — Qp—_1b
=9((ag, a1, am-1)) - h((bo, =bm—1,- -+, =b1)).

Therefore in the space M1xmn(Zq) X Mmnx1(Z,) the inner product and the product defined in
space (Z7 [x]/<x™ +1>) x (Zy[r]/<x™ +1>) is homomorphic, and it is easy to prove that this operation
is also a bijection.

According to the Lemma 10, it can be seen that the corresponding Ring-SIS|.—¢ on the ring is also
difficult.

Theorem 2. If the Ring-SIS|,—q problem is hard, then the Ring-SIS problem is also hard.
Proof. For the Ring-SIS problem, if there is an algorithm W that can solve the Ring-SIS problem, that
is, find f(z) € Zy*?[x], such that

(fi(@);-- fm(@)) - (91(2), -+, gm (@) = Zfi(x)gi(x) =0 3)

This also means that the coefficient before 2° in the equation(3) is also 0, then f(z) € Z"[x] is also
an Ring-SIS|,—¢ problem solution

m

(fr(@);-- fm(@)) - (91(2), -+, g (@) |w=0 = Zfi(x)gi(w)lw:o =0.

This is contradictory to the conclusion of Theorem 1, so the Ring-SIS problem is also difficult. O

13



Theorem 3. Problem Ring-SIS(m, n,q,Dx ,,) is “roughly the same” as difficult as problem SIS(m,n, ¢, Df',,)-

Proof. Due to the existence of the one-dimensional SIS problem collision-resolving oracle, the oracle can
solve s; for any form of 2111 s;a. In order to be able to solve the SIS problem, we use Gauss’s rule
to convert the equation (4) into a ladder form and then use the one-dimensional SIS problem collision-
resolving oracle to solve it. It is assumed that the SIS problem can be solved by asking O(n) times. The

dimensional SIS problem can be solved by colliding with the oracle.

>ic1 Siaz('l)
m i sl-az@)
As = Z S;; = eril S’LO[E3) (4)
i=1 .
it Siaz('n)
Among them, A = (aq,...,ap), and a; = (agl), e »0%('”))' The Ring-SIS problem also requires O(n)

times of querying Ring-SIS|,—¢ to solve the problem until it collides with the oracle.

One-dimensional SIS problem Otn) Iguiries

)

Ring-SIS|,.—o problem

SIS problem

O(n) mqulrles

Ring-SIS problem

According to the form F(z)G(x) = 0, we have

m

FT(2)G(x) =Y [V () (x)

l
m 1)1 n 1)1
_ s (a0 4 (—1) T <>b<))

j=
m (2 1 40 (1
> (2Xim z()lb() (_I)Z] 2 g)bflll -j) T (5)
al
a;

m 3 ) 4 1), (1 n
S e+ (1 a0, ) @ mod (@ 4+1) = 0.

- -

o ()

We rewrite the equation (5) as

Zaé”b(” +( 7122 (Z a(l)b(l) > -0

=1

J
2
l l 1),(1)
Z( <>b<>>+ (Za“% 7) —0

. o 0 () (6)
Z b5 | + Z bnia—j| =0

l

3 M
,J; m

7=3

5 (z ) ;

The equation (4) is consistent with the equation (6). We also need to convert it into a ladder form,
and then use the Ring-SIS|,—o problem collision-resolving oracle to solve it. Therefore, the number of
times that the Ring-SIS|,—¢ questions need to be asked to solve the Ring-SIS problem is the same as the
number of one-dimensional SIS questions that need to be asked to solve the SIS problem, which can also
be O(n) times. Therefore, judging from the number of times the oracle is asked, the difficulty of the SIS
problem is similar to that of the Ring-SIS problem. O
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Remark 3. Although the proof of Theorem 3 may not be sufficient, there is one thing we are certain about.
That is, if the one-dimensional SIS problem is difficult, then the Ring-SIS|.—o problem is also difficult,
which implies that the difficulty level of the Ring-SIS problem is no lower than that of the Ring-SIS|.—o
problem and no higher than that of the SIS problem, due to the following theorem.

Theorem 4. If there exists a oracle that can solve the SIS problem in polynomial time, then there also

exists an efficient algorithm to solve the Ring-SIS problem.

Proof. If there exists a collision-resolving oracle that can solve the SIS problem in polynomial time, i.e.,
find s = (s1,-.-,8m), $i € Z1, such that

m
E Q;8; = O,
i=1

we can construct an isomorphism mapping the vector a; = (o}, ..., a?) to fi(z) = 0%(1) + az(?)x + -+
agn)znfl. Similarly, s; is mapped to g;(x) = s;. Therefore, we have

m

Z figi =0.

i=1
Thus, s = (s1,...,5m) is also a solution to the Ring-SIS problem. O

4 Hardness of Ring-LWE with Small Uniform Errors

Lemma 15. If there ezists a collision-resolving oracle that can solve the Ring-LWE(m, n, ¢, DR aq)|e=0
problem in polynomial time, then there also exists an efficient algorithm to solve the LWE(m,1,¢, Dz aq)

problem in polynomial time. Similarly, the reverse is also true.

Proof. According to Theorem 1, assuming the existence of an oracle that solves the LWE(m, 1, ¢, D, aq)
problem, i.e., finds s € {0,£1} such that b = As + e, where A € Myxmn(Zy) and b,e € Z,. We can

establish the following isomorphism mapping, namely

b=sA+e
i
bfleO = (Sf ) a+ef)|x:0-

Here, sy € Rio.+1),0 € Ry, ey = e+e1x+-- ten 1" e, €{1,2,...,q—1},i € {1,...,n—1}. Clearly,
we have established an equivalence between the LWE(m, 1, ¢, D, oq) and Ring-LWE(m, n, ¢, DR aq)|e=0
problems. By Lemma 9, we know that the existence of an oracle for LWE(m, 1, ¢, D oq) is equivalent to

the existence of an efficient algorithm to solve Ring-LWE(m, n, ¢, Dr,aq)|z=0- O

Lemma 16. If there exists an oracle that can solve the Ring-LWE(m,mq,’D%Qq) problem, then there
must exist an efficient algorithm to solve the Ring-LWE(m, n, ¢, D ,,)|z=0 problem.

Proof. Let’s assume that there exists an oracle W that can solve the Ring-LWE(m, n, ¢, DR o q) problem.

In other words, it can find s € Ry +1} within polynomial time such that
b=as+ e, where a € Ry, e € DR aq-
Since b = as + e is a polynomial, the same equation holds for the constant term of b, which is
bly=0 = (as + €)|z=0, where a € Ry, e € DR aq-

Therefore, s € Ry 11} is also a solution to the Ring-LWE(m, n, ¢, DR ,,)|z=0 problem. O
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Lemma 17 ([MP13], Th 2.13). Assuming that we can factorize q into ¢ = pi'p5*---pyF in poly(n)
polynomial time, let 0 < o < 1/w,,. If the LWE (m,n,q,D7',,) problem is hard, where m(n) = nOW,
then LWE(m/,n, q, Dgfa,q) is also pseudorandom for any m'(n) = n°Y) and

14+1/¢ 1

o > max{a,w, o /eywn/p(ilv"'awn/pik},

where £ is an upper bound on p; such that p; < wy/a/.

Corollary 5. Assuming that we can factorize q into ¢ = py*p5* - - - pi¥ in polynomial time, let 0 < a <
l/w. If the LWE (m,1,q,D7,,) problem is hard, where m is any integer, then LWE(m/, 1,q,D7',,,) is

also pseudorandom for any m’ and
o > max{o,w TV oV w/pt L w/p Y,

where £ is an upper bound on p; such that p; < w/c’.

Lemma 18. Assuming we can factorize ¢ = p{'p5* - - - piF in polynomial time, where p; are primes and

e; are positive integers. Let 0 < a < 1/wy,. If the Ring-LWE(m,n,q, D% ,,) problem is hard, where
m(n) = n°D, then Ring-LWE(m/, n, 4, DR o) is also pseudorandom for any m'(n) = nPW | and

o > max{a,w! /¢, al/é,wn/p‘lgl,...,wn/pzk},

where £ is an upper bound on primes p; such that p; < wp/a.

Proof. If there exists an oracle that solves the Ring-LWE(m,n, g, DR . q) problem, then there must exist
an algorithm to solve the Ring-LWE(m, n, ¢, D% ,,)|z=0 problem. According to Lemma 16, we know that
the Ring-LWE(m, n, ¢, D ,,)|lz=0 problem is equivalent to the LWE(m, 1, ¢, D% ,,) problem. Therefore,
there also exists an algorithm to solve the LWE(m, 1, q,D?{,aq) problem. Based on Corollary 5, we can
conclude that there exists an algorithm to solve the LWE(m/, 1, ¢, D% ,,) problem.

Using the equivalence between Ring-LWE(m',n,q, DR ,,)lz=0 problem and LWE(m',1,¢,D% ,,)
problem again, we can obtain a solution to the Ring-LWE(m’, n, ¢, DR ,,)|z=0 problem, and thus obtain

an algorithm for solving Ring-LWE(m’, n, ¢, Dy ,,) problem using the conclusion of Lemma 16. O

Theorem 5. If there exists an oracle W capable of solving Ring-LWE(n, ¢, Dr q), then there also exists
an algorithm W' that can construct collision queries for Ring-LWE(m, n, q, D%aq), and thereby solve the

Ring-SIS(m,n, ¢, D% ,,) problem.
Proof. For a Ring-LWE(n, ¢, DR «q) problem, given (a;, b;) € Ry x Ry, the goal is to find s; € Ryo 11y
such that
bi = a;8; + €;.

Here, a; and b; are ring elements in R4, and s; is the secret key while e; € x is a small error term.
If there exists an oracle W capable of solving the Ring-LWE(n, ¢, Dg aq) problem, then for a m-fold
Ring-LWE(n, ¢, DR,aq) problem, i.e., Ring-LWE(m, n, q, D%,aq)’ we only need to query the oracle W m
times in order to obtain s; € Ry 41} such that

(b1 =a181 +e€1,...,bm :amsm—l—em). (7)
as in Equation (7). Let F(z) = (a1,...,an), and consider G(z) = (f1,...,%m) as a special solution to
the Ring-SIS(m, n, ¢, DR ,,,) problem, such that

FT(2)G(2) = a1ty + - + amty = 0,
and a;t; =0 for i € {1,...,m}.

Using the oracle machine W again m times, we obtain y; = s; + t; for ¢« € {1,...,m}, such that
(b1:a1(81 +t1)+61a~“abm:am(sm+tm)+em)' (8)

By combining the information from Equation (7) and Equation (8), we can obtain a solution to the

Ring-SIS(m, n,q, D% ,,) problem. O
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5 Reduction and Signature Scheme Construction based on Ring-
ISIS Problem

Ring-ISIS problem. Given f1, ..., f, € Ry, where R, is a polynomial ring with modulus ¢, find

m polynomials gy, ..., whose coefficients are not all 0, g,, € Ryo,+1}, such that
fig1 + -+ fmgm = bmod ¢R € R,.

Lemma 19. Ring-SIS problem is equivalent to Ring-ISIS problem.

Proof.

flgl+"'+fmgm:bm0dq7?’

& figi + -+ fmgm — b-1=0mod ¢R.
Let fm+1 = b and gm+1 = —1. Thus, (g1,...,9m,—1) € R%Jrill} is a short solution to the Ring-SIS
problem (fla"'afm;b)- ]

Algorithm 1 Ring-SIS Trapdoor Algorithm

1. Setup. Let F = (f1,..., fm) € Ry Randomly choose u € R,. The method of mapping F to a

matrix A € Zy*™ and mapping u to b € Zy can be done using the formula (?77).

2. GenTrap” (A, H) — (A, R)[MP12]. Where R is the trapdoor value for ISIS, and A is a matrix
indistinguishable from A. Similarly, using the method in formula (??), A can be mapped to F € Ry

3. Sample® (R, A, H,b,s) — g € Ly (A) C 235,413 IMP12]. Where H € Zy*™ is an invertible

integer matrix, and s is the Gaussian parameter.

4. Return. Let S = g, and return S and F. At this point, each element of S can be understood as a

0-degree polynomial.

Note 1. The essence of the Ring-ISIS trapdoor algorithm is Micciancio and Peikert’s ISIS trapdoor

algorithm, hence its correctness is evident.

Algorithm 2
Setup. Let H : Ry} — R%,il} be a hash function, and let F' = (f1,..., fm) € Ry Randomly choose
u € Rq. Obtain F and S using the Ring-SIS trapdoor algorithm. Set

pk = (F,u), sk=25.
Sign(m). Randomly choose Ay € Ri**™, and compute

oD =S+ ArS+ H(m), o =FTAS.

m

Verify(a,(i) oD, m). Verify if
FTo() Lu+4 c@ + FTH(m).

Definition 6 ([GSM18], EU-CMA). If there does not exist an adversary A that, after making qs queries,
18 still unable to mount an attack with non-negligible advantage € within time t, we say that the signature

scheme is (t,qs,€) secure.
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Theorem 6. Suppose the hash function H is a random oracle. If the Ring-ISIS problem is hard, the
Algorithm 2 is provably secure in the EU-CMA security model with reduction loss L = qg, where qp is

the number of hash queries to the random oracle.

Proof. Suppose there exists an adversary A who can (¢, gs, €)-break the signature scheme in the EU-CMA
security model. We construct a simulator B to solve the Ring-ISIS problem. Given as input a problem
instance (F,b) € Ry* x R, over the Ring-ISIS problem, B controls the random oracle, runs A, and works
as follows.

Setup. B chooses a hash function H : Ryg1; — ’Rf{%,ﬂ} and a vector F' = (f1,..., fm) € Ry
Randomly selects a vector S = (s1,...,8m) € Rf{%’ﬂ} such that F7S = u, and

H-Query. The adversary makes hash queries in this phase. Before receiving queries from the
adversary, B randomly chooses an integer i* € [1,qy], where qH denotes the number of hash queries to
the random oracle. Then, B prepares a hash list to record all queries and responses as follows, where the
hash list is empty at the beginning.

Let the i-th hash query be m;. If mi is already in the hash list, B responds to this query following
the hash list. Otherwise, B randomly chooses B; from Rf{’&il} and sets H(m;) as

- b, if i =14%;
F H(mz) =
FTB;, otherwise.
The simulator B responds to this query with H(m;) and adds (i, m;, B;, H(m;)) to the hash list.
Query. The adversary makes signature queries in this phase. For a signature query on m;, if m; is
the i*-th queried message in the hash list, abort. Otherwise, we have H(m;) = B;.

B computes (77(,13,07(33 as

ol =S4+ ApS+ H(m),o? = FTA;S.
According to the signature definition and simulation, we have
FTO'E) =u+ 07(3) + FTH(m).

Therefore, 07(%3 , a,(,i.) is a valid signature of m;.

10 ()

Forgery. The adversary returns a forged signature o,,+, 0, on some m* that has not been queried.
If m* is not the i*-th queried message in the hash list, abort. Otherwise, we have FT H(m*) = b.
According to the definition of signature and simulation, we know that
FToll) = u—l—agz + FTH(m*) = u + 0,(732 +b.

m

At this point, the simulator B can compute
FTH(m*) =b, H(m*) = C;.

C; is a solution to the Ring-SIS problem (F,b). The correctness analysis of this simulation is as follows.
Indistinguishable simulation. The correctness of the simulation has been explained above. The
randomness of the simulation includes all random numbers in the key generation and the responses to

hash queries. They are
F'By,--- ,FI'Bj_1,b,FTB;« 1, --- ,FT'B

P
According to the setting of the simulation, where B;, b are randomly chosen, it is easy to see that they
are random and independent from the point of view of the adversary. Therefore, the simulation is
indistinguishable from the real attack.

Probability of successful simulation and useful attack. If the simulator successfully guesses

i*, all queried signatures are simulatable, and the forged signature is reducible because the message m;«
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cannot be chosen for a signature query, and it will be used for the signature forgery. Therefore, the
probability of successful simulation and useful attack is I%H for gy queries.

Advantage and time cost. Suppose the adversary breaks the scheme with (¢, gs,¢) after making
qy queries to the random oracle. The advantage of solving the Ring-SIS problem is therefore qu. Let
T, denote the time cost of the simulation. We have Ty = O(qug + ¢s), which is mainly dominated by
the oracle response and the signature generation. Therefore, B will solve the Ring-SIS problem with
(t+Ts,e/qnm).

This completes the proof of the theorem. O

Open problem 1. The trapdoor provided in this paper clearly does not reflect Ring-ISIS, as the core of
the algorithm is Micciancio and Peikert’s ISIS trapdoor algorithm. By solving a non-homogeneous matriz
equation and lattice shifting, the output values obtained are solutions to ISIS, which is evidently not what

we desire. Therefore, a genuine Ring-ISIS trapdoor algorithm is needed.

Open problem 2. Since the signature scheme in this paper is directly constructed using Ring-ISIS
problem, its security, theoretically speaking, is higher compared to signature schemes based on NTRU
problem and is more concise in format than signature schemes based on Ring-LWE problem.

However, the computational complexity of this scheme in the paper is significantly higher than both,

which is also a weakness of this proposed scheme.
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Appendix

Definition 7 (Polynomial degree extension method).

e=1_1q

(Ovi) x(TL*l)TLC_l _|_

u(()o’i) I ugo’i)l‘ + o 4 u(O,i) xn6*1_1 + u(o,j) xncfl + u(oﬂ') !,Encfl-‘rl + e 4+ u(O,i) z(n—n + Uip_1)pe—1

ne—1_1 ne—1 ne—141 (n_l)ncfl_l

(Z(()O’i) + ago’i)x 4+ 4 a'ELOjZZ o1

We refer to it as “ polynomial degree extension”, and conversely, we call it “ polynomial degree reduction”.
Proof of Lemma 6. First, we use the approach defined in Definition 7 to extract aE(O)(m) Ring-SIS(m, n, ¢¢, °) problem from F(x) = F()(z) = Ring-SIS(m, n¢, ¢¢, 3°),

as stated in Equation (P1).

e P A Y B L s TP aﬁgﬂ)ncfl_1x<”*1)”6_1*1 + aggﬂl)ncfl gn=Dn®""

Q(()O’i) + ngﬂ') r + - + (—ngo—,il) 1
(P1)
] i ,t ne—1l_ o ne— i n—1)nc=1
aélﬂ) e ag\l, e afllk)l_lx o ST a;107)1+>\ o ST agii)l)n0*1+>\ 2(n—1) X4
le,i) + gglai) r + -+ ngljl) =1 v

Let E(O)(x) = (i(o’l),i(o’z), . ,i(o’m)), here i(o’i) = Q(()O’i) +Q§O’i)x +-- -leo_’il)x"_l. According to the Ring-SIS(m,n, ¢, X) oracle, we can make m queries to F) (x)
and obtain
GO = (00 @), g2V (@), V(@) g0 ) € Tylal/<a™ 41> i € 1, n).

Here’ g(Z,O) (.fL‘) — bg)l,o) + bgl,o)x + . b(z,O) xnk_l.

nk—1



Likewise. We transform it into

(10( ) b(10)+b10 n +b£zk()_)1$(nk—1)n

We construct
GO(@) = (g (x), g (@),...,g" O (2)), "0 () € Zy[a]/(z™" +1),i € {1,...,n}.

We define F(V(z) = ((FO) (x ))TG(O)( ),0,...,0). At this point, £ () is also a Ring-SIS(m, n¢, ¢°, 5°)
——

m—1
problem. We extract a E(l)(x) from FM)(z), which is a Ring-SIS(m,n, ¢, 5°) problem, as stated in
Equation (P2).
We let FU(z) = (f,0,...,0), where f*V = oV + a{"Va + .- + oY1, Using the
m—1

Ring-SIS(m,n, ¢, X') oracle, we make m queries to E(O)(x) and obtain

V(@)= (gD (@), gV (@), gD (w),
900 (z) € Zy[a) /<" +1>,i € {1,...,n}.
Where,
g(i’l)(a:) _ béi’l) n bgm) bSk1)1
We could rewrite it as
gD () = b5 B ar b

Construct a part of solution, that is

G (z) := (g (2),0,---,0),g% D (2) € Zg[z]/<a™ + 1>,i € {1,...,n}.
N——

m—1

Suppose that F®)(z) = (FM(2))TG} 1)( ),0,-++,0), and F®)(z) is a Ring-SIS(m, n®, ¢°, 4°) problem.
H,_/
m—1

The solution to the recursive problem F(x) = F(©)(z) = Ring-SIS(m, n¢, ¢¢, 3°) is given by

G(LL') = (gh cee agm)a

where

G = ﬁ9<1"j) <§: g(is0)> )
1=1

Jj=1
To verify that G(z) is a solution to the problem F(z) = F(©)(x) = Ring-SIS(m,n¢, ¢¢, 3°), we only

need to calculate F7(z)G(z) = 0. For convenience, let’s define

F(z) = (fO(a), fOa), -, f™ (@), fD (@) € Zy[a]/<a™ " +1>,i € {1,...,m}.

where,

@ () = féi) -+ .7: 1, Fa= apr® + ar 2 T 4 4 ank_lac)‘+("k_1)", Ae{l,...,n}.

Then we have

S E e 70 [T m(f: zo>>

k=1 Jj=1

Since Y 1" 1(.7-'01) dh— g*) = 0, we have
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3

FT(I)G(x)—i(fé”Jr' FO_) H (1.4) <§:g(z‘,0)>

=1 j=1
= Z (_7:( i) Zg(z ,0) ]:r(fc)q(z g(i,o))> ng,j).
=1 i=1 j=1
Also, since
m ) m -
> (fl(”(z 9“"”)) =0,
=1 i=1
we have
FT (@)G(a) = S+ + 7 | T[99 (Zga,m)
=1 J=1 1=

i=1

<]_—2(i)(z g(i,O))g(l,l) N ]:r(fc)q(z g(i,o))g(1,1)> ng,j).
=1 j=2

i=1

(}'1 Zg(zo) }-()_ Z (10)>ﬁ 1,49)

NIERINgE

i=1

If we continue this way, it is easy to prove that G(z) is a solution to the Ring-SIS(m,n¢, ¢¢, 5¢) problem.

In this case, it will take a total of (n® —n)/n + 1 = n°"! queries at least. O
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