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Abstract

Recent works on lattice-based extractable polynomial commitments can be grouped into two
classes: (i) non-interactive constructions that stem from the functional commitment by Albrecht,
Cini, Lai, Malavolta and Thyagarajan (CRYPTO 2022), and (ii) lattice adaptations of the
Bulletproofs protocol (S&P 2018). The former class enjoys security in the standard model, albeit
a knowledge assumption is desired. In contrast, Bulletproof-like protocols can be made secure
under falsifiable assumptions, but due to technical limitations regarding subtractive sets, they
only offer inverse-polynomial soundness error. This issue becomes particularly problematic when
transforming these protocols to the non-interactive setting using the Fiat-Shamir paradigm.

In this work, we propose the first lattice-based non-interactive extractable polynomial com-
mitment scheme which achieves polylogarithmic proof size and verifier runtime (in the length
of the committed message) under standard assumptions. At the core of our work lies a new
tree-based commitment scheme, along with an efficient proof of polynomial evaluation inspired
by FRI (ICALP 2018). Natively, the construction is secure under a “multi-instance version” of
the Power-Ring BASIS assumption (Eprint 2023/846). We then base security on the Module-SIS
assumption by introducing several re-randomisation techniques which can be of independent
interest.



1 Introduction

Zero-knowledge succinct non-interactive arguments of knowledge (zkSNARKSs) [Kil92; Mic94| are
a cryptographic primitive that allows a prover to produce a short proof that a statement is true
without revealing any information beyond the validity of the statement itself. A particularly
successful paradigm in the construction of zkSNARKS, which has been evident since the “canonical”
construction of zkSNARKSs [Mic94|, is that of combining an information theoretical proof system
with a cryptographic compiler. Originally, this was done via the combination of probabilistic
checkable proof (PCPs) [BFLS91] and vector commitment schemes [Mer90]. While the zkSNARKs
obtained from these ingredients were not concretely efficient (mostly due to the inefficiency of the
PCP), [BCS16] iterated on this approach, introducing interactive oracle proofs (IOPs), and these
efforts lead to many concretely deployed constructions (see e.g. [BBHR18b; BCRSVW19; AHIV22;
GLSTW21; COS20]). Currently, some of the most efficient and widely deployed zkSNARKs are
based on a similar ingredient combination, namely (i) polynomial IOPs (PIOPs) [CHMMVW20];
(ii) and polynomial commitment schemes [KZG10].

In this work, we focus on the cryptographic component of the above recipe, namely polynomial
commitment schemes. A polynomial commitment scheme is a generalisation of vector commitments
in which a prover is able to commit to any polynomial of bounded degree f := Z?:o fi - X! over a
ring R, and then later produce a proof 7 that f(u) = z for some public u, z. For the purpose of this
work, we are concerned with polynomial commitment schemes that are succinct in both the size of
the proof m and in the verification time, i.e. we wish both to be polylogarithmic in d. We aim the
verification time to be polylogarithmic without preprocessing dependent on u, as that reflects the
usage of polynomial commitment schemes in many PIOPs. Further, to obtain a SNARK, we will
require that 7 is a proof of knowledge, and call a polynomial commitment scheme with this property
extractable.

The literature on polynomial commitments [KZG10; BBBPWM18; BMMTV21; Lee21; BFS20;
WTsTW17] is vast, but most of the existing construction rely on classical computational assumptions,
and are thus insecure against quantum adversaries. If we require post-quantum security, the only
concretely and asymptotically efficient polynomial commitment schemes that are currently known
are based on the FRI IOP of Proximity [BBHR18a], compiled into an argument via the BCS
construction [BCS16] in the random oracle model.

A natural question is whether using post-quantum computational assumptions with “more
structure” can lead to more efficient plausibly post-quantum secure polynomial commitment schemes.
Constructions based on hard lattice problems have been successfully deployed in various areas
of cryptography, as evidenced by the NIST PQC competition, which concluded by standardising
lattice-based solutions for both key encapsulation mechanisms and signatures.

Constructions from functional commitments. Recently, a number of lattice-based polynomial
commitment schemes were introduced, mostly as a result of promising work on linear functional
commitments [ACLMT22; WW23b; CP23; PPS21; BCFL22; FLV23; CLM23]. At a high level,
by interpreting the evaluation f(u) = z as the linear relation (f, pow(u)) = z, where pow(u) =
(1,1, ...,u?), those schemes naturally lead to polynomial commitments. A significant limitation in
that paradigm is that, without preprocessing, the verification cost (when performed naively!) is linear
in d and thus not succinct. Since in most PIOPs of interest u cannot be preprocessed, this limits

'The recent work of Fisch, Liu and Vesely [FLV23| manages to avoid this issue.



the applicability of those schemes. Furthermore, only [ACLMT22; BCFL22; CLM23; FLV23| offer
extractability, albeit under a knowledge k-M-ISIS assumption [ACLMT22|. However, this knowledge
k-M-ISIS assumption has been recently shown to be (at least “morally”) broken [WW23a].

Split-and-fold protocols. Another line of research on lattice-based (interactive) polynomial
commitments with succinct verification [BCS23; CLM23] stems from the lattice adaptation [BLNS20]
of the Bulletproofs interactive protocol [BBBPWM18|. Unfortunately, both constructions inherit
the inverse-polynomial soundness error from [BLNS20]. Although parallel repetition can be applied
in the interactive setting for soundness amplification [AF22], this strategy incurs a super-polynomial
security loss when applying the Fiat-Shamir transformation in the random oracle model, as shown
by Attema, Fehr and Kloof§ [AFK22|.

Independently, Fenzi, Moghaddas and Nguyen [FMN23] extended a commitment scheme intro-
duced by Wee and Wu [WW23b] to efficiently prove polynomial evaluations with a split-and-fold
approach from FRI [BBHR18a]. The authors pick an exponential-sized challenge space, which
results in negligible soundness error in one-shot. As a downside, due to the enormous norm growth
of extracted witnesses along with slack, which has direct influence on the proof system modulus and
other lattice parameters, [FMN23| only manages to achieve quasi-polylogarithmic proof and verifier
complexity. Also, their scheme inherits several practical inefficiencies from [WW23b], i.e. a common
reference string (CRS) and committing time that are undesirably large, as they are quadratic in the
degree of the committed polynomial. Further, the binding property of the commitment scheme relies
on the non-standard Power-Ring-BASIS (PRISIS) assumption?, which did not feature a reduction
from more well-understood lattice problems.

In this work, we iterate on this previous construction, and study the following open question.

Can we construct a non-interactive, extractable polynomial commitment scheme with polylogarithmic
communication and verifier complexity; (quasi)-linear prover time; negligible knowledge soundness
error and whose security relies on standard lattice assumptions?

1.1 Owur Contributions

We present SLAP, the first lattice-based polynomial commitment scheme that achieves the above
goals.

Merkle-PRISIS commitment scheme. Our starting point is the PRISIS-based commitment
scheme of Fenzi, Moghaddas and Nguyen [FMN23| which is compressing and supports arbitrarily
large messages. We will use it as a subroutine to build a Merkle tree. Concretely, for a message
f=(fj)jeq € R where d = 2", we consider vectors t,; = fj-e to be the leaves of the Merkle tree,
where e € R" is a fixed vector defined later to argue binding. Then, given the i-th layer (t; ;) jel2i]
of the tree, we commit to the pairs of the form (t;2;—1,t;2;) € R2™ to obtain PRISIS commitments
(ti—1,)ic2i-1) € R™. The final commitment is the root t1; € R".

An immediate advantage over the original construction of [FMN23] is a quasi-linear commitment
time. Indeed, we only apply the PRISIS commitment scheme for constant-sized messages. Hence,
the only non-constant cost comes from building the Merkle tree, which is quasi-linear?. Furthermore,

2Technically, the construction can be based either on PRISIS, or more general PowerBASIS assumption.
3The quasi part comes from the fact that performing operations over Ry i= Z4[X]/(X~ +1) takes polylog(d) time.



since the commitment key for each layer is of constant size, the common reference string has size
only polylog(d).

Security under Module-SIS via new re-randomisation techniques. The binding property
of our commitment scheme holds under a “multi-instance” version of the PRISIS assumption, which
we call h-PRISIS. Recall that a PRISIS problem [FMN23| belongs to the class of “SIS-with-hints”
problems [ACLMT22; BLNS23; WW23b], i.e. given a matrix A with some a hint aux, find a short
non-zero vector s such that A-s = 0. In the multi-instance version of “SIS-with-hints”, the adversary
is given h > 2 pairs of challenges (A;, auxi)ie[h] generated as above, and the goal is to find a short
non-zero vector such that [A; | --- | Ap]-s=0.

In this work, we introduce new re-randomisation techniques to argue that, for a certain type of
“SIS-with-hints” problems, the multi-instance version is no easier than the single-instance version. In
particular, in Section 3.2, we give a reduction showing that h-PRISIS is no easier than PRISIS for
h = poly(A). Using the same re-randomisation strategy, we also provide a reduction in Appendix A
that Twin-k-M-ISIS [BCFL22] is no easier than 2k-M-ISIS [ACLMT22|. These re-randomisation
tricks and reductions might be of independent interest.

Finally, we apply the result from [FMN23| which says that a single-instance PRISIS for “small
parameters” is no easier than Module-SIS [LS15]. Since we work with such parameters when building
a Merkle tree of arity two, we conclude that the binding property of the Merkle-PRISIS commitment
scheme holds under the Module-SIS assumption.

Polynomial evaluation protocol and negligible soundness. As a next step, we augment the
new commitment scheme with a log d-round interactive polynomial evaluation proof, that applies a
“split-and-fold” approach from FRI [BBHR18a]. The protocol has polylogarithmic communication
and verifier complexity, while also simultaneously achieving negligible knowledge soundness error
without parallel repetition.

The crucial difference from [FMN23] is that here we apply soundness amplification via batching,
namely proving multiple statements of the form f;(u) = z; simultaneously. We note that a similar
approach was applied in the setting of groups of unknown order, to argue knowledge soundness, we do
not aim to find a short (right-)inverse but instead we prove that our protocol satisfies coordinate-wise
special soundness [FMN23|. This results in concretely smaller blow-up in parameters. Finally, we
show how to achieve zero-knowledge by applying the standard Fiat-Shamir-with-aborts paradigm
for lattices [BTT22].

Our construction natively supports polynomials over the standard power-of-two cyclotomic
rings Ry = Z4[X]/(XY +1). In order to make it compatible with current Polynomial IOPs, the
commitment scheme should be able to commit and prove evaluations over finite fields. To this end,
we apply the Z,-to-R, transformation demonstrated by Lyubashevsky, Nguyen and Plangon [LNP22]
to map a polynomial evaluation statement over Z, to one over R,, where the polynomial in the
latter case has degree N times smaller. This technique is generic and could be applied to subsequent
lattice-based constructions for more efficiency.

1.2 Related Works

We provide a literature review on the existing publicly-verifiable succinct interactive proof systems
from lattices. Bootle, Lyubashevsky, Nguyen and Seiler [BLNS20| introduced the first lattice-
based adaptation of the Bulletproofs protocol [BCCGP16; BBBPWM18] over polynomial rings



Ry = Zy[X]/(XYN + 1), achieving polylogarithmic proof sizes. This methodology was later improved
in the context of soundness analysis [ACK21; AL21|, and generalised to the bilinear module
setting [BCS21].

The core protocol, unfortunately, has the following three drawbacks. First, the verification time
is linear in the witness size. Second, soundness error of the protocol is only 1/poly(\), and thus
soundness amplification is necessary. The reason for this limitation is a technical requirement on
the challenge space, where any two distinct challenges have to be invertible over the ring, and what
is more, its (scaled) inverse has to be short (such sets are called subtractive). As demonstrated
in [AL21], such sets can only have polynomial size. Thirdly, we need to account for slack and a
huge norm blow-up when performing knowledge extraction. In the case of lattice Bulletproofs, this
boils down to inverting a 3 x 3 Vandermonde matrix for each round, and thus the extracted witness
suffers a blow-up in the order of poly()\)3h, where h is the number of rounds. Since, for security
purposes, the proof system modulus ¢ has to be larger than the norm of the extracted witness, we
conclude that ¢ must be super-polynomial.

Recently, Bootle, Chiesa and Sotiraki [BCS23] and Cini, Lai and Malavolta [CLM23| inde-
pendently proposed variants of the lattice Bulletproofs protocol which achieve polylogarithmic
verification time. The work of [BCS23] avoids linear-time verification via a delegation protocol
inspired by Dory [Lee21]. On the other hand, [CLM23| introduces additional power structure on
the Ajtai commitment [Ajt96], which enables succinct verification at the cost of a new assumption
called Vanishing-SIS. The aforementioned works still inherit the latter two problems above.

Biinz and Fisch [BF22] considered a modified protocol, where instead of subtractive sets, the
challenges are simply integers in the range [0,2)71). Then, using a new knowledge extraction
strategy called “almost special soundness”, the authors manage to achieve negligible soundness error
— also in the non-interactive setting. However, the protocol still maintains linear-time verification
and suffers from large extracted norm growth.

Fenzi, Moghaddas and Nguyen [FMN23| moved away from the lattice Bulletproofs template,
and instead considered a commitment scheme based on a power variant of the BASIS assump-
tion [WW23b|. The algebraic structure of the commitment allows proving polynomial evaluations
using the FRI-type split-and-fold approach, rather than the one from Bulletproofs. An immediate
consequence of this change is the norm blow-up in the order of poly()\)h, since the knowledge ex-
tractor now only needs to account for the norm growth from inverting a 2 x 2 Vandermonde matrix.
This comes at the cost of a trusted setup. The authors propose two concrete instantiations, which
either achieve polylogarithmic verification time (using subtractive sets), or negligible soundness
error (using an exponential-size challenge space) — but not both.

Beullens and Seiler [BS23] proposed an interactive proof, which successfully combines ideas from
lattice-based batch arguments [BBCdGL18; NS22| with algebraic techniques from the non-interactive
zero-knowledge (NIZK) framework by Lyubashevsky, Nguyen and Plangon [LNP22]. The protocol
achieves asymptotically polylogarithmic proof size, and concretely ~ 50KB proofs for circuits of
size 220, The key to achieving such small proofs in practice is proving exactly that the short
witness s satisfies a relation ||s|| = 8 without any blow-up in the extracted norm. As in [LNP22],
the approach is to prove that [|s|| < /g via an approzimate range proof [LNS21; GHL22|, and
|s[|? = 8% mod g as a quadratic equation over Z,. Here, Beullens and Seiler observed that both
claims are folding-friendly and can thus be proven efficiently using recursion. As a downside, the
protocol does not support succinct verification due to the approximate range proof part.

In this work, we address the three limitations stated above: (i) our construction achieves



polylogarithmic verification time, (ii) the protocol enjoys negligible soundness error via a batching
argument, and (iii) thanks to the FRI split-and-fold structure, we suffer the norm blow-up in the
order of poly()\)h rather than poly()\)?’h as in the Bulletproofs-type protocols. Unfortunately, the
algebraic structure of our commitment comes at a price of a trusted setup.

We summarise the comparison with prior works in Table 1. To estimate concrete efficiency from
asymptotic statements, we estimate so-called “stretch” and “slack” of the protocols. That is, in
every lattice-based proof system there is a part where the prover wants to prove knowledge of a
short vector s such that A -s =t and ||s|| < 5. However, due to technical reasons, it is the case
that one can only extract a slightly larger vector z, along with a scalar ¢ for which

A-z=c-t and HZH < Ystretch - 8 and HCH < Yslack- (1)

In the literature, Ysiretch is called stretch, and c is the slack. The term Ysiretch * Vslack € R4 often
indicates how efficient the underlying protocol is, because, for security, the proof system modulus
has to be larger than (Ystretch * Jslack) - 8- For instance, [BS23| achieves 7stretch, Yslack € O(1), which
results in small proof sizes.

Naturally, more efficient lattice-based constructions were proposed in the designated-verifier
setting [ISW21; SSEK22], which enjoy proofs of size a few kilobytes at the cost of very large crs (in
the order of tens of gigabytes). This line of works follows the template of combining Linear PCPs
with a secret-key homomorphic encryption scheme [BCIOP13].

It is also worth mentioning that lattice assumptions are not only used to construct lattice-based
commitments, but also to build non-interactive proof systems from the Fiat-Shamir transformation
without requiring a random oracle. For this goal, a so-called correlation intractable hash function
[CGHO4] is needed, which can be built from the Learning with Errors (LWE) problem [HLR21].
Following this methodology, an exciting recent work by Choudhuri, Jain and Jin [CJJ22| showed how
to obtain non-interactive succinct arguments for languages in P, assuming only the LWE problem
with polynomial modulus. This result can be further applied to RAM delegation.

1.3 Technical Overview

We provide a brief overview of our techniques. First, let us recall some notation. We write Zg for
the set of binary strings of length h, and let Z%h = UOSjShZ%- For b = (b1,...,by) € Z} and j € [h]
we let b,; = (b1,...,b;5) € Zg. Let A be a security parameter, ¢ be an odd prime, and N be a power-
of-two. Define the polynomial rings R = Z[X]/(XY + 1) and R, = Z,[X]/(X™ +1). Letting § > 2
be a (fixed) base and n > 1, we define the gadget matrix as G, .= [1 § --- 4§71 ®1I, € Rox"
where ¢ := |logs q] + 1. For simplicity, we omit the subscript n and write G := G,, when clear
from context. In our context, a trapdoor for a matrix B is a short matrix such that B- T = G.
In particular, knowledge of a trapdoor of B enables to sample (random) short preimages of B, i.e.
short v such that B -v =t for a given image t [MP12]. We also let e be a fixed vector, that will be
used later to argue binding.

1.3.1 Merkle-PRISIS commitment schemes

A polynomial commitment scheme naturally consists of two components: (i) a commitment scheme;
(ii) an evaluation protocol. In order to achieve succinct verification, the commitment scheme has
to be compressing. Further, in order to commit to arbitrary polynomials, we would want the



Table 1: Comparison of lattice-based publicly verifiable (interactive) polynomial commitments for
polynomials of degree at most d with polylogarithmic communication complexity.

. soundness time size stretch
scheme assumption TP
€rror prover verifier crs proof x slack
[BLNS20] M-SIS v 1/poly(A) O(d) O(d) O(1)  O(logd) O(d?sN)
[BCS23] M-SIS v 1/poly(A\) O(d) O(log’d) O(1) O(log®d) O(dbeN)
[CLM23] vSIS v 1/poly(A\) O(d) O(logd) O(1) O(logd) O(d*°eN)
[BF22] (M-)SIS v neglA)  O(d)  O(d) O(1)  O(logd) O(dosd+2X)
[BS23] M-SIS v negl(\)  O(d) O(d) O(1)  O(logd) O(1)
[FMN23] PowerBASIS X 1/poly(A) O(d?) O(logd) O(d?) O(logd) O(d"°eN)
SLAP M-SIS X negl(\) O(d) O(logZd) O(logd) O(logZd) O(dwsN)

We count the runtime (resp. sizes) in the number of operations (resp. elements) in Rq = Zq[X]/(X™N + 1), which take time
(resp. size) polylog(d) each. We ignore the terms related polynomially in the security parameter A\. The “TP” column specifies
whether the scheme has transparent setup. The “stretch x slack” column denotes the term Ysiretch * Vslack defined in (1). For
presentation, we only include the terms that are super-polynomial in d.

commitment scheme to work for any message over R, and not only elements of small norm. Our

starting point is the following two-to-one commitment scheme, whose security relies on BASIS-style

assumptions introduced in [WW23b] and revisited in [FMN23].

The common reference string consists of a triple (A, w, T), where T is a trapdoor to the matrix
A 0 —

B:= [O w-A| -G

t, = f - e and uses T to sample short vectors sg, s1, t such that

S0
_|—to
o [T

] and w € R;. To commit to a vector f = (fo, f1) € Rg, the committer sets

~

The final commitment is then set to be t :== G - t. To verify an opening, which consists of s, s1,
the verifier simply checks whether the induced constraints are satisfied, namely by checking that
the openings are short and that w® - A - s, +t = t;, for b € {0,1}. The commitment scheme can be
naturally extended to handle messages of arbitrary length, and indeed variants of this construction
are at the core of the results in both [WW23b] and [FMN23|. However, these natural extensions
incur some drawbacks. First, the common reference string has size quadratic in the message length.
Second, binding holds under BASIS-style assumptions in parameter regimes that are not known to
feature a reduction from standard assumptions.

Conversely, the commitment scheme that we sketched is binding under a version of the PRISIS
assumption of arity 2, which was shown in [FMN23] to permit a reduction from the standard
Module-SIS assumption. The commitment scheme that we introduce in the work, which we refer
to as Merkle-PRISIS commitment, addresses both of these drawbacks by applying the sketched
commitments scheme iteratively in a Merkle-tree fashion. It is compressing for messages of arbitrary
length in R, binding follows under the Module-SIS assumption, has polylogarithmic common
reference string, and quasi-linear commitment time.



For simplicity, assume that ¢ = 2". The common reference string for the Merkle-PRISIS
commitment scheme (when used with messages of length ¢) consists of h common reference strings for
the base commitment scheme, which we denote as (A;, w;, Ti)ie[h]. To commit to a message f € Rg,
which we index by Z!, the committer applies the basic commitment scheme to ( Jb,0, fo,1) € ’Rg for
b e ngl, obtaining ¢/2 commitments ty, (and corresponding openings). Recall that this is done by
setting tpp, = fbyp, - € and then sampling an appropriate preimage. In the next layer, we apply
again the commitment scheme to these resulting commitments, without scaling by e. This process is
repeated h times, until a single commitment is obtained. Denoting by t this final commitment, and
by (sb)b czs the openings, checking a valid opening involves checking shortness of the openings

and that the following equation for each of the ¢ authentication paths b € Z%

Zw?j-Aj'Sb:j—i-fb-e:t .
i€l

It is easy to verify that the commitment scheme has the claimed efficiency properties. What might
be surprising is that, despite the fact that the inner instantiations of the commitment schemes are
not individually binding, we show that the overall scheme is binding under a multi-instance version
of the PRISIS assumption, which we discuss next, and base on standard assumptions.

1.3.2 Power-Ring-BASIS Assumption

We first recall the BASIS family of assumptions, introduced in [WW23b|. Informally, each of the
assumptions states that it should be hard for an adversary to find a short non-zero element in the
kernel of a random matrix even when given a trapdoor to a matrix related to the target matrix.

Definition 1.1 (Informal). Let Samp be an algorithm that, when given A € Ry*™, outputs
(B, aux) <— Samp(A). The BASIS[Samp] assumption states that an efficient adversary, given access
to (A, B,aux, T), where A is a random matriz and T is a trapdoor for B, is not able to compute a
short non-zero solution z to A -z = 0 mod q.

The choice of the Samp algorithm affects the hardness of the assumption. In this work, we consider
the PRISIS assumption, introduced in [FMN23|, which is obtained from BASIS when the sampling
algorithm is defined as in Figure 1.

As mentioned before, binding of the Merkle-PRISIS commitment scheme follows from a multi-
instance version of the PRISIS; assumption. We give a general definition for multi-instance BASIS
assumptions, in which the adversary is given a number of BASIS instances, and aims to find a short
non-zero solution to the matrix obtained by concatenating the challenge matrices of the individual
instances.

Definition 1.2 (Informal). Let Samp be an algorithm as before. Let Ay, ..., Ay be random matrices
in Ry, and suppose further that B;,aux; < Samp(A;) and that T; is a trapdoor for B;. The h-
BASIS[Samp]| assumption states that no efficient adversary, given (A;, B;,aux;, T;);, can find a short
non-zero vector z such that [Aq]...|Ap] -z =0 mod q.

The PRISIS version is defined as h-PRISIS; := h-BASIS[PRISIS.Sample;]. In Section 3.2 we show
that this multi-instance version of PRISIS is as hard as the single-instance version. Combining this
with the result in [FMN23, Sec 3.1], which reduces Module-SIS to PRISISg, implies that binding
of Merkle-PRISIS follows from standard assumption. We alternatively show a tighter reduction

directly from Module-SIS to h-PRISIS; in Section 3.1.



PRISIS.Sample,(A):

al

a o1 m A o
1. Sample® a' + Rq and set A = [A

} We write PRISIS, := BASIS[PRISIS.Sample,].
2. Sample w <~ R . B
3. Return w’ - A -G
B = : and aux:=w .
w1 A -G

“This vector a will be used in concert with e to argue binding later. Refer to Section 4.1 for details.

Figure 1: Sampling algorithm for the PRISIS assumption.

1.3.3 Evaluation protocol

Next, we focus on the second component of our polynomial commitment scheme, namely the
evaluation protocol. First, we present a X-protocol, resembling that in [FMN23], that reduces
checking an opening of a committed degree d polynomial to that of one of degree d/2. Our final
protocol will apply this X-protocol recursively, which will suffice to achieve polylog(d) communication
and verifier complexity.

Again for simplicity, assume that d = 2" — 1, and let (Aj,wj, Tyj)em be a Merkle-PRISIS
common reference string as before. Given a public commitment t, an evaluation point v and a
claimed image z, the prover aims to show knowledge of a polynomial f of degree at most d such
that f(u) = z, and that t is a commitment to f.

The protocol, as the previous work, follows a FRI-inspired split-and-fold approach. The prover
will split the witness vector into odd and even components, and send over some evaluations and
partial openings. The verifier will sample randomness which will be used to update the witness to a
random linear combination of those components. Prover and verifier will jointly (and efficiently)
updated their reference string and commitment to one of the folded polynomial. We describe the
J)-protocol in Figure 2.

Correctness, follows easily, if not for some cumbersome notation. We index the coefficients of
f, g with binary strings as before. Thus, the j-th coefficient of g is g; = ag foj + a1 f1j for j € Zg_l.
Now, by expanding the verification equations, we have

gi-e=(ag- foj+a1-fij)-e

h—1
_ 0 Jt
= Qg - (t — Wy - Aq-s0— g Wiy Ay SO,j:t)

t=1
h—1
+ o7 - <t — w% . A1 81 — Zw{t—kt . A1+t . Sl,j:t)
t=1
:ao-(t—w?-Al'So)—FOJl‘(t—w%‘Al‘Sl)
h—1

ji
E wl'yy - Arg - (ao - sog, +ar-s1j,)
=1

~+



Basic Y-Protocol

Prover Verifier

FX) = fo(X?) + Xf1(X?)

2 = fi(u?) for i € Zy %0,%1,80,81  Check: zg + uz; =2 z; Check: sg,s; short
9(X) = ag fo(X) 4+ a1 f1(X) G0, 1 ag,a1 — { X i€ Z}

Zp ‘= QSp,0 + a15p,1 for b € Z§h71 9, (zp)b crs’ = (Aigs, Wige, Tige)repn_1]

t/ = Q- (t — w(l]Also) + o - (t — w%Alsl)
2 =ap-z0+o1- 7
Check: g(u') = 2

Check: Open(crs',t', g, (zp)p) = 1

l
U =u

Figure 2: X-protocol to check evaluations of a degree d polynomial committed under Merkle-PRISIS.

h—1

— ¢/ Jt
=t - Z Wiy Artt - Zj, -
t=1

Note also that g(u?) = ag - fo(u?) + a1 - f1(u?) = g - 20 + a1 - 21. Further, the updated openings
are scaled by monomials, and thus remain short. We are able to straightforwardly generalise the
protocol to an arbitrary “folding factor”, that we denote as k. This parameter regulates in how
many components the polynomial is divided into in a round of the protocol. More concretely, the
original degree d polynomial is split into 2* polynomials of degree roughly d/2*, which are then
folded as in the original protocol. Applying the protocol recursively logarithmically many times (in
d), we are able to obtain an interactive evaluation protocol with communication complexity and
verification complexity polylogarithmic.

Knowledge soundness of the X' protocol follows from techniques similar to those in [FMN23],
inheriting the limitation that the knowledge soundness error is %, where N = poly(\) and thus
non-negligible. In the interactive setting, we could boost this via parallel repetition, but since
our aim will to construct non-interactive arguments through the Fiat-Shamir transform another
approach is required.

To this end, we combine the amortisation techniques from [BBCdGL18; BHRRS21]. Rather than
proving a single claim f(u) = z, we consider a protocol for a bundle of r claims { f;(u) = z; }ie[r]
(note that the evaluation points are the same across claims). The new X-protocol takes as input r
polynomials of degree d, applies the same “split” strategy to obtain r - 2¥ polynomials of degree
roughly d/2*. These polynomials are combined into 7 new ones via a redundant linear combination,
which induces a new bundle of claim to be recursively proven.

We apply this new X-protocol ¢ times recursively, and analyse the resulting protocol using
coordinate-wise special soundness. We show that the knowledge soundness error is roughly ¢ -
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r2F/(2N)". Setting r large enough, we can thus achieve negligible knowledge soundness error.
Applying the Fiat-Shamir transformation is then sound, and we obtain a non-interactive protocol
for proving multiple polynomial evaluations. The single polynomial case is then handled by proving
the same claim multiple times with the resulting protocol. An appropriate setting of parameters
then implies our main result.

Our protocols, as they are, natively provide evaluations proofs of polynomials over R,. We
present a new generic technique to make use of such evaluations proof to provide evaluations proofs
over Zg. The techniques, allow to prove evaluation of degree d polynomials over Z, by making use
of evaluation protocols of degree d/N in Ry, leading to significant savings in practice. At a high
level, we make use of the observation in [LNP22] that R has an automorphism ¢ : R — R such that,
for a,b € R, the constant coefficient of a - o(b) equals the inner product of the coefficient vectors of
a and b. We then make use of this fact to “pack” the coefficients of the original polynomial in Z, in
one of smaller degree over R,, embedding the original claim in the constant coefficient of this new
polynomial.

2 Preliminaries

We denote the security parameter by A, which is implicitly given to all algorithms unless specified
otherwise. Further, we write negl()) (resp. poly()\)) to denote a negligible function (resp. polynomial)
in A. In this work, we implicitly assume that the vast majority of the key parameters, e.g. the ring
dimension, and the dimensions of matrices and vectors, are poly(\). However, the modulus used in
this work may be super-polynomial in A.

For a,b € N with a < b, write [a,b] == {a,a+1,...,b},[a] = [1,a]. For ¢ € N write Z, for
the integers modulo q. We denote vectors with lowercase boldface (e.g. u,v) and matrices with
uppercase boldface (e.g. A,B). For a vector x of length n, we write x; or x[i] for its i-th entry.
Similarly, we define x.; == (z1,...,%;), Xi: == (T4,...,2p) and X;.j = (24,...,2;) for i, j € [n]. Given
two vectors u, v, we denote by (u,Vv) its concatenation. Also, £ is an empty string. Given two
matrices A, B we write [A | B] for their concatenation. We write [A|B] for stacking two matrices
on top of each other i.e. [A|B]:= [AT | BT}T.

Norms. We define the £, norm on C" as [|x[|, = (3_; |25|P) P for p < 0o and x| o = max; |z;|.
Unless otherwise specified, we use ||-|| for the 2 norm. We let the norm of a matrix be defined as
the norm taken over the concatenation of columns of the matrix. For distributions X and )Y we
define Here A(X,Y) =sup, | Pr(X € A) — Pr(Y € A) | to be the conventional statistical distance.

Bits-to-integer conversion. Let k > 1. For a vector b € Z&, we define the bits-to-integer
conversion function int(b) = Zle bi - 271 € 0,2 — 1]. Clearly, if u € Z& and v € Z then
int((u,v)) = int(u) + 2% - int(v).

2.1 Lattices

A subset A C R™ is a lattice if: (i) 0 € A, and for x,y € A, x+y € A, and (ii) for every x € A,
there exists € > 0 such that {y € R™ : ||x —y|| <e} N A = {x}. We say B € R"*™ is a basis for A
if its columns are linearly independent and A = £(B) := {B -z :2z € Z™}. The span (as a vector
space) of the basis of a lattice is the span of a lattice denoted as Span(A). We also let A* be the
dual lattice defined as A* = {w € Span(A) : (A,w) C Z}. We denote by B the Gram-Schmidt
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orthogonalisation of B. The Gram-Schmidt norm of B is defined as ||B| = MaX;e|] ||b;|| where b;
is the i-th column of B.

2.2 Discrete Gaussian Distributions

Let 0 > 0 be a parameter and A be a m-dimensional lattice. We then define the discrete Gaussian
distribution Dy . over a lattice coset ¢ 4 A as follows.

w2 —cl” __pocl®)
2 ZXEA pO”C<X) '
When ¢ = 0 or A = Z™, we will omit either from the notation. We naturally extend this notion
for lattices over the ring of integers of number fields (see below), and for matrices by sampling
column-wise.

Let A € R™™ be a matrix over some ring R, and take any u € R?. We write s - A '(u) to
denote sampling s <— D' conditioned on A -s = umod q.

We make use of the following lemmas on discrete Gaussians, bounding the norm of vectors
sampled from that distribution, and the entropy of the distribution.

Poc(z) = exp <— > and Dy g,c(2) = Poc(2)
g

Lemma 2.1 (Implicit in Cor 5.5 in [Pei07]). For any parameter m, a lattice A C R™ and a constant

o > 0 we have:
Pr [Hunoo > U-w(\/logm)} — negl(m) .

u(—'DA’(7

Lemma 2.2 (Implicit in Lem 2.10 in [PRO6|). Let A be a full rank lattice in RY. Let ¢ > 0 and
o >n:(A). Lety € A then

Pr [y=y] < (eVdet(A*)(1—¢)) " .

yu_,DA,o'

2.3 Smoothing Parameter

The smoothing parameter n.(A) of a lattice is the smallest s > 0 such that p, /S(A*) <1+ e. Below
we recall the standard upper-bound on the smoothing parameter [MR07; GPVO0S].

Lemma 2.3. Let A C R™ be a lattice, and let € > 0. Then, for every basis B of A,

1 In(2m-(1+1/¢))
) < sty |

<IB|- \/ln(Qm-(l +1/¢)) .

™

2.4 Rejection Sampling

We recall the generalised version of rejection sampling for discrete Gaussian over arbitrary lattices
as introduced recently in [BTT22| (here we skip the general case for ellipsoidal Gaussians).
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RejSamp: SimRS:

L (u,v) < h 1 (u,v)« h
22 DY, 2z < DY,

m ) . 1
3: return (u,v,z) with prob. min <M%7,,Ez)(z), 1) 3: return (u,v,z) with prob. 17

Figure 3: Rejection sampling [BTT22].

Lemma 2.4 (Rejection Sampling [BTT22]). Take any o, T > 0 and € < 1/2. Let A T R™ be a
lattice over some ring R and o > max(a - T,n-(A)) be a parameter. Let h: R™ x R™ — [0,1] be a
probability distribution which returns (u,v) where the vector v satisfies |[v|| < T.* Further, define
M =exp(jz +1) and ¢ == 21E exp(—a? - 7%21) Then, the statistical distance between distributions
RejSamp and SimRS defined in Figure 5 is at most 557 + 2—]\/5[ Moreover, the probability that RejSamp

outputs something is at least % : (1 — (1%)2)

2.5 Power-of-Two Cyclotomic Rings

Let N be a power-of-two and K = Q[X]/(X® + 1) be the 2N-th cyclotomic field. Denote R :=
Z[X]/(XN +1) to be the ring of integers of K. We write N (f) for the algebraic norm over Q of the
ideal f C R. for the algebraic norm of For an odd prime ¢, we write R, := R/(q). We denote R to
be the set of invertible elements in R,. Let £ be a divisor of N such that ¢ = 2N/{ + 1 mod 4N/¢.
Then, by [LS18, Corollary 1.2], the polynomial X 4 1 factors as
N/t
XN+1EH(X£—7“1-) mod ¢q
i=1
for distinct r; € Z;, where all X ¢ — r; are irreducible in the ring Z,[X]. Hence, the ideal (g) of R
can be written as a product of prime ideals:
N/
(@) =[Tt@x" —r) .
i=1
Moreover, by the Chinese Remainder Theorem and a union bound, the probability of w «- R, being
non-invertible can be bounded by N/(¢-¢"). In this work, we fix ¢ = 5 mod 8, so that £ = N/2. In
particular, if N = O(X) then R, splits into exponentially large fields.
For A € Ry*™, x € Ry, we define the g-ary lattices (or lattice cosets) as AL(A)={zcR™:
A -z =umod ¢}. We omit the subscript u if u=0.

Lemma 2.5 (Prop. 2 of [AL21]). In the power-of-2 cyclotomic ring R of degree N

max %0 @l
ao, a1€ER HaOHoo : ||a1Hoo

Next, we define X = {1,X,..., X?N=1} to be the set of monomials in R. We use the result
from [BCKLN14, Lemma 3.1] which says that the (scaled) inverse of any two distinct monomials
has small coefficients.

Lemma 2.6 (Lemma 3.1 of [BCKLN14]). Let 0 <1i < j < 2N. Then, 2/(X" — X7) mod (X" + 1)
has coefficients in {—1,0,1}.

“One may think of u (resp. v) as the public (resp. private) shift.
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2.6 Module-SIS
We recall the standard Module-SIS [LS15] assumption.

Definition 2.7 (Module-SIS). Let ¢ = q(\), n =n(X), m =m(\), 8= B(\) and N = N(\). We
say that the MSIS,, ,,, z,.5 assumption holds if for any PPT adversary A, the following holds:

nxXm
Pr| A-z=0A0< |z <8 ’ ‘::E(QA) ]<neg|()\) .

2.7 Leftover Hash Lemmas over Rings

We will rely on a leftover hash lemma over rings, both explicitly and implicitly when performing
trapdoor sampling.

Lemma 2.8 (Cor. 4.2 of [LPR13|). For a cyclotomic number field of degree N, integers ¢ > 2 and
n<m <poly(\). Let A = [Id,|A] € R™™, where A is sampled uniformly at random. Then with

probability 1 — 272WN) guer the choice of A the distribution of A -umod q where u < Drm 5 with
o > 2N - g/ t2/(Nm) s within statistical distance 2~ of the uniform distribution over Ry-

Corollary 2.9. Let Sm C Ry™™, m > n be a space of all matrices in Ry™™ that contain an

invertible nxn submatriz. Let matriz A <— Sy, and a vector X <= Dgrm , witho > 2 N-q”/m+2/(N'm)
then
A((A,A-xmod q), U(Snm), URY)) <27

Since the above statement is only for matrices containing an invertible submatrix, we need to prove
that for our parameters at least a constant fraction of all matrices are in S(n,m).

Lemma 2.10 (Lemma 2.5 of [BJRW23|). Let n, k, m, q be positive integers such that q is unramified

prime and factors as (q) = [[;=1p; in R. Let 1 < k < m and ai,...,a, € Ry* be a set of Ry
linearly independent vectors. Then

u 1

Pr |ag,...,ar_1,b are Ry-lin. indep.| = <1 — ) .

b(—'RZ” [ 1 q ] E N(pz)m_k

As a result for any 1 < n < m, it holds that

n—1 kK
1
Pr ai,...,a, are Ry-lin. indep.| = (1 — > .
(ai)i+(Ry)™ [ ! 9 ] kl;[() 21;[1 N(pﬁ)m_k’

Remark 2.11. In this work, we pick Y 41 to split into two factors, so £ = 2 and Vi : N'(p;) = ¢™/2.
As a consequence, elements in R, are invertible and linear independence holds with overwhelming
probability.

Remark 2.12. Let A + Ry*™ and 1 <n < m. Then with overwhelming probability all matrix
elements are invertible and its rows are linearly independent. Then with overwhelming probability
the Gaussian elimination algorithm can find an inverse for some n x n submatrix of A. Therefore,
A € S(n,m) with overwhelming probability.
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2.8 Trapdoor Sampling
Gadget matrix. Let § > 2. We set § := |logsq] +1,g" = [1,6,...,0971] € Réxq and G, =

I, g’ € ’RZX(H'@. When the dimensions are clear from context we simply write G. Write
G, l: Rg” — Rgn'Q)Xt for the inverse function that takes a matrix of entries in R4, and decomposes

each entry w.r.t. the base §. We also write g~! for Gl_l. Next, we recall the trapdoor generation
from [MP12; FMN23| and make use of Remark 2.12.

Lemma 2.13 (Trapdoor Generation). Let R, split into fields of super-polynomial size. Let N,n >
0,t=n-q and Gy, € RgXt be the gadget matrix. Take m >t + n. Then, there is a PPT algorithm
TrapGen(n,m) that with an overwhelming probability returns two matrices (A, R) € Ry™™ x Ry

n 42
such that A -R = G, mod q and |R| < o -+/2t - (m—t)- N where 0 > 2N - gt N
Moreover, A is statistically close to a uniformly random matriz in ’Rgxm.

The next lemma [MP12] states that given a short G-trapdoor matrix R for A, we can efficiently
sample preimages of A according to the discrete Gaussian distribution. We further merge the result
with the tail-bound inequality from [MRO7].

Lemma 2.14 (Preimage Sampling). Let R, split into fields of super-polynomial size. Let N,n,m > 0,
t =n-q and k = max(n,m). Then, there exists a PPT algorithm SamplePre(A,R, v, o) that takes
as input a matriz A € Ry™™, a Gp-trapdoor R € RZ"‘” for A with a tag H, a target vector v € Ry
in the column-span of A, and a Gaussian parameler o, and outpuls a vector u € Ry" such that

A -u=vmodgq. Further, ifc > ¢ - |R| - w(N - /log(k - N)) then the statistical distance between
the following distributions is negligible:

{u « SamplePre(A,R,v,0)} and {u+ AJ'(v)} ,

and in particular, Pr[||s|| > o - vm-N : s < SamplePre(A,R,v,0)] is negligible. We extend
this algorithm for matrices, i.e. for a matricx V. € R’q”e with columns vi,...,vy, we define
SamplePre(A, R, V, o) to be the algorithm which returns a matric S € R;”XK, where the i-th
column is the output of SamplePre(A, R, v;,0).

2.9 Ring-LWE

The Ring-LWE problem is to distinguish Ring-LWE samples from uniform.

Definition 2.15 (Ring-LWE). Let x5, xe be distributions on R. The Ring-LWE problem, denoted,
RLIWER, x..x. 18 to distinguish {a;,a; - s+ e;} from uniform where a; < Ry, €i < Xe and s < Xs.

The problem is considered hard for xs, xe = D%J with o € poly(NN) and ¢ € poly(NN) [SSTXO09;
LPR10]. By a hybrid argument we also have that {a - s; + ej}jepdy(/\) for a fixed a and varying

8j,€j < D% ., is indistinguishable from uniform, cf. [PWO08|. We refer to this setting as multi-instance
RLWER Dy , D .-

2.10 NTRU Lattices

Definition 2.16 (NTRU). Let ¢ > 2 € Z and B > 0 a real number. A (Rq,Xf,Xq)-NTRU
instance is an element h € R, such that there ezist (f,g) € R*\ {(0,0)} with g-h = f mod q and
f,9 < x£,Xg- The (Rq, Xf:xg)-NTRU problem, denoted NTRUR, x/.xgs 18 to distinguish NTRU
instances from uniform.
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Our main construction uses the main result of Stehlé and Steinfeld [SS13|, which says that
there is an efficient algorithm that outputs (h, TnyTry) such that h is statistically close to a uniform
distribution over qu and TnTry is a trapdoor for h.

Lemma 2.17 (Statistical NTRU Trapdoor Generation [SS13]). Let ¢ = w(N) such that ¢ = 5 mod 8.
Take e € (0,1/3) and o > max(y/N In(8Nq) - ¢"/2*¢, w(N321n%? N)). There is a PPT algorithm
NTRU.TrapGen(R,, o) which with an overwhelming probability outputs h € Ry and a basis TnTru
of the lattice

Ap = {(u,v) € R*:u+v-h=0mod g}

such that | TnTrull < N - 0. Furthermore, the statistical distance between the distribution of h and
uniform over /R,; is at most 210N . ¢~ leN],

When, as in Section 3.2, xy = x4 = Dr,, and when o < ,/q the problem is considered to be
computationally hard for some choices of parameters [HPS98; ABD16; CJL16; KF17; DW21]. In
particular, if ¢ < /g then distinguishing NTRU is exponential in ©(N - log(c)/log?(g)) under
known algorithms.

2.11 Commitment Scheme

We recall the notion of a commitment scheme with relaxed binding, as introduced in [ALS20].

Definition 2.18. Let CM = (Setup, Commit, Open) be a triple of PPT algorithms. We say that CM

is a commitment scheme over M with slack space S if it has the following syntax:

e Setup(1*) — crs takes a security parameter X (specified in unary) and outputs a common reference
string crs.

e Commit(crs,m) — (C,st) takes a common reference string crs a message m € M and outputs a
commitment C and decommitment state st.

e Open(crs,C,m,st, c) takes a common reference string crs, a commitment C, a message m € M,
a decommitment state st and a relazation factor c € S and outputs a bit indicating whether C is a
valid commitment to m under crs.”

We define the key properties of the commitment scheme: correctness, (relaxed) binding and hiding.
In the following, we denote the message space as M and the slack space as S.

Definition 2.19 (Completeness). A commitment scheme CM = (Setup, Commit, Open) satisfies
completeness if there exists a global relaxation factor c* € S such that for every m € M:

crs < Setup(17)

x) _
Pr | Open(crs, C,m, st, c") =1 C, st + Commit(crs, m)

>1—negl(\) .
For the notion of relaxed binding, we assume that the adversary comes up with two different
openings with the same relaxation factor.

Definition 2.20 (Relaxed Binding). A commitment scheme CM = (Setup, Commit, Open) satisfies
relaxed binding if for every PPT adversary A:

m#m' Am,m' € MA
Pr | Open(crs, C,m,st,c)
= Open(crs,C,m/,st’;c) =1

crs < Setup(1*) |
(C, (m,st), (m,st’),c) < A(crs) | negl()) .

5We implicitly assume that if ¢ ¢ S then Open automatically returns 0.
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Definition 2.21 (Hiding). A commitment scheme CM = (Setup, Commit, Open) satisfies hiding if
for every (stateful) PPT adversary A:

crs < Setup(1*)
(mo,my) < A(crs)

Pr |t =0 b+ {0,1}
C, st < Commit(crs, mp)

b+ A(C)

+ negl(\) .

l\.’)\r—t

2.12 Polynomial Commitment Scheme

Polynomial commitment schemes extend commitments with the ability to prove evaluations of the
committed polynomial.

Definition 2.22. Let PC = (Setup, Commit, Open, Eval, Verify) be a tuple of algorithms. PC is a
polynomial commitment scheme over a ring R with degree bound d and slack space S if:
e (Setup, Commit, Open) is a commitment scheme over

d
M= {(fo,fl,...,fd) S Rd+1 : Zfz X S R[X]}
=0
with slack space S.
e Eval(crs, C,u,st) — 7 takes a common reference string crs, a commitment C, an evaluation point
u € R, auxiliary state st and outputs an evaluation proof w.
e Verify(crs,C,u, z,m) — 0/1 takes a common reference string crs, a commitment C, an evaluation
point u € R, a claimed image z € R, an evaluation proof w, and outputs a bit indicating whether
m 15 a valid evaluation proof that the polynomial committed to in C' evaluates to z at the point u.
We also consider a setting in which Eval and Verify are replaced with an interactive two-party protocol
between a prover and a verifier, and refer to that setting as an interactive polynomial commitment
scheme.

Further, we require that the evaluations procedure satisfy evaluation completeness and knowledge
soundness. For simplicity, we give these definitions for non-interactive polynomial commitments,
the interactive variant follows similarly.

Definition 2.23 (Evaluation Completeness). We say that a polynomial commitment scheme
PC = (Setup, Commit, Open, Eval, Verify) satisfies completeness if for every polynomial f € RS4[X]
and any evaluation point u € R:

crs + Setup(17)
Pr | Verify(crs, C,u, f(u),7) =0 | C,st + Commit(crs, f) | = negl()) .
7 < Eval(crs, C, u, st)

Definition 2.24 (Knowledge Soundness). We say that a polynomial commitment scheme PC =

(Setup, Commit, Open, Eval, Verify) is knowledge sound with knowledge error € if for all stateful PPT
adversaries P*, there exists an expected PPT extractor £ such that

crs « Setup(1*
0= Open(ch, C, f7 St7 C) (C U, 2 7T) — Pf((crs

Pr| b=1A b = Verify(crs, C,u, z,

)
% <e(A) .
(0# 1V f(u) # z) (fstc)%gp(crsCuzﬂ)
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2.13 Interactive Proofs

We recall the notion of interactive proofs [GMR85]. Let R C {0,1}* x {0,1}* x {0,1}* be a ternary
relation. If (i,x,w) € R, we say that 1 is an index, x is a statement and w is a witness for x. We
denote R(1,x) = {w : R(1,x,w) = 1}. In this work, we only consider NP relations R for which a
witness w can be verified in time poly(|i|, |x|) for all (1,x,w) € R.

A proof system II = (Setup, P, V) for relation R consists of three PPT algorithms: the Setup
algorithm, prover P, and the verifier V. The latter two are interactive and stateful. We write
(tr,b) < (P(i,x,w), V(i,x)) for running P and V on inputs 1, x, w and 1, x respectively and getting
communication transcript ¢r and the verifier’s decision bit b. We use the convention that b = 0
means reject and b = 1 means accept the prover’s claim of knowing w such that (x,w) € R. If tr
contains a | then we say that P aborts. Unless stated otherwise, we will assume that the first and
the last message are sent from a prover. Hence, the protocol between P and V has an odd number
of rounds. A X-protocol is a three-round protocol. Further, we say a protocol is public coin if the
verifier’s challenges are chosen uniformly at random independently of the prover’s messages.

Definition 2.25 (Completeness). A proof system I1 = (Setup, P, V) for the relation R has statistical
completeness with correctness error e(\) if for all adversaries A,

i < Setup(1*)
Pr{b=0A(I,x,w) €R (x,w) < A(1) | <e(A)+negl()) .
(tr,b) < (P(1,x,w), V(i,x))

Definition 2.26 (Knowledge Soundness). A proof system I1 = (Setup, P, V) for the relation R is
knowledge sound with knowledge error () if there exists an expected PPT extractor € such that for
any stateful PPT adversary P*:

Prob=1AGxw) ER1 ) b (i, x,st), V(i x)

)
(x,st) < P*(1)
)
w «— EP7 (1, %)

Here, the extractor £ has a black-box oracle access to the (malicious) prover P* and can rewind it
to any point in the interaction.
2.14 Coordinate-Wise Special Soundness

We recall the (simplified) notion of coordinate-wise special soundness defined in [FMN23]. Let S be
a set and £ € N. Namely, take two vectors X = (x1,...,%¢),y = (y1,...,y¢) € S°. Then, we define
the following relation “=;” for fixed i € [/] as:

X=y < 2 #yi AV je[\{i},z;=y; .

That is, vectors x and y have the same values in all coordinates apart from the i-th one. For ¢ =1,
the relations boils down to cheking whether two elements are distinct. Further, we can define the set

_ 41 Jkelt+1), Yiell,
SS(S,0) = {(xl,...,xM)e (sf) 3t R, 0 e, }
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As a simple example, ((0,0), (1,0), (0,1)) € SS(Z2,2) — the vector (0,0) differs from (1, 0) (resp. (0,1))
exactly in the first (resp. second) coordinate. Note that for £ = 1, this set contains pairs of distinct
elements in S.

We are ready to define the notion of coordinate-wise special soundness.

Definition 2.27 (Coordinate-Wise Special Soundness). Let II = (Setup, P, V) be a public-coin
(21 + 1)-round interactive proof system for relation R, where in each round the verifier picks a
uniformly random challenge from S¢. A tree of transcripts is a set of K = (£ + 1)* arranged in the
following tree structure. The nodes in the tree correspond to the prover’s messages and the edges
correspond to the verifier’s challenges. Fach node at depth i has exactly £ + 1 children corresponding
to £+ 1 distinct challenges which, as a vector, lie in SS(S,£). Every transcript corresponds to exactly
one path from the root to a leaf node.

We say that 11 is £-coordinate-wise special sound if there is a polynomial time algorithm that
given an indez 1, statement x and the tree of transcripts, outputs a witness w € R(1,x).

The following lemma states that coordinate-wise special sound protocols are knowledge sound.

Lemma 2.28 (Lemma 2.31 of [FMN23]). Let IT = (Setup,P,V) be public-coin (2u + 1)-round
interactive proof system for relation R and suppose the challenge space of V in each round is S*. If
IT is £-coordinate-wise special sound and ¢* = poly(\), then it is knowledge sound with knowledge
error pl/|S|.

Moreover, in [FMN23, Lemma 2.32] it was shown that coordinate-wise special soundness maintains
knowledge soundness in the random oracle model under the Fiat-Shamir transformation.

3 Power-Ring-BASIS Assumption

Our construction of the polynomial commitment will rely on the multi-instance version of the
PRISIS (Power-Ring-BASIS) assumption [FMN23| which is a special case of the BASIS assumption
introduced by Wee and Wu [WW23b].° Recall that G, is a gadget matrix with base §. We fix the
modulus ¢ and set ¢ := |logs q| + 1. Here, we consider a multi-instance version of BASIS, where
the adversary is given h instances (A;, B;, T;, aux;) of BASIS, and it has to find a short non-zero
solution to the concatenated matrix [A; | --- | Apl.

We also analyse hardness of the h-PRISIS assumption for h = poly()A). First, we show that
for specific parameters, h-PRISIS,, ;, z, 255 1 secure under the Module-SIS assumption. This
implies that our polynomial commitment scheme in Section 5 is secure under standard assumptions.
Furthermore, we prove that h-PRISIS generally has a reduction from a single instance PRISIS which
can be of independent interest.

Definition 3.1 (h-BASIS). Let h > 1 and q,n,m,n’,m’ £, N,o, 3 be the lattice parameters. Let
Samp be a PPT algorithm, which given a matriz A € Ry™™, outputs a matriz B € Rglxm/ along
with auziliary information aux. We say the h-BASIS, 1 v/ m/ Ry 00,8 assumption holds w.r.t. Samp
if for any PPT adversary A:

Vj € [h],Aj < Ry,

[A1| -+ |Ap]-2z=0 (Bj,aux;) < Samp (A;)
< .
Prio <z < T, « B;-\(G,) | ="
z <+ A ((Aj7Bja ij auxj)je[h])

SBASIS stands for Basis-Augmented Shortest Integer Solution.
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The PRISIS assumption is defined by the following sampling algorithm Samp.

Definition 3.2 (h-PRISIS). The h-PRISIS,, 1, r, .00, assumption is an instantiation of the h-BASIS
assumption with the following sampling algorithm Samp. That is, Samp(A) samples a row a7 < Ry
and sets A as

_ T
A= [Z} e RHDxm 2)

X

Then, it samples w < R,

and outputs

wO A _Gn—H
B = : and aux = w.
w1l A Gl

3.1 h-PRISIS Assumption for ¢ =2

We provide an efficient reduction from MSIS to the h-PRISIS,, ;, z, ¢,0,5 assumption, where ¢ = 2.
Since we base security of our constructions on this case, we obtain a polynomial commitment from
standard lattice assumptions. In particular, we prove the following theorem:

Theorem 3.3 (MSIS = h-PRISIS). Let n > 0,m > n and denote t = (n+1)-q. Let ¢ = w(N)

satisfy ¢ = 5mod 8. Take ¢ € (0,1/3) and oo > max(y/NIn(8N -q) - ¢*/?t¢, w(N3/2.1n%/%.N))
such that 219N g=L=N] s negligible. Let 7 := max(2- (n+1),2m +1t) and

012 8\/t- N -(N?-03-m+21) - w(v/N - log(V) .
Then, for h = poly(X), h-PRISIS,, 1, », 2,015 i5 hard under the MSIS, =, 5 assumption.

Recall that Fenzi, Moghaddas and Nguyen [FMN23] already gave such a reduction for the single
instance case (h = 1). We adapt their proof strategy to prove hardness of h-PRISIS. To this end,
we fist provide a technical lemma from [FMN23, Lemma 3.4], which says that if one can find a short
solution to a specific linear equation, then one can also build a PRISIS trapdoor.

Lemma 3.4 (|[FMN23]). Let n,m, N >0 and o > 1. Denotet =n-q. Then, there exists an efficient
deterministic algorithm, that given as input a matrix A* € RI"™™  invertible W1, Wo, H € R;‘X"
and two matrices T1, Ty € RI™, which satisfy |[T1]|T2]|| < @ and

W A" T{ - W3- A" Ty =H-G, ,
outputs a tag H* € GL(2n, R,) and a Gaoy-trapdoor S for the matriz B defined as:

W - A~ 0 -G

B = 0 Wy - A* —G

with a tag H*, where ||S|| < /2 (a2 +t2- N).
We now follow the footsteps of the proof of [FMN23, Lemma 3.6] to prove hardness of h-PRISIS.

Proof of Theorem 5.5. Suppose there is a PPT algorithm A that wins h-PRISIS,, ;, z, 20,5 With
probability €. We revisit the h-PRISIS security game and introduce a game hop where we plug in
the NTRU trapdoors inside the auxiliary information wq, ..., w,. We define €; to be the probability
that A wins Game 1.
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Game 1: This is the standard h-PRISIS security game. To recall, for j € [h], the challenger samples
a; «+ Ry, Aj < Ry™™ and sets A7 as in (2). Then, it generates an invertible element w; < R7
and computes the matrix:
A% 0 -G
Bj = J *
0 wyj - Aj -G

Then, it samples T «+ Bj;11 (G’Q(n+1)) and outputs (Aj, By, Tj,w;) e to the adversary A. By
definition, €; = €.
Game 2: Forall j € [h], we substitute w; <— R4 by running (wj, T(N]-%-RU) < NTRU.TrapGen(Ry, 00).
By Lemma 2.17 and the hybrid argument on h, we get €5 > 4 — negl()).

Assume there is an adversary that wins Games. We now show how to build h-PRISIS trapdoors
(T;) e given the Module-SIS matrix [Ay | --- | Ap] and the NTRU trapdoors (TlilTRU)jE[h]' To
this end, we will show how to find short matrices S;1,S;2 such that:

A; : Sj71 —w - A;Sj’Q =G

where A is computed as in Eq. (2). Let g; be the i-th column of G and fix j € [h]. Assuming
that A7 is full-rank (cf. Lemma 2.10) and using linear algebra, we can find a (possibly large) vector
t such that A; -t = g;. Now, using the NTRU trapdoor Tntry and the standard Nearest Plane
algorithm [LLL82; Bab85]|, we can sample vectors (s ;,s2,;) such that:

Slﬂ' —wj 'S27i =t and ||(Sl7i7s2,i)” S N - oo \V/m:- N/2 .

Hence
* * * *
Aj -sl,i—wj-Aj -s2,i—Aj-(sLi—wj-s2,i) =A"-t=g; .

Thus, we obtain the matrices S;1,S;2 by concatenation where

“[Sj71||sj72]“ SO{Z:N‘O'()'\/m't‘N/z .

Therefore, by Lemma 3.4, we can construct a Gy, 1)-trapdoor S; for B; such that

1551 < \/WZ\/t'N-(NZUg-m—I—Qt) :

Hence, the reduction B can build the trapdoor (S;),e[n as above and then randomise the trapdoor
for B; by sampling fresh preimages as T; < SamplePre(B;,S;, Go(n41),01) for j € [h]. Finally
it sends the tuple to A and returns what it outputs. Since o1 > 0 - [|S;]| - w(y/N -log(TN)), by
Lemma 2.14 B wins the Module-SIS game with probability at least 2 — negl(\), which concludes
the proof. O

3.2 h-PRISIS Assumption for ¢ = O(1)

In this section, we show that if PRISIS is hard then h-PRISIS is hard for £ € O(1) > 2 and h = poly(A).
In particular, we will prove the following theorem.
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Theorem 3.5 (PRISIS = h-PRISIS). Let n,m, R, £,or be PRISIS parameters. Let the ring R,
split into fields of superpolynomial size. Let ¢,;n € O(1). Let o, > 0 and B > 0 be real numbers. Let
d be a gadget matrixz base and set G == |logsq| + 1. Let m > 2n > 0, let h = poly()), let

B >4h-B- NY2. 2. gtn/mt8/(Nm) -w(logN) ,

let

oy >NOT26. 520 9f+2. g/ INm) 2o V(mel+ng)-ngl-log(m-N) - w(log® 2t (N)) .

Then h-PRISIS;, i R, 0,00:, 8 18 hard under the PRISIS,, 1y =, 0,07, g7 assumption, under the RAWEg, py, -
and the NTRUg, Dy ., Dr . assumptions.

1O

Overview

We will describe the key ideas of the proof and then glue them together in the end of the section.
First, we note that for an arbitrary matrix R € R™/2X™/2 the following holds:

[Idlm/2 R }[Idm/g "R

0 Id,. 0 Idm/J =lIdn -

If R has a small norm, both the matrix and its inverse are small. Similarly, we can place R in the

bottom left corner:
Id,, s 0 | Idye 0 _1d,, .
R 1Id,) -R  1Id,, )
Randomising A. Using these, we are going to transform a given PRISIS matrix into multiple

almost independent uniform matrices. A PRISIS instance given by the challenger consists of
(A,B,w,T) such that B- T = G,,, i.e:
A ~Gy, Too
{—1 . _ 0,(4—1)
w A G, Tos

We split A = [Ar|Ag] in the middle. Similarly, for an arbitrary trapdoor block Ty ; such that
0<j<l—1,let Tg; =[Tr||Tr]. The block Ty, is left unchanged in this step. We sample R, Ro
from a distribution we define later on. We rerandomise A and Ty ; in the following way:

id,, R, ][id, 0
A'=[Ac] AR]'[ 0" 14 1/zH R2/2 Id /2] = [AL+ (AL Ri+ Ag) Ry [ AL-Ri+Ag]

and accordingly

r_ (MmO | Idy, —Ri | [Tr] T, —-Ri-Tg
0.3 " —R2 Idm/2 0 Idm/2 TR TR—R2~(TL—R1-TR)

We can verify that
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We use the Leftover Hash Lemma to prove that the new challenge matrix A’ looks uniformly random
and independent of the initial instance. Then we can apply this rerandomisation h times to generate
h new instances.

That is, we will eventually sample fresh short matrices R;1, R;o for each of the h-PRISIS matrices.

We denote
M, 1d,, /2 R, ' 1d,, /2 0
o 0 Idm/2 Ri2 Idm/2

Then its inverse is equal to

M~_1 _ |:Idm/2 0 :| . |:Idm/2 _Ri1:|
’ —Ri2 Id,, ) 0 Idy)

Randomising w. We will also need to rerandomise the scalar w. For this, we use an approach

inspired by the NTRU rerandomisation in [PS21]. We set w; := % for some short ;. Then we have:
T

A —Gnp 0.0

: : = an .

=1 0-1 »
w T A =Gy, To.

We will show that this is indistinguishable from uniform {w;} if NTRU and RLWE are hard.

Randomising T. We apply both transformations to the initial trapdoor T and compute h new
trapdoors. We define

Ty M; ! Too
T; = : = :
— _
T o) RS Y P
Tg,e To,

The columns of the new trapdoors do not look like spherical Gaussian vectors, so we use them in the
SamplePre algorithm from Lemma 2.14 and generate well-distributed preimages of vectors in Gy, .
Technical Lemmas

Lemma 3.6 (Randomising A). Let R, split into fields of superpolynomial size. Let Ap, Ap
(Rgxm/2)2 withm/2 > n. Let Ry, Ry € R™?*™/2 have columns sampled independently of Drm/2 4,
with og > 2 N - g2/m+4/(N-m) - [y

LHS = Ar,Ar, A;-Ri+Ap, A + (AL R + AR) - Ro,

RHS = U(RI*™?), URYP™?), URZ™?), URY™?)
then A(LHS, RHS) < 2=,

Proof. Using Corollary 2.9 and the fact that adding A g is a bijective map we get that A((Ap, Ay, -
Ri + AR), (AL, Ap)) < 27%N) where Ap is a fresh uniformly random matrix. With the same
argument we obtain

A((AL, Ap, Ap, AL +Ap-Ry), (AL, Ar, Ap, A})) < 279N
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where A’ is a fresh uniformly random matrix. Now applying the triangle inequality we get the
statement of the Lemma. O

We now analyse the norms of the trapdoors we output. Let us drop the index i to make this
part of the document more readable.

Lemma 3.7 (Norm of T). For the trapdoor T' := |Ty]| ... ||T’(£71)||T2 € RMARDXNG constructed

. m/2xm/2 2 / /
above with R1, Ry < (D', ") and x <~ DRy, . For o - N -m > 2 we have s1(T") < || T'[| <

VINml+Nng)-Nngl- (N‘2N'Ug)£ (Nm)?- o7 o, - w(log™/? N)
with overwhelming probability.

Proof. We compute the norm of each block of the resulting trapdoor separately. By Lemma 2.1
each coefficient of the initial trapdoor matrix is bounded by o7 - w(y/log N) in the infinity norm
with overwhelming probability.

In particular, the infinity norm of Ty is bounded by o - w(y/Iog N). For every remaining block
Ty, = [T1||Tr] with 0 <7 < ¢ —1 the transformation is of the following type:

xi- T/L — Qj‘i- Idm/2 0 . Idm/Q —Rl . TL
T, ~Ry Id,, 0 Id,n| |Tr

i [ 0] [Se
‘ ~Ry 1Id,.] |Sr

Analysing the first matrix multiplication that results in Sy, Sy, we note that Sp = Tpg, hence
ISRl < o7 - w(\log N). As for S;, = T, — R1Tg, we can bound its infinity norm as follows:

m/2—1
1) (R
1Selloe < 1Tl +max|| S~ ) -4
T k=0 -
m/2
<NTrllo + D N - IRill - I TR o
k=1
N
<or-w(y/logN)+ Tm -or-w(y/1ogN) - o7 - w(y/log N)
N
< (o7 + —217) - w(log N) -

Here we denote an element of Ry at position (i,7) as TS) and an element of Tg as tSR). The

transitions above use Lemmas 2.1 and 2.5 and the triangle inequality. Secondly, we bound the
results of the remaining matrix multiplication. As before, T} = S, so | T | = [St|/o- Similarly,
we have Tﬁ% =Sr — Ry - S;. We analyse its norm:

m/2
T[] < ISRlle + DN - IRl - ISelu
k=1
N N
<or-w(y/logN) + Tm cop-(op + W) - w(log®/? N)
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N Nm)?oro?
=lor+ JroOT AT +( m) 0T -w(log®? N) .
2 4
Finally, we use the ring expansion factor and Remark 3.10 to bound the value sz . T’RHOO <
Ntz - [Tsll, <N (2N -02-w(logN))" - || T|l.- An equivalent bound holds for T’,.
We conclude that the quality of the trapdoor is as claimed using a geometric progression
inequality Zf;ll N (2N - 02 -w(logN))' < N*- (2N - 02 - w(logN))e. O

Lemma 3.8 (Randomising w). Let R, be such that it splits into superpolynomially large fields. Let
oz be a real number > 0. Given {w;} ;<. If both NTRUR, py . pr ., and RAIWER, p, . Dy,
are hard, it is hard to decide if w; - Ry or w; = w/x; where w <~ Ry, x; = f-s; + g - e; with
[,9,si,¢i < Dro,-

Proof. We proceed in a sequence of hybrids.
Game 1: This is setting where we have uniformly random elements {w;, ws, ..., wg}.

Game 2: We rewrite our elements as {u/u1,u/ug, ... ,u/ux}, where u <= Ry and u; < R;. The
two distributions are within negligible statistical distance by our assumption on R, which implies
that w; < R, are invertible with overwhelming probability.

Game 3: We rewrite our elements again as {u/by,u/bs,...,u/bx} where b; == a - s; + e; for
a <+ Ry and s;,¢€; < D%M. Under the Ring-LWE assumption for RLWERWDRM DR this game
hop is undetectable. To show this, we plant a multi-instance Ring-LWE challenge which is either
(a,b; :=a-s;+e;) or (a,u;) with u; < R,.

Game 4: We replace a with h = g where f, g <— Dr ,. If this game hop can be detected by the
adversary we can break the NTRU assumption with x; = x4 = Dr,. To do that we plant an
NTRU challenge into h. If h is uniform we have the distribution from Game 3. If h = 5, we obtain

{u/(f/g-si+ei)}.
Game 5: We see that:

u/(h-site)=u/(f/g-site)=u-g/(f sit+g-e) .

Therefore, the expression obtained in Game 4 is the distribution {w/z;} from the proposition
statement with x; == f-s; +¢g-€; and w:=u - g. O

Remark 3.9. Note that we require ||z{7!| < ¢ and that NTRU for h = z1 /2 is hard. We pick
¢ € O(1) as per the discussion in Section 2.10.

Remark 3.10. By Lemma 2.1 and Lemma 2.5 when f, g, s;, €; <~ Dr , we have:

Pr(||f-si+g el >2N 02 w(logN)| < negl(\) .
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Proof

We are now ready to prove Theorem 3.5. The result follows by repeatedly applying Lemma 3.6
h times and randomising ring scalars using Lemma 3.8. The norm bounds on the trapdoors are
obtained from Lemma 3.7. This allows us to construct well-distributed trapdoors using Lemma 2.14.

Proof of Theorem 3.5. Assume that we have a PPT adversary A that solves the h-PRISIS problem
with non-negligible probability e. We aim to use A to solve any PRISIS instance (A, B,aux, T)
where aux = w.

We proceed through a series of hybrids in which we transform the h-PRISIS input in order
to plant the given PRISIS instance within. Let us denote the adversary’s winning probability in
Game ¢ with ¢;.

Game 1: (Standard h-PRISIS security game) We sample an h-PRISIS instance ({ A; },{B; },{w; },
{T; }) honestly and hand it to the adversary A. For every index i the inputs have the following
distributions:

1. Vi €[], A; ¢ RIX™,

2. aux; = w; < Ry,

4. T; + Bi; 1 (G).

iUTi

By definition €; = e.

Game 2: (Replacing the scalar distribution) When sampling our A-PRISIS, we replace the auxiliary
ring elements w; with % where w <~ Ry and Vi : z; = f - s; + g - ¢; with f,g,{s;},{ei} < Dro,-
If the adversary’s advantage against h-PRISIS is different when given { :c%} instead of uniformly
random ring elements we can build a distinguisher for these two distributions.

Given a challenge tuple {w;} we do the following. We generate h tuples (A;, T;) « TrapGen(n,m)
satisfying conditions of Lemma 2.13. Using T; we generate trapdoors for B; constructed from A,
and w;. If the adversary has the expected advantage then the distingusher detected the uniform
distribution, otherwise it detected {}.

By Lemma 3.8 such a distinguisher does not exist under the NTRU and RLWE assumptions.
Which allows us to conclude that the adversary cannot distinguish between {*} and the uniform
distribution of scalars. Therefore, adversary’s winning probability e > 1 — negl()).

Game 3: (Replacing the matrix distributions) We receive a PRISIS instance, (A, w, T) and sample
R;1,Ri2 € R™/2X%m/2 with columns from Dgm/2 4, Recall

M, — Id,2 Ra | [Idppe O
T 0 Tdyp) | Re Ids
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We set our h-PRISIS matrices A; := A - M, for 1 <4 < h. Since A + Rgxm each A; is statistically
close to uniformly random and independent of A by Lemma 3.6.
We also sample {z;} where Vi:z; = f-s;+g-e with f,g,{s;},{ei} + Dr, as in Game 2.
Moreover, for each ¢ we sample T} = (Tégp .. =T£,(e—1)’T;,£> where T;,Z = Toy and T} ; =

xf -M; Ty, when j < ¢— 1. Here Ty ; is the challenge trapdoor blocks. As a result for each i we
have the following:
A, -Gy, T;,o
wi™t Ay =G| [T,
The trapdoors T we have computed have a bounded norm, but they are not distributed according
to a spherical Discrete Gaussian. We use the Preimage Sampling Algorithm defined in Lemma 2.14
to resample them. This way we compute T; := SamplePre(B;, T}, G, ¢, o1;).

Lemma 3.7 establishes a bound on the norm of T}, so by Lemma 2.14 the final trapdoor T; can
have a standard deviation parameter or; > - /(Nmf+ Nng) - Nngl- (N -2N - Ug)e (Nm)?-
o7 o w(log®>TY(N) - N - \/log(m - N)). We take into account o > 2- N - g®"/™+4/(N™m) 4 obtain
the final bound on o7;. Since the bound holds with overwhelming probability the distribution of
T; is statistically close to Bi;;i(Gn.g) and the advantage of the adversary can only change by a
negligible value.

Overall, the adversary’s winning probability in Game 3, £3 is negligibly close to &3.

Adversary’s output. The values constructed in Game 3 are now related to the initial PRISIS

instance. Upon receiving these values the adversary replies with a nonzero vector v = (vi,...,vp)
such that: ,
[Ar | - |Ah]'V=ZA¢-V¢:Om0dq.
i=1

We can rewrite this equality as A - 2?21 M, - v; =0mod ¢q. Then u:= 2?21 M, - v; is a candidate
solution for the PRISIS problem for A.

To confirm that u is a valid solution we need to prove the following two statements. First, that
the norm of u is upper bounded by 3’ and second, that u # 0. Applying the techniques from
Lemma 3.7 we see that HZZL:1 M; - v; ‘ <h-(Nm)*?*.8. 0% -w(logN) < 8.

It remains to prove that u # 0. Let us assume that the adversary’s goal is to output a solution
v that Z?Zl M, - v; = 0. Since A does not know the values of random matrices M;, their chance to
succeed is bounded by maxyo Pr [}, M; - v; = 0].

Let us analyse this expression for an arbitrary fixed nonzero vector v. W.l.o.g. we assume

that vi = v, # 0. Then Pr [Z?Zl M, v; = O] < max¢ Pr[Mj - vi = ¢]. For any value of ¢ the
probability above can be expressed as follows:

PP Hv;m/z + Ry (Rig+1d,,)) - V(m/2+1):m:| _ C]
Riz2vin2 + Vimet1)ym

We know 31 < j < m such that v[j] # 0. There are two cases to consider: 1 < j < m/2 and
m/2 < j < m. In the first case

P <Pr [Rl,Q *Vim/2 = C(m/2+1): — V(m/2+1):m]
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< Pr[r-v[j] =] <maxPr[r-v[j] =]
C/
Here r is the element of matrix Ry 2 at position {1,5} and ¢ = ¢(c,v,Ry2) is a value determined
by vectors v, c and all other entries of R 2 not including 7.
The ring R is an integral domain. Hence, Va,b € R the equation a - x = b has not more than
one solution. Therefore, Ve € (1/2,1) if g > 1:(Z") then by Lemma 2.2

1
P<maxPr|r=C"r <+ Drsp| <
ez [ | R, R] - Ug(l—a)

Note that by Lemma 2.3 op > 2- N - ¢2/m+4/(Nm) -, \/ w > n-(ZN). In the second case
m/2 < j <m and

= negl(\) .

P<Pr[Rii Rig+ Id,,/2) - V(m/241)m = Cn/2)
< max (Pr [R1,1 v =cd | (Ria+ Id,,/2) - Vim/241):m = A 0] - Pr [v/ #* 0]
C/

+Pr[v' =0])

S NG =9 TN eV

where for the last transition we apply Lemmas 2.2 and 2.3 again.

We conclude that when v is correct then u is a valid solution to (A, B,aux, T) instance of
PRISIS,, ;R 6,00, 57 Problem with overwhelming probability. Hence, the winning probability of this
adversary against PRISIS,, ;,, R, ¢.0r, g7 is at least €3 — negl(A) > € — negl()). O

4 Merkle-PRISIS Commitment Scheme

In this section we define a new compressing commitment scheme which combines the BASIS
construction [FMN23; WW23b| with Merkle trees (of arity two). This approach significantly reduces
the size of the common reference string, as well as the prover running time.

Let ¢ = 2" be the length of the committed message. The message space is M = Rg. We let v
be the parameter controlling the norm of the opening vectors. Further, we define the slack space
to be the set S :==R;. We define G := G, € RZ}” and the decomposition base § as in Section 2.
Also, e; == (1,0,...,0) € Ry - The commitment scheme is presented in Figure 4.

4.1 Security Analysis

In the following, we show that the Merkle-PRISIS commitment scheme from Figure 4 satisfies
completeness, relaxed binding and hiding.

Lemma 4.1 (Completeness). Suppose n, N, s > 1, definet:=n-q. Let m >t +mn, m' :=2m +t,
n 2
n' =2t and t' = max(n/,m’)7 and s > 2N - gn—t | NG5 . Take
00 >20s N - w(y/t- (m —t) -log(t’N)) and
o1 2009 N -w(y/m'n'-log(t'N)) .

If v > o1vVm/N for j € [h], then the Merkle-PRISIS commitment scheme satisfies completeness.

"Clearly, m’ > n/. Nevertheless, we define ¢’ this way to explicitly show how we can apply Lemma 2.14.
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Merkle-PRISIS Commitment Scheme

Setup(1?)

1. For j=h,..., 1:

2. (A,R) < TrapGen(n,m).

3. w<« Ry

4. LetR;:==R-G Hw™ - G) foriel0,1].
5

Set
Ro
B::[A 0 _G], R=10
0

0
Ry
0 w-A|l-G 0

6. Sample T < SamplePre(B, R, Ga,, 00)
7. Let (Aj,w;,T;) = (A, w,T).
8. Return crs := (A, wj, Tj)jein)-

Commit(crs, £ = (fp)pezn € RY)

1. Set tp, = fp - €1 for b € Zg.
2. For j=nh,..., 1
3. Forbe Z%_l:

b0 A; 0 |-G —t(b,o)] )
4. S(%btll) < SamplePre ([ 0 w;-A, —G] [_t(b,l) ,Tj,01
5. Set tp =G - tp.
6. Return (C = t.,st == (Sb)bezzgh).

Open(crs, C, £, st, )

1. Parse C':=t, f = (fb)bezg75t = (Sb)peysr and c € S.
2

2. Return 1 if and only if for all b € Z5,
b.
° Z?:le] A “ Sb,; + fpb-e1 =t.
o Vjelh]|c-sb,| <1

Figure 4: Merkle-PRISIS commitment scheme for arbitrary messages of length £ = 2" over R, with
the slack space being S =R .
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Proof. We first focus on the verification equation in Item 2. Fix b € ZS. Then by Item 4 of the
Commit algorithm, we have for every j € [A]:

bj
w;’ - Aj-sp,; +tp, =tp, , ,

where by is defined as the empty string €. By expanding this equation we obtain

h

h
b b;
D wi Ajsp,+forer =) wiAjosp, +ty, =t-=C .
j=1 Jj=1

For the second verification check, set a global relaxation factor ¢* = 1 € S. First, note that
the matrix R € RZIIX”/ in Item 5 satisfies |R|| < 2s-+/t- (m —t) - N with high probability by
Lemma 2.13. Hence g > 6 - |R|| - w(y/Nlog(t'N)) for ¢ = max(n/,m') and thus we can apply
Lemma 2.14 to deduce that with an overwhelming probability ||T;|| < oo - vVm/n' N for all j € [h].
Similarly, we have o1 > ¢ - ||'Tj|| - w(y/N -log(t’N)) and thus [|sp|| < o1 - vVm/- N < v with an
overwhelming probability for any b € Z;h, which concludes the proof. O

Lemma 4.2 (Relaxed Binding). Define t :==n-q and let m > t+n andn’ = 2t. Take m’ :=2m+t,
n 2

n' =2t and t' == max(n',m’) and s > 2N -gm—1 N0 [f oy > 28s-N-w(\/t- (m —t) - log(t'N))

then under the h-PRISIS o /h assumption the PowerBASIS commitment scheme satisfies

binding.

n—1,m,Rq,2,00,

Proof. Let A be an adversary for the relaxed binding game which succeeds with probability €. We
prove the statement using the hybrid argument. We define ¢; to be the probability that A wins
Game 1.

Game 1: This is the standard relaxed binding game. By definition €; = €.

Game 2: Here, for each j € [h] we swap the SamplePre algorithm with sampling truly from a
discrete Gaussian distribution. Since o9 > §||R|| - w(v/Nlogt’N), we can argue as in Lemma 4.1
that 9 > &1 — negl(\).

Game 3: In this game, we do not run TrapGen anymore, but instead the matrix A + Rgxm is
selected uniformly at random. By Lemma 2.13, we deduce that e3 > 9 — negl()).

Game 4: The challenger first samples a vector b* <— Z!. Then, given the output t,c, (f,st), (f/, st’)
from the adversary, it aborts if fu+ # f{.. Thus, g4 > % - £3.

We claim that €4 = negl(\) under the h-PRISIS assumption. Suppose we are given the h-PRISIS
instance (A;, B;, T}, wj)je[h] from the challenger and we want to find a short non-zero solution for
the matrix [A; |---| Ap]. Recall that for j =1,..., h:

-G
o

_[A; 0
Bj o |: 0 ijj

30



_ T
where A = [zﬂ } . Now, we need to prepare the correctly formed input (A;, w3, T;)je[h] to send
J
to the adversary A. Let us fix j € [h] and set b := b;fg. Define A} := w?Aj, wy = wjl_% and
Top  Thi-p Too Ton
T;k = Tl—b,b Tl—b,l—b where Tj = Tl,O Tl,l
Top Toiyp Too Ton

Note that by careful inspection we get for any b € Zo:

Ty Ty1-s

A* 0 —G] [wbk 0 —G] , [G 0}
J T = | I - T T 11| = )
* AR | j 1'7b | 1-b,b 1-b,1-b
[ 0 wj Aj G 0 w; A; G Ty, Ty, s 0 G
Hence, the common reference string crs := (A;f, w;f, T;)je[h] is well-formed and distributed identically

as the one output by Setup. Thus, we send crs to A.
Suppose, the adversary outputs the commitment t, the relaxation factor ¢ € S and two pairs
(f,st = (sp)y), (f',st" = (sy,);,) where fp= # fi.. Then, from the verification equations we know

h

h
b* b*
E w;J-A;‘--sb:*j—Ffb*:t and E w;‘%A;‘-'s{)fj—Ff{,*:t.
j=1 j=1

Thus, by subtracting both equations we get
wi® - A% (spy, — b )+ (for = fpe) -1 =0 .

h
Jj=1

Finally, note that by construction of A;f and w;f and the fact that b;'f € Zo:

. 1-2b%)b%4b% -
w;bJA;‘:wj( 30 J-Aj:Aj.
Therefore, we found a non-zero solution for the matrix [Aq |---| Ay] since fyp+ # fi.. Even though
it may not be short, we have
2 2
by, — Sio?‘l c(spy, — Si)?‘l) N
c- : - : <Y (29 =4

Sb, ~ Sy, c(spy, — S/b:*h) j=1

Hence, we found a non-zero solution for h-PRISIS with norm at most 2yv/h, since ¢ € Ry O

Hiding. In order to argue hiding, we first note that the underlying PRISIS commitment is hiding
(see [FMN23, Lemma 4.3]), and thus the bottom non-leaf commitments (tb)bezg* look pseudo-
random. Therefore, any commitments computed in higher nodes (in particular, the root) do not leak
any information about the message f. Since the methodology is folklore and we do not instantiate
the hiding variant of our commitment, we leave a formal treatment out of scope of this paper.

8Recall that b* is the vector that was selected by the challenger in Game 3.
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Efficiency. If we assume that n,m, N € poly(\), then the common reference string contains
log ¢ - poly(\) elements in R, while the prover and the verifier make £ - poly(\) ring operations.

5 Proof of Polynomial Evaluation

We use the construction in Figure 4 to build our polynomial commitment scheme. Namely, given
a polynomial f € R,[X] of degree at most d := 2" — 1 over R,, we commit to f by committing
to its coefficient vector f = ( fb)bezg € Rgﬂ to obtain a commitment t € Ry, along with the
decommitment state st = (sp), ., <n, where each sp, € Ry Here, we represent a polynomial f as

beZy
f(x) — Z fb . Xint(b) )

bezh

We say that the b-th coefficient of f is f,.

An essential property of polynomial commitments is the ability to show that the committed
polynomial was evaluated correctly, i.e. f(u) = z for public © and z in R,. In other words, we
consider the following relation:

<(AjijaTj)je[h]a VbeZb [spl| <B
Rh,ﬁ = (t7 u, Z)) A Z?:l ’LU?j . Aj " Sb,; + fb =t . (3)
(£, (s)erzn) NOEE

5.1 Compressed >-Protocol

The main intuition for proving evaluations can be described with the following Y-protocol. First,
we define k € [h] to be the folding factor and [ :== h — k.

The prover starts by splitting the polynomial f into 2¥ polynomials of degree at most d’ := 2! —1.
Namely, we introduce a (k + 1)-variate function f : R, x Z§ — R, as follows:

FOGN) =Y fag) - Xm0

s o7l
J€Z2

Then, by construction and the fact that int((i,j)) = int(i) + 2% - int(j):

p=fw) =Y (D fagy w0 | @

iczk \jez}
— k . . . . .
_ 2 :f(u2 ,1) 'ulnt(l) _ § :Zi 'ulnt(l) 7
iczk iezk

where for each i € Z§, we define z; = f (u2k, i) € R,. The partial evaluations (z;); are then sent to

the verifier. The prover also outputs the partial openings (si)i czsk in the clear; later we will explain
2

the meaning behind this move. After the first round, the verifier already checks whether:

2= z-u™D and ||s;| < B for Vie Z3" . (4)
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Now, the verifier outputs the challenge vector a = (¢y3); < X Qk, and the prover computes the folded
polynomial of degree d’

g(X) = Z ai - f(Xi) .
iezk
So far, this protocol focused on proving the evaluation f(u) = z. We additionally need to prove

knowledge of the opening Merkle-PRISIS commitment t. Let j € Z5. Then, the j-th coefficient of g
satisfies

gj-er = Zai'f(i,j) -eq

iezk
k l
. Z i J
- Z Qj - t— wtt : A't ' Si:t - Z wk:t-f—t ' Ak+t ’ S(izjit)
iGZS t=1 t=1

Thus, we obtain

l k
Sl A | 3 e s Z(ZA> )
t=1

t=1 iczk iczk

where the right-hand side can be computed by the verifier given the initial commitment t and
partial openings s;,. Hence, by setting for j € Zzgl:

k
zj = Z Qi - S(i ) t = Z Q; - (t — Zw? A Sm) and
t=1

iczk i€zk

/
Z = E TR

iezk
we can check that:
k
((Ak+t, Witts Thathep, (), v, 2), (g, (Zj)jezgl)> € Ryoip -

Thus, in the third round the prover outputs (g, (z;) , and the verifier checks the claim above,

jeZQSl)
along with (4). We highlight that the newly formed statement (t’, u2k, 2') can be constructed directly
by the verifier.

Similarly as in [FMN23], one can show that the soundness error of the protocol above is 2¥/(2N).
In order to amplify soundness, we directly consider proving r polynomial evaluations f,(u) = z, at
the same point u for ¢ = 1,...,r, where r will be the amplification parameter. Hence, in the setting
of our commitment scheme, we are interested in the following ternary relation:

R\

)

((tL)LE[T‘]7 u, (ZL)LE[T})a VAN Z?:l wﬁjAj “Sub, + fL,b =t, . (6)

) ( (Aj, wy, Tj)jem ) Vo€ [r], f.(u) =2z AVb € Zk,
8=
(fus (80.b)pezh)icin] AYj €[], [Isub, ]| < B

To handle proving multiple polynomial evaluations at the same point u the prover defines functions
f. with respect to the polynomials f, for ¢ € [r] as before, and computes z,; = fb(u2k,i) for
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ie Zlg. It outputs (z,;),i along with the partial openings (s, ;) <k. The verifier replies with a

LE[r]i€Z;
challenge (ab,i)Le[r},ieZ’; — (X’”)ﬁk where o, ; = (@, 41,...,045,) € X". Next, the prover computes
r polynomials g1, ..., g, defined as:

9k (X) == i Z in - [I(Xi) forw=1,...,7

=1 iEZé

Using the same strategy as in (5), we deduce that the j-th coefficient of g, satisfies:

l r
Jt § :
Z wk—i—t : Alc—i—t : Z (e 7R W SL,(i,j;t) + Jk,j €1

t=1 =1 ieZ’;
I k
= Ayik - t, — wtt ' At ©Suig
=1 i€Z§ t=1

Hence, by defining for j € ZQSZ and k € [r]:

r
Zyj = 5 5 Qik - SL,(i,j)a

=1 iezk

r k ‘

=1 iEZ’§ t=1

IS

Z)/{ = Z Z Quik - 2ui s
=1 iezk
we obtain (Ak+tawk+ta Tk+t)te[l],
/ 2k /
<(tli)n€[r]’ U=, (ZH)HG[TO’ € Rl(,rr)2kﬁ . (7)

(g“’ (z“’b)bezzg)me[r]

Hence, the prover sends (g, (Zx.b)

b)pez<h Jnelr]> and the verifier checks (7), and whether for all « € [r]:
2
z, = Z 25 -u™® and s, ;]| < B for Vie v/ (8)
iezk

As we will show in the more general case, soundness error of this Y-protocol is 2% /(2N)" which is
negligible for e.g. N = poly()), and r, k = O(log d).

5.2 Succinct Arguments via Recursion

In order to achieve succinct proofs and verification, we extend the Y-protocol above as follows.
Concretely, instead of checking (7) manually, the verifier recursively runs the X-protocol ¢ times (or
until the degrees of the r committed polynomials are zero). This yields a (2¢ 4 1)-th round protocol
where ¢ < h/k (here we assume that k is divisible by h). We recall the notation in Table 2 and
describe the resulting interactive proof in Figure 5.
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Interactive Protocol for R;:B

P ((Aja Wy, Tj)je[h]a ((tO,L)Le[’I‘]7uO? (ZO,L)LE[’I‘])7 (fO,Lv (SO,L,b)bezzﬁh)LE[r])
1. Set lp = h.
2. For 7 € [{):
(a) Set I, :==1,—1 — k.
(b) Compute u, = uzil
(c) For ¢ € [r] and i € Z&:
i. Set fro1.(Xi) = Yieztr fr106) - Xintl) € R, [X].
ii. Set zr_1,;:= fT_LL(uT,i).

(d) Send ((27_17L7i)i6Z;2€, (ST_LI”i)iEZSk) . to the verifier.
2 LE|T

(e) Receive (O‘E,Ti))be[r},iez’g — (XT)TQk from the verifier.
(f) For k € [r]:
i Compute frn(X) = 37y Siezs o fr140%1)
ii. Compute s, ,j: =>4 Ziez’g aE’Ti?nsT,Lh(i’j) for j e ZQSZT
3. Send ((fr,s) € R 1X], (St0)sezsh -+ )nels] to the verifier.
V((Aj,wj, Ty)jemn)s ((to,) ey %o, (20,)0er)))
1. Set lp = h and Sy == 5.
2. For 7 € [(]:
(a) Set I, :==1,—1 — k.
(b) Compute u, = u2" .

)
(¢) Receive <(ZT_17L7i)iEZ]2c7 (ST_17L7i)i€ZQSk)LE[T] from the prover.
(d) Check for ¢ € [r]:
. int(i)
L Zr—1, = ZieZg Zr—1u,ic Ur
i [sr_1,4]l < (r2%)7718 for all i € Z3*
(e) Sample (aE;))LE[T],iEZ’S — (XT)’"Qk and send it to the prover.
(f) For k € [r]: }
i For 1€ [r],i € Z, tuipe = tro10 = 2oy WLy A DhptSr— Lok
ii. Set tr = Z::1 Zi€Z§ afﬂ?ﬁf@k.
iii. Set zr .=, Eiez’g af;?ﬁzr—l,L,i-
(g) Set 87 = r2k . BTh_%c.é
3. Receive ((fg’,{) S Rq§2 N _1[X], (sévﬁ7i)ieZ§h7M)"f€[T] from the prover.
4. Check:
(Aketts Werts Trort)tein—ke)s
((té,ﬁ)ne[r]a Ug, (zé,n)ne[r])a S Rgzr—)ké,(ﬂk)fﬁ'
((f[,fi)a (SE,H,i)iGZ;h*M)HG[r]

Figure 5: Interactive protocol for Rg:/)g with notation from Table 2. Intuitively, index 7 keeps track

of the number of iterations of the éompressed Y-protocol, while indices ¢+ and x are used as in
Section 5.1.
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Table 2: Overview of parameters and notation.

Parameter Explanation

q proof system modulus
N degree of the cyclotomic ring R = Z[X]/(XY + 1)
d degree of the committed polynomial f € Ry[X]
X Set of signed monomials £X° of R
n,m height and width of the matrices A ;
0,q decomposition base of the gadget matrix G; |logs q| + 1
h positive integer such that d 4+ 1 = 2"
k folding factor of the folding protocol, divisor of h
l h—k
L < h/k
B,y initial norm of the witness openings; extracted norm

Security analysis. In the following, we prove completeness and coordinate-wise special soundness
of the protocol in Figure 5.

Lemma 5.1 (Completeness). The protocol in Figure 5 satisfies perfect completeness.

Proof. Intuitively, completeness follows from the discussion on the »-protocol in Section 5.1 ap-
plied inductively. Nevertheless, due to an overwhelming amount of notation, we carefully show
completeness via the following claims.

Claim 5.2. Let 0 < 7 < (. Then, for every k € [r], frx(ur) = 2r .

Proof. For 7 = 0, this is equivalent to fo .(uo) = 20, which is true by assumption on the input
given to the prover P. For 7 > 1, by construction (cf. Items 2(c)i, 2(c)ii and 2(f)i of the prover
algorithm) we have:

fT K uT E E OéL i ,.gf’r 1. uTa E E OéL i, ,{ZT 1u,i = 21,6 >
=1 1EZ’€ =1 lEZk
which concludes the proof. O

Claim 5.3. Let 7 € [{]. Then, for every v € [r], zr—1, = Ziezg i ui:t(i)-

Proof. Using the claim above we deduce that

G int(i
Br—1. = fT—l,L(uT—l) = Z Z fre 1,6,(ij) ~ Ur— |1n W u':_(ll)

iczk \ jezt
_ Z z ok . int(i)
- fT*LL(uT—b 1) : uT*l
iezk
|nt( )
= § fT 1. UT» U,_q
1€Zk
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int(i
- Z Zr—1.,i- U ®

iczk
by Items 2b, 2(c)i and 2(c)ii of the prover algorithm. O
Claim 5.4. Let 0 < 7 < { and l, .= h—7k. Then, for every k € [r] and j € Z5', 87l < (r2%)7B.

Proof. We prove the statement by induction on 7. For 7 = 0, the claim holds by assumption on
(S0, b)beZ<h as in Equation (6). Now suppose the statement is true for some 7 — 1. Using the fact

that each ozf i)ﬁ is of the form +X7, we conclude that (cf. Item 2(f)ii of the prover algorithm)

875l < Z S lla? sl

=1 IEZ’c

<ZZ I8, — 105l < (r2%) - (r2F)7 18 = (r2F)78

=1 1€Z’C

Claim 5.5. Let 0 <7 < /{ and l; := h—1k. Take any k € [r] and j = (j1,...,71.) € Zlg. Then,

I

§ : Jt _
wTk+tATk+tsT,li,j;t + fT,n,jel - tT,n .
t=1

Proof. We prove the statement by induction. Let 7 = 0. Then, it is equivalent to:
h .
Z wgt ) At ’ SO,H,j;t + fO,K,j = t(),,-g

for j € Z%. This is true by definition of the witness in Equation (6).
Now, suppose the statement holds for some 7 — 1 > 0. Take any j € Zl{. By the induction
hypothesis we can write for any i € Z’z“:

I

§ : § : Jt
tr—1 K w (r—1) k4t (T—l)k+t *Sr—1,K,it + ’LUTkth ’ ATk:+t : ST—l,H,(i,j;t) + fT—l,m,(i,j) ‘el .
t=1

Thus, by definition of t, , in Item 2(f)ii of the verifier algorithm, and also by Items 2(f)i and 2(f)ii
in the prover algorithm:

T
t, . = () . . .
k= aL,i,N tr1 »w ’UJ (T—1)k+t (T—l)k+t Sr—1,1i

=1 iez7k

r =
— (1) Jt
- Z Z ab,i,li ’ Z w’?’k‘-‘rt ’ A/Tk—"_t ’ ST*17H’(i7j:t) + fT*l’H?(i’j) ’ el
t=1

=1 iezk
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= Zw‘rkth TR Z Z L,1,n “8r—1,0,(1.5:0) + Z Z QL ik fT—l,La(iJ) €1

=1 jezk =1 iczk
- : :wTkJ+t : AT]C“Ft ' STyK‘vjzt + fT,R,j ’ e]'

which concludes the proof.
Finally, correctness holds by applying all the claims above.

To argue coordinate-wise special soundness, we consider a relaxed relation:

(Ajaw]7Tj)]€[h]7 VLG[ ] fL( )—Z/\VbEZQ7
Rg:)%i = ( ((tt)be[r]aua (ZL)LE[T])7 > /\Z -1 w TA jSub.; + fL per =t, . (9)
(Jos (Sublpezzn) o, AV € [R], 11 - s, Il < 7

Let us note the difference from the original relation RV )ﬁ in (6). Namely, we do not require the
opening vectors to have norm at most §, and thus they do not need to be short anymore. One
can also see the connection between the relaxed notion and the slack space of the commitment in
Section 4. Also, we observe that ﬁi(:,)el = Rg)ﬂ which is the relation appearing in Item 4 of Figure 5.

Informally, the following lemma describes a procedure to extract a witness corresponding to a
(non-leaf) node, given witnesses corresponding to its 2% 4+ 1 children. Thus, we deduce that our

protocol is r2F-coordinate-wise special sound.

Lemma 5.6 (Extraction From a Non-leaf Node). Let 7 € [{] and B*,v,£ > 0. Define 1 =
(Ak(r—1)1ts Wh(r—1)+t> Tr(r—1)+t)te[h—k(r—1)]: and the statement x = ((t,), e[, U, (20).efr]). Consider
r2F 4+ 1 triples (&, s Zy) pefo,rok] defined as.?

a = (e (udenst)
— (@) e (xm)?
Cy aLi Le[r],iEZIQC

= (1) jeqn—ris (88 segzn—t)nelr

Le[r]

which satisfy for all v € [r]: (¢,), € SS(X™,r2k),

z, = Z 25 "G and s.ill < 8% for allie Z;k ,

and for p € [0,72F]:
(Ak(ﬁt, W+t Tszrt))te[hfkT}v
k T
((tn“ Juel: )2 (@ er) | €RY
((fl’i )7 ( K. )_]EZ<h k")ne[r]

?One can think of a as the message sent by the prover at a particular (non-leaf) node of the tree, (c,), as the
labels on the edges to its children, and (z,), to be the witnesses already extracted in the children nodes. For example,
if the children are leaves then (z,), are simply the prover’s last messages.
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where

, k
t,(@“) = Z Z O‘Efit,)n (tL - Z wztr—1)k+tA(T—1)k+tSL7i:t> ’

=1 ieZk t=1

=3 Yl

=1 1€Z’C

Then, there exists an efficient deterministic algorithm that given triples (a, c#,zu)ue[oﬂk], outputs
w such that .
(i,x,w) € R( ) k(r—1) e Where ~* = max (2£8%,2N~)
To prove coordinate-wise special soundness, we need the following lemma. Informally, the result
describes a procedure to extract a witness corresponding to a (non-leaf) node, given witnesses
corresponding to its 72¥ + 1 children. Thus, we deduce that our protocol is r2*-coordinate-wise

special sound.

Lemma 5.7 (Extraction From a Non-leaf Node). Let 7 € [{] and B*,~v,§ > 0. Define 1 =
(Ak(T—1)+t7wk(T—1)+t7 Tk(T—l)“rt)te[h—k(T—l)]) and the statement x := ((tb)be['f]a U, (ZL)LE[T])‘ Consider
r2F + 1 triples (@, Cps Zp) yeo,ror] defined as:'Y

o (b )

Cp = (a%))be[r],iez’g € (X7)

L€[r]
rok

= ((F)seznres (81 sezzr—rt e
which satisfy for all v € [r]: (c,), € SS(X",r2k),

Z 2 u™®  gnd Is.ill < B* forallie Zzgk ,
1€Z’C

and for ju € [0,72F]:
(Ak(w)rt, Whr -t Tk:TEi-t))te[hfkT%
k T
((t:‘*g )HE[T]? u? 7(ZI€H )KE[T]) ) S Réi)]ﬂ_’%g
((f’f )7( K.j )J€Z<h kT)NG[T]

where

k
#) - Z Z ab,l,n (tL o Z wz':'—l)k+tA(Tl)k+tSL,i:t> )

1=1 jezk t=1

M) = Z Z L,l,li

=1 jezk

%0ne can think of a as the message sent by the prover at a particular (non-leaf) node of the tree, (c,), as the
labels on the edges to its children, and (z,), to be the witnesses already extracted in the children nodes. For example,
if the children are leaves then (z,), are simply the prover’s last messages.
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Then, there exists an efficient deterministic algorithm that given triples (&, €, Zy) yejo ror], Outputs
w such that

(1,x,w) € ﬁgbr—)k(T—l),'y*,Qf where " := max (2£*,2N~)

Proof. Without loss of generality, we can reorder the r2F + 1 triples (a, Cps Zp) pefor2k] a5 (@, Co, %0)
and (a,cp ., Zpﬂ,)pe[r]’,jezg, where we now denote

T\T k
= (@) ez € (X7

L,i

. (p,v) (p.v)
Zpy = <(fnf)j )jeZS’Tk’(S'sj )Jez<h Tk)ne[r]’

Cpv

)

such that for any p € [r], v € Z&, we have
V(¢e,1) # (p,v), o ( ) a( ) and a;?,), # aff,’,u).
(p:v)

Similarly, we denote t; "’ and z( V),
Let usfix p € [r] and j € Zh M1 We will construct h—k(T—1) vectors 81, ...,8,_p(r—1) € R’
and a coefficient fp,J € Ry such that
h—k(r—1)
Z w 1)kt A =1kt T foge1 =t (10)

||2§-st|| <~*forteh—k(r—1)] .

h—k(r—1)

By repeating the same argument for all j € Z, , if the polynomial fp = ZJ. cgh—k(r=1) fp,j - Xint(j)
2

satisfies f,(u) = z,, then the statement follows.
To this end, write j := (v,j*) where v € Zk andj € 7"k Consider the two transcripts:

(@, o, z0) and (a,Cpp,zp). We know that a 7& a(py . Let n € [r] be an index such that
04,(07,, nF app ;",)7 Note that 7 is independent of j*. By definition of (9), we get:

h—Tk

0 . _ .
Z wTk‘H T’f+tan* + fnJ*e Z Z O‘L,l,n b — Zw (r—1 k+t (T=D)k+t50,i

=1 IEZk
and
h—rk k
]: (pr ) p,ll) _ ’it .
E w7k+t Tk—l—tS?” + f j* e = g E abﬂﬂ? t, E w(T_l)k_i_tA(T*l)kﬁ*tsL,l;t .
t=1 =1 IEZk t=1

By subtracting the two equations we obtain:

h—1k k
i; 0 s 0 X 0
D Wl (syd, s ) (A = £57) e = (obbn — olfi) ( =D A S

t=1 t=1
Hence, we define vectors 81,...,8,_g(r—1) as:

50, — o)

St =spp, fort € [k] and Sp = H for t € [h — k7]
Qpvn — A
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and © o)
oV
f777-] f777-]

7, P (0) (p,v)
Qprvn — Cpuy

Then, since j := (v,j*), we obtain the first part of (10). As for the latter part, note that

126 - 5] < 268" <~

€ERy -

for t € [k], and using Lemma 2.6

12€ - Sp44l| <

(0) (pv)

Qp i

for t € [{ +1 — 7]. Thus, (10) holds.
Finally, we need to show that fp satisfies fp( u) = z,. We rewrite fp as

fp — Z Z fp (i X2k|nt *) . xmt( v)

VGZk_] €ZZ+1 T

Recall we have z, = ZVGZ;QC 2y - u™®). Thus, it is sufficient to show that for every v € Z& we have

_ 2k|nt *)
Zpv = E: fp, vj* .

jrezbti-T

Fix v and define 7 € [r| as before. From (9) we deduce that

kln k !
Do hg w0 = (0@ = =373 al

ZéJrl T =1 iGZk
(pv) , 2Fint(i*) _ r(pw) p,u) _ }: Z (o),
Z f7]7.] U - f”] ( L,1,17
j*EZngl T L= 1162’“
Therefore
f(o) f(P:V)
_ nd*  Inj* o 2Fint (%) _ P 2kint(G)
Zov = Z NN u = § : fowin - u
j*EZg+17T PV, PV, j*EZg+17T
which concludes the proof. O

We now prove Lemma 5.8 using Lemma 5.7 inductively, starting from the bottom non-leaf nodes, i.e.
forr=4¢,£—1,...,1. For example, if 7 = £ then using the notation from Lemma 5.7, v := (7"2’“)%’,
B* == (r2")13 and &€ = 1 (cf. Ttem 2(d)ii of the verifier algorithm). Hence, the extractor outputs a

witness for the relation Ré ) k(0—1) ¢ Where

v¢ = max(26*,2N7) = 2N - (r2F)¢3 .

(r)
h—k(T—1),7r,
v = (2N)TH(r2F) 3. The statement follows by setting 7 = 1. We are ready to prove

coordinate-wise special soundness.

Then by induction on 7, one can extract a witness for the relation R ge—r41 Where
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Lemma 5.8 (Coordinate-Wise Special Soundness). Define v* := (281 N) 8. If (r2F + 1)f =
poly(\, d), then the interactive proof in Figure 5 is r2F-coordinate-wise special sound w.r.t. the

)
relation Rhﬁ*’ﬂ.

Proof. We prove the statement using Lemma 5.7 inductively, starting from the bottom non-leaf
nodes, i.e. for 7 =/¢,£—1,...,1. For example, if 7 = £ then using the notation from Lemma 5.7,
v = (r28)3, g* = (r2F)1p and € = 1 (cf. Ttem 2(d)ii of the verifier algorithm). Hence, the
(r)

extractor outputs a witness for the relation Iihr

“k(e-1),2 WHETE

v¢ = max(26%,2N7) = 2N - (r2F)¢3 .
Then by induction on 7, one can extract a witness for the relation I?QE:_)k(T_lh Y
vy = (2N)TTL(r2F) 3. The statement follows by setting 7 = 1. O

. Where

The result above in particular says that one can extract a relaxed opening for the Merkle-PRISIS
commitment with the relaxation factor 2"/+=1 = 2¢ ¢ Ry
Efficiency. We analyse the efficiency of the protocol in the next lemma.

Lemma 5.9 (Efficiency). The total communication complexity of the protocol in Figure 5 (in bits)
can be bounded by

/—1
(¢+1)- (2°Nlogq]) + 2" 'mN - "[log 2(r2¥)'8] + £ - 1°2"[log 2N]
i—0 N—————

partial evaluations verifier messages

short ;;em'ngs
+2" "M NTlog g] + 2" ¥ [log 2(r2")"5]

final message

Further, accounting both in terms of operations over Ry, the prover runs in time O(r®md + r2h="t)
and the verifier in time O (E 22k (km +r?) + T2h*k£).

Proof. We start with the communication complexity. Note that the size of each i-th of the first ¢
messages (counting from zero) can be naively bounded by

2k . N - [log q] + 2¥"1m N - [log 2(2)15] .
The size of the last message can be naively bounded by
"=k N - [log q] + 2L . Tlog 2(r2%)3] .

Meanwhile the total size of the verifier messages is £ - 722¥[log 2N .

Next, consider the prover runtime in a single iteration of the loop in Item 2 for some 7 € [¢].
The main bottleneck is the procedure in Item 2(f)ii which takes r - 28+l . = p . 214+l gy
operations over R,. Since we run that line r times, we conclude that the total runtime in a single
iteration of the loop is O(r?m27—1). Hence, the total prover runtime can be bounded by

YA
0] (Z rPm2l—1 + T2h_kz> =0 <T2m Z oh—(T=Dk 4 r2h_ke>

T=1 T=1
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Table 3: Parameters for the polynomial commitment scheme obtained from Figure 4 and running
the protocol in Figure 5 for proofs of evaluation.

Par. Instantiation Par. Instantiation
5 /oM s >2N.gmTtEeEn
t  ng o9 >20sN -w(y/t(m —t)logt'N)
m >t+n o1 > 009N -w(v/m'nlogt'N)

m 2m+t 8 >ovVm'N
n' 2t v (2N
t" max(n’,m’) E O(loglogd)
r O(log\) ¢ h/k=0 ()

= O(r*md + r2h=*) .

As for the verifier, excluding reading the last message, the main bottleneck is computing the new t,
it

in Item 2(f)ii. First, the verifier can compute all the necessary partial sums Zle w(T_l)kthA(rfl)k+t57—1,b,i;t

in O(2¥knm) operations over R,. Then, calculating t. , takes O(rn2¥) time. Since we compute
that for every s € [r], a single iteration of the loop in Ttem 2f takes O(2Fn(km + r2)) oper-
ations. Hence, by iterating over all possible 7 € [{], the verifier runtime can be bounded by
Ol - 2kn(km 4 12) + r2h=Fk), O

5.3 Succinct Polynomial Commitment Scheme

Finally, by combining the results above, we obtain a polynomial commitment scheme with polyloga-

rithmic evaluation proofs, quasi-linear prover runtime, and polylogarithmic verifier runtime.
Namely, we use the construction in Figure 4; given a polynomial f € R,[X] of degree at most

d:=2"—1 over Ry, we commit to f by committing to its coefficient vector f = ( fb)bezg € RZH to

bez<h Then, the
2
in Figure 5, and Verify verifies the proof.

obtain a commitment t € Ry, together with the decommitment state st = (sp)
Eval protocol runs the Fiat-Shamir trasnformed protocol®!

The following theorem summarises our results.

Theorem 5.10 (Polynomial Commitment Scheme). Let n,m, N,d € poly(\) be lattice parameters.
Define PC = (Setup, Commit, Open, Eval, Verify) where Setup, Commit, Open are as in Figure 4 and
Eval, Verify are defined in Figure 5. Take the parameters from Table 3. Then, PC is an interactive
polynomial commitment scheme which satisfies evaluation completeness and relaxed binding under
the h_PRISISn—l,m,’Rq,Z,ol,Q'yﬂ assumption. Further,

o the evaluation proof consists of O(log? d) - poly(\) elements in R,
e running time of Eval is O(d) - poly(\) operations over Ry,

o running time of Verify is O(log? d) - poly()\) operations over Ry,

"Note that the prover in Figure 5 starts with proving r evaluations of r (not necessarily distinct) polynomials
(fo..)uerr at a single point ug, while for Eval we only require proving one evaluation for a single polynomial f. We can
thus naively let Eval run P for f = fo,1 =... = fo,r.
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e PC is knowledge sound in the random oracle model, with knowledge error O (%) = negl(\).

Proof. First, evaluation completeness follows from Lemmas 4.1 and 5.1. Then, relaxed binding
follows from Lemma 4.2. Note that the parameter «y is chosen with respect to the extracted openings
in Lemma 5.8.

The proof sizes and the running times of Eval and Verify come from Lemma 5.9 for & = O(log log d),

r=0(log\) and ¢/ = O (101g°1go ‘gj d). The knowledge error can be directly deduced from Lemma 5.8

and Lemma 2.28 while keeping in mind that

logd
loglogd

logd

2"+ 1) =0 (z : (m’f)f) =0 < - (log X - log d)loﬁ’i‘éd> =0 <bglogd : d2> = poly(d) .

O]

Batching. It is easy to see that the protocol in Figure 5 naturally supports proving multiple
polynomial evaluations at a single point; indeed, we consider proving r evaluations simultaneously
from the very start. Unfortunately, apart from small optimisations in the last round as in [FMN23,
Section 5.4.2], we do not see how to batch polynomial evaluations proofs for multiple distinct points.

Non-interactive polynomial commitments. Eval, Verify can be made non-interactive using
the Fiat-Shamir transformation. Fenzi, Moghaddas and Nguyen showed in [FMN23, Section 8]
that coordinate-wise special sound protocols maintain knowledge soundness after performing the
Fiat-Shamir transformation, with the linear reduction loss in the number of random oracle queries.
Since our protocol satisfies coordinate-wise special soundness, this yields a secure non-interactive
polynomial commitment scheme.

5.4 Honest-Verifier Zero-Knowledge

We provide a linear-size zero-knowledge proof for relation Ry, g in (3). The protocol follows the
standard Fiat-Shamir with aborts paradigm [Lyu09; BTT22|, and combined with Section 5.2 yields
a succinct zero-knowledge proof of polynomial evaluation.

Construction. Suppose the prover is given a witness (f, (sp)p) such that

((Aj7 Wy, Tj)je[h]v (ta u, Z)? (fv (Sb)bEZQSh)) € Rh,,@ .

Denote the “leaf commitments” ty, = f, - e; for b € Zg’. Next, we define so-called “partial
commitments” t, which can be directly computed from the openings.

Lemma 5.11 (Partial Commitments). Let j € [h] and b € Zg_l. Then, for any x,x’ € Zg_jH we

have:
h—j+1
tp = Z Wit 1 Aitj—18(bx,) T fbx)€l
=1
hejrl (11)
x’
= > Wil A asmx) T foxner -
=1
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HVZK X-Protocol for Rj 3

Prover Verifier
9+ R3X
Vb = gp - €1 forbEZ’QL

zg = g(u)
forj=nh,...,1:

for b € Zé_l :

Y (b,0) A 0
j
y(P’l) < SamplePre ({ 0 w-A,

G| [—Voo| p
*G}’{*Wb,l) Lo

Vb
vp = GVp Vi=Ve, 2y
a+— X
«@
-
h=g+af
forj=nh,...,1:
Z(b,0) Y (b,0) S(b,0) i
Zb,1) | = [Yob,1)| T S(P’l) for b e ZJ2
ib ‘A’b tb
Z(b,0) S(b,0)
Z;- = Z(PJ) ,S; = S(Abvl)
Zb bezi ! to bez) ™!
p < [0,1)
‘N
D, (2
if p > min z ’.EV]) 1
MDD (z)
abort

h,, (Zb)beZZSh

Check for all b € Z2:

h(u) = 2y + az

h
b
Z wjf A]'Zb:J + hb

j=1
=v+at
zull < 8-

Figure 6: The honest-verifier zero-knowledge Y-protocol for Ry, 5. Here, m/; = 27=1(2m + ng) for

j € [h]. The vectors tp are binary decompositions of partial commitments defined in Equation (12).
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In particular, we have
ty = Ajs(b,()) + t(b,O) and tp = ijjS(b,l) + t(b,l) .

Proof. The second part follows directly from the definition of the partial commitments ty,. For the
former one, we observe that (11) is equivalent to the following

j—1 h—j+1
b; x;
(ZwizAiSb:i> + > wil A 1Spx) + fibxel
=1 =1
j—1 h—j+1
= (waAiSbJ + > Wil AioiSma) + fexer -
=1 =1

Finally, note that both sides are equal to t by assumption on the relation Ry, g. ]

Next, we define the binary decompositions of the partial commitments as
f'b = Gil(tb) . (12)

Then, by construction and Lemma 5.11 we have for j € [h] and b € Z%_l:

S
[Aa‘ 0 —G] S| = [—Wbm}
0 ijj -G (A’ ) *t(b,l)

We are ready to describe our protocol. The prover first picks a uniformly random masking
polynomial g € R3[X] and runs the commit algorithm from Section 4. That is, the prover sets the

leaf commitments vy, := gp, - €1 for b € Zg’, and then computes for j = h,...,1 and b € Z/~1:
Y (b,0) A, 0 -Gl '/[-v
b,0) — A
W15 () e
%bl) 0 'lUjAj —G o _V(b,l)

In order to perform this operation efficiently, the prover makes use of the trapdoors (T;);. Further,
the prover outputs the commitment v := v, and the evaluation z, := g(u) € R,. Next, given a
challenge o < X from the verifier, the prover computes h = g + af and

Z(b,0) Y (b,0) 5(b,0) -
Zib,1) | = |Yb,1)| + [Spay| forbe i (13)
ib ‘A/b ty

and outputs (h, (zp)p). Finally, the verifier checks whether
(A5, ) seings (g + at, . 20 + a2), (b, (21)cpen) ) € R,
for some suitable bound [, stated later.

Note that revealing vectors (zp),, as of now may reveal some information about the secrets (sp,)y,.
To prevent that, we apply rejection sampling. However, naively applying the procedure for each zy,
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(there are O(d) of them) would result in the non-abort probability being negligible. In our final
protocol in Figure 6 we show how to increase the non-abort probability to 1/poly()).
First, for b € Z%, define 2y, := G~!(hy, - e1). Then, by construction we have:

G Zp=gp-e1ta - fp-reg=vpt+ta-tp .
Moreover, by (13) we have that for all b € Z;h_lz
G 2,=G Vp+ta G tp=vp+a-tp .

Hence, by (13) again, we obtain for all j € [h] and b € Z/~!:

z .
{AJ‘ 0 —G] Nagn] = - ["<b70> o t<b70>} _ [G ' Z<b70>} . (14)
0 wiA; -G (i{,) Vib1) ta-tm) G2,

So, if we consider the concatenated vectors

) Z(b,0) 991 (2m-ng)

7= | %) € Ry !

Zn bezi ™!
and the lattice
A 0 -G
AL ) J
A=A (IZH ® [0 WA, —GD (15)

then the distribution of z;'f is statistically close to a discrete Gaussian over a coset of A for a suitable
parameter o. This is the setting where we apply the rejection sampling from Lemma 2.4. Hence, we
apply rejection sampling for each j =1,...,h. If M = O(1) is a constant rejection rate, then the
non-abort probability is ~ 1/M" = 1/poly(d).

Security analysis. We start by showing completeness.

Lemma 5.12 (Completeness). Suppose the parameters are chosen as in Lemma 4.1. Set

o >max(op, V- (824 nG/2)-d) and B.>o\/(2m+ng)N + B.

Then, the protocol in Figure 6 satisfies completeness with correctness error 1 — I/Mh.

Proof. We first focus on the verification equations. The first two hold trivially since
h(u) = g(u) + af(u) = zg + az
and
b i b i b
j=1 Jj=1 J=1

Further, we know from Lemma 4.1 that ||yp|| < 014/(2m 4+ ng)N with an overwhelming probability
for all indices b. Hence,

IZbll < llybll + la - spll = [lybll +lIsbll < o1- v/ (2m +nG)- N+ B8 <8, .
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We now focus on the non-abort probability. First, the conditions in Lemma 4.1 allow us to argue
that the correctness error will not change (up to a negligible additive term) if instead of using
SamplePre we directly sample preimages from the discrete Gaussian distribution. Further, by picking
o1 as in Lemma 4.1 we make sure that

([A;, 0 -G .
012?75(/\ ([0 wA;, —G for all j € [h] .

for some negligible e. Moreover, looking at the Gram-Schmidt basis of A in (15) and using the
bound in Lemma 2.3 we deduce that o > o1 > 7.(A). Also,

las¥||? = |Isil|I” < (28% +ng) - 277" < (8% +ng/2) - d .

Therefore, o > VX - |as?||. Thus, we can apply Lemma 2.4 for each j € [h] and deduce that the
non-abort probability is indeed (1/M)" — negl(\). O

As usual, for soundness we consider a relaxed relation of Ry, g, where the witness is only a relaxed
opening of the commitment:

(Aj, wj, Ty) jeln Vb EbZQv 12-spll <
R} = (t,u,2), A Z?:1 wjj “Ajsp,+fo=t . (16)
(f7 (Sb)bEZQSh) /\f(U) =z

Lemma 5.13 (Special Soundness). The protocol in Figure 6 is special sound w.r.t. the relation
Rh.26. N

Proof. Consider two accepting transcripts

((Va Zg)7 «, (ha (Zb)b)) and ((V’ Zg)a 0/7 (hl? (Ziz))b))
where a # /. We can define

F(X) = h(X) = W'(X) and &, = Zb ZEO

; forbGZQSh.
a— o a—

By the first verification equation we know that f(u) = z. From the second verification equation
we get for every b € Z}ZZ, Z?:l w?j Ajsp,; + fo = t. Finally, we use the property of monomials to
deduce that

lzb — z|| < 2B.N

2
I2-al < 2

which concludes the proof. O

Remark 5.14. The lemma above implies that the knowledge error of the protocol in Figure 6 is
1/(2N), which is not negligible. A simple approach to amplify soundness would be to have the
verifier sample many challenges (aq,...,a,) < X, and for each ¢ € [r] the prover would output
(R, (zg))b) the same way as before, but corresponding to the challenge ;. One can show that
the protocol would still be special sound; thus the knowledge error becomes 1/(2/N)" at the cost of
having the proof size almost r times larger.
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T((Aj7 Wiy Tj)je[h]7 f7 (Sb)bezzﬁhrata U, Z)

g+ REX]

Vb == gp - €] forbeZS
: 29 = g(u)
cforj=nh,.. . L
forbGZ][l:

AN R S v

A; O©

Y(b,0)
6: y(P’l) < SamplePre ({ 0 wA,

Vb

: Vp = G\A/'b
8 a+ X
9 h=g+af
10: for j=h,...,1:

Z(b,0) Y (b,0) S(b,0) )
11: Zb,1) | = |Yb,1) +a S(P’l) for b € Z]Q_l
Zp Vb tp

=G| |V | 1
—G}’[—Wb,m Tire

Z(b,0) S(b,0)
12: z;*- = Z(b,1) 7s";- = S(b,1)
Zp tp
13: p<«[0,1)

bezi ™ bez) ™!

/
m’ N
D, ’ (ZT )

m/. N
M-D J*(z;f)

o,as™

14:  if p > min ,1

15: abort

16: return ((ve, zg), @, (h,zb)beZQgh)

S((Aj,wj, Tj)jem: tsu, 2)

L h+ REX]
2: 2p = G l(hy -e;) for b e Zh
3: forj=nh,..., 1
4. forbe Zg_lz
Z(b,0)
Z(b,1) | + SamplePre <[
Zp
p < [0,1)
if p>1/M :
abort
oa— X
10: v. = Gz, — at
11: v = h(u) — az
12: return ((vg, z9), @, (h, zp)

A, O
0 ’quA]‘

@

-G| _[GZpo)| q

bez§h)

Figure 7: Simulating the transcripts from the X-protocol described in Figure 7.
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We now turn to honest-verifier zero-knowledge. That is, we show how to simulate the transcripts
when the verifier behaves honestly.

Lemma 5.15 (Honest-Verifier Zero-Knowledge). Let o and other parameters be chosen as in
Lemma 5.12. Then, the output distributions of T and S in Figure 7 are statistically indistinguishable.

Proof. We prove the statement via a standard hybrid argument.
e Game is identical to 7 as in Figure 7, but it additionally computes 2}, == G~1(hy -e;) for b € Zg.

e Gamey is identical to Game;, but now we compute v, := G -2, — -t and z, = h(u) — - 2. By
construction, the output distribution of Gamey is identical to Game; since z. = V. + « - t. and
thus G - z. = v + a - t. Similarly, h(u) = 24 + « - z from the verification equations.

e Games is identical to Gamez, but now for each j € [h] and b € ngl we compute

Z(b,0) Y (b,0) S(b,0
Zby) | = Y| T Sk
VA Vb tb

where

y(b,O) A] 0
Y(Ab,l) < |: 0 wj . Aj

Vb

By Lemma 2.14, Games and Games are statistically close.

e Gamey is identical to Gamegs, but here for each j € [h] we directly compute

* * *
z; ' =y; ta-s;
where

A]’ 0

G\ ! v
fe (Lya® - - (b’O)D
y; ( 271 |: 0 wj - Aj —G:|>U ( <|:V(b71) b€Z§71

Here, we use the following simple fact: for any matrices D and E, and image vectors yg,y1, the
distributions below are identical:

{ [Z)] xo ¢ D' (y0), x1 ¢ E;l(yl)}

el T2 =] (B

Thus, the distributions of Games and Gamey are identical.

and

e For j=h,...,1, Games,,_; is identical to Gameyy,_;, but now we apply rejection sampling for
the vector z}: For b € Z%_l
“(b.0) A; 0 |-G\ Gz
- ([ - oely 8D D)

Zp
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and with probability 1 — 1/M we abort. By the generalised rejection sampling (cf. Lemma 2.4)
and Equation (14) we can argue that Games,;,_; and Gamey,_; are statistically close. Note
that the conditions on ¢ are satisfied by the proof of Lemma 5.12.

e Gamey 5 reverses the change from Gamey. That is, for j € [h] and b € Zg_l we compute:

-, (el
-GJ Gz ) ’

Thus, the output distributions of Gamep14 and Gamey 5 are identical.

Z(b,O) - Aj 0
Z(b’l) 0 ijj

e Gamey, 4 reverses the change from Games. So, for j € [h] and b € ngl we compute:

%(b,0) A, 0 |-G] [Gz
z <+ SamplePre ([ J } ,— { A(b’o)] ,T~,a>
(ibl;l) 0 ijj -G GZ(bJ) J

As before, by Lemma 2.14 we deduce that Games and Gameg are statistically close.

e Gamey 7 is identical to Gamey g, except now we generate the polynomial h < R?d[X] uniformly
at random. Since in Gamey ¢ coefficients g; were sampled uniformly at random from R, and
not used anywhere else apart from computing h;, we conclude that the output distributions of
Gamey,+7 and Gamey,4¢ are identical.

Finally, the output distribution of Gamey, 7 is identical to the one by & which ends the proof. [

5.5 Polynomial Evaluations over the Integers

We provide a new method for proving evaluations over Z, using our framework which natively
operates over the ring R,.

Suppose f(u) = z over Z4 and f has degree at most d, which is divisible by the ring dimension
N. Then, we can write

d—1 d/N-1N-1 d/N-1 [N—-1 ‘
B - Nt . N
z = E fiu' = E E fingju ™ = E E finggu | - (u)
i=0 =0 j—=0 =0\ j=0

Let 0_1 : R — R be the Galois automorphism, which maps X — X ~'. We will use the following
key observation from [LNP22].

Lemma 5.16 ([LNP22|). For any polynomials a,b € R, the constant coefficient of a-o_1(b) € R is
equal to (a,b) € Z, where a (resp. b) is the coefficient vector of a (resp. b).

Hence, if we define the following R,-elements:

=

N_
u=>Y WX/, fi=> fing X fori=0,1,...,d/N -1,

J]=

—_

<.
Il
o

o1



then the constant coefficient of
d/N—1

z:= Z o_1(u)f; - (uN)Z
i=0

is indeed equal to z. Moreover, the equation above is a polynomial evaluation statement f(u) = z
over Ry, where the polynomial f has coefficients (o1 (u)fo,...,o-1(u)fz/n_1), the evaluation point
is u ;= uV and the image is z defined earlier. Hence, the prover can first send z € R4 in the clear'?,
and then proceed with proving knowledge of f such that f(u) = z. The verifier stays the same as
before, with an additional check that the constant coefficient of z is z. The advantage here is that
we only prove evaluations of polynomials of degree at most d/N rather than d, which has significant
implications in practice.

What we have left to do is to make sure that the polynomial u is invertible over R, since
otherwise we cannot extract f € Z4[X] from f € R4[X]. To this end, note that

N-1
u-(uX —1) = WXy |- wX—-1)=@wX)N —1=—-w" +1) .
0

=

This means that u is invertible if and only if u is not a primitive 2N-th root of unity. Since
g = 5 mod 8, no such roots exist.

6 Concrete Instantiation

MSIS hardness. The MSIS,, ;, z, s problem for a uniformly random matrix A is equivalent to
finding a non-trivial vector of norm smaller than 3 in the lattice A == A+(A). We make use of the
Block-Korkine-Zolatorev algorithm (BZK)[SE94; CN11|, which makes itself use of an algorithm
for the shortest vector problem (SVP) in lattices of dimension b (we refer to this b as the block
size). Using the best known algorithm to solve SVP with no memory constraints, due to Becker
et al. [BDGL16], BKZ run with block size b on the mN-dimensional lattice A terminates in time
8mN - 20-2920+16.4 " \We would like to compute the minimum block size such that BKZ outputs a
feasible solution. Recall that BKZ outputs a vector with norm 67V - det(A)ﬁ, where d,, is the

b(mwb)1/P
2me

full rank with overwhelming probability (cf. Lemma 2.10) and thus det(A) = ¢"V. We use the
formula from Micciancio and Regev [MR09]:

1
root Hermite factor defined as 0, :== ( > **=Y In our usual parameter ranges, A will be of

5$N . qr%f > 22\/anogqlog6 ,
with equality when mN = /nNlogq/logd. Given a bound § < ¢, once can then solve for d,, and
obtain b accordingly, which leads us to estimate the time for BKZ to solve MSIS. Since Lemma 4.2
incurs in a multiplicative reduction loss of d + 1, in estimating parameters we target an higher
security level of A 4+ log d for the underlying MSIS instance.

Deterministic preimage sampling. The instantiations that we are concerned with in this
section are not concerned with zero-knowledge. Thus, we can replace the SamplePre procedure in
the commit phase to make us of simpler deterministic sampling. More formally, given a matrix B

120bserve that the resulting protocol is not zero-knowledge.
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Table 4: Parameters and concrete sizes for the polynomial commitment described in Theorem 5.10.
0 and norms in log form. Here @) refers to number of adversarial queries to the random oracle
allowed (in log form).

k ¢ d A Q n m N § logg B ||

1 1 220 128 64 162 2329 64 22 276 258 36.5 MB
1 8 2% 128 64 583 9559 32 35 508 405 767 MB

and a corresponding trapdoor T, one can compute a preimage of a target vector t as v := T - G_l(t).
It can then be easily verified that B-v =B T -G 1(t) = G - G7!(t) = t. This leads to shorter
commitments and openings. First, recall that s;(T;) < og-vm/n' N. Then, the norm bound of the
resulting opening can be estimated as 3 < s1(T;)-6-v2n-¢-N =0¢-vVm/n'N-6-N+/2n-q.
Parameters. We performed parameter selection by means of an exhaustive grid search. The
results are summarised in Table 4.

As one can see, the resulting parameters are rather large, and thus we cannot claim that our
scheme achieves concrete efficiency. Part of the inefficiencies of the scheme lie in the starting norm
that results from the [MP12] sampling procedure. As one can see, for reasonable choices of parameter
the large S forces log g to be rather large (even without accounting for the further blow-up that
extraction introduces). Further, each round of the protocol involves sending 2% openings, each of
which consists of m short elements of R, a cost that practically adds up very quickly.
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A Reduction from 2k-M-ISIS to Twin-k-M-ISIS.

Our reduction for k-M-ISIS and Twin-k-M-ISIS follows the same strategy as the reduction in
Section 3.2, except that we can use lighter rerandomisation for the matrix A. This in turn makes
it easier to analyse the distribution of the preimages (here denoted U), where we apply Rényi
divergence arguments to prove that the output is well distributed.

A.1 Additional Preliminaries

As defined in [GMPW20| for any pair of real values x,y and for any value € > 0 the relation x ~ y
is equivalent to z € [1 —e,1 + ¢] - y. It extends to probability distributions X,) with the same
support. We say X' ~. ) if for every outcome z we have X'(z) . )(z) The relation has the following
properties:

L If X =. Y then Y ~; X with & = =

2. If X ~. ) then A(X,)) < 5.
For two probability distribution P, @ such that Supp(P) C Supp(Q) the Rényi Divergence is

“(»)
@@ @

We denote RD2(P | Q) as RD(P | Q). It was established in [BLLSS15] that when the Rényi
Divergence between two challenger’s inputs is bounded by a constant the difference in any adversary’s
winning probability for any search problem is not more than negligible.

TESuUpp

A.1.1 Presumed Hard Problems

We start by stating the definition of the k-M-ISIS problem. We restrict the original definition
of [ACLMT?22| by specifying the hint distribution Da 4¢v 5 to be a bounded Discrete Gaussian
formally defined in Definition A.2. For well-defined parameters 3 and S this distribution is negligibly
close to unbounded Discrete Gaussians that we consider in the proof.

Definition A.1 (k-M-ISIS-Admissible, [ACLMT22|). Let g(X) € R(X) be a Laurent monomial,
i.e. 9(X) = X =[]z, Xi* for some exponent vector e = (e; : i € Zy) € 2. Let G C R(X) be a
set of Laurent monomials with k = |G|. Let g* € R(X) be a target Laurent monomial. We call a
family G k-M-1SIS-admissible if 1. all g € G have constant degree, i.e. |le[|; € O(1); 2. all g € G are
distinct, i.e. G is not a multiset; and 3. 0 ¢ G. We call a family (G, g*) k-M-1SIS-admissible if G is
k-M-ISIS-admissible, g* has constant degree, and g* ¢ G.

Definition A.2 (k-M-ISIS Assumptions, [ACLMT22]). Let m,n € N. Let q be a rational prime, R
the 2N -th cyclotomic ring, and Ry = R/qR with 1/|Ry| = negl(\). Let T C Ry be such that, for
any t = (ti)icz, € T, ({ti}) = Rq. Let G C R(X) be a set of w-variate Laurent monomials. Let
g* € R(X) be a target Laurent monomial. Let (G, g*) be k-M-ISIS-admissible. Let G =G U {g*}.
Let > 1 and B* > 1 be reals. Forn,m € N, g € G, let m satisfy the conditions of Lemma 2.1/
for some Gaussian bounded by 8, A € Ry™™, t €T, and v € (R*)"Y and positive definite matriz
S e RN let DAa gtv,5 be the following distribution:

[ug |ug < Drmy s.t. A-uy = g(v)-tmodgq,|uy <p]
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Let D= {Dyatv:nmeNgeG AecRI» ve (R} be the family of these distributions.
Write pp = (Rq,n,m,w,g,gf,D,T, B,B*). The k-M-ISISpy assumption states that for any PPT
adversary A we have Advlgr;f:fls(/\) < negl(A), where Advlgr')ﬁlm()\) =

A ug=s"g"(v) -t modg| A+ RY™

b A O<sTl < 5 b T v e (RX)"
r
A flug+|| < B* g < Dyatv, VgeG
A (g*aug*) 7£ (070) (S*vug*) A A(Aata{ug } 7V)

Below we state the definition of the Twin-k-M-ISIS problem first proposed in [BCFL22|. The
idea of this problem is to consider two matrices A; and Ay with their respective hints to different
algebraically related vectors and ask the adversary to output a short preimage of 0 for the matrix
[A1 | Ag]. We restrict the definition of the hint distributions similarly to the k-M-ISIS definition
above. Additionally, we consider a more general choice of Laurent monomials in sets Gy and Go
defined below as our reduction applies to arbitrary non-intersecting sets of monomials.

Definition A.3 (Twin-k-M-ISIS Assumption, [BCFL22|). Let n,m € N. Let T C Ry be such that,
for any t = (to,...,tn—1) € T we have (to,...,th—1) = Rq. Let Gi C R(X) be a set of non-zero
w-variable Laurent monomials. Let B > 1,3* > 1 be reals. Fori=1,2, A; e Ry™™, g€ G, t €T,
v € (R*)¥ and positive definite matriz £ € RN™ let Da, 41v.5 be the following distribution:

[ug |uy < Drm s s.t. Aj-ug=g(v)-tmod g, ||uy| <43

Write pp i= (Rq,n, m,w,G1,G2, 3, T, B, %) where G and Go are non-intersecting sets of Lau-
rent monomials. The Twin-k-M-ISISy, assumption states that for any PPT adversary A and

Advgv;’iﬂ‘-k-m-isis ()\) —

A, Ap R,

t <« T,v+ (RN,
Ap-u"+Ay-w"=0mod q|Vg €G1:uy < DA, gtv,5,

A0 < |[(u*|w™)]| < B* VgeGo:wy < Da,gtv,s-

inst < A1, A5, t, v, (u9)9691’ (Wg)g€g2
(w*,u*) < A(inst)

We have Advinn ™ 55(X) < negl()).

A.1.2 Techical Lemmas

We need to establish the following statements for the main proof.

Lemma A.4 (adapted from [GPV07, Lemma 5.3]). If n,m € N then for all but a fraction of 2=N™
matrices A € Rp™™ we have A\°(A(AT)) > 4. Where A(AT) := {AT -umod ¢ | ue R"}.
As consequence, for such A and for any w(\/log(Nm)) function, there is a negligible function

e(Nm) such that ng(AqL(A)) < w(y/log(Nm)).
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Proof. Let us take a sphere S € RN™ of radius %1 defined with respect to the infinity norm. It is

a set of all vectors {v = (v1,...,0nm) € RN™ | Vi < Nm :v; < 1}. Define Z .= S N ZN™ then
|1Z] < (%)Nm. We interpret elements of Z as concatenated coefficient vectors of m elements of R.
Then

N
(/2™ _ 1
qu — 2Nm

Vue Ryj,u#0: Pr (AT -umod g € 2) <

A—Ry*™

which proves the statement about the shortest vector in A(A”). The second statement of the
Lemma comes from Lemma 2.3, and that VA : A\F°(A(AT)) = ¢ AP (A7 (A))*). O

Lemma A.5 (adapted from [LSS14]). Let c € R™ and e,0 > 0. Let A € Ry*™ be a matriz, such
that nE(A;-(A)) < 0. Consider the following distributions.

Dy =[u-c|u«Dg, st A-(u—c)=gmod g,
Dy =[v|v+«+Dg, st A-v=gmodq|

The Rényi Divergence between D1 and Do is bounded by:

27 ||c|?
RD(D; | D2) ~. exp <U||2H>

Proof. Both distributions have values in AqL(A) + t, where t € R™ is an arbitrary solution to
equation A -x = g mod ¢. Note that A -u= A - ¢+ g mod ¢, which implies
Dy =[x—c|x+ Dgr,st. A-x=g+ A cmod q].

If s € R™ is an arbitrary preimage of g + A - ¢ then Dy = DAqL(A)Jrs’U — c. By definition the Rényi
Divergence between Dy and D- is equal to

Di(x)

RD(Dy | D7) = Z

3 po(x+c)- po(Ay (A) +8)

2(AL .
xergaye PrUAT(A)+8) - po(x)

Using the smoothness condition on A(J]-(A) and the definition of the Gaussian function p,(-) we can
simplify the expression further to

1
RD(Dy | Do)~ — 1 we - 3 explr/o? - (~2{x + f + [x]).
poAg ))xeAl(A)th
q
We rewrite —2||x + c||? + ||x||> = —||x + 2¢||* + 2||c||*. Then the expression becomes:

1 m 2 ”0”2
RD(D, | Do) = . E exp(——= - [|x+ 2c||”) -exp | 27

N M P (AF(A) +t + 2¢) - exp(27]c||*/o?)
o\
~. exp(27||c||?/o?). -
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Lemma A.6 (Conditional Rényi Divergence). For probability distributions X1, X both defined over
a set of outcomes Qx and Y1,Ys defined on the finite set Qy we have

RD((X1, Y1) | (X2,Y2)) < ;ggX(RD((Xl given Y1 = y) | (X2 given Ya = y)))-
Y
.RD(Y; | Ya)

Proof. By definition:

| (X2,Y2))

Pr (X1,Y1 =2,y)
RD((X1,Y1) | => Y
yeQy €N x Pr X2’Y2 - y)
Z Z Pr Xl—x\Yl—y) Pr? (Y1 =19)
Xo=1x|Ys=y) Pr(Ya=vy)

EQY e x

B Z Pr?(Y1 = y) Z Pr(Xi=2|Y1=y)
Pr(Ys = y) Pr(Xo=x|Y;=y)

yENy eQx

Pr? Y
<Y S ) - max (RD((X given Y1 =) | (X2 given Y2 = )
yelly
yEQY

A.2 2k-M-ISIS = Twin-k-M-ISIS

In this section we build an efficient transformation of an instance of the 2k-M-ISIS problem with
g*(-) = 0 into an instance of Twin-k-M-ISIS such that the output of the Twin-k-M-ISIS oracle can
be transformed into a solution of 2k-M-ISIS with non-negligible probability.

Theorem A.7. Let pp = (qu n,m,w, g7 07 g, T, 57 /8*) and pp/ = (RQ7 n,m,w, gla g2; 27 T7 BT?U’L'TH
Bpin) Such that G1 NGy =0 and Gy UGy = G,

_|o1ld 0
%= [ 0 Uzld] )

Let o9 = o satisfy the lowerbound of Lemma 2.14 for (Ap,Tr) < TrapGen(n,m/2) and o1 >
o - \/m- N°/2.m3/2 . g2n/m+4/(Nm) _y(log N). Let

5’;1“‘” Z /8* . <2\/§+ N5/2 . m3/2 . q2n/m+4/(Nm) CL)( /1OgN)>

Then Twin-k-M-ISIS,, is hard under the 2k-M-ISIS,, assumption.

The trick we use for the rerandomisation is the same as in Section 3.2, i.e. we use that V R € R™/2xm/2
we have

_Idm/g R | ' -Idm/g -R | 14

| O Id,, 2| 0 Id,, S
Similarly for R in the bottom left:

—Idm/g 0 ' _Idm/Q 0 _1d

| R Id,;»] | R Id,,|] "
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We split in the middle the 2k-M-ISIS challenge matrix A = [Af | Ag] and two sets of k preimages

2
U = [Uy|Upg), Uy = [Usz||Usg] and we sample Ry, Ry « (DQQS’“”) . We build the

following rerandomisation:

Id,, R
Av= (A A [ (U ] (AL AL R+ AR an)
m/2
Id,, 0
Ar=[An A [T 10 | (AL A Ra | A, (18)
2 m/2

The new set of hints for A; and A now looks as follows:

Id -R U U;;—R:1-U
U — [1dm2 1] _ [ 1,L} _ [ 1,L 1 1,R] 19
! [ 0 Id,;] [Uir Ui g (19)
Id 0 U U
Ut — [1dm2 ] _ { 2,L:| _ { 2L ] . 20
2 [ -Ry Id,,2| |[Uszr Usr—R2-Uzp (20)

The distributions of A; and As follow immediately from the Leftover Hash Lemma stated in
Corollary 2.9. As for the hint distribution, we prove that Rényi Divergence between the constructed
hint distribution and the Discrete Gaussian expected by the adversary is bounded by a constant.
This implies that adversary’s winning probability can only decrease by negl(\). We consider the
problem for each column of U} and U}, separately.

Lemma A.8 (strategy inspired by [GMPW20]). Let A = [Ay | Ag] € Ry*™ be a matriz, such

that o1 > na(Aé(AL)). Let g € Ry be an arbitrary vector and e € (0,1). Consider the following
distributions:

ul — (DR,Ul )m/27 u2 — (DR,Uz)m/Q
] s.t. A- {ul_R.lu] =g mod ¢
u2

and ||uzl, < 02 - w(v/1log N)
where R is a fixed matriz such that |R| < or - w(v/Iog N) and

ul—R-uQ

D1 = |:
u

Vi 4 (Dro)™?, va < (Droy)™?
} s.t. A- [vl] =g mod ¢
\P)
and ||va|lo < o2 - w(y/log N)

The Rényi divergence between Dy and Dsy is bounded by:

D2 = |:V1
V2

RD(Dy | D3) < exp (W'Ng'mg'gg'g%{'w(loﬁN)) ' (1+¢)3

40% 1—¢

Remark A.9. In Theorem A.7 we set o = 2+ N - ¢2V/m+4/(Nm) and o1 > o9 - NLE N5/2.3/2.
¢>/mH+4/(Nm) ., (Jog N). Therefore, the Rényi Divergence between the distributions above is bounded
by the constant:

(1+¢)3

(1—-¢)

64

RD(D; | D) < ~exp(l) = C.



Proof. We argue about the top and bottom halves of sampled vectors separately. We show that D;

and Do are close to a pair of distributions D3, D4 where bottom halves of the vectors are identically

distributed and the top halves are Discrete Gaussians defined over cosets of the same lattice.
Recall A = [AL|AR]. Define a distribution

D4 = [(V17V2) |V1 — DAé‘(AL)+tv2:0'1’V2 — DRm/z
[Vallo < 02 - w(y/log N)]

where t,, € R™/? and A - ty, =8 — Ap- vy modq.

We argue that Ve € (0,1) : Dy =, D4. Note that both distributions are defined over the set
S ={(wi,wa) € R" | AL - w1 + Ag-wz = gmod ¢ s.t. [[wa] < o2-w(v/1ogN)}. We denote
Zy = {x € ZN™? st. |||, < o2 -w(vIog N)} Let us take an arbitrary pair of vectors (w1, ws) € S.
Then

027

Pr((Vl,Vg) = (Wl,Wz) ’ (V1,V2) < D4)

_ Py (W2) ) Por (W1)

B Pos (Zb) Poy (Aé_(AL) + th)

o Poy(W2) - poy (W1)

e paz(Zb) " Poy (AqL(AL)) .
The above transition relies on o1 > ns(Aé- (Ap)). For the other distribution Dy we denote X =
[alld 0

0 O'QId
ty s.t. ||x2||, < 02-w(y/logN)}. Then we have:

}, ty € R™ a vector such that A - t, = gmod ¢ and L, = {x = (x1,%X2) € A7 (A) +
_ _ Poy (WZ) * Poy (Wl)
Pr((vy,ve) = (wy,wa) | (v1,ve) < D) =

px: (L)

As we can see, both probabilities contain ps, (W2) - py, (W1) divided by a constant independent of
w1, wa. If we add these values for all (wy, wa) we obtain:

1
oo (W2) « poy (W1) = 1,
pIATPIRLONCALD
(w1,w2)
1
oo (W2) « poy (W) = 1.
pUQ(Zb)-p(ﬂ(AqL(AL)) (wleQ)p 2( 2) pl( 1) e

Therefore, px(Ly) X< poy(Zb) - poy (A (AL)) and as a consequence Dy ~ D4. The same argument
applies to Dy and

D3 = [(u17u2) ]u1 < DA(JI‘(AL)*FtuQ;UI’uQ < DRm/2’0-27
w2l < 02 w(\/@)}

where t,, € R™/2 guch that Ay, - tu, =g2+Ar-R-uy— Agr-uzymodq.

After a calculation we get RD(D; | D) < %‘RD(D;{ | Dy). Let us now compute RD(D3|Dy).

By Lemma A.6 we have RD(D3 | Dy) <

max(RD((u; given ug = wa) | (v1 given vy = wa))) - RD(uz|va)
w2
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= max(RD((u; given ug = wa) | (v1 given v = wy)))
w2

We use RD(uz | ve) = 1 since ug and vg have the same distribution. It remains to upperbound
RD(uy,vy) for every fixed value wy = ug = vo. To do that we apply Lemma A.5 to distributions

D3(wz) = [u1 + R-wy [ w1 <= DyL(ap) 4ty ,01]
where t,,, € ZN™/2 and Ay - tyw, =8 — Apr-wymod ¢ and
Dy(w2) = [V1 ¢ DAL (A L)1ty .01]

where t,,, € R™/?2 and Ar-ty, =g—A;-wymodgq.
Since ||wa||, < 02 w(v/log N) and [|R||, < or-w(v/1og N), by standard norm inequalities, we

have [|R - wy| < (%)3/2 <09 -op - w(log N). Therefore, applying Lemma A.5 we get the following
inequality which in turn implies the main statement of the Lemma:

RD(D3 | Dy) < (14¢€)-exp

- N3.m?. 0% 02 w(log? N)
4o? '

We can now proceed to the proof of Theorem A.7.

Proof. We transform the input for A to plant a 2k-M-ISIS instance within through a sequence of
games. We prove that adversary’s winning probability in every game only changes by a negligible
value. Let us denote A’s winning probability against Twin-k-M-ISIS as €, its winning probability in
Game 1 is denoted as ¢;.

Game 1: (Standard Twin-k-M-ISIS game) The adversary A receives a tuple of elements with the
following distributions:

1. A, As +— (Rgxm)Z,
2.t T,v+ (RN,
3. Ull < DA1Gitvors
4. Ul2  DasGotvion
This corresponds to an honestly generated Twin-k-M-ISIS instance. By definition of the game

g1 =¢.

Game 2: (Replacing the matrix distribution) Let values (t,v) have the same distribution as in
Game 1. We sample (A, Tr) = TrapGen(n,m/2) and (Ag, Tr) = TrapGen(n, m/2), by Lemma 2.13
the matrices Ay, and Ap are statistically close to uniform. We denote A := [AL | Ag]. We sample
Ri, R, € R™/2Xm/2 with columns from DRm/Q,O'R' We set the Twin-k-M-ISIS matrices A1, Ay as in
Eq. (17) and Eq. (18). Additionally, we denote

_ [Mdy Ry _ [y 0
N ‘_[ 0 Idm/z]’NQ ~ [ Ry Id, .|
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Then the inverses are equal to

Id -R Id 0
1. m/2 1 1._ m/2
Nl ' |: 0 I(]m/2:| 7N2 ’ |:—R2 I(lm/2:| )

Since A = [A, | AR] is statistically close to uniform, matrices A; and Ay are statistically close to
uniformly random and independent by Lemma 3.6.

We now use the trapdoors Ty, and Tr to generate the preimages U} and UY. Consider a column
vector u = [uy]|ug] of Uj. It has to satisfy

[AL AL Ri+Ag]- B;] =Ap-u+Ap-Ry-us+Agr-uy =gmod g

where g is the corresponding column of Gy. To do that we sample ug <- Dgm/2 ,, and
u; = SamplePre(Ar, Tr,01,8 — AL - Ry -us — Ag - uo).

Note that the standard deviation of the output o is lower-bounded by the quality of the trapdoor
T which we take into account. By the same arguments as in Lemma A.8 this distribution is
statistically close to u <+ DAqL( A)+t,,5- Here tg € R™ is an arbitrary preimage of g for matrix A.
The same transformation is applied to every other column of U.

Similarly, for every column w = [w1||ws] of matrix U we sample wy < Dgm/2 5, and wy =
SamplePre(Ar, Tr,09,8 — AL - w1 — Ar - Ry - wy). This distribution is statistically close to what
is expected by the adversary by the same argument.

The adversary A receives the tuple (A, Ag,t, v, U}, U)) sampled above. Since every element
of the tuple is within negligible statistical distance from the expected distribution the adversary’s
winning probability satisfies €2 > 1 — negl(\).

Game 3: (Switching to bounded Gaussians) We replace the distributions of R; for i = 1,2, up and
wo defined above with bounded Discrete Gaussian distributions as follows

m/2xm/2
R; { (Dresa,) [ IRill < on-w(vIg ™) ),
W { D/ g, | 02l < 02 - w(v/log N)},

w2 <_{SaranePre('A'R7 TR7 02,8 — AL W1 — AR . R2 . Wl) s.t.
[wal|o < 02-w(y/logN)}.

By Lemma 2.1 the statistical distance between replaced distributions and their counterparts is
negligible. Therefore, the winning probability of A follows £3 > 2 — negl(\).

Game 4: (Replacing the preimage distribution) The values (A1, Ag, t, v) have the same distribution
as in Game 3. We proceed with a sequence of 2k sub-games where we replace the distributions of
every column of hint matrices U} and U} one by one.

Let us modify the distribution of the first column of U} and denote this Game 4(1). We sample
u = SamplePre(A, T, X, g) where A = [A | Ag] and T is a gadget-trapdoor for A computed using
Ty, Tgr and g is the first column of G;.
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We transform u as defined in Eq. (19) and call the output u’. By Lemma A.8 and Remark A.9
RD(U' | Da, gtvy) <C.

We note that Lemma A.8 relies on o1 > 7:(Apr). Since o1 > w(y/log(Nm)) by Lemma A.4 the
inequality above hold for all but negligible number of matrices. Therefore at this step the reduction
may fail but only with a negligible probability.

We sample all other preimages as in Game 3. The Rényi divergence between input distributions
in Game 3 and Game 4(1) is upper bounded by a constant so as discussed in Appendix A.1 the
adversary’s winning probability €41 > 3 — negl(\).

After a sequence of such transformation we obtain hint distributions defined in Eq. (19), Eq. (20)
and €495 > €3 — negl(\).

Game 5: (Switching back to unbounded Gaussians) We switch the distribution of R,; for i = 1,2,
ug, wo back to unbounded Discrete Gaussians. Similarly to Game 3 adversary’s advantage can only
change by a negligible amount €5 > ¢4 21, — negl(\).

Game 6: (Planting the k-M-ISIS instance) Suppose that (A € Rg™™, (ug) g, v, t) is the challenge
instance of the 2k-M-ISIS problem, so |G| = 2k for some k& € N. We first separate the hints into two
sets of cardinality k& that will serve as hints for matrices A; and As.

Denote G = G; U Go, such that Gi NGy = (. Let Uy € R™*k he the matrix with columns
corresponding to the hints for G; and Uy € R™*k he the matrix of hints for G,. Let us also define
a matrix G; € R™* with columns g¢;(v) - t for all g; € G; and similarly G € R™ ¥ a matrix
with columns g;(v) - t for all g; € Go. Then by the definition of the k-M-ISIS problem we have
A -U; =Gy modqgand A -Uy =Gy mod q.

We apply transformations defined in Eq. (17) and Eq. (18) to the challenge matrix A to compute
A, Ay. We also apply transformations from Eq. (19) and Eq. (20) to matrices U; and Usz to
compute U} and U),. The values (t,v) stay the same.

Computed tuple (A1, Ag,t, v, U}, U)) is withing negligible statistical distance from the input in
Game 5. Therefore, g5 > 5 — negl(\) > ¢ — negl(\). We conclude that A wins the final game with a
planted k-M-ISIS instance with non-negligible probability.

Adversary’s output. Upon receiving (A1, Ag,t, v, U}, U)) from Game 6 the adversary replies
with a nonzero vector v = (vy,va, v3,vy) € (R™/?)* such that

[A1 | Ag] - v =0mod q.

Then u := [N; | N3] - v is a candidate solution for the k-M-ISIS problem for matrix A. To confirm
that u is a valid solution we need to prove the following two statements. First, that the norm of u
is upper bounded by £7,,,, and second, that u # 0. Concerning the norm of u the following holds:

[ul* < Ny - [vi][ve] + Na - [va][va]||?
< |[Rq - va +vi+ vl + [[Ra - v + va + va*.

Using Lemma 2.1, Lemma 2.5 and standard norm inequalities we compute that ¢ = 1,2: ||R; - vi11]] <
(%)3/2 % - oRr - w(y/Iog N). Setting og = 2- N - ¢?/™+4/(N™m) e obtain the bound:

) 3/2
Il < vE(27+ (257) 8 on - w05 W) < B
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It remains to prove that u # 0. Let us assume that the adversary’s goal is to output a solution v
that [N | N3] - v = 0. Since A does not know the values of random matrices IN;, their chance to
succeed is bounded by maxyo Pr[[Ny | No| - v =0].

Let us analyse this expression for an arbitrary fixed nonzero vector v. Then the probability
above can be expressed as follows:

P :=Pr Ryi-vatvitvs =0].
Ro-v3+vy+vy

If vo = v3 = 0 then for the equality to hold v, v4 must equal O contradicting v # 0. Therefore, the
equality may hold only when either vo or v3 is not equal to 0. W.l.o.g let us assume that vy # 0.
Then

P <PrRy -vy=—-v; —v3.

We know 31 < j < m/2 such that va[j] # 0. Then

P <Prr-vq[j] = <maxPrr-vs[j] =].
C
Here 7 is the element of matrix Ry at position {1, j} and ¢ = ¢(v1,vs, Rq) is a value determined by
vectors v, c and all other entries of Ry not including r.
The ring R is an integral domain. Hence Va, b the equation a - x = b has not more than one
solution. Therefore, Ve € (1/2,1) if g > 1.(Z") then by Lemma 2.2

P <maxPr[r=/r < Drgyyl < = negl(\).
C/

ol (1—e¢)

Note that by Lemma 2.3 og > 2. N - g2n/m+4/(Nm) », , [los@NUTLE) ) (7N,
We conclude that when v is correct then u is a valid solution to (A € Ry*™, (uy)
instance of k-M-ISIS problem with overwhelming probability.

geg’ Vo t)

O]
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