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Abstract. The NTRU assumption provides one of the most prominent
problems on which to base post-quantum cryptography. Because of the
efficiency and security of NTRU-style schemes, structured variants have
been proposed, using modules. In this work, we create a structured form
of NTRU using lattices obtained from orders in cyclic division algebras
of index 2, that is, from quaternion algebras. We present a public-key
encryption scheme, and show that its public keys are statistically close
to uniform. We then prove IND-CPA security of a variant of our scheme
when the discriminant of the quaternion algebra is not too large, assum-
ing the hardness of Learning with Errors in cyclic division algebras.
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1 Introduction

NTRU schemes provide one of the most efficient post-quantum cryptographic
frameworks. While attacks such as lattice reduction can be used, known attacks
are ineffective against NTRU with well-chosen parameters. This absence of de-
cisive attacks against well-chosen parameters over a long period of time has led
NTRU to have a prominent place in the geography of post-quantum cryptogra-
phy. This is illustrated by two NTRU-based schemes reaching the third round
of NIST’s post-quantum standardization effort [19], [13]. Moreover, partial se-
curity reductions for NTRU have been given in [46|, [18], lending further weight
to NTRU as a platform for cryptography.

The NTRU problem can be formulated as follows: if f and g are ‘short’
ring elements, and h := g - f~!, find (f,g) from h mod ¢, for some modulus
q € Z. Typical choices of rings are polynomial rings of the form Z[x]/(zP — 1),
Z[x]/(ka +1), and Z[x]/(z? —x — 1) [|24], [19], |9]. These enjoy fast algorithms
for multiplication and low storage requirements. Moreover, a simple public-key
encryption scheme can be based on the hardness of the NTRU problem.

The cryptanalytic history of NTRU is lengthy, beginning with lattice re-
duction attacks [17] and including meet-in-the-middle attacks |27], hybrid at-
tacks [25], attacks based on decryption failures [26], and subfield attacks [2].
These often exploit particular design choices of specific NTRU schemes (such as
a choice of ternary secrets, or an ‘overstretched’ choice of modulus, or the use
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of rings with many subrings), and hence these weak(er) instances or parameters
can be avoided by careful design. As a result, after 25 years of cryptanalysis, the
NTRU assumption remains a trusted basis for cryptography.

The reliability and speed of NTRU has also prompted work exploring al-
ternatively structured variants of NTRU [15], [16]. Whereas NTRU uses mul-
tiplication of elements in polynomial rings, these constructions use operations
in modules over polynomial rings, and aim to instantiate efficient and compact
NTRU schemes while enabling greater flexibility with parameter choices. How-
ever, neither of [15], [16] give a full proof of security: in [16], it is shown that
module NTRU public keys are (asymptotically) close to uniform, if the modulus
factors into only two prime ideals in the ring - yet the scheme uses primes which
completely split in the ring; and the authors of [15] give no such proof.

Our Contributions In this work we study the NTRU problem in the context of
quaternion algebras over number fields. In particular, we define NTRU in cyclic
division algebras (CDAs) when the ring of scalars (the ‘center’) of the algebra
is a cyclotomic field with power of two conductor. We call this NTRU variant
‘CNTRU’. The dimension of these algebras over their center is a square, d?, and
the positive square-root of this dimension, d, is called the index of the algebra.
When the index is 1, the CDA is equal to its center, and so in our case is a
cyclotomic field; when the index is 2, the CDA is called a quaternion algebra.
These quaternion algebras enjoy particularly nice properties (see e.g. [56]) and
the proof of our main result on the uniformity of our NTRU public keys appears
to fail when d > 2. This is because when d = 2 and the center is a cyclotomic
field of power-of-two conductor, the number of roots of unity in the CDAs used
equals the dimension of certain lattices £ concerned, so letting \; denote the ith
successive minimum of a lattice £, we have A;(L) = A\z.z(£) and can make use
of results such as Lemma [3} when d > 2, we can no longer apply such lemmas.
The specific algebras in which we consider our NTRU variant are constructed
as follows: let m be a prime power, K = Q((.,) be a cyclotomic field of conductor
m, and M = Q({pm ), for some prime £ such that £ = 1 mod m and £ # 1 mod pm
for any prime divisor p of m. Then M/K is cyclic Galois, with Galois group
generated by (say) o. Let L be the intermediate field fixed by o2; this can be
written explicitly as L = Q((pm, V£) when m is a power of two. Set u to be an
element such that u? = (,, and uz = 0(z)u for all z € L, where Gal(L/K) = (0).
Then A = (L/K,0,(,) = L + uL is a quaternion algebra. We define A :=
Or +uOp, and A, := A/qA for some prime g. We denote the units of A, by Ax,
and the center of A by Z(A). We then prove, for these quaternion algebras,

Theorem Let € > 0, ¢ be a completely split prime, p € Z(Ay), and 0 >
4n312:/0 21n(32nq)q%+26. Let y; € Ay and 2; = —y;p~ ' mod ¢ for i = 1,2, and
D; .. denote D, , restricted by rejection to /1qX + z;. Then when d = 2,

A <y1 +pD; .,

mod ,U Ax <222n —Sne.
Y2 +pDs.z, ! (Q)>_ !
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To achieve this, we prove a number of new results on g-ary lattices obtained
from orders in CDAs (of a particular form). These results can be stated for any
d > 1, but we restrict them to the case of interest, d = 2.

We then proceed to study algorithms to encrypt and decrypt messages based
on the NTRU problem in these quaternion algebras. We prove that if there
is an efficient indistinguishability-under-chosen-plaintext attack (IND-CPA) al-
gorithm for CNTRU, there is an algorithm with non-negligible advantage for
decision CLWE |21], a structured form of learning with errors (LWE) in CDAs.
The uniformity of CNTRU public keys (over invertible elements) forms a crucial
part of the proof of this result. Moreover, this connection is in part a motivation
for the particular CDAs we define NTRU over: the existence of a security proof
for CLWE in these particular algebras linking SIVP on lattices obtained from
ideals of A to CLWE allows us to link STVP and NTRU, too (it should be noted
that the reduction from SIVP to CLWE holds for a (slightly) restricted space of
secrets). We obtain

Lemma 1. Let n > 8 be a power of 2, d = 2, £ < Cn, and ¢ > 8n a prime
such that x™ 4+ 1 splits completely modulo q. Let § > 0, p € Z (A;) and o >
2n3/2 (1/@/111(32nq)q%+2E satisfy the conditions of Lemma and Theorem . If
there exists an IND-CPA attack algorithm A against CNTRU, running in time
T with advantage §, then there exists an algorithm to solve decision-CLWEj\p
that runs in time T' = T + O(poly(n)) with success probability &' = § — g~ %),

Note the condition ¢ < Cn for a constant C: we impose a bound on £ in order
to allow for a precise statement on the correctness of the decryption algorithm
(see Lemma. This is necessary because of the form of L. Consider the square
of field element 1 ++v/7; this is an element of small £,-norm when using 1, V7 as a
basis of L/K, but its square, 1+ ¢+ 2v/¢, may potentially be large indeed, if £ is
large. This constraint amounts to a bound on the discriminant of the quaternion
algebra, which has discriminant which we bound by (nv¢)*" (Lemma ; when
£ < Cn, this becomes a function solely in n = [K : Q).

In practice, we have not found this imposition difficult to satisfy for small
values of C. The interested reader is directed to |21} §3.4] and Appendix B of
this paper for further discussion on parameter selection.

We also sketch a KEM and a signature scheme based on NTRU in CDAs in
the appendix, to give examples of greater functionality from CNTRU.

Cyclotomic NTRU [57]|ModFalcon |16] This work
Ambient space Q(¢n), any n Q(¢r)? A=L®uL, L =Q(Cr, V1)
Z-Dimension p(n) 2" or Tl
Recommended ¢ q¢g=1modn q=1mod 2" q completely split in L
Provably secure ¢ qg=1modn q =3 mod 8 q completely split in L

Table 1: Comparison of Cyclotomic NTRU Variants

Previous Work There have been many algebraic variants of NTRU proposed
over the years: in CTRU [20], the usual polynomials were replaced with elements
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from the ring Fo[T][X]/(X™ — 1); this was later subjected to a polynomial-time
attack in [33], which also introduced NTRU over the Gaussian Integers. This
idea was expanded by [41] and [51], which introduced NTRU over the Eisenstein
integers (ETRU) and the ring of integers of Q(y/—7) (KTRU) respectively. More
details on ETRU can be found in [40] and [29]. A version of NTRU using ideal
lattices can be found in [30], an attempt to secure CTRU can be found in [4],
and an attempt to further secure ETRU can be found in [5].

There have also been more exotic attempts to improve NTRU: some of these
include non-commutative variants such as [53], [35], [54], [6]; NTRU over group
rings in [58]; non-associative schemes in [34] and [52]; and a variant with different
invertibility conditions in |7]. A useful comparison of some of these schemes can
be found in [47]. An overview of NTRU can be found in [50].

Despite this flood of NTRU variants, we note that few of them generalise
NTRU, in the sense that they do not offer a broader framework from which the
traditional form of NTRU can emerge; rather, they simply replace the underlying
ring, or make other subtle amendments. Two papers [15], [16] do develop general
(module) versions of NTRU; these are compared to the construction featured in
this paper below. Finally, we note recent works [10], [46], |[18] which provide
reductions between various (module) NTRU problems, and also module LWE.

Paper Organization In the next section we state the mathematical back-
ground necessary for the rest of the paper. In section 3 we introduce NTRU, in
section 4 CDAs, and combine these in section 5. We then begin the mathematical
work of the paper: section 6 is dedicated to g-ary lattices obtained from CDAs,
section 7 to the CNTRU key generation algorithm, section 8 to proving IND-
CPA security of CNTRU (subject to the CLWE assumption). In the appendix
we give possible parameters and sketch a KEM and signature scheme.

2 Preliminaries

Lattices An n-dimensional lattice is a discrete additive subgroup of R™. One
can consider a lattice £ to be the set of integer linear combinations of a set of
vectors B = {by,..., by} that are linearly independent, for some k < n, written

L(B) = {Zle zibi : z; € Z} . All lattices in this work will have k = n.

Definition 1. Let £ be a lattice, and R™ be endowed with inner product (-, ).
Then the set £* = {v € R": (£,v) C Z} is called the dual lattice of L.

Recall \;(£), the ‘ith successive minimum of £’, is the minimum length of a
set of 4 linearly independent vectors in £, where the length of a set of vectors
{X1,...,Xp} is max; (||x;||), for some norm || - ||.

Discrete Gaussians For vector space V' C R™ equipped with (Euclidean) norm
|-, c € V,and r > 0, we define the Gaussian function p,c: V — (0,1] by
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pr.e(x) = exp (=7l — ¢||/r?). If ¢ = 0, we write p,.

The spherical Gaussian distribution D, over R™ outputs a vector v with
probability proportional to p,.(v), and an elliptical Gaussian D, can be sampled
as follows: fix a basis by,...,b, of R”, and a vector r = (r1,...,7,). Sample
z; + D,, (independently for i # j) and output >, z;b;.

The discrete Gaussian distribution D, , ., defined over a lattice £, outputs

x with probability % for each x € L.

The smoothing parameter, defined below, will be used throughout this work:

Definition 2. Let £ be a lattice and € > 0. Then the smoothing parameter
ne(L) of L is the smallest 7 > 0 such that p;/, (£*\ {0}) <e.

We will use the following bounds on the smoothing parameter:

Lemma 2. [44, Lemma 3.5] For any full-rank lattice L C R™ and € € (0,1),
we have ne(L) < /In(2n(1 +1/¢))/m - W

Lemma 3. /37, Lemma 3.5] For any full-rank lattice L C R™ and € € (0,1),
we have n(L) < /In(2n(1 + 1/€))/m - A\ (L).

The statistical distance between distributions D, D’ over a discrete set S is
denoted A(D, D’) = 33" s |D(z)— D' (z)|. We also need the following lemmas:

Lemma 4. |37, Lemma 4.1] For a lattice L over R™,e > 0,r > n.(L), and x €
R™, the statistical distance between (D, + ) mod L and the uniform distribution

modulo L is bounded above by /2. Equivalently, p.(L + x) € [ijrz, 1} pr(L)

Lemma 5. [14, Theorem 1] For any positive definite X, vector ¢, lattice coset
A:=A+aCc+span(X), and injective linear transformation T, we have

T (DA,\/E,C) = DTA,T\/E,Tc'

Lemma 6. [37, Lemma 4.4] For any full-rank lattice L C R™, ¢ € R™, 6 € (0,1)
and o > n5(L), we have Pryep, , [||b]| > oy/n] < 2277,

Number Fields A number field is a finite field-extension of Q. We will be espe-
cially interested in cyclotomic fields, Q(¢,,), where (,, is such that the smallest in-
teger m such that ¢ = 1 is m = n. In this setting the degree [Q({,) : Q] = ¢(n),
where ¢ is the totient function. We recall that ¢(p”) = p"~1(p — 1).

A degree-n number field K is Galois over Q if the set of K-automorphisms fix-
ing Q pointwise, Gal(K/Q), forms a group. The automorphisms o; € Gal(K/Q)
extend to embeddings o; : K — C. Using these embeddings, we embed K —
C™ via o :  +— (01(2),...,0n(x)). Defining a space H = {x € C" : z; =
Tpn_; for i € [n]}, we have ok (K) C H, and R™ = H as an inner product space.
Thus the image of any discrete additive subgroup of K under o can be consid-
ered a lattice. The map ok is called the canonical embedding. These definitions
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extend straightforwardly to a finite extension of number fields L/K.

An alternative way to embed a Galois number field into R™ is to write
K = Q(«) for some element o and writing z = z1a+...+z,a" forx € K, z; € Q.
The element z can then be mapped to (z1,...,2,) € R™. This is called the coef-
ficient embedding of x, denoted coeff(x).

Any Galois number field K contains a subring called the ring of integers
of the field, which consists of the field elements which are the root of a monic
polynomial with integral coefficients. We denote this subring O . For any ideal
T of Ok, we define the dual ideal ZV = {z € K : Tg/g(2Z) C Z}. Here

T o(-) = ZaEGal(K/Q) o).

Bases of Real Quadratic Extensions of Cyclotomics We consider an ex-
tension L/K, where K = Q((2r), L = K(Vf) = Q(Cor,V?) and ged(2,4) = 1.
With n = [K : Q] and m = 2", ¢(m) = n. Define the powerful basis of L/Q as

? = (17Cm> s C:rby,—la \/E Cm\/zv s C::L_l\/z)

We obtain a matrix from this by applying the canonical embedding to each entry:

or(P) = (00(1),0L(Cm)s - oL (G, 0L (V0,01 (G V), ooy o (GLTHV)).

This is a 2n x 2n matrix. To find the singular values of this matrix, we compute
or(7)*oL(P). This is diagonal with two blocks: the top left n x n diagonal
entries are all equal to m, and the bottom right n x n to mf. The eigenvalues
of a diagonal matrix are its non-zero entries, so the singular values of UL(?)
are \/[L : Q], \/[L : Q]¢. Denoting the largest singular value by 51(7) and the

smallest by s, (), we have s1(7) = /[L : Q¢, s2,(7) = +/[L : QJ. Since
or(z) = o (F) - coeff(z),

for x € L, we find |log(z)|| < sﬂ?)”x”g, where || - || is the norm obtained by
writing « in the ' basis and taking the coefficient embedding. Conversely,

1

el < Sylon@l = glon @l

The si(?) can in practice be taken to be polynomial in n, if desired. We will be
interested in the above for integral elements € Op, which has powerful basis

L+Ve | 14+vVe 1+ V1

2 7Cm 2 1ty SMm 2

(1, G oes G

);

when ¢ = 1 mod 4. Upon computing the singular values of J(?), we find that

Proposition 1. Let n = 2!, £ = 1 mod 2" a prime, and L = Q(Cyr, V7).
Then, using the powerful basis of Or,, we have

52(B) = L4 5+ VB 00125 & san(F) = L\t 45— V-6t + 25
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Proof. The symmetric matrix o(7)*c(7') has a block form: the top left block
is [L: Q|- Iyr—1, where Iyr—1 is the 2771 x 27~1 identity matrix, the lower right
block is 2”72 - (£ + 1), and the top right and lower left blocks are 2" ! - I, 1.

£+5+0%2—60425
2

The eigenvalues of this matrix are \; = 2772 - . So the singular

values are si(?):\/T_?-L W’z@\/ﬁ—&-Bﬂ:\/ﬁQ—M—i—%. O

If j is the dual of 7/, we obtain 51(7) = ﬁl(ﬂ’ SQn(j) = ﬁ We will

use bounds in terms of this ‘decoding basis’; in particular, for z € OY,

Il < ﬁnq(x) = g\/m 54 V2 — 60+ 250 (x)]

When 7 is bounded by some integer multiple of n, say ¢ < Cn for C' > 2, we can
use the bound s;(7) < 2Cn, when n > 4.

Discretisation We will need the following distribution:

Definition 3. [39] Denote by Bern the Bernoulli distribution and let a € R.
The univariate Reduction distribution Red(a) = Bern([a] — a) — (Ja] — a) is
defined

Red(a) — 1+ a — [a], with probability [a] — a,
" la— [a], with probability 1+ a — [a].

A random variable R = (Ry,---,R,)" € R" has a multivariate Reduction
distribution R ~ Red(a) on R” for parameter a = (a1, - ,a,)" if R; ~ Red (a;)
for 5 =1, -+ ,n are independent univariate Reduction random variables.

Definition 4. Let £ = £(B) be an n-dimensional lattice under the canonical
embedding. For ¢ € H, the coordinatewise randomized rounding (CRR) discreti-
sation | X7, of random variable X to £ + ¢ is defined by

| X1, =X+ BRed (B !(c— X)).

Extend this to H? by applying the discretisation in each coordinate. The
discretisation variable on H is O-subgaussian:

Definition 5. For any § > 0, a multivariate random variable X on R" (resp.
H) is §-subgaussian with standard parameter b > 0 if

E (e<t’X>) < e‘se%bz”t”z, for all t € R™ (resp. t € H).
Extend this to H¢ by saying a multivariate random variable Z on H¢ is 6-

subgaussian with standard parameter b > 0 if Z 2is d-subgaussian with standard
parameter b > 0 in each H-coordinate (H? = R"?" as R-vector spaces). Formally,
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Definition 6. A multivariate random variable Z on H? is §-subgaussian with
standard parameter b > 0 if

E (e<t,Z>> < ePexV It for all t € HY

Definition 7. A random variable Z on R™ (or H) is noncentral subgaussian
with noncentrality ||E(Z)| > 0 and deviation d > 0 if the centered random
variable Zg = Z — E(Z) is 0-subgaussian with standard parameter d.

We will need the following lemmas:

Lemma 7. [38] Suppose that B is a column basis matriz for a lattice in H with
largest singular value s1(B) and Z is an independent noncentral subgaussian ran-
dom variable with deviation dz. The CRR discretisation of Z, | Z]% , is noncen-

1
tral subgaussian with noncentrality |E(Z)|| and deviation (d2z + (%)2 31(3)2) 2

When L = Q((,, V¥) for n a power of two, ged(n, £) = 1, this becomes

Lemma 8. Suppose that B is a column basis matriz for a lattice in H? with
largest singular value s1(B) and Z is an independent noncentral subgaussian ran-
dom variable with deviation dz. The CRR discretisation of Z to | Z1%, . is non-

1
central subgaussian with noncentrality |E(Z)|| and deviation (d% + $s1(B)?)?.

Proof. As in [38, Theorem 2], but with an extra factor of v/2 from taking the
matrix norm of the basis. O

3 NTRU

We begin by defining the problem underlying schemes based on NTRU.

The NTRU Assumption

Definition 8. (NTRU instances) Let R be a ring and ¢ € Z>2 a modulus. An
instance of NTRU is an element h € R, such that h - f = g mod ¢R for some
pair of non-zero elements (f,g) € R.

We are interested in the following problem, based off NTRU instances:

Definition 9. (The NTRU problem) Let R and ¢ be as above, and ¢ > 0. Let D
be a distribution over instances of NTRU. The NTRU problem is, given h < D,
to find non-zero (f, g) such that h - f = g mod ¢R and || f]|, |lg|| < @.

The hardness of the NTRU problem varies significantly, depending on e.
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Connection to Lattices The solutions over R to the defining equation hf =
g mod g form a lattice, denoted

Lhq={(r,y) €R*: he —y =0mod q}.

The sum of two solutions to the defining equation is again a solution, and one
can also observe that for any z € R and (f, g) € L4, 2(f, g) satisfies zhf —zg =
z(hf—g) = 0 mod ¢. Thus £}, 4 is a R-module of rank 2, and the NTRU problem
can be rephrased as a shortest vector problem in the NTRU lattice Ly, 4.

Encryption Scheme The NTRU encryption scheme, as in [24], runs as follows:

KeyGen: Let Sy, Sy, Sy, and Sy be sets of polynomials in R = Z[z]/(t(x))
for some degree-N polynomial ¢(z). Let ¢ > p € Z be coprime. Select f from
Sy and g from Sy, such that f is invertible modulo both ¢ and p. Compute
h = g-f~! mod g; this polynomial h is the public key, and (f, g) the private key.
Encryption: Suppose the message is M, taken from Sj;. Then to encrypt M,
select ¢ from Sy and compute ¢ = p¢p - h + M mod g. This is the ciphertext.
Decryption: To decrypt c, first compute a = f - ¢ mod ¢. Then compute f~! -
a mod p, to recover M mod p. This decryption holds provided the coefficients
of a lie in the correct interval. Otherwise, there is a small chance of decryption
failure. Parameters can be chosen to eliminate the chance of decryption failure.
Correctness: Observe that

a=f-cmodg=f-(pp-h+M)modqg=pp-g+ f-M mod q,

so that finally f~'-amod p = f~'-(ppg+ f-M)modp= f~1-(fM) mod p =
M mod p, provided that when we reduce a modulo ¢ (taking the coefficients

between 5! and ), we obtain simply the polynomial a.

Further Discussion of NTRU There are a variety of parameter choices cur-
rently used to instantiate NTRU. In the paper initially proposing the NTRU
problem [24], the ring R = Z[z]/ (" — 1) was used, with N prime (and the
authors recommended using Sophie Germain primes). Of the two final round
NTRU-based schemes in NIST’s post-quantum standardization process, NTRU
[13] samples f and g from Z[z]/(t(z)) with t(z) = @, (z), where n is prime and
@, () is the nth cyclotomic polynomial. This is contrasted by NTRU Prime [9],
which uses ¢(z) = P — z — 1 for some prime p (not to be confused with the
modulus of the previous section), such that Z,[x]/(a? — x — 1) is a field.

We also note here that f and g are often chosen to be binary or ternary poly-
nomials (i.e. coefficients are in {0,1}, {—1,0,1} respectively), which increases
efficiency, but which has been subjected to meet-in-the-middle attacks [25].

Structured Forms of NTRU Two papers have proposed structured forms of
NTRU using modules [15], [16]. The authors construct NTRU modules of the
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following form, where R = O for a number field K:
Lng={(fg)" € R™" : (f h) — g =0mod g}.

Here g is a ring element and f is an d-dimensional vector over R, and embedding
the lattice (via either coefficients or ring embeddings) yields lattices in R(d+D)n
where dimz(R) = n. Multiple samples can be taken and written in the following
form, where we have chosen d samples to obtain square matrices for convenience
of expression (note squareness of the matrices involved is not required):

Lng={(F,g)7 ¢ R+ . Fh — g = 0 mod ¢}.

These are more general objects than those considered in this work. However,
the authors of [16] are able to prove uniformity of their NTRU public keys
only for certain prime moduli, those splitting into two prime ideals in R (those
congruent to 3 modulo 8), which are usually not the primes used in practice -
and their recommended parameters are completely split primes and a module
rank of 2, over a power-of-two cyclotomic field. They prove:

Theorem 1 (Theorem A.1, [16]). Let K be a cyclotomic number field of
degree d and maximal order R. Let n > m > 1. Let q be a prime integer

which factors as qR = pipa, where the p;’s have algebraic norm q%?. For
s> qum/(n+m)+2/(d(n+m)); we have:

A(E,U (B™)) <277,

where &, is the distribution of F7'G mod ¢, for F, G with entries chosen ac-
cording to discrete Gaussians.

In contrast, restricting ourselves to more structured modules, we obtain a
full proof of uniformity of our public keys, for completely split primes in rank 2.
Our modules are obtained from cyclic division algebras.

4 Cyclic Division Algebras

In this section we define the cyclic algebras we will use to generalise NTRU.

Definition 10. Let K/Q be a number field of degree n, and L/K be a Galois
extension of degree d with cyclic Galois group, i.e. Gal(L/K) = (f) for some
automorphism 6. Consider the direct sum

d—1
PuL=Louvlev’le. . eu'L,
=0

subject to the relations u? = v € Ok, and 2 - u = u - 0(x), for all x € L.
We denote this direct sum A = (L/K,0,~), which is a cyclic algebra.

Definition 11. A cyclic algebra A = (L/K, 0,7) is a division algebra if for every
element a € A, there exists an inverse element a~! € A such that a-a~! = 1.
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In order to ensure that our algebras are division, we will need to ensure they
meet the following condition, known as the non-norm condition:

Lemma 9. [1] Let A= (L/K,0,v) be a CDA. Then A is a division algebra if
and only if v is a non-norm element, i.e. iz € L : Np/g(z) ="7.

The construction of non-norm elements is therefore crucial in finding division
algebras. In [21], much discussion was given to finding such elements - we recap
this below, after the following definitions.

In NTRU, polynomials are often sampled from subrings of fields. We now
define the corresponding mathematical object within cyclic algebras from which
it is suitable to sample elements.

Definition 12. A Z-order, O, in A = (L/K,6,~) is a finitely generated Z-
module such that O - Q = A and O is a subring of A with the same identity
element as A. Note O-Q={>""", a;q; : a; € 0,q; € Q,m € Z>1}.

Definition 13. Define the natural order to be the order of the form
d—1
A=Pu'OL =0, 0u0,&u0L @ ... &u "0y,
i=0

where O, denotes the ring of integers of L.
Given a prime g € Z, we can take the quotient of A to obtain

d—1
Ag=AJqgA =P u'(0L/q0L)
1=0
=0./q01 ® u(OL/qOL) EBUQ(OL/L]OL) @D ... @ud_l((’)L/qOL).

When R = Z[z]/®,(z), R is the ring of integers of the nth cyclotomic field,
say L; then R, = Or/qOr. So A, can be seen as a tuple of elements of R,
equipped with a noncommutative multiplication induced by multiplication by u.

Fixing the L-basis of A, {u'};>0, we can express an element as the linear map

¢(z) given by left multiplication on the u’. For example, if z = ®"ju'z; € A,

o YO(xg_1) ... 0% (1)

x O(xg) ...v0% N (x

o= | M
Td—1 e(l‘d_g) . ed_l(l‘o)

This is called the left regular representation.

If we denote the n embeddings K — C by «, we can extend these to em-
beddings of L (which, in an abuse of notation, we also denote by «). It can be
seen that all the nd embeddings of L are obtained from the set {08}, ;. So we
may form a vector in R from by concatenating the vectorized images of the
a(é(z)) for all @« € Emb(K). Then the image of any discrete additive subgroup
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of A is mapped to a lattice in R, Finally, we define two norms on A: we set
2[5 = > ackmbr) 2215 [(0(2)i )P, and [|z]lec = maxa i j |a(d(x)i;)], where
@(x);,; denotes the ¢, jth entry of ¢(x). We may use || - || to denote || - ||2.

Let Tr(-) be the map Tr(z) = Tk q o trace(¢(x)), for z € A. This map is
symmetric and additive. The dual of an ideal Z is the set

TV ={r e A: Tr(2I) C Z}.

We also define a multiplicative norm on ideals. Let Z be an integral ideal of a
maximal order O; then Ny4,o(Z) := |O/Z|.

We now outline the construction of CDAs using cyclotomic fields as in [21].
Let m = p" be a prime power, K = Q((;,) and M = Q({pn), for a prime ¢
such that £ = 1 mod m and ¢ £ 1 mod pm. Then M/K is cyclic Galois, with
Galois group generated by (say) 6. Let L be the intermediate field fixed by 6.
It can be verified that ¢, is not the norm of any element of L, so (L/K,0,(,)
is a division algebra. Moreover, A is maximal with respect to inclusion in A.
Security reductions for LWE in these algebras were given; here we investigate
the properties of NTRU implemented in such an algebra.

In the case d = 2, L is the compositum of K and the unique quadratic
subfield of Q((;), which is Q(+v/¥). Thus L = Q(m, V) and A = Op +uOp,. We
now prove an upper bound on the discriminant of A:

Definition 14. disc(A/Z) := {det (Tr (@), | (21, @az) € Andz}'

It was proved in [55, Lemma 2.9] that disc (A/Ok) = disc(L/K)%ydd=1),
Since in our case 7 is a root of unity, this simplifies to disc (A4/Ox) = disc(L/K)<.

Proposition 2. Let L = Q((or,V{), 7 > 2, £ = 1 mod 27", and K = Q(Cor).
Then
disc(A/Z) < (nVI1)*".

Proof. Since u'Op, and u’Op are orthogonal with respect to the trace form,
except when 7 + j = 0 mod 2, we have

n 2n n
det (Tr (umkuxg))i,ezl = det (u2 Tr (ka))k,e:l =" det (Tr (xkxg))il:l
= det (Tr (z¢))}y_, = disc(L/Q),

for some x; € Of, since v = (,.

It now suffices to prove that disc(L/Q) < (nv/¥)?". Since L is the compositum
of K = Q((2r) and Q(v/4), we can apply a general formula on the discriminants
of composita (e.g. |36, ex. 23(c)]) to obtain

disc(L/Q) = disc(K/Q)? disc(Q(vV?)/Q)™.
We combine disc(K/Q) < n™ with disc(Q(v/¢)/Q) = ¢ for the result. O
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Proposition 3. [8, Proposition 2.5] Let A be as above and T C A be an integral

ideal. Then
Vol(Z) = N 4/q(Z)+/disc(A/Z).

We will use the following bound on the shortest vector of a A-ideal lattice
under the canonical embedding, with repect to a p-norm, AY(L):

Proposition 4. (c¢f. [, Lemma 6.1]) Let T be an ideal of A. Then
)\Zf(I) < (nd2)1/pNA/Q(I)1/nd2 diSC(A/Z)l/anF.

1
Proof. Since ||z||, < (nd?)? ||z]/o, We bound [|z]/o. Recall A — H?® C (R x
C?r2)? with 71 4+ 2ry = nd. Set C = {z € H? : ||z|s < 1} and note Vol(C) =

ond® ()72 Then if n4° > (2)"% N 4 o(Z)\/disc(A/Z), we have

2 r2d rod
Vol(8C) = 8" Vol(C) > <ﬂ> N jo(T)\/disc(A]Z)2" (g) ’
= Najo(T)y/disc(A/Z)2"" = Vol(T)2"%".
By Minkowski’s theorem, SC' contains a lattice point from Z, so A°(Z) < . O
This implies that in the fy-norm, A;(A) < (nd?)Y/?(nve)'/? = dn /1.

Proposition 5. Let A ¢ A = (L/K,0,v) where |y| = 1, [L : K] = d and
[K : Q] =n. Then, forxz = @f;oluizi € A, T an ideal of A,
1/[A:Q]
el > (A= QY7 | TT 1MLl
0<i<d

When I = JA for some Og-ideal § and I :=I N Oy, then

NAT) > [A: QY7 [Ny ()™ and A(T) > (Npjo(@) ™

Proof. See Appendix A. O

Mapping Between Bases of A We will later need to consider mapping
between the coefficient embedding of an element and the canonical embed-
ding of the same element, via a linear transformation. Let d = 2; then A
embeds into H? under the canonical embedding. Now, since A = O, + uOy,

and Op = Z[(or, 1+2\/Z], a matrix acting on a vector to map it to a coeffi-

cient embedding representation should act on the first and second coordinates
(or(A));, © = 1,2 in the desired way. Thus the required transformation is

Vi = ‘7(07) U(O?)> . Note if o(7) is invertible, so is V4. We do similarly
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with respect to 7 and A. We can then obtain bounds for norms defined over
these bases: for z € A with d = 2 we obtain

lall, 7, < V251 (Pl

Note that when d = 1, K = L and A = K. This is the fact that will enable us
to generalise NTRU schemes which sample elements from Z[z]/(P2r(2)), using
algebras of the form A = (L/Q((2r),0,(n); when d = 1, we will recover the
familiar families of polynomials in certain spaces, generalising NTRU, ETRU
and others. If one uses CDAs over fields K where K is some other popular
choice of field for NTRU, one obtains generalisations of those schemes too.

CLWE and its Security Below, we link the hardness of NTRU in CDAs
to that of LWE in CDAs. Here we introduce CLWE, and begin by defining a
distribution on the error distributions used to establish the hardness of CLWE:

Definition 15. Define the distributions X, as the set of Gaussian distributions
2 over @?;01 u'Lg with Gaussian marginal distribution in the (i, ) coordi-
nate with parameter r; ; < a. The error distribution 15, on the family of error
distributions is sampled from by choosing Y € ¥, and adding it to D,., where

each r; := « ((n . d2)1/4 . \/gﬁ) for y1,...,Yn.q2 sampled from I'(2,1).
Then the CLWE distribution, and decision CLWE problem, are as follows:

Definition 16. Let L/ K be a Galois extension of number fields with [L : K] =d
and [K : Q] = n, with Gal(L/K) cyclic, generated by 6. Let A := (L/K,6,~) be
the resulting cyclic K-algebra with element « such that u¢ = v € O and v sat-
isfying the non-norm condition. Let A be the natural order of .A. For an error dis-
tribution 1 over @21:—01 u'Lg, ¢ > 2, and secret s € AY, a sample from the CLWE
distribution I, s . is obtained by sampling a < A, uniformly at random, e < %,

and outputting (a,b) = (a,(a-s)/q+emod AY) € (/1,;,7 EB?;& uiLR> JAY.

Let T be as above and U, the uniform distribution on (Aq, (@j;ol uiLR) /AV).
Then the decision CLWE problem, DCLWE, r, is on input a collection of in-
dependent samples from IT,  , for a random choice of (s,¢) <= U (A)) x T or
from Uy, to decide which is the case (with non-negligible advantage).

Recall the following security reductions for CLWE, from [21]:

Theorem 2. Let A be a cyclic division algebra over a number field L with center
K and natural, maximal order A with |y| = 1. Let o = a(n) € (0,1) and
q = q(n) > 2, unramified in L, be parameters such that « - q > w(y/log(nd?)).
Then, there is a polynomial-time quantum reduction from A-SIV Pt to search

CLWE, s, for any V8Nd - ¢ = (w(Vdn)/a).

Theorem 3. Let A be the natural order of a cyclic algebra A= (L/K,0,7),q €
poly(n), and assume that o - q > n. (AY) for a negligible e = €(n). Then, there
is a probabilistic reduction from search CLWE 5. & for any pairwise different
G C A(\Z/ to decision CLWE,, Y, which runs in time polynomial in n.
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These reductions combine to ground the security of decision CLWE on SIVP
over ideal lattices in CDAs. Thus if we connect the security of NTRU to that
of CLWE, we will have connected the security of NTRU to SIVP. However, we
require a particular variant of CLWE to which to reduce NTRU. Here we recall
the variant of RLWE used in [48]. Let s € R, and 1 be a distribution over R,.
Define A as the distribution obtained by sampling (a,as + ) with (a,e) +
U(R;) x 1, where R is the set of invertible elements of R,. When ¢ = £2(n),
the probability of a uniform element of R, being invertible is non-negligible,
so RLWE is hard even when Ay and U(R, x R,) are replaced by A7, and
U(R; x R,) respectively. Denote this variant by RLWE*.

It is known that s can be chosen from the same distribution as e without
losing security (see [3]). The authors of [48] call the variant of RLWE when the
secret and error are both chosen from the error distribution RLWE{j\ . To see
this, let algorithm A be able to solve RLWEjjyz. One can transform samples
((as, b)), into samples ((al_lai, bi —a;'h ai))i , where inversion is performed in
Ry . This transformation maps A7, to A, . and U (R x R,) to itself. Note

that b; — aflblai = a;8 + ¢ — afl(als +e1)a; = a;s+ e; —a; s — aflelai =
—al_laiel + e;.
We can define CLWE* analogously: let s € Ay, e < x, and a <+ U(AY).

Output (a,as +e) € A x @9 u’ L, and call the distribution obtained AXsx-
We can take s from the same distribution as the error to obtain CLWEJ ;o5 to
see the transformation as in the RLWE case, transform CLWE* samples into

CLWE}, v - samples via the transformation (a;, b;) — (aiafl, b; — aiaflbl).

5 NTRU in CDAs

In the following, we follow the method outlined in [24] to implement NTRU in
CDAs. After demonstrating that the basic form of NTRU adapts easily to our
context, we will go on to discuss the tweaks, improvements, and modifications
that have arisen in the literature, and how they can be brought into CDAs. For
convenience, we refer to NTRU in a cyclic division algebra as CNTRU.

NTRU Instances in CDAs

Definition 17. (CNTRU instances) Let A= (L/K,0,v) be an algebra as con-
structed above, and A the natural order. Let ¢ € Z>5. An instance of CNTRU
is an element h € A, such that f-h = g mod gA for non-zero pair (f,g) € A.

We define the NTRU problem for CDAs, based off CNTRU instances:

Definition 18. (The CNTRU problem) Let A and ¢ be as above, and € > 0. Let
D be a distribution over instances of CNTRU. The CNTRU problem is, given
h < D, to find non-zero (f,g) such that f-h = g mod gA and ||f|, ||g]] < @.



16 A. Mendelsohn et al.

NTRU Lattices from CDAs We now consider the lattices generated by CN-
TRU instances. These lattices are a generalization of [16] and [15]’s lattices: take
a private key (f,g) € A? and public key h = f~'g mod gA. Observe that the
pair (f, g) satisfies

fh —g=0mod ¢4, (1)

so in the same way as NTRU, the set S = {(f,g) € A% : fh—g = 0 mod gA} C A?
is a left A-module (i.e. S is additively closed and closed under multiplication from
A on the left). We note that if we changed our convention and considered

{(f.9) € A% : hf — g =0mod gA}
instead, we could write a generator matrix for this second (right) A-module as

<_qh (1)) where the columns generate the module over A2. By fixing a basis {u'};,

—-H|I
we can then rewrite this matrix to obtain one with entries in Op, (q T 61 )
d

where
ho 70(ha—1) 70*(ha—2) ... v0*" ' (h1)
go | M 0h) Y0%(ha-1) - .. 7097 (ha)
ha_1 e(hd_g) 92(hd_3) ce Hd—l(ho)
Note that in the module NTRU examples referenced above, the element h defines
a vector over a field, so appears in just one column of the corresponding matrix,
whereas one sample of CNTRU for [L : K] = d results in h mod ¢ defining an
NTRU-style matrix with d columns determined by h, as can be seen. This is
(loosely) equivalent to d samples of module NTRU.
To make the comparison explicit, recall that module forms of NTRU rely on
lattices of the form

Lhng={(F,g) € R™WWH) . Fh — g = 0 mod ¢}.

In this case, one can see that these R-modules have a similar form to the CNTRU
modules defined above as

Lnqa=A{(f,9)" € A*: fh—g=0mod g},

when ring multiplication is expanded in matrix-vector form using the regular
representation of A:

Lpq={(£ g)T € Oidﬂ :¢(f)h —g=0mod ¢}.

Thus we expect the hardness of NTRU problems in CDAs to lie between that
of NTRU over rings and NTRU over modules. Moreover, because of the ring
structure of A, one could use algorithms such as [11] to follow the analysis
of [21] and gain (asymptotic) efficiency over standard forms of module NTRU.
Finally, we note that the storage required for a CNTRU private key is much less
than the module case (for multiple samples), because of the structure of ¢(f) as
compared with that of F'| using the above notation. In particular, one only has
to store the first column of ¢(f), as opposed to the entire matrix.
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NTRU-based PKE To develop encryption based on the CNTRU problem, we
proceed as in [24]. Take the following setup: let A = (L/K,6,v) be a CDA, and
A C A the natural order, assumed to be maximal. Let K = Q({or), [K : Q] = n,
and [L : K] = d. Then A = Op ®uOp & ... ® u¥~1Or. Denote by S, Sg, S,
and Sy sets of elements of A. Select p, g € Z such that ged(p,q) = 1 and p < gq.

Key creation: Select f from Sy, and g from S,. Furthermore, ensure that f
has inverses in A, and in A,. Set (pk, sk) := (h, (f,g)) where

h:=f~'. g mod ¢A.

Encryption: Select a message M from Sy and ¢ from Sg. Then use the public
key, h, to form the element

c:=ph-¢+ M mod gA.

Decryption: To decrypt ¢, compute a := f - ¢ mod ¢/, then f~! - a mod pA.

Correctness Note that

a=f-cmodg=f-(ph-¢+ M) mod q= fph-p+ f- M mod ¢
=pf-(f~'-9)-¢+f-Mmod q=pg¢+ f-Mmod g,

since f - f~' =1 mod g. Then

Floamodp=flpg- o)+ F 1 M) =p(frg¢) + (f~L f) - M mod p
=(f'f)- M mod p =M mod p.

Remark: This is basically the same as NTRU, but we have to be careful about
the order we multiply elements, because of noncommutativity.

Observe that when d = 1, we are in the usual set up for NTRU. We could
choose the sets Sy, S, etc. to be analogous to the ring case, if for example we
wanted f and g to be ternary.

Note that the original NTRU scheme doesn’t meet the IND-CPA security
condition (though [46] gives partial reductions for search and decision NTRU
problems). Below we will state an adaptation to the above scheme, and mirror
the security guarantee of [48].

6 Results on g-ary Lattices

In this section we prove a regularity lemma on g-ary lattices obtained from the
natural order of our family of CDAs.
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Uniformity of the NTRU Public Key Distribution We ultimately aim to
demonstrate near-uniformity of the CNTRU public key distribution, focusing on
the case d = 2. Almost all of the argument below holds for arbitrary d, but one
step restricts us to d = 2; we leave the removal of this restriction as a topic of
future research. We prove our result for completely split primes, but note that
the proof can be adapted for any prime which is unramified in L.

Let A be the natural order of a CDA as above, where [K : Q] = n and
[L: K] =d. Let g € Z be prime, such that ¢ is unramified in Op,. Then:

Lemma 10. [/3, Proposition 4] Suppose that T = q is a prime in Ok, such
that qOr, = Q199 --- Qg in L, with v # 0 mod q. Then the only proper two-sided
ideal of A containing T is TA = @?;éujq(’)b

Since in our case A is a maximal order, ideals uniquely factorize into products
of prime ideals and prime ideals are maximal. By the above lemma all unramified
two-sided ideals of A factor into a product of ideals of the form qA, where q lies
in K. Thus any two-sided unramified ideal can be expressed as Z = [, g q:4, for
some indexing set S. In the following, we will consider the ideals lying above ¢A,
where ¢ splits completely L: these have the form 7 = [, g q:4 where ¢qOx =
[1" g, and S C {1,...,n}. We now define the following module lattices:

Definition 19. Let ¢ > 2 be a prime completely split in Oy,. Let Z be an ideal of
A of the form 7 = [], .4 q:/4 containing ¢/, and Zs be an ideal of A, of the form
Ts = [l;e5 9:4/qA for some S C {1,...,n}. Let m > 2 and a = (a1, ...,am) € A7

al(IS) ={(t1, .0y tm) €T™ : Ztiai =0 mod ¢}, and

L(a,Zs) := {(t1, ..., tm) € (AY)™ : t; = a;s mod ¢qZ"” for some s € AY,Vi}.
Lemma 11. a*(Zs) = q(L(a,Zs))", and L(a,Zs) = q (al(IS))v.

Proof. To show a*(Zs) C q(L(a,Zs))", we show that any t = (t,...,t)
at(Zs) has Tr(t - z) = Omod q for any z € L(a,Zs))V. Write z; = a;s
qz, for s € AY and z[ € ZV. Then Tr(t - z) = Tr(}, tiz;) = Y, Tr(t:z)
Yo Tr(tiais) +Tr(q-tizl) = Tr(>,(tiai)s) + qT'r(tz)) € qZ.

To show the reverse containment, let « € L(a,Zg))". We show . qz,a; =
0mod g and gz; € Z. Note q - (ZV)™ € L(a,Zs))". Set v; to be an element
of L(a,Zs))Y with zeroes everywhere except for the ith entry, which is gs’ for
s’ € IV. Then Tr(z - v;) = Tr(q- x;s') € Z, so qu; € Z. Moreover, for all
t € L(a,Zs)), we have Tr(x - t) € Z. Writing t; = a;s + ¢t} where t, € 7V, we
obtain Tr(x - t) = Y, Tr(z;a;s + quit)) = Tr((>_, zia)s) + >, Tr(qzt]) € Z,
and hence we have Tr((3>_, x;a;)s) € Z. So ), x;a; € A, as required. O

I+ m

We now lower bound the shortest vector in L(a, Zg)), probabilistically. Recall
the construction of our algebras: K = Q({or) with [K : Q] = n, M = Q((ar.¢)
for a prime ¢ congruent to 1 mod 2", and L is intermediate of degree 2 over K.



NTRU in Quaternion Algebras of Bounded Discriminant 19

Lemma 12. Let S C {1,....,n},m >2,d =2, ande > 0. Then A\;°(L(a,Zs))) >
B :=¢%/(n\/{), where § = (1 — %)(% — L) — ¢, except with probability at most
2(1+10m)n g—dmne yhere g +— UA;)m.

Proof. Set P = Pro, axym [L(a,Zs) contains t # 0 : ||t|o < ¢°/nd]. To
bound this, consider P(t,s) := Pro uazym [t; = a;s mod ¢ZV,Vi]. This, be-
cause t € (AY)™ lies in L(a,Zs) iff t; = a;s mod ¢Z" for some s € AY. Since
the a; are sampled independently, we can rewrite this as P(t, s) = [[." Pi(t:, s),
where P;(t;,s) := Pro. cumy) t; = a;s mod ¢ZV]. So we obtain

P< Z Z HPz'(th)~

te(zv)ym. seAY/aTv i
0 < ||tilloo < B Vi

Now, since T = [],c49:4, we have -1 = [Lics q;l/l, and ¢ZV = ¢Z7'AY =
(T ai)([Ticg a; "A)AY =T,cq @AY, where S" = {1,...,n}\ S. By the CRT
IV/qTV =1V /q;, A x ... x IV /q; 51 A", for a subsequence i; € §', j = 1,...,|S"].

We claim that if P;(t;,s) # 0 there exists a subset S” C S’ such that ¢; and
s € [[,cqr aiAdY and ti,s & q;AY for any j € S"\ S”. If this weren’t the case,
there would exist j € S” such that s = 0 mod q;A4Y and ¢ # 0 mod q;A4", or vice
versa. But in either scenario P;(t;,s) = 0, because a; € Ay . So such a S" exists.

Ifj € 8" t; = a;s = 0 mod q; A" for all a; € A. Alternatively, if j € S\ 5",
ti = a;s # 0 mod q;AY, so there is a unique such a; € Ay satisfying the equation.
Finally, for j € S, there is no constraint on the a;. So for a fixed set size |S”| = d’,
the number of possible a; € A satisfying ¢; = a;s mod gV is

i n—(S1-18"D g ntd' |5
(H(qd—qi)> = <H(qd—qi)> ,

=0 =0

and so

d—1 n+d’ —|S’| d—1 n d—1 d' —|9’|
Pi(ti,s) = <H(qdqi)> /(H(qdqi)> = (H(qdqi)> ,

=0 =0 =0

since 4/q;4% My(F,), so Ay = [Ty Ma(F,) and [A3| = [T, |Gla(F,)|.
We can now rewrite P as follows, where h = [],c g/ q:4":

m  [d—1 d'—|5'|
rey ¥y oy i(le-n)
0SIEIS G C § b (TV)" b € €AV /arvnn i \io
S| =d 0 < |ti|loo < B Vi
The rest of the analysis divides into two cases, depending on the size of d’. In the
first case, we consider d’ > 8n. Define N(B,d') ;== #{t € ZV : ||t|lcc < B and t €
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b}. Observe that [|t[|oc = maxe,i ;la((#(t))i )] = A°(h) > NL/@(E)l/"d, because
t € b, where h = h N L. Observe that b = [[,cq» ;4 N L = [];cqr 0:07, s0

Npjg0)" = Npjo( [ 0:00)""* = Npjo( [ 0:00) /"Ny (0)) /"4

€S’ €S
dd/ /
q nd - q n q’B - B
Tl mf nVe '

where we used Np,(OY) = disc(L)~!, and the bound disc(L) < (n?¢)™ (this
bound holds for d = 2). Thus N(B,d’) =0 if d' > fn.

The second case is d’ < Bn. Set B(l,c) = {x € H?: ||z — ¢||oc < [}. One
can interpret N(B,d’) as the number of points of o.4(h) in B(B,0). Set A :=
A (h)/2. So BN, v2) N B(A,v2) = 0 for any distinct vy, v2 € h. Moreover, if
v € B(B,0), it holds that B(\,v) C B(B + )\,O). We can then say that

)< VABEL00) 0+ B B
NBD) < o8B, 0) v~ (%
dz

= ((nq\ﬁf) /( Q(b)) + 1) < (2¢7 T 4 1y’ < g2nd? nd®p-d'd?,

As we have §/qZ" = [];cqn %‘AV/ [Les 04" = licsr aid/ [Lies i

~ S/ SII

= A/ Tiesnsr Gids then [0/qZY| = |A/ [Tiesngr @idl = T12 [ Ma(Fy)| =
qd2(|s/|_d/). Then

+ 1)nd2

m d'—|s’|
S VD VD S > 11(Ie o)
0<d’<pBn S”"c S te (IV)m 't € b s€EAV /qIVNh i i=0
18" =d' 0 < |[tj]loc < B Vi
d2 S'—d’ NmolS’
Smaxd’<ﬁnq (cll_ll )N(B’d) 2‘ | < n(1+dm+2d2m)q7d2nme,
(Hi:O (qd _ qz))m(|S|—d/)
. d(d+1)
for e = (1 - 1) (41 — L) — 8, using |Gly(F,)| > ¢= 7 /22, 0

In the above proof we used disc(L) < (nv/?)?", where £ is the prime used to
construct L. This only holds for our construction of L when d = 2. The above
result can be proven for more values of d, but because of the restriction in place
on a theorem below, we specialise to d = 2. We now prove a regularity result.

Lemma 13. Let g be completely split in L, d =2, m > 2, § € (0,1/2), € > 0,
S c{l,...,n}, ce A™, and t < Dpm s for o > "—\/\/g\/ln(Smn(l +1/6))g "

where e = (1 — ‘nﬂ)(i — LY —B. For all but a fraction less than on(1410m) o —dnme
ofa € (AF)™

A (tmod a*(Zs),U (A™/a*(Zs))) < 26.
Proof. A direct combination of Lemmas [2} [4] [T} and O
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7 An NTRU Key Generation Algorithm

In [48] and [49], the authors published work improving the hardness guarantees
of NTRU. They tweak the original version of NTRU, adding an error term
that allows them to demonstrate IND-CPA security, assuming the hardness of a
variant of RLWE. Here we adapt their work to our setting, following [57].

The Revised CNTRU Scheme Recall D, samples over L2 to enable us to
sample elements of A ®g R, and p € A;. We will sample the elements s, e from
the same distribution, x = [Dgg] v, where [-]qv is the CRR discretisation,

E=a (%) " ag > w(ylogdn), and k = O(1).

KeyGen: Sample f' < Dj, and let f =p- f' +1;if f mod ¢ ¢ A, resample.
Sample g <= Dy »; if g mod g ¢ A, resample.

Return secret key sk = (f,g) and public key pk = h = f~lpg € AF.
Encryption: Given m € /1]\0/7 sample s, e < x and return ¢ = hs+pe+m € A(\I/.
Decryption: Given ciphertext ¢ and secret key f, compute ¢’ = f-c € /1;/ and
return ¢’ mod p.

Correctness: ¢ = fc = f(hs +pe+m) = fhs+ fpe + fm = pgs + fpe+ fm.
If the coefficients of pgs+ fpe+ fm are small enough, reduction modulo ¢ leaves
the coefficients unchanged, and ¢’ mod p = m mod p.

Recall that in an order of a CDA, if p is a central element, reduction by p works
as usual; if p € Z(A), then we understand (p) = ApA.

We want to prove that if there is an IND-CPA attack on CNTRU, then
a variant of CLWE can be broken. The following holds for the algebras used
in CLWE, namely when K = Q({2r), n = [K : Q] and L is a finite cyclic
extension of K of degree 2. We now show there is a high probability of selecting
an appropriate value f for the public key.

Lemma 14. [21, Lemma 17] For a fized d, the proportion of invertible elements
of My(F,) is at least (1 — %)d.

Lemma 15. Letd=2,0<e < %, r> Qn{*/l\/w ~q%, PEAS, Doy oa
discrete Gaussian sampling A and q € Z a prime that splits completely in K, i.e.
4Ok =159 pi. Then Prprcp, [(pf' + 1 mod qA) & A7) < n (2 = & +2¢).

Proof. We bound Pryp, [(pf" + 1 mod p;A) & A/p;A*]. Since r is sufficiently
large, pf’ +1 mod p; A is statistically close to the uniform distribution. Thus the
probability that pf’ + 1 is not invertible in A/p;A is 1 minus the proportion of
invertible elements in A/p; A = My(F,) plus 2e. Note My(F,) has size |My(F,)| =
qd2 and the set of invertible elements in R; has size |GL4(q)| = H?:_Ol (qd — qi).
By Lemma this proportion is at least (1 — é)d, so with d = 2 we lower bound

the probability with 1—(1— %)2. The CRT and a union bound implies the result.
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Regarding r, since when d = 2 and K is a cyclotomic field with power of 2
conductor, the number of roots of unity in A is equal to [A : Q] and hence since
piA is a A-ideal, A\,42(p;A) = A (p;A). We then apply Lemma [3| and compute
ne(pid) < V/In@2nd?(1 +1/€)) /- Npaz (pid) = /In(2nd?(1 +1/€)) /- M1 (pid) <
VIn@2nd2(1+1/e€)) /7 - 2nv1g"/™ = /In(8n(1 + 1/e€)) /7 - 2nV/1g*/™. O

d
If g >n+1, then (1 - )" > ((1 - ﬁ)”) > e~ and the proportion of
invertible elements in A, is non-negligible. We now show that with high likelihood
the elements f and g used to construct the public key will not be too large.

Lemma 16. Letn > 8 be a power of 2 such that x™ 41 splits completely modulo
q > 8n. Let A= (L/K,0,7) with K = Q(¢,), [L: K] =2,6 >0, and o >

onv/iy/ 21n(24") g/, The secret key polynomials f,q returned by the cyclic-
NTRU algorzthm satisfy, with probability > 1 — 244"

£l < V2(1 + 0|[plleV2n) and ||g| < 20v/n.

Proof. When d = 2, \,42(A) = M\ (A) < dy/n - (disc(A ))ﬁ < 2nV/1. If we set
§ = 35, then Lemma [3 implies 75(4) < M 2nv/1. We can then use

Lemma@to obtain Pr,p, ,(||lz|| > dy/no) < 32”22 nd® Then

Procp,. (lgll = dy/no and g € AY)
PrgHDA,n (g € A;)
_ Pryc (gl > dyio)
= Prgep,, (9€47)

3n 2 1
< 27 (11— 2 - =542
smpr (o (G-pe)

<27n .16 < 244,

Prgep,, (l9] = dvno | g € A7) =

This applies to both f and g, so we have ||f’|, |lg|| < 2v/no with probability at
least 1 — 274", Finally, observe || f[| = [lpf’ +1[| < Ipf'll + 1l < Ipll |l f'Il +
V2 < [Iplloo2v/n+ V2 = V2(1 + o||p|| o v2n) with probability > 1 — 244", [

We now show near-uniformity of the required distribution, to ensure our
NTRU public keys are statistically close to the uniform distribution over A;.

Theorem 4. Let € > 0, q be a completely split prime, p € Z(A)), and o >

4ns3/? \4/?\/2111(32nq)q%+25. Lety; € Ay and z; = —y;p~* mod ¢ fori=1,2, and
Dy .. denote Dy, restricted by rejection to A; + z;. Then when d = 2,

+ DUZ
A (ylpl mod q, U (/1;)) < 9% gm8ne,
y2 +pD0' Z2
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Proof. Let P, := Prfi(_D:’Zi_’i:LQ [(yl +pf1) - (2 +pf2) 't = a}, where a € A

We aim to show that |P, — | A1X‘| < ¢, for some small ¢ > 0, except for an
q
exponentially small fraction of the a € A;.
Let a = (a1,a2) < U((A))?). When z; = —p~'y; mod ¢, (y1 + pf1) - (y2 +
pfa)~t = —al_lag mod q is equivalent to ay fi +asfo = p~(—a1y; —asy2) mod ¢,
and so to a1 f1 + asfa = a121 + asz mod ¢. Since —al_lag c /1qX is uniform,

P

artaz = Pa = Prypx o slanfi +aafo = aiz + azze mod g,

if a € (Aqx)2. One can see that the set of solutions to ajfi + asfs = ayjz1 +
azzy mod ¢ in A, taken from DS, i = 1,2, is z + a'*, where a™* = a* N
(A NgA)?, and a* = a't(A,). We can then write

Dz ,(z + atX)

Pa = .
DAJ(Zl +A;< +q/1) 'DA7<,-(ZQ +A§< + q/l)

Now, let t € a’. Then t1a1 +t2 +as = 0 mod ¢ implies that to = —t15% and the
t; lie in a shared ideal of A,. Denote this ideal by Zg. Then

at* =a* \Uscqi,. npat(Zs) and AX +gA = A\ Uscqr,.npo(Zs + qA).

Applying an inclusion-exclusion argument, we get two expressions to analyse:

Dpo(z+a)= > (-1)¥Dy (2 +a*(Zs)), and (2)
Sc{1,...,n}
Dpo(zi+ A +qA) = > (=1)I¥IDy4(zi + Is + qA). (3)
Sc{1,...,n}

We deal with (2) first, with two cases. If [S| < en, use Lemma[13|with m = 2 and
§ = g "’ ~lenld® Note that A% C a*(Zs) C A2, so |A2/at(Ts)| = g@ (=18,
Then for all except a fraction less than 2n(1+4d’+2d)g=2d°ne of g ¢ (A7)2,

2 —
ACSED
and2

Dy o(z+a™(Is)) - = ‘DAZ,U(Z +a*(Zs)) - q_"dz_dz'sl‘ < 26.

In the second case, when |S| > en, one can choose a subset S” C S’ such that
|S”| = len]. Then a*(Zs) C a*(Zs), s0 Dyz,(z + a*(Zs)) < Dpz (2 +
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at(Zs/)), s0 Dpz2 (2 +at(Zs)) <26 + g "= Tlen] We can now say that

A7
D/]27U(Z+UIJ_X) 72n(d71) ‘12
4]
d? n
PNEL L ona—n [ (@@ —1)
< Z ( 1) DAQ,U(Z+G/ (IS)) 2 <2n(d—1)q2nd2
Sc{1,...,n}
(¢@ — 1)
<| > (1)¥Dp (2 +at(Ts)) - e
Sc{1,...,n}
< X 0D atE) - Y0P () )
Sc{1,...,n} k=0
n 2
<| Y (1)Dp(z+at(Zs) - D (—1)Slg (e FISD
Sc{1,...,n} Sc{1,...,n}
<| Y U (Daeglz+at(Zs)) - g D)
Sc{1,...,n}

< 2n(25 + 2q—d2(n+[enj)) < 2n+1(5 + q—dz(n—',-[enj))7
except for a fraction of a € (/1;)2 less than 2n(2+2d+4d*) o —2d°ne \Writing

A |

[4q]?°

Dz o(z +at>) = (14 )21

we find that |dg] < %Q*W(dﬂ)gnﬂ((g + q*dg(nﬂenj))
< 2ndqnd22,n(d71)2n+1(5 + q*dQ(nJFLE"J)) _ 22n+2qid2 Lenj

Moving on to , begin by observing that

det(Zs 4 gA) = NA/Q(I)\/M = ¢I%1/disc(A).

Moreover, Ang(Zs + qA) = M\ (Ts + qA) < dy/n - det(Tg + gAY/ = dy/n -
q‘s‘/"dz disc(/l)l/zndz. When d = 2 and n is a power of two, we in fact have
Anaz(Ts + qA) < dy/m - ¢/51/m4 disc(A)1/2n4* | Since disc(A/Z) < (nv0)*™, we
obtain A,42(Zs + qA) < dﬁq's‘/”dz\/ﬁf/z = nqu‘SV"dz. Then Lemma
implies that 75(Zs + gA) < /In(2nd%(1 + 1/8))/7 A2 (Zs + qA), so we find
ns(Zs + qA) < /In(2nd2(1 + 1/5))/7md{4/5q|5|/”d2. Since o is larger than this
quantity for |S| < n/2 and § = q’”d2/2, we can apply Lemma [4| to obtain
1Dao(2i +Is + qA) = rgg| = [Dao(zi + Is + qA) — | < 20. 1 1S > n/2,
we can pick a subset S’ C S such that |S’| < n/2, and then Dy ,(z;+Zs+qA) <
Dy o(zi +Tg +qA) <26 + q_”dz/g. We now justify a claim, before proceeding

with the rest of the proof:
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d(d+1)

Claim. For d > 2 and g > 5, we have H?zl(qi —-1)>(q —1)/2%

To see this, induct on d. When d = 2, the claim simplifies to the statement
(¢ —1)(¢*> = 1) > (¢® — 1)/+/2, which is true iff the polynomial (v/2 — 1)¢* —
V2¢? —V2q + (1 ++/2) > 0, which is true when ¢ > 5. Suppose the claim is
true for d = k—1 > 2, and consider [[F_, (¢* — 1). By induction, [[/_] (¢ — 1) >

(qk(k;l) - 1)/2%2, and we can write
k k(k—1) k—2 k(k+1) k(k—1) k-2
[[e-1=@ = -D"-1/27 =@ > -q¢ 7 —¢+1/27.
i=1

Then the claim is true if

k(k+1) k(k—1) k(k+1)
2

@ 2 —q¢ = —¢"+1)/2F > = —1/27

e (vV2Z-1)g" 5 — fq“’“z‘” - fq +f+1 > 0, which holds if ¢ > 5, k > 2.
The claim implies that b /(g —1)™ > 1, for appropriate d and g,
which we will use below. Resumlng the proof we have

s A7
| Aq]

Dpo(zi+AF +qA) =277

d? n
-1
_1)|S‘DA,O'(ZZ‘ +Zs+ QA) _ W

(]

n n -
| ¥ S T - Y 0F () )
Sc{1,...,n} k=0

=| X CUEDa i Tska)— Y (<))l

Sc{1,...,n} Sc{1,...,n}

- Y (-pe (DA,a(zi+zS+qA)—q—d2\S\)
Sc{1,...,n}

< 2n(25+2q—nd2/2) — 2n+1(5+q—nd2/2);

writing D o (2 + A +qA) = (1+6; )2° = II//ll “, for € < 1 we get the required

n(d 1) |A|
|><

bounds on the §; since |§;| < 2 2”*1(6+q*"d /2) < 9™ 542y nd?/2,
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DAQ)U(ZJFO,J_X)
Do (21445 +94)-Da,o (z2+ A +qA)’

Finally, we obtain that since P, =

1
44|

D2 (2 + atX) 1
DA,J(ZI + A; + qA) . DA,O'(ZQ + A; + (]A) |/1,;<|
AX

(1 +dp)2n(@-1) Ha !

n(d—1 X n(d—1 X X
(1+ 025 Bl (1 4+ )25 el Ad]

(1 + &) !

1+ + )47 471

and since the d; tend to 0, we obtain the result. O

P

8 A Provably Secure NTRU-based Scheme

In this section we provide a proof of IND-CPA security, subject to the hardness
of LWE in CDAs, for the revised CNTRU scheme. Recall the definition of IND-
CPA security:

Definition 20. [31] Let I7 = (Gen, Enc, Dec) be a PKE scheme, and A be
an adversary. Say II is indistinguishable under chosen-plaintext attack if a ppt.
adversary in the following experiment PubK 4 7(n) has negligible advantage:

1. Gen is run to obtain keys (pk, sk).

2. Adversary A is given pk, and outputs a pair of equal-length messages mq, m
in the message space.

3. A uniform bit b € {0,1} is chosen, and then a ciphertext ¢ < Encpy (my) is
computed and given to A. We call ¢ the challenge ciphertext.

4. A outputs a bit . The output of the experiment is 1 if ¥ = b, and 0
otherwise. If & = b we say that A succeeds.

That is, Pr[PubK 4, ;7(n) = 1] < § + neg(n).

Security Analysis We first obtain a bound on the infinity norm of a discretised
Gaussian sample under the canonical embedding with the following lemma:

1
Lemma 17. Assume that £ = « (%) fx= | Deql gv > aq > w(y/log nd?)
and k= O(1). Set § = w (\/ndlog nd? - a2q2) and B the decoding basis of AV.
Then for any t € Hd, Pro. (|<t,:13>| > 5||t||2) < (nd2)—w(\/ndlognd2)HtH2'

Proof. A Gaussian random variable « < D¢ of mean 0 and standard deviation

% has a noncentral subgaussian discretisation |@] with noncentrality 0 and
1

deviation (% + %31( B)Q) 2 by Lemma The definition of subgaussian gives

E (€<t,m>) < A (EEH @)1
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for any t € H?. A Chernoff bound then implies

Pr (I{t, L#1)] > 0]jt2) = Pr (el LoVl > ¢3leI)

2.2
< 93 (G401 (B)?) s

s1(B) < 1,50 3 (gfr + Loy )2) 1#]]2 = 2 (a2q2\/ndlog(nd2)_% : ||t||2). Thus
Pr (|(t, [2])] > 8l|t]*) < (nd?)~<(Vrdlosn @I, =

The above lemma gives an estimate for ||x||oc with @ <— x = |Dg.¢]:
Prec iy (lello > 6) < (nd®)~°, (4)
where § = w(y/ndlognd?a?q¢®) and aq > w(y/lognd?). In the following, we

make our assumption that £ < Cn for some constant C' > 2; in this case, when
Cy and Cy are bounds such that || - || < Cy| - || and || - || < Cq|| - ||, we have

Cr = V2s1(F) < 2v/2Cn, so C1 = O(n), and Cs = v2s1(d) < 1

Lemma 18. Let n > 8 be a power of 2, ¢ > 8n split completely in L, £ < Cn,
o> 2n\/\/ 21n(24") q'/". The decryption algorithm outputs m with probability
1-— (471)7“’(@) over s, e, f, g if w (2v2n%/Iog dna?q?) o|p||% < q/2.

Proof. Notice that f-h-s=p-g-s mod qAY, we have fc = pgs+pfe-+ fmmod
qAY € AV If ||pgs + pfe+ fm|S, < %, then we have fc has the representation
of the form pgs+pfe+ fm in A). Hence, we have m = (fc mod ¢A") mod pAY.
It thus suffices to upper bound the probability that ||pgs + pfe + fml|S, > £.
Note that [|fells, < el < Crllfell = Cullpgs +pfe + fmll < Ca(llpgs|+
lpfell + || fm]). By the choice of o and Lemma [16] with probability larger than

1— 244 |1 7|l < Vd(1 + o||p|lecvnd) and ||g|| < v/ndo. Combining with ,

Ipsell + lIpgsll < V(1 + ollplloc Vrd)lIpllc el + vrdo|pllools]o
< 20v/nd|p|%|lelloc + Vdo|[pllscllslloe < w(nd®?y/lognd?a®e®)ol|pl3,

with probability 1—(nd?)~«(V1dlognd®) Since m e AV/pAV by reducing modulo
- 2 o
the po(d);, write m = Z?jl eipo(d); with e; € (-4, 1]. We have
nd? nd?
. . \fd
lm]| = 1> emo(d)s|| < lIpllec || Y ci0(d)i| < lIpllos*5—Ca,
=1 i=1
so |fml < [Iflllmll < VA1 + ollplecvnd) - [ple¥5eCo < 20v/nd]pl -
||pHOO@CQ < nd?o||p||2,Cs with probability > 1 — 247", All together, we have
I fellse < Cr (wnd*?Vlog nd2a®q®)ollpll2, + nd*a|p]%.C2)
<w <n2d3/2vlognd2 : azqz) olpl%
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with probability 1 — (nd?)~«(Vndlegnd®) since Cy < 1 and C; = O(n). O

We now attempt a proof of IND-CPA security. Recall the CLWE variant we will
use: let s,e < x, and a < U(A;). Here x is the CRR discretisation of the usual
CLWE distribution to AY; [21] gave a reduction from CLWE to this variant.
Output (a,as+e) € Ax x A/, and call this distribution A, . Define the usual
search and decision problems over this distribution to obtain CLWE} y -

Lemma 19. Let n > 8 be a power of 2, d =2, £ < Cn, and q > 8n a prime
such that x™ + 1 splits completely modulo q. Let 6 > 0, p € Z (/1;) and o >
on3/2/0 1n(32nq)q%“‘26 satisfy the conditions of Lemma and Theorem . If
there exists an IND-CPA attack algorithm A against CNTRU, running in time
T with advantage 8, then there exists an algorithm to solve decision-CLWEj\p

that runs in time T' = T + O(poly(n)) with success probability &' = § — g~ ).

Note that if p € Z;, the algorithm runs in time 7" = T'+ O(n).

Proof. The proof runs similarly to [48, Lemma 13], [57, Lemma 16]. We use
the attack algorithm against CNTRU to construct an algorithm B with non-
negligible advantage against CLWE} \ .. Write O for an oracle that samples
from one of U(AX x AY) and A, for some previously chosen s < x. B begins
by obtaining a sample (h',c') € AF x Ay via O. The idea is that B uses A with
public key h = p-h' € A, to guess the bit b in the IND-CPA experiment. As part
of the IND-CPA experiment, A outputs messages mg, mj € A]\D/. B then samples
b+ U({0,1}), computes ciphertext ¢ = p- ¢’ +m;, and sends ¢ to A. Finally, A
submits a value b’ for b, and if &’ = b, B outputs 1. Else, B outputs 0.

Since A’ is uniformly random in Ay and p is invertible mod g, so is h, and
so the public key given to A is of statistical distance at most ¢~ from the
correct distribution for the attack algorithm, by Theorem [4l Additionally, since
¢ = h-s+e with s,e + x, ¢ has the desired distribution for the IND-CPA
attack algorithm. In conclusion, if O outputs samples from A, , then A, and
hence B, returns 1 with probability > 1/2 + ¢ — ¢~ If O outputs uniform
samples from U(AX x AY), then c is uniformly random in A since p € A<, and
is independent of b. Thus B outputs 1 with probability 1/2, as desired. O

If K=Q(r),2 t=n>8 L= Q(@r,\/Z) for prime £ : £ = 1 mod 2",

£ < Cn for some C > 2, ¢ > 8n a prime ¢ split completely in L, « € (0,1):
1

ag > w(vogdn), £ = a (%) with k = O(1), e € (0,1), p € 4%, 0 >

2n3/2/0+/In(32nq)q2 T2¢ and w (2v2n2y/Iog dna?q?) o|[p||%, < /2, the security

reduction to CLWE from ideal lattice problems holds, and CNTRU connects
with SIVP (note that the CLWE reduction is valid for a restricted secret space).

9 Conclusion

In this work we have defined a general form of NTRU, and shown that for certain
parameters the NTRU instances obtained are indistinguishable from samples
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chosen uniformly at random. We have given the cryptographic application of a
public-key encryption scheme, and shown that an IND-CPA attack on the PKE
scheme implies an efficient attack on decision CLWE. Along the way we have
proved new results on g-ary lattices obtained from natural orders of CDAs.

Future work includes selecting parameters for the signature scheme and the
KEM and implementing these schemes. Further cryptanalysis is required to bet-
ter understand the security of CNTRU. It would also be desirable to see if one
could lift the constraint ‘d = 2’, and obtain results for higher degrees. As ex-
plained in the introduction, the methods of this work are constrained to degree-
two extensions of power-of-two cyclotomic fields, and we do not currently know
how to remove this restriction.

A Proofs
Proof of Proposition[5 We have
1/d?
lzlp =Y > lal@@)i)lP=d*> Y | []le@@)i)P
a€Emb(K) 1<i,5<d a€Emb(K) \ ©J
1/d2 1/[KQ]
> d?[K : Q) H H la(Np )i ()P
a€Emb(K) \0<i<d
p/[A:Q]
=[A:Q] H INLq(zs)| , and if z € Z,
0<i<d
p/[A:Q] p/[A:Q]
el > 1A Q| ] 1Vz/0)] =[A4:Q |Nyyg | ] =
0<i<d 0<i<d

By assumption, the coefficients z; lie in the ideal JOr. Thus z; € I:=1In
Oy, for i = 0,....,d — 1, and so [[oc;.4zi € 2% and hence [lz[5 > [A : Q] -

|Nzo (Z) ’dp/[A:@] . Finally, to see A3°(Z) > (NL/@(j))l/nd,

I2lloc = supla((@)i )| =TT, ja la((@(@)i) /" = Npjo( I1 @)/, O

1,550 0<i<d

B Choosing Parameters and Number Fields

In this section, we give a brief overview of some parameters choices for NTRU,
focusing on n and ¢, before giving possible parameters for CDAs. We note that
many suggested parameters (including ours) are not chosen according to security
proofs, but rather take into account considerations such as speed and efficiency.
We note the analysis of [12], and [32] for LWE, and welcome similar analysis for
provably secure NTRU variants and CNTRU.
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Parameters for NTRU in Previous Works NTRU [24] uses convolution
rings Z[z]/(xN — 1) with N prime, which are not ring of integers of algebraic
number fields. This is the same as in [23], [28]; since CDAs are constructed
from fields, the parameters used here do not adapt straightforwardly to our
setting. This situation is mirrored in the NTRU finalist in NIST’s post-quantum
standardisation process, [13]. The authors use the rings Q(x)/(z — 1)@, (x) with
prime n, which are not fields. In this case, the polynomials ‘@, (x)’ are cyclotomic,
hence 2 — 1 = (z — 1)@, (x); and (z — 1)P,(z) is plainly not irreducible.
However, the authors of [48], [49] replace ™ —1 by 2™ + 1, for power-of-two n.
These are the 2nth cyclotomic polynomials, which are amenable to generalisation
by CDAs. Since n is a power of two, natural choices are n = 512 or n = 1024.
They also recommend p = 3 or p = 2. As for ¢, if ag > n°% ", the decryption
algorithm recovers m with probability 1 — n®(). For the security proof to hold,
one needs ¢ = 1 mod 2n. So in the context of CDAs, one could choose n = 256,
q = 7681, or n = 512, ¢ = 12289, if working with the same framework as [49].
Falcon [19] uses n = 512 for NIST Level I, and n = 1024 for NIST Level V,
where n is the degree of the cyclotomic ring. They use ¢ = 12289. ModFalcon [16]
uses a rank two module over a power of two cyclotomic of degree 512, and also
sets ¢ = 12289. In contrast, ModNTRU [15] uses a rank three module over a
power of two cyclotomic of degree 512, but uses ¢ = 2'?, instead of prime g¢.

Parameters for NTRU in CDAs We follow the module NTRU instances in
using power of two cyclotomics. Although there has been some concern raised
over the large number of subfields and automorphisms attached to these ob-
jects [42], there has not yet been an efficient attack against the NTRU problem
exploiting these features (for non-‘overstretched’ parameters). We recommend
using algebras of dimension approximately 1000 over Q. Following the construc-
tion detailed above: A = (L/Q((),0,¢,) with K € L ¢ M = Q((m) for
£=1mod n, £ # 1 mod pn for any prime p | n. Take ¢ to be a prime completely
split in L, not too large to avoid attacks exploiting ‘overstretched’ parameters.
Example parameters might be n = 1024, d = 2, ¢ = 12289, and ¢ = 13313.

As for choosing the sets Sy and so on, one can take these to be binary or
ternary with set weights for efficiency, as some other NTRU schemes do, if de-
sired. We leave the precise analysis of choices of such sets as future work.

C Sketched Cryptographic Functionality

KEM Here we outline an CNTRU-based KEM. We follow the structure of
the KEM in |13] closely. Denote the CNTRU key generation, encryption, and
decryption algorithms by KeyGen, Encrypt, and Decrypt respectively.

KeyGenKEM

1. (pk',sk’) = (h,(f,g,h)) < KeyGen(seed)

2. 5 ¢ {0, 1}

3. return (pk, sk) = (pk/, (sk’,s)) = (h, ([, g, h, s))
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Below, H1(-) and Hz(-) are hash functions. Correctness is straightforward.

Encapsulate(h) Decapsulate((f, g, h,s),c)

1. (r,m) < Ly X Ly, 1. (r,m) < Decrypt (sk,c)

2. ¢ < Encrypt(h, (r,m))|[2. k1 < Hi(r,m), ko + Ha(s,c)
3. k1 < Hyi(r,m) 3. if (r,m) #.L return k;

4. return (c, k1) 4. else return ko

Signatures We now give a signature scheme for CNTRU, based on pgN-
TRUSign [22]. Below are the key generation, signing, and verification algorithms.
As usual, we fix coprime integers p and ¢ with ¢ > p. In |22], ternary polyno-
mials are used, though we note this is not essential for the correctness of the
scheme. Let 7 denote elements of A with ternary coefficients, i.e. T = {f =
@f:_()luifi € A: f; is ternary}. Moreover, let R = {h = @f;&uihi Chilleo <
q/2,i=0,...,d—1}and S = {g =@t € A: ||gillo <P/2,i=0,....,d —1}.

KeyGengign

. F+ 7T and set f = pF.
A f ¢ Af, resample F.
.9+ S.

I g g A, resample g.
.h:=f~tgmod q.

- (ks sk) = (hy (f.9)):

S UL W N

Like pgNTRUSign, we require a function H which takes a public key h and a
message [ to be signed, and outputs a pair of elements with bounded norm,
that is H : R x {0,1}* — S x S. The values B, and B; are bounds that can be
changed to vary the security level and efficiency of the protocol.

Sign(p): input (pk, sk, p) = (h, (f,9), 1)

L. (sp,tp) = H(h, p).

e Al < |5+ 3] i =00 =1,

(s0,t0) := (sp + pr, soh mod q).

a:= (t, — to)g~* mod p.

f flaf]lee > Bs or |lagllsc > By or [|s||ec > & — By or [|t||ec > % — By, restart.
(s,t) := (so0,t0) + (af,ag).

. Output o = (s, t, ).

N

NS o e w

The signing algorithm is nearly identical to that of pgqNTRUSign. We do, how-
ever, have to be careful about how we multiply a and f,g. For correctness to
hold, we use the pair (af,ag) in our algorithm, whereas in [22] one can use
(fa,ga) or (af,ag). This is because the NTRU lattice is an Op-bimodule in the
commutative case, whereas CNTRU lattices are only left A-modules.
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Verify(o): input (h,o) = (h, (s,t, 1))

L. (sp,tp) < H(h, p).

2. Check (sp,tp) = (s,t) mod p.

3. Check t = sh mod gq.

4. Check [|s]|oc < & — B, and ||t[|oc < € — B;.
5. If all checks succeed, output Valid.

It is straightforward to show correctness for this scheme, for well chosen By, B;.

We do not analyse the above schemes in detail; we include them to demon-

strate that such functionality is obtainable from NTRU in noncommutative rings.
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