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Abstract

This write-up summarizes the sampling analysis of the expander code from . We elaborate
their convexity argument for general linear expansion bounds, and we combine their approach with
the one from Spielman to achieve asymptotic linear-time under constant field size. Choosing
tighter expansion bounds we obtain more efficient parameters than [GLST21] for their 128 bit large
field, reducing the encoding costs by 25% and beyond, and we provide a similar parameter set for
the Mersenne prime field with modulus p = 23! — 1, optimized by the combined Spielman-Brakedown
approach.
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1 Introduction

Spielman codes [Spi96] are binary linear-time encodable and decodable linear codes, which are constructed
from expander graphs, i.e. bipartite graphs with good vertex expansion properties. Random regular graphs
have such properties with high probability and for cryptographic applications it remains to concretely bound
this probability as cryptgraphically overwhelming. The work of Sipser and Spielman [SS96|, [Spi96] is built
on lossless expanders, in the sense that sets of size smaller than a given threshold are expanded by at
least the half of the vertex degree. Such expansion property yields asymptotic linear complexity, but quite
impractical minimum distances and vertex degrees. There is manifold literature improving the distance of
expander codes while still being efficiently (e.g. linear-time) encodable and/or decodable. As we are not
experts in that field, we refer to [GI05, [DI14] or the manuscript [GRS22] and the references therein.

The expander code of Golevnev et al. |GLST21|, in the sequel referred to as the Brakedown code,
generalizes the [Spi96] construction to arbitrary finite fields, while focusing solely on the properties needed
in the context of succinct arguments (for NP-complete languages) with a nearly time-optimal prover:
Efficient decoding does not play a role in this context, and the alphabet /field size grows naturally with the
message sizeE], leading to relaxed asymptotic requirements compared to [SS96] and [Spi96]. Brakedown’s
sampling analysis is much more elementary than that of Sipser and Spielman. Their expansion properties
leverage the field size and yield significantly better parameters, as long as the underlying field is not too
small, or the message size not too large. However, the presentation in |[GLS™21] is somewhat hard to
comprehend, at least for readers like us, with no solid background in coding theory. For this reason, and in
particular for proposing optimized parameters over smaller fields, this write-up is devoted to an extensive
description of the Brakedown expander code and its sampling analysis. In particular,

— we elaborate the convexity argument for general linear bounds (with non-vanishing constant term, as
indicated in |[GLS™21]), unify the treatment of the expansion bounds for the two types of matrices,
and choose tighter tangent bounds. Applied to the example configurations from |GLS™21], these
bounds reduce the overall encoding cost by about 25% and in some cases beyond (see Section .
Furthermore,

— we combine the approach of Spielman [Spi96] with that of Brakedown in order to obtain linear-
time encoding under the stricter assumption of a fixed finite field. While the possibility of such a
combination and its asymptotics are probably obvious to the advanced reader, we observe that in
practice that combined approach yields better parameters over small fields. Last but not least,

— we give an extensive discussion of the admissible parameter choices. We obtain a general hyperbolic
bound on rate-distance pairs (p,d) which is inherent with the recursive construction of expander
codes (a bound that is perhaps known to experts), and tight bounds for those (p, d) for which (our
variant of) the sampling analysis is applicable (Section Theorem [3)).

Eventually, we adapt the |GLST21] example parameters for the Mersenne prime field with modulus p =
231 — 1, a candidate field for our next generation proving system Plonky3 [Tea]. We plan to publicly share
our parameter generation scripts once they are translated to Sage.

2 Notation

Let F be a finite field. A linear code (over F') of word length N and rate p =  is an n-dimensional
linear subspace of £ C FN. A linear code is said to be systematic, if its code words are obtained from an

We would like to thank Srinath Setty and Justin Thaler for clarifying their notion of linear time.



encoding E : F* — FN of the form E(z) = (x, - L), where L € F™(N=")_ We call the first part z of the
code word the message. The minimal relative distance of the code is

0

=N weBig vl
where || . |0 denotes the absolute Hamming weight.

Given n,m > 1, an (n, m)-bipartite graph T is a non-directed graph with vertices split into two disjoint
sets L and R of size n and m, V(I') = L U R , and which only has edges across partition borders, i.e.
E(') € L x R. For a vertex p in L (or R) its set of neighbours from R (or L) is denoted by I'(p),
and for any subset S C L (or R), the set of neighbours I'(S) is the union of all neighbours N(p) over
p € L (or R, respectively). We say that I' is left-sided regular with vertex degree d, if every node in L
has exactly d neighbours in R. For simplicity, we will take the integer intervals [1,n] = {1,2,...,n} and
[1,m] = {1,2,...,m} as model for L and R, and use the relational notation I C [1,n] x [1,m] for an
(n, m)-bipartite graph.

Definition 1 (b(k)-expander). Let I' C [1,n] x [1, m] be a bipartite graph, and b : [k, k2] — R any function
satisfying b(k) > 1 for each k. We say that I' is a b(k)—expander for every k in I = [k1, ko], if for every k
in that range, k-sets are expanded into sets of size larger than b(k). Concretely, for every k € I and subset
S C [1,n] of size |S| = k, its set of neighbours I'(S) C [1,m] is of size [['(S)| > b(k).

We shall call b(k) the expansion bound for k, although it captures a rather additive notion of expansion,

contrary to the expansion factor @ used by [SS96, [Spi96].For given expansion bounds b : [k, ka] — R of
a bipartite graph I' C [1,n] x [1,m] it will be often convenient to use the normalized, or grand ensemble

representation
( kz) b(k)
bl—):=—=
n m
k1

and we will not distinguish ¢ with its analytic continuation to the full real interval [aq, ag] = [?’ F]'

I

3 Recursive linear encoding

Expander codes are recursively defined linear codes. We start with an arbitrary linear code Ey : F™0 — FNo
of minimal distance > ¢ (the code can be systematic, or not), and extend it recursively in the following
“systematic” manner. In each step, the current code Ej : F™ — FMr is extended to a larger code
Ejy1 = F™+1 — FNet1 by means of a factor mapping w1, which projects the larger input space onto the
smaller, and a further outer encoding 71, which translates the smaller codeword of length N, into one of
length Ng41 — ng41. Explicitly,

Eyt1(z) = (2, 4 0 B 0 mi (),

where

m; BT — T T T A,

7y :FNE — PNy (y,y - By),

with a given factor matriz Ay, € F™+1%" and an outer matriz Bj, € FNe*(Net1=me11=Nk) - Both matrices
Ay, By, will be typically sparsely populated, with a fixed number of non-zero entries per row. We call these
numbers row weights, and denote them by ¢, and dy.

In practice one often chooses the spatial parameters

N
ko k>0,

oL =
k Nk+17 =

3



and

constant [Spi96], IGLS™21], denoted by a and p, and for the simplicity of our exposition so do we. However,
a more flexible choice of domain sizes is possible and in certain situations desirable.

The main target of the recursive construction is to let the minimal distance not drop to zero. For this
it is sufficient that the matrices are subject to the following two properties:

Proposition 1 (|GLS™21]). Assume that Ey, has minimal relative distance > §. For that Eyy1 has minimal
relative distance > § it is sufficient that

1. - A # 0 for every x € F™+1 with 1 < ||z|lo < J - Ngt1,
2. |ly- Bello > 8- (Nyy1 — Ni,) for every y € FNe with § - Ny < ||yllo < 6 - Nyt
Remark 2. |[GLST21] uses a slightly stronger version of Condition [2, equivalent to ||y - Bgllo > 0 - Ni41.

3.1 Trivial parameter bounds

Let us give a first, rough discussion of the relationship between the parameters p,« and 0 imposed by
the recursive construction. In order that Condition [2] of Proposition [1| is satisfiable, it is necessary that
Ngt1 — ngs1 — Nk > 6 - (N1 — Ni), which leads to the trivial bound that

0+

-p <1 (1)

l—«

Hence for approaching the Singleton bound, one would want to choose the scaling factor o as small as
possible. However, « is bounded from below by Condition (1} which demands that ¢ - N1 < ng, yielding
the trivial bound

J
p < a. (2)

The two constraints and together imply that

1 1
1) p<df+ —-p<l1
+1 3 P= +1—04 p=5

and hence the hyperbolic inequality

pPtpd—062—p+5<0. (3)

We shall call this inequality the trivial bound on the parameters p and J.

The region imposed by the trivial bound is depicted in Figure|l] Its boundary is a hyperbola, which
has only one branch within the domain of interest (p,d) € [0,1) x [0, 1), and this branch goes through the
two points (0,0) and (1,0). The tangent slope is equal to 1 at (p,8) = (0,0) and to —3 at (p,d) = (1,0),
and the branch attains its maximum value 0,4, = % at p = % That maximum value has an important
implication: There is no expander code with distances larger than 8,4, = 0.2. We will see in Section [.4]
that for Brakedown type of expander codes this upper bound is far from being tight.

Given a candidate point (pg, dp) from below the hyperbola, the range [min, @maz] Of possible a values
is determined as follows. The minimum «;,;, is given by inequality (2), amin = g = 5—2, and can be
geometrically constructed by intersecting the line through the origin and (pg, do) with the right border of

the unit square. The maximum 4, can be derived from

-po < 0o + po=1=4¢+

5
0+1—a0 1 — Cmas 1

,'va
—

4



Figure 1: The trivial bounds for the parameters of an expander code (red region). The region boundary
is the hyperbola p? + p-6 — 62 — p + 8 = 0, the black line § + p = 1 depicts the Singleton bound. The
necessity range [min, Qmaz) for a given point (po, do), with i, = 5—2 and mar = 1 -1 f%o is geometrically

p
constructed by two blue lines.

P2 4p5—624p+5=0

0.2
o %

where (po, &) is the hyperbola point above (po, &), and o = 2=, Thus

PO
1 1 8 — &g
1 — amaz 1—o 0
from which e, is easily extracted:
1 6/—50 £0 5'-p0—5’2—5o-(p0—5')—|—p(2)
1 — aman Po PO—(S PO'(PO—5)

and using that p3 + po - &' — §"? — pg + &' = 0, we obtain that the latter term equals

" -po =080 (po—0") —po-0"+po—38 _1—do
po - (po—d") Po

After all, we get ez = 1 — 1f%0. Again, this value can be geometrically constructed by taking the

intersection of the line through (0,1) and (pg, dp) with the lower border of the unit square, see Figure

4 Brakedown’s sampling analysis

Both matrix conditions in Proposition [1|are closely related to expansion properties of their support graphs,
which describe which input coordinates influence which output coordinates. In fact, random matrices
satisfy them with cryptographically overwhelming probability, if the row-weights are chosen appropriately.
In both cases, whether a factor matrix A or an outer matrix B, the sampling of a Brakedown random
matrix M € F™*" of desired row weight d is done in two steps:

1. (Graph sampling.) Given 1 < d < m, draw a random left-sided d-regular bipartite graph I" C
[1,n] x [1,m].



2. (Entry sampling.) For every (i,j) € I sample the matrix entry m; ; uniformly from F. (All other
matrix elements are set to zero

The sampling analysis is devoted to determine the expansion bounds b and the row-weight d as small as
possible, but so that the probability that M does not satisfy the wished property from Prop. [I]is bounded
by 27*, where \ is a given security parameter. As sampling is done in two steps, its analysis is split into
that of their soundness errors which are as follows:

1. The probability e1(n,m,d) such that the random left-sided d-regular graph with partition sizes n
and m, is not a b(k)-expander for every required k,

2. The probability e2(n, m) that, given I' C [1,n] x [1,m] which is a b(k)-expander for every required
k, the random matrix sampled in Step 2 does not satisfy the wished property of Proposition

Bounding the soundness error £2(n, m) leads to the specific choice of the expansion bounds b(k) for k from
the required range I. Depending on the type of matrix (factor, or outer), the bounds are chosen so that the
probability for all (or a fraction) of the coordinates in z.M being zero is negligible. That type of argument
leads to a union bound of the form

n) |F*

<k> NVaECK

summed over the demanded range for k. Then, bounding the probability 1(n,m,d) will yield the specific
choice of d. For estimating the probability that a random left-sided d-regular graph T" is not a b(k)-expander,
Brakedown uses the double-union bound

. m\ (m ) D)
Pr[3S C [1,n] of size k, s.t. |T'(S)| < b(k)] < <k> . (b(k)) W (4)

Depending on k£ we choose different strategies to determine lower bounds for the vertex degree d:

— The case of “small” k below a given threshold ko, i.e. k < ko, in which b(k) and a lower bound for d
are determined by exhaustive search from the combinatorial union bounds. In practice choosing kg
between 15 and 100 (depending on the field size) seems to be good enough.

— The case of “large” k, i.e. k > kg. Here, one takes the estimate
bk d
") _ (b(kz))
m —_ )
(%) m
and uses convexity for obtaining a compact expression for the interval maximum, from which a lower

bound for d is extractible. However, in order that the convexity argument is applicable, the expander
bound b needs to be a linear function.

—~

This two-case treatment leads to an expansion bound function b : I — [1,m], which is “arbitrary” on
IN|0, ko), but affine-linear on I N [kgy,0).

*We point out that different to Spielman codes, a sampled matrix entry m; ; is allowed to be zero. See Section



4.1 Expander graph sampling
Given n, m and expansion bound function b : I — R we wish to bound

e1(n,m,d) = Pr[T' C [1,n] x [1,m] is not a b(k)-expander for some k € I] < 27, (5)
where )1 is the target security parameter. To that end we demand that

> Pr[3 k-set S C [1,n] s.t. [T(S)] < b(k)] <27,
kel

which is achieved by bounding the component probabilities
Prmi = Pr[3 k-set S C [1,n] s.t. [0(S)] < b(k)] <27

uniformly for every k in I, with A chosen small enough. (Choosing A = A; + log, |I| is sufficient.) As
already mentioned above, we take the double union bound for py, m i, and split its treatment into the
case of “small“ k, i.e. k < kg, and “large* k, i.e. k > kg.

The case of small k: Exhaustive search

Notice that for fixed n, m, k and target expansion bound b(k) < m the double union bound is decreasing
in d. Hence for each k in the targeted range I N[0, ko), we simply search incrementally for the smallest

value d € [1,m] for which
n m (b(f))k A
Pnm,k < . . < 2” )
(k') (b(k)> ()"

starting with d = 1. If none exist, we consider the expansion bound as non-admissible.

The case of large k: The convexity argument
We assume that for all k in the interval I N [kg, 00) = [k1, k2], the bound b is linear, i.e.
b(k) = by + by - k,

where by, b; > 0, and b(k) < m for every k in that interval. Instead of directly working with the combina-
torial terms, the double-union bound is estimated by

N (n) . ( m ) _ (b(k:)>k'd < 2n-H(§)+m-H(%)+d-k-1og2$n’j>
el =\ g b(k) m - ’

where H(z) = —x - logy(z) — (1 — ) - logy(1 — z) is the binary entropy function. (This estimate is quite
tight for n, m large enough.) We therefore obtain the sufficient condition that

nH(k) +m-H(b(k)> +d-k-log2@ < =X
n m m
for all k within [k1, ko]. Normalizing by the partition sizes, i.e. writing z = £ and ¢(z) := b(fy’f), we get
that N
m
fla) =+ H(z) + — - H(lz)) —d - (~z - logy (¢(2))) < 0 (6)
— (@) = f2(z)

for every x in [y1,72] = [kTle %2

is > 0. Thus fi(z) is concave. The same is true for fa(z), as is easily seen. We summarize these facts by
the following lemma, and leave a proof of it to the reader.

}. The entropy function H is concave, and so is H(¢(x)) since the slope of ¢



Lemma 1. Let {(z) = lo + {1 - x be a linear function such that both £y, 01 > 0, and 0 < ¢(x) < 1 for all x
from some interval I. Then

H@) =L 1
T T @) (1 — ()

and
" __ 1 b b
(= -logy(£(2)))" = —— - o(z) (1 " E(w)> ="
for all x in I.

Now, to determine those d for which f(z) in (6]) is convex over the interval [y1,72], we use Lemma
and that
1 m

. m (Lt
2@ - ey ()20 O

over that interval. Multiplying by z yields

/
where both g1 (z) and g(z) are non-decreasing on [y1,72]. In fact, —1- and % are, and since (%) =

““’;)(;;;el = ééo)g > 0, we see that g1 (z) is non-decreasing. In regards of ga(z) we have that
/
, x x 4 lz)—2-41-x
ol = (g + o p) “mR o
_ b (2-0(x)—2 -6, -3) =2 6 <y
) IR

and thus also go() is non-decreasing. With these observations we obtain the following theorem.

Proposition 2 (Brakedown’s convexity argument). Let n,m > 1, and assume that b is a linear function
on [k1, k2] C [1,n] with non-negative coefficients, and such that 0 < b(k) < m for all k. For that the
double-union bound pp m . < 2= for every k in the range [ky, ko] it is sufficient that the vertex degree d
satisfies

g1(m) fity) film)
4 2 max {92(70)’ F2(70)" fa(n) } ’

k1

n -

where g = %0 and y1 =

Proof. Given the monotonicity of ¢;(z) and g2(z), we conclude that if d > 9101 then function f (x) as

= g2(70)
defined in inequality @ is convex. Thus it attains its maximum at one of the boundary points 1 or ~s,

leading to the other two quotients. O

Notice that in the case of that b(k) has a vanishing constant part, the convexity constraint reduces to
d > g1(m1), since go(x) = 1. This is the case elaborated in the proof of Claim 2 in [GLS™21]. In practice,
applied to the linear bounds we obtain in Section any of the three quotients may dominate (even in
the case of outer matrices B), if one does not impose further constraints on the parameters.



4.2 Matrix entry sampling
Factor matrix expansion bounds

Let us determine the target expansion bound function b for a factor matrix, i.e. a matrix A € F™*™ which
is supposed to satisfy that with overwhelming probability,

x-A#0forall xe F" with 1 <|z|o < -n, (8)

where n, m and ; are chosen according to Property [I] in Proposition [I} Given security parameter Ao, we
wish to bound the soundness error of the matrix entry sampling,

egA)(n, m) = Pr[Condition is not satisfied|T is a b(k)-expander for Vk € [1,7; -n]] <272, (9)

We do this by demanding the union bound

yin
Z Pr[3z with ||z]jo = k s.t. - A =0]|T is a b(k)-expander for given k] < 272,
k=1

and uniformly bounding the component probabilities
Gn.mi = Pr[3z with ||z]jo = k s.t. - A =0|T is a b(k)-expander for given k] < 27

for kin I = [1,71 - n|, with A = Ao + logs, |I|.
As the entries of A are sampled independently and uniformly from F', the probability that z- A = 0
for a given vector x with a k-set support S is

1 < 1
|F|TSI = | F|ok)

Taking the union bound over all z from F* and all subsets S of size k we obtain that

n 1
nmk < <k> : W7 (10)

which is the bound we use to determine b(k) in the “small” k case. For “large” k, i.e. beyond the given
threshold kg = g - n, we need to choose a the linear function for . This is done by means of the entropy

estimate
Gk < 2n-H(g)—(b(k)—k).1og2 |F|’

which we bound by 27, and obtain the sufficient condition that

1 k
bk) >k+ —— (A “H(— 11
(k)2 " Tog, [F] ( o (n)> (1)
for all k € [y9 - 1,71 - n]. In normalized notation, i.e. writing z = £, ¢(z) = b(frf), we have
Uz) > f(z) = Dy (A + H(:):)) (12)
- T m m-log|F| \n

for every x € [v9,71]. As f(x) is concave, any dominating linear function may be taken for ¢(z). In practice
we observe that in most situations a tangent close to 7y leads to optimal results.



Outer matrix expansion bounds

We now determine the needed expansion bound function for an outer matrix, i.e. a matrix B € F"*™
which satisfies
lly - Bllo > B -n for every y € F" with |lyllo € I = [y1 - n,7v2 - n], (13)

where n, m and 71, 2 are set according to Property [2|in Proposition [I} That is, given security parameter
Ao we want to find the values of b such that the soundness error of the second step of the matrix sampling,

5%3) (n,m) = Pr[Condition is not satisfied |I" is a b(k)-expander over I] < 272, (14)
As before, this is done by means of the union bound

ZPr[EIx with ||z]lo = k s.t. ||z - Bllo < 8- n|T is a b(k)-expander for this k] < 2772,

kel

and hence uniformly bounding
Gnmx = Pr[3z with [|z]jo = k s.t. |- Bllo < 8-n|T is a b(k)-expander for this k] < 27

for every k € I, where A = Ay + logs |I].
This case is similar to that of a factor matrix. Given that I' is a expands k-sets to sets of size larger
than b(k), the probability that for a given vector z with weight & the image x- B has more than |I'(S)|—8-n

zeroes is bounded by
1

T Alm, bk) = 5 -n)

where A(m, s) denotes the number of subsets of [1,m] of size > s, for which Brakedown uses the trivial
upper bound A(m, s) < 2™. Taking the union bound over all 2 from F* and all k-sets we obtain

n 2m
Imnk < (k) : W7 (15)

which is the bound we use to determine b(k) in the “small” k case. For “large” k, i.e. beyond the given
threshold kg = g - n, we take b linear by means of the analytic bound

G < 2 H () Fm—(b(k)—k—p-n)logy | F|

which yields the sufficient condition that

n~H(k>+m—(b(kz)—k—5-n)~log2|F|g—)\,

n

or equivalently
5 (16)

N————

1 k

b(k) > k . — (A CH( =
(k) >k+p n+log2|F| ( +m+n <n>
b

(n-z)

for all k € [nn -9, n - 72]. Using the normalized notation z = £ and (z) =

(@)
— |-+ H(z 4+ —, 17
log, | F| n (@) log, | F| a7)

for every x € [y0,72]. As f(z) is concave, any dominating linear function may be taken for ¢(x). In practice
we choose any tangent over the interval. The specific point does not have much impact.

, we get

o) 2 flo)i= 1o (2 5+

10



4.3 Putting the pieces together

We assume a code with constant rate p = ]T\‘,—’Z and K > 1 recursion steps with constant scaling factor
= N]Zi -, starting from an arbitrary linear code Eg : F™ — FNo of rate p and minimal distance > 6.
Given security parameter A we determine the row-weights ¢, di for the matrices Ay, By, k = 1,..., K,
such that
NS A, ) (B), (B)  (B) A
Z Zai (ny ,my 7 yek) +g; (ng, omy, 7 dy) <277, (18)
k=0 i=1,2
where

(g 7ymy ") = (Mgy1, )

() = (N, Ner = Nig = nieg).

This is done by uniformly bounding each component probability in by 27V, where X' = A+log,(K)+1,
and selecting the row weights by a separate treatment of the “small“ cases and the “large” cases as described
in the previous sections.

4.4 Tight parameter bounds

In a similar way as the trivial inequalities and yield a hyperbolic bound for rate p and distance 9,
we are able to derive a “quasi-hyperbolic” bound from demanding that both linear functions and
do not exceed the maximum space available. This quasi-hyperbolic bound turns out to be tight in regards
of the existence of suitable parameters o and vertex degrees ¢, and d, for which the matrix sampling
analysis is applicable.

Putting the factor matrix expander bound into the context of Proposition and writing n = ng41,
m = ng = « - n, the linear bound £4(x) is subject to

« n

1 1 A
La(x 2-<x+-(+Ha:>) 19
() o 7 (2) (19)
for all x € {’yo, %], and has a non-negative slope. Bounding £4(x) at the right point z = % of the interval,

la(x)

<1 2
.=t (20)

yields the following lower boundﬂfor a,

0 1 </\ )

(2 n (D)) < y

p  logo|[F| \n p 2D
Conversely if (21 holds, and assuming that

p = 1+|F|

o _IF] (22)

then there exists a suitable tangent ¢4(x) of non-negative slope, satisfying . Indeed, condition (22))
implies that derivative of the right hand side of at x = % is non-negative. By convexity the tangent
l4(x) at that point satisfies the demanded inequality over the demanded interval, and by definition
the space bound holds.

3Notice that inequality (21]) is in fact an improvement of the trivial bound .

11



Likewise, we do for the outer matrix expansion bound: Equation ((17)) put into the context of Proposition

corresponds to taking N = % ‘ngr1 and (1 — p) - N — N = 17’;“ -ng41 for n and m therein, and

l@:&.]\hﬂ%}:]\[’czd.%.’rhus
1 « 1—« 1 A
/ _ > . S - =4+ H 23
B(z) logy |F| T 1—p—« (x+ o' +log2|F| <n+ (m))), (23)

for every x in [y0,72] = {5 Ll

;o |, and where we again used n for nyy1. For the sake of simplicity, we take

¢p(x) using the secant of H(z) at x = 79 = 0. The tangent version is similar, see Appendix |[A] Then, the
equation for ¢p(x) is

PR S (+5 l-a, 1 <)\+H(5) >>
B logy [F| 1—p—a v a log, |[F| \n s "

SR P 0 B E S

:1—p—a ! log, |F| n

Q

yields the following upper bound for «,

1 A 1 1
a- 1—'(1—>—6>§<1—)‘1—p —2-5— -H(6). 25
(e (3 tog, 7)1 77 log, ] 1O )
Chaining the two bounds and eventually leads to a constraint on p and ¢ only,

Gt (o) (-l (-39
< (1ot =P =200 = o ). (20

and multiplying both sides with p gives us the quasi-hyperbolic representation

c1-pPtey-pd—c3-02—di-p+dy-6
o (g (1-7) -9) 1 (5) +100)
+ Ap-(1——— - (1=2)=6)-H(=)+H®©)) <0, (27
logy [F] \” logy | F| n P ©) 27)

1 A
logy |F| n’

with

C1 = Cy = 03:1,

1
l— —,
log, | F|

1 1 1 2
4= (1 sel) (sl 2) (i )
log2|F| log2|F| n 108§2|F| n

heio (2.
logy | F| n

and
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Let us discuss some properties of the bound . First of all, together with the bound is a tight
existence bound in the following sense: As soon as holds, any choice of o between

i ()
Omin = —4+ —— (2 4+ H (= 28
p log|F| \n p 28

_(-mgm) =9 =28~ g - HE)
Amaxr = 1 N (29)
- (1-2) =0

implies that, on the one hand the secant ¢p(z) does fulfill the space bound , and on the other hand,
that holds, which together with implies the existence of a suitable linear bound ¢4 (z). Hence,
choosing ¢, and d,, the maximum possible vertex degree yields almost surely (i.e. with probability equal to
one) “space filling” expanders in the graph sampling step, for which the soundness error of the subsequent
entry sampling is bounded as requiredlﬂ Second, it is immediate from the form of the involved expressions
that the constraints and become less strict by either

1. increasing the field size |F|, or

and

2. increasing the message size n,

and vice-versa (i.e., they become stricter when decreasing |F'| or n). In particular, the obtained regions
form an increasing chain of sets with increasing field size (or increasing n). The chain is dominated by the
region given by the limit log, |F| — oo in (27),

PPH2-p- -6 —p+56<0, (30)

which we call the field limit bound. The field limit bound is again hyperbolic, and differs from the trivial
bound only by an additional p - term. Again, only a single branch is within (p,d) € [0,1) x [0,1),

and this branch has slope 1 at (0,0), slope —% at (1,0), and attains its maximum 0,4, = + (1 — L) at

2 V2
_ 1
Pmax = EAVGR
We summarize our findings in the following theorem.
Theorem 3. Given a finite field F', message size n, and security parameter A. Then inequality (27))
together with form a tight bound for those (p,d) for which there exists a scaling parameter o € (0, 1)
and vertex degrees ¢y, d, so that the sampling analysis for both matrices A and B of a recursive step with

message size n yields a soundness error < 2. In particular, every such (8,p) satisfies the field limit
bound , and therefore the minimal distance ¢ is at most

1 1
5max:*' 1——) =~ 0.146.
2 ( ﬁ)

The interval [Cmin, Omaz]| of possible choices for a is given by and .

Remark 4. Taking the tangent instead of the secant for /p(x) leads to a slightly improved bound. See
Appendix |A| for details. The theorem also holds in this case, with replaced by , and replaced
by .

Figure [2| shows that for large fields (such as Brakedown’s 128 bit sized) the field limit hyperbola is
a quite well approximation of the region of admissible (p,d)-combinations. For smaller fields the gap
increases, leading to smaller maximum distances. However, for the choice of practical parameters the
quasi-hyperbolic bound (as well as its improvement from Appendix provides only a rough direction for
selecting (p, 9).

However, whether there exist graphs with smaller, practical vertex degrees, with sufficiently high probability, is subject
to the graph sampling soundness analysis, which is not incorporated at all in the quasi-hyperbolic bound.
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Figure 2: The quasi-hyperbolic parameter bound for message size n = 225, A = 110, and different
field sizes. The thick blue line is the field limit bound , the other regions are, from top to bottom, for
field size logy |F'| = 128, 64 and 31. For comparison, the red hyperbola is the trivial bound from Section

5.1

4.5 A note on the asymptotics

We quickly point out an important difference of Brakedown’s expander code to that of Spielman. Whereas
Spielman codes are linear-time encodable in the strict sense, consuming O(n) field operations over a fized
finite field F' (namely the binary field F3), Brakedown requires the field size to grow with the message size,
|F| = Q(n), in order to achieve O(n) field operations. This is due to the expansion bound b(k) of matrix

A, which is is subject to
n 1 Y
(5) s <2

for every k in the interval [1, % -n], which requires b(k)/k and therefore the row-weights ¢, to grow with
the message size, given a fixed field size |F'|. As a consequence, when providing practical parameters for a
fixed field F' the messages domains are restricted to a certain maximum size. While for 128 bit large fields
this maximum size is far above 239 (the limit chosen in [GLST21]), we observe significantly smaller sizes
for 31 bit fields, see Section [6.2]

5 Achieving strict linear time

In this section we combine the original Spielman argument [Spi96] with the one of Brakedown, yielding
asymptotic linear-time encoding under constant field size. While this combination is an obvious step and
asymptotic linearity not surprising, we emphasize that we do so for practical reasons: For our small target
field size the combined strategy in fact leads to improved parameters for practical message sizes.

Definition 5 (Spielman expander). Given n,m > 1 and v € (0,1) a Spielman expander is d-left regular
bi-partite graph I C [1,n] x [1, m] satisfying the linear expansion bound b(k) = ¢ -k, for every k in [1,v-n].
In other words, any set S C [1,n] of fractional size up to 7 is expanded at least by the factor %, ie.
T(S)| > £-1s].

Again, random graphs I' <—s[1,n] x [1,m] satisfy the Spielman expansion property over a sufficiently
small interval (0, ) with overwhelming probability (see the analysis below). The expansion property allows
to argue the non-kernel condition = - A # 0 for every = of weight below the threshold - n using Spielman’s

14



original argument: As the support S of z is of fractional size less than -y, there exists at least one neighbour
vertex 7 in [1,m] with a single edge connecting with S. (Otherwise, each vertex in I'(S) is “hit” at least
twice, contradicting that [I'(S)| > £ -|S|.) Thus, if the matrix entries are sampled from F'\ {0} instead of
F, we assure that with probability one, at least one coordinate of x - A (namely the one that corresponds
to r) is non-zero.

5.1 Minor change of the sample space

Changing the sample space for matrix entries from F' to F'\ {0} demands to reconsider the bound

beyond the Spielman threshold v - n, as now for fixed = the distribution of each coordinate of = - A is not
uniform over F. However, it is easy to see that the distribution is bounded by |}L\Ll1 times the uniform

distribution, leading to
1 b(k)
(#r=1)

as upper bound for the probability that z - A = 0 for any = of weight k, and hence we end up with the

slightly modified union bound
_(n\ IFE
k= k) (P = R

instead of . The impact on the constraint for b(k) is negligible,

i (g O ()
bk)> ———=—— - (k+—7= | A+n-H( - , 31
T (T R Y n oy
for all k in [y - n,71 - n], which is almost identical to the original bound .

The analysis below the Spielman threshold is as for the Brakedown expansion bound. The only differ-
ence is that the expansion bound b(k) = % - k now depends on the vertex degree d.

— For the “small” cases, i.e. k € [1,70-n], the double union bound (4f) with b(k) = %-k is not throughout
monotonically decreasing in d. We determine the admissible d by testing exhaustively over a given
range [1, dpmaz]-

— For the “large” cases, the convexity argument for

n-H <k> +m-H (b(k’d)) +d -k -logy (b(k’d)) < =), (32)
n m m
for all k € [yo - n,7 - n], or in normalized notation = = £, ¢(z) = W =L .q,
A
fla):=—+H(z)+ % - H(l(z,d)) +d - xlog, (((z,d)) <0, (33)

for = € [0, 7|. Since b(k,d) is without a constant term, the convexity condition simplifies to

¢ <1_ 2. (1 —1£(x,d))> 2 1:@

over the interval [yg,7], which by monotonicity holds if and only if that is the case at the right

boundary of the interval,
1 1
d-|1-— v > . (34)
2-(1=5%-7) 1—+

This is a quadratic equation in d, yielding a bounded interval of admissible values for d. For each d
from this interval we test whether is satisfied at the boundary z = v and z = 7.
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5.2 Linear asymptotics under fixed field size

Although not of practical relevance in terms of its explicit bound, we nevertheless provide a proof of linear-
time encoding under a fixed field F'. The key for it is the following proposition, which adapts the graph
sampling analysis of Brakedown to the case of Spielman expansion bounds.

Proposition 3 (Spielman expander sampling). Let a € (0,1) and assume that v € (0, 3) is small enough,

so that

>\ 1 max
SHHG) 4

2 ZTmaz

v < Gmazs (35)

where (Tmazs Gmaz) ~ (0.161,0.212) is the mazimum of the function g(x) = —x-logyx+ (1 —x) -logy(1 — )
over the interval [0, 5]. (4me2 ~1.312.) Then for large enough n,

d:max{5, P'xmm . (2+H(’Y)>—‘} (36)

Y 9max

is a sufficient choice for the vertex degree, so that with probability of at least 1 — 27, a random (n,m)-

partite left-regular graph with vertexr degree d and partition ratio 7' = « satisfies the Spielman expansion
bound b(k) = g -k for every 1 <k <~v-n.

Remark 6. We point out the different sign of the terms in g(z) = z - logy L — (1 — ) - logy 1=, which is
1

’ 2
boundaries of the interval. The concrete expressions for x,,q; and gma. are given by x,ax =

and gmazr = ﬁ . (ArcCoth (\/ﬁ) — m) .

Remark 7. The condition enforces v to be significantly smaller than the distances of the Breakdown
example parameters in Section [6 which range from § = 0.02 to § = 0.07. There, « is between 0.11 and
0.238, for which the corresponding Spielman threshold is between 0.001 and 0.004.

), where it is zero at the

1—v1—4.e—2
2

not the entropy function. The function g(x) is non-negative and concave on (0

Proof. Since b(k,d) = 4 - k, bounding f(z) as in over [1 4] is equivalent to

2—|—H(m)§a-g<2(‘ia-m>, (37)

for z in [%, ~], with g(x) as declared above. Bounding % -y < Tymae in the convexity constraint yields
the stricter condition that

1 1
d-(1-— > ,
( 1+\/1—4~e2)_1—7

1+ VI—d- 2
i>2. -+ "~ 4.95, (38)
V1—4.-e2

since v < % This explains the lower bound d > 5 in our claim .

and thus

Demanding at the left boundary z = % leads to
1 1
en()<s(e2)
n n n
with ¢ = % > 2 > 1. Since for z — 0, we have g(c-z) — H(z) = —(c — 1) - z - logy(2) — t(z) with a

non-negative term t(x) of order O(x), we see that

A < e 1) o)
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which obviously holds for x small enough, or n large enough. (A closer look at the term ¢(x) yields that
logy(n) > % - A + 2 is sufficient, but again a “small cases” treatment using the explicit union bound yields
much better results.)

For achieving at the right boundary = = -, we take the secant through the origin and (zmaz, gmaz)
with slope k = % as lower bound for g, and obtain the sufficient condition

A d
—+HEA)<k-=-7.
StHO) kS
Together with the convexity interval constraint, we have
2 A 2 -«
L (2emm) 2as 2l g, (39)
YK \Nn YK

which allows an integer solution if and only if the difference of right-hand side and left-hand side is > 1,
which is expressed by the presumption . Together with the lower bound d > 5 we thus obtain ,
and the proof of the Lemma is complete. O

Together with the Brakedown analysis over the restricted interval [y - n,% - n|, it is easy to obtain

asymptotic bounds for the row-weights of a factor matrix. For simplicity, we state the following theorem
in its most raw setting, with no further analysis on which of the quotients in the convexity argument is
dominating.

Theorem 8 (Asymptotic bound for ¢,). Let (a, p,0) with o < % satisfy the space bound €4 (§) < 1—¢
for a tangent L4(x) = €1 - x + Ly in with constant term by < 2 - € - Tpar ~ 0.322 - £, where € € (0, %)
(The latter holds for any tangent point xy sufficiently close to 0.) Then for sufficiently small v, we have
that for all large enough n, taking

Cp = max {5, {if]:z : (2 + H(’y)ﬂ ,d} , (40)

where

1 2 x 1
T T e Tne

d = max

z=2 %+H($)+a-H(€A(x))
b Gt | e b)) ;

is the optimal bound for the Brakedown convezity argument over |7y, %], guarantees the following: With

probability of at least 1 — 2 - 272, the randomly sampled matriz A € F™ ™ with row-weight ¢, satisfies the
factor matrix criterion from Proposition |1}, i.e. x - A # 0 for every x € F™ with 1 < ||z||p < % - n.

Proof. The missing piece to show, is that we can choose v small enough so that the optimal d as determined
by the convexity argument Proposition [2| allows the Spielman analysis over [0,7), i.e. ﬁ Y < Tag-
For the convexity quotient we require that

1 2, _x 1
m‘i‘a'gl'zA(x)'mx:é 2 Toaz - O
Ca(y) - Y g —k
by (1+€A?7)) !

Multiplying both sides of the inequality by -, and taking the limit for v — 0 , we get the sufficient condition
that

< 2 Tmaz - Q.



Given that £4(2) < 3, 2

5 1 5 l Q@ Q@ 1 Lo
. s -0 = 14— ). f. -0
2.0 <1—a+a e)<2 <1—a+5)<<+2-5) fo a<€ “

which by our assumption on ¢y is bounded by 2 - 4z - .
For the quotients at the boundary of the convexity interval, we require that

A4 H(z)+a- H(la(x))
—x - logy(a(x))

<a< %, 0y > é, and € < %, we see that the left-hand side is bounded by

2.«
< —  Tmae — L.

e=7,2 7

For z = % this is trivial, given that « is small enough. For x = + we obtain that

2L HO) +a HEAG)) < 2+ 0 tne — 1) logalla().

Since the constant part ¢y of £4(x) is positive, taking the limit for v — 0 yields the sufficient condition
A
- +a-Hl) < =2« Tmazx - 10gs(£p).

Therefore, if H(ly) < =2+ Tpaz - logy (o), which is the case for £y < xmq, (and beyond), the inequality is
satisfied whenever n is large enough. This completes the proof of the theorem. O

6 Example parameters

6.1 Brakedown’s 128 bit large field

As a first example, we compare the results of our formulas with the example parameters from |[GLS™21].
We approximate the relative overall cost, in field operations per domain size n, by the formula

where M and A denote field multiplications and additions, respectively. Whereas the vertex degrees ¢,
largely coincide with those in |[GLS™21], showing no significant benefit of tangent bounds over secant
bounds, this picture changes for the outer matrices B: Here, choosing the tangent at the left side of the
interval results in vertex degrees d,, of about the half of [GLS™21], yielding an about 25% speedup of the
overall cost, see Table

However, even though choosing a tangent bound for matrix A does not have much impact it still can
yield a slight improvement. For the first two configurations in Table [I] we are able to take different scaling
factors «, and obtain reduced ¢,, as well d,,:

[ o [ p [ & [log(n) [en[dn] T/n ]
0.135 | 0.704 | 0.02 | 16 30 | 5 | 14 | 8.89
0.15 | 0.680 | 0.03 | 14-30 | 6 | 14 | 10.69

As a rough comparisoith Reed-Solomon codes, we take the encoding cost of a code of rate %, which

costs two (fast Fourier transforms (FFTS) of size n (more precisely, one FFT and another inverse coset
FFT), ie.

Tle(n) _ . (10&2(”) M + log,(n) - A) :

SWe emphasize that this comparison completely neglects that the Reed-Solomon code has a significant larger distance.
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Figure 3: The example parameters from |[GLS™21] and the quasihyperbolic bounds from Section |A|for field
2128 message size n = 230. (A = 110.)

lllll

Table 1: Comparing our sampling soundness analysis with [GLST21], using log, |F| = 128 and A = 110.
Below the provided range for the message size n the vertex degrees ¢, and d,, are typically larger, until they
decrease again for very small message sizes. (This behaviour holds also over the smaller field p = 23! — 1,
and is illustrated in Figure )

this survey IGLS™21]

’ « ‘ P ‘ ) ‘ logy(n) ‘ Cn ‘ dn, ‘ Tofn || cp ‘ dn, ‘ Tn/n
0.120 | 0.704 | 0.02 || 14-30 | 6 | 16 | 9.90 6 | 33| 13.17
0.138 | 0.680 | 0.03 || 13—-30 | 7 | 15 | 11.65 7 | 26 | 14.24
0.178 | 0.657 | 0.04 || 14 -30 | 7 | 13 | 12.80 || 7 | 22 | 15.76

0.2 0.610 | 0.05 || 14-30 | 7 | 12 | 13.67 8 | 19 | 17.79
0.211 | 0.619 | 0.06 || 13-30 | 8 | 13 | 1576 || 9 | 21 | 20.48
0.238 | 0.581 | 0.07 || 15—-30 | 9 | 12 | 18.26 || 10 | 20 | 23.87

under the assumption of a sufficiently smooth multiplicative group. Given the quite large field size, mul-
tiplications clearly dominate additions, and we estimate that the high-throughput configuration (i.e. the
first row in Table [1)) about twice as fast for message size n = 22°, approaching a speedup factor of 3 at
message size n = 230, The large-distance configuration instead (the last row in Table 1)) is about 2 times
slower than the fast configuration, still leading to a significant advantage over Reed-Solomon.

6.2 Parameters for p =23 — 1

As a first set of examples we adapt the (p, §)—configurations from Table[1|to the Mersenne field with prime
modulus p = 23! — 1. Due to the smaller field size, we obtain an about 30% increase in the number of field
operations, see Table 2] Using solely the Brakedown strategy, we observe a significant increase of the ¢,
beyond n = 22°-227 letting us decide for 225 as the maximum message size. For message size n = 25 the
approximate overall costs are now about the half (for the high-throughput configuration) and about the
same (for the large-distance configuration) of that of Reed-Solomon encoding at rate % When combining
with the Spielman approach, see Table (3] we are able to extend the parameters to larger message sizes, and
for the larger distance configurations we even obtain better results below 22°. Two further large distance
configurations, for 6 = 0.08 and § = 0.09, are given in Table
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Table 2: The (p, §)-parameters from [GLST21] adapted to p = 23! —1, using solely the Brakedown strategy.

Lo [ p [ 9 [[logy(®) [ [dn] To/n |
0.11 | 0.704 | 0.02 || 14 -25 | 8 | 21 | 12.67
0.145 | 0.680 | 0.03 || 15-25 | 8 | 14 | 12.84
0.20 | 0.657 | 0.04 || 15-25 | 8 | 14 | 15.32
0.23 | 0610 | 0.05 || 14-25| 9 | 13 | 18.05
0.23 | 0.619 | 0.06 || 15 —-25 | 10 | 15 | 20.22
0.238 | 0.581 | 0.07 || 13 -25 | 13 | 14 | 24.58

Table 3: Domain extension of the configurations from Table [2] by combining with the Spielman approach.
In the last three configurations we obtain better results even for message sizes below 22°.

Lo [ p [ 0] 7 [logpm)[cnfdn] T/ ]

26 -28 | 8 12.67

0.11 | 0.704 | 0.02 | 0.01-6 99 — oo | 7 21 1155
26 -28 | 8 12.84

0.145 | 0.680 | 0.03 | 0.01 -9 99 oo | 7 14 11.68
26 - 27 | 8 15.32

0.20 | 0.657 | 0.04 | 0.01-¢ 9% o0 | T 14 14.07
24 -27 | 8 16.76

0.23 | 0.610 | 0.05 | 0.01-6 98 o0 | 7 13 15.45
21-231 9 18.92

0.23 | 0.619 | 0.06 | 0.04 -4 94— oo | 8 15 17.63
17 12 23.27

0.238 | 0.581 | 0.07 | 0.04-¢ 18 11 | 14 | 21.96
19 — o0 | 10 20.64
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A The tangent case for (p(x)

Let us derive the quasi-hyperbolic parameter bound, choosing the expander bound ¢g(z) in as the
tangent at the left boundary x = ¢ of the demanded interval, i.e.

1 « 1—« 1 A
— = . . R R & H' (S (z—
@)~ i = e (T g (HEOHH O @ -9))
B a H'(9) e 1 A ,
“mma (M em) e e (R HO - H0)-5)).

Notice that by the trivial bound, we know that § < % und therefore the slope of the tangent is positive.
Bounding ¢p(z) at the right point x = g of the interval,

lp(x) <1

)

=L
«@

gives us

a ) H'(5) 1-a 1 A 1
2 (2.1 5 - (24 HO) -H'()-6))<1- —
l-p-a (a <+102;2F|>jL o log, |F] <n+ ©) @) >)_ logy |F'|’

H'(5) AL H() - H'(8)-6 1
(5~(1+ >+6- l—a)+a-2 §<1—>- 1—p—a).
logy 177 017 log, | log, 177 1 7P

Collecting the o terms on one side of the inequality gives us

1 A H( H'(§
o (1=t (1-2) 0 - (14 20 )
log | F| n logy | F| logy | F|
1 > 1
<(l—-—+=) - 1=p) —2-6——+=-6-H'(5), (42
(1= Tgammr) =0 logg 7] 0O 142
which again bounds « from above.

Chaining the two bounds and yields

(“mgpm' (2“{@))) | (1_log21|F|' (-2 +10Z2((|51)7| B (”li;(%) )

1 ) 1 .
<(1-——— V) (=p)p-2p6——.p-5-H(),

or

which can be written as

cL-pPdcapd—c3-02—di-p+dy-d

) ) H'(§
p p)) log,|F|
) H(6
H(fpr ot topen (2)) 0 <00y
p)) logy|F|
where the constants of the purely quadratic terms are exactly as in , and
1 A 1 A 1
=1—-—F(1— = =1—-— - =-1 =
“0 log | F| ( n> > A logy |[F| n” 2777 ST Tlog|F]
1 A 1
— Pp— = 1 = .
h logy |F| n’ f2=1, Js log |F|
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Figure 5: Comparison of the parameter bounds for field size log, |F| = 31, message size n = 225 and
A = 110. Again, the thick blue line is the field limit bound .

Even for small field sizes as p = 23! — 1, the regions defined by and differ only slightly. The

interval [min, @maz| Of admissible o changes by the modified upper bound

1 1
(1= ) (1= p) =20 — gy 8- H'()

Omaxr = .
! N L HEO H'(5)
L= o (1= 2) + et — (1+ mgatiy) -9

(44)
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