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Abstract

Common random string model is a popular model in classical cryptography. We study a quantum ana-
logue of this model called the common Haar state (CHS) model. In this model, every party participating
in the cryptographic system receives many copies of one or more i.i.d Haar random states.

We study feasibility and limitations of cryptographic primitives in this model and its variants:

e We present a construction of pseudorandom function-like states with security against computation-
ally unbounded adversaries, as long as the adversaries only receive (a priori) bounded number of
copies. By suitably instantiating the CHS model, we obtain a new approach to construct pseudo-
random function-like states in the plain model.

e We present separations between pseudorandom function-like states (with super-logarithmic length)
and quantum cryptographic primitives, such as interactive key agreement and bit commitment,
with classical communication. To show these separations, we prove new results on the indistin-
guishability of identical versus independent Haar states against LOCC (local operations, classical
communication) adversaries.

*This subsumes [AGL24].
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1 Introduction

In classical cryptography, the common random string and the common reference string models were primarily
introduced to tackle cryptographic tasks that were impossible to achieve in the plain model. In the common
reference string model, there is a trusted setup who produces a string that every party has access to. In
the common random string model, the common string available to all the parties is sampled uniformly at
random. Due to the lack of structure required from the common random string model, it is in general
the more desirable model of the two. There have been many constructions proposed over the years in
these two models, including non-interactive zero-knowledge [BEM19], secure computation with universal
composition [CF01; CLOS02] and two-round secure computation [GS22; BL18].

It is a worthy pursuit to study similar models for quantum cryptographic protocols. In the quantum
world, there is an option to define models that are intrinsically quantum in nature. For instance, we could
define a model wherein a trusted setup produces a quantum state and every party participating in the
cryptographic system receives one or more copies of this quantum state. Indeed, two works by Morimae,
Nehoran and Yamakawa [MNY23]| and Qian [Qia23] consider this model, termed as the common reference
quantum state model (CRQS). They proposed a construction of unconditionally secure commitments in
this model. Quantum commitments is a foundational notion in quantum cryptography. In recent years,
quantum commitments have been extensively studied [AQY22; MY21; AGQY22; MY23; BCQ23; Bra23|
due to its implication to secure computation [BCKM21; GLSV21]. The fact that information-theoretically
secure commitments are impossible in the plain model [LC97; May97; CLM23] renders the contributions
of [MNY23; Qia23] particularly interesting.

Common Haar State Model. While CRQS is a quantum analogue of the common reference string
model, in a similar vein, we can ask if there is a quantum analogue of the common random string model. We
consider a novel model called the common Haar state model (CHS). In this model, every party in the system
(including the adversary) receives many copies of many i.i.d Haar states. We believe that the CHS model
is more pragmatic than the CRQS model owing to the fact that we do not require any structure from the
common public state. This raises the possibility of avoiding a trusted setup altogether and instead we could
rely upon naturally occuring physical processes to obtain the Haar states. This model was also recently
introduced in an independent and concurrent recent work! by Chen, Coladangelo and Sattath [CCS24]
(henceforth, referred to as CCS).

There are three reasons to study this model. Firstly, this model allows us to bypass impossibility results
in the plain model. For instance, as we will see later, primitives that require computational assumptions
in the plain model, can instead be designed with information-theoretic security in the CHS model. Second,
perhaps a less intuitive reason, is that the constructions proposed in this model can, in some cases, be
adopted to obtain constructions in the plain model by instantiating the Haar states either using state
designs or pseudorandom state generators (PRSGs) [JLS18]. This leads to a modular approach of designing
cryptographic primitives from PRS: first design the primitive in the CHS model and then instantiate the
common Haar state using PRS. Finally, this model can be leveraged to demonstrate separations between
different quantum cryptographic primitives.

1.1  Our Results
We explore both feasibility results and black-box separations in the CHS model.

1.1.1 Feasibility Results

Pseudorandom Function-Like States with Statistical Security. We study the possibility of designing
pseudorandom function-like state generators (PRFSGs), introduced by Ananth, Qian and Yuen [AQY22],
with statistical security in the CHS model. Roughly speaking, a PRFSG is an efficient keyed quantum circuit

1We refer the reader to Appendix A.2 for a comparison with CCS.



that can be used to produce many pseudorandom states. We refer the reader to Appendix A.1 for a detailed
discussion on the different notions of pseudorandomness in the quantum world.

We are interested in designing (A, m,n,t)-PRESGs in the setting when n > A and m = Q(log()\)), where
A is the key length, m is the input length, n is the output length (and also the number of the qubits in
the common Haar state) and ¢ is the maximum number of queries that can be requested by the adversary.
However, in the CHS model, we can in fact achieve statistical security.

We show the following.

Theorem 1.1 (Informal). There is a statistically secure (A, m,n,£)-PRESG in the CHS model, for m = \°,

n>\and =0 (mg/\(;%)’ for any constant € > 0 and for all c € [0,1).
CCS is the only other work that has studied pseudorandomness in the CHS model. There are a few advantages
of our result over CCS:

e Our theorem subsumes and generalizes the result of CCS who showed (A, n,t)-PRSGs exists in their
model, where the output length is larger than the key length, i.e., n > X\ and moreover, when t = 1
with ¢ being the number of copies of the PRS state given to the adversary.

e Our construction, when restricted to the case of PRSGs, is slightly simpler than CCS: in CCS, on a
subset of qubits of the Haar state, a random Pauli operator is applied whereas in our case a random
Pauli Z operator is applied. Our construction of PREFSG uses the seminal Goldreich-Goldwasser-Micali
approach [GGMS6] to go from one-query security to many-query security.

e They propose novel sophisticated tools in their analysis whereas our analysis is arguably more elemen-
tary using well known facts about symmetric subspaces.

e Finally, we can achieve arbitrary stretch whereas it is unclear whether this is also achieved by CCS.

As a side contribution, the proof of our PRSG construction also simplifies the proof of the quantum public-
key construction of Coladangelo [Col23]; this is due to the fact the core lemma proven in [Col23] is implied
by the above theorem.

Interestingly, the above theorem has implications for computationally secure pseudorandomness in the
plain model. Specifically, we obtain the following corollary by instantiating the CHS model using stretch
PRSGs:

Corollary 1.2. Assuming (), n,¢)-PRSGs, there exists (X', m,n,t)-PRESGs, where n > X > A\, m = X°

and £ = O (log/\(i\%), for any constant € > 0 and ¢ € [0, 1).

Prior to our work, stretch PRFSGs for super-logarithmic input length, even in the bounded query setting,
was only known from one-way functions [AQY22]. This complements the work of [AQY22] who showed a
construction of PRFSGs for logarithmic input length from PRSGs.

Interestingly, the state generators in both works (CCS and ours) only consume one copy of a single Haar
state. In this special case, it is interesting to understand whether we can extend our result to the setting
when the adversary receives ﬁ copies or more. We show this is not possible.

Theorem 1.3 (Informal). There does not exist a secure (A\,m,n,l)-PRESG, for any m > 1, in the CHS
model, where n = w(log(A)) and £ = Q (ﬁ)

CCS also proved a lower bound where they showed that unbounded copy pseudorandom states do not exist.
Their negative result is stronger in the sense that they rule out PRSGs who use up many copies of the
Haar states from the CHRS and thus, their work gives a clean separation between 1-copy stretch PRS and
unbounded copy PRS which was not known before. On the other hand, for the special case when the PRESG
takes only one copy of the Haar state, we believe our result yields better parameters.



Commitments. In addition to pseudorandomness, we also study the possibility of constructing other
cryptographic primitives in the CHS model. We show the following:

Theorem 1.4 (Informal). There is an unconditionally secure bit commitment scheme in the CHS model.

Both our construction and the commitments scheme proposed by CCS are different although they share
strong similarities.

1.1.2 Black-Box Separations

LOCC Indistinguishability. We separate pseudorandom function-like states and quantum cryptographic
primitives with classical communication using a variant of the CHS model. At the heart of our separations
is a novel result that proves indistinguishability of identical versus independent Haar states against LOCC
(local operations, classical communication) adversaries. More precisely, (A, B) is an LOCC adversary if A
and B are quantum algorithms who can communicate with each other via only classical communication
channels. It is important that A and B do not share any entanglement. Moreover, we restrict our attention
to LOCC distinguishers which are LOCC adversaries of the form (A, B) where A does not output anything
whereas B outputs a single bit. We say that a LOCC distinguisher (A, B) can distinguish two states pag
and oag with probability at most ¢, referred to as e-LOCC indistinguishability, where A receives the register
A and B receives the register B, if |Pr[1 < (A, B)(pag)] — Pr[l < (A, B)(oag)] | = €. Of particular interest
is the case when

- E ot ot - E
o= B [(1)2)a @ ([9)¥")8] , oas o
[¢)Hn

[(1)*")a @ (16)*")e]

Here, H,, denotes the Haar distribution on n-qubit quantum states and ¢ is polynomial in n. A couple of works
by Harrow [Har23] and Chen, Cotler, Huang and Li [CCHL22| prove that the LOCC indistinguishability of
pag and oap is negligible in n in the case when ¢t = 1. In this work, we extend to the case when ¢ is arbitrary.

n

Theorem 1.5. pag and oag (defined above) are e-LOCC indistinguishable, where e = O (ﬁ)

We also show that the above bound is tight by demonstrating an LOCC distinguisher whose distinguishing
probability is ©(4).

Recently, Ananth, Kaleoglu and Yuen [AKY24] prove the indistinguishability of pag and oag in the dual
setting, against non-local adversaries that can share entanglement but cannot communicate.

The above theorem can easily be extended to the multi-party setting where either all the parties get
(many copies of) the same Haar state or they receive i.i.d Haar states.

Separations. We use Theorem 1.5 to show that some quantum cryptographic primitives with classical
communication are impossible in the CHS model. Let us develop some intuition towards proving such a
statement. Suppose there are two or more parties participating in a quantum cryptographic protocol with
classical communication in the CHS model. By definition, all the parties would receive many, say t, copies of
|t), where |9)) is sampled from the Haar distribution. Since the parties can only exchange classical messages,
thanks to Theorem 1.5, without affecting correctness or security we can modify the protocol wherein for
each party, say P;, a Haar state |1);) is sampled and ¢ copies of |¢;) is given to P;. From this, we can extract
a quantum cryptographic primitive in the plain model since each party can sample a Haar state on its own.
In conclusion, quantum cryptographic primitives with classical communication in the CHS model can be
turned into their counterparts in the plain model.

This gives a natural recipe for proving impossibility results in the CHS model. We apply this recipe to
obtain impossibility results for interactive key agreements and interactive commitments.

Theorem 1.6. Interactive quantum key agreement and interactive quantum commitment protocols, with
classical communication, are impossible in the CHS model.



We extend the above theorem to separate interactive quantum key agreement and interactive quantum
commitments from pseudorandom function-like state generators. The separations are obtained by considering
a variant of the CHS model where the adversary does not get access to many copies of one Haar state but
instead gets access to infinitely many input-less oracles? {{sz} k,z€{0,1}A } AeN such that each G, , produces
a copy of a Haar state |5 ). In this model, it is easy to construct pseudorandom function-like states.
However, an extension of Theorem 1.6 rules out the possibility of interactive quantum key agreement and
quantum commitments with classical communication in this variant. Thus, we have the following.

Theorem 1.7. There does not exist a black-box reduction from interactive quantum key agreement and
quantum commitments with classical communication to pseudorandom function-like states.

Prior work by Chung, Goldin and Gray [CGG24| extensively studies the separations between quantum
cryptographic primitives with classical communication and different quantum pseudorandomness notions.
However, their framework did not capture the above result.

Prior works by [ACC+22; CLM23; LLLL24| ruled out quantum key agreements and non-interactive
commitments with classical communication from post-quantum one-way functions. However, their separation
was either based on a conjecture or in a restricted setting whereas our result is unconditional. This makes
our result incomparable with the results from [ACC+22; CL.M23; LLLIL24]. Our work follows a long line of
recent works [HY20; ACC+22; AHY23; CLM23; ACH+23; BGVV-+23; BM+24; CM24] that make progress
in understanding the landscape of black-box separations in quantum cryptography.

2 Technical Overview

2.1 Pseudorandomness in the CHS Model

Warmup: Pseudorandom State Generators (PRSGs). As a warmup, we first study 1-copy PRSG in
the CHS model. Consider the following construction: Gy (|9)) := (Z¥®1,,_)|9), where Z%F = ZM ®...@ 2%,
k=ky---kye€{0,1}* and I,,_» is an identity operator on n— X qubits. In other words, G}, applies a random
Pauli Z operator only on the first A qubits and does not touch the rest. Note that this construction already
satisfies the stretch property (i.e. the output length is larger than the key length).

Let us consider the case when the adversary receives just one copy of |9) and is expected to distinguish
G (]9)) versus an independent Haar state |¢). Formally, we would like to argue that the following states are
close.

1 1
p:=E [Gi(]9)®|9)(V]] and o := on ® on-
k«{0,1}*
[9)Hr,
By the properties of the symmetric subspace, the following holds:
1
E [[0)(0]%%] ~. E 5 () (@l + lay) (| + lyz){ay| + |y2) (yal) | ,
|9)Hon wy(2r]at Ayt |2

where ¢ is negligible in n and the notation z! (respectively, y!) denotes the first A bits of = (respectively,

y). Now, applying a random Z operator on the first A qubits tantamounts to measuring the first A qubits
in the computational basis. Given the fact that 2 # y', this measurement unentangles the last n qubits.
Thus, the result is a state of the form Ey e (2n) 2124 [3]2) (2] @ [y)(y| + 3|y)(y| ® |z)(z|]. This state is in
turn close to % ® %

GENERALIZING TO MANY CoPIES OF THE CHS. Next, we to generalize the above approach to even when
polynomially many copies of the CHS are provided. Formally, we would like to argue that the following two

2We note that [Kre21] made similar use of infinitely many oracles to prove a separation between pseudorandom states and
one-way functions.



states are close.

pi= E [Gk(|19>) ® |19><19|®t] and 0 := E [|cp)<g0| ® |9) <19\®t] ,
k«{0,1}* [@)Hon
[9)Hp [9)Hn

where t is some polynomial of n. Note that, by the property of the Haar distribution, we can simplify o to

I
= — E ™™{T
7 2"®Te[0:t]N AUt

where |T) is a type state® and N = 2. Note that by the properties of the symmetric subspace,

E [0 ~ E |1,
[9)Hn T+ [0:t4+1]
T is A-prefix collision-free

where ¢ is negligible in n and T is A-prefix collision-free if T € {0,1}" and for any z,y € T* with  # y
implies o' # y!, where the notation 2! (respectively, y*) denotes the first A bits of = (respectively, y). Note
that, any A\-prefix collision-free type T,

1
v S ()T {x}).

t )’”ET

)

Again, applying a random Z operator on the first A qubits tantamounts to measuring the first A qubits in
the computational basis. Given the fact that 7" is A-prefix collision-free, this measurement unentangles the
first n qubits. Thus, the result is a state of the form

E [|2) (x| @ [T\ {2 })(T'\ {z}]].
T+[0:t+1]
T is A-prefix collision-free
T

This state is in turn close to 2 ® Ep o~ |T){T.

GENERALIZING TO ¢-corY PRSG. Finally, we generalize this ¢-copy PRSG. Formally, we would like to
argue that the following two states are close.

pi= E [Gp(|09)®* @0)@*] ando:= E_[|o){e|® @ |9)(0*"],
k<{0,1}* [p)Hn
[9) 4 Hon [9)Hn

where £, t is some polynomial of n. Note that, by the property of the Haar distribution, we can simplify o to

g = E ‘T1><T1| ®T E |T2><T2|,
2

Ty <+[0:4]N «—[0:t]N
where |T1), |T2) are type states and N = 2". Note that, similar to the last case, we can still write,

E - [[0)0%] ~. E TN,
|9y +Hn T+ [0:t+4)
T is A-prefix collision-free

and any A-prefix collision-free type T,

1
1) = Y ).
7 i
[T |=£

3We encourage readers unfamiliar with type states to refer to Definition 3.8.
4Since T € {0, 1}, we can treat it as a set, in particular the set associated to T is {i : T[i] = 1}.



Ideally, we would want the application of (Z* ® I,,_»)®* to unentangle |T}) from |7\ T}). This is equivalent
to measuring the first ¢ registers in the type basis. This is in general not true, not true. Hence, we settle
for the next best thing, which is finding a “dense-enough”® subset of A-prefix collision-free type such that
(Z% @ I,,_x)®" to unentangle |T}) from |T'\ T;). We find this subset to be “\-prefix (-fold collision-free”
types.

We say that a A-prefix collision-free type T is “\-prefix ¢-fold collision-free” if for all pairs of £ sized subsets
T,To CT, @ger, @ = Dyer,x only if T = T>. We start by noting that this subset is only “dense-enough” if

(=0 (W), for any constant ¢ > 0.6

Next, we show that for these A-prefix ¢-fold collision-free types states, applying a random (Z* @ I,,_)®*
is equivalent to meauring the first £ registers in the type basis. This is because (Z* ® I,,_»)®’ on a type
state |T}) is equivalent to adding a phase of (—1)¥(®=eT1%) Hence,

1
E[(Z" @ In-3)® @ Iin|T(T|(Z" @ i-n)®* @ L] =E | e Y0 (- 1)F(@eene@Ouenst)| ) IT\ T (LT \ T |

5 | (e
( l ) T, T>.CT
|T1|=|T2|=¢

which for A-prefix ¢-fold collision-free types states is non-zero only if T} = T, giving us
E[(Z" @ 1) @ Lin| TUT|(Z" @ i x)* @ L] = | B [T @ [T\ T(T\T1]]
1
|T1[=¢

Over expectation over all A-prefix (-fold collision-free types states, this state is close to Ep, jo.q~|T1) (11| ®
Er, j0:v [ T2) (T2

Limitations. To complement our result, we show that a ¢-copy PRSG is impossible in the CHS model, for
{=0 (ﬁ) (for a restricted class of PRSG constructs which only takes one copy of the common Haar

state). We show this by showing that the rank of o grows much faster than the rank of p, hence, a simple
distinguisher is a projector on the eigenspace of p. In particular, let G () be the PRSG. Then define

pi= E G0 @ W] andoi= E_[lp)el® @ [9)9]*]
k«{0,1}* l@)Hn
[9)«Hn [9)«—Hn

Now since G(|9)) is a PRSG, its output is negligibly close to a pure state. This means that the rank of

p <2 (2"";':7_1). In contrast, the rank of o = (27L'7_1) (2n‘:t_1). Note that, for t = A% and £ = \/log()\),
rank(p)/rank(c) = negl. Hence, we can find a distinguisher. Here the distinguisher just projects onto the
eigenspace of p, p gets accepted with probability 1 but o gets accepted with probability negl, hence giving a
disguisher. Since PRFSs imply PRSs (by setting ¢ = 0), achieving an ¢-query statistical PRFS in the CHS

model for £ = Q(A/log(A)) is impossible.

Pseudorandom Function-like State Generators. Next we extend this idea from PRSGs to achieve
PRFSGs. We take inspiration from the seminal Goldreich-Goldwasser-Micali approach [GGMS86]. In partic-
ular, on the key K = (k9,... k0 ki ... kL)€ {0, 1}2Am and the input x = (z1,...,7,) € {0,1}™, define
the PRFSG G (x,[09)) as follows: Gk (x,[9)) = (ZD= %" @ I,_\)[9). Formally, the following two states
are close: _
p= B [BL,Gr(x9)% @ )]
K«{0,1}2m
[9)Hn

5Here, by dense-enough, we mean when picking a random type from A-prefix collision-free, it lies in this subset with
probability 1 — negl.

6Later, in the impossibility result, we show that this is in fact the best we can hope for as a larger subset would bypass the
impossibility result.



and

g = E ®q7 i i®ei® 9 19®t ’
e By e, [Balod (@il @ [9) 017
[9)Hn
for all x!,...,x% € {0,1}™ and ¢y,..., ¢, such that > 7_, ¢; = ¢, for £ = O (log(l)\%) and m = A°, for any

constant € > 0 and ¢ € [0,1).
Just as before, we can write o as follows:

=
T+

i=1""

[0:&-]N| >< | f(—[O:t]N| >< |

where T;’s and T are type states and N = 2™. Note that, similar to the last case, we can still write,

E - [9)(0%] ~. E TN,
[9)Hn T [0:t+0N
T is A-prefix ¢-fold collision-free

and any A-prefix ¢-fold collision-free type T,

T) =

LS myr\ ).

V(1) LeT

Now, after application of one layer of (Z* ® I,,_»)®*, we know that |T}) unentagles from |7\ 7). We extend
this idea to show that even for a tensor of type states, applying (Z* ® In_,\)®[i on parts of each type state
still unentangles each of them as long as all the type states are A-prefix (-fold collision-free type and their
combined set is still A-prefix /-fold collision-free. Formally, we show the following: Let ¢y,...,¢, € N, and
t1,...,tq € N such that Y7, l; ={ and >4, t; =t. Then for any A-prefix (-fold collision-free type T and
any mutually disjoint sets T4, .., Ty satisfying (J!_, T; =T and |T;| = t; + l; for alli € [q],

q ~
E Zk Im ®¢; I®ti Tl j—vz Zk Im ®L; I®ti
ke{0,1} l@(( ©In) @ n+m>| WG ((ZF e, I,
q
= Q) (E,. X)X @ [T\ Xi)(T\ Xl
= xg)=0

Hence, applying each layer (Z k@ I,—») unentagles all type states into two halfs. Hence, by repeated
application, we get

QUTNT:| @ |T)(T]

i=1

P ~e E E
T+ [0:t4-4]N (T1,Ts,...,Ty,T)
T is A-prefix ¢-fold collision-free

)

where (11,15, ..., Ty, T) are sampled as follows: for i = 1,2,...,q, sample an ¢;-subset from T \ (U;;ll T;)

uniformly and let 7' := T\ ( i_, Tj). Over expectation over all A\-prefix ¢-fold collision-free types states,
this state is close to o.

2.2 Quantum Bit Commitments

With t-copy PRSG in hand, we construct a statistically-hiding, statistically-binding commitment scheme in
the CHS model. Our scheme draws inspiration from the quantum commitment scheme introduced in [MY21;
MNY23] that builds quantum bit commitments from ¢-copy PRSG.



In particular, to commit to b = 0, the committer creates a superposition over all keys of the PRSG in
the decommitment register and runs the PRSG in superposition over this register. The committer sets this
as the commitment register. To commit to b = 1, the committer creates a maximally entangled state over
the commitment and the decommitment register. Formally,

1
[Woler: = = D Gr(|0))c,[k[[0" g,
2* ke{0,1}*
and 1
|¢1>CiRi == Z |J>C1 j>Ri7
S STEIY
where, (Cy,...,C,) is the commitment register and (Ry,...,Rp) is the reveal register.

To achieve hiding, our scheme relies on the pseudorandomness property of the PRSG. In particular, the
commitment is very close to one where the keys are distinct for all (C;,R;), in this case, one copy of PRS is
indistinguishable from a maximally mixed state.”

Unlike the approach in [MY21], our construction is not of the canonical form [Yan22|. To achieve binding,
the receiver performs multiple SWAP tests. In particular, we show that since the rank of the commitment
registers is exponentially separated, multiple SWAP tests can distinguish between the two.

2.3 Black-Box Separations

LOCC Indistinguishability. The notion of LOCC indistinguishability is well-studied and is referred
to as quantum data hiding by quantum information theorists [BDF-+99; DLT02; EW02; Gea02; HLS05;
MWWO09; CLMO13; PNC14; CH14; CLM+14; HBAB19]. In this setting, there is a challenger, two (possibly
entangled and mixed) bipartite quantum states pag and oag, and a computationally unbounded, two-party
distinguisher (Alice, Bob) who are spatially separated and without pre-shared entanglement. The challenger
picks a quantum state from {pag,oag} uniformly at random and sends register A to Alice and register B
to Bob respectively. The task of Alice and Bob is to distinguish whether they are given pag or oag by
performing local operations and communicating classically. We call such distinguishers LOCC' adversaries.

We focus on the case where Alice and Bob each receive ¢ = poly(A) copies of [)a and |¢)g, where |1))
and |¢) are either two identical or i.i.d. Haar states of length n = w(log()\)). Explicitly, the two input states
are

- ®t ®t
pme = B (IR @ ) wlg],

oe= E (@R E[eel].

Note that if global measurements are allowed, performing SWAP tests can easily distinguish them. As one of
our main technical contributions, we show that for any LOCC adversary, the advantage of distinguishing pag
from oap is negligible in A. Before we explain the proof, we compare our theorem with [Har23, Theorem 8§].
In short, the theorems are incomparable. Our setting is stronger in the sense that the LOCC adversary both
obtain polynomial copies of the input, while [Har23, Theorem 8] studies the single-copy setting. However,
[Har23, Theorem 8] is more general since it holds for a family of input states, whereas the input in our setting
is fixed to pag and oag, which are belong to the family. We refer the readers to Remark 7.12 for a detailed
discussion.

Toward the proof, we start by using the following common technique in proving LOCC indistinguisha-
bility: the set of LOCC measurements is a (proper) subset of the set of all positive partial transpose (PPT)
measurements [CLM+14]. Hence, it is sufficient to upper bound the maximum distinguishing advantage over
two-outcome PPT measurements, i.e., {Mag, Iag — Mag} such that 0 < Mag < Iag and 0 < MAFéB =< IpB,
where MX@ denote the partial transpose of Mag with respect to B. Next, from the basic properties of partial

"Note that this still needs multi-key security which is not trivial in the CHS model, since all the PRS generators share the
same Haar state for randomness. But we prove that our construction satisfies multikey security.
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transpose and trace norm, we show that the distinguishing advantage is bounded by the trace norm between
pg‘é and O'XIBB.
The most technical part of the proof is to upper bound the quantity H pEB - UAB‘ We point out that
1

the partial transpose of a density matrix might not be a positive semidefinite matrix. Our first step is to
expand pag and oag in the type basis as follows:

— VT
PAB = T(_[O% [|T)(T'|a8],

= E Sa)(S S
one = B [1Sa)(Sala] ® [0 i [15B) (S8l
where d := 2". Next, we further conditioned on the events that (1) T,S4 and Sp each have no repeated
elements (2) S4 and Sp have no identical elements. From the collision bound, doing so only incurs an
additional error of O(t?/d) = negl(\). Therefore, we can now treat T, S4 and Sp as sets. It suffices to prove

that [)KBB UXEH1 is negligible in A, where

PAB = Ed [IT)(T|n8]
T+ 21,
GaB 1= E [[Sa)(Sala ® [SB)(SBlg].
Sa SB<—([d]):
SaNSp=0

Observe that the &Xé’ = gag. To obtain a simpler expression of ﬁgg, we rely on the following useful identity
for bi-partitioning the type states:

1
Tiae=
<< V)

Hence, the partial transpose of pag can be written as

T\ X)a®|X)g.

fe= E |ar 3 I\ X)T\Yhe V)X
T<—([zt]) (t)X,Ye(f)

If X =Y, then the term is the tensor product of two disjoint sets |T'\ X)(T \ X|a ® |X)(X|g. Such a term
will be canceled out by the corresponding term in 5£§ since they have equal coefficients. Therefore, the

difference between them is the following matrix with mismatched X and Y:

fg-se= E |2 Y IT\XNT\ Yo V)X
T<—([2t]) ( )XYe( TV.X£Y

We continue to simplify it by applying a double-counting argument. Every tuple of sets (7', X,Y") uniquely
determines a tuple of mutually disjoint sets (C, I, X', Y") satisfying C =T\ (X UY) (C for the complement
of XUY), I =XnNY (I for intersection), X' = X\ T and Y =Y \ I. Hence, T\ X =CWY", Y =TWY’,
T\Y=CWX' and X = I & X’ where & denotes the disjoint union. By further classifying the summands
according to s := |C| = |I| € {0,1,...,t — 1} (note that then |X'| = |Y’'| =t — s), we have

t—1

e
-8, - | X > 2, CYYNAIYY)s(CY X a6 X5
2t)(t) =0 ce (1) 1e(1\C) X7,y e (19 C¥D);
X'ny'=0 1
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t—1
1
< > > ICWY AT WY )g(CW X [aIWX'|g| ,
(2t)(t) =0 oe(19) re (1) I X7y’ g (1\(C¥D); 1
X'ny’'=0
=:Kco,1

where the inequality follows from the triangle inequality. We observe that the matrix K¢ ; has the same
structure as the adjacency matrix of Kneser graphs. Here, we recall the definition of Kneser graphs. For
v,k € N, the Kneser graph K (v, k) is the graph whose vertices correspond to the k-element subsets of the set
[v], and two vertices are adjacent if and only if the two corresponding sets are disjoint. Therefore, for every
(C,I), the matrix K¢ ; is isospectral to the adjacency matrix of the Kneser graph K(d — |C| — |I],t — |I]).

Finally, we employ the well-studied spectral property of Kneser graphs as a black box to obtain an O(t?/d) =

negl(A) upper bound for HﬁiBB - &EEB‘

Furthermore, we show the tightness of the theorem by constructing an optimal LOCC distinguisher that
achieves the same advantage. The strategy is simple: Alice and Bob each individually measure every copy
of their input in the computational basis and obtain a total of 2t outcomes. Then, they output 1 if there is
any collision among these 2¢ outcomes.

Impossibility Results in the CHS model. With the LOCC Haar indistinguishability theorem in hand,
we investigate the limits of the CHS model when the communication between the parties is classical. We
show that the several impossibility results of information-theoretically secure schemes in the plain model can
be generically lifted to the CHS model, even when the adversary does not receive any common Haar state.
We emphasize that there is no classical counterpart in the CRS model. If the adversary is not given the
CRS, then many information-theoretically secure schemes do exist, such as key agreements.

As common in proving impossibilities, our approach is to convert schemes in the CHS model to those in
the plain model. The transform is simple: in the new scheme, the parties each sample polynomially many
copies of the Haar state independently and run the original scheme. Crucially, despite the inconsistency in
their Haar states, the new scheme still satisfies completeness thanks to the LOCC Haar indistinguishability.
A caveat is that sampling Haar states is time-inefficient. However, since the impossibilities in the plain
model are still valid if the (honest) algorithms in the scheme are time-inefficient, doing so is acceptable for
the sake of showing impossibilities.

Separation Results. We separate many important primitives from (A, w(log())))-PRSG. Since (A, w(log(A)))-
PRSGs do not exist in the CHS model, we need to “strengthen” the oracle in order to prove separations.
For every security parameter A € N, we define the oracle as {Gy }rco,1}» Where each G}, is an isometry that
takes no input and outputs an i.i.d. Haar state |1)y).

Relative to this oracle, the implementation of the PRSG is straightforward: the output on k of any
length A € N is |¢;). The security directly follows from the hardness of unstructured search. To prove the
non-existence of QCCC schemes, we employ a two step approach. First, showing that a scheme with respect
to this oracle can be transformed to schemes with respect to a much weaker oracle. Second, showing that
this much weaker oracle does not give much extra power over the plain model. Formally: First, similar
to the previous section, we show that due to the LOCC indistinguishability, the parties can sample all
“large” quantum states on their own, and the correctness and security is only “polynomially” affected®. This
means that any scheme with respect this this oracle can be turned into a scheme with respect to an oracle
with only short (constant times logarithmic) Haar states. Second, for short (constant times logarithmic)
quantum states, we show that this oracle does not give much extra power since an adversary can learn the
oracle completely. This is because for short-enough states, the adversary can run tomography on polynomial
queries and learn the state with up to inverse polynomial error. Hence, the adversary can simulate both

8Since the Haar indistinguishability has a factor of O(t%/d), as long as t2/d is inverse-polynomial, we do not incur a lot of
loss.
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parties post-selecting on a transcript to learn any secret?. This means that any scheme secure in the presence
of this oracle can be transformed into another scheme that is secure in the plain model.

Lastly, we observe that by considering a generalized oracle, namely {G s}k, ze{0,13», We can show that
(classically accessible) PRFSGs with super-logarithmic input length exist. We can extend the impossibility
of QCCC commitments to hold in the presence of the generalized oracle as well. Thus, we can separate
PRFS and QCCC commitments.

3 Preliminaries

We denote the security parameter by A\. We assume that the reader is familiar with the fundamentals of
quantum computing covered in [NC10].

3.1

Notation
We use [n] to denote {1,...,n} and [0 : n] to denote {0,1,...,n}.
For any finite set T and any integer 0 < k < |T'|, we denote by (g) the set of all k-size subsets of T.
For any finite set T', we use the notation x < T to indicate that x is sampled uniformly from T'.
We denote by S; the symmetric group of degree t¢.
For any set A and t € N, we denote by A? the t-fold Cartesian product of A.
For o € Sy and v = (v1,...,v;), we define (v) := (Vy(1), -+, Vo(s))-
We denote by D(H) the set of density matrices in the Hilbert space H.

Let pap € D(Hy ® Hg), by Trg(pap) € D(H4) we denote the reduced density matrix by taking
partial trace over B.

We denote by TD(p, p') := 3||p — p'||1 the trace distance between quantum states p, p’, where || X||; =
Tr(\/ XTX) denotes the trace norm.

For any matrices A, B, we write A < B to indicate that B — A is positive semi-definite.
For any Hermitian matrix O, the trace norm of O has the following variational definition:

10l = _max  Tr(MO).

Furthermore, if Tr(O) = 0 then ||O||; = 2 - maxo<a<7 Tr(MO).
We denote the Haar measure over n qubits by H,,.

For any matrix Mag = >_; ;1 , @ijkeli)(jla @ |k)(€|g on registers (A,B), by MXS we denote its partial
transpose with respect to register B, i.e., M18 = D ik Qighe|8) (la @ 10) (k|g.10

9Note that since the adversary does not need to be efficient, as long as they have the description of this oracle, they can
post-select on the transcript.

10Note that the (partial) transpose operation needs to be defined with respect to to an orthogonal basis. Throughout this
work, it is always defined with respect to to the computational basis.
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3.2 Common Haar State Model

The Common Haar State (CHS) model is related to the Common Reference Quantum State (CRQS)
model [MNY23]. In this model, all parties receive polynomially many copies of a single quantum state
sampled from the Haar distribution. Recently, another work of Chen et.al. [CCS24] studied a similar model
called the Common Haar Random State (CHRS) model. In the CHRS model, every party receives polyno-
mially many copies of polynomially many i.i.d. Haar states.

We define another variant of the CHS model called the Keyed Common Haar State Model. In this model,
all parties (once the security parameter is set to A) have access to the oracle (called the Keyed Common
Haar State Oracle) G* := {Gi}reqo,13» as follows. For every k € {0,1}*, the oracle Gy, is a Haar isometry
that maps any state [¢) to |¢)|9k), where |J;) is a Haar state of length n()\) = w(log(X)).

While the above variant is harder to instantiate (hence not useful for constructions), is a natural candidate
for black-box separations as seen is Section 9.

3.2.1 Pseudorandom State (PRS) Generators in the CHS model

Definition 3.1 (Statistically secure (A, n,¢)-pseudorandom state generators in the CHS model). We say
that a QPT algorithm G is a statistically secure (A, n, £)-pseudorandom state generator (PRSG) in the CHS
model if the following holds:

e State Generation: For any A € N and k € {0,1}*, the algorithm Gy (where Gy denotes G(k,-)) is
a quantum channel such that for every n(\)-qubit state |9),

Gr([0)(0]) = [9x) (Ikl,
for some n(\)-qubit state |9x). We sometimes write Gy (|9)) for brevity.'*

e /-copy Pseudorandommess: For any polynomial t(-) and any non-uniform, unbounded adversary
A = {A)\}xen, there exists a negligible function negl(-) such that:

P[4 (G0 o 9 0°) = 1]

k«{0,1}*

[9)Hn(x)
- P A N @ [9) (9PN ) = 1] | < negl(\).
B A (Il @ ) =1 | < negl(y)
[9)Hn(n)

If G satisfies £-copy pseudorandomness for every polynomial £(-) then we drop £ from the notation and simply
denote it to be a (A\,n)-PRSG.

We define a stronger definition below called multi-key £-copy PRS generators. Looking ahead, our construc-
tion of PRS in Section 4.2 satisfies this definition.

Definition 3.2 (Multi-key statistically secure (A,n, £)-pseudorandom state generators in the CHS model).
We say that a QPT algorithm G is a multi-key statistically secure (A, n, £)-pseudorandom state generator in
the CHS model if the following holds:

1 More generally, the generation algorithm could take multiple copies of the common Haar state as input or output a state of
different size compared to the common Haar state. Here, we focus on a restricted class of generators that only require a single
copy of the common Haar state as input, and the output of the generator matches the size of the common Haar states.
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e State Generation: For any A\ € N and k € {0,1}*, the algorithm Gy (where Gy, denotes G(k,-)) is
a quantum channel such that for every n(\)-qubit state |9),

Gr([0)(0]) = [9%) (Ix],
for some n(X\)-qubit state |9y). We sometimes write G (|9)) for brevity.

o Multi-key (-copy Pseudorandomness: For any polynomial t(-), p(-) and any non-uniform, un-
bounded adversary A = {Ax}xen, there exists a negligible function negl(:) such that:

p(N)
P A (@G (10)7 N @ 0) 017 | =1
kl,...,kp()\)<—{071}>\ i=1
[9)=Hn(n)
p(X)
- . A . i@((x)®,’9 ﬁ@t()\) =1 < negl(N).
[#1) 5+l Pp0) ) = Hn(x) ’ §|QP><§0| e S

[9)=Hrn(n)

If G satisfies multi-key £-copy pseudorandomness for every polynomial £(-) then we drop £ from the notation
and simply denote it to be a multi-key (A,n)-PRSG.

Remark 3.3. Note that in the plain model, PRS implies multi-key PRS because the pseudorandom state
generator does not share randomness for different keys. It is not clear whether this holds in the CHS model
as the different executions of the pseudorandom state generator share the same common Haar state.

3.2.2 Pseudorandom Function-Like State (PRFS) Generators in the CHS model

Definition 3.4 (Statistical selectively secure (A, m,n,£)-PRFS generators). We say that a QPT algorithm
G is a statistical selectively secure (A, m,n,)-PRFS generator in the CHS model if the following holds:

e State Generation: For any A € N, k € {0,1}* and x € {0,1}™N), where m(\) is the input length,
the algorithm Gy, , (where Gy, denotes G(k,x,-)) is a quantum channel such that for every n(\)-qubit
state |9,

G ([0)(0]) = [Ok.2) (Vk 2,

for some n(X)-qubit state [y ). We sometimes write Gy 5 (|9)) or Gi(z,|9)) for brevity.
e (-query Selective Security: For any polynomial t(-), any non-uniform, unbounded adversary A =

{Ax}ren, and any tuple of (possibly repeated) m(\)-bit indices (1, ..., %)), there exists a negligible
function negl(-) such that for all A € N,

o)
P A Yty ’ Gkv i7/l9 9 19®t(/\) =1
k<—{0,1})‘7|{9)<—Hn(A) A o xﬁ(A) g ( € | >) ®| >< |
76y
_ Pr A | 2r 20y, Qe (e, @ [9) (017D | =11 | < negl(N).
VIE{O,I}MO‘)’ ‘501'><*’Hn(>\)’ A 1 [()\) @'@ ><SD ‘ | >< | ( )

|’l9)<—7‘ln())

If G satisfies £-query selective security for every polynomial £(-), we drop £ from the notation and say that
G is a (A\,m,n)-PRFS generator.
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3.2.3 Quantum Commitments in the CHS model

Definition 3.5 (Quantum commitments in the CHS model). A (non-interactive) quantum commitment
scheme in the CHS model is given by a tuple of the committer C' and receiver R parameterized by a polynomial
p(+), both of which are uniform QPT algorithms. Let |9) be the n(\)-qubit common Haar state. The scheme
is divided into two phases: the commit phase, and the reveal phase as follows:

e Commit phase: C takes |19>®p()‘) and a bit b € {0,1} to commit as input, generates a quantum state
on registers C and R, and sends the register C to R.

e Reveal phase: C sends b and the register R to R. R takes [9)®PN) and (b, C,R) given by C as input,
and outputs b if it accepts and otherwise outputs L.

Definition 3.6 (Poly-copy statistical hiding). A quantum commitment scheme (C,R) in the CHS model
satisfies poly-copy statistical hiding if for any non-uniform, unbounded malicious receiver R* = {R} }xen,
and any polynomial t(-), there exists a negligible function negl(-) such that

Pr[Ry ()%™, Trr(ocr) =1+, o500 )]

O'CR<_Ccom(|'l9> ®p(}) aO)

—Pr {R§(|19>®t(A)aTrR(UCR)) =1: o }

UCRFCcom("‘9>®p()\)7l)

< negl()),

where Ceom s the commit phase of C.

Definition 3.7 (Statistical sum-binding). A quantum commitment scheme (C, R) in the CHS model satisfies
statistical sum-binding if the following holds. For any pair of non-uniform, unbounded malicious senders Cg
and CT that take |19>®T(’\) for arbitrary large T(-) as input and work in the same way in the commit phase,
if we let py to be the probability that R accepts the revealed bit b in the interaction with Cy for b € {0,1},
then we have

Po +p1 < 1+ negl(A).

3.3 Symmetric Subspaces, Type States, and Haar States

The proofs of facts and lemmas stated in this subsection can be found in [Har13]. Let v = (vy,...,v;) € A*
for some finite set A. Let |A| = N. Define type(v) € [0 : t] to be the type vector such that the i'" entry
of type(v) equals the number of occurrences of i € [N] in v.!2 In this work, by T € [0 : ¢}V we implicitly
assume that }_,c (v Ti = ¢. For T € [0 ]V, we denote by mset(T') the multiset uniquely determined by 7.
That is, the multiplicity of i € mset(T) equals T; for all i € [N]. We write T < [0 : ¢] to mean sampling T
uniformly from [0 : #]V conditioned on >iev Ii = t. We write v € T' to mean v € At satisfies type(v) = T.

In this work, we will focus on collision-free types T which satisfy T; € {0,1} for all ¢ € [N]. A collision-
free type T can be naturally treated as a set and we write v <— T to mean sampling a uniform v conditioned
on type(v) =T.

Definition 3.8 (Type states). Let T € [0: ], we define the type states:

e T
IT) := Hlé[tf!“ S,

veT

If T is collision-free, then it can be simplified to

1
)= = >

‘veT

12We identify [0 : t]V as [0 : ¢]4.
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Furthermore, it has the following useful expression

)Tl =5 Y Wl = B

v,ueT

o) <U(V)I] - (1)

oES}
Lemma 3.9 (Average of copies of Haar-random states). For all N,t € N, we have

[H@|% = E TN
[9)<H(CN) T [0:t]N¥

3.4 Quantum Black-Box Reductions

We recall the definition of fully black-box reductions [RTV04; BBF13] and their quantum analogue. The
definitions below are taken verbatim from [HY?20].

Definition 3.10 (Quantum primitives). A quantum primitive P is a pair (Fp,Rp), where Fp is a set of
quantum algorithms I, and Rp is a relation over pairs (I, A) of quantum algorithms T € Fp and A. A
quantum algorithm I implements P or is an implementation of P if L € Fp. If T € Fp is efficient, then
7 is an efficient implementation of P. A quantum algorithm A P-breaks T € Fp if (Z,A) € Rp. A secure
implementation of P is an implementation  of P such that no efficient quantum algorithm P-breaks T. The
primitive P quantumly exists if there exists an efficient and secure implementation of P.

Definition 3.11 (Quantum primitives relative to oracle). Let P = (Fp, Rp) be a quantum primitive, and
O be a quantum oracle. An oracle quantum algorithm T implements P relative to O or is an implementation
of P relative to O if IC € Fp. If IO € Fp is efficient, then T is an efficient implementation of P relative
to O. A quantum algorithm A P-breaks T € Fp relative to O if (I°, A°) € Rp. A secure implementation
of P is an implementation T of P relative to O such that no efficient quantum algorithm P-breaks T relative
to O. The primitive P quantumly exists relative to O if there exists an efficient and secure implementation
of P relative to O.

Definition 3.12 (Quantum fully black-box reductions). A pair (C,S) of efficient oracle quantum algorithms
is a quantum fully-black-box reduction from a quantum primitive P = (Fp, Rp) to a quantum primitive
Q = (Fo,Ro) if the following two conditions are satisfied:

1. (Correctness.) For every implementation I € Fg, we have CT € Fp.

2. (Security.) For every implementation T € Fgo and every quantum algorithm A, if A P-breaks C7,
then SAT Q-breaks T.

4 Warmup: Statistical Stretch PRS Generators in the CHS model

We present a construction of multi-key PRS generator with statistical security in the CHS model.

Theorem 4.1. There exists a multi-key (X, n, £)-statistical PRS generator in the CHS model, where n > X
and £ = O(A/log(N\)"*°) for any constant ¢ > 0.

The proof can be found in Section 4.2. Later, we prove the optimality of our construction in Section 4.3.
Specifically, we show that any (A, n, £)-statistical PRS generator cannot simultaneously satisfy n = w(log(\))
and ¢ = Q(\/log(N)).
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4.1 Useful Lemmas

At a high level, the proof follows the template of [AGQY22; AGKL23|: we do the analysis in the symmetric
subspace. First, we identify a nice property of type vectors such that (1) a randomly sampled type satisfies
this property with overwhelming probability and (2) the PRS generation algorithm behaves well on every
type state having this property. We identify these type vectors as £-fold collision-free types (which are a
generalization of distinct types [AGQY22; AGKL23]).

2n+m

Definition 4.2 (¢-fold n-prefix collision-free types). Let n,m,t, ¢ € N such that t > £ and T € [0 : {]
is a type vector. We say that T is (-fold n-prefix collision-free if for all pairs of £-subsets'®> S, T C mset(T),
the first n bits of @,csv € {0,1}"*™ s identical to that of @, cry € {0,1}"*™ if and only if S = T.

We define L(fzn(t) ={T e€0: t]2"+m : T is £-fold n-prefiz collision-free} as the set of all £-fold n-prefix
collision-free type vectors.

When t > ¢, one can easily verify that ¢-fold n-prefix collision-freeness implies the standard collision-freeness.
Also note that when t > 2¢, ¢-fold n-prefix collision-freeness implies i-fold n-prefix collision-freeness for all
1< 4.

Next, we show that a random type is ¢-fold n-prefix collision-free with high probability.

Lemma 4.3. Pry. g jonsm T e L(fzn(t)] =1-0(t%/(2" — 20)).

Proof. First, sampling T« [0 : t]2"+m uniformly is O(t2/2"T™)-close to sampling a uniform collision-free T
from [0 : ¢]2""™ by the collision bound.

Furthermore, sampling a uniform collision-free T' from [0 : t]2n+m is equivalent to sampling ¢ elements
x1,%2,...,7; one by one from {0,1}"*™ conditioned on them being distinct and setting 7' such that
mset(T) = {z1,...,x+}. Hence, it suffices to show that sampling ¢ elements x1, zo,...,2; one by one from

{0,1}7*™ conditioned on them being distinct results in an ¢-fold n-prefix collision-free set with probability
1 —O(t%*/2m).

For any two distinct ¢-subsets of indices S # T C [t], let Bads 7 denote the event that the first n bits of
@D, cs i is the same as that of ;. z;. Then the following holds:

PrlBadsr  21ezm 017 ) _ o(1/(2n - 20))

T1,T2,...,T¢ are distinct

This is because we can first sample |[S U 7| — 1 elements (in S U T) except one with indices in S\ 7. Then
Bads,7 occurs only if the first n bits of the last sample is equal to the first n bits of the bitwise XOR of all
other elements in S with all elements in 7, which happens with probability at most O(1/(2" — 2¢)).

By a union bound, we have T' € L(fzn(t) with probability at least 1— (O(t2/2”+m) + (2)2 -O(1/(2™ — 2€))) =
1—O(t% /(2" — 20)). O

Finally, the following two lemmas show that applying random Pauli-Z on any /¢-fold n-prefix collision-free
type state is equivalent to a “classical” probabilistic process'.

Lemma 4.4. For any v € {0,100 sych that type(v) € T(LG(t +{) and o € Siye, define
. k ®t k ®t
Avioi= ke{lgl}" K(Z ®Im) I”*’") vl ( (2" ® In) I"*’")} ’

Then Ay, = |v){(c(V)| if o maps [{] to [{]; otherwise, Ay , = 0.

13Here we allow the subsets to contain duplicate elements.

14We say that this is a “classical” probabilistic process because we can write the resulting density matrix as direct sum of
matrices with classical descriptions with weights chosen by a completely classical process. This means that we can simualte
this process by first doing a completely classical sampling process followed by a state preparation.
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Proof. Suppose v = (vq||wy, ..., verel|wire) € {0,130 with v; € {0,1}" and w; € {0,1}™ for all
i € [t]. First, a direct calculation yields:

)"

(70 )™ @ 151, ) Mol (24 © 1) @ 121,,) = (-1 F@ee) ) o(v)],

Therefore, after averaging over k,

. YA o
Avo= E {(71)%’@5:1@@%@)))} V) (o(v)] = vite(v)lif @i:'l (Vi B Vo)) =0
' k+{0,1}n 0 otherwise.

Since type(v) € L(fzn(t +¢), the condition @le v = @le Vy(;) holds if and only if the two sets {1,2,...,¢}
and {o(1),0(2),...,0(¢)} are identical. O

The following lemma lies at the technical heart of this section. It states that the action of applying random
Z% on (-fold n-prefix collision-free types T'° has the following “classical” probabilistic interpretation: the
output is identically distributed to first uniformly sampling an ¢-subset X from T and then generating
[ X)(X] @ [T\ XNT\ X|.

Lemma 4.5. For any T € L(Lezn(t +4),

B (@ o) e n, ) I (28 e 1) o 1.,)| = o B [XHX| @ T\ XTI\ X,

Proof. We first use the expression in Equation (1) on the left-hand side:

LHS = E

v«T

S B (o™ e et mee) (74 e )™ e Im)]] )

Then from the previous lemma (Lemma 4.4)

(2)= E_ Y. I{erooa(v)|

01€8,,02€5

E
vT

Z Vi) (o1 (Vig) | @ Z V[Z+1:£+t]><02(V[£+1:Z+t])]

o1E€Sy 02€S
—E| Y o) @ 3 [va)oa(va)l f?ié?;]

g1€S, 02€S, vaeTAX
= E_[[XKX[®|T\X)T\X]].
Xe( )

12

For the first equality, we use Lemma 4.4 and decompose o = o7 o g5 for some o1, o9 such that o1(x) = z for
allz e {£+1,042,--- ,£+t} and oo(y) =y for all y € {1,2,--- ,£}. Since all £+ 1,04 2,--- £+ are fixed
points of o1, we can view it as an element in Sy. Similarly, we view o2(y) as an element in S;. The second
equality follows by denoting the first £ part of v by v1., and the last ¢ part of v by vjsy1.044. The third
equality holds because sampling a tuple v from 7T is equivalent to sampling an ¢-subset X from T followed
by ordering to elements in X and T\ X. O

15Since T is collision-free, we will treat it as a set.
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4.2 Construction

In this section, we assume that the length of the common Haar state satisfies n = n(A) > A for all A € N.
We define the construction as follows: on input k& € {0,1}* and a single copy of the common Haar state |9),

Gi(l9)) = (2" @ L_x)19).

Lemma 4.6 (¢-copy pseudorandomness). Let G be as defined above. Let

p= E [Gu(19)® @ 0)0®] ando = E_ [lp)(el® @ [9)(0]*"].
k«{0,1}* [p)Hon
[9)Hn [9)Hn

Then TD (p,0) = O (“*27”2)

Proof. We prove this via a hybrid argument:
Hybrid 1. Sample T« [0: £+ t]>". Sample k < {0,1}*. Output ((Z* @ I,,_»)®* @ IZ")|T).

Hybrid 2. Sample T [0 : £+ ¢]>" uniformly conditioned on T € Iglgti)\(f +t). Sample k < {0,1}".
Output ((Z* @ I,,_\)®* @ I®Y)|T).

Hybrid 3: Sample T + [0 : £+¢]?" uniformly conditioned on T € Iia_k(ﬁ—l—t). Sample a uniform ¢-subset
Ty from T. Output |T1) ® |T \ T1).

Hybrid 4. Sample T « [0: £+ t]*". Sample a uniform ¢-subset T} from T.*6 Output |T}) ® |T'\ T1).

Hybrid 5. Sample a collision-free T' from [0 : ¢ + t]>". Sample a uniform /-subset T} from 7. Output
|T1) @ [T\ T1).

Hybrid 6. Sample a uniform collision-free T} from [0 : £]2". Sample a uniform collision-free Ty from [0 : #]2"

conditioned on 77 and 75 have no common elements. Output |71) ® |Ts).

Hybrid 7. Sample a uniform collision-free T; from [0 : £]>". Sample a uniform collision-free T from
[0:¢]2". Output |T1) ® |Tb).

Hybrid 8. Sample T} « [0: £]?". Sample Ty < [0 : t]>". Output |T}) @ |T3).

Indistinuishability of Hybrids.
e By Lemma 4.3, the trace distance between Hybrid 1 and Hybrid 2 is O((t + £)¢/2).

e From Lemma 4.5, the output of Hybrid 2 is

E E [T)(Th| @ |T\T){T\ T1]].
T [0:6482": Tie(7)
TeZ(") _, (t+t)

Hence, Hybrid 2 is equivalent to Hybrid 3.

e Again by Lemma 4.3, the trace distance between Hybrid 3 and Hybrid 4 is O((t + £)%¢/2*).

16Since T' might have collisions, T} is allowed to contain duplicate elements.
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e The trace distance between Hybrid 4 and Hybrid 5 is O((t + £)?/2™) by the collision bound.

e Hybrid 5 and Hybrid 6 are equivalent.

e The trace distance between Hybrid 6 and Hybrid 7 is O(t£/2™).

e Finally, the trace distance between Hybrid 7 and Hybrid 8 is O((t? + £?)/2") by the collision bound.
This completes the proof. O
In the following, we show that our construction also satisfies multi-key ¢-copy pseudorandomness using Lemma 4.6.
Lemma 4.7 (Multi-key ¢-copy pseudorandomness). Let G be defined as above. Let

P P

pi= E  [ledel®] ® [19)@0*] ando = E Q) E [C(j0)*] @ 9)0]%].

E
=1 |93 Hn [9) =y [9)¢Hn | 2] ki {0,132

Then TD (p,0) = O (p'(pé#).

Proof. For j =0,1,...,p, we define the following (hybrid) density matrices:'”

J p
= E )i ® E E G, (|[9)®] @ [9) (9% .
& g lpi)=Hn leteil™] @ [9)Hn i§1 ki<{0,1}* (G (10))*] @ [9) (0]

We will complete the poof by showing that TD(&;,£41) = O (W) for j =0,1,...,p— 1. By the
property that TD(A® X, A®Y) = TD(X,Y), the trace distance between ¢; and &, is identical to that of

p
/, = ]E ]E G v 19 YA ?9 19®t
S g @ ,%{OJ}J k: (19) %] @ [9) (9]
i=j+1
p
! = E - . L E B an (19 o ) ﬂ@t
&1 g1y Hn [lpj+1){@j41l ]®\19><—7—Ln i§2k“_{071}k[ K (19)%4] @ |9) (9

By the monotonicity of trace distance (i.e., TD(E(X),E(Y)) < TD(X,Y) for any quantum channel &) and
setting € := @i_; o Ex, {01} [Gr, (-)®*],'® we have

TD(&), &j41) <

™| B [ et B ool e lo)(]eriue
kjr1+{0,1}*, [pjt1)Hn,
[9)Hn [9)Hn
o (((p—j>e+t>”>
= o ,

where the last equality follows from Lemma 4.6. Applying the triangle inequality completes the proof. [

Proof of Theorem 4.1. Our construction is a efficiently-implementable unitary channel and thus satisfies the
state generation property. Pseudorandomness follows from Lemma 4.7. O

I7Similar to proving the output of a classical PRG on polynomial i.i.d uniform keys is computationally indistinguishable from
polynomial i.i.d uniform strings, we can construct a security reduction to simulate these hybrids. However, since we are in the
information-theoretic setting, we instead calculate their trace distances directly.

18The channel £ acts as the identity on unspecified registers.
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As a remark, Lemma 4.6 gives a simpler proof of the following theorem regarding the one-wayness of an
ensemble of quantum states in [Col23]:

Lemma 4.8 ([Col23, Lemma 5]). Consider the ensemble of states:

{pw}me{o,l}" = {Qb)@’}-tn [(Zx X [®m)|,¢><w|®m+1(zac ® I®m)]}

ze{0,1}m

Then, there is a constant C' > 0, such that, for any POVM {My}c0,1},

7\ 2
m m
E  Tr(M, =C-|—+=—0) .
2 {0,1}" H(Mopn) (2n * 23n>
By setting £ = 1,¢ = m, A = n in Lemma 4.6, the ensemble of states {p;}»c{0,1}» is pseudorandom, which
implies its one-wayness.

In Appendix B, we further give another proof by simplifying the calculation in Lemma 4.8, which may
be of independent interest. Moreover, we eliminate the m? /23" term.

4.3 Optimality of Our PRSG Construction

In this section, if the PRS generation algorithm uses only one copy of the common Haar state, we show
that ¢-copy statistical PRS and multi-key ¢-copy statistical PRS are impossible for £ = Q(A/log()\)) and
n = w(log(A)).

Theorem 4.9. Statistically secure (A\,n,£)-PRS is impossible in the CHS model if (a) the generation algo-
rithm uses only one copy of the common Haar state, (b) n = w(log(N)), (¢) £ = Q(A/log(N\)) and, (d) the
length of the common Haar state is n = w(log(\)).

Proof. We provve this by contradiction. Let there is a construction of such PRS G. First, from the state
generation requirement of PRS generators, G is a quantum channel that on any key and any pure state,
outputs a pure state. Hence, G is either an isometry or a replacement channel (i.e., it outputs a fixed pure
state for any input state).19

We prove Theorem 4.9 by showing that for #()\) := A3 and £()\) := X\/log()\), there exists a (computa-
tionally unbounded) adversary A such that

Pr [A(J9)(9% @ G(k, [9)(9)*) =1] — Pt [A(J0)(9]*" @ o) {p]®*) = 1]
k+{0,1}* ) =Hn
[9)«Hrn |9)«Hn

is non-negligible. For short, we use the following notation:

= E M{YI®t @ Gk |9) (9]
PO k<_{071}/\7|19><_7{n [| >< | ® ( ?| >< |) ]

= E 9 (W% @ ®f.

pim B 0P 8 lo)el]

The adversary A is simple: it performs a binary measurement {II, I — IT} on input p; for b € {0,1}, where
IT is the projection onto the eigenspace of pg. The rank of py and p; satisfies

2+ l+t—1 2"+ 0—1 2"+t —1
< 2N, = . )
rank(pg) < 2 ( 0+t ) and rank(pq) ( ’ ) ( ; )

19 According to the Stinespring representation, the action of any quantum channel is equivalent to appending auxiliary
registers, performing a unitary operation on the enlarged system, and (possibly) taking a partial trace over some registers. For
a bipartite entangled state, taking the partial trace over one subsystem results in a mixed state. Hence, after applying a unitary
operation, either (1) there is no partial trace and the quantum channel is an isometry, or (2) the registers over which the partial
trace is taken are not entangled with other registers, and the quantum channel is a replacement channel.
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Now, by construction, we have

keﬁ)fl}x[A(WMm@t ® G(k, [0)(9))®*) = 1] = Tr(Ilpy) = Tr(po) = L.
9 Hn

On the other hand, suppose IT = 3 25(°0) 41,y (41, then

ot [A(19) (W% @ |9) (| = 1] = Ta(Ipy)
\5)4—7{:

rank(po)

< Z (2"+£—1)1(2"+t—1) : Z |((Ty] @ (Ta|) u:)*

i=1 /4 t T1€[0:£]2" , To€[0:¢]2"

rank(po) rank(po)

CCTEET) k)

A direct calculation yields:
i) 2 (1, ) 2 (1)
rank(p;) ) bk Ty ) 2n +4
+
1+

i

where the first inequality follows from (é N> ( 8. For n = w(log()\)),t = A3 and £ = \/log()\), we have

¢ X/ log(X) o
9\ . L+ 50 (N (]‘+)\w(1)) < A2 Vlgm<27x
142 1+ A2log(A) = \\2log(\) -

for sufficiently large A. Hence, the distinguishing advantage (1 — 2*) is non-negligible. This completes the
proof. O

Since multi-key pseudorandomness is stronger, we have the following immediate corollary.

Corollary 4.10. Multi-key statistically secure (A, n,€)-PRS is impossible in the CHS model if (a) the gen-
eration algorithm uses only one copy of the common Haar state, (b) n = w(log(N)), (¢) £ = Q(N\/log(N))
and, (d) the length of the common Haar state is n = w(log(A)).

5 Statistical Stretch PRFS Generators in the CHS model

In this section, we extend our techniques from Section 4.2 to construct an (A, m,n,¢)-statistical PRFS in
the CHS model, where m = X°, £ = A\1=¢/log(\)""°, the length of the common Haar state is n > A=, for
any constant € > 0 and ¢ € [0,1). In the case when n > A, the construction satisfies stretch property. We
prove the following theorem in Section 5.2.

Theorem 5.1. There exists an (\,m,n,t)-statistical selectively secure PRFS generator in the CHS model
where the length of the common Haar state is n(\), m(\) = A6, £ = O(A\1¢/log(A\)' %) and n()) > A1,
for any constant € > 0 and for any c € [0,1).

Note that since a PRS can be used to computationally instantiate CHS in the plain model, the above result
also gives us a way to get bounded-query long-input PRFS from PRS in the plain model. In more detail, we
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can start with a PRS that has stretch (i.e. n > )) and then we can bootstrap into a PRFS for large input
length at the cost of a reduction in stretch.2’

Corollary 5.2. Assuming the existence of (A, n,{)-PRS, for n > X and { = O()\l_c/log()\)1+8), there
exists a selectively secure (2X, m,n,f)-PRFS generator with m(\) = A¢, for any constant € > 0 and for any
ce0,1).

Furthermore, since PRFS imply PRS, achieving an ¢-query statistical PRFS in the CHS model for ¢ =
Q(A/log())) is impossible from Theorem 4.9.

Corollary 5.3. (A, m,n,{)-statistical PRFS is impossible in the CHS model if (a) the generation algorithm
uses only one copy of the common Haar state, (b) £ = Q(A\/log(N)), (c) the length of the common Haar state
is n and, (d) n = w(log(N)).

We introduce several lemmas before proving Theorem 5.1.

5.1 Useful Lemmas

The following two lemmas are generalizations of the lemmas in Section 4. In particular, they state that even
after splitting an ¢-fold n-prefix collision-free type vector into ¢ subvectors, the action of a random Pauli-Z
still can be seen as a “classical” probabilistic process.

Lemma 5.4 (Generalization of Lemma 4.4). Let £,n,m,q,t € N, {1,...,0, € N, and t1,...,t; € N such
that Y31 6; = € and Y11 t; = t. For any v € {0, 13"+ sych that type(v) € I8, (0+ ), where
v =(vl,...,v9) and v' € {0,1}(Fm AL for € [q], and any 01 € Spy44y,02 € Styitn, 04 € St 4ty
define the matrix

Av,{ai}ie[tﬂ = ke{]:%_rl}n

R (250 1,)% & 128,) W) (24 & 1) I,%n)] -

i=1
Then Ay (6.},c1n = QL v (oi(v?)| if for alli € [q], o; maps [(;] to [¢;]; otherwise, Ay (0:}ielg = 0

Proof. Suppose for all i € [q] and j € [(; + t;], v' = (vi||wi,..
vj € {0,1}" and w; € {0,1}". A direct calculation yields

Vg lwh ) € {0, 1} FmEFE) with

i

& ; i i & ; Y (vl ) < i
((Zk ®Im)® ®I§i@n) [V {o:(v*)] ((Zk ®Im)® ®I§i¢m) = (—1)<k’€9a—1(%@“ai(a)))‘V Yo (v1))].

After averaging over k,

q

q £, i i . .

Ay oibicia = { —1){F®i= EBj:l(”j@”mn))} -SRIV (o (v*

wlodew = B D BV o)
i i ; £ i i
_ iV e (V)i D, D, (v; @ Ucri(j)) =0
0 otherwise.

Since type(v) € L(fzn(t + ¢), the condition @Y, EB§;1 v =@, @?:1 vfn(j) holds if and only if the two
sets {(i,7) : i € [q],J € [t:]} and {(i,0:(3)) : @ € [¢],j € [(;]} are identical. The latter is equivalent to the
condition: {o;(j)) : j € [¢;]} = [¢;] for every i € [¢g]. The proof is now complete. O

20Formally, let Gprs is a (A\,n,£)-PRS and G(k,z,|#)) is (A, m,n,£)-statistical selectively secure PRFS generator in the
CHS model with n > X, £ = O(A1=¢/log(A)1 %) and m(\) = X¢, then for K = (k1,k2) € {0,1}* x {0,1}* we can define
Gprrs(k,z) == G(k1,z,Gprs(k2)) as the (2X, m,n, £)-PRFS generator.
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Lemma 5.5 (Generalization of Lemma 4.5). Let {,n,m,q,t € N, l1,..., 4, € N, and t1,...,t; € N such that
L li="0and Y] t; =t. ForanyT € L(fi?n(t + ¢) and any mutually disjoint sets Ty, ..., T, satisfying
LT, =T and |T;| = t; + ¢; for alli € [q],

n
ke{O 1} i1

& (2 @ 1) 0 125,) Tl (2 2 1,)°" If?im)]

- ®X E:( )[\X (Xl @ 1T \ Xa)(Ti \ X;].

=1

Proof. By Equation (1), the left-hand side equals

> LEL. [é((zk@wm) L@ 180,) VeV (28 @ ) @f;?im)]

Vi€[q],vi<T;
La] ' ViE[q],O‘iGStiJr[i =1
(3)

Then from the previous lemma (Lemma 5.4)

q
3) = E Mol og? (v
)= B Y QWi eat(v)l

Vielql,o} €8Se,;,02€8;, i=1

—® E Y. W)oioai(v)

vieT; 1 5
|o; €Se;,0; €S,

q
:® E Z |V[1z1 V[1e )| ® Z \V[e it (07 (VE€i+1:ti+£i])|
=1

) vieT;

= Kefs ESz,l o ES%

q ] . ) ) ) ) Xie(g),
- QE ViXel(vDl@ D VE)oF(vE)l s viex,,

i=1 olesSe, 02eSy, vo T\ X

[ Xi)(Xa| @ | T3\ Xa)(Ti \ Xi] -

®-

i=1 X“_(Z:)

For the first equality, we use Lemma 5.4 and decompose for each i € [q], 0; = o} o 07 for some o}, 02 such

that o}(z) = = for all x € {{; + 1,4; +2,--- ,4; + t;} and o?(y) = y for all y € {1 2,---,¢;}. Similar
to Lemma 4.5, we can view them as elements in Sy, and S,. The second equality follpws from linearity
of trace. The third equality follows by denoting for each ¢ € [q], the first ¢; part of v* by Vi1q and the
last ¢; part of v* by v{, ;. .- The fourth equality holds because for each i € [q], sampling v; from T; is

equivalent to sampling an ¢;-subset X; from T; followed by ordering the elements in X; and T; \ X;. O

5.2 Construction

We extend the techniques used in Section 4.2 to construct a statistical PRFS in Figure 1. The construction
samples a uniform key for each position of the input being zero or one. Applying this to the common Haar
state gives us the output of the PRFS. The details can be seen in Figure 1. Thoughout this section, one
should think of m = A and N = A ¢ for some constant ¢ € [0, 1).

The main property of the construction that makes it a PRFS is its ability to disentangles any type state in
I;li?n_ w (€4 1) into a probabilistic mixture of disjoint subsets of the type. Formally, we show the following
lemma:
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Given the common Haar state |[9), on the key K = (k9,...,k% k!, ... kL) € {0,1}2*'™ and the input
X = (21,...,2m) € {0,1}™, define G(K, x,|?)) as follows:

° W}K,x> = G(K,X, |19>) = (Z@anl k:L & In—)\’)|19>'

e Output |9k x)-

Figure 1: PRFS in the CHS model

Lemma 5.6. Let G be defined as in Figure 1. Let q,t € N, {1,...,4; € N such that >, ¢; = (. Let
xto,x9 € {0,1}™ with x* # xI for alli # j € [q]. For any T € I(?n—x (£ 4+ t), the following density

matrices are equal:

q

pi= E Q) Gr(x', ) @ I® | |T)(T
K(—{0,1}2m>‘l i1

QTN Ti| @ [T)(T]

i=1

o= E R
(T1,T3,...,T4,T)

where we omit the Hermitian conjugate of the unitary in p and identify it as a quantum channel; (11, Ty, ...,
Tq,T) in o are sampled as follows: fori = 1,2,...,q, recursively sample an £;-subset from T \ (U;;ll T;)

uniformly at random and let T := T \ ( ?:1 T;).

Proof. We define the following notation: Let ¢ : {0,1}* — N, such that for all i € [m], y € {0,1},
U(y) = jelq: Y- Then we start by simplifying p:

X1 =Y
q .
o= B ||®cxed e
K«—{0,1}2m¥’ j=1
~ i ®L;
_ IE ® Z@i:j kiL [029] In—)\’> & I®t |T><T‘
K<—{0,1}2m>‘/ .

J

i ®£J‘ q e ®£j
2 wnn) ert ] (@ (2 e ny) o1
j=1

- (&

K+ {0,1}2mx’

j ®¢;
- & Q (7 wnv) w1

k9, kk, {0,131 j=1

q o] ®4L;
®<z’ﬁ ®1n_x> @ I® | |T)(T| |,

i
K9kl +{0,13* j=1

where the first equality is by definition of p, second equality is by definition of G, third equality is because
Zk®ks = 7zki7k2 and fourth equality is by linearity of expectation. We define for i € [g], the following
channels C;:

q o ®L; q o ®L; f
Ci(-) = E (Zk ® In_») ®I% ] . (Zk ® In_x) ®I% ;
( k9 k1{0,1}» g ®

then p = Cp (Con—1 (.. .CL(IT)(T)) . . .)).
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We define ({TI}xE{O,l}i,T) — p; as follow: For all z € {0,1}%, sample an /(x)-subset from T \ (UZ:O Ty)

uniformly and let 7' :=T'\ (Ui;o T,).
We start by computing C1(|T)(T|), by Lemma 5.5,

Ci(ITN(T) = E @ 1To)(Ty| ® [T)(T]

({TI}:DE{O,I} jﬂ)“lﬂ be{0,1}

In fact, for all i € [q],

Ci(Cima (- CL(ITNTY) .. ) = E @ TN, @ [T

{Ty}ye o,y T pi | y€{0,1}¢

We can show the above by induction on i. Assume that for some i € [g],

Ci(Cima (- CL(ITNTY) - ) = E @ TN, @ [TNT]|

({Ty}ye{o,”i NORT |ye{0,1}

then for ¢ + 1 € [q],
Cisr(Ci(-..CoL(ITNTY) )

=Ciy1 E & IT)N(T @ TN
({Ty}ye{oyl}in)eﬂi yE{O,l}i

®£(y0) ®L(y1)
= E E ® ((Zk?+1 ®]n_>\,> ® (Zkilﬂ ®]n_>\/>
Ty} 0,1y D)k kg i1kl ye{0,1}i

|Ty><Ty|) ® 7Y

= E Q1T NT @ DT

(T}l yeqo i+t D hmivt | yero 1)+

where the first equality is by the induction hypothesis, the second equality is by the definition of C;;+1 and
the third equality is by Lemma 5.4.
Hence, we get

p=Cn(Crp(...CL(|ITUTY)...)) = E | Q) IT)Ty @ |[T)T|
({Ta}eetoym, T)tm | ero,13m
Ignoring the y € {0, 1}™ for which ¢(y) = 0, we get

QITN(Ti| @ |T)T|

i=1

p= E
(T1,T2,.... T, T)

)

where (T4, Ts, ..., T,,T) are sampled as follows: for i = 1,2,...,q, sample an ¢;-subset from T\ (U;;ll T;)
uniformly and let 7 := T\ ( 1_, Tj). Hence, p = 0. O

Lemma 5.7 (Pseudorandomness). Let G be as defined above. Let q,t € N, let {1,...,¢, € N be such that
L 0i=10 Letx',...,x?7€{0,1}™. Let
p= B [®LGr(,[9)% @ 0)(9]*'],

K+«{0,1}2m
[9)«Hr,
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and

g = E ®q7 i s ®€; ® I 9 it )
v By, [Bale) (0il® @ [0) 0]
|9)«Hn

Then TD (p,0) = O (“;f?%).

Proof. We prove this using hybrid arguments:

o
Hybrid 1. Sample T < [0 : £+ t2". Sample K « {0,1}2™. Output (®I_,(z¥=k" @ 1, 3)®5
I2OIT).
Hybrid 2. Sample T < [0 : £+t]*" uniformly conditioned on T € I(li?n_N (0+1). Sample K « {0,1}2™\",

Output (QI_,(Z%=k:" @ I, _x)®Y @ IY)|T).

Hybrid 3: Sample T ¢ [0 : £+ ¢]>" uniformly conditioned on T € Igf?n_/\,(ﬁ +t). Sample a uniform for
all j € [g], £;-subsets Tj from T such that for any j # j' € [q], Ty N T = 0. Define T = U?‘:1 T;. Output
i=1|T3) @ [T\ T).

Hybrid 4. Sample T + [0 : £+ 1]*". For all j € [g], sample a uniform ¢;-subset T} from T\ |J/Z] 7;.>"
Output @j_,|Ty) @ [T\ Uj_, T)-

Hybrid 5. Sample a collision-free T from [0 : £+ ¢]>". Sample a uniform for all j € [g], ¢j-subsets T} from
T such that for any j # j' € [q], Tj N T} = 0. Define T = J?_, ;. Output @?_,|T;) @ [T\ T).

Hybrid 6. For all j € [g], sample uniform collision-free 7} from [0 : ¢;]>" conditioned on 7} and Uf;ll T;
have no common elements. Sample a uniform collision-free 7' from [0 : #]?" conditioned on U?:1 T; and T

have no common elements. Output @j_,|T;) @ |T).

Hybrid 7.y, for y € [O_: g —1]. For all j € [¢g — y], sample uniform collision-free T; from [0 : ZJ—]QH
conditioned on T} and Uz;ll T; have no common elements. For all j € [ —y + 1 : ¢, sample a uniform
collision-free T from [0 : £;]*". Sample a uniform collision-free 7" from [0 : #]2". Output ®f_.ITj) ® |T).

Hybrid 8. For all j € [g], sample T} + [0 : £;]*". Sample 7' < [0 : #]>". Output Qi ITj) ® 7).

Indistinuishability of Hybrids.

e By Lemma 4.3, the trace distance between Hybrid 1 and Hybrid 2 is O((t 4 £)2¢/2*").

e From Lemma 5.6, the output of Hybrid 2 is equivalent to Hybrid 3.

e By Lemma 4.3, the trace distance between Hybrid 3 and Hybrid 4 is O((t 4 £)2¢/2*").
The trace distance between Hybrid 4 and Hybrid 5 is O((t + £)?/2") by collision bound.

Hybrid 5 and Hybrid 6 are equivalent.
e The trace distance between Hybrid 6 and Hybrid 7.0 is O(t£/2™).

21Since T might have collisions, T} is allowed to contain duplicate elements.
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e Fory € [0: g—2], the trace distance between Hybrid 7.y and Hybrid 7.(y+1) is O(ﬁq,y(zg;?fl 0;)/2™).

e Finally, the trace distance between Hybrid 7 and Hybrid 8 is O((¢? + Z?:1 E?) /2™) by collision bound.

This completes the proof. O

Remark 5.8. Note that the above construction is still secure if we set k} = 0 for alli € [2: m]. This slightly
reduces the key length from 2mM to (m + 1)N.

6 Quantum Commitments in the CHS model

In this section, we construct a commitment scheme that satisfies poly-copy statistical hiding and statis-
tical sum-biding in the CHS model. The scheme is inspired by the quantum commitment scheme pro-
posed in [MY21; MNY23|. In contrast to the scheme in [MY21], our construction is not of the canonical
form [Yan22]. To achieve binding, similar to [MNY23], the receiver needs to perform several SWAP tests.
To achieve hiding, our scheme relies on the multi-key pseudorandomness property in Lemma 4.7.

6.1 Construction

We assume that n(A) > A+1 for all A € N. Our construction, parameterized by the polynomial p = p(A) := A,
is shown in Figure 2.

Theorem 6.1. The construction in Figure 2 is a quantum commitment in the CHS model.

Commit phase: The sender C) on input b € {0,1} does the following:

e Use p copies of the common Haar state |J) to prepare the state |Up)cr := @?!_, |1s)c,r,, where

[Yo)ciR, -

1 _
= Y (ZF@ L) )e K10 )R,

ke{0,1}>

and

1
|w1>CiRi = - Z ‘.7>Cz|.7>Rn
V2" clonn

and C:= (Cq,Cy,...,Cp) and R:= (Ry,Ra2,...,Ry).
e Send register C to the receiver.
Reveal phase:
e The sender sends b and register R to the receiver.

e The receiver prepares the state |Wp)cre = @)_[¢p)c/r; by using p copies of the common Haar
state |), where C" := (C},C5,...,C)) and R" := (R}, R5,...,R}) are receiver’s registers.

e For i € [p], the receiver performs the SWAP test between registers (C;, R;) and (C},RY).

e The receiver outputs b if all SWAP tests accept; otherwise, outputs L.

Figure 2: Quantum commitment scheme in the CHS model
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6.2 Proving Hiding and Binding
Now, we prove Theorem 6.1.

Proof of Theorem 6.1. Clearly, the construction has perfect correctness.

Poly-copy statistical hiding. It follows immediately from Lemma 4.7 by setting ¢ = 1.

Statistical sum binding. For any (fixed) common Haar state |¢) and ¢ € [p], it holds that

F(Trr, (|¢0) (olcir, ), Tre, (1) (¢1]cir,)

1 ]Ci
=F |5 Y (Z"0 L)Wl (2" @ L), 5

ke{0,1}* 2
=:po
=27 Tr(/po)”
<27" - rank(y/po) - Tr(po)
<27m.2M .1 =2 (4)

where the second equality is by the definition of fidelity F(p,o) = (Tr( \/ﬁo’ﬁ))Q; the first inequality

follows from Tr(p)® < rank(p) - Tr(p?) for p = 0; the second inequality is because rank(,/p) = rank(p) for
p = 0 and rank(X +Y) < rank(X) + rank(Y").

Let M((:lg be the POVM operator corresponding to that the receiver outputs b (i.e., all the SWAP tests

accept),
Ic,r, .
- @ (femttien)) - g | @iiilen. s @icn.
- ¢S

i€[p]

where S is a uniformly random subset of [p]. Then the probability that the receiver outputs b is

po = Tr | M Tre(URL|®)(®|cre UL

—.,®
=Pcr

:sIgE[p] _ <®|1/)b (Yp]c, ®ICR pcrz)]

€S ¢S

- E |F R Treraes(P) ]
s <®¢b><¢b|cml CiRi: ¢S(PCR)>

€S

L =:Pb,S

where E is the sender’s internal register, |®)cgre is the malicious sender’s initial state that might depend on
|9) (we omit the dependence for simplicity), and U, (bE) is the malicious sender’s attacking unitary for b; we

plug in the definition of M((: and use the short-hand notation p( ) to obtain the second equality.
For any fixed S C [p], we have

Po,s + P1,8
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F <®|wo><wo

i€S

<F <® Trg, (

i€S

CiRi» Trcq,Rq‘,Iié«S'(pgjoRz)) +F <®|¢1> <¢1

CiR; s Trc,,mms(/’éﬁ))
icS

¥0) (Yo

ire)s TrC,igs Tm(pg%z)) +F <® Trg, (|¢1) (1

1
cR) Tregs TI“R(PE:R))>
icS

1/2
<14 F <® TrRi( ¢0><1/)o CiRi)?®TrRi( ¢1><1/11 CiRi)>
ies ics
=1+ Q) F (Trw, (o) (Wolc.r,). Trr, ([1) (1 |e,p ) /> < 14275,

=
where the first inequality follows from the fact that taking a partial trace won’t decrease the fidelity; the

second inequality is because TrR(péUR)) = TrR(p(clR)) and F(p,§)+F(0,§) < 14++/F(p, o) [NSO3]; the last equal-
ity follows from the fact that F/(Q), pi, @, 0i) = [I; F(pi,0:); the last inequality follows from Equation (4).
Finally, we bound the probability pg + p; as follows:

t
—IS[(n=X) _ p —s(n—2X)
+ = E + §1+E[2 2 }=1+2p' ()2 2
Po T P1 SCiyl [Po,s + p1,s] . E i

SC] =0
14272\
=1+ (2 > =1+ negl(}),
since we set n(A) > A+ 1 and p(A) = A = w(log(N)). O

7 LOCC Indistinguishability

In this section, we prove our main technical theorem for proving impossibilities and separations in Section 8
and Section 9.

7.1 Definitions

Definition 7.1 (LOCC adversaries). An LOCC adversary is a tuple (A, B), where A and B are spatially sep-
arated, mon-uniform, and computationally unbounded quantum algorithms without pre-shared entanglement.
In addition, A and B can only perform local operations on their registers and communicate classically.

Definition 7.2 (LOCC Indistinguishability). We say that two density matrices (pas,oag) are e-LOCC
indistinguishable if for any LOCC adversary (A, B) with A taking as input register A and B taking as input
register B, the probability that B outputs 1 satisfies®?

[Pr[(A, B)(pas) = 1] — Pr[(A, B)(oas) = 1]| <e.
If e(-) is negligible, then we simply say that (pas,oas) are LOCC indistinguishable.

It is well-known that the class of operations having positive partial transpose (PPT) is a strict superset of
the class of LOCC operations (see, e.g., [DLT02; EW02; CLM+14; Har23]). Hence, it suffices to consider
the maximum distinguishing advantage over PPT measurements.

Lemma 7.3. For any two density matrices pas,oas and € > 0, (pag,oas) are e-LOCC indistinguishable if

sup | Tr(Mas(pas — oaB))| < e.
Mag:0=Mas =1

ANO= ML BT

22Since (A, B) are allowed to communicate and we do not care about communication complexity, it is without loss of generality
to assume that B outputs the bit.
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We can extend the LOCC indistinguishability into the multi-party setting.

Definition 7.4 (m-party LOCC adversaries). An m-party LOCC adversary is an m-tuple (P1,Psa,...,Pp),
where each P; is a non-uniform, computationally unbounded quantum algorithms and every distinct pair
(Pi, P;) is spatially separated and without pre-shared entanglement. In addition, every party can only perform
local operations on their registers and communicate classically.

Definition 7.5 (m-party LOCC Indistinguishability). We say that two density matrices (pp,op) on register
P = (Py,Paq,...,Py) are (m,e)-LOCC indistinguishable if for any m-party LOCC adversary (P1,Pa,...,Py)
with each P; taking as input register P;, the probability that P,, outputs 1 satisfies

|Pr[(P1,P2,...,Pwn)(pp) = 1] — Pr[(P1,Pa,...,Py)(op) =1]| <e.

7.2 LOCC Haar Indistinguishability

We first introduce several useful lemmas.

Lemma 7.6. For any d € N, any set T C [d] and any integer 0 < x < |T|, the type state |T) can be written
as

Thas = > . [X)a®|T\ X)s,

X V()

where register A contains the first x qudits and register B contains the last |T| — x qudits.

Proof. For every X € (:), the inner product of | X)a ® |T \ X)g and |T)ag is

2!(|T] — x)! 1

1 1
7/7$!(|T‘ =) xex,yZeT\X<XA ®(yls (ﬁ ‘;TVMB) = T = rz‘) :

Moreover, | X)a ® [T\ X)g and | X')a ® |T \ X')g are orthogonal for every pair X # X' € (Z) Since |T') is
normalized, the equality holds. O

Kneser graphs. For any v,k € N, the Kneser graph K (v, k) is the graph whose vertices correspond to
the k-element subsets of the set [v], and two vertices are adjacent if and only if the two corresponding sets
are disjoint.

Lemma 7.7 ([LW12, Theorem 1]). For any v,k € N such that v > 2k + 1, the sum of absolute eigenvalues
of the adjacency matriz of K(v,k) (which is equal to its 1-norm) is

28w —1)(v—3)...(v -2k +1)
k!

The following lemma is the crux for proving Theorem 7.9.

Lemma 7.8. Let pap = Er,_ (1 (|T)(T|a] and Gag := B 85 (19):54n55=0 [154)(Sala ®|SB)(SB8]-

5he < O(t2/d).

Then we have HﬁEBB — Oap

Proof. By Lemma 7.6, we can expand p as follows:

1

Y I\X)T\ Ve [X)(V]e.

G 22 xve(ry

PAB =

32



On the other hand, we have

1 1
OAB = ~g id v Z |Sa)(Sala @ |SB)(SBlB = —3v73 Z |Sa)(Sala ®|SB){(SBls-
() (%) Sarsme(9): (30) () Saspe(®):
SaNSp=0 SaNSp=0

Taking partial transpose with respect to B, we have 6£E = gag and

el Y Y P\ XN\ Yo V) (X]s
DD 2y vty

= Gpg + @ )( D Yo Y IT\XNT\Ya®[Y)(X]s
2t TG([ ]) X YG( )
XAY
where the second equality is because when X =Y,
YD IT\XNT\ X[a@|X)(X|s = > |S4)(Sala @ |SB){(Sple-
re(3l) xe(t) Sa,55€(19):54nS5=0

Hence, we have

~I'g ~I'g
HpAB OAB

RG] PP

):

Yo ITAXNT\Y[a@ |Y)(X]e
) xve(t
XAV

1

Now, we will apply a double-counting argument. Each (7', X,Y) can uniquely correspond to a tuple of

mutually disjoint sets (C, I, X', Y") satisfying C = T'\ (X UY") (C denotes complement of X UY), I = X NY

(I denotes intersection), X' = X\ T and Y' =Y \I. Hence, T\ X =CWwY Y =IwY' T\Y =CW X',

and X = I W X’ where W denotes the disjoint union. By further classifying the summands according to
=|C|=|I| €{0,1,...,t — 1} (note that then |X'| = |Y'| = ¢ — s), we have

Hﬁ};g—&{g ~TE Z D 3 ICWY") AT Y")e(CW X' |a(T W X'|s
570 o (19 1e (1)) X7y’ (1) C¥D):
X'nY’ =0 1
t—1
Z ICHYATWY)g(CW X |a(TW X' 5] , (%)
2t t s=0 CE ) X'y’ e([d]\(CUI)) 1
X'nY’'=0
=Kc,1

where the inequality follows from the triangle inequality. Observe that for every (C,I), the matrix K¢ r
is isospectral®® to the adjacency matrix of the Kneser graph K(d — 2s,t — s). By Lemma 7.7, we continue
bounding the above inequality:

(%) = Ul)l(%)ti <f) (dss) 2ts(d251)(d(t_258)! 3)...(d—2t+1)

2t/\t/) s=0

23Two matrices are isospectral to one another if they have the same set of non-zero eigenvalues, including multiplicities.
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~+
|
[y

2 (1)’

— (t —s)!(d—2s)(d— 25 —2)...(d -2t +2)

~ m
|
L O

ot—s . t2(tfs)
: ()
t—s)(d—2t 12>

IA

s=0
By letting k := ¢ — s, we finally have
2
t ( 2t )k

(**):Z%<ex L ~1=0 ﬁ O
B TP g 212 d)

k=1

Theorem 7.9 (LOCC Haar Indistinguishability). Let pag := Ejyy—x, [|¢><1/J| ® |1/)><¢|§t] and oap =
Ejyy e, [[)@X"] @Ejgyen, [[6)(05"]. Then pag and oag are O(t2/2")-LOCC indistinguishable.

Proof. Let pag and 6ag be defined as in Lemma 7.8. By the collision bound, both (pag, pas), and (cas, 5aB)
are O(t?/d)-close in trace distance, which trivially implies their O(t?/d)-LOCC indistinguishability. Thus,
if suffices to show that pag and Gag are O(t?/d)-LOCC indistinguishable. From Lemma 7.3, the LOCC
distinguishing advantage of pag and dag can be upper bounded by

sup | Tr(Mag(pas — GaB))|
Mpp:0=Mpg =1

NO= ML B =T

< sup | Tr(Mag(pas — Gas))|
Mag:0< M E<T

= s (MR~ 6Rp))|

Mag:0< M E<T

= sup | Tr (MAB(ﬁKE UXE))|
Mag:0=<Mag<TI
1

T2

’“‘FB "’PB
PaB — ‘TAB

The first inequality holds because we omit the constraint 0 < Mag < I. The first equality follows from the
fact that Tr(PagQag) = Tr (P{g AB) for all matrices Pag, @ag. Since pAB O'AB is Hermitian and has trace

zero, the last equality follows from the variational definition of trace norm. Applying Lemma 7.8 completes
the proof. O

To prove the separations in Section 9, we rely on the following generalization of Theorem 7.9 which
states the LOCC indistinguishability when (A, B) are further given many i.i.d. input instances with different
lengths.

Corollary 7.10. For positive integers s,t,ni,na, ..., ng, define

S

e @ e [(W”wi"@t)ﬁ\i ® (Wﬁwi‘@t)&}

S

o=@ B, [(wwi),]e ® o [163611°95 ]

where A = (A1,Aq,...,As) and B = (B1,Ba,...,Bs). Then pag and oag are O (Zle t2/2”i)—LOCC indis-
tinguishable.
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Proof. For 0 < k < s, we define the (hybrid) state

S

k
s glwng{ [(Wiﬂ%‘@)& ® (|¢"><w"|®t)‘3j® ® <wj>gmj DWM% ’iﬂ oo D¢j><¢j§ﬂ> '

g j=k+1 J

Note that &y = p and & = 0. By the triangle inequality, we have

sup [Pr{(A, B)(p) = 1] = Prl(4, B)o) = 1] < ) sup P4, B)(€) = 1] = Pri(4,B)(6s) = 1]

where the supremum is over all LOCC adversary. We will show that for each k,

sup |Pr[(A, B)(&) = 1] — Pr[(4, B)(§k+1) = 1]| = sup | Pr|(4, B) ( E  [[v)@Re |w><w|§t]> = 11
(A,B) (A,B) [¥)Hny
- (A7B) <|¢)<—I7E;Lnk+1 [|¢><¢|§t] © |<15)<—]5”k+1 [|¢><¢|§t]> - 11 "

which then completes the proof by Theorem 7.9. It is easy to see that the LHS is at least as large as the
RHS since (A, B) on the LHS can simply discard all input registers except for (Agy1,Br+1). To see that the
RHS is at least as large as the LHS, for every (A, B) on the LHS, we define (A’, B’) on the RHS based on
(A, B) as follows. For 0 <4 < k, A" samples the classical description of i.i.d. n;-qubit Haar states |¢;) and
sends them to B’.?* They then prepare t copies of the quantum state |1/;) according to the description on
registers A; and B; respectively. For k42 < j <s, A’ and B’ each locally sample ¢ copies of i.i.d. n;-qubit
Haar state |¢;) and |¢;) on registers A; and B; respectively. They then embed their input on registers Agy1
and Bji1, and run (A, B) respectively. Since the input of (A, B) is exactly & or &y, (A’, B') have the
same advantage as that of (A, B). O

Moreover, we have the following corollary regarding the multi-party LOCC indistinguishability.

Corollary 7.11. Let pp := Ejyy g, [Qim, [0)(|F"] and op := @i~y Ejy e, [[0i)(Wil!] where register
P = (P1,Pa,...,Pn). Then pp and op are (m,O(m?t?/2"))-LOCC indistinguishable.

Proof. Similar to the proof of Corollary 7.10, we prove it via a hybrid argument. Without loss of generality, we
can assume that m is a power of 2, i.e., m = 2". Otherwise, by the monotonicity of LOCC indistinguishability,
we can instead consider the smallest power of 2 that is greater than or equal to m, which only increases the
advantage by a constant factor. Define the following states for k£ € {0,1,...,r}:

2r—k_q

a= Q& o

1=0

i

2k
. (| @1
>IEH” @Www}z Pisk 4
‘7:

For each &, there are 2% blocks, each corresponding to a Haar state. Within the i-th block, there are 2*
parties holding t-copies of the same state |i;). By construction, &, = p and {, = 0. We will show that the

LOCC distinguishing advantage between & and &1 is O (katZ ) This would then implies that the LOCC

2n
.. C g . 1 oky2 2,2
distinguishing advantage between p and o is >, _, O (mznt ) =0 (mznt )
To prove the closeness between &, and &xy1, we introduce sub-hybrids & ¢ for £ € {0,1,..., 2r=F1. In

&k.e, the first £ blocks are all “split in half”. That is, for any ¢ € {1,2,...,¢}, in the i-th block, the first
2F=1 parties are holding t-copies of [t; o) and the other 2*~1 parties are holding ¢-copies of |1; 1). For any

24Note that (A’, B') are information-theoretic and thus the description can approximate the Haar state with arbitrarily small
error.
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i€ {0+1,0+2,...,2"7F} in the i-th block, all 2¥ parties are holding t-copies of the same [1/;). Hence, the
only difference between & o and &y ¢41 is in the (£ + 1)-th block — in the former all 2¥ parties are holding
t-copies of the same [thy11), whereas in the latter the first 2°~1 parties are holding t-copies of |¢,410) and
the other 2°~1 parties are holding t-copies of [te41,1). Now, we can view the first 21 parties and the other
2k=1 parties as two entities. By Theorem 7.9 and setting the number of copies each party receives as 2¥~1t,

the LOCC distinguishing advantage between &, and & 41 is O ((22_:’5)2). This implies that the LOCC

distinguishing advantage between & and €41 is O (T%f#) =0 (M) =0 (an’%?) as desired. O

on on

Remark 7.12. We compare Corollary 7.11 with [Har23, Theorem 8]. Although both theorems address multi-
party LOCC indistinguishability, they are incomparable for the following reasons. Corollary 7.11 is stronger
in the sense that each party receives t copies of the states, as opposed to the single-copy setting in [Har23,
Theorem 8. Moreover, when t = 1, Corollary 7.11 implies an O(m?/2") bound which is better than the
O(m?/v/2") bound given by [Har23, Theorem 8]. On the other hand, the statement of [Har23, Theorem 8] is
more general since their bound holds for a large family of input states. While the input states in Corollary 7.11
are fixed to p and o.

7.3 An Optimal LOCC Haar distinguisher

We present an (optimal) LOCC Haar distinguisher with advantage Q(¢2/2"). Hence, the upper bound
in Theorem 7.9 is tight.

Theorem 7.13. There exists an LOCC adversary that distinguishes pag = Ejypyn, [®§:1|w><z/),; ®
®::1|¢><¢|Bq,] from oa = Ejyy e, [@l 1|¢><¢|A} ® Ejgyn, [®§:1|¢><¢\Bi} with advantage Q(t*/2"),

where A = (A1,...,As) and B = (By,...,B:). Moreover, the running time is polynomial in t and n.

Proof. The LOCC adversary (A, B) is defined as follows. For 1 < i < ¢, A measures register A; in the
computational basis and obtains the outcome a; € {0,1}"™. Similarly, B measures every B; in the computa-
tional basis and obtains b;. Then B sends by, bs,...,b; to A, and A outputs 1 if there is no collision among
a1,a2,...,04,01,ba,...,b;. Let d := 2". The distinguishing advantage can be lower bounded as follows:

Pr{(A, B)(oas) = 1] — Pr{(4, Bag)(p) = 1]

= Pr  [T1,T, are collision-free ATy, Ty are disjoint] — Pr [T is collision-free]
Ty, T><[0:t]4 T+[0:2¢]4

_ @O0 G
(= (T

(5) (O

G 1>'< GERRE l)
ST(-2) (T () )
=(1-0(%)) (r+o(5) 1) ==(7)

where the first equality follows from the fact that oag = Erpy 10404 [|T1)(T1|a @ |T2)(T2[g] and pap =
ET<—[0:2t]d [|T> <T|AB]~ O

8 Impossibilities of QCCC Primitives in the CHS model

In this section, we investigate the impossibility of statistically secure quantum-computation classical-
communication (QCCC) primitives in the CHS model. A recent work by Khurana and Tomer [KT24]
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proposed the notion of one-way puzzles, which involves a QPT sampler that outputs a classical puzzle-
solution pair (Puz,Sol) satisfying a relation, which may not be efficiently computable. In addition, they
show that many QCCC primitives imply one-way puzzles. In a very recent work by Chung, Goldin and
Gray [CGG24], the authors observed that certain QCCC primitives possess an efficient verification algo-
rithm, and they defined a special class of one-way puzzles called efficiently verifiable one-way puzzles. In
particular, since we are considering impossibility results, we will focus on the following (fairly weak) form of
one-way puzzles in the CHS model.

Definition 8.1 (One-way puzzles in the CHS model). A one-way puzzle is a pair of sampling and verification
algorithms (Samp, Ver) with the following syntaz. Let ¢ = q(\) be an arbitrary polynomial and n = n(\) =

w(log(A)).

e Samp(1*, p) — (Puz,Sol), is a (possibly time-inefficient) quantum algorithm that on input the security
parameter and a 2"1-dimensional quantum state p (ideally, p will be q copies of an n-qubit Haar state),
outputs a pair of classical strings (Puz,Sol). We refer to Puz as the puzzle and Sol as its solution.

e Ver(Puz,Sol,p) = T or L, is a (possibly time-inefficient) quantum algorithm that on input any pair of
classical strings (Puz,Sol) and a 2"9-dimensional quantum state p (ideally, p is the same state used to
generate the puzzle), outputs either T (indicating accept) or L (indicating reject).

These satisfy the following properties.

e Completeness. The correctness guarantee states that as long as Samp and Ver get the same copy of
p, which in turn is q copies of an n-qubit Haar state, the output of the sampler will pass the verification
with overwhelming probability. That is,

H"l7
Pr [Ver(Puz7 Sol, [1)®9) = T : (Puz,SoI)‘ﬁg;p(V‘,|'¢v)®q):| =1—negl(N).

e Security. Given Puz, it is statistically infeasible to find Sol satisfying Ver(Puz,Sol) = T, i.e., for every
unbounded adversary A,

[)Hn,
Pr {Ver(PuLSoI’, |)®9) =T : (Puz,sol)esamp(ﬂ,¢>®q)l = negl(\).
Sol’+— A(Puz)

Definition 8.2 (QCCC key agreements in the CHS model). A QCCC key agreement in the CHS model is a
two-party interactive protocol consisting of a pair of QPT algorithms (A, B) with their communication being
classical. Let ¢ = q(X\) be an arbitrary polynomial and n = n(\) = w(log(A)). A, B each take as input the
security parameter 1* and a 2"-dimensional quantum state (ideally, A and B each obtain q copies of an
n-qubit Haar state), and outputs classical keys ka € {0,1} and kp € {0, 1} respectively.

o Completeness. There exists a negligible function negl such that for all A € N,

[¢)Hn,

Prika=FKp: 1, kprye(a( j9)o0), 017, 1)@

Z 1- negl()\)7

where (A, B) denote the execution of the protocol and T is the transcript of the protocol.

e Statistical Security. For every computationally unbounded eavesdropper E, there exists a negligible
function negl such that for all A € N,?7

[)«Hn, 1
Pr {k}; =kp (kA,kB,r>+<A<1*,|w>®‘I>,B<1&|¢>®q>>,} < =+ negl(\).
kp+EQ1*7) 2
25Note that the security definition is weak in the sense that the adversary is not given any copy of the common Haar state.
26Since we are proving negative results, we assume that the key space of the key agreement is {0, 1}, i.e., a bit agreement.
27Similarly, we consider a weak security definition in which the eavesdropper is not given any common Haar state.
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There are various definitions of binding for quantum commitments in literature. Since we are showing
impossibility, we focus on sum-binding, which is implied by binding for classical commitments. Similarly, we
assume that the input space is {0, 1}, i.e., a bit commitment.

Definition 8.3 (QCCC interactive commitments in the CHS model). A QCCC commitment in the CHS
model is a two-party interactive protocol consisting of a pair of QPT algorithms (C, R), where C is the
committer and R is the receiver, with their communication being classical. Let ¢ = q(\) be an arbitrary
polynomial and n = n(\) = w(log(A)).

e Commit Phase: In the (possibly interactive) commit phase, C takes as input the security pa-
rameter 1%, a bit b € {0,1} and a 2"?-dimensional quantum state pc, and R takes as input the
security parameter 1* and a 2"?-dimensional quantum state pr (ideally, C and R each obtain q
copies of an n-qubit Haar state). We denote the execution of the commit phase by (ccr,T) +
Commit(C(1*, b, pc), R(1*, pr)), where ocr is the joint state of C and R after the commit phase,
and T denotes the transcript in the commit phase.

e Reveal Phase: In the (possibly interactive) reveal phase, the output is p € {0,1, L} indicating the
receiver’s output bit or abort. We denote the execution of the reveal phase by pu < Reveal{(C, R,ocR, T).

The scheme satisfies the following conditions.
o Completeness. There exists a negligible function negl such that for all A € N,

[9)Hon,
b+{0,1},
Pr |p=b: (6cr,7)Commit(C(1*,b,[9)®9),R(1*,|9)®9)),| > 1 — negl(\).
pns—Reveal(C,R,0cRr,T),
ne{0,1,1}

e Statistical Hiding. For every computationally unbounded malicious receiver R*, there erists a neg-
ligible function negl such that for all A € N,

AT 1
/7. 01y,
Pr [b =1 ,T)ec(:mmiucm,b,¢>®Q),R*(1*,|w>®4)>,1 < 5 T negl(d),

b« R*(og*,T)
where o« denotes the state obtained by tracing out the committer’s part of the state oo g« .

e Statistical Binding. For every computationally unbounded malicious committer C*, there exists a
negligible function negl such that for all A € N,

[9)=Hn,

Pr [ﬂ b . (o0 mm)eCommit(C” (1) 51, ROM 1)), | < % + negl(\).

b{0,1},
p—Reveal(C™ (b),R,0c*R,T)

Theorem 8.4. There does not exist primitive P in the CHS model where P € {one-way puzzles, statistically
secure QCCC key agreements, statistically hiding and statistically binding QCCC interactive commitments}.

Proof intuition. The high-level idea is to convert the scheme in the CHS model to a scheme in the plain
model. In the CHS model, given a pair of algorithms, we define the new pair of (time-inefficient) algorithms
to be identical except for their input, which consists of copies of two i.i.d Haar states. Thanks to the LOCC
Haar indistinguishability (Theorem 7.9), the expense of doing so is to only increase the completeness error
and security loss by a negligible amount. Therefore, if there were to exist a complete and secure scheme in
the CHS model, it would imply the existence of such a scheme in the plain model, contradicting the trivial
impossibility.?®

28The impossibilities in the plain model still hold even when the algorithms of the primitives are time-inefficient.
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Proof of Theorem 8.4.
One-way puzzles. Suppose there exists a one-way puzzle (Samp,Ver) in the CHS model. We define

(§£F1/p, \7&) as follows. §;m/p(1)‘) simply samples ¢ copies of a Haar state 1) and runs Samp(1*,[¢)®9).

Ver(Puz, Sol) is defined similarly; it samples g copies of a Haar state |¢) and then runs Ver(Puz, Sol, |¢)®9).
It is important to note that Samp and Ver sample the Haar states independently.

First, we claim that (Samp, Ver) has negligible completeness error. Otherwise, we construct an LOCC
distinguisher (A, B) with a non-negligible advantage for the task in Theorem 7.9. A runs Samp on the security
parameter and her input, obtains (Puz, Sol), and sends (Puz, Sol) to B. Then B runs Ver on (Puz, Sol) and his
input, and outputs 1 if the verification passes. If the input of (A, B) is p (defined in Theorem 7.9, i.e., each
is given ¢ copies of the same Haar state), then the probability of B outputting 1 is equal to the completeness
of (Samp, Ver). Similarly, if the input is o (i.e., each is given ¢ copies of two i.i.d Haar states), then the

probability of B outputting 1 is equal to the completeness of (§;\m/p, \7&). Hence, (A, B) has a non-negligible
advantage by the premise. However, this contradicts Theorem 7.9.

Next, we claim that (Samp,\?e?) satisfies security. Suppose there is an adversary E that breaks the

—~—

security of (Samp, \7ér) with a non-negligible advantage of & = £(\). We claim that E breaks the security of
(Samp, Ver) with an advantage of e = £(\) satisfying |¢ — €] = negl()\), which means that £ is non-negligible
as well. Otherwise, suppose |¢ — €| is non-negligible, we can construct an LOCC distinguisher (A, B) as
follows.

e A runs Samp on the security parameter and her input to obtain (Puz, Sol). It then runs E on Puz to
obtain Sol’. Finally, it sends (Puz,Sol’) to B.

e B runs Ver on (Puz, Sol’). If the output is L, it outputs 1. Otherwise, it outputs 0.

If the input of (A, B) is p (defined in Theorem 7.9, i.e., each is given ¢ copies of the same Haar state), then
the probability of B outputting 1 is equal to €. Similarly, if the input is o (i.e., each is given ¢ copies of two
i.i.d Haar states), then the probability of B outputting 1 is £. Again, this contradicts Theorem 7.9.

So far, we have shown that (Samp, Ver) satisfies completeness and security in the plain model. However,
such a scheme cannot exist. This is because an unbounded adversary, given a puzzle, can find the solution
with the highest probability of passing the verification to break the security. Hence, we conclude that
(Samp, Ver) is not a one-way puzzle in the CHS model.

The structure of proving the impossibility of key agreements and interactive commitments is very
similar. We only describe the LOCC distinguishers and omit the full details.

Key agreements. Suppose KA = (P, P,) is a statistically secure QCCC key agreement in the CHS model.
Define KA = (IA:’I7 ]3;) such that P; (resp., 13;) samples ¢ copies of a Haar state and they run P; (resp., P5).
We argue that KA satisfies both completeness and security.

Suppose completeness error of KA is inverse polynomial (in A), we define an LOCC adversary (4, B) as
follows. Upon receiving a bipartite state on registers A and B, A (resp., B) runs P, (resp., P,) on input 1*
and the register A (resp., B). Then, A obtains the key kp, and B obtains the key kp,. They perform an
extra round of communication to check if kp, = kp,. Similar to the argument for one-way puzzles, it can
be shown that (A, B) can distinguish p and o (defined in Theorem 7.9) with inverse polynomial probability,
which is a contradiction. _

Euppose KA is not statistically secure. That is, there exists an eavesdropper E that can break the security
of KA with inverse polynomial (in A) probability. Using E, we define an LOCC adversary (A, B), who upon
receiving a bipartite state on two registers A and B do the following.

e Aruns P; on 1 and the register A. Similarly, B runs P, on 1* and the register B. Denote 7 be the
transcript of the protocol.

e B runs E(T) to obtain kg. It then checks if kg = kp,. If so, it outputs 1. Otherwise, it outputs 0.
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Similarly, as before, we can show that (A, B) succeeds in distinguishing p and ¢ with inverse polynomial
probability, a contradiction. .

So far, we have shown that KA is a key agreement protocol in the plain model that satisfies both
completeness and statistical security. However, such a scheme cannot exist which further means that KA
either does not satisfy completeness or security.

Interactive Commitments. Suppose Com = (C,R) is a statlstlcally hldmg and statistically binding
QCCC interactive commitment in the CHS model. We define Com = (C R) as follows. Upon receiving the
input bit b € {0,1}, C simply samples ¢ copies of a Haar state |4) and runs C on input 1*, b and |¢))®9.
Similarly, R samples ¢ copies of a Haar state |¢) and runs R on input 1* and |¢)®1.

Intuitively, Com is at least as secure as Com since the malicious party in Com has no information about the
other party’s Haar state as opposed to Com. Suppose Com is not statistically hiding. That is, there exists a
malicious receiver R* that can break the statistical hiding of Com with inverse polynomial (in A) probability.
Using R*, we define a malicious receiver R* that breaks the statistical hiding of Com. R* simply discards its
common Haar states and runs R*. Then the distinguishing advantage of R* is identical to that of E*, which
is a contradiction. Suppose Com is not statistically binding. That is, there exists a malicious receiver C* that
can break the statistical binding of Com with inverse polynomial (in A) probability. Similarly, discarding the
common Haar states and using C* breaks the statistical binding of Com, which is a contradiction.

Suppose completeness error of Com is inverse polynomial (in A), we define an LOCC adversary (A, B)
as follows. Upon receiving a bipartite state on registers A and B, A (resp., B) runs C (resp., R) on input
1*, a uniform bit b € {0,1}, and the register A (resp., B). Then, B obtains u. They perform an extra
round of communication to check if b = p. Similar to the argument for one-way puzzles, it can be shown
that (A, B) can distinguish p and o (defined in Theorem 7.9) with inverse polynomial probability, which is
a contradiction. O

9 Quantum Black-Box Separation in the QCCC Model

9.1 The Separating Oracle

As is common in black-box impossibility results, we will define oracles relative to which w(log()\))-
PRSGs exist while QCCC key agreements and interactive commitments do not. We define the oracle
G = {{Gi}reqo,13> }ren as follows. For every A € N and k € {0,1}*, the oracle Gy, is a Haar isometry
that maps any state [¢) to |)|9k), where |9y) is a Haar state of length n()\) = w(log())). The existence of
w(log(A))-PRSGs relative to G can be proven easily.

Lemma 9.1 ((\,w(log(\)))-PRSGs exist relative to G). There exists a (A, w(log(A)))-PRSG relative to G.
In particular, for any polynomial q(-) and any computationally unbounded adversary AS that takes as input
1* and asks q(\) quantum queries to G, the distinguishing advantage is negligible in .

Proof sketch. The proof is similar to the proof of [Kre21, Lemma 30]. The implementation of the PRSG
is simply the oracle G: on input k, outputs the state |J;) generated by Gj. The security follows from the
hardness of the unstructed search problem [BBBV97]. O

9.2 Separating QCCC Key Agreements from (), w(log())))-PRSGs

Definition 9.2 (QCCC key agreements relative to oracle). A QCCC key agreement relative to an oracle O
is a two-party interactive protocol consisting of a pair of uniform quantum (possibly time-inefficient) oracle
algorithms (A, B) such that A, B each take as input the security parameter 1*, ask q()\) queries to the oracle
O for some polynomial q, communicate classically, and output the classical keys ky € {0,1} and kp € {0,1}
respectively. An (g,p,0)-QCCC key agreement relative to O satisfies the following:
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o c-completeness. We say that a QCCC key agreement is e-complete if the following holds for all
AEN,

Prlks=Fkp: 00,

D haknm) (A1, Bo12y | = 1€,

where (A, B) denote the execution of the protocol and T is the transcript of the protocol. We anticipate
that € is negligible.

e (p,d)-security. We say that a QCCC key agreement is (p,d)-secure if for any computationally un-
bounded eavesdropper E that on input 1* and transcript T and asks at most p()\) classical queries to
O, the following holds for all A € N,

0+Q0,
Pr kg = kp : (ka,kp,7)«(A°(1*),B° (1), | <

1
< =+ 6(N).
kg«EC (1> 1) 2 )

We anticipate that for any polynomial p, there exists a negligible § such that the key agreement is
(p, d)-secure.

In the plain model, completeness and security are defined similarly in the absence of an oracle. In particular,
a QCCC key agreement is an (g,9)-QCCC key agreement if it satisfies e-completeness and J-security.

Lemma 9.3 (Conditional independence). For any two-party interactive QCCC' protocol (A, B) where the
party’s initial state is a product state, the joint state at the end of each round i can be written as

Zpti

t

t){t' T @ phs,

for some partial transcripts t' := (t1,ta,...,t;) until round i and product states pf;B, where register T is for
storing the transcript.

Proof. We prove it by induction on rounds. Initially, the joint state is | L)(L|t®pit ®pg by the premise, where

1 denotes the empty transcript. Suppose after the j-th round, the joint state is ) _,; py |t3><t3|T ® pﬁ ® pg -
In the (j + 1)-th round (suppose it is A’s round), A will first apply a unitary controlled by ¢/ of the form

YLt EreU gtj) and then perform the measurement to generate the message ¢;41 of this round. Then the

j 7y 43 N . .
state p4 becomes th+1|tj+1>(tj+1|Tj+1 ® <(<tj+1 ® I)Ugfj)ptA (Ugtj)) (Jtjt1) ® I)), where register T;41 is
N it )
appended to the transcript register. We can write <(<tj+1 ® I)Uﬁtﬂ)pz (UXJ)> (|tj41) ® I)) as p(tj41|t?) -

ptA]Ht’“, where p(t;41|t?) is the probability of getting the outcome ¢;1 by measuring Ulgtj)pf; (Uy])) in the

computational basis. Hence we get that the final state is

. . . 91|t ts
SN pun(tiealt?) - 18]t ) (E Il @ o 1 @ g,

ti tj4r
which is still a product state for any t/+1 = ¢7||t; 1. O

Lemma 9.4 (Impossibility of key agreements in the plain model). For any e, : N — [0,1] and (¢,6)-QCCC
key agreement in the plain model, it holds that e(A\) + §(\) > 1/2 for any A € N.

Proof. Let KA be an (g, §)-QCCC key agreement in the plain model that outputs (7, ka4, kp). Fix A for the
rest of the proof. In execution of KA, equivalently, we can first sample 7, then sample kp conditioned on T,
and finally sample k4 conditioned on (7, B). For any fixed 7 in the support, by Lemma 9.3, the joint state
of A and B is a product state. Thus, further fixing kg won’t change the marginal distribution of k4. In the
rest of the proof, we fix 7 and kpg.
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Consider the following eavesdropper FE. Upon receiving the transcript 7, F runs the protocol coherently
and computes the post-measurement state conditioned on 7. Then F sets kg to k4 computed from the final
joint state. Hence, the distribution of kg is identically distributed to the marginal distribution of k4 in KA
conditioned on 7. That is, the probability of kg = kg is equal to that of k4 = kp. Finally, averaging over
(1,kp), we have the probability of kg = kp is > 1 —e(A) = 1/2 + (1/2 — (X)) from the e-completeness of
KA. In other words, 6(A) must be > 1/2 —e()). Hence, we have () +e(A) > 1/2 for any A € N. O

Theorem 9.5 (Quantum state tomography [OW16]). There exists an algorithm Tomography and a poly-
nomial Promography Satisfy the following. For any d € N, A~ € (0,1] and d-dimensional pure quantum state
[) (2|, given pTomography(d,Afl,log('y’l)) copies of |) (1|, Tomography outputs the classical description of

1) (| satisfying TD(|) (], [0)(®]) < A with probability at least 1 — .

Lemma 9.6 (Compling out G from KAG). If QCCC key agreements relative to G (the keyed common Haar
state oracle defined in Section 9.1) exist, then there exists an (g,6)-QCCC key agreement in the plain model
such that e(\) is an inverse polynomial and 6(\) < 0.2 for sufficiently large X € N.

Proof. Let KAY = (A%, BS) be a QCCC key agreement relative to G = {{Gk}ke{o 13> Jaen in which A and
B each ask ¢(\) = poly(A\) queries with the maximum input length of the queries being L(A) = poly(}).
Define A(X) := [log(q*® + L' + A1%)] = O(log())) and the “truncated” oracle G = {{Gk }refo,1}: }irq. We

— G ~ ~
define the following hybrid protocol KA~ = (AGa BGr)Y:

— G - ~
KA " (1%, AGr BOr);
1. For every k € UiL:A+1{Oa 1}, A and B samples o), |pB) H | respectively.

(AGA BGA) runs (A%, BY) on 1* by answering the queries as follows: Suppose A asks a query
ke Uz 1{0,1}%. If |k| < A, then A asks k to oracle G5 and forwards the response. Otherwise, A
sends |¢7l) to A. B answers the queries of B similarly by replacing |¢;) with |¢Z).

3. A outputs the key k4 generated by A and B outputs key kp generated by B

— G o — G
KA ™ is query-efficient. Since (A%*, BG4) needs to sample Haar states in Step 1, KA " is not time-

o~ G
efficient. However, each of A%, BGA makes at most ¢ queries in Step 2 in KA

RAGA is 1/poly-complete. First, we prove that RAGA satisfies completeness. The idea is similar to the
proof of Theorem 8.4. Define LOCC distinguisher (Aiocc, BLocc) for the task in Corollary 7.10 with the
following parameters: ¢ = 2q, nogi+; = A+i+1for7=20,1,..., L —A—-1and j =1,2,...,2q, and thus
s=(L—A)-2¢:%

1. Alocc and B occ receive input register.
2. Apocc samples oracle G and sends its description to B occ.

3. ALocc and Biocc initialize lists £, = {(1,1),(2,1),...,(2¢, L)} for answering queries of different
lengths £ = A+ 1L,A+2,..., ) (let £ := {Le}seiar1.r))s and runs KAY = (A0, BO) on 1* by lazy
evaluation and jointly maintaining the list £ as follows:

In the r-th round (suppose it’s A occ’s round), upon received the message t._; and list £ from Bjocc
in the (r — 1)-th round, Ajocc feeds t,_1 to A.30 Upon receiving A’s query = € UiL=1{Ov 1} if |2| < A,

29For k € [s], we represent the k-th state by ‘¢1+A+1> (|q§g+A+1) resp.) where ¢,j are determined by uniquely writing
k=2qi+jfori=0,1,...,.L—A—1land 5=1,2,...,2q.
30In the first round (suppose it’s ALocc’s 1"0und)7 ALocc simply runs A on input the security parameter and tg := L.
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then Ajocc uses Gz to answer the query. Otherwise, Aiocc checks if (i,2) is in £}, for some i € [2]
(i.e., whether 2 has already been queried by A or B). If (i,x) € L;|, then Aiocc answers the query
using a copy of |w|iw‘>. Otherwise, ALocc finds the first index i € [2q] such that (i, L) € L), updates it
into (7, z), and answers the query using a copy of |1/)|lw‘> At the end of the round, A outputs a classical

message t,. Then A, occ sends £ and ¢, to Biocc.>!

4. At the end of the protocol, A, B outputs the keys k4, kp respectively.

5. ALocc sends k4 to BLocc, and Brocc outputs 1 if kg = kp.

— G
Hence, (A, B) asks at most 2¢ queries in total, (ALocc,BLocc) perfectly simulates either KA or KA "
depending on if they obtained the same states or i.i.d. states. Hence, by Corollary 7.10 we have

L .
go( 3 2q~(22(i)2> §O<L~gi>,

n=A+1

Pr [kA = k‘B] — Pr [kA = kB]
KAG ﬁGA

which implies Pr ;¢ [ka = kp] > Prgaclka = kp] — O (Lg®/2*) = 1 —1/poly(A) for some polynomial poly.

— G
KA ™" is 0.1-secure. Next, we claim that for any polynomial p and eavesdropper that asks p(A) classical
— G
queries to G, her advantage of finding kg in KA " is at most 0.1 for sufficiently large A. For contradiction,
suppose there exist a polynomial p and an eavesdropper E that asks p()) classical queries to G and
— G

finds kp with advantage at least 0.1 for infinitely many A in KA *. Then we construct following the LOCC
distinguisher: (ALocc, BLocc) first run KA® as the previous paragraph and obtains k4, kp and the transcript
7. Then Bocc runs F on input the transcript 7, answers the queries by G defined by themselves (without
using any input state), and obtains a key kg. Blocc outputs 1 if kg = kg. By the same argument,

~ ~ — G
(ALocc, BLocc) perfectly simulates either EC in KAS or EC» in KA " depending on if they got the same
states or i.i.d. states. Hence, by Corollary 7.10 we have

L 2
go( > 2q-(22(i)>§0(L-gi)7

n=A+1

Prlkg=kgl— Pr [kp=k
KArc[B bo ﬂgA[B bof

which implies Pr e, [kp = kg] > Pryaclkp = kg] — O (Lg®/2%) > 0.1 — O (Lg?/2") for infinitely many A.

However, this contradicts the security of KA.

Getting to plain model: Finally, define the following protocol KApjain (Aplains Bplain) i the plain model:

KApIain(l)\a Aplain; Bplain):
1. For every k € Ug\zl{(), 1}, Appain samples |15,) <= H .-

2. Forevery k € Ui\zl{(), 1}, Apjain run Tomography (defined in Theorem 9.5) on [t%) with parameters
A =272M and 4 = 27 to obtain the classical description of |ty).*

3. For every k € Ué\zl{(), 1}, Apiain sends the description of |7Zk> to Bpiain-

4. (Apiain, Bplain) define the output of the oracle @A to be {{|{b\k>}k6{0,1}i},L'E{1,_”7A}.

— G
5. (Aplain, Bplain) runs KA * on 1* to obtain (ka,kB).

31In Biocc’s round, B acts similarly as defined above.
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6. Appin outputs key k4 and Bppin outputs key kp respectively.

“Note that Appin samples |¢)) and thus has its classical description. Performing tomography is merely for the simplicity
of proof.

KApiain is 1/poly-complete. Define the event Good in KA, as:

Good= A [TD(uw) (il 9w} (@) < A

keUh ,{0,1}¢

From the guarantee of tomography (Theorem 9.5) and a union bound, the probability of Good happening is

. ~ ~ — G —
at least 1 — Zé\:l 20 .y =1 —negl()\). Since A®) and BO) in KA * (resp., KA A) ask a total of 2¢ queries,

one can use {{|Vr)®*}peq0,1yi 1y (resp., {{|12)\k>®2q}ke{071}i}1/-\:1) to perfectly answer A’s and B’s queries.
Hence, from the operational definition of trace distance, we have

Jlba=tol= 0 a =

A A
< Pr[-Good] +E |TD ® ® |¢k><wk\®2q,® ® k) (%20 | | Good

i=1 ke{0,1}¢ i=1 ke{0,1}

< Pr(=Good] + " Y 2+ E [TD(wn) (v, i) (el | Good]

=1 ke{0,1}*
A . 1
i=1

for some polynomial poly’. Hence, the completeness of KApain is at least

1 1 1
Pr lka=kgl> Pr lka=kg|l—-—F—=1-— — =1—-e(A
KA,L"[ 4 5] > R‘Ag/x[ A 5] poly’(\) poly(A)  poly’(\) 4%

—~ G
for some inverse polynomial €, where the first equality is because KA Yis 1 /poly(A)-complete for some
polynomial poly.

KApain is 0.2-secure. For contradiction, suppose there exists an eavesdropper Epain that finds kp in KApjain

~ — G
with advantage 0.2 for infinitely many A. We construct the following eavesdropper E“* for KA * by using
Eplain as follows.

EGA(I)‘,T):
1. For every k € Ué\:l{o,l}i7 ask pTomog,aphy(2‘k|,A_1710g(7_1)) queries to Gy with parameters
- - omography (2!, A7 log (!
A =220 and v =272 to get {[ihy,) BPTomosmerns( o8 (7 ))}keule{o’l}i.

2. Perform Tomography (defined in Theorem 9.5) on every state obtained in the previous step to
obtain the description of {|t) }reya (0,13

3. Run Epjain on input 7 and all the descriptions obtained by tomography, and set kg to the output
of Eplain~
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4. Output kg.

First, ES» makes at most Zé\:l 2" romography (27, A™1, log (v™1)) = p(A) queries for some polynomial p. Next,
—~ G ~
in KA ™", the joint distribution of G, and the description {1¥k)her 0,13+ obtained from tomography in
Step 2 of EC s identically distributed as Steps 1 to 3 in KApain. Now, from the correctness guarantee
of Tomography, there is a 1 — negl(A) fraction of {|x)} ey jo,13 and {|vw)treys  fo,1y¢ such that event
Good occurs. By the same argument in the previous paragraph, the distributions of (7,k4,kp) generated
by (A9r BEa) and (A%, BE2) are 1/poly’(A)-close in statistical distance. Since Eppin takes as input 7
~ ~ — G

and {[vk) beeys {0135 E%» breaks the security of KA GA with advantage at least 0.2 — 1/poly’(\) > 0.1 for
infinitely many A, which contradicts the security of KA " O
Lemma 9.7. There does not exist a secure QCCC key agreement relative to G.

Proof. Tt immediately follows from Lemmas 9.4 and 9.6. O

Theorem 9.8. There does not exist a quantum fully black-box reduction (C,S) from QCCC key agreements
to (A, w(log(X)))-PRSGs such that C only asks classical queries to the PRSG.

Proof. For the sake of contradiction, suppose (C,S) is a fully black-box reduction satisfying the conditions.
Let T be the implementation of (X, w(log()\)))-PRSGs as stated in the proof of Lemma 9.1. Then C7Z is a
key agreement that satisfies completeness. From Lemma 9.7, there exists a poly-query adversary E that
breaks the security of the QCCC key agreement CZ. Then S¥ f by definition breaks the security of the
(A, w(log(A)))-PRSG T by asking polynomially many queries to E and Z, thus in total polynomial queries
to G. However, this contradicts Lemma 9.1. O

9.3 Separating QCCC Interactive Commitments from (A, w(log())))-PRSGs

Definition 9.9 (QCCC interactive commitments relative to oracle). A QCCC commitment relative to an
oracle O is a two-party interactive protocol consisting of a pair of uniform QPT oracle algorithms (C, R),
where C' is the committer and R is the receiver. Let ¢ = q(\) be an arbitrary polynomial. Each of C and R
can ask q queries to the oracle O and are allowed to communicate classically.

e Commit phase: In the (possibly interactive) commit phase, C' takes as input the security parameter
1* and a bit b € {0,1}, and R takes as input the security parameter 1*. We denote the execution of
the commit phase by (ocr, ™) + Commit(CC(1*,b), RO (1*)), where oo is the joint state of C' and R
after the commit phase, and T denotes the transcript in the commit phase.

e Reveal phase: In the (possibly interactive) reveal phase, the output is p € {0,1, L1} indicat-
ing the receiver’s output bit or abort. We denote the execution of the reveal phase by p <+
Reveal(CO(1*,b), R°(1}),0¢R, T)-

The scheme satisfies the following conditions.
e c-completeness. For all A € N,
0+0,
b+{0,1},
Pr |p=0b: (6cr,m)+Commit(C?(1%,0),R°(1M),| > 1 —&(N).
,u(—Reveal(Co(1>‘,b),Ro(1>‘)7UC‘R»T>»
nef0,1,1}

If € is negligible, then we simply say that it is complete.
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e Statistical hiding. For any polynomial p and any computationally unbounded malicious receiver R*
who asks at most p(\) classical queries, there exists a negligible function negl such that for all A € N,
O+0, 1
b+{0,1},
Pr [b/ =b: (O'CR*,T)(—COmmit(CO(1)‘,b),R*O(1*)>,‘| S 5 + negl()‘)7

b'«R*C(opx,T)
where o+~ denotes the state obtained by tracing out the committer’s part of the state ccgx.

e Statistical binding. For any polynomial p and any computationally unbounded malicious committer
C* who asks p(\) classical queries, there exists a negligible function negl such that for all X € N,

0O+0,

B 1
Pr lu —¢ch - (O'C*RaT)Hcoz‘hTigli(lA)vRo(1A)>"| < 3 + negl()).

pé—Reveal(C*©(ch),R° 00 r,T)
We need the following lemma regarding total variation distance.

Lemma 9.10. Let Ppr, Qpr be two discrete distributions over {0,1} x T. Consider the following experi-
ment:

Exp.0: Exp.1:
1. Sample (b, 7) < Ppr.
2. If Qr(r) = 0,* then set V' to a uniform bit.

1. Sample (b,7) < Ppr.

Otherwise, set b’ to the more likely bit accord- 2. Set b to the more likely bit according to
ing to Qp|r—r- Ppir=r.
3. Output (b,b', 7). 3. Output (b,b', 7).

“Qr denotes the marginal distribution of Qpr on T

Then it holds that
Pr b=V]> Pr [b="¥]-3drv(Psr, Qpr).

Exp.0 ~ Exp.1

Proof. Consider the following hybrid:

Hyb :
1. Sample (b, 7) + Qpr.

2. If Qr(7) = 0,% then set b’ to a uniform bit. Otherwise, set ' to the more likely bit according to
QB|T:T'

3. Output (b, ¥, 7).

%Since (b, 7) is sampled from Qpr, Qr(7) is always > 0. We write it merely for the clarity of the proof.

Since a randomized function (Step 2 in Exp.0 and Hyb) cannot increase the total variation distance, we
have

Pr [b="V]— Pr[b=0V] <drv(Psr,Qpr),

Exp.0 Hyb
which implies
P =v]> Prb="¥]- P .
Exg.o[b b}_Hyrb[b V] - drv(Ppr,QpT) (5)
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In Hyb, we have

Prb=b]= E {1 + dTv(QB|T_nU1)]

Hyb T—Qr |2
1 1 1
=5+2.Qr(1) 5 > | QW)sr——5
T be{0,1}
1 1 1
=513 Z Q(baT)BT_i'QT(T)
7,b€{0,1}
1
= 5 + dTV(QBT7U1 & QT)a (6)

where U; denotes the uniform distribution on {0,1}. Similarly, in Exp.1, we have

1
Pr [b = b/] = E |: + dTV(PB|T_7-7U1):|

Exp.1 T«Pp |2

1
=3 +drv(Ppr, U @ Pr)

1
< 3 +drv(Per,Qpr) + drv(Qs7, U1 ® Qr) + d1v(U; ® Qr, Uy @ Pr)

1
=3 +drv(Per,Qer) +drv(Qsr, Ui @ Qr) + drv(Qr, Pr)

1
< 3 +drv(Per,Qer) +drv(Qsr, Ui @ Qr) + d1v(Qs7, PaT), (7)

where the first inequality follows from the triangle inequality. From Equations (6) and (7), we have

=p] > = - .
}lgrb[b b'] —Efga[b b — 2drv(Ppr, QpT) (8)

Hence, combining Equations (5) and (8), we have

Pr [b= b/] > Pr b= b/] —3drv(Ppr,QBr). O

Exp.0 ~ Exp.1
Lemma 9.11. There does not exist a QCCC interactive commitment relative to G.

Proof. For the sake of contradiction, suppose Com® = (CY, R%) is a QCCC interactive commitment relative
to G, where g(\) = poly(\) is the number of queries asked by C' and R respectively and L(A) = poly()\) is
the maximum input length of the queries. Define the function A()) := [log(¢'® 4+ L'* + A%)] = O(log(}))
and the truncated oracle Ga = {{Gk}refo,1}i }'1. The proof consists of two major parts. First, we will

— G
show that Com® can be converted to a QCCC interactive commitment Com * relative to G A- Next, we will
show that any QCCC interactive commitment relative to G, cannot satisfy completeness, statistical hiding,
and statistical binding simultaneously.

—~— G G -~
Converting Com® to Com . We define the following scheme Com = (CP, RE) relative to Ga:

G -~ ~
Com "(1*,C% RO»):
1. For every k € UZ-L:AH{O, 1}, C and R samples 05)), |6R) < H )| respectively.

2. On input 1* and b, C%» runs CO) (12, b) by answering the queries as follows. Suppose C' asks a
query k € Uf:1{07 1}¢. If |[k| < A, then C ask k to oracle G5 and forward the response. Otherwise,
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C sends |¢kc> to C. On input 1%, RE» runs R(‘)(l)‘) by answering R’s queries similarly, except
that it replaces |¢{) with |p%).

— QG — G
Com " is 1/poly-complete. This is similar to proving the completeness of KA " in the proof of Lemma 9.6.

— G — G

Com ' is statistically hiding and statistically binding. Intuitively, Com " is at least as secure as
Com? because the malicious party cannot obtain any information about the Haar states of length greater
than A held by the other party via asking queries. To prove statistical hiding, suppose there exists a malicious

~ — G
receiver (R*)A that breaks the statistical hiding of Com : by asking polynomially many queries to Gy,
then we construct a malicious receiver (R*) that breaks the statistical hiding of Com® by using (R*)().
(R*)€ simply runs R* by answering its queries with G. Since the distributions of the (honest) committer C

~ —— G ~
in Com® and C in Com  are identical, the advantage of (R*)% is equal to that of (R*)¥A. This contradicts
the premise that Com® is statistically hiding. _

Similarly, to prove statistical binding, suppose there exists a malicious committer (C*)%A that breaks

e
the statistical binding of Com * by asking polynomially many queries to Gz, then we construct a malicious
committer (C*)¢ that breaks the statistical binding of Com® by using (C*)©). (C*)E simply runs C* by
answering its queries with G. Since the distributions of the (honest) receiver R in Com® and Rin Com

are identical, the advantage of (C*)€ is equal to that of (C*)¥A. This contradicts the premise that Com® is
statistically binding.

In the rest of the proof, we will show that a commitment scheme relative to G cannot satisfy complete-
ness, statistical hiding, and statistical binding at the same time. Intuitively, this is because the output length
of G is short, so each party can approximate the whole oracle by performing tomography using polynomi-
ally many queries. Hence, the scheme can be reduced to the plain model, modulo the error introduced by
tomography.

QCCC commitments do not exist relative to G,. We will show that there does not exist a complete,
statistically hiding, and statistically binding QCCC interactive commitment relative to G5. Toward contra-

— G ~ ~
diction, suppose Com - (C% RY7) is such a scheme. Consider the following malicious receiver R* (for
brevity, we omit the tilde ~ in the rest of the proof) with classical oracle access to G:

R* in Hiding Experiment:

1. R* runs the commit phase honestly with C' who commits to b (where b was sampled uniformly at
random by C') and obtains the transcript 7.

2. R* performs Tomography (defined in Theorem 9.5) with parameters A = 2724 and v = 27 on
every output state of G to obtain the description, denoted by Gj.

3. If r and G A are not consistent, then R* output a uniform bit b’. Otherwise, R* outputs the more
likely bit b’ from the distribution conditioned on (7, Gp).

For efficiency, R* asks polynomially many queries in Step 2. For every fixed (G, G A), we denote by pg* &
ASGA
the probability that R* guess the committed bit correctly.

Analyze R*. The structure of the proof is similar to proving the completeness of KA, in Lemma 9.6.
Define the event Good in the hiding experiment as

Good= A [TD(w){uel. [du)(Bul) < A

keUi, {0,1}
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We now consider any pair Ga = {{|¢x)}kefo1}: }ir1 and Gy = {{Wk)}ke{o 13+ }i4 such that event Good
occurs. Let Dppig, (resp., DBT|GA) denote the distribution of (b,7) in the honest commit phase of Com

. ~ ~ e — G
conditioned on oracle being G5 (resp., G»). Since C() and R() in Com * (resp., Com A) ask a total of 2¢

queries, one can use {{|Vr)®*}req0.1): iy (resp., {{|¢k>®2q}ke{o 13 }2) to perfectly answer C’s and R’s
queries. From the operational definition of trace distance, we have

A

; 1
dTV(DBT|GA’DBT\§A) <2q- 221 A =

poly(A)

for some polynomial poly.

Define the quantity pg; which is equal to the success probability of R* conditioned on Gy without tomog-
raphy error, i.e.,
« 1
R
== E drv(D - U
PGy 5 +THDT\GA [ v(DBiG,, =7 1)]
1
=-+ Pr [r| G4l - drv(Dpiga,r=r U1), 9)

2 - Commit
where Commit denotes the honest commit phase of Com. By Lemma 9.10 (setting P = Dpr|g, and
Q= DBT\@,\)’ we have
_3
poly(A)”

Finally, after averaging over (Gmé,\)7 the probability pr+win that R* guess the committed bit correctly
satisfies

R* R* R*
Pe, .Gy 2Py —3dv(Daricy Dppia,) = Po, — (10)

*win = E R* ~
PR GA’éA[meGA}
> . RrR*
>E _g}:[Good | Gl 615 [meGA | GA/\GoodH
: o
> E [(1-— I(A)) - . -
> 5 |- negOn) (o8, - 05
. 3
~ - nego) - (2 ] - 25 ) (1)

The second inequality follows from Equation (10) and the following reason: by the correctness guarantee of
Tomography (Theorem 9.5) and a union bound, the probability of Good happening conditioned on any G
is at least 1 — Y2 | 2.y =1 — negl(\).

Next, consider the following malicious committer C*:

C* in Binding Experiment:

1. C" commits to a uniform bit b, runs the commit phase with R honestly, and generates the
transcript 7. The joint state of C* and R after the commit phase is pg,GA)T ® JEAJ.“

2. C* performs Tomography (defined in Theorem 9.5) with parameters A = 2724 and v = 27* on
every output state of G to obtain the description, denoted by Gj.
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3. Upon receiving the challenge bit ch, C* computes the description of the joint state conditioned
on (ch,7,Gy), denoted by PEE@ . If (ch, G, ) is inconsistent, then C* aborts.®
YOTA,

4. C* runs the reveal phase honestly on input ch and state pgh G
YA

%From Lemma 9.3, the joint state is a product state. Moreover, fixing (G, 7) already determines the state of R. So
it is independent of b after conditioned on (Gx, 7).
bNote that it is equivalently to setting pgl'j & to the zero matrix in terms of calculating C*’s success probability.
yGALT

For efficiency, C* asks polynomially many queries in Step 2. For every fixed (G, G A), the probability that
C* successfully opens to ch is

=> > Pr[r|Gal: Pr [b=0b[7,Gpl- Pr [ch=ch|b=b7,G4]
T behe{o.1} Commit Commit Commit

- Pr {Reveal(CGA (ch), RE» p©

GA,GA

h.On T® GAT,T>:Ch

=3 Y PrlIGAl- Prob=b|7.G]-

Commit Commit
T b,che{0,1}

{Reveal(CG‘\(ch) RGA,pChG L@ GA,T,

M‘H;l

T) = ch}

since ch is sampled uniformly and independently.

Analyze C*. Define the event Good in the same way as in the hiding experiment. For every fixed (G, G A)
such that Good happens, consider the following two classical-quantum states corresponding to the joint state
of C and R right after the honest commit phase of Com conditioned on the oracle being G and Ga
respectively:

S
Q
Il

. _ C R
. {Z} 2 5 clr [T 1D =b,Gal- ) (ble © s, r ®0C, - @IT)(TIT,

s
)
Il

Gr {Z}Z 5P b =bGil- bl ® sy  ®of @),
be{0,1 T

where register B is the committer’s private register for storing the input and register T is the public register
~ ~ — G — G
for storing the transcript. Similar to the previous section, since C) and R(") in Com * (resp., Com A) ask

a total of 2¢ queries, one can use {{|Vk)®?7} c0,1}i }oy (resp., {{|1Zk>®2q}k€{0)1}i}§\:1) to perfectly answer
(C’s and R’s queries. From the correctness guarantee of Tomography, we have

1
poly(A)”

TD(¥g,, Vg, ) <2¢- ) 2 A= (12)
=1

In order to analyze the success probability of C* conditioned on (G, G A), we define the following state

Vo= O s 5 oLr [P =0.Gal - I0)(ble @ pf 5, . 0, - @ [r){rlr.
be{0,1} T
We claim that
2

TD(¥g,, ¥, ~ )< —.
Yo Paran) = hoy ()

To prove Equation (13), we introduce the following hybrid state:

Uy = 22~CO§;KT|b=b,GA]-|b><b|B®p§,@A,T®aéA,T®|T><T|T.
bc{0,1} T
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By the triangle inequality, we can bound Equation (13) as

TD(¥,, U, &) < TD(Ta,, Thyb) + TD(Thys, Ty 5 )- (14)

For the first term in Equation (14), we have

1 ~
TO(bG, ) = 3 Y5 TD( Pr (7= Gl s, Pr [ b =Gl s, )
be{0,1} T

= TD(Trr(¥e, ), Trr(¥g, )
< TD(\I’GA, \I/@A)
1
~ poly(n)’
where the first two equalities are because TD(ED, A;, €, Bi) = >, TD(A;, B;) and the inequality is because

the trace distance won’t increase under partial trace; the inequality follows from Equation (12). Similarly,
For the first term in Equation (14), we have

1 ~
TD(Why, Vg, 6,) = Z Z 2 1D (Colr?11r;1it[7— b= GA]’Cowanit[T [b=b, GA])
be{0,1} T

= TD(TI‘CR(\IIGA)’ TrCR(\IléA))

<TD(¥g,,¥g,)

B 1
poly(A)

Thus, the proof of Equation (13) is complete.

Define the quantity pgA which is equal to the success probability of C* conditioned on G5 without tomog-
raphy error:

x 1
Po =Y. Y Pr [r|Gal- ;- Pr[Reveal (094 (ch), B, Sy, - © 08, 707) = ch].
7 che{0,1}

Thus, from the operational definition of trace distance and Equation (13), we have

2
~ ) <
GA,GA) — poly()\)7

c* c*
|pGA,§A _pGA‘ < TD(¥g,, ¥

which implies
2
poly(A)’

By a similar argument to that of Equation (11), the probability poswin that C* successfully opens to ch
satisfies

C* Cc*
pGA7éA Z pGA - (15)

X * 2
o= B G, 6, > - (2 6] - 2. (16)

— G
Trade-off between completeness, hiding, and binding of commitments. Suppose Com " satisfies
e-completeness. In other words,

PComplete =

o1



Z > _Pr [r|Gal- _Pr [b=0]|7,Ga Pr[Reveal(C(b), R, pf g, , ©® oG, ., 7) = b]

Commit Commit
T be{0,1}

>1—c. (17)

— G
Now, for any fixed (Ga,7) in the support of the honest commit phase of Com A, define the success proba-
bilities of R* and C* conditioned on (G, 7):

1
Pr b= - =
ComIr;1it[ b | T GA} 21’

. 1 1 1
péw =3 +drv(DpBig,, Ul) = 5 + B Z
be{0,1}

x 1
PgA,T = Z 3 Pr[ReveaI(C’GA (ch), RC*, pghVGA,T ® O'CR;AJ_, T) = ch].
che{0,1}

W.L.O.G, suppose Prcommit|b = 0| 7,Gp] = % +n and Precommit[b = 1| 7,Ga] = % — n for some 7 € [0, 0.5]
(the opposite case can be proven symmetrically). Thus, it holds that

. 1
pgA,‘r = 5 +77

A straightforward calculation yields
R* c*
pGA T + pGA T

== + n+ Z - Pr Reveal(C’GA (ch), RS~ pS, Gar ® O'GA 7 T) = ch]
che{0, l}

Vv

1
3 +n- (Pr[ReveaKCGA (0), RGA,p&GAJ ® UEAJ,T> = O] - Pr[ReveaI(C’GA(l), RGA,piGA,T ® JSA,T,T> = 1]>

1
+ Z 3 Pr[Reveal(C“*(ch), RE*, pgl,GA’T ® pg, ., T) = ch]
che{0,1}

1 1
+ (2 + n) Pr[Reveal(CGA (0), R, pg,GA’T ® O'CR;A’T,T> = 0]

2
1
+ <2 - 77) Pr[Reveal(C9* (1), R, p$ ¢, ® 0f, -, 7) = 1]
1
=5+ b b=b|7,Gyl- Pr[Reveal(CY4(b), R, p§ ¢, - ® &, +.7) = b]. (18)
be{0,1}

By averaging over (G, 7) in Equation (18) and recalling the definition of pcomplete in Equation (17), we have
. . . . 3
R cry_ R c
él,j:,\[pGA] + E[PGJ = G]AEJ[PGA,T + PGy ) 2 B +PComplete Z5 & (19)

Finally, combining Equations (11), (16) and (19), prewin, PC*win, and € satisfy

PR*win T DC*win 5
1 — negl()\) poly(\)

Y

3
- —&.
2

After rearranging, we have
5(1 — negl(X))

1 1 1 3
e = e = 1 > _2 _
<pR win 2) + (PC win 2) +( neg|(/\)) £ =z 5 2neg|(>\) pOly(>\)

—~— G
Therefore, at least one of {pr+win — 1/2, pc+win — 1/2,€} is non-negligible. That is, Com * cannot satisfy
completeness, statistical hiding, and statistical binding simultaneously. O
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Theorem 9.12. There does not exist a quantum fully black-box reduction (C,S) from QCCC interactive
commitments to (A, w(log(\)))-PRSGs such that C only asks classical queries to the PRSG.

Proof. 1t is essentially the same as the proof of Theorem 9.8. O

Remark 9.13. We compare our results with existing results. Note that our impossibility results only rule
out implementations that ask classical queries to the PRSG. There exist applications that need to query a
PRSG/PRFSG in superposition, e.g., quantum bit commitments [MY21], quantum PKFEs [BGH+23], etc.
However, all of them require quantum communication. It is less obvious how this would be helpful in the
QCCC setting. We leave the generalization of the impossibility results as an open problem.

Next, since PRS generators can be constructed from one-way functions in a black-box way [JLS18],
one might wonder whether Theorem 9.8 is already implied by the classical separation result between key
agreements and one-way functions [IR89; BMO09]. In other words, can we prove Theorem 9.8 by using a
(classical) random oracle? We pointed out that all currently known constructions of PRS generators from
one-way functions [JLS18; BS19; BS20; GB23; JMW23] require quantum oracle access. The impossibility
of QCCC key agreements in the quantum random oracle model was studied in [ACC+22[, where they ruled
out perfectly-complete key agreements based on a conjecture. However, Theorem 9.8 separates imperfectly-
complete key agreements from w(log(A))-PRSGs without relying on any conjecture. Hence, the two results
are incomparable.

9.4 Extending the Separation Results

We observe that our technique can also separate QCCC key agreements and commitments from classically
accessible (A, m,n)-PRFSGs with n = w(log(\)) and m being arbitrary. Recall that currently there is no
construction of long-input PRFSGs (i.e., m = w(log()\))) from PRSGs. Hence, the separation might be
strictly stronger. To prove it, we strengthen the separating oracle by increasing the number of oracles as
G = {{Gk.x}k,2ef0,13> }ren. In this way, G can support answering the classical query on key k and input z.
The rest of the proof is identical to the case of (A, w(log(A)))-PRSGs.
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A Related Work

A.1 Quantum Pseudorandomness: State of the Art

We present the state of the art of the pseudorandomness notions in the quantum world. We will only restrict
our attention to two notions relevant to this work. The open problems will be italicized.

Pseudorandomnes State Generators (PRSGs). The concept of pseudorandom state generators
(PRSGs) was introduced in a seminal work by Ji, Liu and Song [JLS18]. Roughly speaking, it states
that any computationally bounded adversary cannot distinguish whether it receives many copies of a state
produced using a pseudorandom state generator on a uniform key versus many copies of a single Haar state.
We summarise the state of the art of PRSGs below. We use the notation (A, n)-PRSG to denote a PRSG
with A being the key length and n being the output length. The number of copies of the state given to the
adversary is denoted to be t. Unless otherwise stated, ¢t will be an arbitrary polynomial in A that is not fixed
ahead of time. If ¢ is indeed fixed ahead of time then we denote such a notion by (A, n,t)-PRSGs.

e n > ) (stretch): It is known that (A, n)-PRSGs exist assuming one-way functions [JLS18; BS19; BS20]
or even pseudorandom unitaries®? [JLS18; MPSY24; CBB+24]. Even to design (A, n,1)-PRSG, we
need computational assumptions and in fact, (A, n,1)-PRSG is implied by multi-copy PRSGs with
output length Q(log()\)) [GIMZ23]. However, it is not known if stretch (n,\)-PRSGs exist under
weaker assumptions, although we do have some candidates inspired from random circuits [AQY22].
There is some evidence to believe that stretch PRSGs might be weaker than any existing classical
cryptographic assumption [Kre21; LMW23].

e n < A: This can be broken down into three parameter regimes:

— n < c-log(A), for some ¢ € R: (n, A)-PRSGs exists unconditionally [BS20].

32 An efficiently computable keyed circuit is a pseudorandom unitary if any adversary cannot distinguish whether it has oracle
access to the keyed circuit or a Haar unitary.
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— n € Qlog()): for n > log()), it was shown [AGQY22| that (A, n)-PRSGs cannot be uncondition-
ally secure. However, assuming one-way functions, (n, A)-PRSGs was shown to exist [JLS18; BS19;
BS20] or even pseudorandom unitaries [JLS18; MPSY24]|. Designing (A, n)-PRSGs from weaker
assumptions is an interesting direction. There seems to be a separation between n = ©(log()))
and n = Q(log(\)) as shown in [ALY23; BM+24; CM24]. On the other hand, when ¢ is known
ahead of time, (A, n,t)-PRSGs with statistical security, where A could be much larger than n, are
implied by state designs.

Pseudorandom Function-Like State Generators (PRFSGs). The notion of pseudorandom function-
like state generators (PRFSGs) was introduced in the work of [AQY?22] as a quantum analogue of pseudo-
random functions. Unlike pseudorandom state generators, in the case of PRFSG, we can use the same key
to generate many pseudorandom states, indexed by classical strings. We summarise the state of the art of
PRFSGs below. We use the notation (A, m,n)-PRFSG to denote a PRFSG with A being the key length,
m being the input length and n being the output length. The number of copies of the state given to the
adversary is denoted to be t. Unless otherwise stated, ¢t will be an arbitrary polynomial in A and not fixed
ahead of time. If ¢ is indeed fixed ahead of time then we denote such a notion by (A, m,n,t)-PRFSGs.

e m = O(log()\)): It is known that (A, m,n)-PRFSGs, for some n, exist based on PRSGs.

o m = w(log(A)): While we know how to construct (A, m,n)-PRFSGs from one-way functions [AGQY22],
it is not yet known that stretch (A\,m,n)-PRFSGs exist assuming PRSGs.

In the case when ¢ is known ahead of time, unitary designs can be used to achieve statistically secure PRFSGs.

A.2 Comparison with [CCS24] and [AGL24]

The common Haar state model was concurrently introduced by [CCS24] and an earlier version of this
work [AGL24]. Even though the main theme — studying feasibility and separations in the CHS model — was
common among both the works, there were two main differences. Firstly, [CCS24] showed the feasibility of
1-copy PRSGs whereas [AGL24| showed the feasibility of bounded-copy PRSGs with simplified construction
and its analysis. Secondly, [CCS24] showed a separation between 1-copy PRS and unbounded-copy PRS
which is unique to their work.

Subsequent to both [CCS24] and [AGL24], we improved upon [AGL24] to show that even bounded-query
PRESGs exist in the CHS model. We also demonstrate optimality, in terms of the query bound, of our
construction. We also added separation results in the revised version (Section 7, Section 8 and Section 9).

B Alternative Proof of Lemma 4.8

Proof sketch of Lemma 4.8. The first part of the proof is the same as in [Col23]. Here we introduce the
required notations and omit the details. Let d := 2™ and

> o= X B (2 @Iz e 1)

ze{0,1}" ze{0,1}"
= E 3 [z P s@)(s@l(27 2 19™)]
t€ldm+1 470 1ym

= d+m ST UGl e IF™)sE ) s@(15) (] @ 19™)
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So we have

d+m

o 1% = m“ S DY Y, |J Yl @ [s(E)) (s(E)]-

7€{0,1}" 0<r<m ¢ teTm

Note that o~/ is PSD with the largest eigenvalue |o=1/2|| = (g::?) (m+1)/d (when r = 0). In [Col23],
the main technicality is to show Equation (28):
E T ( —1/2 71/2) < C’/ m L m7
I\ pz0 z0 )
z+{0,1}" P P d &3

—1/2

where C’ > 0 is some constant. Here, we provide an alternative and simpler proof. Since o and p, are

both PSD, the matrix o~ /2p,0~1/2 is PSD as well. As p, is a density matrix, we have
Tr(pm ) 071/2%071/2) < H071/2PI071/2H'
Then we use the submultiplicativity of the operator norm to obtain

HU_I/QPTU_UQH
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2
= Ha*1/2H E  |s(8))(s(2)| (unitaries have a unit operator norm)
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Hence, it holds that
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