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Abstract. Lattice-based succinct arguments allow to prove bounded-norm satisfiability of relations,

such as f(s) = t mod g and ||s|| < 8, over specific cyclotomic rings Ok, with proof size polylogarithmic

in the witness size. However, state-of-the-art protocols require either 1) a super-polynomial size
modulus ¢ due to a soundness gap in the security argument, or 2) a verifier which runs in time
linear in the witness size. Furthermore, construction techniques often rely on specific choices of

K which are not mutually compatible. In this work, we exhibit a diverse toolkit for constructing

efficient lattice-based succinct arguments:

(i) We identify new subtractive sets for general cyclotomic fields K and their maximal real subfields
KT, which are useful as challenge sets, e.g. in arguments for exact norm bounds.

(ii) We construct modular, verifier-succinct reductions of knowledge for the bounded-norm satis-
fiability of structured-linear/inner-product relations, without any soundness gap, under the
vanishing SIS assumption, over any K which admits polynomial-size subtractive sets.

(iii) We propose a framework to use twisted trace maps, i.e. maps of the form 7(z) = +-Tracex /g (a-z),
to embed Z-inner-products as R-inner-products for some structured subrings R C Ox whenever
the conductor has a square-free odd part.

(iv) We present a simple extension of our reductions of knowledge for proving the consistency
between the coefficient embedding and the Chinese Remainder Transform (CRT) encoding of s
over any cyclotomic field K with a smooth conductor, based on a succinct decomposition of the
CRT map into automorphisms, and a new, simple succinct argument for proving automorphism
relations.

Combining all techniques, we obtain, for example, verifier-succinct arguments for proving that s
satisfying f(s) = t mod ¢ has binary coefficients, without soundness gap and with polynomial-size
modulus q.

1 Introduction

A fundamental and recurring task in constructing lattice-based succinct arguments is to prove knowledge
of a committed vector s € R™ over a ring R which satisfies norm-bound constraints, such as ||s|| <
(. For instance, such protocols could be extended directly into a succinct argument for structured
languages [CLM23], combined with quadratic functional commitments to yield succinet arguments for NP
[ACL*22, CLM23]*, or transformed into polynomial commitment schemes [FMN23, AFLN23, CMNW24]
which allow compiling polynomial interactive oracle proofs [BCS16] into succinct arguments.

As evidenced in prior works [Lyul2, LNP22, BS23], the currently most efficient lattice-based (non-
)succinet arguments operate over rings of integers R := Z|[(] of cyclotomic number fields K := Q((),
where ( is a primitive f-th root of unity for f = poly()\). Indeed, the ability to construct exponential-sized
low-norm challenge sets over R allows the aforementioned protocols to achieve negligible soundness in
one-shot while maintaining relatively small lattice parameters. However, this comes at a cost of the
following two complications.

*Work done at Aalto University. The author’s affiliation changed before publication.

4[ACL 22, CLM23] relied on the knowledge-kRISIS assumption for the knowledge soundness of well-formedness
of commitments. However, the assumption has subsequently been cryptanalysed [WW23, DAFS24], rendering the
security proofs vacuous.



Correctness Gap. The first one can be described as the correctness gap. Namely, most of the recursion-
based protocols start with the initial witness sg := s, and in the i-th iteration, an honest prover somehow
folds the “current” witness s;_1 into a new one s;; thus shrinking the dimension of the witness, but
simultaneously, increasing its norm. At the end, say after p iterations, the prover outputs the final witness
s, of small (potentially constant) dimension. Suppose there exists some  such that foralli =1,..., 1 we
have ||s;|| < 7-||si—1]|- Then, in order to maintain correctness, one must inherently choose ¢ > -5 > |[s,.||.
We call this phenomenon the correctness gap, since if our only task were to commit to s using a standard
lattice-based commitment scheme, setting ¢ = O(3) would suffice®.

Soundness Gap. A more concerning issue is the soundness gap. A vast majority of prior works based on
cyclotomic rings encounter the problem that the extracted witness s is not necessarily short, but it is of
the fractional form s := z/¢ mod ¢, where ¢ is the proof system modulus and both z € R™ and ¢ € R are
somewhat short (but ||z| is larger than /). Even though this relazed soundness suffices to construct basic
primitives, such as signature schemes [Lyul2, DKL118], verifiable encryption [LN17], or few-time verifiable
random functions [EKST21], it is not enough when the required functionality naturally involves proving
exact norm bounds (e.g. in set membership and range proofs). But especially in the context of succinct
arguments built in a recursive manner, dealing with the slack and other norm-growth related issues have
shown to have enormous impact on setting up the parameters [BLNS20, BCS23, AL21, AFLN23] , such
as picking super-polynomial modulus ¢, which makes the aforementioned schemes seem barely practical.

Prior works. Since the soundness gap seemed to be the main efficiency bottleneck of lattice-based
succinct arguments, several works naturally tried to address this issue first. To begin with, Albrecht and
Lai [AL21] designed a lattice-based argument of polylogarithmic size, where the extracted witness s is
somewhat short. The key ingredient of [AL21] was the notion of subtractive sets. Namely, a set S C R is
called subtractive if for any two distinct elements ¢, ¢’ € S, ¢ — ¢’ is invertible over the ring R. Since the
invertibility is independent of the proof system modulus g, the latter can be picked freely so that the
inverse (¢ — ¢’)~! is short relative to g. Further, it was shown how to construct such subtractive sets of
cardinality p in cyclotomic rings of prime power conductors f := p*. Thus, using subtractive sets as a
challenge space for the verifier, one can argue that the extracted witness § := z/¢ has low norm, because
1/¢ itself is short. However, this approach comes at a cost of non-negligible soundness error (due to the
size of subtractive sets), and therefore some sort of soundness amplification is necessary. Furthermore,
the protocol itself still does not manage to prove the exact norm bound, i.e. ||s|| < §. In fact, in the
context of recursive succinct arguments, the norm of the extracted witness can only be upper bounded by
A# 9O . 3 for some 6 ~ §.

In the setting of power-of-two cyclotomic rings, the strategy above falls apart completely since there
exists no subtractive set of size larger than two [Len76, AL21]. Hence, a different methodology has recently
been developed. Notably, Beullens and Seiler [BS23] proposed a succinct argument, LaBRADOR, for
proving [|s]|? < 3% (among other relations), inspired by the following two-fold approach from [LNP22]:

(i) Approximate shortness proof. Prove that s is somewhat short.
(ii) Zg-Inner product proof. Prove that ((¢(s),9(s)) (mod q)) < 32, where 9(s) is the coefficient vector
of s.

Combining (i) and (ii), one can argue that for a large enough modulus ¢ no modulo wrap-around occurs,
and therefore (1(s),(s)) < 3% holds over Z.

In order to prove (i) without relying on subtractive sets, LaABRADOR uses the Johnson-Lindenstrauss
random projection technique [BL17, LNS21, GHL22]. The idea is that the verifier will first generate
an integer matrix B with short (binary or ternary) values as a challenge, and the prover then outputs
P(v) := Be(s) (mod gq). Afterwards, the verifier checks whether ¢(v) is of low norm (which is true in the
honest executions, since both B and 1 (s) are). Finally, the prover needs to prove wellformedness of ¢ (v),
i.e. the linear equation By(s) = ¢(v) over Z,. The crucial soundness argument is that if the extracted s
was not short, then with high probability (dictated by the number of rows of B), 1(v) = B(s) would not
have low norm, which leads to a contradiction. Unfortunately, the random projection strategy inherently
requires the verifier to generate the matrix B, which itself has length O(m). As a consequence, the verifier

SFor presentation, we omitted the factors related to the security parameter \.



runtime becomes essentially linear in the witness size, which may not be satisfying in certain real-world
use cases.

We highlight that both (i) and (ii) require some kind of inner product proof over Z,; either between
two committed vectors, or between one public and one committed vector. Since the underlying protocol
natively operates over cyclotomic rings R = Z[(], it is essential to transform Z-relations into equivalent
ones over the ring R. To this end, it was shown in [LNP22] that for any two elements a,b € R of a
power-of-two cyclotomic ring, the constant term® of a - b € R is exactly equal to the inner product
(¥(a), (b)) € Z, where 1(a),y(b) are the coeflicient vectors of a, b respectively and ~ here denotes the
complex conjugation. This observation allows us to translate proving inner products and linear relations
over integers into proving statements about constant terms over the ring R. Finally, LaBRADOR makes
use of the fact that inner product relations over R are “folding-friendly” and can be efficiently proven in
a recursive manner.

Interestingly, LaBRADOR also managed to circumvent the correctness gap by taking inspiration from
the “decompose-then-hash” paradigm used in lattice-based Merkle trees [PSTY13]. Intuitively, using
the notation above for describing recursive-based protocols, instead of folding the intermediate witness
s;_1 directly into a new one s;, an honest prover would first decompose s;_1 (w.r.t. some decomposition
base b) into multiple vectors (s;_1,;);jefq of much smaller norm and then fold all of them together into a
new witness s;’. By carefully picking various parameters, such as b, one can ensure that, in an honest
execution, if ||s;—1]| < B, then we must have ||s;|| < 8. This technique was also adopted in a recent folding
scheme called LatticeFold [BC24].

Bridging the gap. At a high level, the aforementioned approaches to prove shortness seem somewhat
orthogonal. For § = p*, where p = poly(]) is a large enough prime, one can rely on subtractive sets to
efficiently prove approximate shortness (i) with succinct verification [CLM23]. However, it is unknown
how to translate proving Z,-relations, as in (ii), into equivalent relations over odd prime-power cyclotomic
rings. On the other hand, for f = 2*, one can apply the Johnson-Lindenstrauss projection strategy to
prove both (i) and (ii), but at the cost of slow verification time.

Hence, it is an important research question whether there exist cyclotomic (or other) rings R, which
contain subtractive sets of fairly large size, and at the same time, expose efficient packing and batching
techniques for turning relations over Z (or more generally, other base rings) to relations over R. An
affirmative answer, together with existing optimisations, would then yield a practical lattice-based succinct
argument for proving exact norm bounds with fast verification.

1.1 Owur Contributions

In this work, we present a versatile toolkit for constructing lattice-based succinct arguments that eliminate
correctness and soundness gaps while maintaining succinct verification. Our contributions are outlined as
follows:

Succinct Arguments for Bounded-Norm Satisfiability. We design a lattice-based succinct argument
system for bounded-norm satisfiability of structured linear and inner-product relations. Our system retains
features of previous protocols, such as transparent setup, quasi-linear-time prover, and polylogarithmic-
time verifier, while simultaneously eliminating any correctness and soundness gaps. Consequently, our
argument system achieves asymptotically the most attractive proof sizes, which are smaller by at least a
factor of 2(log? \) smaller than the prior state-of-the-art constructions (see Figure 1 for more details).
Furthermore, our protocol’s modular design allows for straightforward analysis and customisation, making
it adaptable to various applications.

Subtractive Sets. Our protocol uses subtractive sets as challenge sets. While subtractive sets for
prime-power cyclotomic rings are well-known, the non-prime-power case seems less studied. Motivated by
the need of non-prime-power rings (e.g. for the twisted trace technique, see below) in some applications,
we identify a subtractive set for cyclotomic rings Z[(;] of non-prime-power conductor f with a cardinality
of §/fmax, where fmax is the largest prime-power divisor of f. Additionally, we identify subtractive sets

5We say that ao € Z is the constant term of the ring element a = fz(g ai¢’ e Z[¢]-

"For soundness, the prover needs to prove additional relations involving (si—1,5)jele-



’ scheme assumptions ‘ proof size ‘

[BCS23] M-SIS O (log® m - **/105)
[CLM23] vSIS O (log5 m - A% flog? /\)
[FMN23]  PowerBASIS | O (log®m - A*/105? »)
[AFLN23] M-SIS O (log® m - 3 /10g? 2)
[CMNW24] SIS O(log® m - A?)
This work vSIS (0] (log3 m - 2*flog? A)

Fig. 1. Asymptotic efficiency of our commitment opening proof (in bits) and comparison with prior interactive
proofs which support succinct poly(log m, A) verification time. Here, A is the security parameter and m is the length
of the committed vector. For each construction, the proof size corresponds to the soundness error poly(\, logm)- 272,
The SIS-related parameters were chosen with respect to the methodology from [MRO09] for running BKZ on
block size b = O(A). For [BCS23, CLM23, FMN23] as well as our scheme, which only achieve inverse-polynomial
soundness in one-shot, we applied a standard soundness amplification by parallel-repeating the protocol by a
factor of O(\/log A\). We highlight that for the sizes reported from [AFLN23, CMNW24], the knowledge extractor
runs in expected super-polynomial time in m and .

over the real subrings Z[(j + ¢~ 11, with a cardinality of (p 4 1)/2 for prime-power conductors § = p* and
|/ (2fmax)] for non-prime-power f.

Embedded Z-Inner-Products via Twisted Trace. While our protocol supports proving inner products
over rings such as Z[(j], higher-layer applications may require proving inner products over Z, e.g. for
proving that a committed Z-vector is binary. Unfortunately, efficient methods for embedding Z-inner
products to Z[(s]-inner products were only known for § = 2¢ being a power of 2, which is problematic
because subtractive sets over Z[(,a] are of cardinality at most 2. We extend the existing embedding
method to any ring of the form Z[(ou] ® Z[Cp, + (' @ ... @ Z[Cp,_, + ¢,1 ], where po, ..., pp_1 are
distinct odd primes. This is achieved by replacing the “constant term map” with a “twisted trace map”
defined as: 7(z) = 3 Trace(a - 2).

Succinct Consistency Proof for CRT. Another typical way of embedding Z-relations into Z[(s]-
relations is via the Chinese Remainder Transform (CRT). However, this requires proving that the witness
vector is committed in both the coefficient embedding and its CRT coefficients consistently, and known
consistency proofs are not succinct. Using the fact that the CRT over cyclotomic fields with smooth
conductors can be succinctly represented through a few automorphism evaluations, we derive a succinct
argument for the consistency between the commitment of the coefficient embedding and that of the CRT
coefficients. At the core of our succinct consistency proof is a new succinct argument that verifies whether
two committed vectors are related by an entry-wise automorphism.

2 Technical Overview

Throughout this work, we will assume that I = Q(() is a cyclotomic field with conductor f and degree
© = p(f) = poly(A), and Ok = Z[(] is its ring of integers. For some of our results, we will further require
K+ =Q(¢ + ¢~1), the maximal real subfield of K, and its ring of integers Ox+ = Z[¢ + (~!]. Depending
on the context of a specific section, we will use R C Ok to denote a ring of interest to that section. Unless
specified, we measure the norm of elements and vectors by their £o-norm over the canonical embedding over
K. Our results can be divided into three parts, which we overview in Section 2.1, 2.2, and 2.3 respectively.

2.1 Subtractive Sets

In Section 4, we expose subtractive sets over O with non-prime-power conductor f, and over O+ with
both prime-power and non-prime-power conductors, with favourable properties, i.e. they have poly(\)
cardinality and small expansion factors. These subtractive sets can be used in any lattice-based arguments,
and in particular those developed in this work.



A set S C R is said to be subtractive over R if for any two distinct elements ¢,¢’ € S, it holds that
c—c € R*,ie. c—c is a unit. This concept is prevalently linked with the examination of Euclidean
number fields [Len76] and has also found relevance in lattice-based cryptography, specifically in argument
systems and secret sharing [AL21]. An explicit creation of an upper-bound-matching cardinality p is
evident in a cyclotomic ring R = Ox with a prime-power conductor f = p*. On the other hand, we are
not aware of explicit studies of subtractive sets regarding other cyclotomic rings and their subrings.

For applications in lattice-based cryptography, the most relevant measures of the quality of a subtractive
set S are its

(i) cardinality |S|, which inversely affects the knowledge error of argument systems using S as a challenge
set,
ii) “expansion factor” v = =g, i.e. how much the norm of an element grows when multiplied with an
Y=
element in S, which affects the “correctness gap” of lattice-based argument systems,
(iii) “inverse-expansion factor” 6 = g, i.e. how much the norm of an element grow when multiplied with
(¢ — /)71 for distinct ¢, ¢’ € S, which affects the “soundness gap” of lattice-based argument systems.

For R = Ok with prime-power conductor § = p*, it is known [Len76, AL21] that there exists a subtractive
set S of cardinality p and expansion factors v, 8 ~ p.

Our main result in this part is the exposition of the subtractive set S = {( ’} of cardinality

1E€[f/fmax]
|S| = f/fmax for any conductor f with at least two distinct prime factors, where fiax is the largest

prime-power factor of f. Notably, the expansion factor is v = 1, i.e. the norm of an element does not
grow when multiplied with an element from S, while the inverse-expansion factor 6 =~ § is similar to the
existing result for prime-power rings.

For completeness, we also expose related subtractive sets over O+ for both prime-power and non-
prime-power conductors.

2.2 Tight Succinct Argument for Bounded Norm Satisfiability

In Section 5, we work with R = Ok or Ox+. We present a new lattice-based succinct argument for
proving the bounded norm satisfiability of structured linear and/or inner-product relations, denoted by
Zlin and Z' respectively. More concretely, the argument system allows to prove knowledge of a short
vector w € R™, with m = d*, satisfying
— a linear relation Fw = y mod ¢, where F =F,_;e... ¢ Fy € Ry*"™ can be expressed as a row-wise
tensor product of p matrices F; € RZ”Q and
— (optionally) an inner-product relation (w, a(w)) mod ¢, where « is either the identity function or the
complex conjugate (specified publicly).

Our argument system consists of O(u) = O(log, m) rounds and is public-coin, and can thus be made non-
interactive via the Fiat-Shamir transform. The prover time is quasi-linear in the size of the statement, and
both the proof size and the verifier time are polylogarithmic in the statement size. It can be instantiated
with a transparent setup. For example, the rows of F could contain a random commitment key of the
vSIS commitment scheme [CLM23] and evaluations of monomials at different evaluation points. This
turns the vSIS commitment scheme into a polynomial commitment scheme, which can then be used to
compile a PIOP into a SNARK.

Correctness and Soundness Gaps. A distinguishing feature of our argument system is that it is free
of the so-called “correctness gap” and “soundness gap”.

The correctness gap refers to the phenomenon that although the prover’s witness w is of norm at
most 3, the norm check performed by the verifier in the protocol is against a bound ' > 3. Typically,
e.g. in lattice-based Bulletproofs, we have 8’ ~ (1 + v)*S. Using the subtractive set suggested in [AL21]
and picking p = log A, the gap 3'/8 =~ (1 + )" is super-polynomial in A. Note that if the subtractive set
suggested in Section 4 with v = 1 is used, then the correctness gap is immediately reduced to poly(\) but
still greater than 1 (i.e. no gap).

The more challenging issue is that of the soundness gap, which refers® to the limitation that, in
addition to the correctness gap 5’/, the witness produced by a knowledge extractor is of even larger norm

8In general, the soundness gap consists of a “stretch”, i.e. increase in witness norm, and a “slack”, i.e. a
multiplicative approximation factor. Using a subtractive set, the slack can be eliminated.



a) Lattice-based Bulletproofs.
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Fig. 2. Overview of the evolution of a prover witness wo to an extracted witness w( in lattice-based Bulletproofs
and in Split-and-Fold + Norm-Check.
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Fig. 3. Structures of Split-and-Fold (left) and Norm-Check (right) protocols.

B* 3> 3. Using the example of lattice-based Bulletproofs again, we have 8* ~ (20)3# 5" a (1+~)*(26)348.
Since no currently known subtractive set (including those suggested in Section 4) achieves § = O(1), the
soundness gap problem cannot be solved by simply using a different subtractive set, at least until more
favourable sets are found.’

Figure 2 overviews the evolution of a prover witness wy to an extracted witness wyj in lattice-based
Bulletproofs and in this work.

Lattice-based Bulletproofs. In Fig. 2 part a) for Bulletproofs, each arrow in the top row represents
one Bulletproofs folding step, where w; denotes the intermediate witness after the i-th folding step. The
norm of the i-th round prover witness w; grows by a multiplicative factor of (around) v compared to the
previous round prover witness w;_1. The last round witness w,, is then of norm around Bv*, i.e. with
correctness gap v*. The vertical arrow is trivial since the last-round prover witness is sent in plain, i.e.
w;, = w,,. Each arrow in the bottom row represents a “traditional witness extraction step”, i.e. moving
one layer up in the tree-special soundness witness extraction, where w; denotes the extracted witness at
depth i. The norm of the i-th round extracted witness w} grows by (roughly) a multiplicative factor of 63
compared to the previous round extracted witness w;_,. The final extracted witness wjj is then of norm
around By*#3# i.e. the soundness gap is y*03H.

Split-and-Fold and Norm-Check. To eliminate correctness and soundness gaps, we propose two
modular protocols called Split-and-Fold and Norm-Check, each of which is a composition of atomic
elementary building blocks — (b-ary) Decomp, Split, Fold, Linearise, and Batch. The structures of Split-
and-Fold and Norm-Check, designed to eliminate the correctness and soundness gaps resepectively, are
depicted in Fig. 3. These protocols are designed to run in an interleaved manner to restrict the norm
growth of the witness and to aid witness extraction. The lattice-based Bulletproofs protocol can be seen

“We believe that a slightly better but still super-polynomial soundness gap of 3*/8" ~ (1 + ~)*(20)* can be
achieved using a technique called “short-circuit extraction” [HKR19].



as a repeated execution of the barebone Split protocol and Fold protocol without any norm-restricting
mechanisms.
The Split-and-Fold and Norm-Check can be summarised as follows:

Split-and-Fold. The purpose of the Split-and-Fold protocol is to shrink the dimension of the relation to be
proven without increasing the norm of the witness. On input a Z''" instance (F,y) with witness w of norm
at most [, run the Decomp protocol to decompose the witness into b-ary parts. This splits (F,y) into ¢
sub-instances (F,y;) each with witness w;. If b is small, each sub-witness w; norms at most b/2 < 3.
Then, for each sub-instance (F,y;) with witness w;, run the Split protocol to peel off one tensor factor of
F, i.e. factor F into F = R e F and decompose w; into (w; ;);epq- Each sub-instance is thus further split
into finer sub-instances (F, vi ;) for some appropriate y; ; with witnesses w; ; still of norm at most b/2.

Finally, the Fold protocol is run to merge all sub-instances into a single instance (F,y) with witness w.
For appropriately chosen b, we should end up with a next-round witness w of norm at most 3 again.

Note that the above suffices to eliminate the correctness gap, i.e. if the Split-and-Fold protocol were to
be run recursively, the intermediate and hence final witnesses of the prover will remain to have norm at
most 8. However, given an extracted next-round witness w of norm at most 3, the knowledge extractor
could only extract a candidate witness of norm at most =~ 63. To improve the norm bound to 3, we need
to interleave a Norm-Check protocol, as described below, between executions of Split-and-Fold.
Norm-Check. The purpose of the Norm-Check protocol is to upgrade a relaxed norm bound guarantee to
a tight norm bound guarantee. On input a =™ instance (F,y) with witness w of norm at most 3, the
prover sends the value t = (w, W)% to the verifier, who can check that Trace(t) < 82. If ¢ is computed
correctly, then Trace(t) is precisely the square of the canonical ¢o-norm of w, which the verifier checks to
be at most §2. It thus remains for the prover to prove that ¢ is computed correctly, along with all the other
relations. To do so, the prover encodes w as the coefficients of a polynomial g(X), and commit to the
coefficients of the Laurent polynomial L(X) = g(X) - g(X ~!). This reduces the problem to checking that
L is computed correctly and has constant term ¢, both of which can be expressed as relations captured by
=lin

Two issues remain: First, the norm of the coefficients of L(X) is around /32 instead of 3. To tackle this,
the prover runs the Decomp protocol (in a non-black-box manner) to shrink the coefficients of L(X) back
to norm [, at the cost of spawning new sub-instances. Second, the extra checks for L being computed
correctly and L(0) = ¢ introduce more constraints which would translate to higher communication cost
when handled naively. To tackle this, the parties run the Batch protocol to compress the newly added
constraints with the existing ones. Finally, we use again the Fold protocol to merge all sub-instances into
one.

In Fig. 2 part b) for “Split-and-Fold + Norm-Check”, each horizontal arrow in the top row represents
one “split-and-fold” step which replaces a Bulletproofs folding step. The effect of this is that the norm of
w; remains at most 8 for all 4, i.e. the correctness gap is eliminated. Each vertical arrow from w; to w;
for ¢ < p represents one “Norm-Check” which is used to prove that the norm of the current witness w;
is at most (. For this step, it is important that the norm function is chosen to be the £>-norm over the
canonical embedding, so that it can be expressed in terms of the (complex) inner product which is natively
supported by our protocol. This proof upgrades the bound ||w}|| < 5 guaranteed by a traditional witness
extraction step to a tighter bound ||w}|| < 3, i.e. the soundness gap is eliminated.

2.3 Embedding Z-Inner Products

Lattice-based succinct arguments such as those constructed in Section 5 typically support proving relations
over a ring R natively. However, in many applications, we would like to prove algebraic statements given
over Z, which motivates the question of how to reduce a statement over Z to statements over R, so that
a proof of the latter implies a proof of the former. Specifically, we consider the task of proving that some
(committed) vectors x,y € Z™° satisfies (x,y) = z for some given z € Z. This task is of particular interest
since, for some applications (e.g. constructing verifiable delay function [LM23]) it is necessary for the
prover to prove that the witness is not only short but in fact binary. More generally, the application might
require the prover to show a proof for x € [a, b|™® for some a,b € Z, which is not immediately implied by
a bounded-norm guarantee.

To prove binariness, the basic idea is, for a witness w € Z™9, to use the equivalence w € {0, 1}7’“S =
(1"“5 —w,w)z = 0 to reduce checking the binariness of w to checking that some transformed witness



vector over R is short and satisfies some linear and inner-product relations, where R C Oy is of dimension
d | ¢ when viewed as Z-modules.

Existing Embedding Methods. We are aware of three ways to embed Z-inner products into R-inner
products in the literature, each with a significant drawback:

(i) Naive embedding: Interpret each Z element as an R element via the inclusion Z C R, and interpret
the Z-inner product as an R-inner product. This incurs a multiplicative overhead of ¢ in terms of
statement and witness sizes, which translate into overheads in prover and verifier computation, proof
size, etc.

(ii) Coeflicient embedding: Divide the witness into blocks containing ¢ Z-elements, and encode each block
as an R element via the (inverse-)coefficient embedding!'® 1~! : Z™® — R™. For certain R, we have

(x,¥)z = ct((™ (%), Y71 (¥))®)

where ct(-) denotes the constant term of the coefficient embedding.
This embedding has a convenient property that it is (somewhat) norm-preserving, i.e. x is short if and
only if 1»~1(x) is also short (in both coefficient and canonical embedding). However, this approach
only works for Z[(,4]. This is problematic since the largest subtractive set over Z[(y4] is {0, 1 }.

(iii) CRT embedding: Let the witness vectors be such that x,y € Z;”‘S for some (typically small) prime p
which splits completely in R. Divide the witness into blocks of § Z elements, and encode each block
as an R element via the (inverse-)CRT embedding CRT,, L. Zgﬁ — Ry". It holds that

(x,¥)z = (1°,CRT,, ((CRT, ' (x), CRT, }(y))) ), mod p.

This approach is powerful in that it not only supports proving about Z,-inner products, but in fact
about Z,-Hadamard products x ©® y mod p, which is more fine-grained. However, to turn a claim
about Zy-inner products into a claim about Z-inner products (without reduction modulo p), we would
additionally need to prove that ||(x,y)||., < p/2, so that the reduction modulo p has no effect. Since
CRT,, does not respect the geometry of Z and R, this approach usually requires the prover to commit
to the witness vectors in both the ~1(-) and CRT;1(~) encodings, prove that the former is short, and
prove that the two commitments are consistent. An issue here is that existing proofs of consistency
between the two encodings (e.g. [BS23, LNS20]) do not have a succinct verifier, i.e. they run in time
linear in the witness size.

In the following, we highlight how the aforementioned issues regarding the coefficient and CRT
embeddings can be solved over certain (wide) range of rings.

Twisted Trace Maps. In Section 6, we generalise the coefficient embedding technique over power-of-2
rings to a wide range of other rings. Recall from the above that, over Ox with a power-of-2 conductor,
it holds that (x,y)z = ct((¥»"}(x),%~1(y))r). In fact, the constant term function can be expressed as
ct() = i - Tracex /g(-) where Tracex g denotes the field trace, and the power basis {1,¢,.. L¢Py
satisfies 1.e. the power basis is orthogonal with respect to the field trace.

The above point of view motivates the search for ideal lattices with Z-bases orthogonal with respect
to the field trace. This leads us to the literature of lattice constellations. In particular, we extract the
following embedding method from [BFOV04]: Over Ox+ with prime conductor f, there exists an (efficiently

computable) basis b™ € O,ﬁf and a twist element o € O+ such that

1 _ —
(x,y)z = foTrace;C/Q(a (Pt (%), Yt (V))R)
where ¥+ : O+ — Z#/2 denotes the coefficient embedding with respect to the basis b*. Furthermore,
adapting a result from the same work [BFOV04] regarding tensor products of rings, we extract similar
embedding methods based on twisted trace maps for rings R of the form R = Ok, ® O,C; .. '®O}c; ,
0 k—1

where the subscripts of L denote the conductors the respective factor rings and py, ..., pr—1 are distinct
odd primes. This captures power-of-2 rings as a special case. Notably, since such R generally have
non-prime-power conductors, they are compatible with the subtractive set for non-prime-power rings
exposed in Section 4.

OFor example, with respect to the power basis {1,¢,...,¢?71} of a cyclotomic field, the coefficient embedding
of an element x = Zie[ap] x;¢" is denoted as ¥(x) = (zi)ic[e]-



Succinct Proof for Consistency of CRT. As highlighted earlier, the missing piece, required to harness
the power of the CRT embedding for Hadamard and inner products, is a verifier-succinct argument for
proving the consistency between the coefficient embedding and the CRT embedding. More precisely, we
need a succinct argument for proving that two ring vectors w, w’ € R™ satisfy

¢(w) = CRT,(W') mod p. (1)

In Section 7, we present a protocol for performing this task over R = Ox where the conductor f is
w-smooth, i.e. all its prime factors are at most some small integer w, with proof size and verifier time
scaling linearly in wlog,, f. In other words, if w = O(1), then the complexity is logarithmic in f.
Underlying our protocol is the observation that, if the conductor f is w-smooth, then the map CRT,, Logp
can be expressed as the composition of ¢ < O(log f) maps, each being a linear combination of A < O(log f)
automorphisms from Gal(}C/Q) with coefficients lying in R. This means that, to succinctly prove that
w' = CRT, L(4(w)) mod p, it suffices to design a succinct argument for proving automorphism relations.
Motivated by the above, we present a succinct reduction of knowledge from checking the automorphism
relation a(w) = w’ to checking that (w,w’) satisfies some linear relations. Combined with the Split-
and-Fold and Norm-Check protocols designed in Section 5, we obtain a succinct argument for proving

Eq. (1).

3 Preliminaries

Let N={1,2,...} denotes natural numbers and A € N be the security parameter. For n € N, we write
[n] = {0,...,n — 1} counting from 0. For multidimensional ranges, we use the shorthand (i, j, k) € [n, m, (]
for i € [n], j € [m], and k € [{].

Throughout this work, we let K = Q(¢) be a cyclotomic field with conductor f of degree ¢ = (f),
where ¢ is a root of unity of order §f and ¢ is Euler’s totient function, and Ox = Z[(] be its ring of
integers. We will also consider the maximal real subfield KT = Q(¢ + (1) of K and its ring of integers
Ox+ = Z[¢ + ¢71]. In contexts where we refer to multiple cyclotomic fields with different conductors
(fi)ierr), we write Ky, for i € [k] to emphasise the conductors. We will usually use R C Ok to denote
a subring which has dimension § when viewed as a Z-module. In Section A.1, we recall some basics of
algebraic number theory.

3.1 Cryptographic Assumption

We state an equivalent formulation of the vanishing short integer solution (vSIS) assumption [CLM23],
which has a simpler description and better aligns with the notation adopted in this work. For more
discussion on vSIS, we refer to Section A.2.

Definition 1 (vSIS Assumption (adapted from [CLM23])). Letparams = (R, q, 3, x) be parametrised

by A, where R is a ring, ¢ € N a modulus, 8 > 0 a norm bound, and x a distribution over RZX&E[“]di for

some dimensions n,do, ...,d,—1, s € N. The vSISparams assumption states that, for any PPT adversary
A, the advantage function satisfies

; Fw=0modq | F <%
AV s 4 (N) = Pr I ] < negl(n).
’ lo(W)ll, <8 |w <« A(F)
For simplicity, in this work, we will consider the setting where the block sizes dy, . .., d,,—1 are identically

set to some d € N, so that F can be factored into F =F,_,e... ¢ Fy with F; € RZXd, where e denotes
the row-wise tensor product.

3.2 Reduction of Knowledge

In this paper we consider ternary relations = C {0,1}* x {0, 1}* x {0, 1}*, where a tuple (pp, stmt, wit) € =
consists of public parameters pp, statement stmt and witness wit. For presentation, we omit including pp
when it is known from the context. We consider a modified and simplified definition of a reduction of
knowledge [KP23] for the following reasons: All of our protocols are public coin and (coordinate-wise)



special sound [FMN23] or similar.'! Thus, public reducibility is automatic and we have (super-constant)
sequential composition results due to known (tree) black-box extractors, whereas composition in [KP23]
is limited a constant number of protocols. Lastly, we define a relazed knowledge soundness notion which
is not present in [KP23]. For lack of space, we provide a condensed overview of reductions of knowledge.
See Section A.3 for details.

Definition 2 (Reduction of Knowledge (modified)). Let =y, =1 be ternary relations. A reduction
of knowledge (RoK) IT from =y to =1, short IT: £y — =1, is defined by two PPT algorithms IT = (P, V),
the prover P, and the verifier V, with the following interface:

— P(pp,stmty, wit;) — (stmta, wita): Interactively reduce the input statement (pp,stmt,wit) € =y to a
new statement (pp,sﬁﬁt,vﬁ) €=y or L.

— V(pp, stmt) — stmt: Interactively reduce the task of checking the input statement (pp,stmt) w.r.t =
to checking a new statement (pp,stmt) w.r.t. 5.

A RoK IT is correct, if for any honest protocol run (with correct inputs), the prover outputs a witness
for the reduced statement (which the verifier outputs). A RoK IT is relazed knowledge sound from Z§S to
ZKS with knowledge error x(pp, stmt) if there is a black-box expected polynomial-time extractor £, which
succeeds with probability € — k(pp, stmt) if the malicious prover outputs a valid witness for the reduced
statement with probability e (on verifier’s input (pp,stmt)).

4 Subtractive Sets

A subtractive set S over a ring R is such that ¢ — ¢’ is a unit for any distinct ¢, ¢’ € S. While the notion
is connected to the study of Euclidean number fields [Len76], it also found applications in lattice-based
cryptography in the contexts of argument systems and secret sharing [AL21]. For a cyclotomic ring R with
prime-power conductor f = p¥, an explicit construction of upper-bound-matching cardinality p is known.
For other cyclotomic rings and their subrings, however, not much seem to be explicitly studied. In this
section, we construct subtractive sets over non-prime-power cyclotomic rings, as well as real cyclotomic
rings.

Definition 3 (Subtractive Set). We say that a set S C R is subtractive over R if c — ¢ € R* for
any distinct ¢, € S.

While [AL21] measured the quality of a subtractive set over cyclotomic rings in terms of the £,,-norm
over the coefficient embedding, in this work, we will instead work with the /,.-norm over the canonical
embedding for compatibility with Section 5 via the inequality V ¢,z € R, |lo (¢-z)||y < |lo (¢)| - llo (@)]|5-
We measure the quality of a subtractive set by its cardinality, expansion factor vg, and inverse-expansion
factor fg, with the latter two defined below.

Definition 4 ((Inverse-)Expansion Factor of Subtractive Set). Let S C R be subtractive over R.
The expansion and inverse-expansion factors of S are
1
o
c—7c )|«

The following lemma often is handy for analysing inverse-expansion factors.

= d Og =
vs = maxllo (6)]o an s =, oA,

respectively.

Lemma 1. Let K = Q(¢) with ¢ a primitive f-th root of unity such that § > 4. It holds that Ha (ﬁ) H <
oo
4—%. Furthermore, if ¢* is a k-th root of unity, then Ha (ﬁ)”w < ﬁ and HO’ (ﬁ) Hoo < %

' To turn soundness errors of probabilistic tests (such as Schwartz—Zippel) into knowledge errors, we merely
need uniformly random transcripts. These are produced by (CW)SS extractors for example. We call such extractors
k-transcript extractors.
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Proof. By the definition of ||o (+) 0j (ﬁ)‘ = mMaXe,; #7(0

o; ranges from Gal(XC/Q). Since ¢;(¢) ranges over all primitive f-th root of unity, this is the same

1
JELY | 1—ei 27i/T

we need to upper bound max,,

l| oo , where

as max = Imax

jezx ﬁ ‘ Thus, it suffices to lower-bound |1 - ej'2“i/f| over j € fo.
Geometrically, e/2™/T are points on the unit circle in the complex plane with angles incremented by 27 /.
Thus, the value is approximately |1 — 63'2”1”‘ ~ 275 /f for small 275 /f. For an explicit bound, observe

that for o < i we have |1 — ea2m| =2 sin(QTrTa) > a-44/2. Setting a = % proves the claim. Observe that
the above argument only depends on the multiplicative order of {, thus, the claim Ho (1%0) H < ﬁ
o0

follows for ¢? being a k-th root of unity.

Next, we show that HO’ <ﬁ) H < % for ¢* being a k-th root of unity. Observe that either —(* is
o0

already a k-th root unity, then the proof concludes by applying the above bound for HO’ (ﬁ) H .

Otherwise, —(’ is a 2k-th root unity. Thus Ha (ﬁ) H = Ha (ﬁ) H < % = % 0

4.1 Prime-Power Cyclotomics

We recall the subtractive set for prime-power cyclotomics [Len76, AL21] with conductor f = p* and
analyse its (inverse-)expansion factor in canonical /3-norm. Although we are interested mostly in p > 2,
the result also holds for p = 2.

Theorem 1. Let f = p* > 4 for some prime p. The set S = { o, ..., pp—1} Cp Ok is subtractive, where
wi = (¢t —1)/(¢ —1). Further, vs < p and 0g < ﬁ

Proof. Let i < j € [p]. Observe that p; — p; = (' + ¢+ ...+ ¢071 = % which is clearly a unit
in R, hence S is subtractive.

Below, write ||-|| for ||o (-)||.,. For the expansion factor, note that fx; is a sum of ¢ roots of unity and
i < p. Therefore g = max;¢p,||pil| < p. For the inverse-expansion factor, observe that

1 _; ¢—1 1 1 f
7=l =l = 1 |em=l =2l =
= Hi g7 =1 ¢ =1 G117 2v2
where the last inequality follows from Lemma 1 and the rest are elementary. a

4.2 Non-Prime-Power Cyclotomics

A drawback of the subtractive set recalled above is its rather large expansion factor vs < p. In some
applications, e.g. Section 5, we would like g to be constant. Below, we expose a subtractive set over
non-prime-power cyclotomic rings with expansion factor vg = 1.

Theorem 2. Let § factor into k > 2 coprime prime-power factors (fi)ie[k], ie | = Hie[k-] fz Write
Frnax = MaxX;e 4] fi. The set S == {1, ¢,C?, ... ,Cf/}max_l} Ci/ima Okcs s subtractive. Furthermore, vg = 1
and g < ﬁ.

To prove Theorem 2, we begin with the following lemma which we believe should be well-established
together with a suppostive proposition. Since we could not find an explicit reference to the lemma, we

provide a proof.

Lemma 2. Let R = Z[(;] with a conductor f having k > 2 coprime prime-power factors'? (fz‘)ie[k]; i.e.
f= Hie[k} fl-.Wm'te fmax = MaX;e ] ?Z For j € {1,2, e fmi — 1}, it holds that 1 — (7 € R*.

2For example, (2%,3?) are coprime prime-power factors of 72 = 2332 but (2,22,3?) are not.
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Proof. Write ¢ = (;. First, consider the case when ¢’ is a primitive f-th root of unity. Then, by Proposition 1,
1 —¢7 is a unit in Z[(5]. If {7 is not a primitive f-th root of unity, then it is a primitime h-th root of unity
for some b | f and (7 € Z[(y]. Observe that % | . Assume that b is a prime-power, i.e. h = 7 for some

i € [k] and n > 2. Hence, asjE{l,Q,... i—l},

’ fmax

L
i

f

)
fmax

<7<

which implies fpmax < ff, a contradiction. Therefore, b is not a prime power, i.e. it has more than one

distinct prime factors. By Proposition 1, 1 — ¢7 is invertible in Ry, thus in Rj. O
Next, we recall an elementary result.

Proposition 1 ([Was97, Proposition 2.8]). Suppose § has at least two distinct prime factors. Then,
1 — ¢ is a unit in R = Z[(5] for any f-th primitve root of unity .

Finally, we state our proof of Theorem 2.

Proof. (Theorem 2) For 4,5 € [f/fmax], Where i < j, ¢! — ¢4 = (- (1 — ¢/7%) is invertible due to Lemma 2.
The expansion factor satisfying vg = 1 is immediate. For the inverse-expansion factor, we have

0 L L < f
= max||— = max||——— —.
5T || ¢ - Gl i 11=GCimjlle ~ 4V2
where the inequality is due to Lemma 1. O

4.3 Real Cyclotomics

We identify subtractive sets for real cyclotomic rings, i.e. the rings of integers of maximal real subfields of
cyclotomic fields. The results over these rings mirror those for cyclotomic fields presented in Theorems 1
and 2.

Theorem 3. Let RT = Z[(; + C;l] with § = p*, § > 4, p prime. The set

S = {uf7...,ua+1)/2} g(P-‘rl)/Q RY

is subtractive, where pi = p; + f; and p; = (¢* —1)/(¢ — 1) fori € [(p + 1)/2], where = denotes the
complex conjugate. Furthermore, vs < p and 0g < %

Proof. Observe that, for i > j,
¢-¢
(-1

The first factor is invertible if j + ¢ — 11§, which holds for distinct 4, j € [(p + 1)/2]. The second factor is
invertible due to Theorem 1. Hence, S is subtractive.
Since any ¢ € S is a sum of at most p roots of unity, we have vg < p. For 65, we observe that

pi—py = (L+¢77

1 B -1
pi —py (L4 ¢TIy (¢ — ()’
Write ||-|| = [|o (-)]|- By Lemma 1,
(-1 i 1 1 2
s = H A+¢7 -0 —0) ‘ <€ =l Hl —= | Hl | <y O
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Theorem 4. Let Rt = Z[C,c-l—({ﬂ with a non-prime-power conductor § having k > 2 coprime prime-power

factors (ﬂ-)ie[k], ie f= Hie[k] fi. Write fmax = max;e|] §i. The set
. i —1i +
ST ] e R

is subtractive. Furthermore, vs < 2 and 05 < %

Proof. Consider ¢; ="+ (™" € S and ¢; = ¢/ + (77 € S with i > j. Note that ¢; —¢; = (¢*+ (%) —
(I 4 ¢ )= ¢ (¢ —1) - (CFF = 1). As, i+, i — € [§/Fmax]s ¢ — ¢; is invertible in R by Theorem 2.

The expansion factor satisfying vg < 2 is immediate. Write ||-|| = ||o (-)|| - For fs, we observe that
1 1 1 e 2
| — | — < =,
ool ==l o=l =\ae) =%
where the inequality follows from Theorem 2. O

5 Succinct Arguments for Bounded-Norm Satisfiability

In this section, we assume that R is either Ox or Ox+ which admit large enough subtractive sets, e.g.
those constructed in Section 4. Let Cr C R denote a fixed subtractive set with expansion factor
and inverse-expansion factor §. Throughout, we mainly use the canonical 2-norm, and simply write
Il -1l = [lo (-)|ly, unless specified. We use the shorthand notation Rngm = ((RY*4)®r)" for a matrix
whose rows are elementary tensors. We also write Z (resp. Z) to indicate the top (resp. bottom) half of a
block matrix; the block dimension will be clear from the context. Lastly, we let Cr, C R be obtained by
taking a subfield of R4 and removing 0. Note that Cr and Cr_ have the invertible differences property
with respect to R and R, respectively, i.e. Vo # y € Cr (resp. Cr,): © —y € R™ (resp. R;).
We construct succinct arguments for proving that a short vector w satisfy:
— Rg-linear elementary tensor relations, i.e. (g,-1®...®go)-w =y mod ¢;
— a self-inner-product relation, i.e. t = (w, a(w))g = Zi":ol w; - a(w); € Ry; where o € {id,id} is either
the identity map or the complex conjugate; and
— a norm bound ||w| < S.

In Table 1 on page 24, we provide an overview of parameters for correctness and relaxed knowledge
soundness.

5.1 The (principal) relation ='n
We begin by defining the relation Z'™ and outline how protocols reduce instances in this relation to other
instances. This relation serves as the principal building block for further protocols.

Basic (single-block) relation. We define our central relation(s) over the ring R, modulo ¢, for witness

—lin

dimension m = d*. In fact, there are two central relations: 5™ for correctness; and Z'"Vss for relaxed
knowledge soundness. We define both at once, so that Z'"Vsis O Zlin contains all highlighted parts
additionally. Let

(H,F,y), w):
7c)ut . d®;4 . out
HeR, ™" FeRy” CR™ yERY

Iwi < 8 Il <
HFw = Hy mod q HFw = 07 mod ¢

where we always assume that H has the block structure!?

—linVsis _
—R,q,m,n 1, 3,55 T

H= (g) e RN where H = (I7 0) € R7" and H e RE*" 2)

3This can be marginally relaxed: As long as there is an invertible X € R 7™ such that XH has this block

structure, we can replace the claim (H,F,y) with the equivalent claim (XH,F, Xy) which has the block structure
our protocols require.
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Similarly, write ¥ € R? and y € R for the W top (resp. n bottom) rows of y.

Remark 1 (Notational conventions). We often omit irrelevant parameters in =" and similar relations.
Especially all fixed parameters in our protocols, which are R, ¢, 7, 8°°. For example, for parameterised
relation like SR g 2y, We Write Z,_(¢) for E 4 f(e),. O even just Sy if x = f(&) is clear from the
context. Also, we fix d and always set m = d". As such, we often omit d and u.

Clearly, relation Z'" asserts that the witness w has norm ||w]|| < 3. For the linear relation, let us first

assume that H = I,, is an identity matrix. In this case, the relation asserts that Fw = y holds over R,.
The matrix F is structured, namely each row f is an elementary tensor in Réde, ie.f=g, 1®...080
for g = (gi,0,---,91.a-1) € Ry

For Z'"Vsis we relax these assertions by introducing the highlighted OR-part, which captures a break
of some underlying cryptographic assumption, e.g. a break of the vSIS assumption [CLM23] (Definition 1).
For this, F = HF will be the commitment key in a protocol. If the assumption is broken, then =" may
not be satisfied, hence the relaxed soundness relation Z'"Vss is necessary.

Now, we further explain H. The primary use of H is to capture random linear combination of rows of
F. The block structure asserts that the top @ rows of F are simply copied — F = HF will correspond
to the commitment key. Naively, our protocols would have communication costs linear in the number
of rows of F, but by using H, we can compress this from n down to n°“* = 7 + n. In prior works, one
would simply (re)define F as HF and y as Hy. However, to keep (verifier-)succinctness, we cannot
do this: A (random) linear combination of elementary tensors is in general not an elementary tensor.
However, our protocol crucially relies on the rows of F being elementary tensor in order to apply FRI-style
(verifier-succinct) folding of the statement. Therefore, we remember the (random) linear combinations of
rows in H, instead of carrying out the multiplication. Importantly, the communication of the protocol
can indeed by compressed by applying H. (Note there that the dimensions of H and y are in general
much smaller than that of w.)
Reductions between ='". Our protocols reduce instances of 57",'; 5 with different parameters, and we
chain them to obtain our final split-and-fold protocol with intermediate norm checks. Primary protocols
and parameters of interest are:

(i) I1%decemP: Reduce one instance with bound 3 to many with bound b < f3.
(ii) II*""t: Reduce one instance with witness dimension m to many with m’ = m/d.
(iii) II™: Reduce many instances with bounds £; to one with 3’ =~ 3", B;.
(iv) IT**<: Reduce one instance to another instance by randomly combining the last n rows of H and y
into a single one, so that n°"* =7 + 1.

Handling vSIS breaks. Knowledge reductions can simply pass a ='""Vs'S_witness on as their extracted
witness. Thus, we sometimes omit that discussion entirely.

5.2 IIb%decomp: ph_ary Decomposition Knowledge Reduction

Let b > 1 be an integer. The protocol I7¥-9¢°™P (Fig. 4) is very simple: It takes a claim ((H, F,y),w) € E:ijb‘ﬁ

and does a balanced b-ary decomposition of the witness w with ||w|| < 8 into w = Zf;é biv;, where

v; € Ry (hence ||vi| . < b/2) and ¢ = [log, (28 + 1)]. Then, appropriate claims z; = HFv; for the
decomposed witness are computed, and the verifier makes sure the new claims imply the original one.
Thus, the original statement is reduced to ((H,F,z;), vi)ic[q-

Remark 2. In protocol IT9%°mP we could apply the optimisation of not sending zo, and instead let the
verifier compute the unique accepting zg, i.e. such that y = Zie[f] b'z;.

Lemma 3. The protocol II" ™ s a reduction from Z}" to (E%in\/ﬁw/?b)z for £ = [log, (268 +1)]. It
is perfectly correct. It is perfectly relazed knowledge sound from E';L‘YTSB, to (EB?VSES)Z if li;ll B < Bss,
b—1

Note that % B <2 < 2B
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P((H,F,y), w) V((H,F,y))

¢ = [log, (28 + 1)]

parse w = E bkvk // Balanced b-ary decomposition of w into v, € 'RZL

kell]
for k € [{]
7z, = HFv, // Claims for decomposed w
(Z1 kel y=) bz
i€[£]
(Vi)‘ 0 =lin L
i€[l] ((H7F)zl) Vz)'LG[Z] E ( —m b)

Fig. 4. Protocol I1"%°™ a reduction of Zi 5 to (=47 )¢ for £ = [log, (28 + 1)]. As a proof of knowledge, Send

the marked parts; as a reductwn not. I7% de“’"’p sends the marked parts only as a proof (but not reduction) of
knowledge.

Proof. Perfect correctness of I70-96°mP from EE” to (= i /zb)é is easy to see: By construction, each v;
2
has |9 (vi)||, < b/2, and by Lemma 9 it follows that ||v;|| < 3/m®/?b as claimed. The linear equations
HFv,; = z; hold by definition for ¢ # 0 and by linearity for ¢ = 0.
For relaxed knowledge soundness, observe that again by linearity, the original linear equation holds
for w = Zf é biv;. For the norm, we have

-1 ) b[ _1
Il < 3wl < 0
=0

.5’.

The OR-branch in Z'"Vss is handled by letting the v; with HFv; = 0 be the extracted witness. If

% - B < 3%, this is a witness for Z'nVsis,

For the note, we observe that by geometric series % < b,(lb_iel/b) = %bz_l < 2b*~!. Moreover, by

definition of £, we have b*~ < 23 + 1 < b’. This yields the bounds. a

5.3 IT*': Witness Splitting Knowledge Reduction

In Fig. 5 we describe protocol IT*P'* which takes a claim from = = p and splits it into d claims in = / 48"

—lin

That is, the number of claims in =7 5 (i.e. 1) grows by d-fold to d but the witness dimension of each
claim shrinks by d-fold to m/d. We explaln the idea and correctness of the protocol below.

To split the witness, interpret R™ as RA%" , and split w € R™ & R into w = = (Wi)iep) =
e; ® w; where w; € = ey and e; € {0,1 4 is the i-th standard unit vector. Splitting w
ZM 0 ® h Rm/d ~ Rd g
like this is compatible with the row-wise tensor structure of F. Let us take a closer look at this.

For simplicity, first consider a single row f € Réde of F. By the elementary tensor structure of the
row-vector f, we can write it as f =r @ f = (ro - f,...,rq_1 - £) = (f,...,f4_1) where f € Réx‘i@w_l),
r = (r9,...,74—1) € RéXd, and f; = r; - f;. Therefore, f -w = Zie[d] fiw, = Zie[d](f -w;) - (r-ef) =
Zie[d] Tif Wi,

Now, consider any matrix F with row-wise tensor structure and n rows, as in Z'". That is, F € ’RZ}Xd@M.
Observe that

Fo. Foo ...Fga1 ro ® fo
F= : = : : = : (3)
| Frn10..-Foa1 ryo1 @
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P((H,F,y), w) V((H,F,y))

parse F=ReF // Row-wise tensor decomposition into R € Rgx‘i and F € Rgx(m/d)
parse D; = [X — Re; o X] e R // Diagonal matrix diag(Re;)
parse w = (Wo7 . ,Wd_1) // Decomposition into w; € Rm/d

for j € [d] // Top row intermediate evaluations for H = (I; 0)

¥, = HFw;, (¥;)sea) y= Z Re; oy,
J€ld]

for (Z,]) € [d]2 // Bottom row cross terms

y. ::E'Di'ij

Y,
(¥, J.pe@2\{0,0} 2
) y= Z Yii
(i,)€ld]?
c C <$ CRq
Cc = (Cl)ie[d] = (1, Cy...y Cdil)T

Il
—
fles]
~—

:H Z CiDZ‘; ﬁ
i€(d]

<
Il
o
1<
<
Il
T N\
<)<l
~

M-

) ~ —li d
(W5)keta) (H,F,y;), wj)jela ( 'Im/d B)

Fig. 5. Protocol IT°**'", a reduction from =1 5 to (Eli:/d,wd- IT*"™ sends the marked parts only as a proof (but
not reduction) of knowledge.

where F; o denotes the i-th row of F, and F; ; € Ré”m the block of rows (the analogue of (fo,...,f4_1)
of the single-row case), and E € Réx‘p(kl) and r; € R}ZXd are the analogues of r and f of the single-row
case respectively. To ease notation, we define R = (r]);c[, € R;‘Xd and F = (E)ié[n] € Rgx‘iwkl)? and

we write F = R o F for the row-wise tensor product'* of R and F as seen in Eq. (3). In this notation,

p—1
F-w=ReF) (> eaw| =) (Re)o (Fw;) (4)
i—0 T =
ER;” :yiER;"
where we use the Hadamard product to multiply the vector Re; with y; componentwise. Moreover, with
D; = diag(r;), we can rewrite (4) as

With the above, we have derived a splitting protocol for the special case where H = I, is the identity
matrix: Simply send y; = Fw; for new statements (H, F, yi) and witnesses (W;)ic[a-

When H is not necessarily the identity, we must also handle the bottom part H of H. To do so,
our protocol (cf. Fig. 5) additionally sends cross terms, namely D, - Fw; for ¢, j € [d], which are then
randomly recombined.

Remark 3. In protocol ITPt we could apply the optimisation of not sending Y, (assuming that Re; # 0)
and Yoo and instead let the verifier compute the unique accepting y; and Yoo i€ such that y =

Z]e[d] Rejey; and y = Z(” a2y,

i

4(and more general forms, as block Kronecker product and Khatri-Rao product).
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Lemma 4. The protocol ITP™ is a reduction of knowledge from S s to (E“"/d u—1 B)d. It is perfectly

correct. It is relaxed knowledge sound from Erli:\fi\s/ﬁﬁ to (Eli,;‘/d p—1 5)(1 with d-special sound extraction

and knowledge error k = (d — 1)/|C7gq| if 28 < 5.
Proof. Perfect correctness of II**'t from El',;‘ .8 0 El'r;‘ Jdu—1,8 is straightfoiward for the top rows: Since
H = (I5 0), we have F = HF are just the 7 top rows of F, and similar for F, and thus by our discussion
before and some renaming (using F instead of F makes H the identity) we know that the top part is
perfectly correct. For the bottom rows, correctness follows essentially from Eqs. (4) and (5) which asserts
that s B
EFWJ‘ = Z Ciﬂ- Di 'FWj = Z cizi,j = ij'
i,j€[d] i,j€[d]

For relaxed knowledge soundness, we argue through d-special soundness. So we have d related accepting
transcripts for challenge vectors ¢(¥) with witnesses wgk) which satisty (H,F,y;),w;) € = 11;‘/\’;5_1.

Step 1 (top rows): Let us first consider the top rows (and any single transcript): Here, it is straightforward

to see that

(k)
Wo

wk) = : satisfies HFw®) = ﬁz Dif‘wgk) = Zyz‘ =y

(k)

Wa

1

for all k € [d] by construction (and using H = (Iz 0)). Thus, we trivially and unconditionally find a
witness for the top rows. Clearly, ||wl|, < Vdj'.
Moreover, by looking at the top rows, we see that: Either, there is a unique w; over all transcripts, i.e.
(%) (%"

wgk) = wgk/) for all k, k" € [d]. Or, there is a non-zero difference v; = w;" — w," ’ of norm at most 24,

such that ﬁf‘vj =0, and thus HF(v;,0,...,0) = 0 is a witness for the OR-branch in ="V (of norm

at most 23). Hence, from now on, we assume all transcripts contain the same w; = wg.k) for all k € [d].
Step 2 (bottom rows): Now, we consider the bottom row, with an arbitrary H. Towards showing
d-special soundness, define for ¢ € [0, u — 1] and j € [0,d — 1] the shorthand

Zi,; = DlFWJ

As the first step, we show that Hz; ; = Y, for all 7, j. Towards this, we rewrite the verifier’s checks as

H- Zj . C(k) — Zﬂ . (Zi,j)icl(‘k) — Z(Xi7j)icl(‘k) _ Xj . C(k:)

2

where Z; = (zoj, - - -, 2Zd—1,j) and likewise for Y ;. From d distinct challenges, we assemble a (Vandermonde)

matrix C = (¢(@,...,c(@Y). Since Cr, has the invertibility of differences property, C is invertible over
Ry, and therefore

H-Z; C=Y, C = H-Z =Y,

Thus Hz, ; = Y, for all 4,7 as claimed. Then we see that
v =y, ~HY i~ HY D, - HEw

and therefore, w (as assembled in Step 1) is a witness for the bottom rows as well.
Step 3 (OR-branch): Finally consider the OR-branch in Z'"Vsis, If HFv,; = 0, we simply let v; be the
extracted witness and note that ||v,| < 8 < . O

Remark 4. Protocol IT*'t can be optimised. For example, suppose that ro = Reg has no zero component.
Then instead of sending ¥, we can compute it as D, ! Zie[d]\ {0} D,¥, because no other choice satisfies
the verifier’s check. Similarly, we can omit Yoo For arbitrary R, in each row there is some ¢ such that

Re; is not zero (else F has a zero row, which is useless), so a more complex variant of this optimization
always applies, saving n°"t R,-elements of communication. Moreover, whenever H has structured rows
(e.g., contains (permuted) identity submatrices, etc.), application specific optimisations may apply.
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P((H,F,yi)izo, (Wi)ico) V((H,F,y:) )
(ci)iefo,e-1) ci<$Cr Vi€[0,0—1]
W= Z CiW; y = Z ciyi
i€[0,6—1] i€[0,6—1]
w (H,F,3),w) € g S,

Fig. 6. Protocol II™ folds multiple instances of =™ with the same (H,F) into one. II™ sends the marked
parts only as a proof (but not reduction) of knowledge.

5.4 IT™9: Fold Knowledge Reduction

In Fig. 6, we present the protocol II™¢ which is a simple batch verification for many statements of the
same type. It takes £ instances of ((H,F,y;), w;);c[q of :Li,’l‘ﬁ with the same (H,F), and produces a
random linear combination ((H,F,y),w) as output, with increased norm bounds.

Lemma 5. The protocol IT™Y is a reduction of knowledge from (Eg”)z to 5“2/5 It is perfectly correct. It
is £-CWSS and relazed knowledge sound from (Egg}é?is) to = H"”VS'S if B < Bse.

Proof For perfect correctness, it is clear that w satisfies HFw = y by construction. Moreover, ||w| <

Z HCZWZH < ZZ 1 ! ~|lwill < €8, thus the norm is also within bounds and correctness follows.
For relaxed knowledge soundness, through ¢-CWSS we are given £+ 1 accepting transcripts wo, . . . , Wy,
for challenges (cé ). CE )1) where ¢ and ¢ differ exactly in coordinate i € {0,...¢—1}. We can now

subtract the acceptlng equations to obtain

HF (W, — W) = (¢ — )y = (¢ = ")y,
and thus, setting
1 ~ ~
Wi = W(Wi — W)

G — ¢

is a witness in Ry" satisfying HFw; = y;; Here, we use the subtractive set property of Cr. Moreover, we
have
1

(W, —Wy)|| <028
Cz(‘l) B CZ({)

[will =

by definition of the inverse-expansion factor for Cx and the bounds on all w;. o
Finally, the OR-branch in 5™V is handled by letting w; equal W for all i; obviously, HFw; = 0
holds and ||w;|| < 8/ < 8. This completes the proof. O

5.5 IT°ch: Batch-Rows Knowledge Reduction

The protocol I1°**" (Fig. 7) is a protocol to batch the claims along multiple rows into fewer rows of
claims. This is done by a random linear combination of the rows in question. This protocol maps an
instance ((H,F,y),w) of Eli;‘ﬁ to an instance ((H,F,y), w), where the dimension of y is smaller. We
describe it in more detail: Let n°'* = 7 + n. Then IT°**" keeps the top 7 rows ¥ of y (resp. H of H, and
thus of HF') unchanged. But the bottom n rows are linearly combined into a single row. For this, H and
y are split into top and bottom half, and the bottom half is multiplied by a vector ¢ consisting of powers
of ¢ <8 Cr,. Both parties then update the statement suitably.

Lemma 6. The protocol IT°**" is a reduction of knowledge from =", 5 to :211 51 It is perfectly correct.
—linv =linv - ’
1t is relaxed knowledge sound from H,JLEMSE, to wrlzlf,%/ with knowledge error k = \qu |qu| if 28" < %S

Extraction requires two uniformly distributed transcripts (Section 3.2).
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P(H,F,y),w) V(H,F,y)

H— H y—(y) c c+$Cr,
H)/)’ X c:=(,¢...,&2 "

~ H -
H= (CTH y= c¥ // Both parties compute new statement

?

hud ((H,F,y),w) € S 5

Fig. 7. Protocol IT°" reduces an instance of =™ to another in instance with fewer rows by batching to last n of
H. I1°*" sends the marked parts only as a proof (but not reduction) of knowledge.

Proof. The correctness of this protocol is straightforward by linearity. For (knowledge) soundness, we rely
on the Schwartz—Zippel lemma over Cr,, which we recall is almost a subfield F of R, except that 0 is
missing. The lemma states that, for any degree-d non-zero polynomial over F, the probability that the
polynomial evaluates to zero at a uniformly random point chosen from Cr  is at most d- |CRq ’ To translate
this upper bound into a knowledge error, observe the following: If A succeeds for 2 challenges, then the

—lin

first transcript fixes some wy which satisfies (Hy, F,y1), w1) € 5. Suppose (H,F,y), w1) ¢ 5 i.e.
nfl

w1 is not a witness for the original statement. Then we observe that at most a fraction of k = Tema
Rq

challenges can be accepting for wy (by Schwartz—Zippel). In other words, if A succeeds with probability e,
then with probability at least € — k the 2-transcript extractor successfully outputs two transcripts where
the responses w; and wy differ.!> Now, v = w; — wy is a non-zero preimage HFv = 0 of norm at most
23 < %%, i.e. the OR-branch of Z'inVsis, O

5.6  IrsPlit&fold, gt and-Fold

We describe protocol IT%t&fld which reduces the size of the witness. While it is perfectly correct, the

extracted relation suffers a (small) growth in norm, i.e. it is only relaxed knowledge sound. The protocol
Jreplitdfold nyoceeds as follows:

. b-decom .
(1) Elin 5o o, (El;;b)z (Reduce norms by b-ary decomposition.)
split .
(2) (E,';’L‘ )¢ o, (E:'r;‘/d B (Split statements into smaller ones.)
fols .
(3) (= :n )éd ELAaN E:Jé‘/d Bs (Fold statements into single one.)

The goal behind IT5P!t&fld s to reduce the statement size by applying I7%*" and then 177", However,
doing just this increases the norm the folded witness. To avoid this, IT5Pt&fld first applies a b-ary
decomposition which decreases the norm of w sufficiently, with proper parameters, we get 53 = [y again.
Correctness of this protocol is straightforward to show. Relaxed knowledge soundness also follows from
relaxed soundness of the building blocks. Unfortunately, the norm of the extracted witness does grow, no
matter how the parameters are chosen.

Remark 5. When applying IT5P* to the product relation (Ef,;"b)[ , it is crucial that a single challenge is
reused among all instances. This ensures that if all (H;, F;) were identical before splitting, they still are

identical after splitting.
Theorem 5. Let By,b € N (suitably chosen). Then ITl s perfectly correct from = g 10 = _m/d By
where B3 = yldi\/me®/?By with ¢ = [log, (260 +1)]. It is relazed knowledge sound from :l'r%?s to

E'rg‘/vj:zé if B = 4/d0BoBy < 5. The knowledge error is at most ‘CEdl +

IC\

Proof. For correctness, the change in dimensions are clear. We write g; for the bound after the i-th step,
starting out with 8y and finishing with 83. Let £ = [log, (289 + 1)] as in Lemma 3. We have

'5We exploit that the challenges are uniformly distributed (conditioned on accepting).
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- pr= %ﬂ¢3/2b by Lemma, 3.

— 82 = 31 by Lemma 4.

— B3 = v¢dfB2 by Lemma 5.
Overall, we find

1
B3 = 'yﬂdi \/map?’/Qb.
—linVsis

For knowledge soundness, we work in the opposite direction. Starting out from a witness in =" Jdpr We
»P3
follow the bounds back to the start. We have

— B4 =205% by Lemma 5.
— B = +/dB by Lemma 4.
— By = 2Bpf1 by Lemma 3.

where By is the fixed choice for I7>-9¢<°™P (w.r.t. correctness). This yields overall

Bh = 4Vd0 o B,

The knowledge error is ‘2—1‘ for [7b-decomp and JT5P't and it is % for 177, (For completeness, we note
Rq

that since 3} is the largest bound, all intermediate bounds satisfy 8, < 55 as well, so the extractors
work.) O

5.7 II™™, [Ire™+, 1P, ITP+: Norm and Inner Product Checks

To restrain the norm growth of the extracted witness, we introduce norm checks. First we present the
“core” norm check protocol I7T™™, which handles the interesting part of the norm check by reducing the
norm relation 5™, to multiple 5™ relations. We then compose IT"™ with IT°%*" and 177" to yield
the “full” norm check protocol II"™+  which reduces the norm relation to a single =" relation. At the
core of IT"™ is a mechanism for checking the trace of an inner product. By removing the trace operation,
we obtain similar protocols II'® and ITP* for proving inner product relations 5. The relations Z"°™

and 5P as well as their variants Z"™Vsis and ZPVsis are defined as follows.
(H,F,y,v),w):
out Q out
s ) HERN PR CRYTS y e Ry < 5
1.8,5% [wl <v or <= lwll < 5
HFw = Hy mod q HFw = 07 mod ¢
(H,F,y,t),w):
out ® out
—ipVsis — HERZ X”; FERZXd ’ gRZXm; yERZ 7t6Rq
R, = Iwl < 8 .
Qsis < i_}SIS
BB { HFw = Hy mod ¢ } or { Iwll < £ }
(W, a(w))r =t mod ¢ HFw = 05 mod ¢

Note that, compared to =", the norm relation Z"°™ differs in that the witness norm bound v < 8 is
given as part of the statement, and a stricter norm relation ||w|| < v is checked. Similarly, =" differs from
Z'in in that the statement additionally includes an inner product value ¢, and the witness additionally
satisfies an inner product relation. Furthermore, we note that = is parametrised by « € {id,id} which is
either the identity or complex conjugate, controlling which type of inner product is being considered.

The core protocols IT"™ and IT®. The protocols II"™, IT® for a = id and II'® for o = id are
very similar. In the following description we focus on IT® for o = id. Removing all conjugates yields the
protocol ITP for o = id. The protocol IT™™ can be obtained by letting the verifier compute the trace of
the alleged inner product.

Our approach is based on polynomial identities. That is, for w, we define the polynomials g(X) =
> iem) w; X" and g(X) = 2iem) w; X*, and observe that the Laurent polynomial L(X) = Yict[m] v X =
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g(X)-g(X 1) has constant coefficient >_ic[m) WiW;, which is the inner product (w, w)r. Also observe that
U = 0, g vity = id (Zifj:k @ivj) =id (iji:k Ejvi) = ¥_j, where vy == 0 if |k| > m. We exploit
this symmetry to commit to L(X) by committing only to (vo, ..., vn—1). Setting h(X) = 3,1, v; X°
and h(X) = > icim] 7; X, we see that L(X) = h(X) + h(X~1) — vg. We use this equality to prove
the polynomial identity L(X) = g(X)g(X~!) by evaluating g, g, h, h at a random point £ < Cr, (and
checking if vy = t).

However, A problem with the soundness occurs if the approach is used naively: The terms v; have
norm bounded by 32, so ||v|| which may be beyond the threshold for which the commitment is binding.

A natural approach is to run IT%79¢€°™P to counteract this problem. However, doing so modularly runs
into problems and comes at the cost of a suboptimal relaxed knowledge guarantee. We can tighten our
analysis if we treat the composition with I7096°™P ag within the protocol ITP, i.e. we immediately send
the decomposed (and binding) commitments. The reason is a technical artefact of relaxed knowledge
soundness and reductions of knowledge: Relaxed soundness in I7%-9¢°™P incurs a large factor of norm
growth, however, in I, we do not care about the auxiliary commitment to v (which norms up to
~ v/mf3?). Thus, we can argue directly for the decomposition of v into smaller v; of norm at most j3,
which are binding. This avoids the need for recovering recover v via relaxed knowledge for IT0-decomp
which significantly improves the parameters. This optimised protocol is presented in Fig. 8

Lemma 7 (Security of II"™™ and II'P). The protocol II™™ (resp. II') is a reduction of knowledge
from ZM™ (resp. ZP..) to (Egﬂut+3)e+1, where bip < 28/(\/m@®/?) into £ > logy, (26% + 1) for bip, £ € N.
It is perfectly correct. It is relazed knowledge sound from ZMSMVSS (resp. ZP0°) to (Egﬂuvti%)e if 28 < 5.

Extraction requires two uniformly distributed transcripts (Section 3.2) and has knowledge error k < 22

‘R’I‘

Proof. To show that ||v;||, < 8, it suffices to recall the bound for I7*9¢°™P from Lemma 3. Indeed, we set
bip such that 8 > %\/TTLQD?’/ Qbip holds by definition. That the linear relations hold was already explained
above. Thus, the reduction of knowledge is perfectly complete.

Now, we show relaxed knowledge soundness. First, observe that, as argued above, given fixed v which
defines h(X) = 37" v; X%, then the probability that

L(X) # h(X) +h(X~') —wo but  L(&) # h(&) + h(€™") — v (6)
holds, is bounded by T&’T < |02Tm| = k, where £ <8 Cr,. (By the lemma of Schwartz-Zippel, analogous to

Lemma 6.) However, this is a soundness argument for fized polynomials, but the vector v = Zf;ol biipvi is

only determined in the last step, Now, we argue analogous to Lemma 6 to turn soundness into knowledge

soundness: Let v(9) with HFv(®) = 5O denote the (first) preimage (from the two accepting transcripts),
/(

where y(©) = Zf:o b{pyi 9 denotes the non-decomposed linear claim for v. Observe that only fraction s

of challenges can satisfy (6) for any fixed v(?). Thus, if the adversary succeeds with probability €, then
with probability € — x, the 2-transcript extractor gives transcripts with!'6 vgo) #* vgl) for some i*. Let
u= VZ(B) - vzg). Then we have HFu = 0, as Hsz(.z) =y/ holds for both j = 0, 1. This yields an OR-branch
witness for Z'PVSs with norm at most 26 < 5.

To conclude the proof, we note that we do not care about the auxiliary v;, and they do not play a role
in the bound § (aside from the OR-branch), which is for w (which is merely passed through by IT"™
and IT'P). O

We recall the technical peculiarity in the construction and proof, that since the auxiliary commitment
to v in IT™™ and IT" is not extracted through IT%-9¢°™P hut we directly committed to the decomposed v;.
For this reason, relaxed soundness incurs almost no norm growth. If we had considered the intermediate
relation for v, then technically v becomes part of the witness which the reduction of knowledge for
I7%-9e<°mP myust then extract. This blows up the norm bound (by 3).

The full protocols IT™™+ and ITPT. The full protocol II"™ (resp. IT'P*) simply reduces the £ + 1
statements after I1"™ (resp. II'P) back to a single one with the minimal number of rows, by applying
I1%%%h and 177, That is, I1"™* (and analogously I1P*) work as follows:

5We exploit that the challenges are uniformly distributed (conditioned on accepting).
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P((H,F,y,[t],[v]),w)

V(H,F,y,[t][v])

// Define v = (v, ..
parse L(X)

CyUm—1) € R;". Note that v; = v_; due to symmetry.

m—1 Vi m—1 BEAM m—1 — Y1
Zi:—(m—l) viX*' = (Zi:o wi X ) (Zizo Wi X )
y, = HFv // Cross-terms (and commitment) to v. (Before b-ary decomposition)

/| Decompose w.r.t. by, < 280/(v/me>/?) into £ > logbip (283 + 1) parts

(Vi7 y;)f;é — Hbidecomp((H, F, y), V) // Variables y/ correspond to z; in ITb-9%mP,
;
Yi)ielo,e—1]

€ £+ CRq

// “Evaluation” of w and v at &, £ ! and “at” wg and vg.

I yE = Ew
E=|1&t... & . I Vs =vo= "t wiis
10 ... 0 Yei = Evi

YE, (YE,i)ic(0,6—1]

(20,21, ) = yE
£—1
(20,21,t)" = Zyﬁ,ibi
1=0

2.7 = zh+ 7 —t |/ Check L&) < g(6)3(€™")

7
// Check inner product claim.

r-- T T T T T a

// Check norm claim

// Both parties update claims

~ Ho ~ (F ~ y ~ i
H = ) F = ) = ) i = ’
(Ge) 7=(5) s=(n) =%
w, (Vi)ie[(),efl]
~ ~ _ R
((H7F7Y)7w) € ‘:‘7In,60
o=~ ¢ L —lin
(H,F,y;), Vi)i—o € Sm.s0
—norm

r—---"
Fig. 8. Protocols! II™™ ! for

and for Z® where a = id. The case a = id can be obtained by removing

all conjugates. IT"™™ and IT™ send the marked parts only as a proof (but not reduction) of knowledge.
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Inem

(1) Epeimy —— (St 3) ! (Reduce to claims in (Z'n)¢+1))
. batch )
(2) (Eft 34! ELAN (Zhn, 5t (Reduce number of rows.)
. Hfold 1 . .
(3) (zlﬁlll,ﬁ)“_l — :%11,(“1)7,8 (Reduce to one claim with 8" = (£ + 1)75.)

In words, first I1™™* (vesp. II'P*) runs II"™ (resp. II"P) to obtain the commitments to v;. Next it runs
IT°3th 6 reduce to 7 + 1 rows again (i.e. to n = 1). Finally, the claims are folded into one by using 177
The full norm protocol II"™ and its security guarantees are analogous.

Remark 6. When applying IT°*" to the product relation (=11, 43, B)e“, it is crucial a single challenge is

reused among all instances. This ensures that if all (H;, F;) were identical before batching, they still are
identical after batching.

Theorem 6 (Security of II"™™" and II™").  The protocol II"™™" (resp. II'™*) is a reduction of
knowledge Zn3iM - (resp. S g,) to (Zin ) 5,) Y, where € > logy, (26 4-1) for by, < 2ﬂ/(\/7ngp3./2) and
B3 = (L4 1)Bo for bip, £ € N. It is perfectly correct. It is relaxed knowledge sound from ENAMYSS (resp.

‘—'nout7ﬂ6
—ipVsi —linvsis - i . 4(641)42
:;fo\u/:';é) to :%l\/li';é if By < B85S, where B, = 468}. The knowledge error is ‘%21‘ + %
q

Proof. For correctness, let 8; denote the norm bound after the i-th protocol was applied. Then we get
We have

— f1 = Bo by Lemma 7.
— 82 = 31 by Lemma 6.
— B3 =7(¢+1)B2 by Lemma 5.

Overall, we find
Bs =+ 1)Bo.

For knowledge soundness, we work in the opposite direction. Starting out from a witness in ET'j: 4.3,
we follow the bounds back to the start. We have

— B4 =205% by Lemma 5.
— B} =255 by Lemma 6.
— By = 2p1 by Lemma 7.

This yields overall
By = 80s.
The knowledge error for IT'P is |C2m B For IT°ch it is | c4 | per instance (as 4 rows are batched, namely
Rq Rq

n+ 3), so 4|E:Z+1|) overall. For 177 it is @—Rl‘ Taken together, we arrive at the claimed knowledge error.
R

Note that the case of a vSIS break is handled implicitly in the knowledge reductions. O

Norm Checks to Upgrade Relaxed Soundness. Currently, our norm check is defined for the relation
Zrorm which inherits the parameter 3 from =", and also contains an explicit v as a norm statement. For
convenience, we now define the I7"°™# protocol, which is a reduction of knowledge from Eg” to Eg”, that

works as follows: IT"°™# runs II"™ on (implicit) input v = § for both parties.
Analogous to II"™™*, we define 11mm™ Eg” — Z". Clearly, II"™™# (resp. and H"O"";) directly

inherits all correctness and security guarantees of I1™™ (resp. I1"°™*). We introduce I1"°™# and IT normy;
solely for compositional reasons: They start and end with a claim(s) in Zi". Let us stress that the I7"°™s
protocol upgrades the (previously relaxed) bound on the norm of w to ||[w| < 3. We capture this in
following corollary.

—

Corollary 1. Adopt the setting of Theorem 6. Then I™™3 s relazed knowledge sound from :g"VSiS to
Eg’)vgs if 28" < 5, with the same knowledge error as Theorem 6.

Proof. Unless the OR-branch occurs in Z'""Vs the norm of the starting witness w is proven to be at
most v = 3 by II"™. Thus, the extracted witness has norm at most S or it a witness for the OR-branch.
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5.8 IT™: Split-and-Fold with Norm Checks

We describe our split-and-fold protocol with intermediate norm check I75™. It first runs the norm check

"
IT™™s to upgrade the relaxed norm bound to a strict one. Then it splits-and-folds to reduce the witness
size. If parameters are set correctly, then [IePlitéfold, Zlin g = Flin 4,5 18 reduction of knowledge with
relaxed knowledge soundness Eii’;)é“s — 52:/\/;%,_ Crucially, the bound [ is guaranteed exactly after

extraction (unless the OR-branch, i.e. a vSIS break is extracted).

+

norm

(1) Egg £ 7, Eg'l‘ Run a norm check for fy.

(2) —lin

=m,B1

Hsplit&fold

_— EEIL‘ d, B> Run the split-and-fold to reduce witness size.

Theorem 7. Let

— Let by < 28/(v/mp*?) and £y > log,, (252 +1).
— Let by > 1 be arbitrary and ¢, = [logy, (280 +1)].
— Let 1 =v(lo +1)Bo.
— Let ﬂg = 'yéld%\/mgo?’ﬂbl

—lin

Then IT*™ is perfectly correct from Z77 5 to E:qi:/d,&.
If By < B, where

— Bl = 4VdOBy B
— By = 8081

—linVsis

_ e Lo+1)+2m+d—1
then IT*™ is relazed knowledge sound from :7';;%:'5 to S a5 2641 4 3o+ D)+2m+
) =)

It has knowledge error {5 Cry |

Proof. Correctness follows since f3; is the correctness assertion in Corollary 1 (or rather Theorem 6), and
(2 is the is the correctness assertion in Theorem 5. Similarly, the relaxed knowledge soundness follows by
plugging in the respective relaxed knowledge soundness claims. Finally, the knowledge error is the sum of

the knowledge errors. O
I B1 B K HHtr Other
T Tme ™ 2600, 0 T | £= [log, (260 + 1)]
et Bo Vidg, (d—1)/|Cr| d Need 28) < ¢
I ¥£Bo 203 2/ICr| 0+1 ¢ from (5"
L Po pi n/|Cr,| 2 Need 23 < 5
™ /e Bo 4 2m/[Cr,| 2
TRl ytdymp3?bBy  4Vd0BoBT  €/ICr|+ (d — 1)/|CRq| d(¢+1) £ = £ 1b-decomp
e+ e A€+ 1)Bo 803, o 74(‘2'*&2;“'2’” 406+ 2) See caption.

Table 1. Parameters of protocols. Expressed as 81 = f(fo) for correctness, 8y = g(ﬂi) and ) < B for relaxed
soundness, knowledge error &, number of transcripts to extract, other variables. For ITP*, we have £ = logbIp (2634+1)

for by < 26/(v/mp®'?).

5.9 Asymptotic Communication Complexity

We now compute the proof size for the split-and-fold with norm checks protocol in Section 5.8. Having
non-interactive proof systems in mind, we only count prover messages. Let m = d* where d = O(1) and
1 = O(logm). The other parameters are chosen according to Table 1. As shown in Section 4, we can pick
f = poly(A) and a subtractive set Cg such that v = O(1) and 6 = poly(A).

Recall the prover executes two sub-protocols:
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nol’m+
(1) :}}g — :g’l‘: Run a norm check for Sy.

Hsplit&fold

(2) Elii‘”gl _— Eﬂi‘/dﬁﬁg: Run the split-and-fold to reduce witness size.

—lin

n
First, we turn to the I1"™# protocol in Figure 8. To prove relation =}, the prover starts with

_ mem st

‘:;\Lco)urtnjﬁ —_— (.:legut_;'_&ﬁ) +
where it sends all y; which in total have size yn°* ring elements. After receiving the challenge ¢, the
prover outputs yz and y’ ; of size 3 each — thus in total 3(¢p + 1) ring elements. Then the prover runs
—li 041 Hbatch —li 041 Hfold —li

(Sﬁguw:a,ﬁ) H_— (Sﬁmﬂ,ﬁ) * ” 5%11,(“1)75
where neither I7°2*" nor 177 incur any no communication from the prover.

Next, we now move on to the ITP1t&fld hrotocol. The prover wants to give a proof for relation 51;2 -

The prover starts by running the I7°-9¢°™P protocol
Hb—decomp

—lin

Zm,b

(:Iin )61

—m,by

out

where the prover sends ¢1 vectors (zy) of size n°"* elements in R,. Next, it runs II split

—li ¢ Hsp\it —li 0+d
(Smp,)t — (57;?/01,171) !

—m,by

and outputs (using the optimization in Remark 5): (i) d — 1 intermediate “top-part” evaluations y; of
size m elements in R, and (ii) d> — 1 “bottom-part” evaluations Y, of size n elements in R,. Finally the

prover executes the 177 protocol o
—lin 0d T —lin
(Hm/d,bl) —m/d,B2
where no prover message is sent. All in all, in each of u = O(logm) iterations of split-and-fold with norm

checks, the prover sends
(Lon®* +3(Lo + 1)) + (41n° + (d — V) + (d* — 1)n)

elements in R,.

Simple example: vSIS opening proof. When proving knowledge of a vSIS commitment opening, we
can set n,n°* € O(1) . Due to the polynomial challenge space for subtractive sets, we need to repeat

O(M\/log \) times to ensure ~ 2~* soundness error. Finally, we can pick b; such that ¢; = O(1). In total,

logm
logX /)

Next, we turn to setting the bound required for the (v)SIS problem to be hard. From Theorem 7 we
need to set 85 = B2 and

B = B = 32Vd6° 5o 5y = 16701d%%/mp?/26° 5oby = poly(m, ).

The next step is to estimate an asymptotic size of a ring element in R,.

the proof size in the number of ring elements is simply bounded by O ()\

Hardness of SIS. To measure hardness of vSIS, we heuristically assume that it is as hard as the plain
SIS problem for the dimension ¢ = ¢(f). To measure hardness of SIS, we first translate the canonical norm
[le(-)|l2 into the Euclidean norm |[¢(+)||2, and then follow the heuristic methodology from [MR09]. That is,
let b = O(A) be the block size of the BKZ algorithm to find a short vector in the corresponding g-ary lattice

. b(ﬂb)l/b 1/(2(b_1))
for SIS (cf. [BDGL15]). Define the root Hermite factor as dpns = (7>

2me
dimensions ¢ x ¢m and Euclidean norm 3* = 35 - poly()) is hard when 8* < min (22V ¢ log glog oms q) .
By rearranging, we get that (logq > log” 8" /410g 54c. Note that

1 b(mb)'/? logb log A
1 r = 71 _— = —_— = .
08 o = g7y log ( ome o1 A

Finally, using the fact that 8* = poly(m, \), size of a single R, element is asymptotically

(1 1 2 log®
0 A (logm + log \)) — 0. (8 m+10g)\ bits.
log A log A

. Then, SIS with matrix

Therefore, we deduce that the total proof size in bits is O (log3 m - X% flog? )\) .
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6 Packed Z-Inner Products via Twisted Trace Maps

We propose an abstract framework based on “twisted trace maps” that reduces Z-inner products to
R-inner products over various choices of R. In a nutshell, for a fixed choice of R, we would like to construct
a twisted trace map 7 : R — Z of the form shown below, where N € N is some normalisation factor and
a € R is called a “twist” element, such that the following diagram commutes:

()2 7

1
TT where Tize o Trace(a - 2).

79 x 78
w—HOXw—wal
RxR —Z 5 R

Definition 5 (Inner-Product Embedding). Let R C O be a subring identified by a Z-basis b € R®
of 6 elements. We say that a tuple T is an inner-product embedding over R if 7 : R — Z° is a Z-linear

map and, for any x,y € Z°, it holds that (x,y)z =T (¢gl(x) ‘R ¢gl(y)> .

6.1 Power-of-Two Cyclotomics via Constant Term

As a simple concrete example, we recall a well-known folklore technique for computing the inner product
over the coefficient embeddings of power-of-two cyclotomics [LNP22].

Theorem 8. Let R = Z[(;] with a conductor §f = 2F for some k € N, § = ¢ = o(f) = /2, 7(-) =
ct(-) = (¥(-))o, where 1 denotes the coefficient embedding and ct(-) is the constant term of the coefficient
embedding. Then T is an inner-product embedding over R.

Proof. Write ( = (;. Observe that ct(¢") = (i 0 0) for all i € £[p].!” Consider the vectors x =
(2o, p—1),Y = (Yo, ---,Yp—1) € Z¥. The elements = := ¢p~*(x) and 7 := ¢~ !(y) can be expressed as

r=yx) = Y aid and v= =2 w¢™

i€ly) i€le]

respectively. Note that their product z := x - 7 satisfies

z=x-Y= inci Z Y7 | = Z zy;¢

i€[y] J€Ele] i,j€[¢]
= Z TiYi + Z aibjclii
[¥] i,jE[p]i#£]

ct(z)
Therefore, 7(¢p~1(x),9~1(y)) = (x,y)z, as desired. O

Remark 7. The constant term map ct(x) from Theorem 8 can be expressed in terms of the Trace function
as 7(x) = iTrace(m), where ¢ = §/2 since § is a power of 2, and may be viewed as a twisted trace map

7(x) = %Trace(a -x) with a = 1.

As pointed out in Section 4, power-of-two cyclotomic rings do not admit large subtractive sets, and
are therefore ill-suited for certain applications, e.g. instantiating the succinct arguments presented in
Section 5. This motivates the search for inner-product embeddings 7 over other rings.

Y This is true for power-of-2 cyclotomics since power-of-2 cyclotomic polynomials are of the form Pi(X)=X ¢+1.
Note that this is false for non-power-of-2 conductors. For example, if f is prime, then (7! = (¥ = — C

with ct(¢™h) = —1.
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6.2 Prime Real Cyclotomics via Twisted Trace

A natural class of rings to search for inner-product embeddings are cyclotomic rings with large prime
conductors, since they admit large subtractive sets (cf. Section 4). Although we did not manage to design
inner-product embeddings in those rings, we did so for its maximal real subring, adapting a result from
lattice code theory [BFOV04, Proposition 1].

Theorem 9. Let K = Q((;) where | is prime and R = Z[(; + Cf_l} be identified by the Z-basis bt =
{Zi:[ﬁ_l] (¢¥/2 + Cf(‘o/%i))} .ForzeR, let 7(z) = 1fTrace(az) be a twisted trace map for the

iele/2) o
twist element o =t -t where t = (~%/2 — (/2. Then T is an inner product embedding over R.

Proof. Since f is prime, we have ¢ =f—1 and 6 = ¢/2 = (f — 1)/2. In the following, write Trace = Trace.
Recall that Trace(1) = ¢ = f — 1. Furthermore, for i € Z;", we have Trace((") = ZjEZfX ¢V =

2 jeny ¢J=-1

As a starting point, we consider the following sequence.
b~ = (b )ieferz = (€ = )0

Note that the sequence b~ is trace-orthogonal. Namely, the following function acts as Kronecker delta.

jele 1=

l~Trace(f~b‘_): L Z:J
2f J 0 i#j.

To see this, let 7/ =4+ 1 and j° = j + 1 and consider the trace of the expression below.

by by = (T =) (¢
— (C—i/ _ C@/) ) (Cj/ _ C_j/) _ (C_i/_i_j/ _ Ci/+j/ _ C_i/_j/ + Ci/_j/))
Trace(bi_ . E) — Trace(cfiH»j/ . Ci/+j’ . Cii/ij, 4 Cilij/)
= Trace(¢™"~97) — Trace(¢"*7") — Trace(¢~W+9)) + Trace(¢" ).

Since i, j € [¢/2], we have 2 < i’ 4+ j/ < ¢, meaning that i’ + j' € fo and —(i' +j') € ZfX. Furthermore,
if i # j, then i’ — j' € £[p/2]\ {0}, hence i’ — j" € Z;* and — (i’ — j') € Z;*. Therefore, we conclude that
(i=j) = Trace(b; -b;) = 2f,

(i # j) = Trace(b; -b;) =0.

Although b~ is trace-orthogonal, it does not constitute a basis of any ring. It does, however, match in
cardinality the degree of the maximal real subring R, to which our attention now turns. Consider the
“suffix-sum” basis for the maximal real subring as in the theorem statement:

bt = (b )jeiprm =14 D (CF2714 ¢ (0/270)
i€+ jelp/2]

From the identity —p/2 =f—¢/2 =90+ 1—¢/2 = ¢/2+ 1 mod f, for each j € [¢/2], we observe that

— g+ (r—p)2 2
bj _bj (¢ ©/ _Cw/)

t

since

b;r . ((<p/2 _ Cw/Q) - Z (Cp/?fi + C*(W?fi)) . (C*W/Z _ <<ﬂ/2)

1€[j+1]
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= D (=g e

i€ +1]

= D (=T =)
i€[j+1]

_ Z (Cfiié-f(i+1))+ Z (Ci+1 7§z)
ie[j+1] i€[j+1]

— <‘j+1 _ C*j#’l —b.
j
Therefore,
1 — 1 — 1 1=y
— - Trace(t- b -t-bf) = — - Trace(a - b; - b;) = Z ‘]
2f J 2f J 0 i#j.

Now, suppose x = w;} (x) and g = wgi (y) for some x,y € Z°. We have

1 1 R
T(z-7y) = 2—Trace(ax-§) = Z xiyj?Trace(t b tebh) = Z Y
f i,j€le/2) f i€le/2]

= (x,y). O

The above theorem constructs inner-product embeddings for R = Z[(j + ¢; '] where f is prime. This
restricts the choice of R quite severely, especially considering that the subtractive set constructed in
Section 4 for Z[(;] or Z[(; + Cf_l] for prime f has a large expansion factor bound vg < §.

6.3 Tensor of Prime Real Cyclotomics

To allow more fine-grained parameter selection, we extend the result in Sections 6.1 and 6.2 by constructing

larger rings using the tensor product, inspired by [BFOV04, Proposition 6]. Concretely, we construct

subtractive sets for rings R = O, ® O+ ®@...® Ox+  for distinct odd primes fo, ..., fr—1. Note that
fo

Te—1
R has conductor f = 2¢- [, fi and degree § = 2¢ - [, (fi — 1) It is contained in the ring Ok, which
admits a subtractive set S of size f/fmax With expansion factor vg = 1 (cf. Section 4).

Theorem 10. Let R = Ok, ® O,q R...Q O,q , 0 =2 for somed € N, and fo,...,fr_1 distinct
0 k—1

odd primes. Let b = by ® (®ie[k] b?;), where by is the power basis for Ry and b?; is a basis for R?:
defined as in Theorem 9. Then, 7(-) = 1 - Trace(a - () is inner-product embedding for o = [Licp o
where t = 2% p(g) [Licp fi-

Proof. Write Ry for Ok, and R; for Oy for i € [k]. Define t5, = 2f; and tg = ¢(g). We prove by
induction on tensoring consecutive rings Ry and Ry, Vi € [k], indexed as R; = Ok, for i € [h] , where
h=k+1or h =k (if no power-of-two components). We use h; for i € [h] to iterate over coprime factors
of the conductor.

By Remark 7 and Theorem 9 R; has an inner-product embedding 7;, i.e.

(01 - (Bi)n) = tliTrace;c,/@(ai (b - (Bi)m) = {(1) i Z;Z Vi € [h].

We devise a proof by induction. _ B
FiI‘St, we define the base case ([’)0, to, ao, Ro, &0, bo) = ([’Jo, to, Qp, Ro, Qao, bo)
Then, for ¢ € [h — 1], define the following inductive steps:

Biv1 = bitr1 - bs tiv1 =1t tit1
Qiy1 = Q- Qiy1 Rit1 = Riy1 ®R;
Qiy1 = Qg1 Q bii1:=biy1 ®@b;
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We want to show that, if 7%1 has an inner-product embedding, then ﬁi+1 also has an inner-product
embedding.
We write

Ei = {gi’o’ cee ’gi7$i—1} ’

by = {bi+1,07 . ~,bi+1,<pi+r1}~

and

Elements of a new basis bz+1 are uniquely defined as a product of two elements from bases b and
b; 1. Consider elements b; 11, - bl,7 and b y1,p - bl s of a new basis b; ;1 Due to the coprimality of h, and
hit1, the tower structure of traces is interchangeable, thus

7A:iJrl (bi+1,mbi,r . biJrl,n . bi,s)

1 — ~ - =~
= =—Tracer (ai+1 “bit1,mbir  big1n - bi,s)
tit1 :

1 ~ =
= fTraceE/@ (&i by bi,s) ’

Tfacemﬂ/@ (ai+1 : bi+1,7n : bi+1,n)
tit1

s - _ 1 if (m,?") = (n7 S)
=7 (bi,r ) bi,s) Tig1 (big1,m - big1n) = {0 if (m,r) # (n,s)

Finally,
(b,t,a,R,a,b) = (Eh—l,tNh—1,ah—hﬁh—l,ah—l,gh—l) ;

which concludes the proof. m]

6.4 Reducing Binariness to Bounded Norm

We show how to reduce the Z-relation x € {0,1}™ to an R-relation natively supported by the succinct
arguments presented in Section 5, via the inner-product embedding framework. First, we recall the

following elementary fact from [LNP22].
Proposition 2. A vector x € Z™° is binary if and and only if (x,1™ —x)z = 0.

Proof. To argue about the “ = ” direction this is enough to observe that, for each j € [md], we have
zj =0or1—z; =0. And therefore the sum satisfies ) (5 #;(1—2;) = 0. The * <= " direction relies on
the observation that, for each j € [md], z;(1 —x;) > 0 as z; € Z. Also, if z; ¢ {0,1}, then z;(1 —z,) > 0.
Hence, if for some j € [md], x; & {0,1}, then >, (.5 2;(1 — 2;) > 0, which is a contradiction. O

Next, we observe the following equivalence: (x,1™° — x)z =0 <= (x,1™%)7 — (x,X)z = 0 <=
(x,1™9)7 = (x,x)z. This suggests the following reduction:

(i) The prover sends two claimed values s,t € R supposedly satisfying 7(t) = 7(s)
(ii) The prover then sends a succinct proof for (p~1(x),¥~1(19"))g = s and (=1 (x),¥~1(x))r = t.

From the identity V¥ a,b € Z™, 7({(yp~!(a),v~1(b))r) = (a, b)z, the verifier would be convinced that x
is indeed binary.

However, there is a subtle issue that, on one hand, the rings R considered in this section are of the
form displayed in Section 6.3, which are not necessarily equal to Ok or Ox+ for any cyclotomic field K.
On the other hand, the succinct arguments constructed in Section 5 are over rings which admit large
subtractive sets, for which we only know constructions in Ox and Ox+. We therefore need to lift the
R-relations that we want to prove to some Oi-relations (or Ox+-relations, but we focus on the former)
with R C Ok, while ensuring that the prover cannot cheat by using a witness over Ox.. To do this, we need
a lemma which allows viewing Ok as an R-module in such a way that the geometry of O is respected.
A precise statement is given in Lemma 8.
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// Both parties update claims

() ()

F = F W ~ =~ ~ ? =i
F= (wl(l“m)> (HF,y,0),w)e=P o

o r=-o -0 r=: .
Fig. 9. Protocol or ' ITP*" 1 a reduction from | =" 5N Zbin | or 1 5P N ~E,'L" 'to =P _. The
Lo o ! mp,Bld ‘ m,u,B3,id
L

marked parts are only sent / checked when the protocol is used as a proof of knowledge. As a reduction of
knowledge, they are omitted.

We next formally define the binariness relation which ignores the statement and simply checks that
the witness is a binary vector.

2P = {(stmt, w): stmt € {0,1}*; w € R™; ¥(w) € {0,1}™ }.

In Fig. 9, we present two similar reductions of knowledge I7'"®" and ITP-P" from Z'in 0 Zbin or ZiP n Zbin
to P, respectively. Note that, when reducing 5PN =" to 5%, the inner product ¢ = (1p~1(x),¥~1(x))r
is already included as part of the statement, and thus the prover does not need to send it. The formal
result is stated in Theorem 11, whose proof relies on Lemma 8 stated immediately after.

Theorem 11. Let R = Ok, @ Ox+ @ ... @ O+, g = 24 for some d € N, and fo, ..., fr_1 distinct
PO Pr—1
odd primes. Let T be an inner-product embedding over R. The protocol IT"M (resp. Hip‘bi“) s a perfectly

correct reduction of knowledge from _"” up N Zbin (resp. = - "b'") over R to =P moppia OVET Ok.

There exists a constant ¢; such that it is relazed knowledge sound from ZpYsSsNEPN (resp. "'pV:'; y Zbin)
k. ..,0/2. sis '

over R to = Hm%ﬁﬁ over Ok if 2%¢; - ¢ B < 55,

Proof. For perfect completeness, consider (H,F,y),w) € Eli,’;mﬁ NZPin over R. We have ¢)(w) € {0,1}™9.

By Proposition 2 and the discussion immediately after, it holds that (w,1™9); = (w, w)z. Since 7 is an
inner-product embedding over R, it holds that

7(s) = 7({~H(w), ¥ 1(17))%) = (W, 1™)z, and
7(t) = (¥ (w), =1 (w))R) = (W, W)z,

and thus 7(s) = 7(t). Furthermore, since ((H,F,y),w) € Z!in we have s = (=1 (w),yp=1(107m))p,

6 —m,u,B’
and t = (¢~ 1(w),1p—1(w))z. Therefore, (H,F,5,1), w) 6 Em g over R. Since R C Ok, the claim
follows.
For perfect relaxed knowledge soundness, suppose that ( (ﬁ, 1~?‘, y,t),w) e = pid OVer Or.Ifwe R™,
hen we have s = (=1 (w),9~1(19m))r and t = (¢~ (w),—1(w))x. Since T(s) = 7(t), reversing the
above argument gives 1 (w) € {0,1}™°. Thus ((H,F,y),w) € E:i;"mﬁ Zbin over R as desired.

If we O \ R™, then we can express w as a linear combination of R-vectors. Let W be the coefficient
of any basis element other than 1. Note that HFw = 0" mod q. Moreover, by Lemma 8, we have
o (W)|ly < - v/m- @2 B < 3% ie. avSIS break.

The argument for ITP®" is almost verbatim, except that ¢ is given as part of the statement rather
than being sent by the prover. a
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Lemma 8. If f be an odd prime, then Ok can be seen as an Ox+-module with the basis {1, }. More
generally, let R = Ok, ® O’CT ®R...® O/c+ where g = 24 for some d € N and fo, ...,fx_1 are distinct
0

Te—1

odd primes. Let f :== g[[,cu) fi- Then Ox; is an R-module with the basis @);c (1, G,)-

Furthermore, let x € (’)%f be expressed as a R™-combination of ®i€[k](1,§fi), There exists a constant
¢cs (dependent only on §), such that if ||o (x)||, < B, then each R-coefficient X of x satisfies ||o (%), < 5,
where B' < 2k¢; - 52 .
Proof. First part. We first consider the simple case where f is an odd prime. Consider the Z-basis
bt = {bf,.. 0, } = {LCHCT PP (P2 ) of Og+. We show that (1,() @ b* is a
Z-basis of Ok, implying that Ok is an O+-module with the basis { 1,¢ }. Consider the “balanced power
basis”

b= {b—tp/2+l7' . 'ab—labOa . '7btp/2}
S (G e NS 75
We prove by induction that b_; and b;11 and can be expressed as a { —1,0, 1 }-combination of elements
from (1,¢) ® b™ for all i € [¢/2].
For i = 0, we observe that by = bar and by = bar - (. Now, suppose the induction hypothesis holds for

i <k for some ¢ € [p/2], i.e. b_; and b;41 are constructed for all ¢ € [k]. Our goal is to obtain b_j and
bi+1. Observe that

bl = by + by,
bi ¢ = (b +b_g) € =bpy1 + b1,
bok = b — by,
b1 = b ¢ —b_py1.
The claim then follows from the induction hypothesis. The above directly generalises for the tensor rings
by arguing about each factor ring independently.

“Furthermore” part. For simplicity, we first consider the case where f is prime. From the previous part of the
proof, we know that there exists a Z-basis b of Ox which can be expressed as a { —1,0, 1 }-combination
of elements in (1,{) ® b*. We can write

Z SUbJ + Z t”] G
j€le/2] J€le/2]

where si,j,ti,j € {71,07 1}
Consider x = (zg, ... 2Tm—1) for any x € O,”gf. Then, we can write

Z ;b = Z Tij (sj0 4 t5,60) by,
JEl¥] JElplt€(p/2]

where z; ; € Z™. Consider ||o (z;)||, = Bi, by applying the same argument as in [DPSZ11, Theorem
7] but with the basis b, we conclude that there exists a constant ¢; (dependent only on f) such that
1Y (23)]| o < ciBi- Corollary 2 discusses the contant c;.

Let Z; 0 = Zje[p] f@j(s‘j,g + tj’gg). Then,

J€le/2]

We observe that as ||¢ (Z; )| < ¢iBi, then || (&,0)]|, < 2¢¢;B8; and ||o (24,0)], < 2¢°/%¢;B; due to the
norm conversion.
Eventually, consider the norm of X;, i.e.

~ 2
lo &l < [ Y (Bi20%/%¢;)” =202 | B2 =20 2¢i]lo (%), < 207 ¢8.
1€[m]

1€[m]
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To argue about the composite case, we consider bases b = b(!) ® b(?), where b(") and b are bases
of the cyclotomic rings with prime conductors. Let b; ; = b; - b; and b;fj =b - b;r. Let ¢ = oM . »(?) and
¢ =C¢M . ¢®@ defined analogously. Then, we write:

~ (1) ()
ti = Z Ti g 5@ by byiay
IV E[pM], i ep™)]
_ = 1,2 _ =~ 1) 1) (1Y ( 2 (2 )y .+
- Z i, 50,5 by byiay = Z xi,j“),j@(‘gj(l),g(l) + tju),g(l) ¢ )(%(2)74(2) Tt "¢ by g
i ele™] i ele™]
j(Q)E[Lp(Z)] j(2)6[¢(2)]
Z(1>€[ga(1>/2] Z(l)E[Lp(l)/Z]
g(2)6[@(2)/2] 5(2)6[9,;(2)/2]

. ~ 1 ¢! (2 2)

Let &; p) g2 = ZJ(I)E[GD(l)]7j(2)€[LP(2)] $i7j<1>7j<2>(5;(3>,e<1> +tj<3>,g<1> 'C(l))(sj«g) 22 +tj(2>7g<z) '4(2))- Then,
We observe that as Hw (52-7]«1)7]-(2)) HOO < ¢jf;, then Hw (£i7£<1)’f(2>) HOO < 4pc;B; and continue the reasoning
as in the base case. Clearly, the argument extends for terson rings of more than two prime rings.

O

7 Packed Z-Inner Products via CRT Embedding

The idea of embedding Z-relations into R-relations via the CRT embedding is well-established (e.g.
[BS23, LNS20]). However, an obstacle to applying this to lattice-based succinct arguments is the lack of a
succinct-verifier argument for proving the consistency of two vectors related via the coefficient and the
CRT embeddings.

In this section, we first recall the method of embedding Z-relations into R-relations via the CRT
embedding. Then, by exploiting the fine-grained tower structure of cyclotomic rings with smooth conductors,
we provide a verifier-succinct argument for proving the consistency between the coefficient and the CRT
embeddings. Throughout this section, we assume that R = Z[(j] is a cyclotomic ring of degree ¢, and
p € N is a rational prime which splits completely over R.

7.1 Embedding Zp-inner products into Rp-inner products

To begin, let us write CRT, : R — Z¥, for the invertible Z-linear transform which maps a ring element
x € R to its Chinese remainder representation modulo each prime ideal dividing p. Note that we are
viewing CRT, as a Z-linear map rather than a Zy-linear map, and we will write mod p explicitly when
reducing modulo p. We extend the notation naturally to vectors, i.e. for x = (2;);¢[m) € R™ we define
CRTp(x) = (CRTp (i) ig[m)-

It is well-known that addition and multiplication in the CRT domain is component-wise. Using this
property, there exists a natural method of embedding Z,-inner products into R,-inner-products, as
summarised in Proposition 3. The proof is trivial and thus omitted.

Proposition 3. Let R = Z[(j] be a cyclotomic ring of degree ¢ and p € N be a rational prime which fully
splits over R. Let 7, : R — Z be defined as 7p(z) == (1%, CRT,(2)). For any x = (X;)ic[m]> (Yi)ic[m] € Z™¢,
it holds that

7({CRT,(x), CRT, ' (y))=) = (x,¥)z mod p.

Using Proposition 3, a prover is already able to succinctly prove that certain Zy-inner product relations
hold using the succinct arguments provided in Section 5, provided that the application allows the witness
vectors to be committed in their CRT, 1() form. A bit more concretely, consider a toy example where
the prover wishes to prove that (x,y)z = z mod p for some public value z € Z,, where p is sufficiently
shorter than the modulus g used in the argument system. It performs the following procedures:

— Compute z == <CRT;1(X), CRT;l(y»R mod p and send it to the verifier.
— Let X := CRT;l(x) and CRT;l(y) = CRT;l(y) mod p.

— Find r € R™ such that z = (X, y)gr +p - r.

Commit to (X,¥,r).
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— Provide a proof that (X,¥,r) satisfies 2 = (X,y)r +p - r.

In turn, the verifier checks that 7,(2) = z mod p and the proof for 2 = (X,¥)r + p - r is valid. If both
checks go through, then by the soundness of the argument system the verifier would be convinced that
(x,y)z = z mod p (for some x,y which satisfy (x,y) = (CRT,(X), CRT,(¥)) mod p).

7.2 Lifting to Z and R

In case the prover wishes to prove that (x,y)z = z without reduction modulo p, and/or the application
postulates that the witness vectors are committed in ¢~! form, then the prover needs to additionally
perform the following;:

— Write X := ¥~ 1(x) and ¥ :== ¢~ (y).
— Find r,s € R™ such that

X =9 (CRT,(X)) +p-r, (7)
y =v¢ ~(CRT,

N
— Further commit to (X,y,r,s).

Provide a proof that |0 (X)[|, and ||o (¥)||, are short.
— Provide a proof that Egs. (7) and (8) hold.

From Egs. (7) and (8), the verifier would be convinced that
P(X) = CRT,(X) mod p and Y(¥) = CRT,(¥) mod p.

Combined with the previous guarantee that (CRT,(X),CRT,(¥))z = z mod p, the verifier would be
convinced that

(¥(%),¥(¥))z = z mod p.

With the proof of ||o (X)||, and ||o (¥)]||, being short, it must be the case that || (X)||,, and ||[¥(¥)],
are also short. Provided that these norms are small enough relative to p, the reduction modulo p has no
effect, and thus we arrive at

(¥(x),¥(¥))z = 2

Next, we discuss how to succinctly instantiate the above protocol, in particular the arguments for Eqs. (7)
and (8), using tools developed in Section 5.

7.3 Computing CRT via Automorphisms

In the above, we established that the method of embedding Z-inner products via CRT requires proving
consistency between the CRT,, L(.) and ¥~1(-) encodings of the witness vectors. Specifically, we would
like to design a succinct argument for arguing that

X =~ }(CRT,(X)) mod p

where X, X € R™ are committed vectors. We note that existing protocols for proving such correspondence
treat ¢! o CRT,, as a generic Z-linear map and prove the correspondence as an unstructured system of
linear equations over Z. Instead, we would like to exploit the tensor structure of the ¢)~! o CRT, map for
carefully chosen rings R, and the fact that any Z-linear map can be expressed as a linear combination of
automorphisms in Gal(K/Q) with R coefficients.

Motivated by the above, the goal of this subsection is to prove Theorem 12, which states that, for R
with a smooth conductor, the /~! o CRT, map can be expressed as the composition of a few succinct
linear combinations of automorphisms in Gal(K/Q) with R coefficients. To prove this theorem, we will
make use of two elementary lemmas. In Lemma 11, we prove an elementary fact that, if L/K is a Galois
extension, then any K-linear map f : L — L can be expressed as an L-linear combination of Gal(L/K).
Then, in Lemma 12, we prove an analogous lemma for Ok /pOg-linear map f : Or/pOr — Or/pOy, if
L is cyclotomic and has conductor less than p, where p is a rational prime. Using these two results, we
arrive at the following theorem.
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Theorem 12. Let R be a cyclotomic ring'® with a w-smooth conductor f. Then, the transformation
1o CRT, : R — R can be expressed as the succinct composition of R-linear combinations of at most w
automorphisms over R. Formally, there exists t € O(logf), h; < w, s;; € R, and «; ; € Gal(K/Q) for all
i € [t] and j € [h;], such that

("o CRT,)() = Qe Z $i,50,j(-) mod p,

J€[hi]
where () denotes function composition.

Proof. Let KC denote the f-th cyclotomic field. Since § is w-smooth, C/Q can be decomposed into a tower
of t < O(logf) Galois extensions where each step of the extension is of degree at most h; < w. Let L/K
denote the i-th step of the tower of extensions. Correspondingly, the map (1»~! o CRT, mod p) can be
decomposed as a composition R

¢~ o CRT, = Qe fi

where ﬁ is obtained by lifting an Ok /pOg-linear map f; : Op/pOr — OL/pOr to Ox/pOx. By
Lemma 12, f; can be expressed as an Of, /pOp-linear combination of Gal(L/K) which contains at most
h; < w elements. Correspondingly, ﬁ can be expressed as an Oy /pOjc-linear combination of Gal(}C/Q)
which contains at most h; < w elements. The theorem thus follows. O

7.4 IT*P*: Extended Inner-product relation

The Z'P relation defined in Section 5.7 asserts a single constraint on the self-inner-product of the entire
witness. In preparation for our CRT-based embedding for Z-inner-products to be presented in Section 7,
we need a slightly extended relation which captures multiple inner-product relations between different
blocks of the witness vector, which is now interpreted as a block vector. Formally, we define the “extended
inner-product” relation Z°P below.

((Lip7 Lip-in, H, F: Yy, t)a W = (Wk)ke[nb'k]) :
H e RZoutXn; Fc Rgx(d®u.nblk) g RZX"L; ye R;Lout; te 7?,;Lip

—eipVsis — ip i
=m,nout g, Gsis T Lip S {1, -1 }[n ) 5 Llip-in c [nblk][n ]

B i<
[w]l < 3; HFw = Hy mod ¢ ol {HFwOn mod ¢

(Wi in(k)> Qg (k) (Wi (k) = B mod ¢ Yk € [nP]

Note that Z¢P implicitly has two additional parameters: number of blocks n®* and number of inner-
product relations n®. Compared to =P, a statement in Z°P contains additionally two index maps
tip + [nP] = {1,—1} and tipin : [nP] — [nP], and the inner product image ¢ is replaced by a vector
te RZIP. Furthermore, the single inner-product relation in = is replaced with

<WLip—in(k)’ Quip (k) (WLip—in(k)>> =tr mod g Vk € [nip]'

Recall that ITP+ is a reduction of knowledge from =™ to Z'". Similarly, we can also construct a
reduction of knowledge IT€P+ : Z¢P — =lin Ly modifying the ITP (Fig. 8) part of IT'P+ into IT¢P.

Since ITP and ITP* are already quite notation heavy, and their generalisations to IT¢P and IT€P* are
straightforward, we omit a formal description but instead highlight the differences between IT¢P and IT'P

below.

The main protocol The main protocol IT®P differs from IT"P in the following:

(i) The protocol runs in parallel for j € [n'”P]:
(i) The witness w used for obtaining v (now, denoted as ¥;) is replaced by W; :=e, . ;) @ W, (j)-

8The technique should apply for the ring of integers of any Abelian number field with a known w-smooth
tower structure, but a formal proof is out of scope.
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(ii) Similarly, matrix E is replaced by

blk
R . _f - m/n b‘k—l
E] = eLip—in(j) ® 1 -1 . f_(m/n _1)
1 0 . 0

(ii) The new claims both parties compute are:

~ H O = F
H = , F:= A
(O Inip.3> (Zje[nip] €; & E])

7= (5o ove) 7 (S o,

Yieme € @Ve, ) 7T\ Xjelnn € ©Vg, ;)
where YE, = ij and y;::j’i = ]:ij/jj.

(iii) Further, the verifications are replaced by

~ o~ ?

(HF,y),w) € 5,7

=m,Bo
~ ~ R 7 i
(H, F, y;), Z eLip.in(j) & Vi S :’77'2,[30
Jell (elt]
for the same parameters as in Fig. 8.

. . —eip e —lin
In sum, we obtain the reduction =75 5 —— (5,0, 3,0

from Section 5.7. Next, we outline the full protocol II¢P* analogous to ITP+.

)" (+1) for the same parameters as the IT'P

The full protocol The full protocol IT¢P* reduces the n'P - (£ + 1) statements after I78P back to a single
one with the minimal number of rows, by applying 1722 and I7'Y. That is, IT¢P+ works as follows:

(1) 52)@{’5 e, (B 5e ﬁ)"ip'(“l) (Reduce to claims in (Z'n)¢+1))
. ; batch . :
(2) (s ﬁ)"p'(“l) ELEN (E%"Hﬁ)"p'(“l) (Reduce number of rows again.)
=lin P ™ i : i
() (Z e T (Redrce to chaim 7 = (- (¢4 1))73)

We do not provide explicit proof of Theorem 13 below as it completely analogous to Theorem 6. We
denote by Z°PVsis the usual relaxed relation.
Theorem 13 (Security of I1°P*).  The protocol II*** is a reduction of knowledge ZF o 5 to

(Emnouw&nip,ﬁg:nip-(z+1)ﬁl,)nipv(lﬂ); where £ = 10gbip(252 + 1) for b, < 25/(\/ﬁ¢3/2) for bip, £ € N. It

is perfectly correct. It is relaxed knowledge sound from ::;pnff g to :m‘ﬁ,ﬁ_i_&nip 3 if By < B where
) sPo ) 1P3

B = 40B%. The knowledge error is n'® - (€ +1) - (|Cr| ™" + 4’CRq‘_1) +2m|Cr, ’_1.

7.5 IT*': Automorphism Check

For our CRT-based protocol (Section 7), we need to efficiently check automorphism relations between
different blocks of the witness. Formally, we define the automorphism check relation below.

((Lipa Lip-iny Laut, Laut-ins Laut-out, H,F,y, t)7 w = (W’f)ke["b‘k]) :
ou Qu, blk i
He R Fe Ry C RIXm y e R t € R

lip € {1, 1 }[n"’] : Lipin € [nblk][n”’]

—autV/sis — aut
= Asis = n . blk1[n
m,not, B, 55 laut € [QO][ ]; laut-in; Laut-out € [TL ][

W <SSES
|w|| < 8; H-Fw = Hy mod g or { lwll < }

aut]

_ HFw = 07 mod ¢
<WLiP—in(k)7 iy (k) (WLip—in(k))> =ty mod ¢ Vk € [n"]

abaut(k) (WLaut»in(k)) = WLaut»out(k) mOd q Vk € [nBUt]
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Note that =2t implicitly has an additional parameter — the number of automorphism relations n2'.
An instance of 52" is almost identical to an instance of =P, except that it additionally asserts that the
automorphism relations a,_, (k) (Wi, (k) = Wipon(k) mod g hold for all k& € [n?"*] for the index maps
Laut, baut-in, Laut-out given as part of the statement. Thus, to see that Z2“ reduces to Z°P, we only need to
check that the automorphism relations can be reduced to linear relations. We outline the logic of this
reduction below, and give a formal description in Fig. 10.

Instead of checking that all automorphism relations hold, which would not be succinct, the verifier

sends a random & <$ CRq C R,. The prover then sends

Laut-in

2k = (17 57 s ’gmfl) " Wiautein (k) mod q

Z;c = (1’ aLaut(k) (é-)’ s 7aLaut(k) (5)7”—1) : WLaut—out(k) mOd q

for k € [n®"*]. In turn, the verifier checks that o, k) (2r) = 2, for k € [n®"*]. Completeness can be seen
by observing

Vo) (21) = iy (L€ €M) Wi ()
= (1, e (1) (€)s - s Qe (1) ()™ Y) * Ve () Wi (k)

= (1,0 (1) () e 1) (™) - Wi e) = 2k
This reduces the automorphism check to verifying the linear relations

2k = (175, R ,fmil) “Woein(K) mod q Vk € [TlaUt],

7 = (10 (1) (€ (1) ()™ 71 - Wiy iy mod ¢ Yk € [07]

which is supported by Z¢P. Note that the reduction increases the number of rows significantly, and I7°2"
could be run to batch them before further reductions.

The security of I72"* is summarised below. The proof is omitted due to its similarity with the previous
proofs in this section.

Theorem 14 (Security of I1®"*).  The protocol II*"* is a perfectly correct reduction of knowledge from
E;;‘fnoutﬁ to Efrlﬁnou%znaut,,e' It is relazed knowledge sound from Ej’,;';\;if‘ﬁé to Efrf%ﬂsnnau‘ﬁ{ if 28, < B,

where 8y = Bi. The knowledge error is na”t/|CRq|.

7.6 Reducing CRT-based Binariness Check to Automorphism Check

Equipped with Theorems 12 and 14, in Fig. 11, we construct a reduction of knowledge Hg’;;’,i” using a

CRT-based binariness check. For the ease of notation, the reduction of knowledge Héir'ljgi" in Fig. 11 makes

use of the following subroutine CRTmake(H, F,y, w) which maps a Z'" N =" instance to a 52t instance:

(i) Compute wg = CRTgl(w(w)) and let ro :== 0.
(ii) Compute ¢’ = (Wo, CRT™H(1))», to == (Wo, W)=, and £; = (W, W)x.
(iii) For each ¢ € [t]: (i) Compute the i-th step of the CRT decomposition as described in Theorem 12, i.e.
w; ;= o j(W;) for all j € [h;]. (ii) Compute the p-ary representative W, = Zje[hi] si,jW; ; mod p.
(iii) Find the quotient r;y; € R™ satisfying w; 11 — Zje[h,;} 8ij Wij+D-Tiz1 =0 (mod gq).
(iv) Concatenate all intermediate witnesses as

W= (Wi j)g)ett s (Wi Thicie]) € R™

where m = m - n”* and n"* = wlogf + 2t + 2.19
v) Parse the witness as a block vector w = (wy, wk] Where wy € R™.
ke [nbk]
vi) Concatenate all linear map images as y* := (y*,0,¢) € R” where 7 :=n + tm + 1.
q
(vii) Concatenate all inner product images as tT := (fy, 1) € R2.

9Recall that f is the conductor of R and is w-smooth. Technically, w has dimension m - (Zie[t] hi + 2t + 2).
Since h; < w for all 4 and ¢ < logf, we pad W to dimension m = m - (wlogf + 2t + 2) for simplicity.

36



Lip, Lip-in, laut, Laut-in, Laut-out, bin. b L L .
ips Lip-iny taut, laut-iny laut-out,
P H? F7 y7 t ’ V
H7 F7 y? t

W = (W)l

5 £ <3 CRq
// Both parties parse the statements into tensor notation
for k € [n™"]
m/nbk_

g'II; :efaut_in(k)®(17§7£27"'a€ / 1)

(81)" = € (k) @ Qupun (k) (81)
G = (gz)ke[na“t]; G, = ((ggﬂ)T)kE[na”t]
z = Gw // Implicitly z’ = G'w z

2h = Qi) (26) Yk €[]
// Both parties update claims

F y
H:—(I(_)IIO ), F=|G|, y=|z
2naut el 7'

\i%

Lip, Lip-in

L I
H? F7 y?t

? q

c —eip

'_'m,p,,ﬁ,n°"t+2-n3“‘,n+2-,nb|k,nip
—aut —eip Haut

Fig. 10. Protocol IT*"* a reduction of knowledge from = to

m, 3,0t n, nblk pip paut i, u,B,n0ut42.n3ut n 2. pblk pip-

sends the marked parts only as a proof (but not reduction) of knowledge.

(viii) Define a matrix Fe ’Rg”} such that Fw = y mod ¢ represented the following system of equations:
Fe =y (mod g)
(CRTH1’™),Wo)r =4 (mod q),

\/7\\/1'_;,_1 — Z Sij Wij+D Tip1 = o (mod q) Vi € [t]
j€lhi]

(ix) Write {U;g}kezfx = Gal(K/Q).
(x) Let n'® := 2 and define the index maps i, : [nP] — {1, —1} and tip.in : [2P] — [P'%] for inner products
such that

Vk € [nip]v by = <Wup-in(k)’ULip(k)(WLip-in(k)» — %VO = (Wo, Wo)r A ?1 = <6\Vt76\vit>73

(xi) Let n?t := wlogf and define the index maps tay : [2?"] — fo and toyein ¢ [P — [nPK]) and
Laut-out : U] — [nP'¥] for automorphisms so that

Yk € [f, Wipon(k) = Tran(kt) Wipn(k)) == Vi € [t], j € [hi], Wi j = i (W)

(xii) Set H := <H 0 >

0 Itm+1
(Xlll) OutPUt (Lipv Lip—inv Laut) Laut-in; Laut-out; Ha Fv ya ta W)
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P((H,F,y), w)

/| Both parties compute (tip, tip-ins taut» taut-ins Laut-outs H, F', 7, £), but only prover computes w
y' == (CRT, ' (p(w)), CRT 1 (1°™))»
to = (CRT, " (1(w)), CRT, ™ ((w))) =
t1 = (W, W)R

/| Note: wo = CRT, ' (¢(w)) in first step of CRTmake

/| Note: W, = w in last step of CRTmake

(Lipy Lip-ins Lauts Laut-iny Laut-out, H.F.y.t, W) < CRTmake(H,F,y, w)

Y, to,t1 W

V((H,F,y))

// Compute (Lipg Lip-iny laut, laut-in, Laut-out, 1, Fa y, E) from (F7 Y, y/7 to, tl)

? ?
Tp(to) = 1p(y); Trace(tr) < §°
Lip, Lip-in, laut, Laut-in, Laut-out, & JI—
g2, 2 @ , W | € Zon. B!
(g ) o) e

—lin

Fig. 11. Protocol Hli,r{',zi", a reduction from =™ N Z°" to 22, where B, 8, and p are set as in Theorem 15. See

the text for the definition of the subroutine CRTmake. The marked parts are only sent / checked when Hlir'{',f,i” is
used as a proof of knowledge. As a reduction of knowledge, they are omitted.

Theorem 15. The protocol II'"PM is a4 perfectly correct from Eg:ﬂout 5N EPin e to E2UE g5 and

crt,p
knowledge sound reduction of knowledge from El'r?ﬁﬁ,ﬁ E,,b,'L',‘T\L/OSJ?, to ST i, where nPk = w(1+t)+2t+2,

nP =2, n =wlogf, B’ =L -w-yg - ¢¥% - Vm-nbk, g =2 /m, p/2 > c?~52~m~4p, ¢ s a constant
from Corollary 2, n°"" = n°"* +tm + 1 and conductor § of the ring is w-smooth.

Proof. Completeness. For perfect completeness, we consider the statement (H,F,y),w) € 522’5 N Zbin,
Clearly, we have 1 (w) € {0,1}™. Therefore,

(W), 1™)z = (Y(w), W)z

by Proposition 2 (and the discussion immediately after). Since CRT, is a T,-embedding over R and
w; = w due to the construction it holds that

(') = (W(w), 1m6>z mod p, and
p(to) = (¥(W), ¥ (w))z mod p,

As a consequence, 7,(tg) = 7,(y’) and the first check of the verifier passes.

Further, as |1 (w)||,, < 1, and by Corollary 2 [|o (w)]|, < ¢*/2/m = 3. We observe that ||o (w)||§ =
Trace(d) and hence the second verifier’s check passes.

Next, we show that

T o 1 =~ —aut
((Lip» Lip-ins Laut Laut-ins Laut-out H, F, Y, t) ’ W) €=

m’#’ﬁ/ _’nout7n7nblk7nip7naut

—aut

The linear part of the relation Z2"* above holds due to Item (viii) of the CRTmake subroutine. Similarly,
the correctness of all steps of the CRT transformation implies that all automorphism relations hold. For
the inner-product type of relation, they are correct due to the honest computation of ¢y and ¢;.

Finally, it remains to argue about the correctness of the bound 3’ for the new witness. Observe that
the witness w is a concatenation of three types of blocks. Particularly:
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— the steps of the CRT transformation, w;,
— the remainders, r;,
— and w; ; used for automorphisms-based relations.

In the first case, due to reduction modulo p,

|9 (Wa)iee+1) ||OO < p/2.

After translating the norm, we consider the canonical 2-norm of each element of (W;);e[s+1]-

lo (@)l <p/2-*%-/m-(1+8) V@ €(Ficpr-
In the second case,
o ()lly <p/2- ¢ /m-(L+t)  Yw € (Wij)ijen-

as w; ; = o; j(W;) and the automorphisms «; ; do not impact the canonical norm of a ring element.
In the third case,

p p p
el < (-2 wom) =2 wam ¥ € @iy

and after translating norms,
< L .3/ v .
o (r)lly < g WIIR P T € (Ti)igtt1)-
To sum up, canonical 2-norm of individual elements of w is upper-bounded by
~ D -
lo@)l, <% -w-yr-¢**  Vuw ew

as w > 2. Last, we observe that [(W;)iciiq1)| = m - (t + 1), (Wi )@ jeitn) < m-(t+1)-w and
|(ri)icpe+1)| =m - (E+1). As aresult [W| < m - (w(l+t) + 2t + 2) = n®* so we derive

g p
HU(W)”2§Z'W"YR'<P3/2~\/m:5/’

which concludes the proof of the perfect correctness.
Soundness. For perfect knowledge soundness, suppose that

((Lip) Lip-ins Laut laut-ins Laut-outs H,F,y, t) ) S - ﬁ’ nout T,mblk e paut’

meaning that <Lip, Lip-ins Laut Laut-in Laut-out; ﬁ, 1<~“, y,%) takes the form as constructed in CRTmake. We have

7(y') = (b(w), 1)z mod p and 7,(to) = (¥ (W), (w))z mod p.

Since 7,(y") = 7,(to), we have
(W), (W) —1™%)7 = 0 mod p.

Furthermore, Trace(t;) < 32 implies that ||o (w)]||, < 8, thus by Corollary 2 ||¢» (w)|| . < ¢; - 8, where ¢;
is dependent only on f. Therefore, as c? -B%-m- ¢ < p/2, the inner product above holds without modulo

p, and thus ¥(w) € {0,1}™. 0

Remark 8. Theorem 15 trivially generalises to yield a reduction of knowledge from =P N Zbin to Z2ut,
analogous to Theorem 11. We omit the details for succinctness.

Remark 9. Note that the reduction of knowledge IIiP" increases the number of linear relations from n
to n +tm + 1, where we recall that m is the dimension for each block of the witness. Nevertheless, we
observe that the matrices H and F in the statement are sparse and highly structured. Therefore, when
applying the chain of reductions in Section 5, the verifier time can still be polylogarithmic in m as long
as succinct representations of H and F are used when running I7°**" for batching.
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Remark 10. The CRT-based embedding method discussed in this section requires the prime p to split
completely, i.e. p = 1 mod f, which immediately implies that f must be even. When f = 2*, we observe
that choices of p are limited, and they tend to be significantly larger than f — the smallest values of p
for § € (256,512,1024) are p € (267, 7681, 12289). For general f, choices appear to be more flexible — the
smallest values of p for § € (598,1102,2926) are p € (599, 1103, 2927).

Remark 11. We discuss a possible optimisation which allows to pick smaller primes p. Recall that, for
knowledge soundness, we required p/2 > c? - B2 -m - ¢, which makes p linear in the length of the witness
length. Towards picking smaller primes p, we suggest using multiple primes pi, ps, ... such that all of
which fully split over R. To be concrete, consider the case with two primes, i.e. p; and p,. After repeating
the protocol twice for p; and ps respectively (or even better, running a merged version of the protocol),
the verifier should be convinced that:

(x,y) = cmod p;
(x,y) =cmodpz ; = (x,y) =cmod p; - pa.
(p1,p2) =1

Obviously, this generalises to having a set P of arbitrarily many primes. Consequently, for knowledge
soundness, we would only require Hpepp/2 > c? -2 -m - . If the conductor f is smooth, it is possible to
find many highly favourable primes (cf. Remark 10).

8 Parameter Selection

We propose concrete instantiations of our protocols for various values of m. For comparison with prior
works, e.g. [BS23, AFLN23], we aim for 128-bit security. This corresponds to the root Hermite factor
Oenf = 1.0044 (cf. Section 5.9).

8.1 Split-and-Fold with Norm Checks

We start with instantiating the split-and-fold with an intermediate norm check described in Section 5.8.
We focus on the following simple goal: commit to a short vector w € Z of length h, such that || (w)]| , <
Binit = 2° and prove knowledge of the commitment opening. To this end, we will pack h = m - ¢ integers
into a vector w € Ry" of m ring elements employing standard coefficient embedding. Then, we will use
the vSIS commitment scheme on w.

The relation of our interest is a proof of vSIS commitment opening [CLM23], i.e. the polynomial
evaluation equation w(v) =y (mod ¢) for public ring elements v,y € R,. When adapting this relation to
the language of =P, we would initially set (n,n°“t) = (1,1). Throughout the batching protocols, we set
7 = 1. In our experiments, we hardwire f = 5544. Hence, ¢ = 1440 and |[Cr| = 504. We fix ¢ = 2 for the
whole execution of the protocol. Then, given the norm bound 8 and ¢, we can deduce the decomposition
base b. Since in each iteration of the split-and-fold protocol, the norm g may change, then so can the
base b. We note that (at least concretely) the current proof sizes are not optimal, reaching high orders of
Megabytes. We highlight that we could achieve better sizes for larger moduli. However, conceptually this
would be contradictory to the original intention of split-and-fold with norm checks; avoiding unnecessary
stretch and large proof system modulus. We defer more fine-grained optimisation to a follow-up work.

Proof Composition. To further shrink communication, one could use standard proof composition, where
instead of the verifier checking the verification conditions, the prover provides a proof of knowledge of the
input for which the verification holds. To this end, we can directly apply the LaBRADOR proof system
[BS23]. Note that this approach is different from running [BS23] for the original relation because now the
statement /witness size for LaBRADOR is only of size poly()\,logm), and thus we do maintain succinct
verification. Hence, we estimate the final communication size to be ~ 100KB based on performance
described in [BS23].
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witness length in Z-elements A 218 ~ 220 A 224
log q 110 110 120
f 5544 5544 5544
m 920 922 926
14 ()|, of the witness 2° 2° 2°
witness size 1080 MB 4320 MB 69120 MB
d 2 2 2
I 2 3 4
# of repetitions 17 18 19
(unoptimized) proof size 258.4 MB 263.6 MB 458.6 MB

Table 2. Concrete parameters, together with proof sizes, for security level A = 128.

Fiat-Shamir Transformation. As noted in [AFK22], transforming interactive proofs, which admit
parallel repetition, to the non-interactive setting via Fiat-Shamir transformation incurs significant loss in
the order of Q*, where @ is the number of random oracle queries made by an adversary. In the asymptotic
sense, here we could simply set d = O(\), and thus u = O(lﬁ)ggT) which is constant for m = poly(}).
Unfortunately, as seen in the experiments, the most optimal proof sizes are achieved for small values of d.
In this section, we heuristically omit the security loss Q* and leave any potential improvements as future

work.

Concrete parameters. In Table 2 we suggest concrete parameters with the estimated proof size.
The results are obtained via a dedicated script?? simulating protocol execution and measuring the
communication cost.
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A Extended Preliminaries

A.1 Algebraic Number Theory

For a modulus ¢ € N, we write R, := R/¢R. We denote by R* and R, the sets of units in R and R,
respectively. We endow R with two geometries via the coefficient embedding 1y, : R — Z? (for a given
basis b) and the canonical embedding o : KL — C¥ (of K). Specifically, for a given Z-basis b = (b;);c[s) of
R and an element z = Ziem z;b; € R, we write

Yo () = (74)ic)s) and o(z) = (0(z))jelp)

where o; € Gal(/Q). Note that we define o(z) by treating € K in order to avoid discussing the
canonical embedding of subfields of K. If R = Ox and b = (1,(,...,(¥~!) is the standard power basis,
we may omit b from the subscript of 1. We extend the notation of 1, and ¢ naturally to vectors, i.e. if
X = (24)ie[m) € R™, then

VYu(x) = (Vb (Ti))icis) and o(x) = (0;(7i))je[y]

are defined as concatenations.

For any p € N, we consider the balanced representation of Z,, i.e. elements are represented by
[—p/2,p/2) N Z. When considering the quotient ring R, := R/pR where R has Z-basis b, we assume that
an element x € R, is represented by ¢y () € ([—p/2,p/2) NZ)¥. As such, for any z € R, we abuse the
notation x € R, to mean that ¢(z) € ([—p/2,p/2) NZ)?. The above extends naturally to vectors over R.

To distinguish between Z-inner products and R-inner products, we write (X,y)z = Zie[m] TiY; Or
(X, y)r = Zie[m] x;y; depending on whether x,y € Z™ or x,y € R™. Note that (x,y)r is defined
without complex conjugation.

For any Galois extension M /L, the field trace can be computed as Tracepq,z : K — L, Tracep/ o () =
Zgjecal(lc/,c) o;(x). When £ = Q, we drop the subscript and write Trace = Trace,,/q.

The coefficient /,-norm and canonical /,-norm of a vector x € R™ is denoted by |[¢ (x)

|, and
o (x)l,, respectively. We will mostly use ||¢ (-)

| and |lo (-)||5. The ring expansion factor of R w.r.t. the
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coefficient ¢o-norm is defined as yg = maxq per ||t (a-0)| /(¢ (a)] o - ¥ (b)) Assuming balanced
representation, for any x € R,, we have ||¢ (x)||,, < p/2. Note that |lo (x)||§ = Trace(x"X), where -
denotes the complex conjugate.

Lemma 9. Let x € K. It holds that ||o (z)||, < ¢/2|¢ ()],

Proof. Letax = 37,c( i, withz; € Q. Then we have [|o (z)|, = Ho (Zie[w] xigi) H2 PP zillo (¢) |, <

o max; (i) - /P = o[V ()] .
Lemma 10 ([DPSZ11, Theorem 7|, [DPSZ12]). For any conductor f, there exists a constant c;,
such that for any x € IC, it holds that ||¢ (2)||, < ¢ ||o ()

Corollary 2. For any conductor §, there exists a constant c;, such that for any x € KC, it holds that
|V (2)| o < - lo(x)|y. More generally, for any x € K™, it holds that ||¢ (x)|| ., < ¢ - |lo (x)]]5-

In [DPSZ11, Appendix C.2], it was discussed that ¢; < 8.6 for any square-free § < 400. However,
note that in Lemma 10 the second inequality is trivial and usually not tight. If we only concern about
bounding |7 (x)||, in terms of |lo (x)||,, it seems that |[¢) ()|, < |lo (x)]|, always holds. We verified
this empirically for 100 < § < 500 with 100 random elements for each conductor.

Lemma 11. If L/K is a Galois extension, then any K-linear map f : L — L can be expressed as an
L-linear combination of Gal(L/K).

Proof. Let L/K be of degree ¢. Let e = (e;);c[y) be a Og-basis of O, and €¥ = (e} );c[,] be a Ox-basis
of Of. We show that there exists a vector a = (ar)rccai(r/k) € (OF)¥ such that, for any z € L, we can

write
fl@)= Y ar-7()
r€Gal(L/K)
To construct a, we first construct another vector b = (b;);e,, € L¥ by setting b; := f(e;) for all i € [p]. We
then define a, := b" - 7(e") for all 7 € Gal(L/K), where the automorphism 7 is applied component-wise.
For any x = Zie[w] x;e; € L where x; € K, we observe that

Z ar - 7(r) = Z b'r(e") - 7(z)

T€Gal(L/K) T€Gal(L/K)
= Y Y ) (X we)
T€Gal(L/K) je(p] i€le]

Z Z biT(ef ei)x;

T€Gal(L/K) i,j€[p]

Z bjTracer k(] e;);

1,5 €[]
= Z biz; = Z f(ei)z: = f(z). 0
i€[g] €[]

Lemma 12. Let L be a cyclotomic field, L/K a Galois extension, fr, be the conductor of L, and p be
a rational prime with f;, < p. It holds that any Ok [pOk-linear map f : Or/pOr, — Or/pOy, can be
expressed as an O /pOr-linear combination of Gal(L/K).

Proof. In the proof of Lemma 11, we can see that any Og-linear map f: Op — Of can be expressed as
an OY-linear combination of Gal(L/K). Since L is cyclotomic, it is known (see e.g. [LPR13]) that

O COY Cf;'0r.

Taking quotients, we have

Or 93 - leOL.
pOr — pOr — pOy
However, since {1, < p and p is prime, we have
-1
Or c oy CfLOL_ Or

pOr — pOr = pOr pOL’

\2
forcing p%LL = p%LL. The claim thus follows. O
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A.2 Vanishing Short Integer Solution Assumption

To prove the soundness of some of the argument systems proposed in this work, we rely on the vanishing
short integer solution (vSIS) assumption, proposed in [CLM23] as a structured variant of the standard SIS
assumption, and can be seen as a variant of the kRISIS assumption [ACLT22] without hints. To recall,
the vSIS assumption is in fact a family of assumptions parametrised by a ring R, a modulus ¢, a number
of points n, a number of variables y, a norm bound 8 (for an implicit norm function), and a family G of
p-variate (possibly Laurent) polynomials over R. It states that, given n randomly sampled evaluation
points x; <8 (R )# for i € [n], it is infeasible to find a polynomial g € G satisfying g(x;) = 0 mod ¢ for
all ¢ € [n] and whose coefficient vector has norm at most .

Currently, the best known approach to solve a vSIS problem is to solve it as an unstructured SIS
problem, except for extreme cases, e.g. when g is allowed to have a degree close to q. We refer to [CLM23]
for more discussion about the conjectured hardness of vSIS.

Referring to the formulation of the vSIS assumption given in Definition 1, setting x to be the uniform
distribution over Ry ™™ recovers the standard SIS assumption. More interestingly, by instantiating the
distribution x differently, we can recover various variants of the vSIS assumption stated in the style
of [CLM23]. For example, setting x to the uniform distribution of vectors of the form @), (1, ;) for
r; € Ry, we recover the single-point multilinear variant. Another example is to set x to the uniform
distribution of vectors of the form ®ie[ ] (1,22"), which corresponds to the single-point univariate variant.

A.3 Reduction of Knowledge

In this paper we consider ternary relations = C {0,1}* x {0,1}* x {0, 1}*, where a tuple (pp, stmt, wit) € £
consists of public parameters pp, statement stmt and witness wit. For presentation, we omit including pp
when it is known from the context. We consider a modified and simplified definition of a reduction of
knowledge [KP23] for the following reasons: All of our protocols are public coin and (coordinate-wise)
special sound [FMN23] or similar.?’ Thus, public reducibility is automatic and we have (super-constant)
sequential composition results due to known (tree) black-box extractors, whereas composition in [KP23]
is limited a constant number of protocols. Lastly, we define a relazed knowledge soundness notion which
is not present in [KP23].

Remark 12. To turn soundness errors of probabilistic tests (such as Schwartz—Zippel) into knowledge
errors, we merely need two uniformly random accepting transcripts. These are produced by (CW)SS
extractors for example. We call such extractors 2-transcript extractors. We note that the protocols
themselves are not (CW)SS, as not any pair of transcripts (with distinct challenges) suffices for extraction.
However, given two transcripts (where the challenges are uniformly distributed conditioned on accepting),
we can nonetheless bound the knowledge error. This occurs when extracting a reduction of knowledge
whose soundness relies on a Schwartz—Zippel-type argument. All common extractors for (CW)SS satisfy
the required distribution of transcripts, hence we can use these extractors as 2-transcript extractors.
Importantly, we can “pretend” to deal with (CW)SS in terms of extracting two transcripts. Thus, the
tree-special soundness is still applicable and the running time is bounded in the tree size (for state of
the art extractors). Our definition of knowledge error is simply additive for sequential compositions of
extractors. Hence we can compose as many extractors as we need, and the resulting extractor is efficient
if the extracted tree of transcripts is remains polynomial in size.

Definition 6 (Reduction of Knowledge (modified)). Let =y, 51 be ternary relations. A reduction
of knowledge IT from =y to =1, short II: 5y — =1, is defined by two PPT algorithms IT = (P,V), the
prover P, and the verifier V, with the following interface:

— P(pp,stmty, wit;) — (stmta, wita): Interactively reduce the input statement (pp,stmt,wit) € =y to a
new statement (pp,s?Fth,va\i/t) €=y or L.

— V(pp, stmt) — stmt: Interactively reduce the task of checking the input statement (pp,stmt) w.r.t =
to checking a new statement (pp,stmt) w.r.t. 5.

21Gee also Remark 12.
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Let (P, V) denote the interaction between P and V, as a function that takes as input (pp, stmt, wit)
and runs the prover P (resp. verifier V) on input (pp,stmt wit) (resp. (pp,stmt)) At the end of the
interaction, (P,V) outputs the verifier’s statement stmt and prover’s witness wit. We define following
properties.

Definition 7 (Correctness). Let IT = (P,V) be a reduction of knowledge from =y to =1. We say IT
has correctness error y( ), if for all (pp,stmt,wit) € =

Pr[(pp, stmt, wit) € 5y | (stmt, wit) < (P, V)(pp, stmt, wit)] > 1 — ~(pp, stmt).
If v =0, we call I perfectly correct.

Our definitions of knowledge soundness and error are tailored to knowledge extractors for (coordinate-
wise) special soundness (cf. Section A.4). Unlike [KP23], we require black-box extraction and ignore
efficiency of the adversary.

Definition 8 ((Black-Box) Knowledge Soundness). Let IT = (P,V) be a reduction of knowledge.
We say that IT is relaxed knowledge sound from S to ZKS with knowledge error x(pp,stmt) if there
exists a black-box expected polynomial-time extractor £ such that: For all pp, stmt, and every (unbounded)
malicious prover P*, we have

Pr[(pp, stmt, wit) € ZK5 | wit < EF" (pp, stmt)]
> Pr[(pp, stmt, wit) € S5 | (stmt, wit) < (P*, V)(pp, stmt)] — x(pp, stmt).

If IT is both correct and relaxed knowledge sound from Eé(s to Z5, then we say that IT is knowledge
sound from 6 to Zf°.

We assert no composition theorem. Instead we appeal to the fact that all of our protocols are
(coordinate-wise) special sound, so we eventually require are tree-CWSS extractor. These are known
to exist, even for the Fiat—Shamir transformed protocol, see e.g. [FMN23]. Formally, we must translate
reductions of knowledge to proofs of knowledge to apply special soundness. But this is a triviality:

Definition 9. Let IT = (P, V) be a reduction of knowledge from =y to Z1. We define the induced proof
of knowledge II = (73 V) of 11, where the prover P sends an additional (final) protocol message wit, and
the verifier outputs the bit (pp, stmt, W|t) =

By considering the induced proof of knowledge for IT: 5y — =1, our for IIks: 5 — ZX5 in case of

relaxed knowledge soundness, we see that the notion of correctness and (relaxed) knowledge soundness is
equivalent to the respective notion for reduction of knowledge, with the same knowledge error. Hence, we
can indeed apply all our tools for (coordinate-wise special sound) proofs of knowledge.

A.4 Coordinate-Wise Special Soundness

We recall the notion of coordinate-wise special soundness (CWSS) from [FMN23] in a simple form. Let S
be a finite set and £ > 1. For i € [¢] define the following relation =; for two vectors x,y € S%

X=y < £y and x;=y; Vje[\{i}.
This means that x and y differ in exactly the i-th coordinate. Next, we consider the following set:
I(8,0) = {(x0,...,x¢) € (SH™ : Vie[l],xo=;%x;.}

In other words, (X, ...,x¢) € I'(S, ) if for every coordinate i € [¢], there exists exactly one vector x;
that differs from xq in exactly (and only) the i-th coordinate. One can think of xg as the “central” vector.

Intuitively, coordinate-wise special soundness for three-round interactive proofs says that given ¢ + 1
valid transcripts with challenges xg, . . ., x, which satisfy (xo,...,x¢) € I'(S, £), one can efficiently extract
the witness. In this paper, we will call such protocols -CWSS. To argue knowledge soundness from
coordinate-wise special soundness in the context of reduction of knowledge, we will use the following
lemma from [FMN23].
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Lemma 13 (CWSS). Let ¢ € N, and S be a finite set of cardinality N. Let C := S* and take a
verification function V : C x {0,1}* — {0,1}. Then there exists an extractor algorithm £, which given
oracle access to a probabilistic algorithm A such that

e:=PrV(x, A(x)) =1],

where the probability is over the choice of x < C and random coins of A, it makes an expected number of
at most £ + 1 queries to A and with probability at least

e— (/N

outputs £ + 1 pairs (X;,Yi)o<i<e such that V(x;,y;) =1 for all 0 <1i < £ and {xq,...,x¢} € I'(S,£).
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