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Abstract

The fundamental assumption in ¢-out-of-n threshold encryption is that the adversary can
only corrupt less than ¢t parties. Unfortunately, it may be unfounded in practical scenarios
where shareholders could be incentivized to collude. Boneh, Partap, and Rotem (Crypto’24)
recently addressed the setting where ¢ or more shareholders work together to decrypt illegally.
Inspired by the well-established notion of traitor tracing in broadcast encryption, they added
a traceability mechanism that guarantees identifying at least one of the colluders. They
provide several constructions that enable traceability, all of which require a trusted dealer
to distribute the secret shares. While the trusted dealer can be replaced with a DKG
for conventional threshold encryption, it is unclear how to do so without compromising
traceability. As thresholdizing is meant to mitigate a single point of failure, a natural question
that remains is: Can we construct an efficient traceable threshold encryption scheme that
does not rely on a trusted party to distribute the secret shares?

In this paper, we achieve two dealerless traceable threshold encryption constructions
with different merits by extending the PLBE primitive of Boneh et al. (Eurocrypt’06)
and combining it with the silent setup threshold encryption construction of Garg et al.
(Crypto’24). Our first construction achieves an amortized ciphertext of size O(1) (for O(n)
ciphertexts). Our second construction achieves constant ciphertext size even in the worst
case but requires a less efficient preprocessing phase as a tradeoff. Both our constructions
enjoy a constant secret key size and do not require any interaction between the parties.

An additional restriction in the constructions of Boneh et al. is that they can only
guarantee to find at least one colluder, leaving techniques to identify more traitors as an
open problem. In this paper, we take a first step towards solving this question by formalizing
a technique and applying it to our first construction. Namely, our first construction enables
tracing ¢ traitors.

1 Introduction

Threshold encryption [22, 23] is a fundamental tool for secure encryption amongst multiple
parties, as it allows generating a succinct ciphertext which can be decrypted by a committee
of parties. At its core, semantic security holds only as long as less than t-out-of-n parties are
compromised. While assuming that an adversary cannot obtain ¢ shares seems reasonable, this
model is insufficient in practice. In the real world, committee members might be incentivized
to give away or sell their secret keys or decryption shares, potentially allowing an adversary to
break the scheme’s security.
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Recently, Boneh, Partap, and Rotem [9] addressed this problem by establishing the notion of
traceability in threshold encryption schemes. Namely, they consider an adversarially produced
stateless decoder box built by a set of at least ¢ colluders, where the decoder takes a ciphertext
as input and outputs its decryption. Then, given black-box access to the decoder, a party called
the tracer can trace back the decoder to at least one of the colluders who built it. In [9], they
provide three constructions with different merits. Their approach is to adapt existing traitor
tracing schemes (in the non-threshold setting) to the threshold encryption setting. In particular,
they convert the schemes of [8] and [30]. However, all of their constructions suffer from a major
drawback: the requirement of a trusted dealer to distribute the secret shares among the parties.
In many applications of threshold encryption, this dealer imposes a severe compromise on security.
For example, in encrypted mempools for blockchains [3, 18, 25|, which motivated the work of
[9], a trusted authority could violate the encrypted transactions’ privacy, resulting in a drastic
financial loss.

Unfortunately, the standard technique of replacing the trusted dealer with a traditional
distributed key generation (DKG) [37, 29, 41| protocol is not feasible since, in such protocols,
each coalition of ¢ parties can compute the secret share of any other party. Consequently, such a
coalition can frame an honest party by embedding its secret share in the generated decoder box.
One might consider replacing the trusted dealer with a generic MPC protocol, but this solution is
much less efficient than DKG solutions in terms of communication and computation complexity.
Therefore, an interesting direction that was left open by [9] is to construct a DKG protocol
among the parties and the tracer, where the tracer learns only the information needed for tracing,
and the parties only learn the information required for decryption. In particular, a crucial
requirement from such DKG is that a set of parties of size ¢ must not learn the secret shares of
the remaining n — t parties. Motivated by the importance of getting rid of a trusted dealer in
threshold encryption and the significance of the succinct ciphertext in threshold encryption, the
main question we study in this paper is:

Question 1.1. Can we construct an efficient traceable threshold encryption scheme with constant-
size ciphertext' that does not require a trusted dealer?

In this paper, we answer this question in the affirmative by introducing new traceable threshold
encryption constructions in the silent setup model |27, 28, 20]. In this setting, each party samples
its secret share and publishes some auxiliary public information that facilitates the decryption.
Thus, since secret shares are entirely independent, such a setting maintains the aforementioned
crucial property in a traceable threshold encryption scheme without requiring a trusted dealer.
Furthermore, as there is no interaction between the parties in the setup phase (hence called
silent), this setting is much more practical than the generic MPC-based and traditional DKG
solutions.

Another drawback of the constructions of [9] is that they can only guarantee to trace the
decoder back to at most one traitor from the set of colluders. Indeed, this restriction is inherent
to the techniques they use in their constructions. This is because they adapt non-threshold traitor
tracing schemes to the threshold setting, but the techniques used in these schemes are designed
to catch a single traitor, which is the best one can hope for in the non-threshold setting. In
threshold traitor tracing, however, catching up to ¢ traitors could be achievable since a minimum
of t colluders are required to construct a successful decoder. Realizing constructions that support
tracing more traitors requires fundamentally new definitions and techniques. Therefore, the
following is another vital question left open by [9].

Question 1.2. Can we construct an efficient traceable threshold encryption scheme that guarantees
to trace any decoder back to more than one, optimally t, colluders?

!Note that there is a trivial construction with O(n) size ciphertext.



In this paper, we take a first step towards answering this question. In particular, we put
forward formal definitions that capture this problem and present a construction with an O(1)
amortized ciphertext size (and linear in the worst case), which is guaranteed to trace ¢ colluders.

The Model. Following [9], we consider a model where colluders build a stateless decoder. The
tracing is done via black-box access to the decoder. For successful tracing, we require that
the tracing algorithm outputs a subset of colluders without framing any innocent parties. We
emphasize that our first construction works in the public tracing model, i.e., there is no trusted
authority for tracing, and anyone can trace a decoder. Conversely, in our second and main
construction, tracing requires some private information (i.e., the tracing key tk). Hence, only
the party that knows the tracing key can trace decoders. Crucially, the tracer is not trusted for
confidentiality. That is, an adversary who obtains the tracing key cannot break the semantic
security of the scheme as long as it has corrupted less than ¢ parties. In other words, in the
worst case, if the tracer acts maliciously, the security guarantees in our construction will be as in
traditional threshold encryption schemes. This feature distinguishes our construction from [9],
which requires a trusted tracer and a trusted dealer.

1.1 Our Contributions
Our contributions can be summarized as follows.

o New Model: We introduce a new model for constructing traceable threshold encryption
schemes. Namely, we define Traceable Silent Threshold Encryption (TSTE). In our model,
we require neither a trusted dealer nor an interaction between the parties. Furthermore,
we also present a model with a preprocessing phase, which enables us to construct more
efficient schemes.

e New Building Block: We give a formal treatment of Oblivious Silent Threshold Encryption
(OSTE), a new building block that we define. It extends silent threshold encryption
(STE) [28], allowing it to be used for tracing. We define the primitive and provide formal
security notions. In particular, we elevate a well-known primitive called Private Linear
Broadcast Encryption (PLBE) [11] to the threshold encryption setting. We introduce
relaxed requirements compared to PLBE in our definition and show how to realize a more
efficient TSTE scheme using them. Furthermore, we transform any OSTE scheme, which
satisfies our relaxed requirements, to Traceable Silent Threshold Encryption (TSTE).

e New Constructions: We present two OSTE constructions (and hence TSTE constructions)
that are built upon [28]. Compared to [9], our constructions require neither a trusted dealer
nor interaction between the parties. Importantly, we achieve constructions with parameter
sizes comparable to [9]. In particular, our main construction enjoys constant-size ciphertext
and secret keys. We summarize and compare our constructions to [9] in Figure 1.

e More Traitors: We formalize a technique to guarantee that more than one traitor is
identified in tracing. We apply the technique to our first construction, enabling it to trace
t traitors.

1.2 Overview of Our Constructions

In this paper, we follow the line of work on revocation-based traitor tracing. In particular, we
adapt Private Linear Broadcast Encryption (PLBE) [11] to the threshold setting. Briefly, there
are two encryption methods in PLBE: Enc and TrEnc. The Enc method is used for regular
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Figure 1: Our constructions compared to [9]. The comparatively best results are highlighted in
green.

encryption and TrEnc for tracing. TrEnc takes an index i € {0,...,n} as input and encrypts the
message such that only parties with index > ¢ can decrypt. Then, during tracing, the tracer
queries the decoder with TrEnc(0), TrEnc(1),..., TrEnc(n) and considers party i € [n] to be a
traitor if the decryption probability drops significantly when ¢ is revoked. Tracing from PLBE
relies on three critical PLBE properties. The first is indistinguishability, by which we require
Enc and TrEnc(0) to be indistinguishable except with negligible probability. The second is index
hiding, by which we require that any adversary that does not know sk; can distinguish between
TrEnc(i — 1) and TrEnc(i) only with negligible probability. Third, message privacy requires that
ciphertexts from TrEnc(n) (i.e., everyone is revoked) can not be decrypted except with negligible
probability. Intuitively, these properties facilitate tracing because initially, for TrEnc(0), the
decoder’s success probability must be as high as for normal decryption due to indistinguishability,
but in the end, for TrEnc(n), it must be negligible due to message privacy. Hence, for at least
one 1, the success probability must drop significantly. Index hiding ensures it can only drop if
the decoder knows sk;, so the identified party must be a colluder.

In our constructions, we show how to achieve traceability from the construction of [28] using
the aforementioned revocation technique. We realize the equivalent of PLBE in the silent setup
threshold encryption setting of [28]. Garg et al. propose a novel threshold encryption scheme in
the silent setup setting, where parties can non-interactively publish individual public keys using
a one-time setup (CRS). A useful extension of the construction of [28] is that an encryptor can
dynamically choose which parties are in the decryption committee for their ciphertext. We utilize
this feature to realize TrEnc, allowing the tracer to revoke parties. Notably, our key challenge
is to realize TrEnc without revealing which parties have been revoked. Our constructions are
proven secure in the Generic Group Model (GGM) [40].

Next, we summarize this paper’s main techniques and building blocks.

Oblivious Silent Threshold Encryption. In Section 3, we define Oblivious Silent Threshold
Encryption (OSTE), which extends silent threshold encryption STE [28] by a revocation func-
tionality (as in PLBE). In Section 4.1, we show how to transform any OSTE scheme to Traceable
Silent Threshold Encryption (TSTE). In OSTE, we allow a ciphertext ct to be encrypted to a set
of parties S such that any entity that does not know the secret share sk; is oblivious to whether
the -th party is among the set S or not. This extension is powerful in tracing, where the tracer
can revoke parties and use a similar algorithm as for PLBE. The OSTE definition introduces
the TrEnc algorithm, which is used for tracing queries. Informally, TrEnc takes as parameter a
message M and a set of revoked parties R and encrypts the message m to the set [n] \ R.

We establish three requirements for OSTE, analogous to the requirements for PLBE. As



for PLBE, the indistinguishability property requires that normal encryption is indistinguishable
from TrEnc(() (i.e., the message is encrypted to all parties). A key difference is the index hiding
requirement, which we call membership hiding in OSTE. Informally, membership hiding captures
the property of obliviousness, as discussed above. Only the party that holds sk; can distinguish
whether the i-th party is revoked or not. Membership hiding extends index hiding, defined in
PLBE, in the sense that we do not fix a specific order of revocations. That is, index hiding
is defined for a fixed revocation order A = {ij,is,...,}, but we allow arbitrary orders in our
definition. This extension enables us to guarantee tracing more than one traitor. We elaborate
on this in Section 4.2. Furthermore, in our definition, we relax the indistinguishability and
membership hiding requirements, as follows. In the relaxed indistinguishability, we allow the
adversary to distinguish between Enc and TrEnc(()) with some fixed non-negligible probability.
Similarly, in the relaxed membership hiding, we allow the adversary to distinguish if party sk; is
revoked with some fixed non-negligible probability. Interestingly, in Section 4.1, we transform any
OSTE scheme that fulfills our relaxed definition to a traceable threshold encryption scheme. We
highlight that this relaxation is essential for our second construction, which requires preprocessing,
as discussed later in this section.
We next discuss the main techniques used to achieve our OSTE constructions.

Rerandomization. In the STE construction of |28], when a ciphertext ct is encrypted to a set
of parties S (i.e., only parties in S can participate in decryption) and threshold ¢, each party
in S can compute a partial decryption share non-interactively. Afterward, anyone can build
an aggregation key ak, combining (at least) ¢ partial decryption shares to decrypt ct. The
aggregation key ak is S-specific and can be computed from public information (i.e., the CRS and
the public keys of all parties in S). However, the restriction here is that the ak can be computed
if and only if the set S is known. As we discussed, for our use case in tracing, we would like to
hide whether a party 4 is in the set S or not (membership hiding of OSTE). Hence, in Section 5,
we modify the STE scheme to achieve this property. To this end, we rerandomize all public keys
of all the parties by masking them with a random element such that pk} «— apk; if i € S and
pk; < a;pk; if i € S, i.e., all keys of unrevoked parties are masked with the same value. We
then compute the aggregation key ak with respect to the new public keys and include it in the
ciphertext. We adjust the encryption of [28], accounting for the rerandomization, such that any
party can still use its secret share sk; to compute its partial decryption and prove that parties
outside of S cannot participate in decryption. Intuitively, this trick conceals whether a party has
been revoked since a decryptor that does not know sk; cannot distinguish apk; from a;pk;. We
show this by a reduction to the external Diffe Hellman (XDH) assumption (dealing with practical
attacks such as rushing adversary).

A drawback of this approach is that we increase the size of the ciphertext by the size of ak,
which is linear in the number of parties. However, we observe that ak can be reused in multiple
ciphertexts. Hence, we propose two techniques to decrease the ciphertext size: amortization
and preprocessing. We sketch the amortization approach in Section 5.3 and construct a second
scheme using the preprocessing approach in Section 6.

Preprocessing. In Section 6, we reduce the size of the ciphertext of our first construction by
adding a preprocessing phase. This allows us to remove the rerandomized aggregation key
ak, which is of size O(n), from the ciphertext. Informally, after all parties have published
their public keys, we run a preprocessing phase, in which we generate a polynomial-size set of
predefined encryption and aggregation keys K = {(eky,ak;),. .., (eky,aky)}. Importantly, the
set K includes keys used to encrypt to all parties and keys used to encrypt only to subsets of
parties S C [n]. Let’s assume, for simplicity, that R; = {1,...,i}, then for 0 < i < n, the set



KC should contain a subset of keys KC; that enables only the parties in S; = [n] \ R; to decrypt.
Observe that these keys are essential for tracing, where we revoke subsets of parties. All keys
in K are computed using the same algorithm as for the first OSTE construction. Crucially, no
one except for the tracer should be able to distinguish which keys correspond to which set, as
indistinguishability and membership hiding are not fulfilled otherwise. In Enc, the encryption key
ek is chosen uniformly at random from the set K. We next briefly describe the tracing procedure.
Let’s first consider an attempt to realize the TrEnc algorithm. Recall that the keys in set IC;
revoke R;, and let’s assume that the tracer, in TrEnc(R;), samples a key at random from the set
K; and encrypts using this key. Unfortunately, this attempt does not satisfy indistinguishability
since the keys in TrEnc(0)) and Enc are chosen from different distributions. To see why this is a
problem, consider an adversary that chooses a set of keys £ C K and generates a decoder that
decrypts only if it sees one of these keys. As the adversary can distinguish the subset K;_; if 4
is a colluder, it can choose, e.g., £ = K;_1. Therefore, such a decoder will decrypt ciphertexts
that are encrypted using Enc with some probability e but decrypt TrEnc(()) ciphertexts with
probability 0, breaking the indistinguishability property. To overcome this, for each §; for
j €40,...,n}, we ensure that the probability of getting a ciphertext that is encrypted to the set
S; (i.e., sampling a key from K; in encryption) is the same (up to a negligible factor) in both
Enc and TrEnc(Ry). While this solution solves the indistinguishability issue, it introduces a
similar problem for membership hiding. We solve it similarly by ensuring that the distribution of
keys in TrEnc(R;_1) ciphertexts is indistinguishable from TrEnc(R;) for any adversary who does
not know sk;. Informally, in TrEnc(R;), the key is sampled from the sets ICj, where j > ¢ with a
certain probability. The intuition is that due to membership hiding property of the first OSTE
construction, an adversary that does not hold sk; cannot distinguish £; from Kj_1.

Yet, indistinguishability and membership hiding of this construction are not immediate. For
example, the adversary could win the membership hiding game for index ¢ with non-negligible
probability. To see this, note that the adversary could sample a random key k € K and assume
that it is in /C;_1. Then, given a challenge ciphertext ct, which is encrypted under TrENc(R;_1)
or TrEnc(R;), it would return 1 if the key used to encrypt ct is & and 0 otherwise. Since the
size of K is polynomial and in TrEnc(R;) the keys are not sampled from K;_1, the adversary
would win with non-negligible advantage. However, we prove that by choosing the appropriate
parameters, we can upper bound the advantage of the adversary by some § that is sufficient for
traceability following Theorem 4.5. This holds due to our relaxation on the indistinguishability
and membership hiding advantage requirements. Intuitively, we prove that the adversary cannot
sample a subset of keys £ C K such that the probability of sampling a key from £ in TrEnc(R;)
falls apart by more than ¢ from sampling a key from £ in TrEnc(R;_1). Finally, to amplify the
correctness of the scheme, we require the encryptor to choose A, keys from the set K and encrypt
the message using them.

1.3 Discussion and Future Work

We next discuss interesting extensions, limitations, and open problems left by our work.

Multiverse Threshold Encryption. As mentioned in [28|, their silent threshold encryption
construction also implies a threshold encryption construction in the multiverse setting [1|. In
this setting, a universe is defined as a tuple (U,t;s), where U C [n] and ¢y is the associated
threshold; only parties in U can participate in decryption. In multiverse, we support arbitrary
universes, so each party needs to publish a single (sk, pk) pair for use in any of its universes.
Our constructions inherit this feature from [28|. In particular, in our second construction, which
requires preprocessing, we can run preprocessing per universe. Note that this is another advantage



of our approach compared to the generic MPC solution. In MPC, a party must be involved in
the execution of MPC for each of its universes, while in our approach, it needs to publish a single
public key only once.

Broadcast Encryption. Our constructions also imply a traitor tracing scheme in the broadcast
encryption setting (when ¢t = 1) without a central authority. This may be compared to the tracing
scheme without central authority of [14]. In particular, we achieve a constant size ciphertext
where they achieve a y/n ciphertext. However, in their construction, they rely on a transparent
setup to generate the CRS, whereas in our construction, as in the underlying STE construction
of [28], we rely on a structured CRS which is similar to the KZG polynomial commitment scheme
[34]. We leave the problem of getting rid of the non-transparent CRS as an interesting future
direction.

Decryption Oracle. In our main construction, we assume an adversary that does not have
access to a decryption oracle. We note that this is consistent with other traitor tracing schemes,
particularly the work of [9]. Unfortunately, traceability is not guaranteed in our preprocessing
construction when the adversary gets access to a decryption oracle since then the adversary can
learn non-trivial information about the tracing key (by inspecting which encryption keys produce
correct decryption and which do not). Hence, an interesting question for future research is how
to achieve traceability in the presence of a decryption oracle. We note that a possible direction is
to restrict ourselves to the model in which the number of decryption oracle calls is bounded by a
polynomial [19] (that is fixed in the setup), thus restricting the information the adversary can
reveal about the tracing key.

More traitors. Our first construction guarantees catching ¢ traitors. However, our second
construction guarantees catching only a single traitor. A possible direction for future work is to
adapt our technique to enable tracing more than one traitor with our second construction.

Efficiency and Practicality. While we achieve efficient sizes asymptotically, our second construc-
tion does not scale well practically, as it requires a relatively expensive preprocessing of size O(n?).
However, we provide the construction as a proof of concept for a dealerless traceable threshold
encryption construction with constant ciphertext size, which does not require any interaction
between the parties. An interesting direction is to explore how to improve the efficiency of the
preprocessing phase. In particular, to reduce the dependency on n.

1.4 Additional Related Work

To the best of our knowledge, there are no other traceable threshold encryption constructions
besides [9]. Some other recent works study collusion resistance of secret sharing [10, 24, 33|, but
it is not clear how to extend these techniques to construct traceable threshold cryptography
schemes. The notion of traitor tracing was first introduced by Chor et al. [17], initially referring
to piracy protection for proprietary data. Since then, there has been extensive research on traitor
tracing in the broadcast encryption setting (see, e.g., [42] for a good overview). Mostly, the works
on traitor tracing aim to achieve optimal parameter sizes, in particular, obtaining a sublinear
ciphertext. The most recent advance in this direction was due to Zhandry [43], who constructed
a pairing-based traitor tracing scheme with optimal parameters, i.e., all the parameters are
independent of the number of parties. Some other works achieved similar parameters but using
other tools such as LWE [31, 16] and indistinguishability obfuscation (i10) [12, 32].



The most related traitor tracing construction to our work is the construction of Branco et al.
[14]. They address a similar problem but in the non-threshold setting. Namely, they aim to get
rid of the central authority that distributes keys among the parties. As a building block, they
construct a pairing-based registered functional encryption scheme (RFE) [26] in which, like the
silent setup setting of [28], the parties sample their keys independently and publish auxiliary
information. They show that traitor tracing can be reduced to realizing Quadratic RFE and
achieve a construction with sub-linear ciphertext. Other recent works also studied paring-based
QFE in the registered setting |21, 44|. Another work addressing traitor tracing without central
authority is due to Luo [35], but this construction uses indistinguishability obfuscation (i0), an
inefficient tool.

2 Preliminaries

Notation. We denote the security parameter by A and the correctness parameter by A.. We
write negl(\) for functions that are negligible in A and poly(\) for polynomials in A. We denote
the number of parties by n. In the O notation we ignore factors other than n. For integers
a,b € N, we denote the set {1,...,b} by [b] and the set {a,...,b} by [a,b]. We write y < A(x;r)
to execute the algorithm A on input x with randomness r and assign the result to y. If A is
executed with uniform randomness, we abbreviate y < A(z) to indicate that A is probabilistic.
Further, we use ~. to denote that two random variables are computationally indistinguishable.
For a security game Game, we denote by Adv82™®(z) the success probability of the adversary A
when running in the security game Game(z) (AdvGame( ) = Pr[Game 4(z) = 1]). If Game is
a distinguishing game (i.e. if the adversary is tasked with guessing a random bit ), then the
advantage is the success probability over guessing the bit Adv§2M®(z) = Pr[Game4(z) = 1] —1/2.
We denote by H = {w,w?,..., l} the multiplicative subgroup generated by the I[-th root of
unity w € Z, (w' = 1) for I = |H| = n + 1. Further, we denote by L;(z) the Lagrange basis
polynomial of element ¢ with respect to H. By Z(z), we denote the vanishing polynomial on H,
ie., Z(x)=a' - 1.

Lemma 2.1 (Univariate Sumcheck [4, 38]). Let n = poly()), A(z) = ZLH‘I a; - Li(x) and B(z) =
S b - Li(x). It holds that

A(z) - B(z) = Z|H| +Qu(z) -z + Qz(x) - Z(x),

where where both Q. and Qz are polynomials with degree < |H| — 2 defined as

_ Z ap, Zil®) = Li(0)
z%z @) S o, “

7]

The original sumcheck is concretely stated for b; = 1. In this case, we treat general inner products
as a straightforward generalization (see [15]).

Non-Interactive Zero-Knowledge Proofs of Knowledge. Our constructions rely on Non-Interactive
Zero-Knowledge Proofs of Knowledge (NIZK-PoKs). A NIZK-PoK proof system PSg is a tu-
ple of algorithms PSg = (Setup, Prove, Verify, Sim, Ext) to prove knowledge of witnesses w to
statements x in the corresponding relation R. A detailed definition can be found in Appendix A.



Bilinear Pairings. A bilinear pairing ensemble F = (Gy, [1]1, G2, [1]2, G, p, 0) is an ensemble
of cyclic groups G; with generator [1];, Gy with generator [1]o and G of prime order p with a
pairing operation o: Gy x Gy — Gy that satisfies bilinearity and non-degeneracy. We usually
write o infix.

We rely on the external Diffie-Hellman assumption [2, 5].

Definition 2.2 (XDH). Let G be an algorithm to generate a pairing ensemble E. The external
Diffie-Hellman problem (XDH) is hard for G if for all PPT adversaries A there exists a negligible
function negl such that

PT[A(lAv E, [xh> [y]b [xy]l) = 1] - PT[A(l)\? E, [$]1’ [y]h [U]l) = 1] < negl()‘)a

where E < G(11) and z,y,v <& Z,.

Some of our security proofs rely on the Generic Group Model (GGM) [40]. We also stress
that the XDH assumption holds in generic groups. We list the necessary definitions and theorems
in Appenidix A.

3 Oblivious Silent Threshold Encryption

In this section, we define oblivious silent threshold encryption (OSTE), extending the definition
of silent threshold encryption [28].

Definition 3.1 (Oblivious Silent Threshold Encryption). An oblivious silent threshold encryption
scheme consists of a tuple of algorithms (Setup, KGen, IsValid, Prep, Enc, TrEnc, PartDec,
PartVfy, DecAggr) with the following syntax:

e CRS ¢ Setup(1*,n): On input the security parameter A and number of parties n, Setup
outputs a common reference string CRS.

e (sk, pk, hint, ) & KGen(1*,CRS): On input the CRS, KGen outputs a secret key sk, a
public key pk, a hint, and a proof of knowledge 7 that the party knows sk corresponding to
pk and hint.

e 1/0 «+ IsValid(CRS, pk, hint,7): On input the CRS, a public key pk, a hint hint, and a
proof 7, IsValid outputs 1 if the public key is valid and 0 otherwise.

e (K,m,tk) < Prep(CRS, {pk;, hint;},c,;): The Prep algorithm receives the CRS and all
public keys and hints {pk;, hinti}ie[n] as input. It outputs a preprocessing K, a proof m,
and a tracing key tk.

e 1/0 < PreVfy(CRS, {pk;, hinti}ie[n], IC,m): Given the CRS, n public keys and hints as well
as a preprocessing K and corresponding proof 7, PreVfy outputs 1 if the preprocessing
proof is valid and 0 otherwise.

e ct <~ Enc(CRS,K,t,m): On input the CRS, a preprocessing K, a threshold ¢, and a
message M, Enc outputs a ciphertext ct.

e ct <~ TrEnc(CRS,tk, K,t,m, R): Given the CRS, the tracing key tk, a preprocessing K,
a threshold ¢, the message m, and a set of revoked parties R C [n], TrEnc outputs a
ciphertext ct. Sometimes, we abuse notation and write TrEnc(R) to refer to trace-encrypt
with revoked set R whenever the remaining inputs are clear from the context.



e o < PartDec(sk,ct): On input a secret key sk and a ciphertext ct, PartDec outputs a
partial decryption o.

e m < DecAggr(CRS, K, ct, {o:},cq): On input the CRS, the set of keys K, a ciphertext ct
and a set of partial decryptions {o;},.q, DecAggr outputs a message m.

The correctness is standard, i.e., we require that every coalition S C [n], where |S| > ¢,
decrypts with overwhelming probability (see Appendix B for a formal definition).

We require three tracing-related properties named indistinguishability, membership hiding,
and message privacy. To formally define these, we first introduce an additional parameter X.
For an OSTE scheme, X denotes the set of all possible sets of parties that can be revoked
using TrEnc (hence X C P([n])). In standard PLBE, one can only revoke parties linearly (i.e.
X ={0,{1},{1,2},...,[n]}). Looking ahead, we want to construct OSTE schemes that allow for
more than one, or even all possible revocation orders (X = P([n])), which we will use to identify
more than 1 and up to ¢ traitors (see Section 4.2).

Goyal et al. [31] show that only decoder-based definitions of indistinguishability and mem-
bership hiding imply a (private) tracing scheme. In the following, we present definitions of
distinguishing decoders as discussed in [31].

Definition 3.2 (Distinguishing Decoders [31]). For any § € [—1/2,1/2], PPT algorithm D,
n = poly(\), t < n, any CRS, any m € Gp, and any preprocessing K we say that

e D is §-DistEneTEC

b < {0, 1}
Pr |D(ct,) =b cty < Enc(CRS, K, ¢,m); >
ct; «+ TrEnc(CRS, tk, K, t,m, )

e D is §-Dist™ RV for revoked set R C [n] if

b<{0,1};
Pr |D(cty) =b cty < TrEnc(CRS,tk, K, t,m, R); >
ct; «+ TrEnc(CRS, tk, K, t,m, R U {i})

Indistinguishability. The indistinguishability notion captures that one cannot construct a
decoder that has advantage § for distinguishing if a given ciphertext ct was created using either
Enc or TrEnc with no revoked parties (R = (). In the indistinguishability game Gamelnd
(Figure 2), the adversary can control all parties. The adversary wins the indistinguishability
game if the decoder is 6-DistE"®TEC according to Definition 3.2.

Definition 3.3 (4-Indistinguishability.). An OSTE scheme &£ is J-indistinguishable for ¢ €
[—1/2,1/2] if for all PPT adversaries A, there exists a negligible function negl such that
Advﬁ?énelnd(l’\,nﬁ) < negl(\), where Gamelnd 4 is defined in Figure 2.

d0-Membership Hiding. The J-membership hiding notion is a generalization of the index hiding
property for PLBE [11]|. Intuitively, our definition states that an adversary can not build a
decoder that has advantage § of distinguishing whether a party ¢ is revoked for a ciphertext or
not, even if the adversary corrupts all parties other than i and chooses the remaining set of
revoked parties R. The membership hiding game GameMH accounts for this by verifying that
both R € X and RU {i} € X (i.e., both sets can be revoked by the scheme).
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Gamelnd 4 (1*,n, 6): GameMH 4(1*,n, X, 6):

CRS < Setup(1*,n) CRS ¢ Setup(1*,n)
({pke, hinty, me}pe s 5t) < A(1,CRS) (5 st) A1, CRS)
(K, m,t) < Prep(CRS, {pk;, hint;}icy) (ki pky, hint;, ;) < KGen(1*, CRS)
(D,m) & A(K, 7, st) (R {pkg, hinte, 7} ge g4y £ 5t) < .A(pk hint;, m;, st)
return 4-DistE"®TE°C(D) (K, m,tk) <* Prep(CRS, {pk;, hint; };c[,
(D,m) & A(K, m,st)

return 6-Dist™ RV} (D)
AREXANRU{i}eXANi€n|AigR
AVi € [n]: IsValid(CRS, pk;, hint;, m;)
AVYi,j € [n],i # j: pk; # pk;

Figure 2: The indistinguishability and membership hiding games for OSTE schemes.

Definition 3.4 (5-Membership Hiding). An OSTE scheme & is d-membership hiding for a subset
X CP([n]) and ¢ € [-1/2,1/2] if for all PPT adversaries A, there exists a negligible function
negl such that Advi‘?eMH(l)‘, n,X,d) < negl(\), where GameMH 4 is defined in Figure 2.

GameMP 4(1*,n, X):

CRS ¢ Setup(1*,n)
(T,st) < A(1*,CRS)
forien],i¢ T do
(sk;, pk;, hint;, 7;) < KGen(1*, CRS)
({pk;, hint;, 7}, ., t, R, Mo, my, st) < A({pk;, hint;, 7; },¢7, st)
(K, m,tk) <= Prep(CRS, {pk;, hint; };c[.))
& {0,1}
ct < TrEnc(CRS, tk, K, t,m;, R)
! & ATENS(CRS KL R) (st K 1 ct)
return b=V A [T\ R|<tAT C[n]AREX
AYi € T : IsValid(CRS, pk;, hint;, ;)
AVi,j € [n],i # j: pk; # pk;

A PreVfy(CRS, {pk;, hint;},_; ., KC, )

i€[n]’

Figure 3: The message privacy game for OSTE schemes.

Message Privacy. For message privacy, we ensure that an adversary that holds less than ¢ shares
of unrevoked parties cannot decrypt the message. This is different from normal IND-CPA since
the adversary may corrupt more than t parties overall.

Definition 3.5 (Message Privacy for OSTE). An OSTE scheme & fulfills message privacy for a
subset X C P([n]) if for all PPT adversaries A, it holds that Adva?g’eMP(lA,n, X) < negl()),
where GameMP 4 is defined in Figure 3.
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Security. Our security notion is a standard IND-CPA definition, i.e., an adversary who corrupts
a set of parties |T| < t cannot decrypt ciphertexts. Note that in this game, the adversary
generates the preprocessing K itself (it outputs K and 7). This captures the requirement that
the party that generates the preprocessing is untrusted for security, but only for traceability. We
refer to the full definition in Appendix B.

4 Traceable Silent Threshold Encryption

In this section, we define traceable silent threshold encryption (TSTE) and present a reduction

from OSTE to TSTE.

Definition 4.1 (Traceable Silent Threshold Encryption). A traceable silent threshold encryption
scheme consists of a tuple of algorithms (Setup, KGen, IsValid, Prep, PreVfy, Enc, PartDec,
PartVfy, DecAggr, Trace), such that:

o ct & TraceD(CRS, tk, IC, t,€): Given the CRS, the preprocessing K, the tracing key tk, a
bound on the quality of a decoder ¢, and blackbox access to a decoder D, Trace outputs a
list of colluding parties 7.

The remaining algorithms are defined as for OSTE schemes (Definition 3.1).

The correctness and CPA-security of TSTE are defined similarly to OSTE. We present them
in Appendix C.

GameTR 4 (1%, n, €):

CRS s Setup(1*, n, ¢)
(T,st) «s A(1*,CRS)
fori ¢ T do
(sk;, pk;, hint;, 7;) <% KGen(1*, CRS, n)
({pk;, hint;, m; }ie T, t, st) < A({pk;, hint;, m; }i¢ 7, st)
(K, 7, k) <* Prep(CRS, {pk;, hint; };c[,,), €)
(D,mg, my) <& A(K, m,st)
T’ «+ Trace” (CRS, tk, K, t, €)
return e-Dist™™ (D) A(T' =0V T € T)
A Vi € T 1sValid(CRS, pk;, hint;, m;) A Vi, j € [n],i # j: pk; # pk;

Figure 4: Decoder-based traceability definition (GameTR) for TSTE schemes. Note that the Prep
algorithm is executed by a trusted party in GameTR, but is run by the adversary in IND-CPA.

Traceability. Our decoder-based definition of traceability makes use of distinguishing decoders.

Definition 4.2 (Distinguishing Decoders for TSTE [31]). For any € € [—3, 3], PPT algorithm
D, n = poly(\), t < n, any CRS, and any preprocessing K and tracing key tk, we say D is
e-Dist™>™ for messages Mg, My, if

b < {0,1}; .

1
P _
g cty + Enc(CRS,tk, IC, t, my); 2

D(Ctb) =b + €.

We say that D is an e-good decoder if D is e-Dist™oM?,
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Definition 4.3 (Traceability for TSTE). We call a TSTE scheme £ traceable for € € [-1/2,1/2],
if for all PPT adversaries A and n = poly()) there exists a negligible function negl(\) such that
Advi?gmeTR(lA, n,€) < negl(\), where GameTR 4 is defined in Figure 4.

4.1 Transforming OSTE to Traceable Silent Threshold Encryption

In this section, we show that an OSTE scheme can be used to build a TSTE scheme. Let £ be an
OSTE scheme as defined in Definition 3.1. We construct a TSTE scheme Iltgte that builds upon
E. In fact, all TSTE algorithms that are also defined for OSTE run the corresponding algorithm
of £. In addition, we construct a Trace algorithm for IItg7g, for which we present pseudocode in
Figure 5. The Trace algorithm proceeds similarly to tracing algorithms built for PLBE schemes
[11]. However, in the threshold encryption setting, if the decoder shows a high success probability
after we revoke n — t parties, we consider all £ remaining parties to be colluders.

Remark 4.4 For simplicity, we assume the revocation order £ = {Ri}z’e[mn]v where R; =
{1,2,...,i} and Ry = 0. However, our Trace algorithm does not require a specific order
of revocation. That is, a tracer is free to choose any order of revocation from the orders that are
supported by the underlying OSTE construction (i.e., within the set X’ in Definition 3.4). In
Section 4.2, we discuss how we utilize this property to guarantee tracing more than one traitor.

Trace™™M ™ (CRS, K, tk, ¢, €)

W =2"-3n’Ne; p_ie T 0
for i € [0,n —t]
a; +— 0
for j € [W]
b< {0,1}
ct <& £.TrEnc(CRS, tk, K, t,m,, R;)
if D(ct) =b then a; < a; +1
pi < ai/ (W)

€
CONDITION 1. if p,_1 —p; > ———— th " T u{i
if p;_ 1 —p O en 7'« T U{i}

CONDITION 2. ifﬁn_tzithenT’eT’U{n7t+1,...,n}

return 7’

Figure 5: Iltgte: Blackbox tracing from an OSTE scheme, denoted by £.

Theorem 4.5 Let £ be an OSTE scheme for the linear revocation order X = L, as defined in
Definition 3.1, with (15)-Indistinguishability (by Definition 3.8) and (35 )-Membership hiding
(by Definition 3.4) for e € [—1/2,1/2] where € = 1/poly(X). Then, for every n € poly(X), and
every A € N, the llyste scheme, depicted in Figure 5, is a traceable silent threshold encryption
scheme (by Definition 4.1) that fulfills traceability for €. Furthermore, the secret share size, the
public key size, and the message size are as in &.

The correctness and security are straightforward. For completeness, we put the proofs in
Appendix D. We next discuss traceability. The major challenge in proving traceability compared
to classical PLBE scheme is that in our setting, we allow the adversary to distinguish between
Enc and TrEnc(Ry) ciphertexts and between TrEnc(R;_1) and TrEnc(R;) with non-negligible
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advantage. Nevertheless, we show that we can build a TSTE scheme that fulfills traceability from
an OSTE scheme that is d;-indistinguishable and do-membership hiding, per Definitions 3.3 and
3.4, respectively, where d; and do are non-negligible and fixed in the proof. That is, we prove the
following lemma.

Lemma 4.6 For every n € poly()), every e € [—1/2,1/2] where ¢ = 1/poly(}\), every A € N,
and every probabilistic polynomial-time adversary A there exist probabilistic polynomial-time
adversaries A1, Ao, and As such that

AdSHETE (1), €) <AdUGE (13,0, 51) + AdeGITEMP (12, n)
+n - Adv3eeMH (1’\, n, 62) + negl(\)

f07”(51: £ 52:

167 and a negligible function negl.

_€
16n’

The full proof is given in Appendix E. We next discuss the ideas behind the proof.

Proof Sketch of Lemma 4.6. Recall that in the traceability game, the adversary provides a
distinguishing decoder D™ that can distinguish encryptions of mgy from encryptions of my,
per Definition 4.2. Let p; for 0 < i < n — ¢ be the distinguishing advantage of DM0>™M when it
is queried with the ciphertext ct = TrEnc(m;, R;). We show that the probability of winning
the traceability game, as defined in Figure 4, is upper bounded by the probability of winning
one of the three games of (¢/16)-indistinguishability, (¢/16n)-membership hiding, or message
privacy, where the probability is over the random choice of b from {0,1}. First, observe that the
adversary wins the traceability game only in the following two cases:

e Case 1: 7' = (). This happens only if p;_1 — p; < ﬁ for any i € [n — t] (Condition 1 in
Itste) and pp—t < i (Condition 2 in HTSTE)-

e Case 2: T'# () and T/ € T. This happens only if p; 1 — p; > ﬁ for some honest party

i € [n —t] or when p,, ¢ > § and at least one of the parties {n —¢ +1,...,n} is honest.

We show that if Case 1 holds, then pg should be much smaller than €, that is, e — py > €/4.
Indeed, if py > %f, then either for at least one 7 it must hold that p;_1 —p; > ﬁ or, otherwise,
it holds that p, > §, so Case 1 will not hold. Hence, we show that if e —po > § (i.e., Case
1 holds), then the adversary can construct a distinguishing decoder in the indistinguishability
game with advantage 61 = €¢/16. To show this, we first show by Chernoff bound that py — pog < 5
with overwhelming probability. Thus, ¢ — po > g. The distinguishing decoder works as follows.
Given a ciphertext ct, which is either Enc(my) or TrEnc(my, Ry), it returns 0 if DMo-Mi(ct) = b
and 1 otherwise. Observe that the distinguishing decoder wins with advantage e if ct is encrypted
using Enc and with advantage 1 — pg if ct is encrypted using TrENc(R) (since in this case, it
returns 1 if and only if D fails). Therefore, the distinguishability advantage of the distinguishing
decoder is £e + (1 — pg) > =, as required.
Next, we show that if Case 2 holds, then:

o If p, 4 > § holds, then the adversary can break the message privacy of the scheme.
Indeed, since in this case, the adversary can distinguish between TrEnc(mg, R,—;) and
TrEnc(my, R,,—¢) with less than ¢ parties (since the first n — ¢ parties are revoked and,
according to the condition, not all the remaining ¢ parties are colluders).

o Ifp,_1—p; > m for some honest party, then the adversary can construct a distinguishing

decoder in the membership hiding game with distinguishing advantage m > 16, 1o
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see this, we first show using the Chernoff bound that p; — p; < with overwhelming

€
16(n—t
probability. Thus, p;—1 — p; > ﬁ with overwhelming probabi(lity.) The distinguishing
decoder works as follows. Given a ciphertext ct, which is either TrEnc(my, R;_1) or
TrEnc(my, R;) for b € {0,1}, it outputs 0 if DM™ (ct) = b and 1 otherwise. Then, the
distinguishing decoder wins with probability %pi_1 + %(1 —pi) > m > 16~ This holds
since the probability to output 0 when ct is encrypted to R;_; is exactly the advantage of
the decoder DM™M in decrtpting ct, which, by definition, happens with probability p; 1.
On the other hand, when ct is encrypted to R;, the distinguishing decoder returns 1 only

when the decoder D fails to decrypt, which, by definition, happens with probability 1 — p;.

4.2 k-Traceability

We next discuss how our Iltgtg can be extended to achieve k-traceability, that is, catching k
traitors for some 1 < k < ¢. The idea relies on the fact that in our tracing algorithm Trace in
Figure 5, the tracer executes at most n — t iterations, where in the i-th iteration, it revokes
1 parties. Therefore, at the end of the tracing, at least ¢ parties are never revoked in any of
the previous iterations. Hence, by the nature of the tracing algorithm, if a traitor is found
due to Condition 1, it cannot be any of these ¢t parties. In the rest of the discussion, w.l.g, we
assume that a single traitor is returned in each execution of Trace (if we hit Condition 2, then ¢
traitors are returned anyway). For a given k, we execute Trace k times with respect to different
revocation sets. That is, let 7; be the set of ¢ traitors that were detected after the i-th execution,
then in the (i 4+ 1)-th execution, we run tracing for revocation sets that do not revoke any party
in 7. That is, we use the set of revocation sets Sg = {0, {41}, {j1,J2},---»{j1,-- -, Jn—t}}, which
is induced by the revocation order [ji,. .., jn—¢], such that j, # £ for every £ € T; and every
1 <wv < n—t. Hence, by the discussion above, in the (i + 1)-th execution, we get a traitor that
is not in 7;. In the end, after (at most) k executions, we get k traitors. To achieve this, however,
we require the underlying OSTE to support all revocation sets used in all executions, i.e., all
these revocation sets must be included in X', as per Definition 3.4. We call such X a k-trace set.

Theorem 4.7 Let k € N such that 1 < k <t < n. If there exists an OSTE scheme that fulfills
(€/16n)-membership hiding and (€/16)-indistinguishability for a k-trace set X, then there exists a
traceable silent setup threshold encryption scheme with threshold t in which the tracing procedure
returns at least k traitors.

As instantiation of Theorem 4.7, in Section 5 we present an OSTE construction that fulfills
membership hiding with & = P([n]), thus tracing ¢ traitors.

5 The First OSTE Construction

In this section, we present our IlggTe construction. Our construction is based on the silent
threshold encryption of [28]. We start by presenting a high-level overview of the construction of
[28]. Then, we discuss the modifications we make to achieve the properties of OSTE.

5.1 Starting Point: The STE Scheme of [28§]

The Setting. The construction relies on a powers-of-7 trusted setup, i.e., the CRS is ([1]1 2, [T]1,2,

..,[™]1,2), in an asymmetric pairing ensemble. Then, each party ¢ € [n] samples its secret and
public shares (sk;, pk;), computes a hint; = ([sk;7]1,. .., [sk;7"]1) using the CRS, and publishes
pk; and hint;. hint; is an auxiliary information used during encryption and decryption. From
{pk;, hint; };c (), each entity can compute an encryption key ek = >, 1 [sk; Li(7)]1. Furthermore,
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an aggregation key ak that corresponds to ek is computed from the hints. Then, using ek, anyone
can encrypt a message that is decrypted using ¢ secret shares and ak. Note that both ek and ak
are public.

The Intuition. The idea follows that of the Boneh-Franklin identity-based encryption scheme [6],
which is essentially a witness-encryption to the statement “I know a BLS signature on the identity”
[7]. In particular, in [28], the decryption key is basically a witness that the decryptor knows o*
and aPK such that o* is verified as [y]o 0 aPK = [1]; 0 0, where o* is an aggregation of at least
t partial signatures for a set of signers S = {i1,...,%:}, where i; € [n], and aPK is an aggregated
public key that combines {pkg, pk;,,...,pk;}.

Linear Constraints. In order to compute a witness for knowing such an aPK, the aggregator
computes polynomials B, @, and @z that fulfill the sumcheck equation (Lemma 2.1), as follows:

ek o [B(7)]2 = aPKo [1]y + [Qz(7)]1 © [7]2 + [Qz(T)]1 0 [Z(7)]2 (1)

Notably, B is the polynomial extension of the set vector (i.e., B(w®) = 0 where i ¢ S); all
evaluations can be computed using the hints and the CRS. This proves that if o* is verified, then
aPK is indeed an inner product of ek and the set S, which means that aPK is an aggregation of
the public keys in S. Additionally, three critical constraints need to be verified linearly: First,
that B represents an authorized subset. That is, the polynomial B is non-zero in at least ¢
positions, which is achieved by a degree check that deg(B) < n—t. Second, the degree of @ is at
most |[H| — 2, which is a requirement of the sumcheck lemma. Third, that B(w®) = 1 (including a
dummy party) to ensure that the trivial solution of setting B to the zero-polynomial is not valid.
For notation, we henceforth assume that sky = 1 for the dummy party. We summarize how to
verify these constraints linearly in Appendix F. Each one of the restrictions is represented as a
linear equation in the matrix A, which we present next.

Encryption and Decryption. The encryption proceeds as follows:

e Given a message m € Gr, sample a random tag v € Z, and compute:

ek(T) [1]2 [Z(T)]Q [T]Q 0 0 0 0 // aPK valid (sumcheck)
0 0 0 [7]l2 [1]2 0 O 0 /| deg(Qu) < |H| —2
A= 0 [l 0 0 0 [ O 0 /o is valid
[Tt]l 0 0 0 0 0 {1]2 0 // B is authorized
[1]1 0 0 0 0 0 0 [7’ — wo]z // dummy party

Note that all the entries in A are fixed (the same for all ciphertexts) except for [v]2, which
must be unique for every ciphertext.

e Sample s = (s1,...,85) <& Zg and compute:
ct = (cty, cty, ctz) = ([y]2, sT - A, sT - b+ m),
where b = ([O]T, [O]T, [O]T, [O]T, [I]T)T.

For decryption, the aggregator collects partial decryptions from a set of parties S C [n], where
|S| > t. The partial signature of the i-th party is simply o; < sk; - [y]2. Then, the aggregator
computes

m = ct3 — Cty o w
= [35]T+m—sTAow
= [ss]7 + M — [s5]7 = m,

where w is the witness vector such that A o w = b. Importantly, such w can be computed using
the aggregated key ak, and it guarantees that all constraints in A are fulfilled.
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5.2 Our OSTE Construction

We first introduce a construction with ciphertext size linear in n and then present a technique in
Section 5.3 to amortize the ciphertext size to O(1).

To construct an OSTE scheme, we need a mechanism to encrypt a ciphertext such that
membership hiding holds. In the STE construction of |28], the aggregation key ak alone clearly
reveals which parties can participate in decryption. Let us inspect the encryption key ek again:
ek = > ico.n[skiLi(7)]1. Assume that we need to revoke a set R € [n] (the dummy party is
never revoked), then the first attempt would be to randomize the public share of each party
j € R and use the new pk’; for computing ek instead of [sk;]; (the old public share). Intuitively,
any party j € R cannot participate in the decryption since it does not hold the new secret share
corresponding to the new public share pk;. However, to ensure correctness, we note that it is
necessary to accommodate the new public shares in the computation of the aggregation key ak.
Unfortunately, this requires revealing which public keys were randomized; hence, membership
hiding would not hold.

To solve this issue, we propose to rerandomize all public keys instead of only for the parties
in R. That is, we sample a random field element o and a vector & = (@&;);er and rerandomize
all unrevoked parties’ public shares with o and that of each parties j € R with ;. We adjust
the hints accordingly and publish the resulting aggregation key ak along with the ciphertext.
This rerandomization solves the membership hiding issue because without knowing «, &; and
sk;, but only [a]; and [sk;]1, adversaries are unable to determine if the rerandomized public key
pk} is equal to « - pk; or @; - pk; (we will reduce this to the XDH problem to prove membership
hiding in Lemma 5.3). For correctness, the signature verification equation is now verified against
[a]1 instead of [1];. Thus, partial signatures from unrevoked parties will be accepted as their
public keys are randomized with a. For message privacy, we show that an aggregator cannot
include a partial signature from a revoked party in R. Informally, this/g)lds since verifying the
aggregated signature against [a]; requires the aggregated public key aPK to be a - aPK (where
aPK is the aggregated key before the randomization), and thus the aggregation can only include
keys that are masked by a.

Finally, we highlight that we obtain a linear ciphertext size in the worst case, but as we
discuss in Section 5.3, the amortized size is O(1). Furthermore, we elaborate on reducing the
ciphertext size in Section 6.

5.2.1 The IlogTe Construction

Our construction relies on a rerandomization algorithm (Figure 6) that realizes the rerandom-
ization idea as discussed above. This algorithm is used in Enc and TrEnc to generate a new
encryption key, which is then used to encrypt the message in a similar way to STE (as discussed
in Section 5.1). The Enc and TrEnc algorithms are depicted in Figure 7. Partial decryption
works as in [28] by computing o;  sk; - [y]2. Aggregation of partial decryption shares is also
unchanged compared to [28|, but the aggregator now uses the rerandomized aggregation key ak
to compute aPK and evaluate the polynomials @,, @z and other components of the witness w.
As such, the aggregation is performed as if sk = ask; for unrevoked parties and sk; = a;sk; for
revoked parties. We present all algorithms omitted here in Appendix G.

We note that the rerandomization algorithm Rand supports arbitrary revoked sets R € P([n]),
which in turn allows us to use IlpgTg to guarantee tracing t¢ traitors (see Theorem 4.7). Our
OSTE construction supports public tracing and does not have any preprocessing, so we omit the
tracing key tk and set the preprocessing to K := {pk;, hinti}ie[n]' We next discuss the properties
of the construction.
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Rand(CRS, {pk;, hint;};c,;, R)

o< 7y
VieR:a; &I
Let r; « a Vi€ [0, n] \ R // Randomize with « for unrevoked parties.
Let r; «a; Vi e R // Randomize with @; for revoked parties i.
fori=0,...,ndo

ak; o < 7ipk;

ak;1 < [risk;(Li(T) — L;(0))]

1
ak@g < TiSk,L- !
L T 1

[ Li(r)? = Li(T)}
1

aki73<— TiSk,Lv ‘

L;(T)L;
akj 4 + Z rjskjl(T);(T)
| jelnlizi )
ek« > [risk,Li(r)h
1€[0,n]
return (o)1, ek, ak == {(akio, ..., akia)},c(0.))

Figure 6: The rerandomization algorithm. Note that all group elements can be computed using
the powers-of-r CRS and hints. The ak and ek are the same as in [28| with the rerandomization
highlighted in gray.

Correctness. To see that correctness is not violated, consider how the aggregator combines ¢
partial decryptions to decrypt a ciphertext with respect to the rerandomized public keys and
hints. First, the aggregator computes an aggregated key aPK = « - aPK, which is consistent with
the new public keys. Then, it can compute the polynomials ), and @)z that satisfy Equation 1
since the new public keys are consistent with the ek used to encrypt the message. To satisfy the
third restriction (i.e., the aggregated signature o* is valid), we modify the signature verification
equation to -
[a]1 0 [07]2 = aPKo [7]s

instead of the original BLS verification. To enforce this, the encryptor replaces the [1]; in A5
with [a];. Hence, correctness follows from the discussion above, and the correctness of the STE
construction of Garg et al. [27].

Before establishing the security of our IlpgTe construction, we address a rushing adversary
attack that is made possible by the silent setup setting. In this attack, the adversary selects its
own public key based on those of honest parties to break membership hiding.

Rushing Adversary. The construction, as discussed above, is subject to a rushing adversary
attack in the membership hiding game GameMH (Figure 2). To see this, observe that an
adversary could choose the secret key for a corrupted party j dependent on an honest party’s
public key pk;. Then, it can distinguish whether party i is revoked as follows. After receiving pk;
and hint;, the adversary could publish pk; = z - pk; and hint; = z - hint; for an arbitrary = € Z;
with z # 1, and choose, e.g., R = (). After the adversary receives a ciphertext ct = ([y]2, ak, .. .),
it reveals if 7 is revoked by the simple check that ak;o = x - ak; . First, to see why this check is
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Enc(CRS, {pk;, hint;} t,m) enc(CRS, [a]1, ek, ak, t,m)

i€n]’

([o]1, ek, ak) <= Rand(CRS, {pk;, hint;}, ;. 0) v <& Z,

return enc(CRS, [a]1, ek, ak, ¢, m) Assemble the matrix A with the

following values:
) Apo ek

TrEnc(CRS, {pk;, hint;},c(,,). 1, M, R) Aot [l

([a1, ek, ak) ¢ Rand(CRS, {pk;, hint;}, (1, R) Az < [alh

return enc(CRS, [a]y, ek, ak, ¢, m) 5= (51,...,85) & Z
ct < ([v]2,ak,sT - A, s5 +m)
return ct

Figure 7: The Enc and TrEnc algorithms of our OSTE construction. enc acts as a helper
algorithm to both Enc and TrEnc. In enc, we refer to matrix A from Section 5.1.

sufficient, note that if 4 is not revoked, ak; o = a - pk;. Then, as party j is not revoked (j & Ro),
it must hold that ak;o = a - pk; = a -z - pk;.

To mitigate this attack, we require each party to attach a NIZK proof of knowledge of their
corresponding secret key sk to their public key (pk, hint). We further require that all parties have
distinct public keys to avoid replay attacks of these proofs. Following Definition A.1, we formally
define a proof system PSkgen through the relation Rkgen of statements x = (CRS, pk, hint) and
witnesses w = sk € Zy, such that (x,w) € Rggen if pk = [sk]1 and hint = ([sk7]y, ..., [sk7"]1).

The following theorem summarizes our result for IlogTE.

Theorem 5.1 The OSTE scheme Ilpste as described in Section 5.2 fulfills correctness, §-
indistinguishability, message privacy, 6'-membership hiding, and IND-CPA security for n = poly()\)
and any 6,0 € [—1/2,1/2], where 6,0" = 1/poly(X). It has ciphertext size |c| = O(n) and amor-
tized ciphertext of size O(1).

We defer the discussion on the amortization to Section 5.3. We next discuss the security of
the construction. Indistinguishability is trivial, as Enc and TrEnc(R = (}) are identical. In the
following, we discuss message privacy and membership hiding.

Lemma 5.2 (Message Privacy of llogtg). For n = poly(\) and X = P([n]), Hpsre fulfills message
privacy (Definition 3.5), if PSkgen is zero-knowledge (Definition A.1).

For message privacy, we prove that an adversary who corrupts less than ¢ unrevoked parties
cannot decrypt a ciphertext. Our proof is carried out in the GGM, using the master theorem
(Theorem A.3). Intuitively, message privacy holds since the signature verification is done
against [a];, and the aggregated public key aPK needs to be consistent with ek to fulfill the
sumcheck restriction. Hence, aPK must equal @aPK (where aPK is the aggregation before the
randomization). Thus, aPK cannot use public keys not masked with « (i.e., keys of revoked
parties). If the adversary tries to use such keys, it will need to find a linear combination such
that the sum of these keys in aPK is zero. To find such a combination without knowing a@;, the
adversary must fix points on the polynomial B, resulting in a degree larger than n — t. So, the
degree check of B would not pass. We give a full proof of Lemma 5.2 in Appendix H.

We note that for the IIggte construction IND-CPA-security can be considered as a special
case of message privacy, where R = (), because we define Enc(-) = TrEnc(-, R = 0) for llpgTe. In
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addition, the fact that the adversary is trusted for preprocessing in IND-CPA is irrelevant for
IToste. Therefore, message privacy implies IND-CPA security of IpsTg.

Lemma 5.3 (Membership Hiding of Ilggrg). Let n = poly(X). Our Ilpgre construction, as
described in Section 5.2, is membership hiding for arbitrary 6 = m with § € [—1/2,1/2] if the
XDH assumption (Definition 2.2) holds and PSkgen is zero-knowledge and simulation-extractable

(Definition A.1).

At its core, our membership-hiding proof works by embedding an XDH challenge [z]1, [y]1,T
into the rerandomization for a ciphertext ct such that z corresponds to sk;, and y corresponds to
a. If the challenge T' = [zy]|; = [ask;]1, then party i is not revoked for ct and if 7' = [v]; for a
random v = @; - sk;, then party ¢ is revoked for ct. We query the decoder on ct and a reference
ciphertext, where we randomly choose to revoke ¢ or not. We compare the results to determine
whether T' = [zy]; or T' = [v];.

Proof. Intuitively, our OSTE construction is membership hiding because an adversary that only
learns [a]; and [sk;]; for some ¢ should be unable to distinguish between [« - sk;];1 (reflecting the
case where party 7 is not revoked by TrEnc) and [&; - sk;]1 (representing the case where party i is
revoked), which is reminiscent of the XDH problem in bilinear groups (Definition 2.2). The same
argument applies to the re-randomized ak.

We formally prove this through a series of game hops with a final reduction to the XDH
assumption in G;. Let Gameg be the membership hiding experiment for the Ilpstg construction
GameMH!ose (Figure 2). We proceed with the first game hop, where we simulate the proof ;
on behalf of the honest party.

Game;: In this game, we modify how the challenger computes the proof 7; that is attached
to pk; and hint; on behalf of the honest party at position i. In particular, we replace m; by
a simulated proof as m; <& Sim(td, pk;, hint;), where Sim is the simulator for the proof system
|:>SKGen-

Claim 5.4 If the proof system PSkgen is zero-knowledge (Definition A.1), then Gamey and
Game; are computationally indistinguishable.

Proof. The computational indistinguishability follows directly from the computational indistin-
guishability of a real proof and a simulated proof as stated by the zero-knowledge property of
|:>SKGen- n

In our final reduction to XDH, we will need to know the secret keys that are chosen by the
adversary for the parties at positions [n] \ {i} so we can properly embed the XDH challenge into
their re-randomized public keys and hints. We use the simulation-extractability of PSkgen to
extract sk, from 7, for all £ € [n] \ {i}.

Games: In Games, we use the extractor of PSkgen to extract {Skﬁ}zE[n}\{i} from the adver-
sary’s proof as sk, <> PSkgen-Ext(td, (CRS, pky, hint,), 7;). We add an additional abort condition,
where Game, outputs 0, if there exists an £ such that pk, # [sk,|; or hint; # ([sk,7]1, ..., [sk,7"]1).

Claim 5.5 For all n = poly()) and all PPT adversaries A there exists a PPT adversary B such
that

Pr[Game; 4(1*,n, X, 0) = 1] — Pr[Gamey 5(1*,n, X, ) = 1]

< (n—1) - AdvgpEact (1),

20



Proof. First, observe that for all A it holds that
Pr(Game; 4(1,n, X, 8) = 1] > Pr[Games 4(1*,n, X, 6) = 1],

because we only add an additional abort condition. Let Pr[Game; 4(1*,n,X,d) = 1] —
Pr[GamezA(l)‘, n,X,d) = 1] = e. Then, with probability ¢, the adversary A hits the additional
abort condition in Games. We construct a PPT reduction B that runs in the simulation-
extractability game of PSkgen. Given CRSpg,  , B embeds it in the global CRS and sim-
ulates Games to A as follows. B runs A(1*,CRS) and receives i € [n]. Then, the reduc-
tion samples a random (sk;, pk;, hint;, ) <* KGen(1*, CRS) and simulates the proof m; using
the Sim(td, (CRS, pk;, hint;)) oracle provided by the simulation-extractability game and sends
(pk;, hint;, ;) to A. In return B receives {pky, hinty, m¢} e ;1. B chooses a random £* € [n] \ {i}
and outputs (x*,7*) = ((CRS, pky-, hintg«), 74+« ) to the simulation-extractability game.

Observe that x* = (CRS, pky-, hinty+) ¢ Q = {(CRS, pk;, hint;)}2, whenever either Game; 4
or Game; 4 would output 1 because of the check in GameMH that pk; # pk, for all i # ¢.
Further, it holds that with probability e there exists an ¢’ € [n] \ {i} such that (xs,sky) € Rkgen-
B chooses ¢* = {', hence B wins the simulation-extractability game with probability at least

e/(n—1). n

SimRand([x]1, [y, T, 7, {sk} pe iy R 1)

Sample ay < Z; VI € R
for £ € [0,n] \ R with £ # i do

a0 = sky - [yl1 (= [askg1)

akgy <= skp(Le(T) = Le(0)) - [yl1 (= [asky(Le(T) — Le(0))]1)
Le(r) = Lo(0)

ake’Q < Ske - . [y]l
L 2L
aky 3 < Skew [yl
Ly(m)L;j(7) _ o Le(m)Lj(1) | Le(7)Li(7)
LR | Z | .skj Z(r) [yl + Z a;sk; 7(0) + 70) T
JEO,N\R,j#L,j#i JER
for / € R do

akm — [@gske]l

akl"o T
aki,1 < (Le(T) — Le(0)) - T

ek > skeLe(m)[yh + Y _lauskyLe(T)]y + Li(r) - T
Le[0,n]\R,{#£1 ER

return ([y], ek, ak)

Figure 8: The simulation of the rerandomization algorithm for the challenge ciphertext, where
a corresponds to y. Note that the reduction can compute all values because it knows 7 and

{ske}ecip fiy-

With Q, we refer to the set of statements that the reduction requests a simulated proof for (see Definition A.1).
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We conclude our proof with a reduction from Games to the XDH assumption (Definition 2.2).
Let A be a PPT adversary against Games. We construct a PPT reduction B that internally uses
A to break the XDH assumption. Let bypy be the internal bit of the XDH experiment. Initially,
B receives an XDH challenge ([x]1, [y]1,T"), where either T' = [zy]; for (bxpy = 0) or T' = [v]; for
(bxpH = 1).

First, B samples 7 < Z, and generates the CRS. Tt queries A(1*, CRS) to receive i € [n].
B now embeds the XDH challenge into the public key and hint that it generates on behalf of
party ¢. In particular, B sets pk; < [z]; and hint; < (7[z]1,...,7"[z]1). Observe that, in doing
so, B simulates for sk; = z without knowing x itself. After sending pk;, hint; and the simulated
proof m; to A, the reduction receives {pky, hinte},cp, ;) and the extracted {sky}t,cp, () as well
as the set R, and the threshold t. As the preprocessing for IlogTg is just equal to the public keys
and hints of all parties, B sends those again to A and receives a decoder D as well as a message
m. In the following, we write TrEnc(R) as a shorthand for TrEnc(CRS, tk, I, ¢, m, R) as well as
RY =R, and R! = R U {i}.

Next, B samples a random bit 8 and computes ct < TrEnc(Rg). Additionally, B samples
a challenge ciphertext ¢/, embedding the XDH challenge such that, in the rerandomization, o
is equivalent to y. Further, T is equivalent to [ask;]; if bxpy = 0, or [aysk;]; if bxpy = 1. The
details are shown in Figure 8.

Next, B computes ct’ as enc(CRS, [y]1, ek, ak, m). Observe that now ct = TrEnc(RboH),
i.e., if T = [zy]1, then B simulates ct’ <> TrEnc(R), and if T = [v];, then B simulates ct’ <
TrEnc(R U {i}). Finally, B outputs b = 3, if D(ct’) = D(ct) and b = 1 — 3 otherwise. If A would
lose the game on some technicality, say, duplicate two honest party’s public keys, then B just
outputs a random bit.

Let py, be the probability that B wins under the condition that A outputs a § — Dist’&RV!
decoder D. Then, the following holds:

- & {0,1}; ¢t & TrEnc(RP);
pw =Pr |b = bxpn bXDH & {0,1};ct’ & TrEnc(R™H);
i b+« B if D(ct') = D(ct) else b+ 1 — 3
i bxpH & {07 1}; p < {0’ 1};
=Pr |D(ct) =b -Pr|D(ct) =
T _ ( ) XDH ot & TrEnC(RbXDH) r ( ) b ot/ & TrEnc(RB)
[ bxpH & {07 1}; ’8 & {O’ 1};
+Pr |D(ct) #b D(ct
T - ( ) 7& XDH ot & TrEnC(RbXDH) ( ) ?é b ct & TrEnc(RB)
- 2 ?
=Pr |D(ct) = +Pr | D(ct
g i () =5 ct’ < TrEnc(R?) PR ot ¢ TrEnc(R”)

o) (o)

1 2y 2
4+5+(5 4 O+0

1
262
=5+
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We get the following advantage for B against XDH.
1
5+ AdviPH (12, G)

1
> AV (12,9) - puy + (1 - AV (1%.6)) <2>

1

_ AdViameQ(l)‘,(S) (; + 2(52> + (1 — Adviamez(lkjé)) <2)

1 G
=5+ AdviE™2 (1%, 6) - 267

Summarizing, we conclude that for all adversaries A there exist PPT reductions By, Bs, and
B3 such that

AdvGEmeMHTIOSTE (12 4y P([n)), ) <

i 1
AdvlpglsKGen_Zk(].)\) + (n o 1) . AdVZSKGen—Slm—ext(l)\) + ﬁAdvéEH(l)‘v g)

5.3 Amortization

As we discussed, the ciphertext size in our OSTE is linear in the number of parties. We note that
the bottleneck in this construction is the aggregation key ak that is attached to the ciphertext.
An observant reader might have noticed that a triple of ([a]1, ek, ak) could be reused in many
ciphertexts. This, however, opens the door for hardcoding attacks, where an adversary hardcodes
([a]1, ek, ak) into a decoder such that it refuses to decrypt for any other rerandomizations.
This decoder can not be traced, as we need to generate new rerandomizations for tracing
ciphertexts. We can find a tradeoff between efficiency and traceability guarantees by reusing a
single rerandomization for a limited number of ciphertexts. Consequently, one could attach ak
only once to the batch of ciphertexts, and as a result, we pay the overhead of O(n) only once per
batch. Hence, for a batch of size O(n), we get an amortized size of O(1). Also, note that we
can reuse rerandomization without affecting IND-CPA security, even if the party who initially
samples the rerandomization is malicious (see Section 6). We next discuss a practical setting
where this amortization could be beneficial.

Epoch-based Traceable Threshold Decryption. In epoch-based threshold decryption, an epoch
public key is generated for each epoch. Then, users can encrypt their messages under the public
key of the current epoch. For some applications, the committee decrypts all ciphertexts at the
end of the epoch, and the system moves to the next epoch. We note that this model is used in
practice, e.g., in a threshold encrypted mempool [13, 18, 25|, which is a tool for MEV prevention.
This is the primary use case for traceable threshold decryption that motivated the work of [9]. In
our setting, we sample and publish a new rerandomization k; = ([a;]1, €k, ak;) at the beginning
of each epoch. It is crucial that k; gets revealed only at the beginning of the epoch. Otherwise,
if, for example, we publish many epoch keys in advance, the adversary could generate a decoder
that decrypts ciphertexts for only a few epochs (by hardcoding the corresponding encryption
keys) and refuse to decrypt for others. By publishing the epoch key in the beginning, we can
trace any decoder that aims to decrypt ciphertexts for more than a single epoch, since such a
decoder cannot hardcode the encryption keys of the epochs, as they are published only in the
future. The requirement of a decoder that decrypts for more than one single epoch is reasonable
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in practice, as decoders that refuse to decrypt for new k; are no longer useful starting from the
next epoch and can be considered somewhat less valuable.

Finally, we need to ensure that whoever samples k; can not break the IND-CPA security
of the scheme. This attack is introduced since the entity running the rerandomization is not
the encryptor itself and, therefore, may act maliciously by embedding some corrupted keys
into ek and using the corresponding secret keys to decrypt. To circumvent this issue, we can
attach a NIZK proof of knowledge of R, e, and & such that ([a]1, €k, ak) is a result of an honest
evaluation of the rerandomization algorithm Rand. Further, we can prove that knowledge of o
(and @) does not help the adversary in decrypting any ciphertext that was honestly generated
from the corresponding rerandomization. As this technique also appears in the preprocessing
approach, we will elaborate on this formally in Section 6. We do not formalize the amortization
approach further but instead focus on a preprocessing technique that allows us to get constant
size ciphertext in Section 6.

6 Our OSTE Construction based on Preprocessing

In this section, we present our main OSTE construction, denoted by Ilpstep, in which we add
a preprocessing phase to reduce the size of the ciphertext of the IlggTg construction. In the
preprocessing phase, a set of encryption keys is generated and used by all parties, including the
tracer. In OSTE with preprocessing, unlike for IIogTg, using keys other than the preprocessing
output is prohibited. We summarize the model using the following definition.

Definition 6.1 (OSTE with Preprocessing (OSTEP)). We say that an OSTE scheme is an OSTE
scheme with preprocessing, if the set of possible encryption keys, along with their corresponding
aggregation keys, is computed and published in advance during the preprocessing phase after all
parties have published their public keys and hints. Further, the encryption keys used in Enc and
TrEnc are restricted to these pregenerated encryption keys only.

Let £ ={0,{1},{1,2},...,[n]} be the linear revocation order. Throughout this section, we
imply X = £ when referring to membership hiding and message privacy. The following theorem
summarizes the main result of this section.

Theorem 6.2 The IlpsTep construction is an OSTEP scheme with ({g)-indistinguishability (per
Definition 3.3) and (1&;)-membership hiding with X = L (per Definition 3.4) such that the secret
share size is 1 group element per party, the public key size is O(n*), and the ciphertest size is
O(1), where n = poly(X) is the number of parties of the scheme, X\ € N is the security parameter,

and € € [—1/2,1/2] such that e = 1/poly(\).

As a corollary of Theorem 4.5 and Theorem 6.2, we achieve a traceable silent threshold
encryption scheme (per Definition 4.1).

Remark 6.3 Note that our construction requires knowing the decoder’s advantage e in advance.
This is referred to as threshold traitor tracing [36]3. Zhandry [42] presented a compiler for
eliminating the tracing threshold without affecting the dependence of the parameter sizes on n.
We can get rid of fixing € by using this compiler.

6.1 The Ilostep Construction

Overview. We denote by R; the set of revoked parties up to j (R; = [j] and Rg = 0). Further,
we say that a ciphertext Ct revokes a subset R if for every ¢ € R it holds that the party p; cannot

3This is unrelated to the threshold encryption setting.
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Prep(CRS, {pk;, hint; }

i€[n)]> )

N <1024 - (n + 1)AN2n?/e?; d <+ N/(n+1)
for j=0,...,ndo
for ¢ € [d] do
([a]1, ek, ak, 7) <~ RandAndProve(CRS, {pk;, hint; },
Kxl[7,4] < ([a]1, ek, ak, 7)
Denote by Kxx[j] the set {Kurg[j, £}y of tracing keys that revoke the set R;.
for ¢ € [N] do
([a]1, ek, ak, ) <& RandAndProve(CRS, {pk;, hint; }Le[n], 0)
Kyorull] < ([a]1, €k, ak, )
< Shuffle(Kyorm; Krr)
return (K, tk := (Kyonu, Krn), ™ = {me} o)

i€[n]? )

Figure 9: The preprocessing of the Ilogtep construction. The Shuffle algorithm computes
a random permutation. The sets Kyorm, Krr, and K are interpreted as sequences and the
RandAndProve algorithm is as defined above.

be part of the decryption committee of ct. That is, its decryption share for ct will be invalid.
Similarly, we say that an encryption key ek revokes a subset R if every ciphertext ct, encrypted
under ek, revokes the set R.

Roughly speaking, we preprocess multiple rerandomizations for different revoked sets. For
encryption, the encryption key ek is randomly selected from the preprocessed set of keys.
Since ek may correspond to a key that revokes some parties, potentially causing decryption
failure for certain coalitions, we encrypt the message under multiple keys to amplify decryption
correctness. In tracing, the tracer utilizes dedicated tracing keys from the predefined set. The
key challenge in our construction is designing Prep, Enc, and TrEnc that achieve the properties
of indistinguishability, membership hiding, and message privacy.

The IlpgTep construction is depicted in Figures 9 and 10. We next describe the main
components of the construction.

Preprocessing. The preprocessing algorithm Prep is shown in Figure 9. In Prep, an entity
generates encryption keys using the rerandomization algorithm introduced in Section 5.2 (Figure 6).
We generate N encryption keys (along with their corresponding aggregation keys) that are
intended for tracing, denoted by K, where for every 0 < j < n, we generate N/(n + 1) keys
that revoke the set R;. In addition, we generate N encryption keys that revoke no party and
are not used for tracing (conceptually, these keys revoke the set Rg), denoted by Kyory. Note
that there are keys that revoke Ry (i.e., revoke no party) in both K and Kyory- The keys in
K that revoke the set Rg are used by TrEnc(-,Ro) queries (see Figure 5). Finally, the set of
encryption keys is K1r U Kyoru. Crucially, we publish the encryption keys in a random order
K < Shuffle( K1, U Kyory) to hide the type of each key (i.e., which set it revokes) from the
adversary. Note that Kip and Kyory are stored in their original order as a private tracing key.
Here, we treat all sets as sequences, which means that we also store the index (in practice, the
tracing key can be the random permutation applied by Shuffle). We get |Kyoru| = [Kir| = N
and || = 2N.

Observe that the entity running the preprocessing phase could act maliciously and generate
encryption keys such that a ciphertext can be decrypted using secret keys under its control. That
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is, it can use malicious public keys, for which it knows the corresponding secret keys instead
of the correct public keys of the parties. To mitigate this attack, it is required to attach a
NIZK proof of knowledge to the rerandomization algorithm that proves knowledge of a witness
w = (R, o, @ = {u},er) to the statement x = (CRS, {pk;, hint;};c(,, [a]1, ek, ak). The relation
RRang for corresponding proof system PSgrang (Definition A.1) is defined as

RRand = {(Xa U)) : ([Oéh, ek? ak) = Rand(CRS, {pkz? hlntz}ze[n}a «, 5[)} .

We define the algorithm RandAndProve, extending Rand (Figure 6), in which we attach to the
output of Rand a proof of knowledge in PSgang. Intuitively, the additional proof prevents the
adversary from using its own secret keys, which it might use to break semantic security. We
discuss the proofs of semantic security and message privacy in Appendix I.

Enc(CRS, K, t,m) TrEnc(CRS, tk = (Kyoru, K1), K, t,m, R;)
for ¢ € [\;] do for ¢ € [\;] do
idx <& [|K]] without repetitions Sample as follows without repetitions:
([o1, €k, ak) « K[idx] With prob. 1/24 (5 +1)/(2n +2) do
(c1,c2,¢3,c4) k= ([a]1, ek, ak) & K [j]
+ enc(CRS, [a]1, ek, ak, m) With prob. (n—j)/(2n+2) do
// Replace cp = ak, with idx. k= ([04]17 ek7 ak) & U Ky [U]
cty « (e1,idx, ¢3,¢4) ve{j+1,...,n}
idX < Index of k£ in K
return ct « (cty,...,cty,)
(c1,c2,c3,c4) < enc(CRS, [a]1, ek, ak, m)
// Replace co = ak, with the index idx.
cty < (c1,idx, c3,¢q)
return ct « (cty,...,cty,)

Figure 10: The Enc and TrEnc algorithms of Tlggtep with respect to correctness parameter A.
The helper function enc is as defined for Ilgg7g in Figure 7.

Encryption. The encryption algorithms are presented in Figure 10. For normal encryption
(Enc), we choose A, different keys at random from the preprocessing K and encrypt under them.
We replace the ak part in the ciphertexts with the respective index such that the ciphertext size
is now constant in the number of parties n. As some keys revoke certain parties from contributing
to decryption, we need to encrypt under multiple keys to amplify decryption correctness.

In TrEnc, we encrypt the message m with respect to the revoked set R;. Note that the
execution of TrENC requires the tracing key tk = (Kyorm, K1r), 1.€., the tracer needs to know
which keys in K revoke which parties. Denote by Kig[j] the set of keys that revoke the set
R;. As a first attempt, let us sample A. keys from Kg[j] and encrypt the message m under
these keys. While this attempt satisfies message privacy, an adversary can distinguish a normal
encryption from TrEnc(Ry), breaking indistinguishability. In particular, a normal encryption
would likely also include some tracing keys that revoke R; for j > 0. Hence, an adversary,
given the preprocessing C, the indices in the A. ciphertexts, and the secret keys of some parties,
could trivially check if any of the used keys revoke anyone. To overcome this, when executing
TrEnc(Ry), we also sample some keys from Kry[j] for j > 0. Let &y, ..., k), be the preprocessing
keys from Kyorm U K1r used to encrypt the ciphertext ct. We next consider two cases. If
ct was encrypted using Enc, then Pr[k; revokes Ro] = % + ﬁ, since this event happens if
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ki € Kyorm U K1g[0]. Furthermore, for every 1 < j < n, it holds that Pr[k; revokes R ;] = T1+2’
since this event happens if k; € Kyg[j]. If ct was encrypted as TrEnc(Ry), then we simulate the
first case by choosing k; from Kx[0] with probability 3 + ﬁ and with probability ﬁ from
K1g[j] for every 1 < j < n. Observe that the distributions in both cases are indistinguishable to
the adversary due to the indistinguishability property of the underlying OSTE scheme. Namely,
if k; revokes no party, the adversary cannot know if k; € Kx[0] or kj € Kyoru. We extrapolate
this argument for membership hiding, i.e., when executing TrEnc(R;), we also sample some keys
from Kiz[j'], where j° > j. To see why the distributions are identical (except for negligible
difference), we rely on the membership hiding property of the underlying OSTE scheme, i.e., an
adversary that does not know sk; can not distinguish between keys in Kx[j — 1] and keys in

Kr[f]-

6.2 Proof of Theorem 6.2

The correctness of the scheme is straightforward given the correctness of the IlogTg construction.
The correctness is lower bounded by 1 — 2%6 since the probability to sample a key that does not
revoke any party is at least 1/2. We need to prove that our Ilggrgp construction fulfills IND-CPA,
({5)-indistinguishability (Definition 3.3), (15, )-membership hiding (Definition 3.4), and message
privacy (Definition 3.5). The full proofs for message privacy and IND-CPA security can be found
in Appendix I. We next prove the indistinguishability property and membership hiding.

Remark 6.4 We note that the tracing authority is trusted for tracing but not semantic security.
The tracing key tk does not give the adversary any advantage in the semantic security game.
This holds since tk only reveals which keys revoke which parties. In fact, in our IND-CPA security
game (Figure 11), the preprocessing is sampled by the adversary, which means security is required
to hold, even if the adversary knows « and a.

Indistinguishability. As for I[Iogtg, observe that tracing keys that trace R (the keys in K1x[0])
are identically distributed to normal encryption keys (the keys in Kyory). Hence, a decoder
can only distinguish normal ciphertexts from TrENc(Ry) ciphertexts through the difference of
distributions, with respect to K, that are generated by Enc and TrEnc(Ry). In particular, we
show that the adversary cannot choose a subset of encryption keys that enables him to construct
a decoder that distinguishes between normal ciphertexts and TrEnc ciphertexts with significant
probability, i.e., 1/2 + ¢/16.

Lemma 6.5 The Ilpgrep construction, as presented in Section 6.1, is (€/16)-indistinguishable for
e = 1/poly()), per Definition 3.3, for some d = O(A\2\n?/e?).

Proof. Consider § = {5 for an € € m. Let n = poly(A) and let A be a PPT adversary. We

A
show for construction Ilggrep that AvaGfmemd(1 m:9)

Figure 2.

First, note that in order to win Gamelnd(1*,n,6), the adversary A is required to output
a distinguishing decoder box D which is a 6-DistE"®TENC for § = ¢/16, per Definition 3.2. As
we consider only stateless decoders, D cannot rely on runtime information, such as how often
a key has occurred. Furthermore, note that Ilogrep ensures that the same encryption key
cannot be used twice in the same ciphertext. Consequently, D cannot assess the size of the
keyspace from which keys are sampled. Also, recall that the keys in Kyory are distributed
identically to the keys in K1x[0]. As the preprocessing K is randomly permuted according to
tk, an adversary who does not know tk can only guess whether a given key that revokes Rg
either belongs to Kyory or Krg[0]. Essentially, by construction, the only difference between

< negl()), where Gamelnd 4 is defined in
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Enc ciphertexts and TrEnc(Ry) ciphertexts is that the latter does not use keys from Kyogy.
Therefore, to break indistinguishability, D can only try to use some strategy that utilizes the
keys in Kyoru U Krg[0]. Le., its behavior would depend on the occurrence of one or more of
these keys in the ciphertext ct. Let us assume that the adversary chooses a subset of keys
K C Kyorm U K1x[0] for which D fixes a behavior. We show that the probabilities of drawing
a key from K when, in the indistinguishability game, b = 0 or b = 1 fall apart by less than
€/16 with overwhelming probability. As a result, we get that the probability that D behaves
significantly differently in the two cases, and as such is %—DistEnc’TrEnC, is negligible. That is, we
show that Pr[D(ct,) = b] < & + 5 with overwhelming probability.

To see this, consider the subset of keys K and let Ly = |K N Kyoru| and L1 = |K N K[0]].
Furtheremore, let ct be a ciphertext that is either an Enc ciphertext or a TrEnc(Rg) ciphertext
and let kq,...,k), denote the keys used to encrypt ct, that is, the j-th component of ct is
encrypted under k;. By construction, when b = 0 (i.e., normal encryption) for every key
1 <j <\, it holds that Pr[k; € Kyoru] = 1/2 and Prlk; € K.x[0]] = 2n+1 When b=1 (i.e
TrEnc(Ry)), these probabilities are 0 and % + 2(T1+1)7 respectively. Let yo,y; be the expected
size of K N{k1,..., k). } when b =0 and b = 1, respectively. For D to break indistinguishability,
it must behave sufficiently differently for b = 0 and b = 1. Then, since the adversary cannot
distinguish which keys are from Ly and which are from L;, it must hold that |yo — y1| > €/16

with overwhelming probability By construction, it holds that yg = A. - (% d(ij'rl) + 2(n1+1) Ly L) and

yi =N (34 + 2(n+1) s L1y By the requirement that |yo — y1| > €/16, we get

2de(n + 1)

Lo— L 1) >
Lo — Li(n+1)| > 16X,

(2)
W.lo.g, assume that Ly > L; and let p denote the expected size of Ly. Since |Kyoru| =
(n+1) - |Kr:[0]] and A picks keys from Kyory U Krr[0] at random, with the same distribution
for KNORM and Ky [0] (since he can not distinguish between the two sets), then the expected size
of Ly is =t~ Furtheremore, it holds that Ly — u = £~ — L. Thus, for inequality 2 to hold, it
must hold that

2de(n + 1
Lo+ (Lo~ (n+ 1)] > 220 LY
16,

2de(n + 1)

(Lo — pl 2~

16A.(n+2)

_ 2de(n+1) .
By the Chernoff bound, for é, = Tor(na We obtain
Pr[|Lo — p| > dep] < 2eHO/3, (3)

As p1 < |Kyorm| = d(n+ 1), it holds that for some d = O()‘ 2o ), the probability in Equation 3 is
negligible. Therefore, inequality 2 could hold only with neghgible probability. Hence, constructing
€

a distinguishing decoder D with advantage {5 could happen only with negligible probability.

The probability of winning the indistinguishability game is negligible for any subset K chosen
by the adversary. By union bound, the probability is also negligible if the adversary chooses a

polynomial number of sets K.

Membership Hiding. The following lemma captures the membership hiding property of IlgsTep-
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Lemma 6.6 The llpgrep construction, as presented in Section 6.1, is membership hiding for
§ = €/16n and € = 1/poly(X), per Definition 3.4, for some d = O(AN2n?/e?).

and € € —L—. We show that

Proof. Let n = poly()), 6 = poly(\)

_€
16n’

Advﬁ?ﬂg\fg(l)‘, n,d) < negl(\)

Our proof proceeds in two steps: First, we show that the keys in Kyg[i—1] are indistinguishable
from those in K.y[i] for any adversary that does not know sk;. Intuitively, this follows from the
membership hiding property of the underlying Ilogte scheme. Then, in the second step, relying
on the fact that the only difference between TrEnc(-,R(i — 1)) and TrEnc(-, R (7)) is that the
former uses also keys from Kqg[i — 1] while the latter does not, we show that the adversary can
not artificially choose a set of keys K from the set of Kx[i —1]U Ky [i] that allows distinguishing
between ciphertexts that use keys in Krg[i] from ciphertexts that do not. In combination, the
indistinguishability of keys in Kg[i] and Kx[i — 1] and the limited advantage an adversary can
gain based on their occurrence imply membership hiding.

Proving that Ki.[i — 1] ~. K[i]. Ultimately, we aim to show that GameMH0S™ (Figure 2) is
computationally close to a variant of the game, where in the preprocessing, we sample all keys in
Kir[i — 1] by revoking R; instead of R;_1, i.e., equivalently to Krx[i]. We do so through a series
of game hops involving the zero-knowledge and simulation-extractability property of the proof
system PSkgen and the zero-knowledge property of PSgang (Definition A.1). We reduce the final
step, where we substitute the keys for K,g[i — 1], to the XDH assumption (Definition 2.2).

Before our reduction to XDH, we need to simulate the KGen proof on behalf of party 1,
extract the secret keys from the KGen proofs the adversary sends on behalf of all other parties,
and simulate the Rand proofs for the preprocessing keys in Kyg[i — 1]. These steps are necessary
because, in our reduction to XDH, we embed the XDH challenge into the public key of party 7.
The reduction needs to know the secret keys of the honest parties to simulate the preprocessing
keys with respect to the XDH challenge, which is why we need to extract them. Further, the
reduction does not know sk;, as well as o and possibly a;_1 for K.gx[i — 1], so these proofs must
be simulated.

Let Gamey be the the membership hiding game GameMHOSTEP for TTogrep.

Game;: In the first game hop, we replace the proof m; in PSkgen that the challenger attaches
to the public keys and hints of the honest party with a simulated one

T & PSKGen'Sim(tdKGeny CRS, Pki, hinti)~

Claim 6.7 If the proof system PSkgen is zero-knowledge (Definition A.1), then Gamey and
Game; are computationally indistinguishable.

Proof. The claim follows directly from the zero-knowledge property of PSkgen. In particular, it
holds that

(CRS, pkza hlntlv 771) e (CRS, pkza hlntzv PSKGen-Sim(tdKGem CRSa pkzv hlntl))
for (pk;, hint;, 7;) < KGen(1*). u

Game,: In Games, we use the extractor of PSkgen to extract {Skz}ée[n]\{i} from the proofs at-

tached to the adversary’s public keys and hints as sk, < PSkgen-Ext(tdkgen, (CRS, pky, hint,), my).
Additionally, Game;y aborts if there exists an ¢ € [n] \ {i} such that pk, # [sk,]1 or hint, #
([Sk[r]l, ceey [Ske’rn]l).
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Claim 6.8 For all n = poly(\) and all PPT adversaries A there exists a PPT adversary B such
that

Pr[Game; 4(1*,n, £,6) = 1] — Pr[Gamey 5(1*,n, £, 6) = 1]
< (n — 1) AdvEBE (1Y),
The proof of the above claim is identical to that in the membership hiding proof for IlgsTE
(Lemma 5.3).

Games: In Games, we replace the proofs attached to re-randomizations in Krg[i — 1] with
simulated ones. In particular, we set

k. <% PSpang.Sim(tdrand, (CRS, {pk, hintc} (), k-[a]1, k.ek, k.ak))
for all k € Krgl[i — 1].

Claim 6.9 For all PPT adversaries A there exists a PPT adversary B such that

Pr(Gamey 4(1*,n, £,8) = 1] — Pr[Games 4(1*,n, £, 8) = 1]

< d. zero-knowledge /1 \
- d AdvgypsRand (1 )7

where d = N/(n +1).

Proof. The claim follows from a simple hybrid argument over the N/(n + 1) proofs in Kyg[i — 1].
|

Gamey: In Gamey, we finally modify how the keys in Kyg[i — 1] are sampled. In particular,
we sample each key in k € Ki[i — 1] by re-randomizing with respect to the revoked set R;
instead of R;_y, i.e., for all k& € Kyxli — 1], we sample k < Rand(CRS, {pk;, hintj}je[n}’Ri)‘
Note that in Games, the corresponding proofs are already simulated.

Claim 6.10 For all PPT adversaries A there exists a PPT adversary B and a negligible function
negl such that

Pr(Games 4(1*,n, £,8) = 1] — Pr[Gamey 4(1*,n, £, §) = 1]
< d-Advgy (1Y) + negl()),
where d = N/(n + 1).

Proof. We prove the claim through a hybrid argument. Let Hy be Games, H; be Game, and
H,, for 0 < u < d be the game, where we replace the first u keys of Krg[i — 1] with keys that
revoke R;. We can upper-bound the success probability of any PPT adversary A to distinguish
between Games and Game, by that of an adversary A’ who tries to distinguish H,_; from H,
for arbitrary 0 < u < d:

‘Pr[GamGB,A(l)‘,n, L,5) = 1] — Pr[Gamey (1%, n, £, 8) = 1]‘

<d-

Pr[Hy1 (10, £,08) = 1] — Pr[Hy (1,1, £,8) = 1])

To conclude the proof, we show that we can further upper bound the success probability of

A’ by reducing to XDH.
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Let A’ be a PPT adversary that distinguishes between H,_1 and H,. We construct a PPT
reduction B that internally uses A’ to break the XDH assumption (Definition 2.2) for the pairing
ensemble G.

First, B receives an XDH challenge [z]1, [y]1, T, where either T' = [zy]; or T = [v]; for a
random v <& Z,,. The reduction B samples a random 7 < Z,, and generates the CRS. Then, it
runs A’(1*, CRS) to receive the party’s index i. It simulates a public key pk; and hint hint; for
by embedding the XDH challenge as follows:

pk; < [x]1, and hint; < (7[z]1,...,7"[z]1).

Observe that B therefore simulates sk, = x without knowledge of x. B further simulates a
according to both H,_1 and H, and runs A’(pk;, hint;, WfSKGe”). As a response, B
receives a revoked set R* as well as the corrupted public keys and hints with attached proof
{pky, hinty, W;SKGe” }EG[n]\{i}‘ Again, according to both games, B extracts the secret keys sk, from

the proofs WESKGG”, aborting if the extraction is unsuccessful for any ¢ (in case either game aborts,

B outputs 0).

Next, B simulates the preprocessing as follows. BB generates all preprocessing keys in Kyoru
and Kyg[j] for j # i — 1 honestly. To generate tracing keys for K.g[i — 1, g] where ¢ € [d], B does
the following:

e For q < u, generate tracing keys that revoke the set R;.

e For q > u, generate tracing keys that revoke the set R;_1

e For q = u, embed the XDH challenge into the re-randomization by executing
([o]1, ek, ak) <= SimRand([z]1, [y]1, [2]1, T, 7, {sk¢}pepop 1> Ri-1, ),

where SimRand is the same simulation algorithm that we use in the membership hiding
proof of Ilpgte (Figure 8). B can also simulate the corresponding proof in PSgang, as
required by both hybrids, because the statement is part of Lrang-

Let bxpy be the internal bit of the XDH challenge. If bypy = 0, then T' = [zy]1 = [ask;]1 (i.e.,
party 7 is unrevoked in Kygx[i — 1,u]) and we simulate the preprocessing for H,_1. If bxpy = 1,
then T = [v]; = [aysk;]1 (i.e., party i is revoked in Kyg[i —1,u]) and we simulate the preprocessing
for H,.

The reduction assembles the preprocessing and sends it to A’, receiving a decoder D and a
message M. Finally, B checks if A" wins either game (both games have the same win condition)
by checking if D is 6-Dist™i—1Ri according to Definition 3.2° and whether the remaining winning
conditions apply. If A’ wins, then B outputs 1. Otherwise, B outputs 0.

Further, recall that if bypy = 0, then B simulates H,_1 as the key for Kx[i — 1, u] does not
revoke party i. If bypy = 1, then B simulates H,, as party i is revoked in Krg[i — 1,u]. Hence,
we can bound the probability of A’ to distinguish as follows:

‘Pr[Hu_LA,(ﬂ,n, £,8) = 1] — Pr[Hy (1", n, £, 8) = 1]‘
< [PrBO, B, falu, [y, [agh) = 1] = PrBOA, B, [olu, [y]1, [vh) = 1| + negl()
< Advig' (1Y) + negl(),

4As Togtep only supports the linear revocation order, it must hold that R = R;_;. Otherwise, either game
will output 0.

®Note that while B can not compute the exact probability, it can approximate it up to negligible error negl(\)
using a polynomial number of queries by applying a Chernoff bound.
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where E <& G(1*) and z,y,v < Z.
Overall, we can bound the success probability of any PPT adversary A to distinguish between
Games and Gamey by

Pr(Games 4(1*,n, £,8) = 1] — Pr[Gamey 4(1*,n, £, 6) = 1]
< d- Advgy (1Y) + negl()),

for some negligible function negl. [ |

GameMH
A llostep*

the adversary A is required to return a distinguishing decoder D which is a 6-Dis per
Definition 3.2) for 6 = €/(16n). Similarly to our argument in Lemma 6.5, we need only to
prove that the adversary cannot find a subset of keys K from Kyx[i — 1] U Kyg[i] by which the
probability of drawing a key from K when b = 0 in the membership hiding game falls apart
from the probability when b = 1 by more than 1&-. To see this, let L; 1 = [K N Kyg[i — 1]|
and L; = |K N Kg[i]|. Further, let ct be the challenge ciphertext that is either TrEnc(R;_1)
or TrEnc(R;) and let ky, ..., k), be the encryption keys from Kyory U Krr that are used in the
encryption of ct. By construction, it holds that Kix[i — 1] Kqrg[i] = d and when b =0, i.e., ct
is TrENC(R;—1), then it holds that Pr[k; € Kyuli — 1] = £ + s and Pr[k € Krgli]] =
When b = 1, i.e., ct = TrENc(R;), then these probabilities are 0 and i 5+ (n+1
Yo, y1 be the expected size of K N {k1,...,kx.} when b = 0 and b = 1, respectively. Similarly
to Lemma 6.5, we argue that the adversary can win the membership hiding game only if it
holds that |yo — y1| > €/(16(n — t)). This is required since, as we showed, the adversary can not
distinguish between keys from L; 1 and keys from L;. Thus, its strategy would depend only on
the occurrence of the keys in L; 1 U L;. We next show that

MH
va?lr_[noeSTEP(l/\ n 6)’
tR,RU{Z} (

Proving the negligibility of Adv First note that in order to win Adv

1
2(n+1)
L respectively. Let

lyo — 1| < F (4)

with overwhelming probability when we choose the appropriate d as in the lemma.

First, note that:
N=\\272m+1)) d "2n+r1)d

1 i1\ L
SN (- .
u <2+%n+D>d

Hence, Equation 4 would not hold if and only if

ed 2(n+1)
Lioy—Li| > : : 5
[Lint | 16nA. <n+z+1> (5)

and

W.l.g, assume that L;_; > L; and let u denote the expected size of L;—;. Since |Kyg[i — 1]| =
|Kre[i]| and A picks keys from Kig[i — 1] U Kyg]i] at random, with the same distribution
for Kypl[i — 1] and Kigli], then it holds that the expected size of L; is also u. Therefore,
L;_1 — = u— L;. Hence, from Equation 5, we get it must hold that

L
[Liy =l > 32nA
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By the Chernoff bound, for 6. = ﬁ it holds that:
Pr||Li—1 —p| > cd < 2eH9/3
- 32n.| ~ ’
which is negligible if
e2d?
A< pdd /3= ——— .
< 16/3 = By,
Thus, since 4 < d/2, it must hold that d = O(2A™). Given this number of keys, the probability
that a subset K can influence the success probability of D by § = {5 is only negligible. As the
adversary can try only a polynomial number of sets K, then by union bound, the probability of
winning the game will be negligible. [ |
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Preliminary Definitions

Definition A.1 (NIZK-PoK). Let R be an NP-relation of statement-witness pairs (x,w) € R a
non-interactive zero-knowledge proof system of knowledge PSg for R is a tuple of algorithms
PSgr = (Setup, Prove, Verify, Sim, Ext) with the following syntax:

e (CRS,td) ¢ Setup(1"). Given the security parameter \, the Setup algorithm outputs a
common reference string CRS and a simulation and extraction trapdoor td. The CRS is
implicit input to all subsequent algorithms.

o 1 < Prove(y,w). Given a statement-witness pair (x,w), the Prove algorithm outputs a
proof 7.

e 1/0 < Verify(x, ). Given a statement x and a proof 7, the Verify algorithm outputs 1, iff
7 is valid for x.

o 7 Sim(td, x). Given the trapdoor td and a statement Y, the simulation algorithm Sim
outputs a simulated proof .

e w <& Ext(td, x, 7). Given the trapdoor td, a statement y and a proof 7, the extractor Ext
returns a witness w.

A proof system PSgr must fulfill the following properties.

e Correctness: For all (x,w) € R it holds that Verify(x, Prove(y,w)) = 1.

e Simulation-Extractability: For all PPT adversaries A, negligible function negl such that

Verify(y,7) =1 A  (CRS,td) < Setup(1*)
Pri (x,w)€RA :(x,m) & ASMGI(1A CRS)| < negl()),
X & Q w & Ext(td, x, 7)

where @ is the set of A’s queries to the Sim(td, -) oracle.
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o Zero-Knowledge: For all (x,w) € R it holds that
(CRS, x, Prove(x, w)) ~c (CRS, x, Sim(td, x)),
where (CRS,td) < Setup(1?).

Definition A.2 (Independence [39]). Let p € N be a prime, let m,t,t2,t; € N, let Iy €
Fp[ X1,y X, 12 € Fp[X1, .o, Xin)'2, 1t € Fp[X1, ..., X;n]" be tuples of polynomials such that
11[0] = I2[0] = 1;[0] = 1, and let f € F[Xq,..., X,,,] be a polynomial. We say that f is dependent
on (lg,12,1y) if there exist integers {k;}iciy), {Ki}ic, {57 bicyy such that

F=" ki hli]- K-l + >k - tli]
i,j€lt] i€lt]
If f is not dependent on (11,12, 1¢), we say that it is independent of (11,12, 1¢).
We require the Master Theorem to prove the security of our construction(s).

Theorem A.3 (Master Theorem |[28]). Let p € N be a prime, let m,ty,ta,t3 € N, let 11 €
FplX1, .oy X' 12 € Fp[ X1, ..o, X2, 1 € Fp[ X1, ..., Xin]' be tuples of polynomials of mazimum
degree d,, ds and d; respectively. Let f € F[Xq,..., Xp] be a polynomial of degree at most dy.
Denote d = max{d,,ds,d;,ds} and t = t; +ty +t3. If f is independent of (11,12,1t), then for
any generic ppt adversary A that makes at most q group oracle queries

P, hafla ()] P, hifla ()]
Pr|A hQ[lz(ai)], =1| —Pr|A hg[lg(l‘)], =1 < (Q‘i‘t;;)2)2d
hr(f(x)] hp(r]

where hi, ho and hy denote handles for groups G1,Go and Gp and the probabilities are taken
over the choices of x < Ly and r < 7.
B Remaining Definitions for OSTE schemes

Definition B.1 (Correctness for OSTE). We call an OSTE protocol correct if for all n = poly(A),
t <n,all §C[n] with |S| >t it holds that

DecAggr(CRS, K, ct, {oi},cq) =m
Pr | A Vi € [n]: IsValid(CRS, pk;, hint;, ;) = 1| > 1 — negl()\),
A PreViy(CRS, {pk;, hint; }icn), K, m) =1
where CRS & Setup(1*,n), (sk;, pk;, hint;, m;) < KGen(1*) for all i € [n], (K,7,tk) <&
Prep(CRS, {pk;, hint;},.;,,;), ct < Enc(CRS, K, t,m), as well as o; <+ PartDec(sk;, ct) for each
i€ [n].

Definition B.2 (IND-CPA security for OSTE). An OSTE scheme &£ is IND-CPA secure if for all
PPT adversaries A, there exists a negligible function negl(\) such that

1
Adv2CPA(1IA ) < 5 +negl(})

where IND-CPA 4 is defined in Figure 11.
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IND-CPA4(1*, n):

CRS < Setup(1*,n)

(T,st) < A(1*,CRS)

forien],i¢ T do

(sk;, pk;, hint;, ;) < KGen(1*, CRS)

({pk;, hinty, 75}, e, £, K, Mo, my, st) < A({pk;, hinty, 7} g7, st)

b {0,1}

ct <~ Enc(CRS, K, ¢, m;)

b & A(ct,st)

return b=V AT C [n]A|T| <t
AVi € T+ 1sValid(CRS, pk;, hint;, ;)
AVij € [n],i # j pk; # pk;
A PreVy(CRS, {pk;, hint; },(,,;, K, )

Figure 11: A game-based IND-CPA security definition for OSTE and TSTE schemes.

C TSTE Correctness and Security Definitions

Definition C.1 (Correctness for TSTE). We call a TSTE scheme correct with respect to parameter
Ac if for all n = poly(A), t < n, all S C [n] with |S| > ¢ and for
CRS « Setup(1*,n);
Vi (sk;, pk;, hint;, ;) < KGen(1*);
(K, m,tk) < Prep(CRS, {pk;, hint;};c(n, €);
ct <> Enc(CRS, K, ¢, m);
Vi o; < PartDec(sk;, ct)

it holds that
DecAggr(CRS, K, ct, {gi},cq) =m
A Yi € [n]: IsValid(CRS, pk;, hint;, ;) = 1
A PreViy(CRS, {pk;, hint; };cp,), K, m) = 1
A Vi€ S: PartVify(ct, o, pk;) =1

> 1 — negl(\)

Security. Like OSTE schemes, TSTE must fulfill a IND-CPA security definition. The security
definitions for OSTE and TSTE definitions both concern the Enc function. A definition concerning
Enc is sensible in the context of honest encryptions, while a consistent definition for both schemes
simplifies our transformation between the two (Section 4.1).

Definition C.2 (IND-CPA security for TSTE). We call a TSTEP scheme £ IND-CPA secure, if for
all PPT adversaries A and n = poly())

Adv%%'CPA(l)‘, n) < negl(\)

where IND-CPA 4 is defined in Figure 11.
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D TSTE Correctness and Security Proofs

Lemma D.1 Consider scheme Iltgre defined in Section 4.1 for M = poly(\). Let £ denote the
underlying OSTE scheme. If £ fulfills security, IltsTe is secure.

Proof. The security of Iltgtg is directly implied by the security of £. Recall that both OSTE
and TSTE schemes employ the same security definition. Further, our construction instantiates
all functions of Iltgtg with their counterpart in £ if such a counterpart exists. Thus, IlgTg must
be secure. [ |

E Full Traceability Proof for Iltste

In the following, we prove Lemma 4.6.

Proof. Our proof takes inspiration from [11] but considers the decoder-based definitions of
indistinguishability and membership-hiding. Compared to tracing schemes building on classical
PLBE, adversaries against TSTE schemes can use the preprocessing output. This allows them
to build decoders with a small but non-negligible advantage in the indistinguishability and
membership hiding games. Consequently, our proof does not require the indistinguishability
advantage 1 or the membership hiding advantage d2 to be negligible. This is a major difference
to classical PLBE constructions and a requirement when building a TSTE scheme from our
construction in the preprocessing model. We show that it is possible to achieve traceability
nonetheless by imposing upper bounds of d; < 15 and d2 < 3¢

Consider a decoder box D in the traceability game GameTR (Figure 4) and a fixed order
of revocation of parties. Let p; denote the advantage that D has in distinguishing between the
encryption of two messages Mg and m; for R;, meaning that the first ¢ parties of the revocation
order have been revoked. Let p; denote the approximation of p; measured by the Trace algorithm
using W queries and let 77 be the set returned by the algorithm. In the following, denote the
number of iterations of the tracing algorithm by W. For IltgTg, we set W = 27 . 3n2%.

In any GameTR execution that is won by the adversary, the Trace algorithm either does not
trace any party (7' = ()) or traces an honest party (77 € 7). In the first case, by the conditions
of the Trace algorithm (Figure 5) presented in Figure 5, it must hold that p,—1 — p; < m
for all i € [n — t] (Condition 1) and p,—; < § (Condition 2). As a result of the small success
probability remaining after n — ¢ revocation steps and the bounded difference between success
probabilities in each step, the initial advantage py must be small. For the quality of the decoder
€, it holds that

n—t
€ —Po =€ —Dn—t — Z(ﬁi—l — Di)
i=1
e (n—1) € €€
O S .
‘ dn—t) 4~ 4

If D wins the traceability game by framing an honest party, it either holds that p, ¢ >
and one of the last ¢ parties to be revoked is honest, or p;—1 — p; > m for an honest i. If D is
successful, at least one of the following statements must hold:

L. T"=0and € — po > {.
2. T"Z T and p,¢ > §.

3. T"Z T and p;_1 — p; > ﬁ for an honest i.
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In the rest of the proof, we treat cases (1), (2), and (3) separately and show that they impose a
contradiction to the indistinguishability, message privacy, and membership hiding properties of
E. For each case, we use the traceability adversary A to construct an adversary that breaks one
of the properties if A has non-negligible advantage.

Consider case (1). Given an adversary .4 in GameTR, we build an adversary A; playing the
indistinguishability game GamelndﬁfTE(lA, n,01) as defined in Figure 2. We then show that 4;
breaks indistinguishability if A has non-negligible advantage. Given a decoder D output by A,
Aj builds a decoder box D’ that distinguishes between Enc encryptions and TrEnc encryptions
for R = () with advantage at least §;. A; proceeds as follows:

e Obtain CRS from the challenger, generate hints, relay the necessary information to A and
obtain hints, and ¢ in return, obtain K and relay it to A.

e Sample b < {0,1}.
e Obtain traceability decoder D and messages Mg, My from A.

0 if D(ct) =b

e Output (D', m;) where D'(ct) =
1 else

To analyize the success probability of A, consider that A outputs an e-Dist™>™ decoder
with probability Advi‘:"ﬁ“TZIE(l’\, n,€). In case (1), it holds that € — py > §. Using the Chernoff
bound, we find that

2

7W€7

which is negligible. It holds that € — py > g with overwhelming probability. Given an Enc

ciphertext, D’ outputs the correct result with probability €. For ciphertexts computed using

TrEnc this probability is (1 — pg), as D’ only outputs 1 if the result of D is incorrect. This results
in an overall success probability of Je -+ %(1 —po) = % + <. With overwhelming probability, it
holds that % + =2 - % > 15 > 01. Overall, we find that:

AVGATETR (1 n, €) < AdvEEEM(1% n, 61) + negl(N)

We have shown by reduction that the first case contradicts the fact that £ fulfills indistinguisha-
bility with parameter 4.

Consider now case (2). Using A we build an adversary Ay playing the message privacy game
GameMP 4, (1*,n) as defined in Figure 3. We show that Ay breaks the message privacy of &€ if
A has non-negligible probability. Ao proceeds as follows:

e Obtain CRS from the challenger, relay information to A, and obtain 7 and hints for
compromised parties in return. Obtain I from the challenger and relay it to A.

Obtain traceability decoder D and messages Mg, My from A.

Sample a bit 3.

Obtain the encryption ct’ of mg from the TrEnc oracle. Obtain the challenge ciphertext ct.

B if D(ct) = D(ct')
1—0 else

Return b’ + {
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In case (2), it holds that p,—; > . Az wins GameMP if it has a non-negligible advantage in
distinguishing between encryptions of mg and m;. By the Chernoff bound, it holds that

2
W
Pr [pn—t — Pn—t > g} <2e 82300 < 26_)\

whereby p,— > g with overwhelming probability. If D is a good decoder, Az wins the message
privacy game if both calls to D yield the correct result or if both are wrong. This occurs
with a probability of (% + §)2 + (% — §)2 = % + 2 (5)2. As g is non-negligible, this results
in a non-negligible advantage of breaking message privacy. A, produces a good decoder with
probability Advﬁ?ﬁ”TeSIE(lA, n, €), which in turn is non-negligible. Note that in case (2), we assume
that one of the last ¢ parties to be revoked is honest and is framed by the adversary. Because of
this, A2 wins GameMP if it sets R = [n — t] as less than ¢ of its shares are used for decryption.

We find that
AV (1 n,e) < AdVGEEMP (1), n) + negl(A)

We have shown a contradiction to the message privacy of £ in the second case.

Finally, consider case (3). We build an adversary A3 from A that plays the membership hiding
game GameMHSfTE(lA, n,d2), depicted in Figure 2. We then show that .43 breaks membership
hiding if A has a non-negligible advantage. To do so, As produces a decoder box D’ that is a

5o-Dist® R a5 follows

e Obtain CRS from the challenger, relay information to A, obtain hints for compromised
parties from A, choose i as one of the honest indices, and sample the remaining hints.

e Relay K to A and obtain D, mg, my in return.
e Sample b <& {0,1}.

0 if D(ct) =b

e Return (D', my) where D'(ct) =
1 else

In case (3) it holds that p;—1 — p; > ﬁ for an honest i. Using the Chernoff bound, we
find that p;_1 — p; > ﬁ with overwhelming probability, as

P <—° | <p b >
T 1 — D T .M.

2¢2

Se_W (16(n—1))2-3-p; < negl()\)

The probability that this statement holds for the same ¢ that A3 chooses in GameMH is ﬁ

Then, D’ returns 0 if 7 is not revoked with probability p;_1 and 1 for revoked i with probability
1 — p;, since it only outputs ¢ if D’s output is incorrect. Overall, D’ returns the correct result
with probability %pi,l + %(1 —pi) = % + PP With overwhelming probability, it holds that

1 Pi—1—pi _ 1 € .
5+ 5 5 > T60n=1) > §o. In consequence:

AVGETETR (1Y 0, e) < (n — 1) AVvGEEEMH (17 n, 62) + negl(N)
We have shown a contradiction to the membership hiding property of £ in case (3).

Combining all three results, we find that any one of the three statements that are implied
by the existence of a traceability adversary A with non-negligible success probability implies a
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contradiction to the indistinguishability, message privacy or membership hiding properties of the
underlying OSTE scheme £. It holds that

Advi?ﬂ’%ﬁ? (1>‘, n, e) SAde{?t@elnd (1’\,n,51) + Advai?;eMP (1’\,n>

+ (n — ) AdvEmeMH (1& n, 52> + negl(N).

F Remaining linear constraints of STE [28]

We briefly elaborate on the remaining constraints and how Garg et al. linearly verify them.

Verifying that deg(Q,) < |H| — 2. To comply with the sumcheck lemma (Lemma 2.1), one
must ensure that @, has degree at most |H| — 2 To prove that @, has degree at most |H| — 2 for
|H| = n + 1 linearly, we require the aggregator to evaluate a polynomial Q,(X) = Q.(X)- X at
position 7. The corresponding equation is

[Qz(M o [7]2 = [Qu(T)]1 © [1]2.

This ensures that @, is of maximum degree |H| — 2 = n — 1 because if @), were of higher degree,
say n, then Q. would be of degree n + 1, which the aggregator can not interpolate at position 7
since the CRS only reaches up to [7"]. Before we can understand the check that the set B is
authorized, we mention that we always include a dummy party at position 0 and assume that its
secret key is also 0.

Forcing non-trivial witnesses. Furthermore, we force the aggregator to interpolate B(w?) = 1
(i.e., a dummy party must be included) to ensure that B is non-zero. This requirement can be
linearly verified through a KZG opening proof, i.e., we force the verifier to compute [Qo(7)]:
for a polynomial Qg such that B(X) — 1 = Qo(X)(X — w®). The verification is the linear KZG
verification:

[1]1 0 [B(7)]2 = [Qo(7)]1 o [T — ]2 + [1]r

Ensuring that B is authorized. To ensure that B is authorized (i.e., the threshold is met), Garg
et al. again use a degree check. In particular, they force the aggregator to compute [é (7)]1 such
that B(X) = B(X) - X*. The reasoning behind this is that the aggregator has to set B(w’) = 0
for every party ¢ that it does not know a partial decryption of, as the sumcheck equation enforces
to aggregate the public keys correctly, and the signature check ensures that the aggregated
signature is valid under aPK. Further, the aggregator has to set B(w”) = 1 to compute the
opening proof for the dummy party. Assuming that the aggregator has an insufficient amount
of partial signatures, say ¢t — 1, then B would have to be 0 in n — (¢t — 1) positions and 1 at
position w?, which means that the aggregator has to interpolate B with respect to n —t + 2
positions. The degree of B is therefore n — ¢t + 1, which means the degree of Bisn+1. Hence,
the aggregator with insufficient partial signatures is unable to evaluate [B (7)], as the CRS only
contains powers-of-7 up to [7"]1 2. An aggregator with ¢ partial signatures, however, would have
a polynomial B of degree n — ¢, which means it is able to evaluate [B (7)1, as B is of degree n.
The corresponding linear verification equation is

[B(m)]z2 0 [r']y = [B(7)]1 0 [L2.



G Remaining Algorithms of IlogTE

In Section 5.2, we already introduced the most important algorithms, i.e., the re-randomization
Rand, encryptions Enc and TrEnc, the partial decryption PartDec, and the proof system PSkgen.

For completeness, we present the remaining algorithms Setup, KGen, IsValid, Prep, PreVfy,
and DecAggr. Note that they are largely similar to those of STE in [28].

Setup. The setup algorithm samples a random 7 <> Z,, and generate the CRS as
(W2 [Tz, [Pz, [7",2).

Key Generation. In KGen, a party samples a random sk <* Z,, and computes the public key as
pk < [sk]; and hint < ([sk7]1, [sk7?]1, [sk7"]1)). Additionally, it generates a proof in PSkgen as
7 <~ PSkgen-Prove((CRS, pk, hint), sk). To validate the correctness of the public key and hint,
the IsValid algorithm runs PSkgen.Verify((CRS, pk, hint), ).

Preprocessing. Our IlpgTe construction has no preprocessing and supports public tracing.
Hence we just set K := {pk;, himi}ie[n] and the tracing key tk :== L. Accordingly, the PreVfy
algorithm always outputs 1.

DecAggr(CRS, ct, {o; }ics)

([7]27 aka Ct37 Ct4) +—ct
Interpolate B on {(w°, 1), (wi,o)i[n]\s}

[B(7)]2 [Z B(w’ )Lj(T)]
7=0

[B(r)h + [r'B(r)h

aPK « %ﬂ (Z B(w)akio + [1]1>

€S

R (Z B(w')o, + m)

i€S

[Qa(T)]1 Z B(wi)akm
i=0

Qa3 Blw)akis
1=0

@ = |22

[Qz(m))1 + > Blwakis+ > B(w')akia
=0 =0
w ¢ ([B(7)]2, —aPK, ~[Qz(7)]1, =[Qu(7)]1, [Qu(7)]1, 07, ~[B(7)]1, ~[Qo(7)]1)T

return m < ct; — cty ow

Figure 12: The aggregation algorithm of IlogTE.

43



DecAggr. The aggregation algorithm is identical to that of STE but uses the re-randomized
aggregation key ak that is part of the ciphertext instead of a global one. The full algorithm is
shown in Figure 12.

H Full Message Privacy Proof for IlosTe

In the following, we present the detailed proof of Lemma 5.2.

Proof. This proof resembles the proof presented in the original paper by Garg et al. [28]. For
completeness, we give the full details of the proof, accounting for changes in the encryption
scheme, the definition, and the additional group elements the adversary is presented with. We
show the lemma via a reduction to the master theorem as presented in Theorem A.3. The master
theorem holds in the generic group model [28], and we present a reduction to it for generic
adversaries. We present a series of game hops, simplifying the message privacy game before
finally reducing it to the master theorem. In particular, we consider the following games:

Gamey: We define Gamey + GameMP.

Game;: Game; is equivalent to Gameg, but the adversary does not get access to a TrEnc
oracle.

Games: Games is equivalent to Gamey, but we replace the proofs m attached to the hints
by simulated proofs as Sim(td, pk;, hint;) where Sim is the simulator of the proof system PS,
executed on a trapdoor td.

We show

AdvaameMP(lA’ n) :Adviamef)(l)\7 Tl)
H.1
< Advaamel(lA, n) + negl(\)

H.2
< AdvEA™®2 (12 ) + negl(\)

H.3,H.4
< negl(})

In the final step of our proof, we present our reduction to the master theorem (Lemma H.3) and
prove that our parameters for the master theorem are linearly independent as per Definition A.2
(Lemma H.4). ]

Lemma H.1 For all PPT adversaries A, for n = poly()), and considering scheme lpgre, there
exists a PPT adversary B such that
Game, A _ Game A
Advy e, (17 n) = Advg oo (17, n)

Note that there is no private tracing key in the context of Ilnogte. Therefore, any adversary
can compute TrEnc on their own. More formally, for any adversary A in Gamey, there exists an
adversary B in Game; which performs the same steps as A but evaluates the TrEnc function on
its own instead of calling the oracle. As both obtain the same result, their success probability
must be the same.

Lemma H.2 For a PPT adversary A, for n = poly()\), and considering scheme Ipgre instantiated
with a zero-knowledge proof system PSgang, it holds that Game, and Games are computationally
indistinguishable.

The computational indistinguishability follows directly from the computational indistinguisha-
bility of a real and a simulated proof as stated by the zero-knowledge property of PSrang-
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Lemma H.3 Consider a generic PPT adversary A that makes up to q queries to the group oracle.
Let n = poly(\) and consider construction llpgre defined in Section 5. Let R € X be a set of
revoked parties, and let T be the set of parties compromised by the adversary. We show that for
each choice of R and T, the following statement holds:

Adv3™e2 (17 n) < negl(\)

Proof. Consider an adversary A in Games,. Recall the master theorem as defined in Theorem A.3
for the following choice of polynomial lists:

11 = (Oé, Slek + S47‘t + S5, 830, [Ti, [Siji]je[n], [asiji]jEy, [@jsiji]jeR] iE[O,n})

lo = (81 + 537, 51Z(T), 1T + SaT, S2, 4, 5520, 7, [Ti]ie[o,n])

I =(1)
f=ss
where 11,13 and It are lists of polynomials in y = (7,7, @, @1,...,Qn,5Ky,...,sK,, $1,...,85),

V = [n] \ R is the set of non-revoked (valid) parties and H = [n] \ T is the set of honest parties.
Note that the polynomial lists implicitly also depend on R and T, yet these values are known
to the adversary. We consider ek with respect to specific R and 7 in our proof. We show, by
reduction, that an adversary A in Game, can be used to distinguish between f and random
input in the master theorem, thereby upper-bounding A’s success probability by a negligible
function. We construct a distinguisher B that uses A as a subroutine to achieve that.

First, we motivate our choices of 11, s, 11, and f for our instantiation of the master theorem.
In the context of our reduction, B wants to use A to gain significant advantage in distinguishing
(11,12, 17, f) from (14,12, 1lp,7) for the instantiations given above. To do so, B obtains a challenge
and uses it to simulate Game, to A perfectly. All information that is required to do so is
included in the polynomial lists. While the first polynomials in lists 1; and ls correspond to the
components of the ciphertext itself, the latter polynomials correspond to the information in the
CRS, hints, and rerandomized hints.

Adversary B simulates Gamey as follows: Given the challenge (11,12, 1), B relays labels for
elements [7%]; for i € [0,n] to A as the CRS. B also gives a list of labels for the public keys
and hints of honest parties, [sk;7/];c3 jejo.n] to A. As defined in Gamey, B simulates the honest
parties’ hints, using the simulator of proof system PSkgen. B then outputs a list of labels for the
hints of corrupted parties. As A can control the group oracle, they can assign the labels of the
adversary to the specific hints given in 1;. Then, A computes the preprocessing output, including
the encryption key in 1; and its corresponding aggregation key. Note that both these keys can be
computed knowing R, T, and the elements of 1y, as described in the Rand function (Figure 6).

Finally, after obtaining the preprocessing output, A returns two messages Mg, My to be
encrypted. B samples a random bit 5 and encrypts message Mg as ([y]2,akK, sT - A, s5 + mg).
The components of sTA are taken from 1; and la, [v]2 is taken from lp and ak refers to the
corresponding ak computed during preprocessing.

Finally, the reduction outputs 0 if A produces the correct result and 1 otherwise. As B perfectly
simulates Games to A, B has at least the same success probability as A when distinguishing
f from random. However, the master theorem states that for independent polynomial lists, a
polynomial number of group oracle queries, polynomial size, and order of the polynomial lists,
the advantage of any adversary in distinguishing the two cases should only be negligible. We
show that the polynomial lists (11,12,1T) are independent in Lemma H.4. This implies that
Advi‘:’lﬁfsTE(lA, n) can only be negligible. [
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Lemma H.4 Let

1, = (oz, s1ek + sa7t + 35, s301, [Ti, [skjri]je[n], [asiji]jev, [&jsiji]jeyg] ie[O,n})

I = (s1+ s37,512(7), 17 + 827, 82, 54, 5520, [T lic(o.n])
It =(1)
f=ss5

be lists of polynomials in Z,. It holds that 11,12 and lt are independent of f, according to
Definition A.2.

Proof. This proof proceeds similarly to the independence proof for the original silent setup
scheme in [28]. Towards a contradiction, we assume that a linear combination of group elements
exists that allows the adversary to compute f = s5. We then extract requirements on the values
of some of the combinations’ coefficients to reach a contradiction to the univariate sumcheck,
as detailed in Lemma 2.1. In detail, this involves using partial derivatives to extract the five
equations detailed in Section 5.1 from the linear combination that need to be fulfilled for a correct
decryption.

Intuitively, these equations imply an upper bound on the degree of polynomial B that an
adversary multiplies with the first component of the ciphertext. This limitation expresses the
lower bound of ¢ parties required for decryption. At the same time, the univariate sumcheck, in
combination with the five equations, imposes a lower bound on the degree of B, expressing the
constraint of the number of valid shares the adversary actually has. The lower bound is larger
than the upper bound, which yields a contradiction.

More formally, let 1" denote the n-dimensional unit vector and let 1 = 13+2n+D(n+1) 4pq
1/ = 17+(+D) Furthermore, let ® denote the Hadamard product (point-wise multiplication) for
matrices and let a; « and a, ; denote the row 7 and column j of a matrix A, respectively. Assume
towards contradaction that the polynomial lists (1, l2, I, f) are linearly dependent. Then there

exist coefficients K = (k; ;) € (Zfﬁ@”“)(”“) X Z;Jr(nﬂ)) , kr € Zj, such that

S5 :1(K © 11T . 12)1/T + kT . lT

This linear combination includes all possible combinations of group elements in 1; and ls that
might be used to compute s5. Consider now the differential:

0 0
— s =—1(K®11T-15)1" + kp -1
832-85 &%( OLT-12)1 4+ k- 1p
for i € [1,...,5]. Differentiating with respect to s1,..., s5 eliminates all terms that do not contain

the variable, simplifying the expression to the following five equations (compare Section 5.1):

0 =k doTek + kit T + kuoly TZ(r) + kgl Tr (1
0 =kusliTr + ki aly7 (2
0 =ki1l1Ty + k312" (3
0 =ko loT7" + Ky 5117 4
1 =koslaT + ki 61172 (5

— — — ~— ~—

The adversary can compute ss only if there are coefficients such that all the above equations are
fulfilled. Observe that k; ; = 0 for all summands that consist of a product of variables unique
in their equation. For instance, k; ; = 0 for a term k; joay7 if ayT appears nowhere else in the
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equation. Such unique combinations of variables cannot be expressed as a linear combination of
other summands. The same might be observed by considering the derivative of the equation in
all combination variables.

With this observation, we impose constraints on the coefficient vectors, eliminating terms from
the equations one after the other. For each equation, we mark summands that are eliminated
by constraints of the observed equation in blue and eliminations by constraints of previously
observed equations in [grey . To simplify notation, we abbreviate the hint terms as follows:
[asiji] [djskﬂi]

Hi= [[Skﬂi]je[nl’ jev’ jeR]
Expanding equation (2), we find:
T
0 =k,37 | lar, s1ek + sat + S5, Sz, [Ti,Hi] S

i€[0, o]
) T
+ki 4 ( a, s1ek + samt + 55, sz, [7’1, Hi]ie[o,n]> ,
where ki 3117 can only contain factors of 7 where i < n. Summands that contain 77*! are unique

in this equation and must have a coeflicient of 0. This captures the degree-check property this
equation aims to enforce. Expanding equation (3) yields:

- T
0 =ks17v <a, siek + syt + s5 , S3 [Tl , H; } >
1€[0,n]

. T
+ks3 ( s1+5837, 81Z(T), s1T+ 82T, 82, 84, 8520 .7, [T']iclon] ) :

An adversary can only use terms containing o and constants to solve this equation. This
captures the validity of the aggregated signature. Notably, they cannot validate an aggregated
signature using the public keys and hints of parties they do not control. From equation (4), it
follows that:

T

0 :kz,*Tt 81+ 837, 812(7') . 81T + 82T, S2, 84, 8520, 7V » [Ti] n—t
i€(0, /4 ]

+k.5 ( a, siek+ sa7t + 55, s3a, [Ti, H; } ),
1€[0,n]

again limiting the maximum degree of 7% terms that may be used to fulfill this equation. In
particular, ko l2T cannot contain 7% terms for i > n — t, enforcing a degree check on k2 «12T. This
ensures that an adversary must use at least ¢ shares to decrypt correctly.

By equation (5) it holds that 1 = ko127 + ki (7 — 1)137. This implies that kg, l2T =1
if 7 = 1. Therefore, ks ,127 cannot be the zero polynomial. The same may be observed by
expanding the terms of the equation. Finally, it holds for equation (1), that:

: T
0 =kz .k ( s1+ 837, (814(7) , (17 + 897, [82, (84, 8520, A, [T']; o, n_t})
, T
+k*71 <a, 816k+847’t+85,83a,|:T2,Hi} )
1€[0,n]
: T
+kioZ(T) < a, siek+ sumt + 55, s3a, [TZ’Hi]ie[o n])

, T
+ky 3T < o, s1ek+ sy4m" + 55, sz, [TZ,HiL,E[O, — }> .
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In the following, let g1 = ko127, g2 = ki 1l2T, g3 = ki2lh7, and g4(7) = k. 3l17. Note that
our constraints imply, as discussed above, that deg(g1) < n —t, deg(g2) < 0, deg(g3) < n, and
deg(g4) < n — 1. Consider that by definition

ek= > askLi(r)+ Y diskLi(7)

i€[n]\(TUR) 1ER\T
+ Z OéKiLZ'(T) + Z @i/ﬂLi(T),
1€TU{0}\R IE€TNR

where sk;, a, and &; for j € [n] are variables in 13,12, 1t and f and &; for ¢ € T are keys known
to the adversary (constants in (11,12, l1). Now, consider the Lagrange basis form of polynomial
g1(y) = Zie[n] b;Li(7), where b; denotes the function value of g; at positions w’. The univariate
sumcheck in the context of equation (1) equates to:

ek - g1 2 Z ask;b; + Z a;sk;b; + Z ak;b; + Z a;kib;

i€[n]\(TUR) 1ER\T 1€TU{0}\R 1€TNR

+Qu(7) - T+ Qz(7) - Z(7).
By equation (1), it also holds that:

D (g + g3 2(7) + gar)

~—

Recall that all unique combinations of variables must have a coefficient of 0 and Z(7) = 7°! — 1.
As g4 is of degree at most n — 1 and Q,(7) is of the same degree by definition, the only
polynomials of degree 7" or larger are Qz(7)Z(7) and g3Z(7). Further, note that g3 must
be a polynomial computed using the CRS. Assume that polynomial (g5 — Qz(7)) (7" — 1)
contains a term involving sk; for some i € [n], and a factor of 7/ where j < n. Then the equation
must include a term involving the same sk; with a factor of 777" *! and inverted coefficient. As
(93 — Qz(7)) (7" — 1) is the only polynomial with 7 coefficients of degree larger than n this
leads to a contradiction. Thereby, (g5 — Qz(7)(7""! — 1) cannot contain terms involving sk;.

Similarly, (g4 — @x(7))7 cannot contain terms involving sk; that are constant in 7, as
g4 — Qx (7) must be also be a valid polynomial.

As a result, terms ask;, @;sk;, and &;k; can appear only in the first two as well as the fourth
term originating from the sumcheck. It follows that b; = 0 for each i € [n]\ (T \ R). Given
its Lagrange basis form, g; must have at least n — |7 \ R| roots. As g; cannot be the zero
polynomial, this implies that deg(g1) > n — |7 \ R|. Since |7 \ R| < t by virtue of the message
privacy game, it holds that deg(g1) > n —t. However, by the constraints imposed by the equation
system, it holds that n —¢ > deg(g;). We arrive at a contradiction. Therefore, (f,11,12, 1) must
be linearly independent. [ |

I Message Privacy and Security for Ilostep

Lemma 1.1 Consider an arbitrary PPT adversary A and let n = poly()\). If PSgpang is zero-
knowledge, IlpsTep as presented in Section 6 fulfills message privacy.

Observe that the differences between Ilggte and Ilggtep are the added preprocessing and
the restriction of the keyspace to the pre-generated keys. However, the challenger is responsible
for preprocessing in GameMP. Message privacy can, therefore, be proven in exactly the same
fashion as for Ilggte. The lemma follows immediately from Lemma 5.2.
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Lemma 1.2 Consider an arbitrary PPT adversary A and let n = poly(X). If PSgang is sound and
zero-knowledge, llpostep as presented in Section 6 is IND-CPA secure.

In contrast to Ilpgte, IND-CPA security of Ilggtep does not follow immediately from its
message privacy. In IND-CPA, the adversary is trusted with computing the preprocessing output.
For IlpsTep, this implies that the rerandomization values o and &; are known to the adversary.
In the following, we present a proof sketch for IND-CPA security of construction Ipstgp.

IND-CPA follows similarly to the message privacy proof by a reduction to the master theorem.
Since the values of o and &; are now known to the adversary, the polynomial lists of the master
theorem simplify to

l, = (slek + 547! + 535,83, [T, [Siji]je[n}Le[O,n})

lo = (81 + 537, 512Z(T), 1T + SaT, S2, S4, 5520, 7, [Ti]ie[o,n])
It =(1)
f =S85.

Similarly to the message privacy proof, we present two game hops before reducing the final game
hop to the master theorem.

Gamey: We define Game, < IND-CPA.

Game;: Game; is equivalent to Gamey, but the adversary merely chooses a, {&;};cr and
sends them to the challenger who instead computes the preprocessing output.

Gamesy: Game, is equivalent to Gameq, but we replace the proofs 7 attached to the hints
by simulated proofs as PSkgen.Sim(td, pk;, hint;) where Sim is the simulator of the proof system
PSkgen, executed on a trapdoor td.

We then show that

AdvE™0 (12 n) <AV (12, n) + negl(M)

by a reduction to the soundness of proof system PSgang (soundness is implied by simulation-
extractability). As long as PSgapg is sound, an adversary is forced to compute the preprocessing
honestly, only learning «, {&;}jer in the process.

Further, we prove that

Adviamel (1)\, n) SAdviameg (1/\, n) + negl(/\)

by a reduction to the zero-knowledge property of PSgang. This reduction is equivalent to the
proof of Lemma H.2.
Finally, we prove that

AdviameQ(l)‘,n) <negl(A)

by a reduction to the master theorem. The reduction is built in exactly the same way as for
the proof of Lemma H.3, but using the modified polynomial lists above. Since the reduction
has knowledge of a and {@;} e, it can simulate Gamey to A in the same way as for message
privacy. Using the master theorem requires the polynomial lists (11,12,1¢, f) to be independent.
As the polynomial lists used in this proof consider the rerandomization to be known, they are
the same used in the security proof of the original STE construction of [28]. The independence
of these lists of polynomials has already been proven in 28], concluding our proof.
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