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Abstract. Traitor tracing is a traditional cryptographic primitive designed for scenarios with multiple
legitimate receivers. When the plaintext - that is, the output of decryption - is leaked and more than
one legitimate receiver exists, it becomes imperative to identify the source of the leakage, a need that
has motivated the development of traitor tracing techniques. Recent advances in standard encryption
have enabled decryption outcomes to be defined in a fine-grained manner through the introduction of
Functional Encryption (FE). Constructing FE schemes is intriguing, and achieving the tracing property
adds an additional layer of complexity. Traitor tracing techniques have been actively developed for
more than three decades, yet they have always remained within the same framework - a single sender
responsible for encrypting all the data.
However, fine-grained decryption is particularly useful when data originates from multiple sources,
allowing for joint computation on personal data. This leads to the concept of multi-client functional
encryption (MCFE), where multiple concurrent senders independently encrypt their data while agreeing
on the decryption of a specific function (e.g., a statistical measure) computed on the aggregated data,
without revealing any additional information. In the era of cloud computing and big data, privacy-
preserving joint computation is crucial, and tracing the source of any breach by dishonest participants
becomes essential. Thus, in this paper we take the first step toward addressing the tracing problem in
the general context of joint computation with multiple senders. Our contributions are twofold:
¢ Conceptually: We propose the first tracing model in the context of multi-sender encryption, namely
Traceable Multi-Client Functional Encryption (TMCFE), which allows a pirate to extract secret
information from both receivers and senders. Our model supports strong and naturally admissible
decoders, removing artificial restrictions on the pirate decoder and thus addressing the shortcomings
of existing traceable functional encryption schemes designed for the single-sender setting.
e Technically: To achieve our conceptual objective, we build upon the recently introduced notion of
strong admissibility for MCFE. Our main technical contribution is a generic compiler that transforms
a large class of MCFE schemes with weak admissibility into schemes with strong admissibility. This
compiler not only helps overcome existing challenges but may also be of general interest within
the functional encryption domain. Finally, we present a concrete lattice-based scheme TMCFE for
inner-product functionalities that achieves post-quantum security under standard assumptions.
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1 Introduction

Traitor Tracing. Traitor tracing systems [CFN94| are a cryptographic technique designed to identify
malicious users who leak secret decryption keys in a broadcast environment. It is particularly relevant in
scenarios such as digital content protection, where content providers distribute encrypted media to legitimate
subscribers but need to prevent unauthorized redistribution. If any collection of users (which are called as
receivers in the context of network communication) attempts to create and sell a decoding box that can be
used to decrypt the content, the tracing algorithm, given access to such pirate decoder, is guaranteed to
identify at least one corrupt users, i.e., a member of those who contributed to the creation of the decoder.

In general, there are two main approaches to constructing traitor tracing schemes: the algebraic approach
(e.g., group-based or lattice-based schemes) and the combinatorial approach (e.g., tree-based or collusion-secure
code-based schemes). Algebraic schemes handle full collusion among traitors more effectively (e.g., [BSWOG,
BW06,BZ14, GKW18, GKW19, KW20, Zha20, AKYY23, GLW23,BLM"24]) or provide better efficiency in
bounded-collusion settings (e.g., [BF99,LPSS14,ABP* 17|, among others). Meanwhile, combinatorial-approach
schemes often provide better black-box tracing capabilities (e.g., [CFN94, BS95, BP08, BN08, DPY20, BPR24],
among others). Many techniques were also developed to achieve systems with better efficiency [BZ14]
and better security properties such as anonymity [NWZ16, GKW19| and transparency [BLM™24]. In the
past decade, an important research direction has extended traitor tracing to more advanced encryption
paradigms. These include group encryption [LYJP14], attribute-based encryption [CVW 18|, and, more
recently, functional encryption [DPP20, LAKWH22|. Throughout more than three decades of development,
traitor tracing techniques, however, have remained within the one-to-many setting, where a single sender is
responsible for encrypting all the data.

Fine-grained decryption. Recent advances in modern cryptography have enabled decryption outcome to
be defined in a fine-grained manner, notably through the advent of functional encryption [BSW11]. Functional
Encryption (FE) is an advanced encryption framework that enhances traditional public-key encryption by
providing fine-grained control over the information that is revealed. Unlike traditional encryption schemes,
which offer only an “all-or-nothing” decryption capability, where a legitimate decryption key of a user can
extract the entire plaintext from a ciphertext while others learn nothing. On the other hand, FE allows an
authorized user to obtain specific computed results from encrypted data without revealing any additional
information. However, the initial form of functional encryption requires the entire dataset to be encrypted
simultaneously by a single user or sender (i.e., following the one-to-many paradigm). For example, in the case
of the inner-product functionality, all vectors must be encrypted at the same time by the same user using a
common randomness. This constraint significantly limited real-world applicability—such as in aggregation
scenarios—where data often comes from different sources and is collected over time. To address this limitation,
multi-input and multi-client functional encryption schemes were proposed by [GGG™14], enabling independent
encryption by multiple senders. Such multi-client functional encryption (MCFE) schemes, which allow
multiple clients (i.e., senders) to encrypt data independently, can be considered as a (generalized) encryption
scheme with fine-grained decryption in the arguably more complicated framework of multi-sender, i.e., the
many-to-many communication.

On Private Key Encryption with Multi Clients Functional Encryption. Systematic studies on
the context of multiple senders for functional encryption are initiated by the seminal works of [GGGT14,
GKL™13,CDG™18a| that introduced and formalized the so-called notion of multi-client functional encryption
(MCFE). In this setting, multiple clients act as senders, each encrypting independently their own data to
obtain partial ciphertexts that can be jointly decrypted using a functional decryption key given by a trusted
authority, when all partial ciphertexts share a same tag. This setting is particularly relevant in a growing
number of applications where the encrypted data is collected from multiple independent sources®, where there

5 When there is a single sender knowing the function in advance, all-or-nothing public key encryption (PKE) is
sufficient as one can encrypt directly the function evaluations of the data. However, in the multi-sender setting, even
if there is only one function to be evaluated, the fact that multiple independent senders contibuting to the inputs



are scenarios that require primitives richer than usual PKE. Furthermore, the private-key version of MCFE
where each client has a secret encrption key, is more relevant than its public-key counterpart, as argued
in [GGGT14,CDG"18a]. This comes from an essential observation that: in case the encryption is public, an
encryption of any target sender can be combined with encryptions of arbitrarily chosen values in place of other
senders, and a functional decryption key, as long as the same tag is used for all ciphertexts. The amount of
information leaked on the secret message of the target sender will be then too much, as different combinations
can be done using public encryptions then decrypting with the functional decryption key. More specifically,
this inherent leakage is captured by semantic security as follows. We say that an attack is trivial if correctness
alone allows breaking the indistinguishability of the ciphertexts on (z”); versus on (z"); for all clients 4,
i.e., when the functional key on some function f gives f(z{”,...,2Q) # f(z{",...,2®). In case of public key
encryption for MCFE, due to the above mix-and-match combination, to exclude trivial attacks, all functions
f for which the functional key is known by the adversary must satisfy: f(...,z\",...) = f(...,2",...) for
each encryption slot 4. This is a very strong condition that excludes almost all non-trivial functions of a given
class, and as a result the security notion becomes very weak. The private-key version of MCFE resolves this
issue, and still makes sense in practical scenarios where the encryption key is a private information to each
client.

Growing interests in MCFE is attested via a long line of works, in particular on realizing concrete function
classes of inner products [CDGT18b, ABKW19, ABG19,L.T19, CDSG'20,SV23, NPS24|. Along the way,
fine-grained control of functional keys is also studied in [ACGU20, ATY?23,Ngu24, NPP25,NPS25|, together
with further enhancements of the security notion [NPP23|. This shows a rich body of works on this setting of
many-to-many private-key encryption of MCFE, where many senders (the clients) independently encrypt
their data to be jointly decrypted by potentially many users in possession of functional decryption keys. The
works [ATY23,Ngu24, NPP25 NPS25| ask and examine the question of how to control the functional keys
in the private-key MCFE setting where only authorized users can decrypt, leaving thus space for further
investigation on other important aspects, including tracing colluded decryption keys.

In this work, we envision a new model for traitor tracing in the multi-sender setting, and we propose the
first traitor tracing model for MCFE, that we refer to as traceable MCFE. We remark that the problem of
traitor tracing for many-to-many communication is interesting in its own right. Traitor tracing then comes
up naturally in virtually any application where multi-client functional encryption is applicable, especially in
the era of cloud computing and big data, where privacy-preserving joint computation is crucial. Unlike the
one-to-many setting, MCFE introduces additional challenges due to the presence of multiple parties with
distinct roles (e.g., senders, receivers, or both). Collusion between adversarial entities occupying different roles
could facilitate the construction of stronger pirate decoders, potentially rendering tracing infeasible. This
observation is critical within the context of MCFE, where encryption remains private, and the compromise of
secret encryption keys introduces further security risks.

Consequently, simply adapting existing techniques from the one-to-many traitor tracing paradigm is
insufficient for designing an MCFE scheme that incorporates tracing capabilities. Our work aims to address
these challenges by establishing a rigorous framework for traitor tracing in MCFE and proposing a construction
that ensures tracing mechanism in the many-to-many communication setting.

1.1 Owur Contributions

We construct traitor tracing systems for multi-client functional encryption for inner-product functionality
from standard lattice assumptions, achieving anonymity of honest users and bounded collusion. Our main
contributions are summarized as follows.

(1) A new model for traitor tracing in the multi-sender setting. We introduce the notion of traceable
multi-client functional encryption (TMCFE) as a new model to build traitor tracing systems in the many-to-
many communication setting. In particular, we propose a standard and natural security model for TMCFE.

of the function means one cannot naively use PKE because the function evaluation is not known at independent
encryption time among senders.



A natural starting point for defining such a system is the notion of traceable functional encryption, which
was first introduced in [DPP20]. [DPP20] also gives a concrete, efficient construction for the inner-product
functionality, however, their construction only achieves a very weak security of one-target security for tracing.
By adapting the technique of Agrawal et al. [ABPT17| into the functional encryption setting, a subsequent
work of [LAKWH22| proposes traceable functional encryption for inner-product schemes that offer stronger
security, specifically, multi-target security (referred to as adaptive tracing security). However, their security
notion still suffer from a major limitations: it introduces certain artificial conditions or restrictions that do
not align well with practical scenarios—making it incapable of tracing even relatively simple pirate decoders.
We discuss more on these limitations in Section 1.2. Our new security model for tracing not only improves
previous tracing security from previous works and but also extend it to the multi-sender setting.

Along the way, we also provide characterizations of our definition for TMCFE, and we show that public
tracing is impossible in general for MCFE. Interestingly, our impossibility exploits the possibility of corruption
of both senders (with private-key encryption) and receivers in the context of MCFE. Informally, our
impossibility says that public tracing and IND-CPA security cannot be achieve simultaneously.

(2) Bounded-Collusion Embedded Identities TMCFE for Inner-Product. We present a construction
of TMCFE for inner-product with bounded-collusion and embedded identities, based on standard Learning-
With-Errors assumptions. Informally, an embedded identities traitor tracing scheme preserves honest receivers’
privacy from the senders. While there are several traitor tracing schemes for PKE with bounded-collusion
and embedded identities that we can leverage, adapting these constructions to the MCFE setting requires
new cryptographic techniques. Furthermore, since (MC)FE for general circuits implies the existence of
indistinguishability obfuscation, which is far from being practical and we are interested in constructions that
can be based on standard assumptions with concrete efficiency, in this work, we focus on the construction of
less general functionalities which are still expressive enough for practical scenarios, namely, the inner-product
functionality.

(3) Enhancing tracing security for TMCFE from strong IND-CPA security. We identify a close
connection between the admissibility condition required” in the IND-CPA security definition for MCFE and
the tracing security definition of TMCFE. Traceability and security have often been considered separately in
the context of traitor tracing for public key encryption (PKE). However, our work indicate that improving
one might enhance the other, and that the two are closely related in the context of TMCFE.

MCFE schemes for inner-product functionality typically adopt weak admissibility conditions due to the
deterministic nature of the encryption scheme [CDG"18a,LT19, ABG19|, whereas an optimal and stronger
admissibility conditions for MCFE are only recently studied in the work of [NPP23|. Importantly, this strong
admissibility conditions of [NPP23] leads to a stronger IND-CPA security. On the other hand, we also show
that the same strong admissibility conditions are necessary for a robust tracing model, allowing the removal
of artificial restrictions present in prior works, such as those discussed in [DPP20] and [LAKWH22]. To that
end, we also construct a generic compiler that transforms MCFE for inner-product under certain structure of
decryption® from weak admissibility to strong admissibility, with little overhead.

We expect the same relationship would hold in a broader context of multi-sender with fine-grained
decryption (for example, decentralized MCFE [CDG™'18a]), and leave these interesting questions as open for
future work.

1.2 Technical Overview

The standard IND-CPA security model for MCFE [GGGT 14, GKL 13, CDG"18a] consists of a security
experiment between a challenger and an adversary, where the adversary is given access to a number of oracles
(Initialise, Extract, Enc, Corrupt) and a challenge oracle LoR to which they can make queries. The
names of oracle are self-explanatory, in particular, the adversary can query to Corrupt to obtain the secret

7 Admissibility conditions are required to prevent trivial attacks in IND-CPA for MCFE.
8 All known constructions of MCFE from lattice assumptions satisfy these requirements.



encryption keys, separately from the corruption of the decryption keys that are associated with functions,
which can be obtained via Extract. We remark that as MCFE/MIFE are secret-key primitives, there is an
Enc oracle to which the adversary can ask for any encryption of its choice for each encryption slot. The
ability to corrupt makes the adversary stronger and thus leads to a stronger notion of security, as reflected
via the notion of admissibility conditions for adversary. The admissibility conditions will be discussed later in
this sequel when it is relevant.

1.2.1 Definition of traitor tracing in the multi-client setting

We first motivate a particular type of traitor tracing with embedded identities. Embedded identities, first
studied by Nishimaki, Wichs, and Zhandry [NWZ16], enable the inclusion of arbitrary information within
secret keys. Ideally, a tracer would want to identify the traitor in order to prosecute or fine. Without
embedded identities (i.e., in an indexed traitor tracing system), the key issuer could maintain an explicit
mapping (as a look-up table) between the user identification information and the indices of their respective
decryption keys. Embedded identities address this issue by directly incorporating the necessary information
into the issued keys, eliminating the need for such a mapping. Our goal is then to construct embedded identity
traitor tracing (EITT) for multi-client functional encryption for the class of inner products (IPMCFE).

Traceable Multi-Client Functional Encryption. In the following, we refer to an encryptor as a “client”
and a decryptor as a “user”. We recall that our setting is multi-client, for independent encryption of partial
ciphertexts, with multi-receiver where each receiver can request for functional decryption keys that allow
decrypting clients’ ciphertexts under the same tag. The tracing adversary is allowed to obtain the secret
encryption keys by corrupting the clients, separately from the corruption of the decryption keys that are
associated with functions.

THE FIRST TRACING MODEL: SINGLE-SENDER, ONE-TARGET [DPP20]. The concept of traceable functional
encryption (FE) was first explored in [DPP20], where the authors introduced traceable inner product
functional encryption (TIPFE). In their construction, decryption keys are associated with tuples (j,y)
representing user indices and functional vectors. The ciphertexts are computed for some vector x in such a
manner that the decryption reveals nothing about the message x except the inner product (x,y). However,
they only achieve weak security of one-target black-box traceability, which imposes significant restrictions
on the adversary: (1) the adversary must commit to a single target function y* before it sees the public
key; (2) it is limited to requesting decryption keys solely for y*; and (3) it outputs a black-box distinguisher
Dy associated with y* and two messages (x(©) # x(1)) such that (x(¥,y) # (x(!)|y). Throughout this
sequel, we call a functional vector y as differentiating corresponding to a pair of messages (x(©) # x(1)) if
(x) y) £ (x| y) and non-differentiating otherwise. It is worth noting that it was argued in [DPP20]
that one-target traitor tracing for FE is already stronger than (indexed) bounded traitor tracing for plain PKE.

THE SECOND TRACING MODEL: RESTRAINED ADVERSARY, SINGLE-SENDER, MULTI-TARGET [LAKWH22].
A subsequent improvement by [LAKWH22| introduced many-target black-box traceability (also referred to as
adaptive traceability) for TIPFE. This enhanced security model allows the adversary to request multiple
decryption keys adaptively for a set of functional vectors {y;};, while still requiring that each y; is differentiat-
ing with respect to the chosen message pair. Specifically, the adversary must output a black-box distinguisher
D and two messages (x(©) # x(1)) such that all queried vectors y; satisfy (x(©),y;) # (x(V),y;) for all i.
Despite this improvement from [LAKWH22| compared to [DPP20], we argue that the traceability definition
in [LAKWH22] is overly restrictive and may fail to capture practical pirate decoders. Consider an adversary
that produces a distinguisher D associated with a functional key for y as y = y1 + y2, where y is created from
a key for y1, which is non-differentiating on a tracing signal (x©,x®), i.e. (x@,y1) = (x®,y1), together
with a differentiating key for yo, i.e. (x©,y2) # (x®,y2). Since the adversary asked for a non-differentiating
key yo, it is deemed inadmissible in the tracing game under [LAKWH22|’s definition, even though the output
distinguisher D remains effective in distinguishing x® and x® with high probability. This counterexample



suggests that a natural and stronger security notion should allow the adversary to obtain functional decryp-
tion keys without artificial constraints, thereby enabling a more robust traitor tracing for functional encryption.

OUR TRACING MODEL: MULTI-SENDER, MULTI-TARGET, NO RESTRICTION. We emphasize that the foregoing
discussion applies to the works on single-sender FE [DPP20, LAKWH22,7723] and we will extend this to the
multi-sender setting, henceforth called multi-client following the standard of the FE community, in our work.
This is demonstrated in our below definitional choices.

Building upon the above insights, we extend traitor-tracing functional encryption to the multi-client setting,
with embedded identities. We propose a standard and natural model for traceable IPMCFE as follows. A traitor
tracing system for IPMCFE with n clients consists of five poly-time algorithms — Setup, KeyGen, Enc, Dec
and Trace, which expands with the new Trace into the standard syntax of MCFE. The Setup algorithm takes
as input security parameter A, the identity space ZD, and generates a master secret key msk, encryption
keys (ek;)icin) and a tracing key tk. The key generation algorithm KeyGen, on input an identity id and
a functional vector Y, where Y = [y1||--- [lyn], outputs a decryption key sk,yy. Each client can use the
encryption algorithm Enc to encrypt a vector message x; using encryption key ek;. For correctness, given a
list of ciphertexts of all n clients under the same tag, the decryption algorithm can decrypt using any one
of the decryption key sk;y y to obtain (X,Y) where X = [x4]| - - - [|x,]. The tracing algorithm Trace takes
tracing key tk, two adversarially chosen challenges (x©,x™), a challenge tag and some success parameter y,
and is given (black-box) oracle access to a pirate decoding algorithm D:

TraceD(tk, 1y,tag,x(0),x(1)) .

It outputs a set S C ID of users signaling that the keys sk; for j € S were used to create the pirate decoder
D. A crucial distinction between MCFE and public-key (functional) encryption lies in the private nature of
encryption keys: each client retains its encryption key privately, and the adversary is not only allowed to
request decryption keys (corrupting multiple users) but also allowed to corrupt the clients to obtain their
encryption keys (corrupting multiple senders). Two essential security properties include the security against
chosen-plaintext attacks (IND-CPA) and the tracing security. The IND-CPA follows as that of the “vanilla”
MCFE. The tracing security of the system states that: (i) the tracing algorithm outputs with high probability
at least one identity from the set of colluding users, and (i) without false accusations of honest users, except
with negligible probability. We elaborate the notable design choices in our modeling below.

Strong Admissibility for IND-CPA. The standard approach to prove tracing security is to reduce it to
the IND-CPA security of the encryption scheme. At the heart of the IND-CPA is the notion of admissibility
condition for adversary, as with all security models for advanced encryption notion, where we have to exclude
attacks that trivially use the nature of the function class to break any efficient schemes. An attack is
admissible if it does require the specific details of the scheme to succeed. The evolution of how admissible an
adversary can be with respect to the security notion is highlighted in the seminal work on MCFE [CDG™18a|
and follow-up works to enhance MCFE with a more fine-grained corruption model [AGT21,NPP23]. In
particular, given the Corrupt oracle for the adversary to corrupt the secret encryption keys of some client(s)
2,

1. As the first generation of MCFE, security definitions in [CDG*18a] and a lot of the follow-ups [CDG*18b,
ABKW19,ABG19,LT19,CDSG*20,AGT21] imposed a common constraint on the adversary such that
x{” = x{" whenever client i is corrupted.

2. Very recently, the above condition was revised in [NPP23|, which introduced a stronger and provably
optimal admissibility condition requiring that <X§0) — xgl),yl) = 0 for any corrupted client i. This

condition allows more attack to be considered, thus making the security model more robust?. This already

launches a new generation of stronger MCFE schemes [NPP25].

9 To see the difference, the weak admissibility condition (Item 1) allows deterministic encryption, which is not justified
if we are to aim for IND-CPA, while the strong admissibility condition (Item 2) necessitates probabilistic encryption.



In this paper we refer to the admissibility condition in [NPP23| (Item 2) as strong admissibility, meanwhile
the admissibility condition in [CDG118a| (Item 1) as weak admissibility. It turns out that this strong (and
optimal) admissibility notion studied in [NPP23| (Item 2) is essential for a meaningful notion of traitor
tracing FE in the multi-client setting. Let us consider the extreme case of one client and where the adversary
corrupts this client, thereby obtaining the secret encryption key ek. Suppose the MCFE is IND-CPA secure,
we consider different cases as per the admissibility condition and want to perform a reduction from tracing
security to IND-CPA security, given in particular pair of distinct vectors (x© # x®) for the only slot (there
is one client) that the tracing adversary chooses:

+ Under the weak admissibility condition (Item 1), either (i) our reduction does not corrupt ek and forward
to the IND-CPA challenge oracle LoR and relies on the tracing adversary to break the resulted challenge
ciphertext, or (i) our reduction corrupts ek (for instance, when the tracing adversary wants to corrupt ek
themselves) and is thus bound to the weak admissibility condition to submit only identical messages to
the IND-CPA challenge oracle LoR. The first case (i) leads to a winning only with negligible probability
as the tracing adversary is acting to break the IND-CPA security themselves, the second case (%) ensues
an IND-CPA advantage no better than naive guessing é because the LoR returns a challenge ciphertext
that will be independent of the challenge bit (as the messages are identical).

 Under the strong admissibility condition (Item 2), the reduction can be done straightforwardly as we can
just forward the tracing adversary’s challenge to the IND-CPA challenge oracle LoR and and send the
resulted challenge ciphertext to the tracing adversary.

Moreover, from an application point of view, the corruption of encryption keys is a realistic scenario in the
context of traitor tracing, as it models the fact that malicious clients, who in conjunction with colluding users,
can play the role of creating pirate decoders (so that the decoder is good at distinguishing).

Black-Box but Private Tracing. Another aspect of the tracing security is the black-box nature of the
tracing algorithm, that is, the tracing algorithm ignores the implementation of the pirate decoder, only
makes queries to the decoder and observes the outputs. This limits the information that is available to the
tracing algorithm, and thus makes the tracing security more resilient. Moreover, it turns out that this choice
is also inherent to our current setting of multi-client functional encryption, where the encryption keys are
private to the clients. More specifically, we show that, given function classes with some solvability properties
(see Definition 14 for formal definition), public tracing with black-box access to the pirate decoder is not
possible, assuming the encryption scheme is IND-CPA secure.

Theorem 1 (Informal). There exist non-trivial function classes for joint computation of at least two
clients, including the class of inner products, for all traitor tracing MCFE scheme for any of these classes,
supporting at least two clients, if the scheme is correct and traceable with public black-box tracing, then it
cannot be IND-CPA secure with strong admissibility.

Two strengthening points of our theorem are worth noting: (i) - our IND-CPA adversary does not need
to corrupt even the encryption keys in order to run the public tracer (otherwise the tracing algorithm cannot
be public as it depends on secret information in this setting of private encryption keys for multi-clients),
and (i) - the tracing succeeds even when running with black box access to the decoder. Point (i) means our
theorem extends even to more restrictive corruption settings where no encryption key can be corrupted by
the tracing adversary (ours allows both separated corruption of encryption and decryption keys). Point (i)
only strengthens our theorem to cover impossibility in white boz'® public tracing, as all we rely on is the
traced results from the public tracer. As a corollary of Theorem 1, we have to restrict the tracing algorithm
to be private in order to have a secure traitor tracing MCFE scheme.

1.2.2 Strong Admissibility with Fine-Grained Access Control in MCFE

We argue in our discussions above that the necessary condition for our strong tracing model is an IND-CPA
security with strong admissibility ( [NPP23], Item 2). It turns out that our concrete traitor tracing MCFE

1% The notion of white-box tracing is defined in [Zha21].



construction for the function class computing inner products will use, as a building block, a MCFE scheme for a
richer class of functions and satisfying the strong admissibility condition. This function class of the underlying
building block is integrating access control into inner product computation (see Definition 1), as initiated in
previous works [ACGU20,NPP22, NPP25], i.e., following the definitional framework of [NPP22, NPP25]: (}) -
Each client encrypts their individual vector x; together with some attributes ac-ct;. (1) - The functional key
is associated with Y = [yq|| - - - ||¥»] and some policy ac-k. (¢) - The decryption algorithm outputs (X,Y) if
the policy ac-k is satisfied by the attributes (ac-ct;)?_;, where X = [x4|| - - - ||x5] being the concatenation of
the clients’ vectors. Putting forth our requirements for the final traitor tracing MCFE, we need the access
control to be as general as bounded depth circuits, e.g. as for the classical attribute-based constructions
from [BGGT14]. Existing works on MCFE for this function class of attribute-based inner products are either
not satisfying the strong admissibility condition [ACGU20,NPP22| or do not meet the expressiveness for the
access control [NPP25]. In order to handle this challenge, we proceed by two steps:

SOLUTION - STEP 1. We generalize the lattice-based techniques from [LLW21] to handle access control with
inner products [ALS16] for single-client. Then we generalize the transformation of [ABG19] to obtain
a MCFE scheme that satisfies IND-CPA under the weak admissibility condition. This construction is
presented in Section 8.

SOLUTION - STEP 2. As a complete novelty, we provide a new transformation that upgrades the MCFE
scheme from Step 1 to satisfy the strong admissibility condition (Item 2). Our transformation works
for the general case of access control with inner products, preserving the asymptotic efficiency of the
underlying MCFE with weak admissibility and turning it into a MCFE with strong admissibility.

One of our main technical contributions is our ideas for solving Step 2. For the rest of the technical overview,
we thus essentially focus on Step 2 below, after briefly explaining how to achieve Step 1.

Admissibility Conditions for Inner Product with Access Control. We first translate below an informal
version of the strong admissibility for for inner product with access control, followed the work of [NPP23].
The formal conditions are given in Remark 1.

S.1 For all challenge vectors data-attribute (x{”,x}", (tag,ac-ct;)) that is queried to LoR, for all function-
policy ((¥i)ie[n), ac-k) to KeyGen, for all corrupted 4, up to repetitions, it holds that: (x" =%, y;) = 0.
S.2 For all challenge vectors data-attribute (x|”,x\”, (tag, ac-ct;)) that is queried to LoR, for all function-
policy ((¥:)ie[n], ac-k) to KeyGen that can decrypt the challenge ciphertexts, i.e. the policy ac-k is
satisfied by the attributes (ac-ct;);e[n], summing over all honest i, up to repetitions of x; at each ith

does not differ between challenge bit b = 0 and b = 1.

When considering the weak admissibility condition from [CDG™18a], condition S.1 is replaced by

W.1 For all challenge vectors data-attribute (x|”

1, the two challenge components at ¢, up to repetitions, are equal: x

,x", (tag,ac-ct;)) that is queried to LoR, for all corrupted
®) )
=x;".

)

At first glance, the strong admissibility condition S.1 is less restrictive than the weak admissibility condi-
tion W.1, thus leading to a more robust security notion that can cover more attacks.

In short, each client 7 in the MCFE scheme E%, encrypts their ek;, x;, (tag, ac-ct;) using the encryption
Enc®™ =% (pp,, +) from [LLW21] by:

Ctitag < E".Enc(ek; = (ppS"e='°t, {k;;}5), %, (tag,ac-ct;)) = £oneslet Enc(ppd™ ot w;) |
where w; ==[0] ... [|0]x; || O ...] O]+ titag ,
with keys:  dky ac.k ¢ E".KeyExtract(msk = msk®*"°" 'Y ac-k) = £°"¢1° KeyGen(msk, Y, ac-k) , (1)

1 This is a strong security guarantee that allows the adversary to reuse the tag at slots ¢, which is considered standard
in the context of MCFE [AGT21,NPS25, NPP25].



and t; tag Zj#(—l)KiPRF(ki’j, tag). The ek; is private for each i so that the PRF keys are secret. The

correctness can be verified when ever the attributes (ac-ct;); satisfy the policy ac-k in a key ((y;)i, ac-k). The
CPA-security is ensured by the CPA-security of the underlying single-client FE scheme for inner products
with access control, after applying the PRF security to the masks. Last but not least, a sophisticated proof
strategy can guarantee the dynamic corruption (of multi clients) security, which we also use ubiquitously in
this work.

From Weak Admissibility (W.1) to Strong Admissibility (S.2). The reasons that & above only
achieves security under admissibility condition W.1 are: (I) - when 7 is corrupted, the PRF masks are no
longer pseudorandom and we lose the effectiveness of the secret sharings ¢; 1ag of 0. (II) - if one relaxes
condition W.1 aiming for the stronger security with S.1, an adversary can (Ila) - query x\” # x{” to LoR,
(IIb) - obtaining the challenge ct; 1, (IIc) - makes use of the partial decryptions of £°"°t knowing the
components of ct; 1o contains £t Enc(ppoeslot, w;) = £oneslot Enc(ppomsot [0 || ... || xi || .. || O]+ ti tag),
and (1Id) - the preceding partial decryption leaks information about (x{”,y;) after the adversary makes use
of point (I). Hence, any relaxation of condition W.1 to S.1 will allow the adversary to choose xg)) # xi” SO
that (x\”,y;) # (x{"”,y:) to win the IND-CPA game.

OUR _SOLUTION TOWARDS ADMISSIBILITY (S.1,S.2): RANDOMISATION BY A LAYER OF INNER PRODUCT
FE. We now describe the high-level idea of our transformation in Step 2, important ideas/observations
are underlined. From the aforementioned overview of our Step 1, the resultant MCFE can only be secure
under the weak admissibility condition, that is, under conditions S.2 (summing over honest clients does not
trivially break the scheme) and W.1 (as per weak admissibility, on any corrupt i the adversary can only
use identical challenges). Our transformation lifts condition W.1 to the strong admissibility condition S.1.
Our important observation is that the two structural properties: encryption and decryption can be done
partially, before a global finally linear combination and two-step decryption (a formal definition can be found
in [ABG19, Def. 3.1]) are preserved into the resultant MCFE, ¢f. the encryption in Equation (1). In particular,
we will make use the linearity that is preserved throughout. From the above exposition of the challenge
regarding " from the attack (II), our cornerstone idea is to randomise the component w; in the encryption
of &Y not relying entirely on the PRF masks t; 1oz. In the following we describe our ideas at the level of &Y
and do not go lower to £°m¢sl°t (we recall that £°"¢5!° is instantiated from [LLW21]). Roughly, we modify &
step-by-step as follows, new modifications are [boxed]:

e During £“.Enc for client ¢, on x; with ac-ct;, we first sample random 7;, add in-place a randomness to
mask x;: w; =[0 | ... || x; — | ... || O] 4 t; tag Where is another secret specific for each client 7,
generated at setup time.

« This quantity of random 7; - v; induces intuitively deviated values (x;,y;) —|r; - (v, ¥4)|, given the function
component y; at client ¢, during the partial decryption as per the two-step decryption property. We come
up with the idea of using another layer of public key IPFE (inner product FE) for each client i so as to

cancel out, thanks to the linearity, this error during the process of two-step decryption.

» To employ inner product FE, we rewrite m = (r; - ti, (:’—[[kk]])g:l oyi), where N is the length of
the each slot, and t; contains non-zero values and is secret to each i sampled at setup time, where “o” is
the Hadamard product. The part r; - t; can be now dealt with at encryption time by a ciphertext of the

IPFE scheme, the key for (:l[[:]] )2’:1 oy|is generated by the IPFE scheme, during the key generation for

the MCFE scheme knowing y; and the master secret key containing v;,t;. Using some IPFE £2'P the
new encryption of the resultant £ at ¢ now looks like: r; is random

als-ip
%

where ct!’ < E".Enc(ek?, tag, [x; — 7, - vil, ac-ct;), and [ct?* |« €75 Enc(pk?* ™, [r; - t;))

with: dky ack = (dKY ,ep. (dK2*P);) < €. KeyExtract(msk, Y, ac-k)

Ctitag = (ct', ct

70

)< &.Enc(ek;, x;, (tag, ac-ct;))

where dky sk ¢ E".Extract(msk™, Y, ac-k) and eEa's'ip.Extract (msk?'s'ip, (vz[k])fcv:l oy
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where as previously mentioned, the function is written Y = [y1]| - - - ||yx]-

The correctness follows that of the single-client IPFE scheme £, and the correctness of £ notably with
the preserved structural properties. The full proof for IND-CPA security under the strong admissibility

condition is given with respect to Theorem 6. We highlight the main points below. Let b & {0,1} denote the
challenge bit,

+ Focusing on lifting W.1 to S.1, the difficult case is when an adversary corrupts i and queries x|” # Xgl)
to LoR. .
« At an intuition level, the challenge at i contains ct®), = (ct™”, ct® ™) and ct"” « £".Enc(ek?, tag,

1,tag
(b) x(l) 12
i 7

x{” —r; - v;|,ac-ct;). This ensures that the difference Ax = x is hidden in the randomness

7;-v;. Under even partial decryption, this leaks (x{",y;) —r;-(vi,¥:) — (Ax;,y;) making the quantity
——
=0 thanks to S.1

independent from b. This step is formalized using the two-step decryption property under IND-CPA of
Ev.

» For the above argument to work, we need to ensure that the IPFE layer leaks nothing but the inner
product evaluation, which is solely needed for error-correcting the two-step decryption. The simulator of
£35P is used to simulate Sim*sP Enc(pk$™ 2" [, - t;]), knowing the error-correcting values expected at

the corrupted client i is (r; - t, (‘t,l[[llj]] )Y, oy;) while leaking nothing else. This leads to an exigence of

simulation-based security for the IPFE scheme £2'57P else an indistinguishability-based cannot guarantee
no information on is exposed, conditioned on the value (r; - t;, (:L[[:]] )N_, oyi) where the adversary

knows (:[[,]j]] )N_, o yi|due to corruption.

« We note that the private-repetitions of x; at (honest) client 4 is preserved thanks to r; freshly independently
sampled at random for each encryption. Moreover dynamic corruption is handled thanks to resilience of
EY to dynamic corruption of its ek), meanwhile the encryption of £ is public-key and not affected by
the corruption of multi-clients.

« Last but not least, when the functional keys does not decrypt the challenge ciphertexts, the admissibility
condition S.2 over the sum of honest 7 is irrelevant, corrupted 7 is already treated above, and the simulation
security of £ also extends to this case, as the adversary can always decrypt this layer of IPFE £2's-P
(which emphasizes once more the importance of the simulation-based security). The latter guarantees that

only values of (r; - t;, (:1[[;:]] )szl oy;) are disposed, which is independent from xf’). The rest is reduced to

the security of £" in case dky ,. does not decrypt the ensemble (ct}');.

In the end, the details of our transformation are given in Section 6. By combining with our MCFE from Step
1 from LWE, the simulation secure IPFE scheme £ from LWE in [ALS16,ALMT20], the LWE-based PRFs
from [BPR12,BGM™ 16|, we arrive at the first LWE-based MCFE for the class of inner products with access
control that satisfies the strong admissibility condition.

1.3 Organization

In Section 2, we present the preliminaries required for this work. Next, in Section 3, we have the traitor
tracing definitions, with two different variants for embedded identity tracing (EITT): indexed EITT and
bounded EITT. In Section 4, we extend the definition of private linear broadcast encryption to the multi-
client functional encryption setting (PL-MCFE) to give ¢g-query PL-MCFE definitions and show how to use
PL-MCFE to construct traitor tracing schemes. In Section 5, we generalize the transformation from indexed
EITT to bounded EITT of [GKW19] to the multi-client setting. In Section 6, we present our compiler to
achieve strong admissible security from weak admissible security for AB-MCFE. By combining this compiler
with our AB-MCFE construction from Section 8, we derive the PL-MCFE construction from mixed FE and
AB-MCFE, as detailed in Section 7.

12 This is 0 when b = 1, possibly non-zero otherwise.
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2 Preliminaries

Notation. We denote the security parameter by A. A polynomial time algorithm A runs in time polynomial
in the (implicit) security parameter A\. We denote “probabilistic polynomial time” by PPT. A function f(\) is
negligible in X if it is O(A~¢) for every ¢ € N. We write f = negl()) for short. Similarly, we write f = poly(\)
if f(A) is a polynomial with variable . If D is a probability distribution, x < D means that z is sampled
from D and if S is a set, x < S means that x is sampled uniformly and independently at random from S.
We also write |S| for the cardinality of set S. We denote with [n] the set {1,...,n} for n € N. We use bold
font for (row) vectors, and capitals for matrices.

2.1 Multi-client Functional Encryption with Fine-grained Access Control

Definition 1 (Attribute-based Functionality). The function class F x AC-K for functional evaluation
with fine-grained access control is described below:

« The function class F x AC-K contains (Fx,ac-k) having public attributes (AC-Ct;);c[n)-

« The function F has domain Dy 1 X --- x Dy, and range R .

o The public attributes of each i come from Tag x AC-Ct; for some set AC-Ct;.

« The access control is defined via a relation Rel : AC-K x AC-Ct; x --- x AC-Ct,, — {0,1}, for some set
AC-K.

The concrete evaluation is as follows:

(F\,ac-k) evaluates on ((x;,ac-ct;)}_;,ac-k)

) Fx(®1,...,2,) if Rel(ac-k, (ac-ct;);) =1
L otherwise '

In our ABMCFE, a plaintext for client ¢ consists of z; € Dy ;, where D, ; denotes the domain from which
each client ¢ gets their inputs, together with public tags and attributes form Tag x AC-Ct; for some set AC-Ct;
and a tag space Tag = {0, 1}p°ly(’\). The corresponding ciphertexts can be decrypted to Fy(z) using the
functional key skp, .. for ac-k € AC-K if and only if that ciphertexts contain the same tag from Tag and
Rel(ac-k, (ac-ct;);) = 1.

In our FE with access control in this paper, we instantiate the computing class by ]—"}317”_, w,, that is defined
in Definition 11. The key-policy via AC-K is modeled by bounded-depth circuits as in [BGGT14].

Definition 2 (Multi-client functional encryption with fine-grained access control). A multi-client
functional encryption (MCFE) scheme with fine-grained access control for the function class F x AC-K
consists of four algorithms (Setup, Extract, Enc, Dec):

Setup(1*,1%): Given as input a security parameter \, output a master secret key msk and k = k(\) encryption
keys (ek;)iciw) where k: N — N is a function.

Extract(msk, (F, ac-k)): Given a circuit policy ac-k € AC-K, a function description Fy € F, and the master
secret key msk, output a decryption key dkp, ac-k-

Enc(ek;, tag, x;,ac-ct;): Given as inputs public attributes ac-ct; € AC-Ct;, an encryption key ek;, a message
x; € Dy, and a tag tag, output a ciphertext (Ctag i, tag).

Dec(dkp, ac-k; €): Given the decryption key dkp, ack and a vector of ciphertexts ¢ = (Ctiag,i, tag); of length k,
output an element in Ry or an invalid symbol L.

Correctness. For sufficiently large A € N, for all (msk, (ek; );c(x]) < Setup(1%), (F),ac-k) € FxAC-K and dkp, ac.k
Extract(msk, F, ac-k), for all tag and (tag;); satisfying

Rel(ac-k, (tag;);) = 1
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for all (z;);en) € Da1 X ---x € Dap, if Fa(z1,...,2x) # L, the following holds with overwhelming
probability:

Dec (dkFMac_k, (Enc(ek;, tag, xi,tagi))ie[k]) = F\(z1,...,28)
where F) : D’/{ — R and the probability is taken over the coins of algorithm.

Security. We follow the approach in the work by Chotard et al. [CDG'18a] so as to define the security game
with oracles Initialize, Corrupt, LoR, Enc, Extract, and Finalize. We need to exclude trivial attacks that
can be mounted in the security experiment. Those restrictions are encompassed in the notion of admissibility,
which is recently extended in [NPP23] from similar notions in the works of [CDG™18a, CDSG™20)].

Definition 3 (Weakly admissible adversaries without attribute repetitions). Let A be a PPT
adversary and let £ = (Setup, Extract, Enc, Dec) be an MCFE scheme with fine-grained access control for
the functionality class F x AC-K. In the security game given in Figure 1 for A considering £, let the sets
(C, Q,H) be the sets of corrupted clients, functional key queries, and honest clients, in that order. We say
that A is NOT admissible w.r.t (C, Q,H) if any of the following conditions holds:

1. There exists i € C such that " # z.

2. There exists (tag,ac-ct;) fori € [k], a function F' € F, and ac-k € AC-K such that
« We have Rel(ac-k, (ac-ct;);) =1 and (F,ac-k) € Q.
* For all i € H, there exists a query (i,z", " tag,ac-ct;) to LoR for (z{”,z{").
« For alli € C, it holds that z\” = z{".
* It holds that F((x;”)icir)) # F((x)iepr))-

K2

Otherwise, we say that A is admissible w.r.t (C, Q, H).

Definition 4 (Strong admissibility condition [NPP23|). Let A be a PPT adversary and let & =
(Setup, Extract, Enc, Dec) be an MCFE scheme with fine-grained access control for the functionality class
F x AC-K. In the security game given in Figure 1 for A considering &, let the sets (C, Q,H) be the sets of
corrupted clients, functional key queries, and honest clients, in that order. We say that A is NOT admissible

w.r.t (C, Q,H) if any of the following conditions holds:

There exist tag € Tag, a function (F,ac-k) € Q is queried to Extract, a set of 2n challenges
(2, x", (tag, ac-ct{™*"));c(n) are queried to LoR, with public inputs ac-cty"*" € AC-Cty;, a pair
(t@, @ verad) so that for b€ {0,1}, Vi € H : tV[i] = 2" and v©*[i] = acct{"*”, and

* The policy passes®: Rel(ac-k, vhaD) = 1.
* (Private-inputs only repetitions) For any i € [n], there exists a unique query of the form

(2", (tag, *)).

e The function evaluation differs:

F(£9) £ F (£2) . 2)
Otherwise, we say that A is admissible w.r.t (C, Q, H).

Checking Admissibility. For all concrete classes that are considered in this work, the admissibility
condition can be checked in polynomial-time at the finalisation of the security game, after receiving the
guess b’ € {0,1} of the adversary for the challenge bit b < {0, 1}. Moreover, following [NPP23, NPP25|, the
admissibility translated for all classes in this work is optimal, that is, they cannot be relaxed further and
the implicate security notion is the best we can hope for. In weaker notions, the checks are still taken into
account, e.g., for static corruption security, even after announcing the set of corrupted clients, the adversary
is still allowed querying on these corrupted slots and in the end those queries are checked against Condition 2.
Furthermore, in the foregoing case of static corruption, we implicitly assume that for corrupted slots the
admissibility condition holds for self-crafted ciphertexts by the adversary.

13 This is up to attributes replacement in the corrupted slots i € C, therefore we only required v¢"*" to coincide with
only with the honest attributes (ac-ct{""*");cy and leave free the corrupted part.
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Remark 1 (Strong Admissibility for Inner Products with Access Control). The strong admissibility for
}‘}f}hm’ ~, < AC-K, followed the work of [NPP23| and deduced from Definition 4, is recalled below:

1. For all vectors (x;7, x{"’*, (tag,ac-ct;)) that is queried to LoR, for all ((y;)ic[n), ac-k) € Q, let H be the

K3
set of honest clients and b < {0,1} be the challenge bit. Then fof any j; € [Ji], if Rel(ac-k, (ac-ct;);) = 1
then: El€H<x(b I x99 y.) = 0. This implies (x|’ —x{"/" y;) is constant for any j; € [Jz] We recall
that we are in the private-inputs only repetitions and therefore there are no repetitions over (tag, ac-ct;).
2. For all vectors (x{ ", x;"”’", (tag,ac-ct;)) that is queried to LoR, for all ((yi)ie[n],ac-k) € Q. Let

C := [n] \ H be the set of corrupted clients. Then, for all i € C, all j; € [J]: (x"’ —x!{"7 y.) = 0.

(2

We recall that these conditions are for the one-challenge, complete, with repetitions on private inputs case
and are checked in Finalise procedure at the end of the security experiment. Particularly, condition 2 is
checked for all corrupted clients ¢ € C and all j; € [J], given any queries that are made to the oracle LoR for
i € C by the adversary'*. Finally, condition 2 does not need to cover private inputs of corrupted i € C that
are not queried to the oracle LoR because there exists no challenge bit b in those Self—crafted ciphertexts
Ctiag,i ¢ Enc(ek;, z;, (tag, ac-ct;)). Decrypting ctiag ; jointly with others challenge ciphertexts ct® under

tag J#i
some key dkc ( always gives the same i-th component (z;,y;) regardless of b.

Yi)ien)
Remark 2 (Weaker Admissibility for Inner Products with Access Control). On the other hand, below is the
weaker admissibility condition adm in Definition 3 for ]-' ~, % AC-K; which was used in [NPP22| and in
this work is first proved for our construction in Section 8 before passing via the transformationin Section 6 to
achieve strong admissibility as per Remark 1:

1. For all vectors (x;7, x|/, (tag,ac-ct;)) that is queried to LoR, for all ((y;);cn), ac-k) € Q, let H be the

set of honest clients and b < {0,1} be the challenge bit. Then fof any j; € [J;], if Rel(ac-k, (ac-ct;);) =1
then: Y, 5, (x;""" —x{""" y;) = 0. This implies (x;"’ —x;"’*,y;) is constant for any j; € [JZ] We recall
that we are in the private- mputs only repetitions and therefore there are no repetitions over (tag, ac—cti).
2. For all vectors (x; ", x;’*, (tag,ac-ct;)) that is queried to LoR, for all ((y;)ie[n],ac-k) € Q. Let

7 ?

C := [n] \ H be the set of corrupted clients. Then, for all i € C, all j; € [J]: x{"7 = x{"7".

Remark 3 (On Complete Challenge Messages). We remark that the challenges output by the adversary in
the message hiding game of Definition 22 are required to be complete and contain both messages for each
client 7 € [n]. Since Definition 22 is a weaker notion of IND-CPA security, usual techniques from the literature
in cases of concrete classes such as inner product functions [CDG™18b, CDSG'20] or attribute-based inner
products [NPS25| can be used to allow incomplete challenge messages, i.e. lacking components potentially at
some 7. In this paper our concrete constructions will always use complete challenge messages for the sake of
simplicity in proofs and main constructions’ ideas.

Definition 5 (Strong IND-security for MCFE). An MCFE scheme & = (Setup, Extract, Enc, Dec) for
the function class F = {F)}aen s xx-secure if for all PPT adversaries A, and for all sufficiently large X € N,
the following probability is negligible

XX XX 1
AdVE z 4(17) = PrlExpreiz 4(1%) = 1] - 3

The game Exprg z 4(1 M) is depicted in Figure 1. The security level indicator xx can be: mc-ind-cpa to
indicate IND-security with adaptive challenges and dynamic corruption of (ek;)?_,; mc-sel-ind-cpa to indicate
selective IND-security with selective challenges constraint; mc-sa-ind-cpa to indicate semi-adaptive IND-
security with adaptive challenges but selective key queries (i.e., all key queries must be sent up front)
contraint; mc-ind-cpa-1chal to indicate one-time IND-security with only one adaptive challenge tag and
dynamic corruption of ekey. The probability is taken over the random coins of A and the algorithms.

14 This makes sense even in the case of static corruption, since we do not prohibit such queries even after the set C is
fixed.
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Initialise(1*)

b <& {0,1}
(msk, (ek;)ie[n) ¢ Setup(1*)
Q:=9g,C=0, H:=|n]

Enc(i, z;, (tag, ac-ct;))

Return Enc(ek;, z;, (tag, ac-ct;))

Finalise (V)
If A is NOT admissible w.r.t (C, Q,H):

LoR(i, :CE.O), 1,§1)7 (tag”, ac_ct;clml)))

Enc(eki, 2", (tag*, ac-ct{"*")) — ct\s

tag*,i
(b)
Return Ctiag= i

Corrupt(i)

C:=CuU{i}
Ho=H\{i}

Return ek;

Extract(F, ac-k)
Q = QU{(F,ack)}

return 0 dkp ac-k ¢ Extract(msk, F, ac-k)
Else return (b’ = b) Return dkg ac-k

Fig.1. The security games Exprgf}_i-'jicpa(l’\) for Definition 5. The strong admissibility condition is defined in
Definition 4, the weaker admissibility condition is defined in Definition 3.

2.2 Mixed Functional Encryption

The syntax of a mixed functional encryption (mixed FE) scheme is defined as follows, first introduced
in [GKW18|. The main idea behind mixed FE over functions with {0, 1}-output is allowing at the same time
both public-key and secret key encryption. The public-key encryption algorithm encrypts the all-1 function,
while the secret-key encryption algorithm encryptions functions in Dy — {0,1} so as to be evaluated on
functional keys that are associated to inputs x € Dj.

Definition 6. A mized functional encryption scheme (mixedFE) for a function class F = {f\ : D§ —
{0,1}}aen, where & = k() is a polynomial in X, consists of the following algorithms:

Setup(1*,1%): Given as input a security parameter X and the arity k, output a master secret key msk and
some public paramters pp.

Extract(msk, z): Given the master secret key msk and an input x € Dy, output a decryption key dk,.

Enc(pp): Given the public parameters, output a ciphertext ct.

SKEnc(msk, f): Given the the master secret key msk and a function f: D5 — {0,1}, output a ciphertext ct.

Dec(dk,, ct): Given the decryption key dk, and a ciphertext ct, output a single bit.

Correctness. For sufficiently large A € N and x : N — N polynomial, for all (msk, pp) < Setup(1*,1%),
x € Dy and dk, + Extract(msk, z), for all f: Dy — {0, 1}, the following holds with overwhelming probability:

Dec (dky, Enc(pp)) =1 and Dec (dk;,SKEnc(msk, f)) = f(x).

where the probability is taken over the coins of algorithm.

Security. The formal definitions are given in [GKW18], we recall the informal ideas below. There are two
main security properties: (i - Function Indistinguishability) for any PPT adversary, given any two functions
fos f1 : Dy — {0,1} that evaluates equally on all obtained keys dk, of the adversary, i.e., fo(z) = fi(x)
for all dk, obtained from msk and = € D), the adversary cannot distinguish between SKEnc(msk, fy) and
SKEnc(msk, f1); (i - Accept Indistinguishability) for any PPT adversary, given any function f : Dy — {0,1}
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that evaluates to 1 on all obtained keys dk, of the adversary, i.e., f(z) =1 for all dk, obtained from msk
and z € D), the adversary cannot distinguish between Enc(pp) and SKEnc(msk, f). Formal definitions are
recalled below.

Definition 7 (¢-SKEnc Function Indistinguishability). Let A € N and g = g(\) be some fized polynomial
in \. A Mized FE mixedFE = (Setup, Extract, Enc, SKEnc, Dec) scheme is said to satisfy adaptive ¢-SKEnc
function indistinguishability if for every stateful PPT adversary A, the following probability is negligible in A:

(1%) = A(1%)

E k,-),SKEnc(msk,- _ (msk, pp) < Setup(1*,1%) 1

Pr | A xeract(msk,-) ne(ms )(Ctb) =b (f(m,f(l)) . AExtract(msk,-),SKEnc(msk,~)(pp) - 5
)

b +s {0, 1}; ctp + SKEnc(msk, f®
with the following oracle restrictions:

« SKEnc oracle: this oracle has msk hardwired, and implements the algorithm SKEnc(msk,-). A can make
at most q queries to SKEnc.

 Extract oracle: this oracle has msk hardwired, and implements the algorithm Extract(msk,-). Every query
x to Extract must staisfy f©(z) = f@(z).

A Mized FE mixedFE scheme is said to satisfy restricted q-SKEnc function indistinguishability if we consider
only adversaries that output f©@, f@ before seeing the public parameters.

Definition 8 (¢-SKEnc Accept Indistinguishability). Let A € N and ¢ = q(\) be some fized polynomial
in A\. A Mized FE mixedFE = (Setup, Extract, Enc, SKEnc, Dec) scheme is said to satisfy adaptive ¢-SKEnc
accept indistinguishability if for every stateful PPT adversary A, the following probability is negligible in \:

(17) = A(1%)
(msk, pp) - Setup(1*,1%)
Pr AExtract(msk,~),SKEnc(msk,-)(ctb) =b f(*) — AExtract(msk,~),SKEnc(msk,‘)(pp) _
b+<+s{0,1};
cty + SKEnc(msk, f™); cty + Enc(pp)

with the following oracle restrictions:

« SKEnc oracle: this oracle has msk hardwired, and implements the algorithm SKEnc(msk,-). A can make
at most q queries to SKEnc.

 Extract oracle: this oracle has msk hardwired, and implements the algorithm Extract(msk, ). Fvery query
x to Extract must staisfy f(x) = 1.

A Mized FE mixedFE scheme is said to satisfy restricted ¢-SKEnc accept indistinguishability if we consider
only adversaries that output f& before seeing the public parameters.

2.3 Digital Signature

We recall the syntax and the existential unforgeability under chosen-message attack (EUF-CMA) security of
a signature scheme.

Definition 9 (Signature Schemes). Let A € N and M = {0,1}* be the message space. A signature scheme
SS = (Setup, Sign, Verify) consists of three algorithms:

(sk,vk) < Setup(1*): The setup algorithm takes as input the security parameter A\ and outputs a signing key
sk and a verification key vk.

o+ Signg (m): The signing algorithm takes as input the signing key sk and a message m € M and outputs a
signature o.

b+« Verify,, (m, 0): The verification algorithm takes as input the verification key vk, a message m € M and a
signature o and outputs a bit b € {0,1}, i.e. 1 for “accept” and 0 for “reject”.
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Correctness. A signature scheme is correct if for all A € N, for all (sk, vk) < Setup(1*), all m € M and all
o < Signg (m), it holds that Verify,, (m,o) = 1.

Security. A signature scheme is defined to be secure following the below notion of existential unforgeability
under chosen-message attack (EUF-CMA) [PS00].

Definition 10 (EUF-CMA Security). Let A € N and M = {0,1}* be the message space. A signature
scheme (Setup, Sign, Verify) is said to satisfy adaptive EUF-CMA security if for every stateful PPT adversary
A, the following probability is negligible in \:

. o (sk,vk) < Setup(1*)
Pr | Verify(vk,o*) =1 (m*, o) ASig"sk(')(vk)

with the following oracle:

e Signg(+): this oracle has sk hardwired, and implements the algorithm Sign(sk,-). A it not allowed to query
m™* to Signg(-).

3 Definitions: MCFE Traitor Tracing with Embedded Identities

Inner-product Functionality. The computation over clients’ inputs this work is principally the sum of
inner products as per the following.

Definition 11 (Inner-Product Functionality). Let A € N. Let B = B(\),n =n(\), N1(A),..., No(A)
be polynomials and D; = [—-B; B]N for i € [n]. We denote by Frrony = Ayiryn :¥1 €D1yoyn € D}
the family of functions where fy,,  y.: Dy X+ XDy — Z, is defined as fy, .y, (X1, Xn) = iy (X, ¥i)-

3.1 Bounded Embedded-Identity Traitor Tracing

We will now present the syntax and definitions for general traitor tracing with embedded identities. In this
work, we only consider the bounded collusion setting, where we have an a priori bound nyq that is fixed
during setup, and security is guaranteed only if the adversary gets at most npq secret keys.

Definition 12 ((Bounded) Embedded Identities Traceable Multi-Client Functional Encryption).
A bounded keys, embedded-identities tracing scheme T for a function class F consists of five algorithms
(Setup, KeyGen, Enc, Dec, Trace) that are defined below:

(msk, pp, (ek;) i), tk) < Setup(1*, 1™, 1%, nyq): Given as input the security parameter \, the number of clients
n, the identity space parameter k, and bound on number of key queries npq, output a master secret key
msk, public parameters pp, n encryption keys (ek;);cn) and a tracing key tk.

dkig,r, < KeyGen(msk,id, F)\): Given the master secret key msk, an identity id € {0,1}*, a function descrip-
tion F\ € F, output a decryption key dkig F, .

Ctrag,i < Enc(pp, ek;, tag, x;): Given as inputs the public parameters pp, an encryption key ek;, a message
x; € Dy, and a tag tag, output a ciphertext ctiag,;-

z + Dec(pp,dkp,,c): Given the public parameters pp, a decryption key dkgr, and a vector of ciphertexts
¢ = (Ctrag,s)i Of length n, output an element z € Ry U {L}.

T+ TraceD(tk, ly,tag,x(o),x(l)): Given oracle access to a program D, the tracing key tk, parameters y, a
tag tag and two messages (x(©), xM), output a set T of identities where T C {0,1}".

We call the tracing as public or private depending on whether tk is equal to pp or it is kept secret.

The correctness requirement and the IND-CPA security definition is identical to the one in Definition 5.
We state here the tracing security.
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. 1% 1mee o A1)

° (m5k7 PP, (eki)ie[n]7 tk) <_Setup(1>\7 1717, nbd)

. (D, tag, X(O), X(l)) — ACorrupt(~),KeyGen(~),Enc(‘) (pp>

« Return T «+ Trace® (tk, 1ﬁ7tag, x(@ x(1),
Let Szp be the set of identities queried by A to KeyGen(-).
Here, Corrupt(-) is an oracle that has (ek;);c[n) hardwired, takes as input an index i € [n] and outputs ek;;
KeyGen is an oracle that has msk hardwired, takes as input an identity id € {0, 1}", a function description
Fy € F and outputs KeyGen(msk, id, Fy); Enc is an oracle that has (ek;);c[,) hardwired, takes as input a
tag tag and a message x; (we implicitly assume that the index of the encryption slot is embedded in 2;)
and outputs Enc(pp, ek;, tag, x;).
Admissible tracing adversaries: A makes at most npq queries to KeyGen.

Fig. 2. Experiment Expt"' —mb.

Definition 13 (Security of Tracing). For any non-negligible function €(-), polynomial p(-), and all PPT
adversary A, consider the experiment Expt;—Tj’eemb(lA) defined in Fig. 2.

Based on the above experiment in Fig. 2, we define the following events and corresponding probabilities
(which are a function of \, parameterized by A, ¢):

D ((Cttag,i)ie[n]) =b |
b <5 {0,1}, ctrags < Enc(pp, eki,tag,xgb))
Pr-GoodDec 4 () = Pr[GoodDec].
e CorrectTr: T AT C S7p.
Pr-CorrectTr 4 () = Pr[CorrectTr].
» FalseTr: T'Z S1p.
Pr-FalseTr 4 .(\) = Pr[FalseTr].

» GoodDec: Pr

A traitor tracing scheme T is said to be secure if for every PPT admissible adversary A, polynomial ¢(-) and
non-negligible function €(-), there exist negligible functions negly(-), negly(+) such that for all A € N satisfying
e(A) > ﬁ, it holds that Pr-FalseTr 4 .(\) < negl{(A) and Pr-CorrectTr 4 (A) > Pr-GoodDec4 .(\) —

negly(N).

We note that in the tracing security game of Figure 2, the adversary can extract separately secret
information from both senders (via Corrupt to obtain secret encryption keys) and receivers (via KeyGen to
obtain functional keys).

3.1.1 Impossibility

Next, we present justifications for our choices of modeling tracing security in the context of MCFE, that is,
given the fact that our works is the first to embark on traceability with multiple clients encrypting using their
secret keys so that their partial ciphertexts can be jointly decrypted under some functional key. In particular,
we show an impossibility that there cannot exist a secure traitor tracing MCFE (following Definition 13) with
a public tracing algorithm. We note that the definition we gave in Figure 2 only gives the tracer black-box
access to the pirate decoder. Our impossibility will thus be proven for public black-box tracing, but as we
will see later, our impossibility in fact applies to both black-box and non-black-box tracing.

In the follwing we refer to queries of functions that do not differ on the challenge messages (x©,x®) as non-
differentiating queries. We require some structural properties of the function class, given non-differentiating
functions and the number of clients n > 2, in the following sense:
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Definition 14 (Slot-Differentiating Solvability). Let A € N and F be a function class parameterized by
A containing Fy : Dy X - -+ x D, = R, where n = poly(\) > 2. We say that F is slot-differentiating solvable
if there exists F\ € F, and fized inputs x@,x® € Dy X -+ X D,,, such that F(x©) = F(x®) and there exists
a PPT algorithm that given (F,x®,x®") outputs a set of indices @ # S C [n] and (X", X\")ics satisfying the
following F (As(k, (%" )ies, (x{")iemps)iz1) # F (As(k, (X;")ies, (x;")icm)\s)i=1), where for b e {0,1}

~@®) -
. S® (b L X Zf keS
VEk e [n} . AS(k7 (Xi )iGSa (Xi )ie[n]\S) T { X;j) ka_ c [n} \S
For the particular case of inner products that we consider in this work, A can even find (F, S, (x{”, %" );es)
on-the-fly by solving a linear system, for which we use inherently the condition that n > 2 as the number of
clients/slots.

Theorem 1. Let T be a traitor tracing MCFE scheme, for at least 2 clients and for a slot-differentiating
solvable function class F, so that T is correct'® with public black-box tracing. If T is traceable (as
per Definition 13), then T is not IND-CPA secure as per Definition 5.

We first give an overview of the proof of Theorem 1. The goal is to show that if the tracing algorithm is
public and black-box, then the adversary can break the IND-CPA security of the MCFE scheme. We make
use of the two properties of the tracing algorithm:

« Since the tracing algorithm is public, the adversary will try to employ the tracing procedure to break
the IND-CPA security. In particular, as our tracing security in Definition 13 identifies identities of the
functional keys obtained to compose the priate decoder, the starting idea is to embed the challenge
ciphertext as the identity in the function query to the tracing algorithm. This can be done as simple
as identify the challenge ciphertext as some bitstring in the identity space, via some encoding: bin :
CiphSpace — {0, 1}*~.

» Next, we have to deal with the strong admissibility of our reduction, in terms of queries to the oracles in
the IND-CPA game with repect to Definition 4. This is non-trivial since a tracing adversary is admissible
as long as the number of key queries in its tracing game is bounded by npq.

e Our reduction to IND-CPA, acting as a tracing adversary, will first query a non-differentiating function
F on some challenge (x@,x®), i.e. F(x©) = F(x®).

» Then, under the hypothesis that the number of clients n > 2, our reduction solves for a set of indices @ #
S C [n] and (%7, %;")ies such that F (As(k, (X{")ies (x{")iepps)iz1) # F (As(k, (X)ies: (xi")iepps)iz1)
where for b € {0,1}

. xVifkeS

Vk e n]: As(k, (X")ies, (Xib))ie[n}\S) = { XE}) ke )\ S
This uses the fact that the number of clients is at least 2 and the function class is slot-differentiating
solvable (Definition 14).

e Then, the reduction runs the tracing algorithm, which has black-bozx access to a decoder that is embedded
with the functional key for the function F' under the identity that encodes the IND-CPA challenge ciphertext.
The inputs to the tracing algorithm are Ag(k, (X{”)ics, (x{")ieinps), As(k, (X[ )ics, (X{")iemp\s), for
k € [n] (defined following the slot-differentiating solvability). This can be freely specified by our reduction
as the tracing algorithm is public.

e It can now be verified that the reduction is an admissible tracing adversary , the decoder that is
black-box to the tracing algorithm is a good distinguisher as per the result from slot-differentiating
solvability F’ (Ag(k, (igo))ies, (XEO))iE[n]\S)?:J +F (As(k‘, ()N(il))ieg, (Xil))ie[n]\S)?:l)' At the same time,

the reduction is also an admissible IND-CPA adversary (following Definition 4) thanks to the original
condition F(x©@) = F(x®).

15 We do not require correctness to hold with probability 1, i.e. perfect, over the random coins of algorithms.
Overwhelming probability for correctness suffices.
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The remaining is running the tracing algorithm to output the set of identities, which include the identity that
encodes the challenge ciphertext with high probability as 7 is tracing secure, then deciding the IND-CPA
challenge bit (see the case-by-case decision in Equation (5)). As a final remark, we note that the fact that we
pass a new set of inputs to the tracing algorithm, which are differentiated by F', implicitly demonstrates the
ability to mix-and-match inputs in the context of MCFE and the later is not detected thanks to the black-box
nature of the tracing algorithm.

We now give the formal proof.

Proof of Theorem 1. Let e = 1/2 and the number of keys p(\) = 1. We describe A as an adversary against
the IND-CPA security of T as follows:

» A is given the public parameters pp.

« A outputs two distinct messages (x©,x®) together with a tag tag, and receives a challenge ciphertext
ct®.

« We denote by bin : CiphSpace — {0,1}" an encoding function that maps a ciphertext to a bitstring in
the identity space ZD = {0, 1}* that acts as an identity'®. A queries to KeyGen(-) oracle a function F,
setting identity id® := bin(ct®) € {0,1}*, where F(x©) = F(x®) but there exists @ # S C [n], for

which we make use of the hypothesis n > 2, and (X{”,%{"”);es such that

F(As(k, (x)ies, (%" )icmps)iz1) # F (As(k, (X{)ies, (X{)icmp\s)iz1) (3)
where for b € {0,1}

x; ifkeS

Vk e [Tl] : AS(ka (i?)iGSv (Xi‘b))ie[n}\S) = { < if k c [n] \8
k

The query of F' is possible because C = @ and thus there exists no deducible inputs to plug in the
condition over i € C of Definition 4, except the trivial ones (x©,x®). This means the admissibility
vacuously holds w.r.t (F,x®,x®). We denote by dkp ;4 the received functional decryption key. We can
suppose A is hardcoded with (F, @ # S C [n],x@,x®, (x{”,%{");cs) for the sake of an efficient adversary.
The main idea behind embedding the challenge ciphertext as the identity id® in the function query is to
ensure that the tracing algorithm, supposedly secure, will identify id® in the set T later on, so that the
adversary can decide the bit b using this key dkp;4e and Equation (3).
* A receives a decryption key dkp4» . Because the tracing algorithm is public, A can run

_1
T < Trace” < } pp, 177, p(A), tag, > ; (4)
As(k, (X{)ies, (X7 )iemps )izt As (k, (X )ies, (X5)icmps )izt

where D is the decryption algorithm hardwired with dkp e, receiving ciphertext ct, decrypting with
dkpq» and outputs 1 if and only if

Dec(ppadkF,id(b)ﬂ(:t) =F (As(k, (igl))iesy (Xil))ie[n]\s)?:l)

We emphasize the public tracing algorithm is run on a decoder from the challenge identity id®, but our
adversary A deliberately puts

As(k, (X{)ies, (%7 )icmps )izt As (k, (X)ies, (x5 )icmp\s )izt
as inputs to the tracer.

16 This encoding bin can be as simple as the binary decomposition.
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« If T contains an index that represents a ciphertext bin(ct) € {0,1}", A decrypts using dk Figw and defines

resulty == F (As(k, (X{”)ics, (X )iemps)ie1) — Dec(pp7dkF)id<b>,c~t)
result1 =F (As(k', (ién)ieg, (Xil))ie[n}\S)Z‘Lzl) — Dec(pp, dkF,id(w,CNt)

Here the main idea is using the fact that (i) the identity id® is the challenge ciphertext, (i) F(x®) =
F(x"), and (iii) the choices of (F,S, (X', %x\");cs) satisfying (3) to decide the bit b. A outputs

(A (2

guess if Jguess € {0,1} s.t.
rESUItguess =F (As(k, (i?ues})iESv (Xiguesg)ie[n]\s)?:l) - F(X(gum)) : (5)
b £ 40,1} otherwise

We recall that x8*s* € {x©,x®} and x8'** contains components x5 < for i € [n].

For the ease of notation, we write

X" = As(k, (%)ics, (X)icmp\s )izt

for b € {0,1} Since D is a black-box and hardwired with dkp;ye) differing on (x”,x®), which is implied
by (3) and the fact that F' is non-differentiating on (x©,x®), combining with perfect correctness of 7 implies
that the event Pr-GoodDec 4, ,(A) = 1 — negl(\) for some negligible function negl(-). Because T is a secure
traitor tracing MCFE scheme, there is a negligible function negl,(-) such that it holds

Pr-CorrectTr 4. ,(A) > Pr-GoodDec 4 »(A\) — negly(A)
=1 — negl(\) — negly(N) (6)

and is overwhelming in A. Additionally, there exists a negligible function negl,(-) such that
Pr-FalseTr 4. ,(A) < negl(A) .

Finally, we observe the facts that F is differentiating on (X©,x™) and the order of X® is consistent with the
order of x® for b € {0,1} when calling the tracing algorithm (4). Hence, whenever the tracing algorithm
outputs a set T' containing an id that represents the encoded challenge ciphertext, which happens with
overwhelming probability thanks to (6), the differentiating functional key can decrypt and help A decide the
bit b as per (5) (the cases are well-defined because of the design of F' from (3)). O

3.2 Indexed Embedded-Identity Traitor Tracing

In this section, we will present the syntax and definitions for traitor tracing with embedded identities where
the number of users is bounded, and the key generation is “indexed”. The main motivation behind this indexed
version is that we provide, in our multi-client setting, a generic transformation that turns an indexed EITT

MCFE scheme into a (bounded) EITT MCFE (see an overview in Section 3.3).

Definition 15 (Indexed Embedded Identities Traceable Multi-Client Functional Encryption).
A indexed keys, embedded-identities tracing scheme T for a function class F consists of five algorithms
(Setup, KeyGen, Enc, Dec, Trace) that are defined below:

(msk, pp, (ek;)ien], tk) < Setup(1*, 1™, 1%, njuax): Given as input the security parameter \, the number of
clients n, the identity space parameter  and index space [ninax], output a master secret key msk, public
parameters pp, n encryption keys (ek;)icr and a tracing key tk.

dkia ), < KeyGen(msk, id, j, Fi\): Given the master secret key msk, an identity id € {0,1}"*, an index
J € [nindx), and a function description Fx € F, output a decryption key dk(id,5), Fy -
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Ctrag,i < Enc(pp, ek;, tag, x;): Given as inputs the public parameters pp, an encryption key ek;, a message
x; € Dy, and a tag tag, output a ciphertext ctiag,;-

z + Dec(pp,dkp,,c): Given the public parameters pp, a decryption key dkg, and a vector of ciphertexts
¢ = (Ctrag,s)i Of length n, output an element z € Ry U {L}.

T+ TraceD(tk, ly,tag,x(o),x(l)): Given oracle access to a program D, the tracing key tk, parameters y, a
tag tag and two messages (x©, xM), output a set T of identities where T C {0,1}".
We call the tracing as public or private depending on whether tk is equal to pp or it is kept secret.

The correctness requirement and the IND-CPA security definition is identical to the one in Definition 5.
We state here the tracing security.

Definition 16 (Security of Tracing). For any non-negligible function €(-), and all PPT adversary A,
consider the experiment Expt;—Tj;mbf'"dex(l)‘) defined in Fig. 3.

o 17 Tmnax o A1)

« (msk, pp, (eki)ic[n], tk) <= Setup(1*, 17, 1%, ninax)

. (D, tag, X(O), X(l)) — ACorrupt(A),KeyGen(-),Enc(-) (pp)

« Return T < Trace? (tk, 177, tag, x(@, x(1).
Let Szp be the set of identities queried by A to KeyGen(-).
Here, Corrupt(-) is an oracle that has (ek;);e[n) hardwired, takes as input an index i € [n] and outputs ek;;
KeyGen is an oracle that has msk hardwired, takes as input a pair (j,id) € [ninax] % {0,1}", a function
description F)\ € F and outputs KeyGen(msk,id, j, Fy) if index j is distinct from all previous queries
made by A, and outputs L otherwise; Enc is an oracle that has (ek;);c[,) hardwired, takes as input a tag
tag and a message x; (we implicitly assume that the index of the encryption slot is embedded in z;) and
outputs Enc(pp, ek;, tag, z;).
In other words, A is allowed to make at most one query to KeyGen for each index j € [Nindx]-

Fig. 3. Experiment Expt! ' —emb—index

Based on the above experiment in Fig. 3, we define the following events and corresponding probabilities
(which are a function of A, parameterized by A, ¢):

D ta 1)i€n = b
« GoodDec: Pr ((ctiagi)icm) = | "

b +5{0,1}, ctrag; < Enc(pp, ek;, tag,x; )
Pr-GoodDec 4 () = Pr[GoodDec].
e CorrectTr: T ANT C S7p.
Pr-CorrectTr 4 (\) = Pr[CorrectTr|.
» FalseTr: T'Z Stp.
Pr-FalseTr 4 (\) = Pr[FalseTr].

A scheme T is said to be secure if for every PPT adversary A, polynomial q(-) and non-negligible function

e(+), there exist negligible functions negly(-), negly(-) such that for all A € N satisfying e(A) > ﬁ, it holds

that Pr-FalseTr 4 ¢(\) < negl;(\) and Pr-CorrectTr 4 (\) > Pr-GoodDec 4 (\) — negly ().

3.3 Overview: Framework for Embedded-Identity Traitor Tracing MCFE

Before moving on to other sections, we give an overview of the framework that involves our newly defined
notions of bounded/indexed embedded-identity traitor tracing MCFE. In the setting of traitor tracing for
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public key encryption (PKE), the work of [GKW18, GKW19] provides a framework to build embedded-identity
traitor tracing (EITT) from indexed EITT. All this works and other follow-ups are in the setting of single-
client, that is there is only one sender that encrypts the message, facing multiple users that can decrypt on
keys embedded with identities. However, as it should be clear from the expository overview during the course
of Section 1.2.1, the traitor tracing MCFE model we propose are justified and effectively in the multi-client
setting. A constructive framework for our embedded-identity traitor tracing MCFE (EITT-MCFE) will be the
first to tackle this context and face the following challenges:

« We choose to trace privately and preferably in a black-box manner (this is due to our impossibility
Theorem 1).

« The complexity of private-key with corruption of multi-clients.

« The fine-grained separate corruptions of clients and functional keys under the necessity of strong admissi-
bility.

Generalizing [GKW18] to TMCFE. We generalize the framework of [GKW18] to the setting of multi-
client functional encryption, with traitor tracing capabilities facing multi-sender that can ask bounded number
of functional keys. The final primitive is the bounded EITT-MCFE (Definition 12), for the class computing
inner products >, (x;,y;) between n clients. In particular, we develop on both definitional and constructive
aspects for the technique of private linear broadcast tracing with embedded identities [BSW06, GKW19]. Our
roadmap is as follows.

TMCFE.1 The above transformation reduces to the task of constructing indexed EITT for MCFE. To that
end, we first introduce a new intermediate primitive which we call embedded-identity private
linear multi-client functional encryption (EI-PLMCFE, Definition 17). As for all primitives we
extend to the multi-client setting, the security notions for EI-PLMCFE in Section 4.1.1 all imbue
the fine-grained corruption of multiple clients and functional keys, while the strong-amissibly
IND-CPA is reflected in the message-hiding of EI-PLCMFE (Definition 22). Eventually, we give
a generic transformation from EI-PLMCFE to indexed EITT for MCFE in Section 4.

TMCFE.2 Finally, we show how to build generically EI-PLMCFE from Mized Functional Encryption (Mixed
FE) (introduced in [GKW18]) and MCFE for inner products with access control with strong
admissibility conditions (see Section 7). Both of them can be constructed based on standard
LWE assumptions.

TMCFE.3 Finally, we provide, in our multi-client setting, a generic transformation that turns an indexed
EITT MCFE scheme into a (bounded) EITT MCFE (see Section 5).

A corresponding overview with more details will also accompany in each of the referred sections.

4 Building Indexed EITT-MCFE

4.1 Embedded-Identity Private Linear MCFE

We develop a new notion of embedded-identity private linear MCFE (EI-PLMCFE), which can be seen as an
extension of classical embedded-identity private linear broadcast encryption introduced in [GKW19].

Definition 17. An embedded-identity private linear MCFE (EI-PLMCFE) EIPLMCFE for a function class F
and identity space TD = {0,1}" consists of five algorithms (Setup, KeyGen, Enc, SplEnc, Dec) that are defined
below:

(msk, pp, (ek;)ien)) < Setup(1*, 17, 1%, ninax): Given as input the security parameter X, the number of clients
n, the identity space parameter k, and the index space [nindx|, output a master secret key msk, public
parameters pp, and n encryption keys (ek;)ic(n)-

dkia,j), 7, ¢ KeyGen(msk,id, j, F\): Given as input the master secret key msk, an identity id € D, an index
J € [nindx), and a function description Fx € F, output a decryption key dk(id,5), Fy -
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Ctrag,i < Enc(pp, ek;, tag, x;): Given as inputs the public parameters pp, an encryption key ek;, a tag tag, and
a message X; € Dy ;, output a ciphertext Cliag,i-

Cliag,i SplEnc(msk, tag == (tag, (j, £, b)), x;): Given as inputs the master secrete key msk, a tag tag, a triple
(4,4,0) € [ninax + 1] x ([k] U{L}) x {0,1}, and a message x; € Dy ;, and output a ciphertext ctiag ;. For
simplicity, we will only write SplEnc(msk, tag, (7,4, b),%;).

z + Dec(pp,dkp,,c): Given the public parameters pp, a decryption key dkp, and a vector of ciphertexts
c = (Ctrag,s)i Of length n, output an element z € Ry U {L}.

Remark 4. For convenience, we make the following convention: we use i to denote the clients’ index (on
ciphertexts), and j (e.g., 7,5, ...) to denote users’ index (on functional keys).

Correctness. An EI-PLMCFE scheme is said to be correct if for all A, n, ninax, k € N, an identity space
D = {0, 1}”, FeF: D)\’l X eee X D)\’n — Ry, 1 € [’n],j € [nindx—i—l],j’ S [ninde id € I'D,E S [Ii] U{J_},b S
{0,1}, tag and (X;)icjn] € Da,1 X - -+ X Dy, the following probability:

(mSka PP, (eki)ie[n]) A Setup(l)\a 1™ 1%, nindx)
o e dka, gy < KeyGen(msk id, j, Fy)
TR (Ctiag,i)icin] < {Enc(pp, eki, tag, Xi) };c ()

is negligible in A, and if j' > j+ 1 or (j,¢) = (5', L) or (j,id;) = (5',1 — b) then

(mSk7 PP, (Eki)ie[n]) — SEtup(1A7 1n, 1Ka nindx)
dkia,j1),p, < KeyGen(msk,id, j', Fy)
(Ctiag,i)ic[n] < {SpIEnc(msk, tag, (4, £, b),xi)}ie[n]

PI' Dec(pp7 dkFA 1) (Cttag,i)ie[n])
= F(xlv"'vxn)

is negligible in A, where the probabilities are taken over the random coins of algorithms.

4.1.1 ¢-Query EI-PLMCFE Security

In this section, we provide the formal security definitions for EI-PLMCFE.

Definition 18 (¢-query Normal Hiding). Let A € N and ¢ = q(\) be some fized polynomial in . An
EI-PLMCFE scheme satisfies g-query normal hiding security if for every stateful PPT adversary A, the
following probability is negligible in \:
[ (17, 1mndx) — A(1A
(mSka PP, (ekz)ze[n]) — Setup(l)\v 1™, 1%, ninax

|
SplEnc(-),KeyGen(-
(tag, x;) « AEC KerCen() (o)

Pr| ASPEr() (c®) =1p b«s{0,1} | —
ct!” < Enc(pp, ek, tag, x;)

ct” < SplEnc(msk, tag, (1, L,0),x;)
c® « (cti”)

DN | =

L i€n] |

with the following oracle restrictions:

* Enc oracle: this oracle has (ek;);c[n) hardwired, and implements the algorithm Enc(pp, ek;, -, ).

+ Corrupt oracle: this oracle has (ek;)icn) hardwired, and takes as input a client index i and returns ek;.

 SplEnc oracle: this oracle has msk hardwired, and implements the algorithm SplEnc(msk, -, -,-). A can
make at most g queries to SplEnc. And for each query on (j,¢,b) the user-index j has to be 1.

» KeyGen oracle: this oracle has msk hardwired, and implements the algorithm KeyGen(msk,-,-, ). A can
make at most one query for each user-index j € [ninax|. That is, let (id1, 1), .., (idk, jx) denote all the
key queries made by A, then jo # jp for all a #b.
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Definition 19 (¢-query Index Hiding). Let A € N and ¢ = q()\) be some fized polynomial in . An

EI-PLMCFE scheme satisfies q-query index hiding security if for every stateful PPT adversary A, the following

probability is negligible in \:

- (1%, 17max %) «— A(1Y) ]

(msk, pp, (ek;)ien)) < Setup(l’\ 1" 1%, Nindx)
SplEnc(+),KeyG n()

Pr| ASPEN()(c®) =p (tag, x;) < AEEC )cCorrjgt 5 (pp)

b+s{0,1} 2

ct® « SplEnc(msk, tag, (* + b, L, 0),x;)

c® «— (cty’))

i€ln] |

with the following oracle restrictions:

« Enc and Corrupt oracles are defined identically as in Definition 18.

 SplEnc oracle: this oracle has msk hardwired, and implements the algorithm SplEnc(msk,-,-,-). A can
make at most g queries to SplEnc. And for each query on ((j,¢,b)) the user-index j has to be either j* or
Jr+1

» KeyGen oracle: this oracle has msk hardwired, and implements the algorithm KeyGen(msk,-,-, ). A can
make at most one query for each user-index j € [ninax|, and no key query of the form (id, j*). That is,
let (id1,71), ..., (idg, ji) denote all the key queries made by A, then j, # jy for all a #b. And, j, # j*
for all a.

Definition 20 (¢-query Upper Identity Hiding). Let A € N and g = q(\) be some fized polynomial in .
An EI-PLMCFE scheme satisfies g-query upper identity hiding security if for every stateful PPT adversary
A, the following probability is negligible in A:

(1%, 1minax 5% 0% b*) < A(1V)
(msk, pp, (ek;)ien)) Setup(l’\ 17, 1%, Ninax)
SplEnc(-),Ke: Gen
(tag’ Xl) A AE:C )(Clrru;,t ()( ) 1
Pr | ASPEC)(c®) =p bes{0,1} | =3
ct” « SplEnc(msk, tag, (* + 1, L,0),x;)
ct” « SplEnc(msk, tag, (j*,€*,b*),x;)
c® (ctg’))ie[n]
with the following oracle restrictions:
» Enc and Corrupt oracles are defined identically as in Definition 18.
 SplEnc oracle: this oracle has msk hardwired, and implements the algorithm SplEnc(msk, -, -,-). A can

make at most g queries to SplEnc. And for each query on ((j,¢,b)) the user-index j has to be either j* or
L

« KeyGen oracle: this oracle has msk hardwired, and implements the algorithm KeyGen(msk,-,-,-). A can
make at most one query for each user-index j € [nindax|, and no key query of the form (id, j*) where
idg» =1 —0b*. That is, let (id1,J1), ..., (idg, jk) denote all the key queries made by A, then j, # j» for all
a#b. And, (idy)e- # 1= b or j, # j* for all a.

Definition 21 (¢g-query Lower Identity Hiding). Let A € N and ¢ = q(\) be some fized polynomial in A.
An EI-PLMCFE scheme satisfies g-query lower identity hiding security if for every stateful PPT adversary
A, the following probability is negligible in A:
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[ (1%, 1mimax 5% 0% b*) < A(1V)
(msk, pp, (ek;)ien)) Setup(l’\ 17, 1%, Ninax)
SplEn KeyGen
(tag’ Xl) « AEﬁc )C(C)orrues),t ; ()( ) 1
Pr | ASPEnct)(c®) =p b <—$ 0,1} | =5
ct” + SplEnc(msk, tag, (j*, L, 0),x;)
t“” + SplEnc(msk, tag, (5%, E* b*),xl)
c® (th))le[n]
with the following oracle restrictions:
» Enc and Corrupt oracles are defined identically as in Definition 18.
 SplEnc oracle: this oracle has msk hardwired, and implements the algorithm SplEnc(msk, -, -,-). A can
make at most g queries to SplEnc. And for each query on ((j,¢,b)) the user-index j has to be j*.
« KeyGen oracle: this oracle has msk hardwired, and implements the algorithm KeyGen(msk,-,-,-). A can

make at most one query for each user-index j € [ninax|, and no key query of the form (id, j*) where
idg» = b*. That is, let (id1,71), ..., (idg, jx) denote all the key queries made by A, then j, # jy for all
a#b. And, (idy)e- # b* or jo # §* for all a.

The following Definition 22 defines the message hiding security for EI-PLMCFE, which intuitively captures
a weaker version of IND-CPA security that we will base the tracing security on: for any PPT adversay, after
constructing a decoder with oracle access to key-generation, encryption, as well as corruption oracles, on
chosen tag and challenge messages, given the challenge ciphertext, this adversarial decoder is not able to
distinguish the challenge bit. We remark that in [GKW19] the message hiding security is rather defined
similarly to the full-fledged IND-CPA security of PKE schemes.

Definition 22 (¢g-query Message Hiding). Let A € N and ¢ = q(\) be some fized polynomial in \. An
EI-PLMCFE scheme satisfies adaptive ¢g-query message hiding security if for every admissible stateful PPT
adversary A, the following probability is negligible in \:

' (17, 170) A1)
(msk, pp, (ek;)iefn)) < Setup(1*, 1™, 1%, ninax)
(138, (K ) < ALK o)
bes{0,1} | 2

ct” « SplEnc(msk, tag, (ninax + 1, L, 0), (b))
I c® — ( t(b)):l o

with the following oracle restrictions:

Pr ASp|Enc(~)(c(b)) =b

» Enc and Corrupt oracles are defined identically as in Definition 18.

 SplEnc oracle: this oracle has msk hardwired, and implements the algorithm SplEnc(msk, -, -,-). A can
make at most g queries to SplEnc. And for each query on ((ninax + 1,4,b)) the user-index has to be
Nindx + 1.

« KeyGen oracle: this oracle has msk hardwired, and implements the algorithm KeyGen(msk,-,-,-). A can
make at most one query for each user-index j € [ninax|. That is, let (id1, 1), ..., (idk, ji) denote all the
key queries made by A, then j, # jp for all a # b.

Furthermore, the adversary is admissible if it satisfies Definition 23 for the specific function class computing
inner products.

Definition 23 (Strong Admissibility for Inner Products). Below we recall the strong admissibility
condition (against complete queries) for MCFE for the function class that compute inner products (Defini-
tion 11) of (X,Y) where X = x1]| - - - || X, and each ek; is used to encryption a vector x;. We note that formal
definition of this strong admissibility is given in Definition J, which is inspired by the definition in [NPP23].
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1. For all vectors (X9, X®) that is queried to LoR,, for all (tag, Y = (y:)}') € Q, > ;e (A%, yi) = 0 where
Ax; = x{" —x”, where H = Hekey, for any b € {0,1}.

2. For all vectors (X©,X®) that is queried to LoR, for all (tag,Y = (y;)}) € Q, for all i € Cekey, we have
<AX¢7 y1> = 0

We recall that the admissbility condition is checked at the finalisation of the security game, after receiving

the guess b’ € {0, 1} of the adversary for the challenge bit b & {0,1}. The conditions are applied to all queries
by the adversary during the game.

Remark 5 (Comparing with [GKW19]). The acute reader might notice that we do not allow the adversary’s
access to the KeyGen oracle after the challenge phase, while [GKW19] does allow. However, this oracle access
is not necessary, in both our security proofs in Section 4.2.1 and those of [GKW19]. In fact, it is crucial for
our construction as it only require the functional keys to be semi-adaptive, the security level of our building
blocks in Section 6 are compatible.

4.2 Building Indexed EITT from EI-PLMCFE

Our construction of indexed EITT for MCFE from EI-PLMCFE (Item TMCFE.1) consists of our new
integration of a tensoring technique for the multi-client setting, all along with non-interactive secret sharing
of 0 among clients, see the main transformation in Section 4.2.1. This extends fully the works of [ABG19]
and [LAKWH22] to the tracing of multi-sender setting. Starting from the case of one client encrypting a
message vector x, deryptable using a functional key for vector y, in order to index-trace the users’ decryption
keys, our main idea is letting the indexed EITT-MCFE tensors the vectors x,y with a pair of vectors (a, b)
of appropriate length that, by properties of tensor products, (x ® a,y ® b) = (x,y) - (a,b). The part x® a
intuitively is encrypted by the EI-PLMCFE (normal encryption) during encryption of indexed EITT-MCFE,
whereas the part y ® b is extracted by the keygen of the EI-PLMCFE during key generation of indexed
EITT-MCFE. The decryption involves dividing by (a, b), and this is used crucially in our tracing-encryption
algorithm (subroutine of the main tracing, see Figure 4), for an index range nj,ax: (%) the tracer switches
to the special encryption algorithm of the underlying EI-PLMCFE scheme to teest index by index between
1,2...,ninax + 1, and (i) the tracer send tracing signal such that running indexes in [nindx], a is chosen
as in the normal encryption but when the index tested is ninax + 1 the vector a makes (a,b) = 0. This
case of ningx + 1 allows choosing the tracing challenges to be x©@ # x® such that (x©,y) # (x®,y), for a
good decoder to trivially distinguish, but from the view of the special encryption for niyqx + 1 it still holds
(x?®ay®b) =0=(x?®a,y ®b). In the end, this implies a significant gap in the distinguishing
probability of the decoder between [ninax] and ninax + 1, helping the tracer of EITT-MCFE to identify the
index j that creates the significant jump in the distinguishing probability (j — 1,7). Last but not least, our
transformation in Section 4.2.1 generalizes this idea into the context of multi-client setting, while resolving
a new challenge that the x-vectors are now masked independently and non-interactively by each client 4
with a secret share of 0. The idea to achieve this masking resembles the MCFE construction in Step 1
in Section 1.2.2.

4.2.1 Construction

Building blocks. We assume the existence of

« A secure n-client EIPLMCFE scheme for the inner product function Fj: Z;Lz'm'k X ZQQ'm'k — Zq and
identity space {ZD = {0,1}"}.en. (So each client encrypts a vector of size n - m - k.)
+ Two families of pseudorandom functions PRF(k, -), PRFy(k, -) of appropriate input/output length.

We will build a traceable MCFE scheme for the inner product function F': Zg™ x Zy™™ — Z, with identical
identity space.
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Notations. We will denote

* X =xi| - |xn € Zg™, where each x; € Z;", the message (which will be encrypted by n clients).
Y =yill - lyn € Z m. , where each y; € Z7", the function (which will be input to the KeyGen oracle).
Construction.

Setup(1*, 1™, 1%, njnax): Do the follovvlng
« Fori e [n],Vj#i:k;,; =k;; < {0,1}*.
« Sample k;, 4 < {0,1}*.
« Run EIPLMCFE.Setup(1*, 17, 1%, njnax) — (msk-eipl, (ek-eipl;)ic[n))-
* We return msk := (msk-eipl, {k; ;};>i, ki,q) and the encryption keys ek; := (ek-eipl;, {k; ;};>i)-

KeyGen(msk, id, j, Y): Parse msk := (msk-eipl, {k; ; };>i, kinq) and do the following:

« Compute b =by||---||b, < PRFa(ki,q4,7) € Zg'k.
e Letz;=0]---]| Y&b; [--]0€z ™ forall i € [n].

i-th coord. among n

- Output ((EIPLMCFE.KeyGen(msk—eipI, id, .20)) e ,b) as the decryption key.

Enc(pp, ek;, tag, x;): Parse ek; := (ek-eipl;, {k; ;};>:) and do the following:
+ Compute t; g < >, i( 1)7<'"PRF(k; ;,tag) € Z"™, where (—1)’<* := —1 if and only if j <.
» Choose a random a; € Z’;.
« We define w; := 0]| - - - [|0[|x][0]| - - [0 + t; tag € ZI"™ and compute w; = W; @ a; € Z"™*.
* Return (EIPLMCFE.Enc(pp, ek-eipl;, tag, w;), a;).

Dec(pp, dk, ctag): Do the following:
» Parse dk = ((dk-eipl;)icfn], b1l - - [bn) and crag = (ct-eipl; 1o, ai)ie[n].
 For each i € [n], we use the specific i-th component key dk-eipl, to decrypt the total ensemble of

EI-PLMCFE ciphertexts (ct-eipl; 15)ic[n) and obtain

EIPLMCFE.Dec(pp, dk-eipl;, (ct-eipl; 1o¢)icin])
<ai,bi>
_(wi@ay|---[Wa @an, 0f - - [[Y @ by| -+ [|0)
(a;, b;)

€; =

(Ww; ®a;,Y ®b;)
(a;, by)

(Wi, Y) - (a;, by)
(ai, b;)

= <Xi7Yi> + <ti,tagaY>'

* Return ), e;.

Trace” (msk, 11/, tag, x\”), x")): Let y := 1/e. Do the following:
« Set T™Mdx .= (). For j = 1 t0 Nindx:
o Compute b, p, ¢ < IndexTrace(msk, 1y,tag,xgo)7x51)
in Fig. 5
o If b= 1, set Tindcx Tlndcx Ui ,] D, q
» Set T := (). For each (j,p,q) € T™d¢
o Compute id < IdTrace(msk, 1y,tag7 E ),Xgl),(j,p7 q)), where the algorithm IdTrace is given
in Fig. 6.
o Set T =T U {id}.
e Output T as the set of traitors.

,7), where the algorithm IndexTrace is given
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Input: Master secret key msk, a tag tag, a triple index-position-bit (7, ¢, b), and messages
x\, xV and a challenge bit

i X ge DIt 7.
Algorithm: This algorithm will be used later in the tracing algorithm Trace. It does

the following:

« Parse msk to get k;,q- Then for each j’ € [ninax + 1], re-compute
bj :=bj 1| |Ibjn = PRFa(king, i) € Z0F,

as in the first step of KeyGen.
+ Parse msk to get PRF keys and re-compute t; tag € Z¢ ™ as in the first step of Enc.”
+ Choose a random non-zero vector v; <= ZF \ {0}.
« Compute v\ for v € {0,1} as:
o If j < njpax + 1, set VEO) = Vgl)
o If j = njpax + 1, choose random VEO) #* vgl) € Z’; such that:

1 (b, vy =0 for all j € [ninax].
2. <bj/7i,V§1)> = 0 for all j/ S [nindx].
+ Compute w{” = (0] -+ x|+ |0 + i rag) @ v(") € ZF.
¢ Return
o (EIPLMCFE.SplEnc(msk, tag, (3, ¢, b),wEW)),vi)
if § < Ninax + 1.
o (EIPLMCFE.SplEnc(msk, tag, (4, ¢, b),wg’”),vp))7 otherwise.

= V;.

® Recall that i is the challenge index embedded in the messages.

Fig. 4. Algorithm TraceEnc(msk, tag, (7, ¢,b) %\ x<1),w).

Einha A e 1

Correctness. Correctness comes from the fact that for any tag, >, t; ag = 0. The parameter k is chosen
(0) (

by Setup so that 2ni,ax < k, to guarantee the tracing algorithm works, i.e., the vectors v;’ and vil) in

Equations (1)-(2) are guaranteed to exist.

Theorem 2. If EIPLMCFE is a 1-query secure EIPLMCFE as per Definition 18 to Definition 22, then
construction in Section /.2.1 is secure, as per

« adaptive one-challenge IND-CPA security with complete queries and repetitions, under all-but-two
adaptive corruption (Definition 5),
e tracing security (Definition 16),

where the admissibility condition is checked for the inner product function class (Definition 11) and all-but-two
adaptive corruption means at most (n — 2)-among-n clients can be adaptively corrupted.'”

The proof of this theorem follows from the two following theorems.

Theorem 3. If EIPLMCFE is a I-query secure EFIPLMCFE as per Definition 18 to Definition 22, then
the construction in Section /.2.1 is adaptive one-challenge IND-CPA security with complete queries and
repetitions, under all-but-two adaptive corruption (Definition 5), where all-but-two adaptive corruption
means at most (n — 2)-among-n clients can be adaptively corrupted.

Theorem 4. If EIPLMCFE is a I-query secure EIPLMCFE as per Definition 18 to Definition 22, then the
construction in Section 4.2.1 is securely traceable (Definition 16).

17 We make this corruption restriction to ease the proof presentation. Similar techniques from [ABG19] can be used to
treat the particular case of only 1 honest client.
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Input: Master secret key msk, parameter y, a tag tag, two messages xgo), xgl) and an
index j.

Algorithm:

Let € = |1/y]. Tt sets N = X - nynax/€ and count; = county = 0. For v =1 to N, it

computes the following:
1. Choose by <5 {0,1} and compute

", b,)

ct;1 < TraceEnc(msk, tag, (4, L,0),x

and send ctj;; to D, where TraceEnc is defined in Fig. 4. If D output b,, set
count; = count; + 1, otherwise set count; = count; — 1.
2. Chose ¢, <5 {0,1} and compute

ct; 2 < TraceEnc(msk, tag, (j + 1, L, O),xgo),xgl), Ccy)

and send ctjo to D. If D output c,, set counta = county + 1, otherwise set
county = county — 1.

If countizcounts > < output (1, <, ©2) else output (0, L, L).

ANindx

(0) (1)

Fig. 5. Algorithm IndexTrace(msk, 1Y, tag, x; ’,x; ', j).

0 (M)

Input: Master secret key msk, parameter y, a tag tag, two messages x; ’,x, ~ and an
index j and probabilities p, q.
Algorithm:

Let e = |1/y]. Tt sets N = X - njpax/€ and count, = 0 for £ € [&].

1. For each £ =1 to &, for v =1 to N, choose b, < {0,1} and compute

ctj < TraceEnc(msk, tag, (j, ¢, O),XZ(-O),xEl),bA,)
and send ct; to D. If D output b,, set count, = count, + 1, otherwise set count, =
county — 1.
2. It then sets id := L. For £ =1 to k, it computes the following: if pTﬂ > %, set
id, = 0, else set idy = 1.
3. Finally, output id.

Fig. 6. Algorithm IdTrace(msk, 1Y, tag, %) x(1>, (4,2, q))-

i )

The proof of Theorem 3 is given in Section 4.2.1, and the proof of Theorem 4 is given in Section 4.2.1.

4.2.2 Proof of Theorem 3

We translate the strong admissibility from Definition 4 for general function classes to the case of inner

products. These concrete conditions are used in the proof of Theorem 3.

Proof of Theorem 3. We give the main ideas of the game transitions. The changes that make the transitions
between games are highlighted in [gray. The advantage of an adversary A in a game G; is denoted by

AdV(Gz) = PI‘[GZ‘ = 1] .
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Go: This is the original security game following Definition 5, where the challenge bit is b = 0. We recall

Gl:

G2:

that we impose the one challenge restriction, where the only challenge tag in (x,*,tag) to LoR can
be repetitively queried to both Enc and LoR with different x; for the same i. For simplicity, we add
a constraint that the challenge tag tag is not queried to Enc. This incurs a multiplicative loss factor
in advantage up to an inverse of polynomial in A, where we can reduce to the normal one challenge
restriction by guessing the challenge tag among the tags for encryption, and responding all of its Enc
queries (7, x;,tag) by LoR(i,x;, X;, tag).

The simulator guesses the number of honest clients h < n by sampling h & [n], i.e. equivalently at the
end of the game [H| = h and |C| = n — h is the number of adaptively corrupted clients. If the guess
h is incorrect before Finalize, the simulator aborts and outputs 0. The correct guess happens with
probability 1/(n + 1) and we can calculate that Adv(G1) < 1/(n+ 1) - Adv(Gp).

The set of honest clients is ordered by appearance and indexed by H = {i1,...,in}, where h > 2 results
from the guess of the size of # from the previous game. The simulator samples u,, . .., u), < Zyg™ and
computes t; ., for each i € H below, changes are |grayed :

o If i = iy, define

b o = Z(_l)j<€PRF(k;7j,tag) + 22:2 u €Z;M .
J#i
« If i = iy for £ € {2,3,...,h}, define

ti g = D (—1)'<'PRF(k; ,, tag) — ug € ZI"™ .
J#i
The rest of the game is unchanged, where the simulation of Setup, Extract, and LoR queries is identical

to the real game using the set up parameters. We remark that the order of apperance of an honest ¢ is

defined as per the queries to LoR, which involves the above calculation of t; tag-

We argue the indistinguishability between G; and G, by a hybrid argument, following a sequence
Gi = G1.0,G1.1,...,G1, = Gy in which the calculation of t;,s is done in Gy, for u € [h] below,

highlighted in [boxes}:

« If p=1, Gy, is identical to Gy ,—1.
o If 4 > 2, for 1 =iy, define

t g = O (— 1) <'PRF(k; , tag) +[ i, | € 2™
J#i
« If 41 > 2, for i = iy for £ € {2,3,..., u}, define
t; g = O _(—1)/<'PRF(k;  tag) —[dg € Z™ .
J#i
« If 4> 2, for i = iy for e {u+1,...,h},

b g = 27— 1) < PRF(k; ;. tag) € Z)""

Roughly speaking, in the game G;.,, where 2 < p < h, we embed a p-out-of-y1 secret sharing of 0 among
the first p honest clients, ordered by appearance in H = {i1,...,4,}. The hybrid argument consists of
two steps: (i) Going from Gi.; to Gy, and () Going from G; , to Gy .41 for p e {2,3,...,h}. We give
details below:

+ Step (i): The transition from Gy ; to Gy o is indistinguishable by the PRF security. The reduction
first guesses the first two honest 41,75 and samples us & Zyg™. If the guess is incorrect, the reduction
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G3:

G4:

aborts and outputs 0. Otherwise, for i1, the reduction computes

tig= D (—1)/<"PRF(k; ; tag)+ ChPRF((i1,is),tag) + uy
JE{i1,i2}

whereas for i, the reduction computes

tiy tag = Z (—1)’<"PRF(k,, ;, tag) — ChPRF((i1,i2),tag) — us
J¢{irsia}

where ChPRF((i1,142), tag) is the challenge PRF query with respect to the key k;, ;,. We remark that

both 41,72 are honest and the PRF key k;, ;, is never revealed to the adversary by construction of

ek;, containing {k; ; =k, ; } and the latter is in ek;,. We apply the PRF security twice:
in G1‘2

. ) .
PRF(k;, 1, tag) <. RF(;, 1, (tag) = RF(, i) (tag) + us <. PRF(k;, ;,,tag) + us ,
N————

in G131

where () follows from the PRF security, (1) follows from the fact that us is uniformly random, and
(xx) follows from the PRF security. The transition is indistinguishable by the PRF security and the

correct guess probability of ﬁ for guess i1, is.

+ Step (ii): The transition from Gy, to Gy 1 for p € {2,3,...,h — 1} is indistinguishable by the
PRF security. The reduction first guesses the next honest client 7,41 and samples u,11 & Zyg™. The
reduction performs similarly as in the case of i1,i2 in Step (i), by querying the PRF challenge with
respect to the key k;, ;. ,. It is important to recall that i,,7,.1 are honest and the PRF key k
is never revealed to the adversary by construction of ek;, containing {kl-,“iu o = Ki, Mu} and the
latter is in ek;, . Finally, is indistinguishable by the PRF security and the correct guess probability
of % for guess %,41.

Tpstu+1

A sequence of the above steps results in the indistinguishability between G; = G1.9 and Go = Gy p,.

We switch the vector big ; into a uniformly random vector
$ -k
big,j1ll - [[bia,jn < Zg ™,

noting that the PRF key k;, 4 is part of the master secret key msk and never revealed to the adversary. We
index the vector big ; by id, j that is associated to each Extract query. The transition is indistinguishable
under the PRF security.

For i € H honest that are ordered by appearance and resulting from the games G; and Gg, the
corresponding challenge ciphertext component is computed differently where we define

Wi = 0] Ol 0]] -+ - [0 + t; 0ag € Z5™

and compute w; = w;®a; € Z;"m'k. We perform a reduction to the underlying security of the EI-PLMCFE
scheme below:

1. Our simulator starts the IND-CPA game with the challgenger against the EI-PLMCFE scheme.
The Initialize is run so that the challenger generates (msk-eipl, (ek-eipl;);c},) for the EI-PLMCFE.
_ 8 A
i = Kji {0,134,
Kind & {0,1}*, as in the previous game. When the adversary A outputs a static corruption set C, the

simulator demands the challenger to corrupt the corresponding ¢ € C and returns to A for every ¢ € C
the key ek; = (ek-eipl;, {k; ;};>i)-

The simulator sets up the rest of the msk by sampling for i € [n],Vj # i : k
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2.

. Upon a LoR query for (4, x;

Upon an Extraction query for id, 7, Y by the adversary A, the simulator samples big ; = bigj1 ] - - . [|bid.jn <

ZF asin G, thenz; = 0| ---|  Y®&b;  ||---]0€Z2" ™" for all i € [n]. For each i € [n] our
N——
i-th coord. among n

simulator queries to the EI-PLMCFE-challenger on (msk-eipl,id, j,2;) and obtain dk?ipl. Finally, the

simulator returns ((dkfipl)ie[n],bid,j> to the adversary.

© LM

', x{" tag) by the adversary A, the simulator:

* samples I tag & ZZ"" for ¢ € H so that they form a sharing of 0, and sets the share t; tag < T tag,
as in Go
« samples b < {0,1}, a; < Z’; as in the game for A, then computes

Wit = 0[] - 03[0l -+ 10+ ticag € ZG™
Wi = 0) (Ol O] - 110 + i e € Z5™
and computes wi™? = w™” @ a; and w™" = W™ ® a;

« sends an LoR query (i, w™” w™ " tag) to the ELPLMCFE-LoR, receives the ciphertext

ct®"*)in which o < {0,1} is the E-PLMCFE challenger’s bit.
« returns (ct*™*”, a;) to the adversary A.

The above simulation is done for each LoR query by A, with respect to repetitions j; for each
i € [n]. Thanks to the fresh randomness a{" & Z’; at step 3 for a repetition j;, each repetitive LoR
(3,x"7 x{"77 tag) query by A, indexed by j; for fixed i € [n] and challenge tag tag, will induce
a different (i, w™ " w7/ tag) query to the EI-PLMCFE-LoR at repetition j; for the same

(i, tag)

. Upon an Enc query for (i,x;,tag) by the adversary A, the simulator performs a similar simulation

as in the previous step 3, except that the simulator sends an Enc query (i, w\ ™ tag’) to the EI-
PLMCFE-Enc that encrypts the message w{™ under the tag tag’:

T i 0] [0+ 0 + tisag € Z5

where the share t; 1.y is computed as in Gp. As previously, the simulation is done with respect to
each repetition j; for each i € [n]. We recall that thanks to Gg, the challenge tag tag is not queried to
the EI-PLMCFE-Enc.

argue that the adversary’s view in G4 is computationally indistinguishable from the real game Gg:

When the EI-PLMCFE-LoR is queried with (i, w{”, w{", tag), when &' = 0, the returned ciphertext

cti™? is computed as in Gz, with the challenge x{”. An i-slot decryption vis-a-vis some functional

decryption key ((dk?ipl)ie[n},bid,j) returns

_ EIPLMCFE.Dec(pp, dk™, (ct{™")ic(n))
(ai, b;)

€ = <X§b)7 Yi> + <ti,tag7 Y> .
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« When V' = 1, the returned ciphertext ct{™™" encrypts the challenge x|, as in G4. Necessarily, we

verify that an i-slot decryption vis-a-vis some functional decryption key ((dk?ipl)ie[n},bid,j) leads to

_ EIPLMCFE.Dec(pp, dk{®™, (ct{™");c(n)

N <ai7bi>

_ (WM @a - [Wet @ a,, 0[] - [Y @ by|| - [|0)
B <a’iabi>

€i

<"‘A",;eip|,1) ® a;, Y ® bl>
(a;, b;)
= (x",yi) + (birag, Y) + (A%, y3).

First of all, thanks to the setting of t; tag = T tag & Zy™ from Gy, the term (t;ag, Y) preserves

the distribution of the partial term e;, in comparison to the case b’ = 0. We then use that fact that

Ax; = xil’“) - xéb'“) is the difference of the challenge plaintext component, at repetition j; for slot
i, and is constant over the repetitions j; thanks to condition 1 for the admissiblity with respect to
all repetitions (note that for ¢ € C the added (Ax;,y;) = 0 is trivial, by condition 2). Furthermore,
once again, thanks to condition 1 it holds that ), , (Ax;,y;) = 0 and thus the function evaluation
is exactly preserved.

 As a consequence, if A is an admissibile adversary against the IND-CPA security game for the Indexed

EITT, then our simulator is an admissible adversary against the IND-CPA security game for the
underlying EI-PLMCFE scheme. The security of EI-PLMCFE under consideration is IND-CPA with
one-challenge, complete ciphertexts, and all-but-two adaptive corruption, while being resilient against
adaptive adversaries with repetitions.

This concludes that the advantage of A in distinguishing Gs and G4 is upper bounded by the advantage

of the simulator in winning the IND-CPA game against the underlying EI-PLMCFE.

In game G4, the challenge bit b is not involved in the computation of the ciphertext, and the adversary’s view
is independent of b. This concludes the proof. O

4.2.3 Proof of Theorem 4

Our proof of correctness of tracing follows almost identically as that of [GKW19|, with modifications in
computing the correct trace probability, adapted to the multi-client setting. In particular, we show that the
false trace probability is bounded by a negligible function, and the correct trace probability is close to the
probability of A outputting an e-successful decoding box for some non-negligible e.

We first define some notations. Given any pirate decoder box D, any tag tag, and two messages (x(©), x(l)),

for any j € [Ninax + 1], ¢ € [s], let w§°), wgl) be the messages created from XEO), xgl), respectively, together
with some uniformly random vector v; as in the Return step of TraceEnc, where we use the index ¢ to identify

the i-th client’s encryption slot. We define
I b+s{0,1}
D )
L =Pr|D((cti, vi)ien)) = b ‘
pj 1 T i ((C v ) €[ ]) ' ct; SplEnc(msk7tag, (,7; 1, 0)’wl(b)) :|
b+«s{0,1}
ct; « SplEnc(msk, tag, (4, ¢, O),w(b))

%

Pfe =Pr|D ((ct;,vi)ic[n)) = b ‘

pP | =Pr ‘D ((cti,vi)icn) = b | b+s{0,1},ct; Enc(eki,tag,wgb))}

where the probability is taken over random coins of decoder D as well as the randomness used during
encryption of EIPLMCFE. For simplicity of notation, we will drop dependence on decoder D whenever it is
clear from context.
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In the following, we note that the generation of wgb) for b € {0,1} in TraceEnc is exactly the same as

that in Enc for all user-indices j € [nindx]- The only difference is that TraceEnc uses the special encryption
algorithm SplEnc instead of the normal encryption algorithm Enc. Looking ahead, this allows us to relate
the probability pyym1 of the normal encryption in the tracing game to the probabilities p;, of the special
encryption in the tracing algorithm. For the exception in the case of the index j = njuax + 1, we give a
formal treatment in the proof of Claim 4.1. We note that the same argument can be used anywhere involving
indistinguishability on this index j = njugx + 1.
We show that false trace probability is upper bounded by some negligible function.

Lemma 1. If the scheme EIPLMCFE is a 1-query secure EIPLMCFE scheme as per Definition 18 to Defi-
nition 22, then for every PPT adversary A, polynomial q(-) and non-negligible function €(-), there exists a
negligible function negl(-) such that for all X € N satisfying e(\) > 1/q()\),

Pr-FalseTr 4 (\) < negl()),
where Pr-FalseTr 4 .(-) is defined in Definition 16.

Proof. The proof of this lemma is similar to that in [GKW19, Theorem 5.2]. We sketch the high level idea of
the proof and inform the reader modifications in their proof adapted to our multi-client setting.

Let S C [ninax] X {0,1}" be the set of index-identity pairs queried by the adversary A for decryption keys,
Sindx C [Nindx] be the set of indices queried by the adversary A for decryption keys, and let D be the decoder
box output by A.

In the following we skip the dependence of £(-) on A for simplicity of notation. For j € [ninax], £ € [k], we
define events

Diff-Adv : pP, —pP | | > &/8ninax

Diff-Adv? 1+ P21 — PPy > £/16mimax
Diff-Adv?y upe * P2y — PPy 1 > €/16nimax
Diff-Adv? : \/  Diff-Adv? Diff-Adv?)
J€[Nindx]\Sindx (j,id)eS,Le(k] s.t. ide=1
\/ Diff-Adv?y por-

(j,id)€S,Le[k] s.t. ide=0

Next, note that the probability of the event false trace can be rewritten (using union bound) as follows by
conditioning on the events defined above:

Pr[Fal-Tr] < Pr[Fal-Tr | DIff-Adv] + Y Pr[j ¢ Sinax A Diff-Ady,]

J€[Nindx]

. K .. (DifF—Ade7g7|Wr Aidp = 1)
+('[)E[Z » ]Pr [Elld € {0,1}" s.t. (j,id) € SA (V(DifF—AdV]’J,upr nide = 0) )|
J,£ Nindx| X [K

The first term is bounded by a negligible function identically as in [GKW19, Lemma 5.2]. The second
term is bounded by a negligible function as proven in Lemma 2. The third one is bounded similarly as that
of [GKW19, Lemma 5.4], whose proof is adapted to our setting as in Lemma 2. The lemma follows. O

Lemma 2. If the scheme EIPLMCFE is a 1-query index hiding secure EI-PLMCFE scheme as per Defini-
tion 19, then for every PPT adversary A, polynomial q(-) and non-negligible function (-), there exists a
negligible function negl(-) such that for all X € N satisfying e(A\) > 1/q(\) and j € [nindx),

Pr[j ¢ Sinax A Diff-Adv;] < negl()).
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Proof. Suppose, on the contrary, there exists a PPT adversary A, polynomial ¢(-) and non-negligible func-
tions e(-),0(+), such that for all A € N satisfying e(\) > 1/g()), there exists an j € [ninax] such that
Pr[j ¢ Sinax A Diff-Adv;] > 6()). Then we can use A to build a PPT reduction algorithm B that breaks the
index hiding security property of EIPLMCFE.

The reduction algorithm B first receives (1™md= 1%) from the adversary .4, which it forwards to the
challenger. It then receives the EIPLMCFE public parameters pp from the challenger, which it sends to A.
Next, it randomly guesses the index hiding challenger with which it interacts by choosing an index j* + [Rindx]
and sends it to the EIPLMCFE challenger. The adversary A then queries to its oracles. B forwards A’s queries
on Enc and Corrupt oracles to its corresponding oracles. If A queries KeyGen on index j*, B aborts and sends
a random guess to the EIPLMCFE challenger. Else, on KeyGen query for (j,id) from A, B forwards (j,id)
to the EIPLMCFE challenger and forwards the challenger’s response to the adversary A. After all queries,
the adversary sends a decoding box D, messages (X(O), X(l))7 and a tag tag to B. The reduction algorithm
then chooses two bits «, 8 uniformly at random. Next, B sends (tag, x(a)) to the EIPLMCFE challenger, and
receives back a challenge ciphertext ct(®). It also queries the EIPLMCFE challenger for a special-encryption
of x(® for index-position-value tuple (j* 4+ 5,L1,0). Let ct®® be the challenger’s response. Finally, B runs
decoder box D on ct(® and ct® independently, and if D(ct®) = D(ct®), it outputs b’ = 3, else it outputs
b =1— [ as its guess.

First, note that B is an admissible adversary in the index hiding security game. This is because B
does not query KeyGen on index-identity pair (j,id) such that j = j*. Additionally, it only makes a single
special-encryption query on index-position-value tuple (j*, 1,0) or (5% + 1, L,0).

Let p;« 5 = Pr[B = D(ct(®)]. Recall we have that Pr[j ¢ Sinax A Diff-Adv;] > 6(X). Thus we can write

Pr[j ¢ S A ((pj0 +Pj1)/2 = (Pj+1.0 — Pj+1,1)/2) 2 €/8ninax] = 6(A)
=Pr[j" =jAj ¢S A0 +Pia)/2 = (Pir1.0 = Pjt1.1)/2) 2 €/8nindx] = 6(A)/Nindx.
Thus, we can also write that there exists a bit b such that
Pr[j* =jAj & SA(pj+16 — Pjb) = €/8Ninax] = 6(A)/Ninax-

Now since the reduction algorithm B simply randomly guesses this bit b, thus we have that with probability
at least 6(\)/2ninax, B outputs a message x(*) such that D can distinguish between encryptions of x(®) to
indices j* and j* + 1 with advantage at least £/8niyqx. Thus, the lemma follows. O

Next we show that if D output by the adversary A is a good decoder, then with overwhelming probability
the tracing algorithm outputs a non-empty set 7. In particular, we show the following lemma.

Lemma 3. If the scheme EIPLMCFE is a 1-query secure EIPLMCFE scheme as per Definition 18 to Defi-
nition 22, then for every PPT adversary A, polynomial q(-) and non-negligible function €(-), there exists a
negligible function negl(-) such that for all X € N satisfying e(\) > 1/q()\),

Pr-CorrectTr 4 () > Pr-GoodDec 4, () — negl(A),

where Pr-CorrectTr 4,(-) and Pr-GoodDec 4 (-) are defined in Definition 16.

We first state a claim required to prove Lemma 3, and then assume correctness of this claim to prove
Lemma 3. In the rest of this section, we prove the required claim, which is the bulk of our proof.

Claim 4.1. If the scheme EIPLMCFE is a 1-query message hiding EIPLMCFE scheme as per Definition 22,

1
Priact1,L < 5 F negly (),

for some negligible function negly(-).

Assuming Claim 4.1, we are ready to prove Lemma 3.
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Proof of Lemma 3. The proof is almost identical to that of [GKW19, Theorem 5.3]. We first analyze the
probability that the tracing algorithm outputs a non-empty set T'.
Let Sindex € [nindx] be the set of indices j € [nindx] such that p; | —pjt1,1 > ﬁ By using a Chernoff

bound, we get that
VJ S Sindexa Pr[ﬁj,J_ - ﬁj—i—l,J_ < €/4nimdx] S 2_0()\) = negll()‘)a (7)

where p denotes the corresponding estimate computed by the tracing algorithm (i.e., the estimation output
by IndexTrace) using N = ) - njuqx/€ independent samples.'®

Furthermore, by definition, when the event GoodDec happens, we have pyym > %—I—e for some non-negligible
€. By l-query normal hiding security, we have that pnym1 — p1,1 < negls(\) for some negligible function
negly(-). Combining with Claim 4.1, we have

P11 = Prinax+1,L = € = negly(A) — neglz(A) > €/2.

This allows us to conclude that whenever GoodDec occurs, Sindex 1S @ non-empty set. Together with Eq. (7),
we have that if GoodDec occurs, with overwhelming probability the following holds:

T™ £ ), andV (j,p,q) € T :p—q>

4nindx

Notice that the algorithm IdTrace simply checks for each ¢ € [k], either p;, > % and sets id; = 1, and
id, = 0 otherwise. Thus, for any triple (4,p, q) € T™4* IdTrace always outputs some identity id. This means
that T4 £ () implies T' # (. Therefore, we can write

Pr[T # 0] > (1 — Nindx - negl; (X))Pr-GoodDec 4 (A) > Pr-GoodDec 4, () — negl(\).
Finally, combining this with Lemma 1, we obtain
Pr-CorrectTr 4 () > Pr-GoodDec 4, () — negl(A),

which concludes the proof. O

Overall, Lemma 1 and Lemma 3 together conclude the proof of Theorem 4.

4.2.4 Proof of Claim 4.1

Proof. Let A be the adversary in the tracing game defined in Definition 16. We will show that if p,, . +1,1 >
% + &, with respect to some decoder D output by A, for some non-negligible €, then we can build an adversary
B for the 1-query message-hiding security of EIPLMCFE. The crucial part of the proof is to make our reduction
algorithm B an admissible adversary (see Definition 4) for the message-hiding security game, even though we
do not have any restriction on the key queries and the challenge output by the adversary A.

The construction of B is as follows.

1. Setup. Upon receiving the parameters (1%, 1™ndx) from A, B outputs (1%, 1"ndx) and obtains pp from
(-,pp, ) + EIPLMCFE.Setup(1*,1™, 1%, njuqx). B generates random PRF keys {ki.ir }i,iren) as in the first
step of Setup and k;,4 as in the second step of Setup. Then, B sends pp to A.

Furthermore, B also makes n queries to the EIPLMCFE.Corrupt oracle on different inputs ¢ € [n] to obtain
all encryption keys (ek;);e[n]-

2. Simulate KeyGen queries. B simulates each query to the KeyGen oracle by A by using k;, 4 and making
n queries to its EIPLMCFE.KeyGen oracle.

3. Simulate Corrupt queries. For each query to the Corrupt oracle by A on input ¢ € [n], B returns
(eki, {k; i/ }iren)) to A. (Note that B already obtained all encryption keys from the setup phase above, so
it needs not to make any queries to its EIPLMCFE.Corrupt in this step.)

'8 A formal proof follows similarly those provided in [GKW18, Lemma 4.4] and [GKRW18, Lemma 5.3].
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4. Simulate Enc queries. On the query input x; from A, B answers by computing Enc itself. Note that B
can simulate these encryption queries because it has all PRF keys {ki,i'}i,i’e[n] as well as encryption keys
(eki)ien)-

5. Simulate challenge query. Whenever A outputs two challenge message x

57) as in TraceEnc. Again note that to compute WE’Y), B only needs

 the PRF key k;,q which it already generated itself;

« the PRF keys {k; ;}; ; which it obtained from the corrupted encryption keys (ek;);.

B outputs (WEO), wgl))

(v)

%

for v € {0,1}, B computes

w

as its challenge plaintexts.

6. Output. Upon receiving the challenge ciphertext (ctgb))i from the EIPLMCFE challenger, where ctz(-b) —

EIPLMCFE.SplEnc(msk, tag, (Minax + 1, L, 0),ng)) for b < {0,1}, B runs D on (ct?,¥;); which outputs

a bit ' € {0,1}, where ¥; is some uniformly random vector generated in the previous step during the
(b)

generation of w,; ’. Finally, B outputs the same bit b’ as its own guess of b.

We finish the proof by showing that: (i) B simulates A perfectly; and (ii) B is admissible in the message-hiding
security game of EIPLMCFE (Definition 22).

The former is easy to see, except that now A (or more precisely, the decoder D) now receives a special
encryption for its challenge on index j = njnqx + 1, instead of a normal encryption. On a special encryption
on index j = njuax + 1, A receives a ciphertext of EIPLMCFE.SplEnc together with a vector ¥; := vgn’) + vy
(which plays the same role as the vector a; in EIPLMCFE.Enc). However, this vector v; is one-time padded
and perfectly indistinguishable from uniformly random (since v; is uniformly random and perfectly hidden
from A). Note that without one-time pad encryption, A can easily detect if it is currently in the tracing
mode, by checking the Equations (1)-(2) in TraceEnc on the vectors ¥;.' This shows that the probability
that B outputs a correct guess is exactly pp,, .. +1,1-

Next, we argue that B is admissible in the message-hiding security game of EIPLMCFE. For each slot
i € [n], let z; =y ® b;; be any key query on y and index j from A. Since B corrupts all n encryption keys,
we need to show that

0 1 .
<W"('Li1)qu+1,i7zi> = <W’I(’Li3,dx+1,i7zi>’ Vie [n],
which follows from the fact that
(Wi ez = () 4 tig) @V y @by
(v

= (" + titag). ¥) - (V7 byi) = 0,
where the last equation comes follows from the way VE’Y) are chosen in Equations (1)-(2).
This concludes our proof. O

5 Embedded Identities Traceable Multi-Client Function: From Indexed to
Bounded Schemes

In this section we use our indezed embedded identities traceable multi-client functional encryption from
previous Section 4 to construct a bounded embedded identities traceable MCFE scheme, as per Definition 12.
The function class is .7-'}31 ’’’’’ w,, that is defined in Definition 11. Putting forth our ideas, the transformation
makes use of an additional signature scheme, while developing new ideas different from [GKW19] to handle
slot-by-slot secret sharing in the context of multi-client (the foregoing work treats only the case of public key
encryption and there is only one encryptor).

A crucial step is to obtain a bounded EITT-MCFE from the indexed EITT-MCFE (Item TMCFE.3).
We achieve a generic transformation in the multi-client that relies on minimal assumption of the existence

!9 Note that A can efficiently verify this condition because it has all the vectors (bj), e
case it corrupts all decryption keys with indices j € [nindx]-

] from its key queries, in

Mindx
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of signatures, this means our transformation is as efficient as the one in [GKW19| which is in the simpler
single-client setting?’. Our transformation is given in Section 5. Under a parameter npq that bounds the
number of functional keys that can be asked under an identity, we use the indexed EITT-MCFE with index
space [2n?,] to construct a bounded EITT-MCFE with respect to npq. The bounded EITT-MCFE generates
a key for y under an identity id by first signing id, concatenating the signature to id to get id for the indexed
EITT-MCFE, and then extracting a functional key for Y under id with a random index from [2n?,]. To
encrypt under a tag tag, the bounded EITT-MCFE secretly shares the message x; of a client 7 into A
shares, A is the security parameter. Illustratively each i fills in a column of a matrix of size A x n via the
encryption under tag; := tag @ j of the indexed EITT-MCFE. Then, at decryption time, for each j € [\] we
regroup in a non-interactive way row by row the shares of the clients, by decrypting under the tag tag; each
row having n clients. The last computation is a lienar combination of all the row-decryption. As the last but
not least challenge, in the IND-CPA proof of our bounded EITT-MCFE, this amplification of the tags tag to
tag, for all j € [A] means the total keys that must be used is Anpa = £2(/Nindx), where nipax = 2n? ; of the
indexed EITT-MCFE. Our reduction from bounded to indexed EITT-MCFE, the key queries KeyGen from
the bounded adversary, in which no indez is repeated, are handled by a careful sampling of index, then querying
for key queries to the indexed EITT-MCFE challenger. Roughly speaking, our sampler has to somehow
beat the birthday bound over the index space [2n12)d], and we perform the index sampling over small ranges,
keeping track of the aready chosen, and increase the ranges over time. As the birthday bound in our case is
tightly giving significant collision probablity, we can only achieve an inverse-of-poly success probablity for our
sampler (see Lemma 4). This technique fully extends the one for single-client in [GKW19] to the multi-client
setting.

5.1 From Indexed EITT to Bounded EITT

Let Fpy i .., be the function class defined in Definition 11. We now present our construction of
a bounded ém’bedded identities traceable multi-client functional encryption scheme for the function class
.7:]'51 ..~ Let A € Nand ZD = {0,1}" be the identity space where x = k() is a polynomial in A. Let
SS = (Setup,Slgn Verify) be a signature scheme over a message space M = ID with a signature space
{0,1}%=, where l5; = fsig(A) is a polynomial in A, and EITT-ldx = (Setup, Enc, Extract, Dec, Trace) be an
indexed EITT-MCFE scheme FP? Nioo Now with identities from ZD. We construct a bounded EITT-MCFE
scheme EITT-Bnd = (Setup, Enc, Extract, Dec , Trace) as follows.

(msk, pp, (ek;)icm], tk) < Setup(1*,1™, 1%, np,q): Given as input a security parameter ), identity space index

k, a number of clients 1", and some bound on number of key queries nyq, first run tht set up of EITT-ldx
to get A copies of n-client ensemble of keys, that is,

v] c [A} . (msk;i'idx,ppj"'dx (ekel |d><) eln)s tkel |dx> « Setupel |dX(1)\ 1n+€5,g 1v ln)

where the index space is of size v := 2 - n?,. Then, set up the signature keys (sk, vk) < SS.Setup(1*).
Define and publish the public parameters as pp = (pp§-i¥, ..., ppf\' idx vk). The master secret key is
msk == (msk$"¥, ... msk§¥ sk), for each client i € [n] the encryption key is ek; == (ek§7%, ... e ‘f\':;dx)

dkig,y < KeyGen(msk,id, Y): Given the master secret key msk, an identity id € {0,1}", a function description

Y =yill- - lyn € Z3N, where each y; € Z] with respect to ]:Ji\F;l,...,Nn and N = max;(N;) with padding of
zeroes if need be, ﬁrst parse msk as (mskeHd)< ., mskS% k). Then, sign the identity id to get a signature
o = Sign(sk, id). The new identity to pass to the indexed EITT-MCFE scheme is id := id||o € {0, 1}#+%s.
For each j € [A], choose an index uniformly at random idx; < [v] and run the key generation algorithm

20 We recall that our EITT-MCFE is under strong admissiblity, its IND-CPA covers the case of single-client via recent
results [NPP25].
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of EITT-Idx to get the decryption key dk%’idyxj — KeyGen®™ ¥ (msk, id, idx;,Y). Return

dkid,Y = (dki/c\i,Y,P e 7de7Y7>\) .

cttag ; + Enc(pp, ek;, tag,x;): Given as inputs the public parameters pp, an encryption key ek;, a message
i €€ ZN and a tag tag, perform the following steps:

. Parse the public parameters as (ppe"'dx, ..., pp$¥, vk) and the encryption key as (eki’idx, ..,e i"ldx)
 Sample A — 1 random vectors r; ; & ZIIJV for j € [\ — 1] and define ry ; == — Zje[)\_l] rj; +x;. The
ensemble rq ;,...,ry; forms a A-out-of-A secret sharing of x;.

e Run the encryption of the underlying EITT-ldx scheme to get

¥ € [A] : et = Enc ™ (ppf%, ek tag; = tag @ j, 1)

where tagj is the tag for the indexed EITT-MCFE scheme.

The ciphertext is Cteag,; = (cte' L. cte"'dx)
z + Dec(pp, dkg, ,c): Given the public parameters pp, a decryption key dkg, and a vector of ciphertexts
C = (Ctrag,i)i Of length n, first for each i € [n] parse ctig as (ct§;®,...,ct§i™). The parse the key as

(dkAd Yy dkId v ). Perform the following steps:

1. For each je€ [)\] run the decryption of the underlying EITT-ldx scheme to get

. ei-idx i-idx ei-idx Fidx\n
Vi€ [N : (il [lrjn, Y) = Dec (PP; d dk,dyj (Ct(;',id )ie1)
where id is the identity with the signature.

2. Compute the output as z == >\ (rjll -+ [[rjn, Y).

Then output 2.
T + Trace” (tk, 1Y, tag, x(© x(): Given oracle access to a program D, the tracing key tk, parameters y, a

tag tag and two messages (x(?,x(1), output a set T of identities where 7' C {0, 1}*.
We call the tracing as public or private depending on whether tk is equal to pp or it is kept secret.

Correctness. Step 1 of the decryption algorithm is correct by the correctness of the underlying EITT-ldx
scheme, while decrypting a set of n-client ciphertexts (cte' 'dx) ', with respect to a common tag tagJ The
final sum gives

A A
2= (il Y) = Ol 1D rym, Y)

JEM J=1 J=t
(%)
= (x1 ... [Ixn, Y)
= Z<xiay7 )

i=1
where (x) follows from the fact that ry,; = — Zje[/\_l] rj;+X;.

Security. We show the IND-CPA security of the scheme, as per Definition 5.

We also note that the tracing security given in [GKW19) is generically applicable to our construction. We
thus omit the security proof for tracing.

Theorem 5. For the class ]-"p ,,» Jor sufficiently large A € N, suppose EITT- ldx satisfies adaptive
one-challenge IND-CPA secumty (Deﬁmtwn 5) with complete queries and repetitions, under all-but-two
adaptive corruption, where all-but-two adaptive corruption means at most (n — 2)-among-n clients can be
adaptively corrupted. Then, bounded embedded identities traitor tracing multi-client function scheme EITT-Bnd
in Section 5 satisfies adaptive one-challenge IND-CPA security with complete queries and repetitions, under
all-but-two adaptive corruption.
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Proof of Theorem 5. The strong admissibility condition for the bounded EITT-MCFE scheme is the same as
the one for the indexed EITT-MCFE scheme, as it is for the class ‘FJI\Z,W ~, - We recall that the details are
given in Definition 23, and recalled below:

1. For all vectors (X, X®) that is queried to LoR, for all (tag, Y = (y:)}') € Q, > ;e (A%s,y:) = 0 where
Ax; =% — x{”, where H = Hekey, for any b € {0, 1}.

2. For all vectors (X©@,X®) that is queried to LoR, for all (tag, Y = (y;)}") € Q, for all i € Cekey, we have
(Ax;,y:) = 0.

We perform a direct reduction from the adversary A that breaks the IND-CPA security of the bounded
EITT-MCFE scheme to the adversary B that breaks the IND-CPA security of the indexed EITT-MCFE
scheme. The simulation of the security game for the bounded EITT-MCFE, by B for A, is as follows.

Setup: The adversary B runs the setup of the signature scheme to get the keys (sk,vk), as well as the
parameters for signature length fss. Then B receives the parameters from A for the bounded EITT-MCFE
scheme, including (1*,1%,1" nyq). The identities for the indered EITT-MCFE scheme are of length
k 4 lsig, B also defines an index space of size v := 2 - nZ4. Then B asks the IND-CPA challenger of
EITT-ldx runs the setup of the indexed EITT-MCFE scheme Setup®®(1*, 17+ 17 17) to get the keys
(pp9) . Then B defines

ei-idx ei-idx

PP1 = PP )

and for j € [2; ], runs on its own
(mSk;i_idX, pp;ﬂ—ldx (ek?,—iidx)ie[n] , tk;i_idx) — Setupei'idx(lA, 1N+ésig’ 111’ 1n)

that is, B using the first challenge instance of the indexed EITT-MCFE scheme and simulate the remaining
A — 1. The public parameters are pp := ((ppe"'dx) '_1,vk), B then sends to A the public parameters pp
and the master secret key msk. B also initialize a set OKaen = I to keep track of the indices that will be
made to the Extract oracle of the indexed EITT-MCFE scheme.
Queries: The adversary B simulates the queries of A as follows.
+ Extract: Upon receiving a key query (id”, Y®) from A, where the index ¢ € [npq] as A is restrained
to ask at most npq key queries, B uses the secret signing key sk to sign the identity id® to get
a signature o® := Sign(sk,id"). The new identity to pass to the indezed EITT-MCFE scheme is
id” = id®||o® € {0,1}"*%s. For each j € [A], B performs the following Sampling-Idx(t, j, Okgen)
procedure:
o Definev:=(t—1)-A+jeN.
o Define functions € = €(A\, npq), 0 = 0(A\, npa),n = (A, npa) where €,6,7: N x N — R are such
that: for sufficiently large A € N and npq € N,

~(log(0D) + 1)+ 6 -0 +1logh>2-D
£ —e>1 (8)

(=9

& Set[ny] uniformly at random, repeat if idxm € Okagen- We denote here Set[nv]
®

1
2
0=:5
77 €

NN

o Sample |dx(’)

a random subset of size nv of [v]. In other words, B samples idx;” uniformly from Set[nv] with
rejection, until condition |dx(’) ¢ {idx{”, ..., |dx;tll} U OKGen-
o Add IdX() to OKGen-

B then queries the indered EITT-MCFE challenger obtain the decryption key dk- |d|dx(’) —
KeyGen®H® (msk, id"” ,idx?, Y ®). B returns to A the key

dkf¥? = (dk-ldldx(At)Y)l dk—ldldx% /\).
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Since B samples idx; with rejection until getting a new index, we bound the probability that
conditioned on fixed (¢,7) no collisions happen for the first ¢ — 1 keys from .4 and the first j — 1
choices of the ¢-th query, the following event happens:

idx” ¢ {idx{”, ..., idx” | } U Qkgen, over the choices of idx|’ & ).

The following Lemma 4 shows that B runs in PPT time to simulate the key queries of 4. This will
make sure B’s indexed key queries respect the contrain that no index idx;-t) is asked twice over all

simulated queries for npq keys asked by A, and the rejection sampling for idx;t) is PPT.

Lemma 4. On fized (t,j) and suppose no collisions happen for the first t — 1 keys from A and the
first j — 1 choices of the t-th query, the probability that Sampling-Idx(t, j, Okgen) outputs a fresh
idx( is at least 1 — 1/

Proof of Lemma /4. System 8 always has asymptotic solutions for €,6,7 and large enough A\ € N
and npq € N where npq is a polynomial in A. This is thanks to the fact that linear function is
always asymptotically larger than logarithmic function (so as to solve for 6(\, npq)). Next, we call
“idx ¢ {idx{”, ..., idx{” |} U Qgen” as NoCollisions” and “on fixed (t,) no collisions happen for the
first ¢ — 1 keys from A and the first j — 1 choices of the t-th query” as NoPriorCollisions”. For any

fixed (t,7), as 7 = (t — 1) - A+ j < nv, any subset of size nv of [v] has one fresh idx\”. The following

J
step is to bound the probability that Sampling-Idx(¢, j, Qkgen) outputs a fresh idxy). It is then

sufficient to caculate and bound:

Pr [NoCoIIisions@|NoPriorCo|Iisions(f)]
(t,5)E[npal x[V] J j
idx;”ﬁ[ny]
(=1 = ((t=1)-A+j)+1)
B ny(tfl)'AJrj
(mv)!

() — (t— D)X — j)! - (q)E=DA+i
) V2mw (%)™ - exp(zper) 1

= nv—u nv—v v)?
2m(qv — ) (’T) 'eXP(M) ()

where 7= (t—1)- A+
(*>*) ( nv )1/2 ( (qu)™v ) 1
w7 0 (@) - (=277 ) )7

B n nv—v+1/2 1
~\e-(qv—7) exp(20 —nqv —1/2) ’

where (x) follows from Stirling’s approximation

n\m" 1 n\" 1
2 (7) . _ < V2 (7) . —_—
™ . exp (12n+ 1) <nl< ™ . exp Tom

oxp( ol
and (%) follows from the fact that M

SXP\13(mv—9) )

(

*

Y

> 1. In order for

[NoCollisions’[NoPriorCollisions'] >

> =

Pr
(t,5)Elnbal x[v]
idxy’) i[’ﬂl/]
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it suffices to verify that the existing asymptotic solutions for €,6,n from Equation (8) satisfy the
system of inequalities given npq, A:

nv > =% - where 7 = (t — 1) - A+ j < npgA
exp(20 — v —1/2) < (q)/2 -\

€

The first inequality is satisfied by the choice of  and € such that n = { -5

- e) - Z in Equation (8).
The second inequality is satisfied by the choice of 7, € and 8 such that:

1
5 (log(00) + 1)+ 0 -0 +1logh>2-¥
e
0= —e>1.
e—1 ¢
We emphasize that we only need asymptotic solutions for €, 0,7 and large enough A € N and ny,q € N.
The proof is concluded. O
« Encrypt: Upon receiving an encryption query (tag,,x;) from A,
o Sample A — 1 random vectors r;; <= ZY for j € [\ — 1] and define ry; = — > jepn—1 Tid T Xi
The ensemble ry ;,...,ry; forms a A-out-of-A secret sharing of x;.

o For j = 1, B queries Enc of the indezed EITT-MCFE challenger to get the ciphertexts ct‘ii,‘;dx for
(eke"'dx tag; =tag ® 1,11 ;).
o For j =2,..., X Run the encryption of the underlying EITT-ldx scheme to get

Vi€ [N : et = Enc ™ (pp§ i, ek tag; = tag @ j 1)

where ta/\gj is the tag for the indexed EITT-MCFE scheme.
The ciphertext is Ctiag; = (cte"'dx . 7ct‘f\i:;d’().

+ Corruption: Upon receiving a corruption query i from A, B corrupts ek-ididx; ; from its indexed
EITT-MCFE challenger. Then B takes the A — 1 set up keys ek-ididx; ; for j € [2; A] and returns
(ek-ididxy , . . ., ek-ididxy ;) to A.

Challenge: Upon receiving a challenge (tag®,x@,x®) from A4, B performs as in the Encrypt query to get

the ciphertexts
ct®

= ( ei-idx,b ei-idx, b) )

Ctl , ’ t)\ 7

The first component cte' b is obtained from the indezed EITT-MCFE challenger, while the rest are

obtained by the set up parameters by B. It remains to verify the admissibility:
 Over honest i, it holds that, for each j € [A — 1]:

<Z ;b)z7Y%>:<Z ;b)wyz> )

i€H i€H

because by construction the A — 1 random vectors r;mZ & Zév for j € [A — 1] are independent of the
challenge x\”.
 Over honest i, it holds that, for j = A:

Z : (b) § : (b
< r,\myl rAZaY7 )

1€EH 1€EH

thanks to the fact that ry); = — 35,y rj; +x;” = const +x;”

« Over corrupted i, it is worth noting that each corrupted ek; reveals the whole set of ciphertexts
Ctiag,i, i.€. ek-ididx; ; for all j € [A] are revealed. Thus we do not need to verify for individual j € [A],
meanwhile for individual ¢ € [n] the admissibility for corrupted 4 follows the admissibility of A.
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Finally, when A outputs a guess b, B outputs b’ as well.

It can be verified from the above simulation that B runs in PPT and if A wins the IND-CPA game for
the bounded EITT-MCFE scheme, then B wins the IND-CPA game for the indexed EITT-MCFE scheme.
The proof is concluded. O

6 From Weak Admissibility to Strong Admissibility for MCFE for Inner
Products with Access Control

We present a transformation to turn an MCFE that is provably secure under the weak admissiblity condition
(Definition 3) into an MCFE that is provably secure under the strong admissibility condition (Definition 4), for
the function class F}Sl,v..,Nn x AC-K. Let &% = (Setup®, Extract”, Enc", Dec") be an MCFE that is provably

secure under the weak admissiblity condition for the function class .7-'}31“”} n, X AC-K (.7-'}51,“” n,, is defined in
Definition 11). We remark that the function class captures computation of sums of inner products of vectors,
where the vectors are indexed by clients ¢ € [n], together with an access control via AC-K. We require the
following properties for £“:

1. The functional key of £ can be decomposed dky ..\ = (EIEZV)l for i € [n].
2. &Y satisfies a form of decryption that:

&Y .Dec(dky ack, (ct;)i—q) = decode (Z PartialDec(&Ef,&?))

i=1

where PartiaIDec(gR:V, ct; ) = encode ((X;,¥:) + share;), encode is homomorphic under + and decode(encode(-))
is identity only over a polynomially large interval, and share; is an n-out-of-n share of 0, or maybe some
value T fixed and used only for decryption (e.g. the case of [LT19]).

The usage of encode and decode resembles the two-step decryption requirement in the transformation
from FE to MIFE in [ACFT18], later treated in the multi-user setting in [ABKW19]. We denote by
Ea_'s‘ip = (Setup™P_ Extract®*"® Enc®* P Dec®'?) a generic (single-client) public key IPFE scheme, i.e., for
FN,...n,- We transform £ into another MCFE & = (Setup, Extract, Enc, Dec) for the same function class
}“}Sl ., X AC-Kas in Figure 7.

6.1 Security

In the following Theorem 6 we prove the adaptively one-challenge (with private-input repetitions) IND-security
of the transformed MCFE &, under dynamic corruption and selective functions (y;); with adaptive/selective
access control ac-k, assuming the adaptively one-challenge (with private-input repetitions) IND-security of EW,
under the same constraints, and the adaptive SIM-security of £'5P.

Theorem 6. The MCFE scheme £ = (Setup, DKeyGen, Enc, Dec) is one-challenge (with private-input repe-
titions) IND-CPA secure, under dynamic corruption and semi-adaptive queries (adaptive challenges with
selective key queries for functions (y;);) with adaptive/selective access control ac-k (Definition 5), if EY is
one-challenge (with private-input repetitions) IND-secure under the same constraint and 2P is SIM-secure.

Remark 6. We note that for SIM-security of £25P_ we can instantiate using a SIM-secure (variant of) LWE-
based IPFE by Agrawal, Libert, and Stehlé [ALS16], that is proved one-challenge SIM-secure in [ALMT20].
Moreover, the transformation produces a MCFE that is secure under the strong admissibility condition,
resilient to dynamic corruption, adaptive challenges with selective functions (y;);, and adaptive access control
ac-k. The selective function constraint is due to the usage of the simulator of £, Putting forth our final
traitor tracing MCFE scheme, this semi-adaptive IND-CPA under strong admissibility suffices so that any
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Setup(1*): Run

EY.Setup(1?) = msk", (ek} )™,
5als’ip.Setupals_ip(1>‘, 1Ni) — (mski, pki) for each ¢

Sample v; & Zévi,ti & (ZZ)Ni and output the encryption keys as well as the secret keys as follows:

eki = (pkils_ip7ek\£’7tiavi)
msk = ((msk;'™P)i;, msk™, (vi[k]/t:[k]) 1, )
Extract(msk, (y;)™ ,ac-k): The parameters are y; € Zflv defining a function to compute inner products
with respect to Y = [y1 || ... || yn]- Parse the master secret key

msk = ((mski™)7y, msk”, (vi[k]/ti[k]),)

and compute
dky sk &Y .Extract(msk™, (yi)i;,ac-k)
then for each i, generate dk2*™ ¢« £ Extract(msk?*", (%),@Ql) Output dky ack =
i
(dkg,ac-kﬂ (dk? ° Ip)i)'
Enc(ek;, tag, x; € Zé\“,ac-cti): Given a vector x; € Zfl\”i, and public attributes ac-ct;, parse the encryption

key ek; = (pk?'s'ip,ek‘;’,ti, v;). Then, sample r; < Zg4 and compute
ety + EY.Enc(eky, tag,x; — r; - v;, ac-ct;)

and ct?’*P  £315P Enc(pk?* P 1, - t;). Output the ciphertext ct; = (ct, ct?*P).
Dec(dky ac-k, (ct;)i~;): Parse dky ack = (dky ,c i (dk2'*7P);) and ct; = (ct¥, ct® ™). Compute

K3

n n
out" = Z PartialDec(dk}', ct}') = z encode ({x; — r;v;,yi) + share;)
i=1 i=1

n

= encode(Z(Xi —TiVi, i)

i=1
We also compute

out?s P — Z encode(E25P Dec(dk?* ™, ct?*P)) = Z encode((r;v;,y:))
i=1 i=1
n

= encode(Z(sz’, yi)) -

i=1
In the end we compute
decode (out” + out®*?) = decode (encode(Z(xi, y1>)> = Z(Xi, yi)
i=1 i=1

due to properties of the function class that Y . (x;,y;) lies in a polynomially large interval.

Fig. 7. The transformation of an MCFE with weak admissibility into an MCFE with strong admissibility.
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tracing advaersry A can still query adaptive functions (y;); up to the point of construting its pirate decoder
(Definition 22): it is only when the decoder is defined (hence all the queried functions are known) we will
reduce to the security of the MCFE for .7-'}31 .., < AC-K with strong admissibility.

Proof Of Theorem 6. The advantage of an adversary A in a game G; is denoted by
Adv(G;) = | Pr[G; = 1] — 1/2]
where the probability is taken over the random choices of A and coins of G;.

Game Gg: This is the one-challenge (with repetitions) security game, with strong admissibility. The private-
input repetitions at each position i € [n] are indexed by rep € [J;] where J; is the maximum repetitions
queried for position i. We note that for different ¢, the bound J; can be different. The challenge ciphertext
encrypts subvectors x| € Zflv . For simplicity, we add a constraint that the challenge tag tag is not
queried to Enc. This incurs a multiplicative loss factor in advantage up to an inverse of polynomial in A,
where we can reduce to the normal 1chal by guessing the challenge tag among the tags for encryption,
and responding all of its Enc queries (4, x;, (tag, ac-ct;)) by LoR(i, x;,x;, (tag, ac-ct;)).

Game Gp: If Ax; = x{” — x{" = 0, our simulator encrypts x;” using LoR" of £" to simulate the partial
challenge ciphertexts. There are two cases:

« If later i is corrupted, the admissibility condition 2 of £" is satisfied by x{” = x
reduction to the IND-security of EW.

+ Else, i stays honest and the admissibility condition 1 of & is satisfied by x{” = x{" and the fact that
the admissibility condition of £ is also satisfied over the sum of ¢ € H (condition 1), which also gives
us a reduction to the IND-security of £V.

. mc-pos-ind-1chal-cpa by
The change is bounded by Advngﬂfrl,...,z\rn XAC_K(l ).

(

%

Y and this gives us a

Game Gy: We treat the case Ax # 0 by programming the master secret (t;, v;) and switching from b & {0,1}
to 0. When receiving (x{”,x{") and x{” # x{”, the simulator implicitly replaces v; in the ciphertext

challenge query to its oracle LoR" of &“ by

1
VvV, =V, — *AXZ‘
T

2.0) — xi” is known at the time of simulating ciphertext challenge queries. Moreover,

where Ax; = x
r; is chosen at the time of encryption to query LoR of £¥. Since v; < Zflvi and 7; < Zg4, the newly
programmed v; has the same distribution as that of v;. Concretely, the pair of challenge queries to the

LoRY of &Y is now

(%7 —rivi, x$0 —1rivi) = (x = v, x0 = rvi) (9)
and the returned &Y ciphetext does not depend on b anymore. Finally, using the simulator of £2'57P to
simulate the parts ctf's’i”h“” of the challenge ciphertexts, for encrypting (‘,'5““'3'5.Enc(pk?m'als7 r; - t;) using
their simuatled key pk§™*°. The challenges to return the adversary are (ct"*?, ct®®<"*?). We consider
case by case:

» Necessarily the changes on v; into v; stay indistinguishable under the one-challenge SIM-security
of £ using the simulated Sim*s™® Enc(pk$™2* r; - t;), knowing the evaluations encode((r;v;,y;))
due to the selective function constraint on the adversary.

« For the keys that ac-k is satisfied Rel(ac-k, (ac-ct;);) = 1:

o If i is corrupted, the weak admissibility for corrupted 4 is ensured by (9).
o In any cases, the strong admissibility condition 4 of £ ensures (Ax;,y;) = 0 and correctness
is ensured by &¥.Dec = decode (Z?zl PartiaIDec(aIZ:V, &\:,)) We recall that PartialDec(dk}’, ct¥)

= encode ((XEO),yZ-) + Sharei) and the share share; of 0 will absorb (Ax;,y;).
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+ For the keys that ac-k is not satisfied Rel(ac-k, (ac-ct;);) = 0. It is potentially that (Ax;,y;) # O.
Thanks to the private-input repetitions, there exists one unique set of attributes ac-ct; that corresponds
to Ax; # 0, and moreover corresponds to the unique ct{"“"*”. This allows us to rely on the private-
input repetitions security of &Y.

. . . mc-pos-ind-1chal-cpa A sim-1chal A
The difference in advantages is Advgw,}_;{,,1 YYYYY . XAC_K(I )+ /—\dvga,s,ip,}_‘][,]1 11111 . (17).
At the end of Go, all ciphertext are encrypted with respect to x{”, independently of b. O

7 Building EI-PLMCFE from Mixed FE and Attribute-Based MCFE

We generalize the approach in [GKW18,CVW 18, GKW19] and construct an EI-PLMCFE scheme from a mixed
functional encryption scheme and a key-policy ABMCFE scheme as follows. Let ABMCFE = (Setup, Extract,
Enc, Dec) be a multi-client functional encryption (MCFE) scheme with fine-grained access control (Definition 2)
for the function class F x AC-K (Definition 1). Let mixedFE = (Setup, Extract, Enc, SKEnc, Dec) be a mixed
functional encryption scheme for a function class F™¢ = { :‘(ff)} AeN, message space {Z } ren, and ciphertexts
of length ¢(k, \), where £ = k() is a polynomial in A meanwhile ¢(x, \) is a polynomial in x and \. Let
D = {0,1}'°8(%) be the identity space whose size is k = k(\). We make the following conventions:

 Fixing A\ € N, for each index size v = v(\) that is polynomially large in A, we choose the polynomial
#x = r(v) and the set Z, such that there exists an injective mapping {0, 1}1°e()+log(r) .y T

« The function class F™® contains “comparison” (>) operators between bitstrings of length log(r) and
bit-checking for identities:

Fmfe = { mie {0, 13195 5 {0, 13195 5 ([log (k)] U {L}) x {0,1} x ID — {0, 1}}
and f% (4,5, 4,b,id) =1 <= j' > j OR (j,£) = (', L) OR (j,id¢) = (j,1 —b) . (10)

When j,£,b are fixed, we write “f,’{“(‘tl'f)J.m)(j"7 id)” to denote the function evaluation ,:‘(fj) (4,4, ¢4,b,id).
 Fixing A\ € N, for each index size v = v(A) polynomially large in A, for kK = k(v) chosen as above, for
each ¢(k, ) polynomial in x and A, we choose the polynomial & = &(\, k) such that for each i € [v] there
exists an injective mapping {0, 1}£(5:A) — AC-Ctj ;. We recall that the set of attributes AC-Ctj ; comes
from the definition of F x AC-K (Definition 1) (where the parameter index & is implicit).
« The relation associated to F x AC-K is defined as follows: Rel : AC-K x AC-Ct; x --- x AC-Ct, — {0,1}

where

AC-K D {mixedFE.Dec(dk]™, ) : \,n,v,j € [v],id € ID,

and dki'gf; < mixedFE.Extract(msk™®, (j,id))} . (11)
Rel(ac-k, ac-cty, ..., ac-ct,) = [[;_, mixedFE.Dec(dk{gf;, ac-ct;)

We recall that the set AC-K and the relation Rel come from the definition of F x AC-K (Definition 1).

On Obtaining EI-PLMCFE. First of all, the transformation to obtain an embedded identities private
linear broadcast tracing for MCFE (Item TMCFE.2) in its own is non-trivial due to the requirement of
powerful primitive such as the MCFE for attribute-based inner products with enhanced security, combining
with a general-purpose mixed FE. For this former instantiation we already have to dedicate an independent
section Section 1.2.2 to develop our new security bootstrapping technique. Using our transformation in Sec-
tion 7, from a LWE-based MCFE for inner products with access control, combining with a strong enough
LWE-based mixed FE for bounded depth circuits from [CVWT 18], we can obtain an EI-PLMCFE from LWE
for computing inner products.
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7.1 Construction
Our construction for EI-PLMCFE is given below.

(msk, pp, (eki)ic[m)) Setup(1*,1%,1¥,1"): Given as input the security parameter )\, the identity space

parameter s, and an index size v, output a master secret key msk, public parameters pp, and n = n(\)
encryption keys (ek;);c[n) by running the following:
. (mskmfe, pp™) < mixedFE.Setup(1*,1%).
. (mskabmc,ppabm°7(ek?bmc)i€[n1) < ABMCFE.Setup(1*,1",1%), where 1% additionally specifies the
length of ciphertexts chosen as above.

Output
_ mfe abmc abmcy\n
msk = (msk™ ", msk®™, (ek:"" ) ,)
pp _ (ppmfe7 ppabmc)
ek; = ek®™ for i € [n]

dkia,j),m, < KeyGen(msk, id, j, Fi\): Given as input the master secret key msk, an identity id € {0,1}", a

index j € [v], and a function description F) € F, generate the decryption for the indezed embedded-zdentzty
private linear broadcast aspect combiningly with the functlonal aspect as follows:

 Given j € [v] and id € ZD, generate a mixedFE key dkld] + mixedFE.Extract(msk™®, (j,id)).

e Then, the ABMCFE is used to generate the decryption key on the policy:

dkems .« ABMCFE.Extract (mskabmc (FA, mixedFE.Dec(dk3', ))) ,

where mixedFE.Dec(dk,’Qf]e, -) plays the role of the policy and is a function that takes a mixedFE
ciphertext and decrypts as per mixedFE to output a bit.

Then, output dkqg jy,r, = d ?,%"}C) Py

Cliag,i < Enc(pp7 ek;, tag, z;): Given as inputs the public parameters pp, an encryption key ek;, a tag tag, a

message ; € D) ;, first run the public mixedFE encryption and output a ciphertext mixedFE. Enc(ppmfe)

t;ﬁ) Then, run and output the usual ciphertext of the ABMCFE scheme ABMCFE. Enc(pp*lbmc ek;, tag ==

(tag, (0, L,0)), (z;, ctg‘l‘;%)) — Ctyag,i, Where tag is the tag for the ABMCFE scheme (specifying index 0 and
not considering the identity’s positions with respect to (L, 0)).

Ctrag,i < SpIEnc(msk, (tag, (4,4,b)), x;): Given as inputs the master secret key msk, a tag tag, a triple (4,4, b) €
[v + 1] x ([log(k)] U {L}) x {0,1}, a message z; € Dy, where ¢ is the size of the identity space ID,

first run the mixedFE encryption on the function fme guw - ID x Ao, 1}os() — 10,1} to obtain a
ciphertext mixedFE.SKEnc(msk™®, g‘(fj)d,e ) = ctj“ Then, run the ABMCFE encryption on the
message x; with the tag tag = (tag, (j,/, b)), having the attribute ct’" v» € AC-Ctz ; by set up, and output
ABMCFE.Enc(pp™, ek;, tag, (i, ct™f,)) — Ctiagi-
z +— Dec(pp, dkiq,j,F,,c): Given the public parameters pp, a decryption key dkiq j, 7, and a vector of ciphertexts
= (Cttag,;)i Of length n, run and output z<— ABMCFE.Dec(dkig ; r, ,c) where z € Ry U {L}.

Correctness. The correctness of the scheme follows from the correctness of the underlying mixed functional
encryption and ABMCFE schemes. First of all decrypting by ABMCFE controls the decryption following (11):

« (Normal encryption) For a fixed same tag, for each i € [n], for a normal ciphertext cteg ; <— Enc(pp, ek;, tag, x;),
the attribute is a public-key mixedFE ciphertext on the trivial all-1 function, which upon correct mixedFE
decryption will output 1 on all (id, j) € ZD x [v] (by (11)), In other words, for any i, the attribute of a
normal ciphertext ctt;},g : is always accept by the policy mixedFE. Dec(dk,";fje, -) embedded in the ABMCFE
key. Since the same tag = (tag, (0, L, 0)) is used, the correctness of ABMCFE decryption allows recover
the function evaluation F(z1,...,2,).
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« (Special encryption) Similarly, for a fixed same tag, for each i € [n], for (j,¢,b) € {0,1}°2®) x ([log(x)] U
{L}) x {0,1}, for a special ciphertext ctyg ; < SplEnc(msk, (tag, (4,¢,b)), x;), the attribute is a mixedFE
ciphertext on the function f}'&fj)7j) s which upon correct mixedFE decryption will output 1 as per Equa-
tion (11) on (id, ;') where j' > j or (j,¢) = (4, L) or (4/,id¢) = (4,1 — b). The mixedFE key dkirgf;
is generated for each (id,j’), and the policy mixedFE.Dec(dki"(]fj, -) that represents a correct mixedFE
decryption, is embedded in the ABMCFE key. Finally, the correctness of ABMCFE decryption allows
recover the function evaluation Fy(z1,...,Zy).

7.2 Security Proof
We now show the 1-bounded security of the EI-PLMCFE scheme.

Theorem 7 (1-query Security). Let ABMCFE = (Setup, Extract, Enc,Dec) be a multi-client func-
tional encryption (MCFE) scheme with fine-grained access control (Definition 2) for the function class
F x AC-K (Definition 1). Let TD = {0,1}'°8(%) be the identity space whose size is x = k(\). Let
mixedFE = (Setup, Extract, Enc, SKEnc, Dec) be a mixed functional encryption scheme for a function class
Fmfe — {f};”(ﬁf)},\eN and f,gz’;e) is defined as per (10) for identities in D and indices in [v(\)], message space
{Z:.} ren, and ciphertexts of length £(k, \),

Suppose ABMCFE is one-challenge selective-attribute IND-CPA secure, with private-input repetitions,
and mixedFE is 1-SKEnc function indistinguishability secure and 1-SKEnc accept indistinguishability secure.
Then, the EI-PLMCFE scheme from Section 7.1 is 1-query Normal Hiding (Definition 18), 1-query Index
Hiding (Definition 19), 1-query Upper/Lower Identity Hiding (Definition 20/Definition 21), and 1-query
Complete Message Hiding (Definition 22) for the class F with embedded identities from ID and indices from
[v].

Proof for Theorem 7. We present the main ideas of the proof, adding details at places that we deem more
technical.

l-query Normal Hiding. We prove that the EIPLMCFE from Section 7.1 is 1-query Normal Hiding
(Definition 18). We perform a reduction to the 1-SKEnc accept indistinguishability security of the underlying
mixedFE scheme.

» Setup. Our simulator runs
(msk™me, ppPme, (ek?bmc)ie[n]) < ABMCFE.Setup(1*,1",1%) .

It then interacts with the challenger for the 1-SKEnc accept indistinguishability game, receiving the
public parameters pp™e. The nomal hiding adversary then gets pp := (pp*"™, pp™*) and (eki)iemn) =
(ek?bmc)ie[n]-

* Query Phase. The normal hiding adversary makes queries to the key generation of the EI-PLMCFE
scheme: given a such query (id, j, F\), our simulator asks (id,j) to the challenger for the mixedFE key

d ,'Ef]e then uses the set up msk®®™ to simulate:

dKEETS 5, + ABMCFE Extract (msk®®™, ((F), mixedFE Dec(dky'. ) ) )

Moreover, the single SplEnc query is simulated by: given a such query (tag, (j,¢,b)), z;, our simulator
asks the challenger for the mixedFE encryption mixedFE.SKEnc(mskmfe, f;“(‘cj) i b) = ct??‘jb, then uses the

set up ek2®™ to simulate:
ABMCFE.Enc(pp®™™, ek;, tag, (i, ctTi%,)) = Ctiag,i -

The simulation is done uniformly before and after seeing the challenge from the normal hiding adversary.
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 Challenge. Upon receiving (tag, ;) from the normal hiding adversary, our simulator forwards a challenge
query f® to the challenger for the 1-SKEnc accept indistinguishability game, by defining

= 1o I X {0,115 (0,1}
and f}:“(ff))lﬁj_’o behaves as per Equation (10), and f*® = 21(%),1,J_,0 is indeed an all-1 function for all
allowed key queries that have id € ZD and j € [v]. When obtaining the challenge ciphertext ct*, our

simulator forwards it to the normal hiding adversary.
+ Guess. The normal hiding adversary outputs a guess bit »’. Our simulator outputs b’ as well.

It can be inspected that the advantage our simulator has in the 1-SKEnc accept indistinguishability game is
the same as the advantage of the normal hiding adversary in the EI-PLMCFE scheme.

1-query Index Hiding. We now prove the 1-query Index Hiding (Definition 19) property of the EI-PLMCFE
scheme. We perform a reduction to the 1-SKEnc function indistinguishability security of the underlying
mixedFE scheme. The simulation of Setup and Query Phase is the same as in the 1-query Normal Hiding
proof. For Challenge, we remark that the challenges forwarded to the function indistinguishability challenger
consist of: the challenge index j* € {0, 1}1°g(”) is output by the index hiding adversary,

O = fmfe o L0t ID x {0,115 — {0,1} (12)
FO = e 100 ID x {0,118 — {0,1} (13)

and these satisfy f©(id,j) = f@(id, j) = 1 for all allowed key queries to EI-PLMCFE (that incurs a key query
to the function indistinguishability challenger of mixedFE) that have id € ZD and j # j*. We insist that the
particular case of j = j* 4 1 is covered in the definition of the mixedFE function class (c.f. Equation (10)):
FO(, 7% +1) =1 because j* +1 > j* and f@(-,j* + 1) = 1 because f® = ;“‘E),j*JFLLO- The conclusion of
the proof is the same as in the 1-query Normal Hiding proof.

1-query Upper/Lower Identity Hiding. We prove the 1-query Upper/Lower Identity Hiding (Defini-
tion 20/Definition 21) properties of the EI.PLMCFE scheme. We demonstrate the proof for the Upper
Identity Hiding property, the Lower Identity Hiding property is proven similarly. The proof for the Upper
Identity Hiding property is a reduction to the 1-SKEnc function indistinguishability security of the underlying
mixedFE scheme. The simulation of Setup and Query Phase is the same as in the 1-query Index Hiding
proof. For Challenge, we remark that the challenges forwarded to the function indistinguishability challenger
consist of: the challenge (index, identity’s position, bit-value) (j*,£*,b*) € {0, 1} ¢ {0, 1}°8(%) x {0,1}
is output by the index hiding adversary,

FO =T 10 ID x {0,118 — {0,1}
W = ffE e 1 ID x {0,115 — (0,1}

and these satisfy f©(id,j) = f@(id, j) for all allowed key queries to EI-PLMCFE (that incurs a key query to
the function indistinguishability challenger of mixedFE) that do not satisfy (id, j*) and idg« = 1 —b*. It suffices
to verify that the two functions equals on (id, 7*), using Equation (10): f©(id,j*) =0 and f®(id, j*) = 0 be-
cause the identity’s position £* # | on the same input index j* but the constraint on key queries idg» = b*

not meeting the bitchecking of f® = ;“(f),j*7 ¢+ p+- The conclusion of the proof is the same as in the 1-query

Index Hiding proof.

1-query Complete Message Hiding. We prove the 1-query Complete Message Hiding (Definition 22)
property of the EI-PLMCFE scheme. It is for this property that we need the one-challenge selective-attribute
IND-CPA security of the underlying ABMCFE scheme, with private-input repetitions, i.e. fixing a tag and
i € [n], only the message x; can be queried multiple times to the ABMCFE challenger. The main steps are
given below. We perform a reduction to we need the one-challenge selective-attribute IND-CPA security of
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the underlying ABMCFE scheme, with private-input repetitions. The challenge ciphertexts by SplEnc are now
computed as follows: by setting tag := (tag, (v + 2, L1,0))
c® = (ct)

P ct” « SplEnc(msk, tag, v + 1, L,0,z”) proceeds by

mixedFE.SKEnc(msk™e, ;"(fj) vh1L 0) — cty+1 1.0
ABMCFE.Enc(pp®™, ek®™ tag, (z”, ct™fe | ))— ct{”

Our simulator is against the security of ABMCFE. The simulation is as follows:

» Setup. The simulator runs the mixedFE set up to obtain (mskmfe, pp™) < mixedFE.Setup(1*,1%). Then
it computes the challenge attributes using mixedFE parameters:

mixedFE.SKEnc(msk™, ,T(ff) v41,1.0) cthle | 0

and send th“_ffL 1, to the ABMCEFE challenger as the selective-attribute for challenge. We remark that

f,:}ff),y+1,L,o(idvj) = 0 for all allowed key queries (id, j) to EI-PLMCFE (that incurs a key query to the

ABMCFE challenger), where j € [v] as restrained in Definition 22. Our simulator then receives the public

parameters pp®®™<, returns pp := (pp?®™°, pp™e) to the 1-query message hiding adversary.

* Query phase. The queries to Corrupt are forwarded to the ABMCFE challenger as the ek; := ek?bmc by
construction. Others are treated below:

o For KeyGen oracle: on query id, j, our simulator uses the mixedFE sercret key to
dklnc]f;e « mixedFE.Extract(msk™®, (j,id)) .

Then it queries to the ABMCFE challenger for key extraction of

diems .« ABMCFE.Extract (mskame, (FA, mixedFE.Dec(dk3®, )))

and returns dkqg ;) F, = dk(,d 7),Fy, to the 1-query message hiding adversary.
o For the only SplEnc query (tag, (v+1,4,b), z;) by the 1-query message hiding adversary, our simulator

uses the set mixedFE parameters to compute mixedFE. SKEnc(mskmfe, f’"(f;") u+1,£,b) — ctg‘jfl’g’b. Then

it queries to the ABMCFE challenger the ABMCFE encryption of tag, (x4, ctfj_el,@,b).
o For the simulation of the Enc oracle: our simulator can use the public-key encryption of the mixedFE
scheme to first simulate mixedFE.Enc(ppmfe) — ctgffo and queries to the ABMCFE challenger the

ABMCFE encryption using ek2®™, obtains the ABMCFE ciphertext and respond as Enc oracle to the
message hiding adversary.

(0) (1)

DT, )ie[n]) our simulator forwards

« Challenge. When the message hiding adversary outputs (D tag, (z (

the challenge ( © (0)) to the ABMCFE challenger, knowing the selective attribute ct™f® Y110 18
i€[n

Z ) ’L
declared up front. This change goes indistinguishable thanks to:

o The private- input repetitions of the ABMCFE scheme, combining with the fact that the mixedFE
encryption of f (0)041,1.,0 is used as the challenge attribute. This latter is an all-0 function for all
allowed key queries to KeyGen (that incurs a key query to the ABMCFE challenger).

o Next, since no keys allow decryption, and no new attributes are allowed to be queried on the challenge
tag (to switch policy control to 1), the change is indistinguishable thanks to the one-challenge
selective-attribute IND-CPA security of the ABMCFE scheme.

We note that we do use the admissibility property to ensure for any i € C, the corrupted ek; do not

0 (1)

trivially distinguish given as challenge (D tag, (z ( VT, )z eH)‘ In particular, even thought the C slots

are controlled by the adversary, given function evaluatlogfor keys from KeyGen that might decrypts
these corrupted slots on some F), the strong admissibility (Definition 4) makes sure those evaluations do
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not trivially affect the i € H. Finally, the admissibility over H ensures security vacuously since no keys
decrypt the challenge.

The conclusion follows. O

8 Attribute-based Multi-client FE for Inner-Product

The last missing piece in our construction is an AB-MCFE scheme for inner-product. Our AB-MCFE for
inner-product needs to satisfy the following requirements:

R.1 Support a specific access control where all clients have the same attribute, evaluated over the same policy
function. This is enough for our application of building EI-PLMCFE in Section 7, as the attributes are
chosen by the reduction.

R.2 Adaptive corruption, which follows from the fact that the adversary in our tracing model can corrupt
any client adaptively before outputting a pirate decoder.

R.3 Security against semi-adaptive chosen functions, selective chosen attribute and adaptive chosen policies,
which again due to the construction given in Section 7.

R.4 Security against an adversary who can ask polynomially-many number of challenge queries on arbitrary
challenge plaintext pairs and arbitrary tag. In the IND-CPA security game of MCFE, this is captured
as allowing repetition on both private-inputs (i.e., the plaintexts) and public-inputs (i.e., the tags) in
the admissibility condition. We refer the reader to Section 2.1 for the definition of repetition in the
IND-CPA security game of MCFE. This is due to the fact that in our tracing definitions (Definition 12
and Definition 15), the adversary has no restriction on what it can ask to the KeyGen and Enc oracle
before outputting its pirate decoder, along with a pair of challenge plaintexts and a tag. We note
that this is stronger that what is typically considered in the IND-CPA security for MCFE, where the
adversary is not allowed to learn encryption of plaintexts under its challenge tag.?!

Requirements (R.1) and (R.2) can be obtained using known techniques. Even though we do not know how
to achieve requirement (R.4) in the most general case, our main observation is to use requirement (R.1) to
reduce requirement (R.4) to a weaker one with private-inputs repetition. Our idea is very simple: repetition
queries are only useful when the decryption key is decryptable (i.e., the attribute of the ciphertext satisfies
the policy of the decryption key). Thus, we can consider the attribute as a part of the tag for each encryption.
The adversary is then forced to use the same attribute and the same tag for each complete challenge query.
This effectively prevents the adversary from taking the advantages of mix-and-match attacks.
Consequently, we only need to consider the weak security with private-inputs only repetition, where the
adversary can ask many challenge queries for a single tag. In this section, we show how to construct an
AB-MCFE for inner-product satisfying these requirements. In particular, we give a construction of key-policies
AB-MCFE for circuits f : {0,1}* — {0,1} of depth d and size s. We call a key dky a 1-key with respect to
an attribute u if f(u) = 1, and a 0-key otherwise. In our language, a 0-key allows to open the ciphertext, but
a 1-key does not. We note that in this section, we change our notation and use n as a part of the public
parameter of the scheme, instead of the number of clients, and use k£ to denote the number of clients.

8.1 Lattice Preliminaries

Throughout this section, let n,m,q € N such that n = poly(\) and m > n[logq]. We define G € Zy*™ to be
the gadget matrix as the matrix of rank n obtained by padding I,, ® (1,2,4, ..., 2/1°891) with zero-columns.
For any t € Z, we define G : Z(’;Xt — {0,1}™** to be the deterministic algorithm that inputs a matrix
A € Z7*" and outputs a binary matrix G™'(A) € {0,1}"*" such that G - G™'(A) = A. Let Dz, denote
the discrete Gaussian distribution over Z with standard deviation 7.

21 We also note that achieving the strong security notion with full repetition (both on plaintexts and tags) is still
open, known constructions achieve private-inputs repetition only.
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Lattice trapdoors and preimage sampling. In the following, consider a matrix A € Zy*™. For all
v € Z?, we let A7'(v) denote the random variable whose distribution is D7’ conditioned on A -A7'(v) = v.
A 7-trapdoor for A is a procedure that can sample from a distribution within 2" statistical distance of A-*(v)
in time poly(n,m,log q), for any v € Z;. We slightly overload notation and denote a 7-trapdoor for A by
A-!. The following properties had been established in a long sequence of works [GPV08, CHKP10, ABB10a,
ABB10b, MP12, BLP*13].

Lemma 5 (Properties of Lattice Trapdoors).
« Given AT, it is efficient to generate a trapdoor [A|B]} for all B € Zy ™, for allm € N and 7" > 7.
 There exists an efficient procedure TrapGen(1™,1™, q) that outputs (A7A;01) where A € Zy*™ for some
m = O(nlogq) and is 2"™-close to uniform, where 7o = w(v/nlogglogm).
Lemma 6 (Preimage Sampling [MP12, GPV08,LLW21]). Let g > 2 be any integer.

« Let A,B € Zy*™ be two full rank matrices with m > n, Ta be a trapdoor matriz for A, a matriz

Ue ZZXZ and s > || Tall - w(v/logm). Then there exists a PPT algorithm SampleLeft(A, Ta,B,U,s)
that outputs a sample from [A|B]~1(U,s).
« Let A € Zy*™ be a full rank matriz with m > n, R € Z™*™, U € Zg“, Yy € Zq with y # 0, and

s > /5 51(R) - w(y/Iogm), where s1(R) denotes the spectral norm of R. Then there exists a PPT
algorithm SampleRight(A, R, y, U, s) that outputs a sample from [A|A -R +yG]~1(U,s).

« Let R € Z"™™™, and two values p,s € R. Then there exists a PPT algorithm Sampler-2(R, p, s) that
runs in two stages. The output of the first stage is a full rank matriz A € Zy*™ for m > n, a vector
u € Zy' along with its preimage x € A~1(u, p? + 5%). The output of the second stage is a sample from
AJAR] I (u,5).

Learning with Errors. We recall the learning with errors assumption and its variants.

Assumption 1 (LWE). Given n,m,q,x € N, the LWE,, ,, 4., assumption states that
(A sA +e) = (A c),

where
L X My L
A <—Z;’ m,seZZ7e<—D£X,c<—Z;’L.

Lattice evaluation. We recall Tsabary’s presentation [Tsal9] of the LWE evaluation procedure introduced
in [BGGT14].

Lemma 7 (Fully Homomorphic Computation [BGG™14]). Fiz parameters n,q,{ and m = O(nlogq).
There exists a pair of deterministic algorithms (EvalF, EvalFX) with the following properties.

« Ay e ZP*™ < EvalF(A, f). Here A € Z2*™ and f: {0,1}* — {0,1} is a circuit.

« Ha fu € Z7"™ « EvalFX(A, f,u). Here u € {0,1}" is a binary string whose first bit is 0 and the

second bit is 1, and f: {0,1}* — {0,1} is a circuit with depth d that ignores the first and the second bit
of the input.?> Then we have:

[A —u® G]HAJM = Af - f(u)G mod g,

where we denote [u G| -+ ||u¢G] by u® G. Furthermore, we have |Ha sull < m-2°@. Finally, we
have that the topmost m rows of Ha fu constitutes an identity matriz.
» The running time of (EvalF, EvalFX) is bounded by poly(n,m,log q,2d).

We also require the standard smudging lemma.

Lemma 8 (Smudging Lemma [WWW22|). Take any a € Z where |a| < B. Suppose x > BAX*1). Then
the statistical distance between the distributions {z: 2z <= Dy } and {z +a: z < Dy } is negl(}).

22 We refer the reader to [ARYY23, Remark 2.7] for an explanation of this requirement.
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8.2 Our Construction

In the following construction, we assume public parameters
pp = (A7 k? n07t7€, d? X’KP? q7 n, m7 Q?N7 v)?
consisting of the security parameter A and the following quantities:

+ The description of a tag space T = {0,1}" for some ¢ = poly()), such that tags may be arbitrary strings
(e.g., time period numbers or dataset names).

« Let k = poly(\) be the number of users, the function space is the set of all inner-product functions
fy: Zgo‘k — Zp indexed by an integer vector y € Zgo'k. The message space will be X = Z;}O'k. The
vectors satisfy the following bounds: ||x;||,, < X, [|yill,, <Y fori e [k],and p>ng-k-X-Y.

« Let £ be the length of the attribute in each slot. The construction supports general policy circuits
g:{0,1}* — {0,1} with bounded depth d and the decryption is possible when g(u) = 0, where u is the
attribute associated with each client.

» Let @ be the upper bound of 0-key (i.e., decryptable key) queries.

Let G € Z7*™, be the gadget matrix of rank n. For any k € {0,1}*, PRF(k,-) : {0,1} — Zpo* is a
pseudorandom function. Our construction goes as follows.

(mpk, msk) < Setup(pp, 1¥): On input the public parameter pp and a number of users k, do the following:

+ Sample (A, A1) « TrapGen(17,1™, ¢) from Lemma 5 where A is uniform full-rank matrix in Zy*m.
+ Choose uniformly random matrices B € Z2*™, P; € Z7*™ for j € [N].

« Fori € [k],j >i:samplek, ; =k, ; £ {0,1}*. Define ek; = (k;.;)
« Output

JElR

mpk = (pp,A,B, {Pj}jE[N}) : msk = (A;l, (eki)le)

dky 4 < Extract(msk, fy, g): Given the master secret key msk, a function f : ZZO"“ — Zyp defined by an integer

vector y == [y1]| -+ lyx] € Zjo* which maps an input x =[xy |- - ||[xx] € Z2o* to fy(x) = (x,y) € Zy,
and a policy function g: {0,1}* — {0, 1}, do the following:
« Compute B, + EvalF(B, g)
+ Sample a random subset A C [N] with |A| = v according to the sampler Samplerg, (N, Q,v), and
compute the subset sum P <37, A P;.

* Sample matrix J - D7 " and let U <~ P4 — AJ mod q.
+ Sample K, « [A||B,]=(U) + <g) using A=,

« Output the decryption key dky 4 = (4, R, + K, -y ).
Citag,u < Encrypt(mpk, ek;, x;,tag, u): Given mpk, the encryption key ek;, a message x; € Z,° with tag
tag € {0, 1} and an attribute u € {0, 1}¢, do the following:
» Compute t; g < > ;;(—1)<'PRF(k; ;, tag|[u) € Lok
¢ Set Wiag < [0 -+ [OIXil0] -+ 0] + s0g mod p.
* Sample s < Zg, R < {—1,1}"™*™ for j € [{], and error terms e; <— D7’ ez < Dg?xz for j € [N].
» Set an encoding of Wi g € Z72°% as {w] .. ;}je(n), Where W], = (q{)ﬂ W, tag-
e Let e < ey - [Ln|Ry| -+ |[Re] € Z0™.
« Compute ¢; + s[A|B-—u® G| +e.
« Compute cyj + sP; + ey +p°~ ! - wj,. ; for j € [N].
« Output the ciphertext ¢; tag,u as Ct;tagu = (€1, {C2,;}je[n)-
Decrypt(mpk, dky 4,tag, ct): On input a functional decryption key dky , for a vector y € Zgok, a tag tag €

{0,1}" and a k-vector of ciphertexts ct == (Cti tag,us - - -  Cti tag,u), do the following:
 If g(u) # 0, output L.
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+ Compute Hg 4, < EvalFX(B, g, u).
« For each i € [k], parse ct;tag,u as (C1,4,{C2,i,j}je[n) then compute the following:

I T
di;cii- {HBm ; da; E C25.5, ds; < di; - Ry—do;-y .
,g,u “
JEA

/

» Compute p’ + Zf ds,; and output the value p € Z, that minimizes [p¢~1 - — p/|.

8.3 Correctness

Correctness. Here, we show correctness of the scheme. Fix g,u such that g(u) = 0.
We have:

’
»g,u

L,
di;=ci;- [H } =s;[A[By] + €] ;

do; = E C2,i,j :SiPA—?—e’z,i

jea
ds; =d; R, —do;y =(e], R,—¢€h,) -y +p° Hw; )
3.0 1,0y 2,4y 1,4 g 24) Y p Wi tagr Y />

p=> ds;=es+pl(xy)
i€ [k]

where we define €] ; = e; - {H]Igm ] €5 =2 jen€2ij andes =3, (€] ;- Ry—eh) -y ". The last line fol-
gu

lows from the fact that (t; tag);e[r) are pseudorandom zero-shares. Thus, writing w; <— [0]| - - ||0]|x; 0[] - - - [|0] +
t;tag mod p, we have Zle Wi tag mod p=x mod p € Zgok.
The error term is bounded as follows.

leill < maxck- (|l el Ry —€b)57..)

< mack (Jlets Ry -y Tl + llebi vl
<k-(xaBptY + x2vnoY’) poly(m) < fo.

Parameters. We set the parameters as follows.

n = poly(A,d, k,no), m = O(nlogq),
8= (2m)", p=x1 = xo = A0,
T= (’)(\/m), Bo = kBprxavnY A¥W),
q = BoAM) = p°.

8.4 Security
Theorem 8. Under the LWE assumption, our construction given in Section 8.2 is IND-CPA secure with

» weak admissibility with one-challenge, complete, and repetitions on private inputs(Definition 3),
 adaptive corruption,

« selectively chosen attributes,

* adaptively chosen policies and functions.
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Proof (Sketch). The security of our construction relies on the compiled multi-client IPFE of [ALS16] using
[ABG19]’s compiler. The proof follows identically as the original ABIPFE scheme in the single-input setting
of [LLW21]. At a high level, the bulk of the proof is to simulate the key generation without msk, i.e., the
trapdoor A1, It was done by using SampleRight to answer 1-key queries, and use Sampler-2 from Lemma 5
to answer 0-key queries. We note that weak admissibility and adaptive corruption comes from the security of
the underlying MCFE scheme compiled from [ALS16] using [ABG19]’s compiler. Selectively chosen attributes,
and adaptively chosen policies and functions is due to [LLW21, Theorem 7.7], where the attributes need to
be chosen selectively for the decryption key simulation. We refer the reader to [LLW21, Theorem 7.7] for
which our proof is based on. [
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