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Abstract

We initiate the study of split prover zkSNARKs, which allow Alice to offload part of the zkSNARK
computation to her assistant, Bob. In scenarios like online transactions (e.g., zCash), a significant por-
tion of the witness (e.g., membership proofs of input coins) is often available to the prover (Alice) before
the transaction begins. This setup offers an opportunity to Alice to initiate the proof computation early,
even before the entire witness is available. The remaining computation can then be delegated to Bob,
who can complete it once the final witness (e.g., the transaction amount) is known.

To prevent Bob from generating proofs independently (e.g., initiating unauthorized transactions),
it is essential that the data provided to him for the second phase of computation does not reveal the
witness used in the first phase. Additionally, the verifier of the ZkSNARK should be unable to determine
whether the proof was generated solely by Alice or through this two-step process. To achieve this
efficiently, we require this two-phase proof generation to only use cryptography in a black-box manner.

We propose a split prover zkSNARK based on the Groth16 zkSNARKs [Groth, EUROCRYPT 2016],
meeting all these requirements. Our solution is also asymptotically tight, meaning it achieves the opti-
mal second phase proof generation time for Groth16. Importantly, our split prover zkSNARK preserves
the verification algorithm of the original Groth16 zkSNARK, enabling seamless integration into existing
deployments of Groth16.

"UC Berkeley sanjamg@berkeley.edu

TPurdue University aarushi.goel794@gmail.com
*UC Berkeley dimitris.kolonelos@berkeley.edu
$Snap Inc. shiayan@umich.edu

ISwirlds Labs sinharo@gmail.com


mailto:sanjamg@berkeley.edu
mailto:aarushi.goel794@gmail.com
mailto:dimitris.kolonelos@berkeley.edu
mailto:shiayan@umich.edu
mailto:sinharo@gmail.com

Contents

1

Introduction 3
1.1 Our Contributions . . . . . . . . . . 3
1.2 Application to Delegatable Payments and Beyond . . . . ... ... ... ... ... ..., 4
1.3 Additional Discussion . . . . . . . ... 6
Preliminaries 7
2.1 Bilinear Groups . . . . . . ... 7
2.2 Zero-Knowledge Succinct Non-Interactive Arguments of Knowledge . . ... ... .. .. 7
2.3 The Groth16 zkSNARK . . . . . . . . .. . 8
Defining Split Prover zkSNARKs 10
Split Prover for Groth16 11
4.1 Overview of the Protocol . . . . . . . . .. . . . 11
4.2 Theprotocol . . . . . . . 18
43 Efficiency . . . . . .. 20
Lower Bound on the second Prover Time in Groth16 21



1 Introduction

Zero-knowledge succinct non-interactive arguments of knowledge (zkSNARKs) [Mic94, BCC*17] are
cryptographic tools that allow a prover to generate a compact certificate validating the correctness of a
potentially complex computation. These certificates are efficient to verify and protect any secrets used by
the prover during the computation. zkSNARKs have found utility in various modern cryptographic appli-
cations. Investigating the feasibility of zkSNARKSs in different models, under diverse security assumptions,
and realizing them efficiently has been an active area of research in recent years.

In this work, we explore a new prover model for generating zkSNARKs. Consider a scenario where Alice
wants to perform an online transaction (e.g., in zCash [BSCG ™ 14]). She knows part of the witness (e.g., her
private key, membership proof of input coins, upper bound on the transaction amount) needed to generate
a zkSNARK for the transaction, but the exact transaction amount is not yet known. Additionally, Alice
might be unavailable when the transaction amount becomes known. We ask whether Alice can initiate
the zkSNARK computation using the available information and delegate the remaining computation to her
assistant, Bob, who can complete it once the transaction amount is determined.

A similar application involves anonymous credentials. For instance, Alice needs electronic authoriza-
tion for international travel and must prove, using a zZkSNARK, that she holds a valid US passport. Can
she start the zZkSNARK computation using her passport and delegate the remaining computation to Bob,
who can finalize it once the travel dates are confirmed?

In these applications, it is crucial to ensure that Bob cannot independently generate unauthorized
proofs. The data sent to Bob for the second phase of proof computation must not disclose any part of
the witness used in the first phase. Moreover, for seamless integration into existing systems, the verifier
receiving the final zZkSNARK should not be able to tell whether the proof was generated solely by Alice or
through a delegated two-step process. Finally, for efficiency, we require the final proof to be succinct and
the two-phase proof generation to only use cryptographic operations in a black-box manner.!

In other words, we aim to determine the following:

Is it possible to generate zkSNARKs in two-phases using cryptography in a black-box way, while ensuring
that the output of the first phase preserves privacy?

1.1 Owur Contributions

In this work, we answer the above question in the affirmative and present the following contributions.

Defining Split Prover zkSNARKs. We introduce the notion of split prover zkSNARKs which enable
proof generation to be divided into two phases. Simply put, this means that the secret witness w associated
with the statement being proven, can be divided into two segments — one for each phase. By utilizing the
first segment to commence proof generation, the remaining zkSNARK computation can be delegated to an
external entity, who only needs the second segment of the witness to finalize the proof.

A key requirement here is that even with this two-phase prover setup, the zkSNARK verifier algorithm
should remain unchanged. We further require that the state that is generated in the first phase (and given
as input to the external entity for delegation of the second phase) should reveal no information beyond
the output of the relation circuit when partially evaluated using the first segment of the witness.

"We defer the reader to Section 1.3, for discussion on the disadvantages of a non-black box approach.



Split Prover zkSNARK Based on Groth16. Next, we present a split prover zkSNARK based on the
widely used Groth16 zkSNARK [Gro16] (henceforth referred to as Groth16). More concretely, let C' to be
any circuit defining an NP relation R and let C and C3 be the subcircuits of C' corresponding to the two
segments of the witness. Then, for a witness w = (wy, wy) and statement x = (x1, zy) split into two
segments, we can write C' = C(zy, wy, Ci(x1, wy)). We obtain the following result:

Informal Theorem 1. Groth16 admits a split prover, where,

)2
« the second phase of proof generation runs in time O(Min{|Cy|?,|C|log|C|}),? and

« the first phase of proof generation runs in time O(|Cy| - |C|log |C

« the verifier algorithm is identical’ to the Groth16 proof system.

In the above theorem, if |Cy| € o(1/|C|), then the second phase of proof generation runs in time
O(|Cu|?). Else, if |Cy| € Q(4/|C]), then the second phase of proof generation runs in time O(|C| log |C]).

Lower Bound for Split Prover Groth16. Since group operations are the main bottleneck in the gener-
ation of Groth16 SNARKs, we characterize the number of group operations that must be performed during
the second phase of proof generation in any split prover variant of Groth16.

Informal Theorem 2. In any split prover variant for Groth16, the second phase of proof generation must

involve Q(Min{|Cy|?, |C|}) group operations.

This shows that the number of group operations performed in the second phase of proof generation
in our protocol from Informal Theorem 1 is asymptotically tight.

1.2 Application to Delegatable Payments and Beyond

As discussed earlier, our work is motivated by applications of zkSNARKs, where the witness can be par-
titioned into two segments — one accessible to the prover apriori, and the other disclosed later when the
prover may be unavailable. This situation presents an opportunity for the prover to initiate the zkSNARK
computation using available information and delegate the remaining tasks to an external entity. Now,
we delve into how this witness division applies specifically to Zerocash [BSCG™14] proofs for anonymous
payments, enabling a prover to leverage our split prover zkSNARK to delegate a portion of the computation
to an external entity.

Consider a simplified version of the zCash* [HBHW22] JoinSplit transaction. A JoinSplit transaction
lets a payer consume two coins and create two new coins — typically, one output coin is issued to the payee,
while the other output coin has the left-over change and is issued back to the payer. In Zerocash, a coin is
spent (or nullified) by revealing its serial number, while a new coin is created by publishing a (randomized)
commitment to a data structure containing the coin’s value and the owner’s public key. The payment is
settled on-chain by submitting a transaction containing (sn1, snp, cmy’, cmy/, 7); here, sny and sn; denote

®This includes both group and field operations. The total number of group operations performed by the prover in the first
phase are O(|Ct| - |C|) and in the second phase are O(Min{|Cx|?,|C|})

*In Groth16, the common reference string (CRS) can be split into two parts — one for the prover and one for the verifier. While
the verifier’s part remains unchanged, our split prover adaptation of Groth16 requires the inclusion of some extra terms in the
prover’s section of the CRS.

*zCash [HBHW22] is a cryptocurrency that deploys the academic work Zerocash [BSCG™14]. Although, prior versions of
zCash were instantiating the zkSNARK component with Groth16 its current implementation has switched to a different SNARK
[Zca]. Our work is still compatible with the cryptographic framework of Zerocash for anonymous transactions.



serial numbers for spent coins, while commitments cm;’ and cm,’ denote the new output coins. Finally, a
zero-knowledge proof 7 attests to the transaction’s validity, and it has the following basic form (using the
notation and naming in [BSCG™14]):

« public variables: root, sny, snp, cmy’, cmy’

- secret witness:

cmi, Vi, r1, S1, p1, apki, asky, hi, ..., h3!

cma, Vo, 12, So, P2, apka, aska, hi, ..., h3l
/ / / / /

vi', r’, s1, pi, apky

va', 1, 59, ply, apky’
« relation: conjunction of the following five predicates:

— membership proof that the spent coins were created previously on ledger:
MerkleVerify(root, cmy, hi, ..., h3l) A MerkleVerify(root, cmy, hi, ..., h3l)

— well-formedness of the data structures encoding the spent coins:

cmy = Com(vy, Com(apki, p1;s1);r1) A cmy = Com(va, Com(apka, p2;s2);r2)
— ownership of spent coins (via knowledge of openings to commitments):

sn; = PRF(py1;asky) Aapk; = PRF(0;asky) A

sny = PRF(pg;asky) A apke, = PRF(0;asks)

— well-formedness of the data structures encoding the new output coins:
cmy’ = Com(vy’, Com(apky’, p;s1’);r’) A
cmy’ = Com(va', Com(apka’, ph;s2'); r2’)

— conservation of value: vi + vo = v{’ + v’

For simplicity, we hide details such as range checks, viewership keys, etc. Above, we use blue to indicate
values available and constraints that can be evaluated by the prover (i.e., delegator) before the transaction
amount is known. We let the payer’s device choose two of her coins to join for the transaction before she
engages in a payment; in practice, this could be the two coins whose cumulative value is the largest, or at
least exceeds some expected payment amount. Therefore, the delegator is able to evaluate the arithmetic
circuit wires corresponding to the two Merkle verifications; the delegator can also perform the computation
necesssary for proving well-formedness and ownership of those spent coins. The commitments to the
new coins are determined in later, as are the constraints enforcing the value conservation. As a result, the
computation needed for enforcing these constraints and for proving well-formedness of the data structures
encoding the new output coins can be delegated to someone else.

Other Applications. In addition to anonymous transaction, we observe this witness split in other
classes of applications. In anonymous credentials, the user can prove validity of an issued credential on his
own, before delegating the commputation necessary for proving additional properties about the credential
to an external entity — we find [RPX " 22] to be a system which can use the split prover Groth16 construc-
tion in this paper. Additionally, applications that need validity proofs for ciphertexts (e.g. [GAZT22]),
encrypted under a hybrid encryption scheme, can also benefit from our split prover zkSNARK, since the
component of the circuit encoding the key encapsulation mechanism can be evaluated long before the
message to be encrypted is determined.



1.3 Additional Discussion

Comparison with Recursive SNARKSs. An astute reader might wonder how our notion of split prover
zkSNARKs relates to the well-studied notion of incrementally verifiable computation (IVC) [Val08] and,
whether recursive zkSNARKs [KST22, BCTV14, BCCT13] - which are used to construct IVCs - could also
be utilized to design split prover zkSNARKs. We note that while the IVCs and split prover zkSNARKSs bear
some similarities, these are distinct notions.

Compared to our split prover ZkSNARKs, IVCs have two advantages. First, IVCs allow the proof to be
computed in any number of phases (potentially even greater than two). Second, in each phase of IVC, the
prover’s runtime is proportional to the portion of the computation being proven in that phase, whereas
in our construction of split prover zkSNARK, the second phase of proof generation scales with the entire
computation.’

However, these advantages come at the cost of providing only a theoretically questionable heuris-
tic soundness guarantee, due to the use of idealized oracles such as the random oracle or the generic
group model in a non-black-box manner. Such non-black-box use of the random oracle, in general, has
recently been shown to be insecure [BCG24]. In contrast, our split prover zkSNARK inherits the same
soundness guarantees that Groth16 provides, which can be established in well studied idealized mod-
els [Sho97, FKL18]. In contrast, our construction is black-box in the use of cryptography. Another advan-
tage of our split prover zkSNARK is that the verifier algorithm does not depend on how the computation
is split into the two phases. In comparison, in IVCs, verification depends on the specific splitting of the
computation. Therefore, it is unclear how to use recursive proofs to design a zkSNARK that meets all the
requirements of a split prover zkSNARK.

Comparison with other zkSNARK Delegation Frameworks. An orthogonal problem to ours in-
volves delegating zkSNARK computation to third-party cloud servers to ease the burden of proof com-
putation on provers. This topic has been explored in several prior works [BCG20b, WZC 18, GGJ 23,
CLMZ23, GGW23, LZW*24]. Unlike our model, in these works, the delegator possesses the entire wit-
ness at the time of delegating the computation. While some of these works [BCG™20b, WZC*18] do not
focus on privacy-preserving delegation, others either [GGJ ' 23, CLMZ23, LZW " 24] use MPC for privacy-
preserving distributed delegation to multiple servers or rely [GGW23] on the heavy-hammer of fully-
homomorphic encryptio (FHE) to ensure privacy.

Barriers for zkSNARKS in the Random Oracle Model. Given our construction for Groth16, a nat-
ural question arises as to whether we can extend our techniques to construct split prover versions of
other zZkSNARKSs, namely those in the random oracle model [BCG'17, BCG ™18, XZZ 119, Set20, BCG20a,
Lee21, KMP20, BCL22, CHM 20, GWC19, ZLW 21, COS20]. These zkSNARKSs are popular because they
have a universal setup and some of them (e.g. [GWC19]) also provide support for flexible gates. Most of
these zZkSNARKSs are obtained by transforming an interactive public-coin protocol into its non-interactive
counter-part using the Fiat-Shamir [FS87] transform. Unfortunately, this incorporation of the Fiat-Shamir
transform in these ZkSNARKSs appears to present an obstacle for us, when it comes to applying our tech-
niques.

Roughly speaking, the main problem is that when the delegator computes a part of the proof apriori,
it is unclear how the verifier’s challenge messages can be derived. In particular, when applying the Fiat-
Shamir transform, the verifier’s challenges are derived by querying the random oracle at inputs that depend

Unless the the second segment of the witness is small, |Cn| = o(1/|C|), as indicated in Informal Theorem 1.



on the “entire computation” and not just a part of the witness. As such it is unclear what parts of the proof
can be pre-computed, without knowledge of these challenge messages. We leave the exploration of new
techniques to design split provers for such zkSNARKSs as exciting future work.

2 Preliminaries

Notation. Throughout this work, we use A € N to denote the security parameter and we assume that
each algorithm implicitly takes the security parameter as input. poly(\) and negl()) will be used to denote
polynomial and negligible functions respectively. We use “PPT” to refer to Probabilistic Polynomial-time
Algorithms, and unless otherwise stated all the algorithms of our schemes are such. For any positive
integer n € Z [n] denotes the set of integers {1,...,n} and, more generally, for any A, B € Z, A < B,
[A, B] denotes the set {A,...,B}. = < X is used to imply that x is being uniformly sampled from a
finite set X.

We write vectors with bold small letters, e.g. v and with bold capital letters matrices, e.g. A. We treat
vectors as column matrices, e.g. v = (v1 vy ... vn) T. We also sometimes write concisely v = (Ui)ie[n]
for vectors or A = (a; j)ic[n) je[m) for matrices.

By L%J we denote the quotient polynomial of the division f(X)/g(X). We denote the i-th co-

efficient of a polynomial f(X) as f;, eg. r5(X) = fso + f51X + ... + F5, X" By f(X) we de-
note a vector of polynomials, £(X) = (f1(X), f2(X),..., fu(X))T. fi denotes the vector of the cor-
responding i-th coefficients, i.e. ﬁ = (fl,i, f~27i, e fnji)—r. Similarly with F'(X) a matrix of polyno-
mials. Li(X) = [lepm s % will be the lagrange polynomial over a group {w,w?,...,w"} and

V(z) = Hle(x — w') the vanishing polynomial.

2.1 Bilinear Groups

A bilinear group generator BG takes as input a security parameter 1* and outputs a description bg :=
(p,G1,Ga,Gr, g1, 92,€), where p is a prime of O(\) bits, G1, Gy and G are cyclic groups of order p,
and e : G; x G — Gr is a non-degenerate bilinear map. We require that the group operations in
G1, Go, Gr and the bilinear map e are computable in deterministic polynomial time in \. Let g1 € Gq,
g2 € Go and gy = e(g1, 92) € Gp be the respective generators. We employ the implicit representation of
group elements: for a matrix M over Z,, we define [M]; := gM [M]y := gM [M]r := g}, where
exponentiation is carried out component-wise.

2.2 Zero-Knowledge Succinct Non-Interactive Arguments of Knowledge

Here we recall the definition of zZkSNARKs.
Definition 1 (zkSNARKs). A SNARK for a family of relations R) consists of three algorithms (Setup, P, V):

Setup(R) — (srs): Oninput a relation R € R) the setup algorithm outputs a structured reference string srs.

P(srs,z,w) — m: On input the structured reference string srs, a statement x and a witness w the prover
algorithm outputs a proof .

V(srs,x,m) — 0/1: On input the structured reference string srs, a statement x and a proof 7 the verifier
algorithm outputs either 1 for accept or O for reject.




It is further required that the following properties hold.

Correctness. For each \ € N, each relation R € R), and every statement-witness pair (z,w) € R:

srs < Setup(R)

=1
7 < P(srs, z,w)

Pr| V(srs,z,m) =1
Knowledge Soundness. For every PPT adversarial prover P*, there exists a PPT extractor Ep+ such that for
every security parameter A € N, every auxiliary input aux € {0, 1}P°Y(N) | and every relation R € R):

srs < Setup(R)
(x,m)* <= P*(srs,aux) | = negl())
w <+ Ep=(srs, aux)

V(srs,z,m) =1

Pri G w) ¢ R

Succinctness. There exists a universal polynomial p(-) such that, for every security parameter A € N, every
relation R € Ry, and every statement-witness pair (x,w):

« An honestly generated proof  has size p(A + log |w]).
« The verifier algorithm V(srs, x, 7) runs in time p(\ + |z| + log |w|).
(Perfect) Zero-Knowledge. For every security parameter A € N and every relation (R, auxg) < Ry, there

exists a simulator S such that, for every statement-witness pair (x,w) € R and for every computationally
unbounded adversary A:

srs < Setup(R)
7 < P(srs,z,w)

=Pr | A(R,auxg,srs,m) =1 : (srs,7) « S(z,R) |

Pr | A(R,auxg,srs,7) =1

If the Zero-Knowledge property is not satisfied we call the proof system a SNARK (without zk).

2.3 The Groth16 zkSNARK

We recall the Groth16 proof system [Gro16].

2.3.1 Rank-1 constraint satisfiability (R1CS).

Groth16 works for relations encoded with the rank-1 constraint satisfiability (R1CS). Assume that we have
n constraints and m variables. The constraint system consists of:

ai,l @21 e am,1 z1 b171 bg’l e bm,l Z1 C1,1 C2.1 e Cm,1 Z1

a12 Q22 ... Qm2 %2 bia bap b2 22 Cl2 €22 ... Cm2 22
o =

Aln A2n  --- Qmmn Zm bLn b2,n bm,n Zm Cim C2mn --- Cmn Zm

where the matrices A, B, C' are fixed and z is what we call the ‘extended witness’, consisting of the
witness and the statement. Informally speaking, a translation to arithmetic circuits would be that the n
constraints are the multiplication gates, the m variables the wires and z the actual values of the wires.. Of
course, R1CS generalizes arithmetic circuits and shall not necessarily be regarded as a translation of such.
Formally an R1CS relation is of the form:

R={(z;w): AzoBz=Cz Nz = (z|w)}

where the relation is characterized by the matrices A, B,C € Z;*™ and z € Z,.



2.3.2 The Groth16 SNARK

For the proof system first each column of A, B, C'is interpolated into polynomials as:
n n n
a;(X) =Y aijLi(X), b(X) =Y bi;Li(X), a(X)= ei;Li(X),
j=1 j=1 J=1

for each i € [m], where L;(x) the corresponding Lagrange polynomial. Then the prover should convince

the verifier that . . .
(Z ziai(X)> . (Z Zlbz(X)> — Z zici(X) = q(X)V(X)
i=1 i=1 i=1

where V(X) =[]/, (X — ") is the vanishing polynomial. This polynomial relation is essentially equiv-
alent to the R1CS satisfiability (we refer to [GGPR13, PHGR13, Gro16] for more details).

The actual Groth16 SNARK is described below. Without loss of generality we assume that * =
(21, ..., 2¢) corresponds to the public statement.

Setup(R) — srs: Samples uniformly 7, «, 3, 7, § = Z, and outputs:°

rs = {{[ah, Bl2. ble. 10,101, { [77), . [+, } { [V(?Ti] 1}7.:’

=0
m Ba; (1) + ab; (1) + ¢;(7 £
{0l bl bR} {[ (7) + abi(r) + cif ] } |
. 7 1) izt
{[5%(7) + abi(r) —i—ci(r)] }m }
0 17 i=0+1
P(srs,x,w,m) — 7 Sets z = (z||w). Computes the quotient polynomial ¢(X) =
{(Erl e %1(;§i(X))_ = ZiCi(X)J' Then samples 7,5 <% Z, and computes the group
elements:
i =[ali + ) zilai()h + o
i=1
my =Bl + > zbi(7)]2 + s[0]
i=1
- ﬁai('f) + Oébz'(T) + Ci(T) m m
wg:izz;rlzi [ 5 1+S;Z7L[ai(7’)]1+T;zi[bi(7)]1

n—2 i
+ Z i [V(T)T ]1 + slaly + 81 + rs[d)r

Outputs 7 = (71, 72, 73)

°As noted in [Gro16], a, b;, c; are public polynomials and thus {[a;(7)]1, [bi(7)]1, [bi(7)]2}{%1 can be publicly computed
given {[1%]1, [T%]2}/=, without needing the trapdoor. Nevertheless, they are included in the srs for efficiency purposes.



V(srs,x,m) — 0/1: Outputs 1 iff:

¢ i\T Q0;\ T Ci\T
e(m,m) = e ([ol, [B2) - ¢ <Z {W )+ obilr) + & >L,m2> e(my, [0]2)

i=1 v

The proof system has knowledge soundness in the generic group model [Sho97, Mau05] and perfect
zero-knowledge.

The prover’s complexity is dominated by 7 Fast Fourier Transforms (FFTs) for polynomials of degree n
over Zy, a Multi-Scalar Multiplication (MSM) of size m in G, a Multi-Scalar Multiplication (MSM) of size
m in Gy and another Multi-Scalar Multiplication (MSM) of size 3m — ¢ + n in Gy, overall O(nlogn +m).
Notably, in practice the dominant cost comes from the group operations (the MSMs) even when nlogn >
m.

3 Defining Split Prover zkSNARKSs

Here we formally define the notion of Split Prover zkSNARKs. The idea is that in an already well-defined
SNARK one can replace the prover P with two phase provers P, Pr. For this we further allow for a new
setup to possibly run, to generate a split common reference string. The verifier V should, nevertheless,
remain the same.

Apart from the functionality, for the primitive to be meaningful we also define a zero-knowledge prop-
erty for the outcome of the first-phase prover that is passed to the second-phase prover. We formalize this
in the Split Zero-Knowledge property.

Definition 2. Let II = (Setup,P,V) be (zk)SNARK, we say that Il admits a split prover if there exist
algorithms Tlgpii = (Setupgpyie, Pr, Pr) such that for any relation R € R):

» Setupgyit (R, X, Wir) — srs: On input a relation R and sets of indices Xi and Wi specifying the portions

of the statement and the witness of the second phase respectively, the split prover setup outputs a split
prover structured reference string srs.

o Pi(srs, x, wy) — aux: is a PPT algorithm that on input the split prover structure reference string srs, the
part of the statement that is available in the first phase x and the part of the witness that is available in
the first phase wr outputs an auxiliary information for the prover of the second phase, aux.

o Pu(srs, zy, wy, aux) — : is a PPT algorithm that on input the split prover structure reference string srs,
the part of the statement that is available in the second phase xy, the part of the witness that is available
in the second phase wy and the auxiliary information from Py, aux, outputs the proof .

We further consider the following properties:

Split Correctness. We say that I1 with Il has (perfect) split correctness if,

x = (zfl|wn); w:= (willwn)
srs < Setup(R); 7 < P(srs,x,w);
Pr | V(srs,x,m) = V(srs,x, ') srs < Setupgpit(R, X, Wi); =1,
aux < Pi(srs, zy, wy);
7' < Py(srs, zy, wy, aux)

10



for every set of possible indices Aj and Wy, every statement «, and every witness w.

Split Zero-Knowledge. We now define the notion of split zero-knowledge. Formally, fix a relation R
decided by a circuit C'. Let Ay and Wy be sets of indices specifying the parts of the statement and the
witness of phase II. Let C7 be the (maximal) subcircuit of C' where all wires can be determined by the
parts of the statement and the witness of phase I. We say ILgyi; is perfect split zero-knowledge for R with
respect to A and W, if there exists a simulator S such that for every security parameter A € N, every
statement-witness pair (r = (x,2y),w = (w,wy)) € R, and for every computationally unbounded
adversary A:

srs < Setupgpiit (R, X, Wi);
aux < Py(srs, z1, wr)
=Pr [ A(aux,srs) =1 ] (srs,aux) < S(R, z, X, W, C1(x1, wr)) }

Pr| A(aux,srs) =1

To give an intuition of why Cy(z, w;) cannot be avoided to be leaked, we elaborate on how an arith-
metic circuit could be split into two parts. Assume that we have available some inputs of the circuit. We
execute the circuit and obtain all the wires that can be possibly obtained, forming the first-phase extended
witness z1. Then at the second phase the Py gets the rest of the input of the circuit. In order to even execute
the circuit and compute the rest of the wires, forming the second-phase extended witness 2y they need the
‘output’ wires of the first phase, that we call Cy(zy, wy).

Remark 1. srs in fact consists of srsy that is inputed to the first-phase prover Py and srsy; taken as input by
the second-phase prover Py. In order to avoid overwhelming the notation we write both as srs.

Remark 2. We highlight that Split Zero-Knowledge does not imply ‘conventional’ Zero-Knowledge. Intu-
itively, Split Zero-Knoweledge is for aux, the information passed from P; to Py and ’conventional’ Zero-
Knowledge is for the final proof w. The final proof of a Split Prover (zk)SNARK may or may not satisfy
‘conventional’ zero-knowledge, following the initial (zk)SNARK and is orthogonal to our Split Prover defini-
tion.

4 Split Prover for Groth16

Fix a relation R decided by a circuit C'. Let A}y and Wy be sets of indices specifying the parts of the
statement and the witness of the second prover, Py. Let Cp be the (maximal) subcircuit of C' where all
wires can be determined by the parts of the statement and the witness of the first prover, P;. We can write
C = Cy(ay, wy, Ci(zy, wr)) for some circuit Cyp. In this section we show that Groth16, as it is, admits a split
prover which in addition to satisfying the split correctness notion it also satisfies split zero-knowledge.

For the rest of this section, instead of considering circuits we focus on R1CS instances. In this repre-
sentation, the first and second components of the circuits correspond to the parts of the extended witness
that can be computed from the phase I and phase II witnesses correspondingly and also the parts of the
matrices A, B and C that depend on the two parts of the circuit. Furthermore, when the sets of indices
are implicit in the context we do not include them as an input to the algorithms.

4.1 Overview of the Protocol

Wlo.g. let z1 = (21,...,2m,) be the part of the extended witness that is known to the prover during
the first phase, i.e., z; contains the known part of the statement and the witness.” We assume that the

"In terms of arithmetic circuit, this can be thought of as all the wires that can be computed without the unknown part.
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first ¢; positions of the extended witness contain the part of the statement that is known in the phase I,
a1 = (21,...,%4 ), 1.e. z; = x; foreach i € {1,...,¢1}. Similarly zy = (2,41, - -, 2m) is the extended
witness that cannot be initially computed and the positions m; + 1,...,m; + 2 contain x. We use
mg := m — my to denote the size of zj;. Precisely, we write:

2] 21

z = (ZI,ZH) = (l‘lu sy Ll R0+ - -5 Bmay Tma+1s - - o Tmy Loy Bmy+lo+15 - - 'azm)

1 Eai
and we define the corresponding sets of indices:

‘)(I = [1761]7
Xn = [m1 + 1, mq + lo],

ZI = [17m1]7
ZH = [ml + 1,m],

W = [51 + 1,m1]
Wi = [ml + 05 + 1,m]

Intuitively the first row is the set of indices of the phase I and the second row the set of indices of the phase
IL

4.1.1 Split-R1CS.

Assume a rank-1-constraint-satisfiability system Az o Bz = Cz. The R1CS can be written accordingly:

A1 | O 2 Byi| 0 2 Cii] O 2
0 AQQ o 0 322 = 0 022

A3z | A3 1 B3, | B3, 1 Cs1 | C3o 1

where A1 € Z;” X1 are the constraints on z; but not on z, conversely Agy € Z;WX"W are the constraints
!
on zy but not on 27 and A3y € Z;“*X"“, Az € Z;“*XT@ involve both. Similarly, for By; € Zglxml ,
! ! ! " " 4

322 S Zg2xm2, 331 c ZZ3><m1’ B32 € Z;SXWQ and CH (S Z;l X s 022 € Z;Q Xm2, C31 S Z;?’ ><m1’

17
X .
C3; € 7,27 ™. We note that n;, n}, n!/ may not necessarily be the same.
We can re-write the above system as:

or equivalently

(CI : ZI) + (CH : ZH) :(AI : ZI) o (BI : ZI) + (AI : ZI) o (BII : ZH)

A; 1;411 1133 By
AH 0 B 0
0 zi+ | A | zn 0 zi+ | B |zu| =
Az Azz Bs Bs;

Cy Cr
Ciy 0
= 0 zi+ | C2 | zn
Cs1 Cso

+(A11 : ZH) o (BII : ZI) + (AH : ZH) o (BH : ZH)

We refer to this form as the ‘Split-R1CS’.
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4.1.2 Split Proof Computation.

To begin with, from the available statement a1 and witness wy the first prover can compute their extended
witness 2y by computing all the wires of the circuit that are possible with z; and w;. Then the second
prover having xy and wy can compute their extended witness, i.e. the rest of the wires of the circuit,
given C1(zy, wy) which corresponds to the output wires of the subcircuit that was computed by P (see the
discussion at the beginning of the section). Therefore, the first part of the auxiliary information that needs
to be passed from P to Py is auxg = Ci(zy, wy).

As discussed in Section 2.3, a Groth16 proof consists of three group elements 7y, 7, 3.

The first group element of the proof, 71, can be written as:

auxy
mo=lah+ > zlad(nh + Y zilai(m)] + 0]
i€Z] 1€ 2y

Therefore the value aux; := ), = 2i[a;(7)]1 can be fully computed in the phase I, as it depends only on
z1. Given this, the final m; can be computed in phase Il as 71 = auxy + [a]1 + Y,z zi[ai(T)]1 + 7[d]1,
once zj becomes available.

The same argument holds for my:

auxa

——f—
mo = [Bla+ Y zlbi()2+ D zubi(7)]2 + s[0]o.

i€2; 1€27

where auxy 1= ZieZI 2zi[bi(7)]2
For the third group element 73 in the proof, we have:

auxs
Ba;(T) + abi(T) + ¢;(T) Ba;(T) + abi(T) + ¢;(T)
”3_4221‘[ 5 1*,2% 5 .
IEWL 1EWI
auxy auxy
ts | Y alamhi+ > zlaim)h | +r | D zbin)h+ > zbi(n)h
i€ i€ 2y i€Z i€ Zy
n—2 i
V 1
—I-;q]' [ <g)T }1—%3[04]14—7“[&]14—7“3[5]1.
For  this, we need to compute the quotient polynomial  ¢(X) =
{(Z:’Zl z19i(X)( %1(;;%()())_ ﬁlzici(X)J that depends on both z; and zy. To this end, our first

observation is that, following the split R1CS described above, the quotient polynomial can be re-written
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as:

o(X) = { (Ciez za X)‘z( X()Eiezl abi(X))

(=

|4
, (Biens0X) - (Lica 50:X)
(=

ez #ici(X)  Yiez, zci(X)
V(X) V(X)

Our second observation is that the quotient polynomial g is equal to the sum of the six partial quotients
(i.e., we can ignore the partial remainders in the above six terms). We formally present this claim in the
following lemma.

Lemma 1. Let f1(X), ..., fi(X), g(X) be univariate polynomials in Z,,| X| and k1, . . ., k; be field elements
; Sis kifi(X) | _ ot filX
in Zy. Then [WJ =3 ki {%J

Proof. Let the euclidean division of f; by g be f;(X) = ¢;(X)g(X) 4 r;(X), where deg(r;) < deg(g), for
each i € [t]. Similarly f(X) = ¢(X)g(X) + r(X), where deg(r) < deg(g). Then,

t

Zszz( Z zQZ —i—kﬁ( )]
=1 =1
[

t
[Z i ]
where, deg(3"F_, ki) < deg(g), since deg(r;) < deg(g) for each i € [t] and k;’s are constants (degree
0). Therefore, ¢(X) = S"_; kigi(X). O

Finally, notice that deg(c;) < deg(V') for each ¢ € [m/], hence {Zieé(zc)i(X)J = {Z"ef/ﬂ(;ji(x)J =0.
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Therefore, the quotient polynomial is actually a sum of four terms:

o) = <Ziezlziai(X)‘2(§) ez, 2i0i(X) J
| (Eweana 2(.)(() cn ) |
| (S V)(X() e ) |
N (Siezy V)(.X() ez i) J

:—Q1(X) + @2(X) + ¢3(X) + @a(X)

For notational convenience and to make the dependence on z; and zj clear we re-write the sums in the
above as inner products:

- <z1,aI(X)> . <ZI,bI(X)> <ZI,CL1 > <ZH,bH )>
9(X) { V(X) J * { V(X) J+
(zm, an(X)) - (21, b1(X)) (zn, aH(X) 2117 b (X
ﬂ Vo) J ! { J
where a(X) = (ay(X)|lag(X))" = (a1(X),...,0m, (X),@m+1(X),...,an(X))" and b(X) =

(br(X)[[bu(X) T = (b1(X), - -, by (X), by 41(X), -, b (X)) T
Now, notice that since the first term is entirely computable in phase I, the first prover P; computes the

first quotient polynomial ¢; (X ) and sets auxs = > ;- 02 d1,i [M} The second and third terms depend
on both z; and zj. We re-write these terms as:

zL,a Az 21, (21, ar(X)) - bu(X)
g (X) ={< bai(X)) 117b11<X>>J _ {< >J

V(X) V(X)

H2(X)

Lemma 1 <ZH, VZI’GI(;(();(; bH(X)J> = (2, p2(X))

21, G 2 ZII,CLH(X)-<zI,bI(X)>
o)< ) {< ) |

V(X) V(X)

p3(X)
Leménal <ZII, \‘aII(X)Vi‘Z);)bI(X)>J> — <ZII,M3(X)>-
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Now prover I proceeds as follows: Computes the vectors of my polynomials po(X) = {WJ

X)-z1,b1(X 9 . i o - i
and p3(X) = {W and sets auxg = Z?:oz 2, [V(S)T ]1 and aux; = 2?202 3. {V(%} o
each consisting of mg group elements. In the second phase P computes the multi-exponentiations

(z11, auxg) and (zy1, aux;) to reconstruct {M} ) and {M}

respectively.
1

The fourth term of ¢4(X) can be fully computed in the second phase by Pp.
In conclusion the final 73 can be computed in the phase II as follows:®

S [ﬁai(f) + abi(r) +ci(r)]1

. )
1EWI

+s | aux; + Z zilai (7)1 | + 7 | auxs + Z zi[bi(T)h

1EZY 1€2

V()7
)

n—2
—|—(au><5 + (2, auxg) + (21, auxy) + 264,1‘ [ } ) + sy + 7Bl + rs[d]i.
i=0 1

4.1.3 Optimizing Py for small witnesses, ma = o(y/nlogn + m).

Pu’s running time, as described above, is dominated by the computation of g4(X') which, being a polyno-
mial division of degree n, requires O(n logn) time.

We observe that if the most significant portion of the witness is in the first phase, i.e. the phase
II extended witness is small, then there is a more efficient mechanism for Py. In concrete, if mg =
o(v/nlogn + m), then we preprocess the polynomials as follows:

Q(X) = VZH’ “H<X>V>(-X<)zm bH(X)>J _ rn (ag (X) © bu(X)) - 27 J

V(X)

Leménal o aE(X) & bII(X) ) ZT

.
Let T(X) = L%J be a (m2 X mg)-size matrix of polynomials. In the split setup phase we

compute the matrix containing (mg X mg) group elements H = 2?2—02 T; {V(gw} and publish it in sfs.
1

q4(T)V(T)}
5 n

Thereafter, in the second phase the prover Il computes 2z H 2] to reconstruct {

8Note that a for a concrete improvement on the size of aux we can merge aux¢ and auxy into auxe + auxy. For more intuitive
presentation of our protocol we stick to separate auxg and auxz.
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The the final 73 can be alternatively computed by P as:

B [ﬂai(r) —I-alg(T) +ci(T>L

+s | aux; + Z zila;(T)]1 | + 7 | auxq + Z zi[bi(T)]1
iEZH ieZII

+ (aUX5 + <ZH, aux6> + <ZH, aUX7> + ZHHZI}—> + 8[04]1 + 7‘[6]1 + 7“8[5]1,

taking time O(m3), which is less than O(n logn).

4.1.4 Split Zero-Knowledge.

Until now we have seen how to obtain a split prover for Groth16 that satisfies correctness, ignoring the
split zero-knowledge property. In order to add split zero-knowledge to the above we proceed as follows:
Assume that we want to build a split prover for the R1CS relation

R={(z;w): Azo Bz =Cz Nz = (z|w)},
then, we show a construction with split zero-knowledge for the relation
R = {(z;(w,7)): A'z0 B'z=C'z Nz = (z||w]||r)},
where R’ defined as follows:
Ve, w,r: (z; (w,r)) e R < (z;w) € R.

Therefore, the two relations are functionally equivalent as for any @, w, r can be seen as a dummy witness
that is present solely to achieve the zero-knowledge property.

The idea is to carefully add some extra constraints in the R1CS and wires in the extended witness.
Then the extra wires are going to be sampled uniformly at random from P in order to ‘mask’ the aux-
iliary information. Similar approaches for achieving zero-knowledge can be found in the literature (e.g.

[AHIV17]).
In more detail, the new R1CS matrices will be:

A’ B’
A11 0 00 0 O Z1 B11 0 0 0 0 O Z1
0 A22 A 0 B22 Z1
Az Az |0 0 0 O " o B3, Bs; |0 0 0 O .
0...0{0...0{1 0 0 O T2 0...0/0...0{0 0O 0 O r9
0...0{0...0/0 0 0 O r3 0...0[0...0/{0 1 0 O T3
0...0/0...0{0 0 1 O T4 0...0[0...0[{0 0 1 O T4
Cl
Ch 0 0 0 0 O 21
0 Cyo Z1
Cs Cs; |0 0 0 O
= 1
0...0[{0...0/{0 0 O O T2
0...0/0...0{0 0O O O T3
0...0/0...0{0 0 0 1 T4
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Equivalently for the corresponding polynomials we get:

e af(X) = (a1(X), .+, amy (X), Lys1(X),0, Loy3(X),0) ', al(X) = ax

* b{(X) = (bl(X)7"‘7bm1(X)7O7Ln+2(X)7Ln+3(X)70)T’ b;I(X) = by

In the modfied RICS ' = n + 3 and m' = m + 4.

We note that this approach is not compatible with an already existing Groth16 srs for R and one
should run a new setup, Setup(R’) for R’, where R’ is characterized by the above R1CS. The latter is in
fact happening in Setupgyj;;-

4.2 The protocol

Here we describe our protocol formally. We recall the notation:

« a;i(X),bi(X),c(X) are (publicly) known polynomial that interpolate the i-th column of the A, B,C
R1CS matrices respectively.

» a(X) = (@(X)]lan(X))" = (a1(X), - - s amy (X), amy41(X), - am (X))
« b(X) = (br(X)[[bu(X)) " = (b1(X), -+, by (X), by 41(X), - b (X)) T

e a)(X) = (a1(X), -, amy (X), Lny1(X),0, Lus(X),0) ', afy(X) = ay

e (X)) = (b1(X), - by (X),0, Lysa(X), Lnss(X),0) T, bj(X) = by
en'=n+3andm' =m+4.

Setupgyit (R, X, W) — srs: First it runs Groth16’s setup for the relation R'. That is, samples uniformly
T, a, 3,7, 0 <$ Z, and outputs:

!

srs = {{[04]1, [B]2: [7]2, [6]1, [5]2,{ (71, [7], }7/_1, { [V(E)TZ} 1}” _27

=0 i=0

{la . m]g}’"’ { [ﬁaxf) + abi(7) + cm)} 1}%;{1% :

. 9
i=1 Y

{ [mm + azgm + cm)} }WW }

Then if mgo = o(y/nlogn + m): First computes the matrix of polynomials:

a; I
T(X) = { T (X&g(l; (X)J — (ti,j(X))i,jGZH

i n—2
and using the { [V(g)T } 1} of the srs outputs the corresponding matrix of group elements:

i=0
= V()T
H = <Zt”k[ 5 } )
k=0 1/ ijezn

and appends it to the structured reference string, i.e. srs « srs U H.
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Pr(srs, @y, wy) — aux: The prover I samples 71, 1o, 73 <= Z,, sets r4 = T% and computes:

0. auxg = Ci(zy, wy),

L oauxy = ) ez 2i[ai(T)|1 + Tifam1 (7)) + r3lams(7)]1,

2. auxg = ) iz 2i[bi(T)]2 + r2[bmr2(7)]2 + 73[bm+3(T)]1,

3.

e — . Bai(T) + abi(T) + ¢i(7) , Bam41(T) . Bam13(T)
o = 32 [PUALEGELEA]  [Brnp2] o [ ]
by yo(T) b y3(T) Cm+3(T)
] 2] ]

4. auxy = ZieZI Zz[bz(T)]l + TQ[bm+2(T)]1 + T3[ m+3( )]1’

5. awa = S7 @i | V5| where gy (X) = | )RR |

6. auXg = Z? 02 [l,2 [ ()7 i|1 where “2(X) = [%J’

7. auxy = Y17 i3 [V(g) L where p3(X) = [%J

<=
><

o3

and outputs aux := {auxq, auxg, auxs, auxy, auxs, auXg, AUXy }

Pu(srs, xp, wir, aux) — w: The prover II first computes zy given @y, wy and auxg. Then uniformly sam-
ples r, s < Z,, and computes:

L om = [a]i +auxi + > e 5 zilai(T) + (o),
2. mo = [Bl2 +auxe + iz, 2ilbi(T)]2 + s[d]2,
3.

B {Bai(f) + abi(7) +ci(7)]1

4 )
1€EWn

+s | aux; + Z zilai(T)]1 | +7 | auxq + Z zi[bi(T)1
1€ 2 1€2

+<3UX5 + (211, auxg) + (zm, auxy) + K> + slali +r[B]1 + 7sld]1,

where K = zuH ] ifmy = ofy/mTogn ) otherwise I = 31y, [15]

Finally, outputs 7 := {71, 7o, 73}

Theorem 1. The above scheme has perfect split correctness and perfect split zero-knowledge.

Proof. Split Correctness follows by construction. To avoid repetition we point to Section 4.1 where we
extensively unveiled the protocol details.
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We now show that our construction achieves perfect split zero knowledge. The simulator S
works as follows: It samples Z,y,& <$ Z, and sets alx; = [Z];, alxe = [g|2, alx3 =
[553—22‘@\61 ziBa; (T)‘*‘CV?Q—ZieXI ziab(T)

3 +w ; alixg = [J]1, alixs = [%L alxg = [%%ML, and aux; =
[ya%(‘r)] v Recall that S samples itself the srs so has access to the trapdoors «, 3, d, 7. Finally auxg is

trivially simulated, since Cy(zy, wr) is part of its input.

Regarding correctness of the simulation, the distribution of the simulated aiix is identical to the one
generated by the protocol. auxy, alix;, aux, alixa, auxs, auxs are all uniformly distributed, since the groups
G1, Gy are cyclic and 71, 79, 73, £, §, © are uniformly random (r4 is implicitly 73). The rest of the auxiliary
values are uniquely determined based on the sfs and auxy, auxs in the real world. In the simulated world
also, they are chosen accordingly using the srs trapdoors and alix, alixy. Hence, these are also identically
distributed. O

4.3 Efficiency

Here we provide a concrete analysis of the efficiency of our scheme, namely the computational and com-
munication complexities.

4.3.1 Computational Complexity of the algorithms

First, we define metrics for the two operations that are dominant, Fast Fourier Transforms (FFTs) and
Multi-Scalar-Multiplications (MSMs).” MSM;(n) and FFT(n) denote an MSM in G; and FFT of n ele-
ments respectively. For ease of presentation, in MSM and FFT we ignore the additive constants that
have insignificant contribution, for example for Y " | d;[x;]1 + e[y] we would write MSM(m) instead of
MSM(m + 1).

Our first prover, Pp requires O(1)FFT(n), O(m2)FFT(n) and O(ms)FFT(n) to compute the corre-
sponding quotient polynomials g1 (X), p2(X), p3(X) and then (2mg + 1)MSM(n) to compute auxs,
auxg, auxy respectively. Additionally, 2MSM;(m1) + MSM;(m; — ¢1) + MSMy(m1) to compute
auxi, auxz, auxs, auxs. Then our second prover is performing as follows: If mg = o(y/nlogn + m) then
(ma+1)MSM (mg) +MSM; (5mg — £2) + MSMa(ms) to compute 71, 72 and 73, the dominant cost being
the computation of zHHzIT, otherwise 5FFT(n) +MSM; (5mgy — £2) + MSMa(my) to compute 71, 75 and
73, the dominant cost being the FFTs to compute polynomial division for g4(X).

4.3.2 Communication Complexity in group elements.

The sizes of the elements of our protocol in group elements precisely are: the size of the auxiliary infor-
mation (ignoring auxg = Cy(z1, wr)) passed to the second prover |aux| = (2mg +4) |G| + 1 |G2|. For srs
and 7, they are, again, the same as in Groth16: [srs| = (2n+3m+1) |G1|+ (n+m+3) |G| = O(n+m)
and |7| = 2 |G1| + 1 |G| = O(1).

Remark 3. In fact, we can consider an optimization where the second prover time and H -size are both
O(rank(Ap) x rank(By)) instead of O(m3), where rank denotes the column rank. For simplicity we describe
our protocols assuming that Ay and By are both full rank.

"MSMs are also referred to as multi-exponentiations.
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5 Lower Bound on the second Prover Time in Groth16

In this section, we sketch a lower bound on the best achievable phase II prover time in any split prover
scheme for the Groth16 [Gro16] proof system, thereby demonstrating that our constructions from Section 4
is asymptotically tight. Let rank(M ) denote the column rank of matrix M. At a high-level, we show that
Pu in any split prover variant of Groth16 must receive 2 (Min {n — 1, (rank(Ap) x rank(Bry))}) group
elements as auxiliary information from the split structured reference string and the first prover. This also
implicitly puts a bound on the smallest possible runtime for Py in Groth16. In particular, it shows that the
second prover must perform € (Min {n — 1, (rank(Ay) x rank(Br))}) group operations. Before proving
our main impossibility result, we find it useful to prove the following helper lemma.

Lemma 2. Let mi,ma,l1,02,n € N and let (Aj|| Ay, Bil| By, Cj||Cp) be any split RICS instance (as de-
scribed in Section 4.1) for these parameters. For any phase I extended witness z; and any k-sized set of phase
IT witnesses {z1; }ic[k)» let {71,i, T2,i, 73,i }ic[k) be the honestly computed Groth16 proofs for { 1|z, }ic(x)-
Ifk > m3 + 3ma + 4, and vectors {[z1, (ZEz ® ZII,z‘)]}ie[k] are linearly independent, then there exists a
polynomial time algorithm M such that with high probability

n—2 ;

_ [V ()7
M ({213, 710, T2, T3, bie ) — E T; [(;)T ] ;
i=0 1

where T'(X) is the vector of m3 polynomials computed as LWJ .

Proof. Recall that the third group element 73 in Groth16 is of the form

vary varg g
- :Z .. {6@1(7) + (,Y(;(T) + Cl(T):| N Z ., |:BCL1(T) + Ol(;(T) + 02(7)}
1€V 1 1€EWn 1
vars varyg ; vars varg g
: A :
+ s Zzi[ai(T)]1+ Zzi[ai(T)]l + 7 Zzi[bz‘(T)]l—F Zzi[bi('r)]l
i€Z i€Zn i€ i€ 2y
n—2 V( ) i vary varg varg
_V(m)T N IS ~=
—I—Zqi[ 5 I+ slay + 781 +rs[o]:.
=0
Here the group elements colored in blue remain constant across all 73;.  Furthermore,

>iss G [V(?Ti] | = 2uel) > Gui [V(?”} > Where

_ ) ) . . (Ziezl Ziai(X)>'<ZiEZI Zibi(X))
1. q1,;’s are the coeflicients in the quotient polynomial VX . Therefore,

_9 . 1% i .
varjg = Z" 2 q1. {%} . also remains constant across all 73 ;.

i=0 1,i
~ . . . . (Ziezl Ziai(X)>'<Zing zzbz(X)>
2. g2;’s are the coefficients in the quotient polynomial %) =
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p2(X)

<ZI, aI(X)> . bH(X)
o V(x)

-2 ~ [V
variy = Z?:OQ Hz,i[ (E)T h~

J > The following mg group elements also remain constant across all 73 ;’s:

~ . . . . (Ziegn Ziai(X))'<ZiezI Zzbz(X))
3. g3;’s are the coefficients in the quotient polynomial

V(X) o
H3(X)
aH(X) : <Z1,bI(X)> . . >
21, V(X) . The following m3 group elements also remain constant across all 73 ;’s:
varizs = Z;’L;OQ [14371 [ V(E)TZ } 1

(ziezn Z¢ai(X>) - ( iz Z¢bi<X>) J

4. Gs;’s are the coefficients in the quotient polynomial \‘

VX) =
T(X)
1 (X) ® by (X
< {an ( ‘E (%()H( ) ,z] ® 211 ). The following m32 group elements also remain constant across all

3,8 vargg = Yor 2 VAT,

In other words, for each j € [k], we can re-write 73 ; as

T3, =vary + <Z1Lj, var2> + 55 (varg + <ZH7]‘, var4> + var7)
+r; (var5 + <Z1Lj, var6> + Val’g) + 7rjsjvarg + varijg + <ZHJ‘, var11>

-
+(z1;, variz) + (z; ® 21, varis)
After rearranging we get,

m3,; =vary + vari0
+s;(vars + vary)
+rj(vars + varg)
+7r;8;5varg
+(zmj, varg + varqq + varqz)
+<SjZH,j7 var4>
+<szII,ja var6>
+<ZI—£]' &® ZHJ‘, var13)

Asaresult, {zn ;, 73 ;} je[kL can be used to obtain a system of k linear equations in m3 + 3mg +4 unknown
group elements. If £ > m3 + 3mg + 4, then this system of equations can be solved in polynomial time,
to learn all the unknown group elements. This includes varyz which is the m3-length vector of group

elements Y7~ TZ[W] 1. This completes the proof of this lemma. O

We now present a formal proof for our main impossibility result.
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Theorem 2 (Main Lower-Bound). Let m1, mo, {1, l2,n € N and let (Aj|| Ay, Bil| By, Ci||Cr) be any split
RICS instance (as described in Section 4.1) for these parameters. There does not exist a split prover (see Defini-
tion 2) for Groth16 [Gro16] in the generic group model, where the phase I prover outputs a group element that
has the same form as 73 in Groth16 and where srsy, aux contain o (Min {n — 1, (rank(Ay) x rank(By))})
group elements.

Proof. Let K be an (n — 1) x m3 sized matrix defined by the evaluation representation of the following
m3 quotient polynomials of degree (n — 1) each

ay I
T(x) = { S (X)J,

ie, the columns in K correspond to the evaluations of the polynomials in T(X) on the n't
roots of unity. It is easy to see that the maximum column rank of this matrix is rank(K) =
Min {n — 1, (rank(Ax) x rank(By))}, where Ay and By are n X mg sized matrices defined by the vector
of polynomials ay(X) and by (X) respectively.

Let us now assume for the sake of contradiction that there exists a split prover for Groth16, where srsy,
aux contain o (Min {n — 1, (rank(Ay) x rank(By))}) group elements.

Claim 1. An adversarial Py in this split prover variant for Groth16 can recover the following m3 group

elements
nZ:Q } V()7
e I
1=0

Proof. The adversary samples k = m3 + 3msy + 4 random phase II extended-witness {21} je(x)> such

?

that the vectors {[z, (zg ; ® ZH,z‘)]}ie[k} are linearly independent. It then uses the given srsy, aux
on these phase II extended witness to generate a Grothl6 proof for each of them, ie., it computes
{m1,5, ™24, 73,5} je[k]- Observe that each of these Groth16 proofs rely on the same phase I extended-witness
(this follows from Definition 2). Given these Groth16 proofs and the corresponding set of phase I extended-
witnesses, the adversary can then use Lemma 2 to recover the desired m2 group elements. O

We know that out of the m3 group elements Z?:_(? T, [V(?Ti] v rank(K) of them are linearly inde-

pendent. However, since the generic group model only allows linear operations of the group elements,
|srsp| + |aux| € o(rank(K)) group elements should not have sufficed to compute all of the m3 group

elements Z?:_OQ T; [W} . Hence, our assumption was incorrect and no such split prover for Groth16
1

exists, where srsy, aux contain o (Min {n — 1, (rank(Ay) x rank(By))}) group elements. This completes
the proof of this theorem. O

As discussed in remark 3, the phase II proof generation time in our protocols from Section 4 can
be optimized to have the second prover perform only O (Min{n — 1, (rank(Ay) X rank(By))}) group
operations. Therefore, our lower bound from Theorem 2 helps demonstrate that the number of group
operations performed by the second prover in our protocols is asymptotically tight.
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