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Abstract. SQIsign is the leading digital signature from isogenies. Despite the many improvements
that have appeared in the literature, all its recents variants lack a complete security proof. In this
work, we provide the first full security proof of SQIsign, as submitted to the second round of NIST’s
on-ramp track for digital signatures.

To do so, we introduce a new framework, which we call Fiat—Shamir with hints, that captures all
those protocols where the simulator needs additional information to simulate a transcript. Using this
framework, we show that SQIsign is EUF-CMA secure in the ROM, assuming the hardness of the
One Endomorphism problem with hints, or the hardness of the Full Endomorphism Ring problem
with hints together with a hint indistinguishability assumption; all assumptions, unlike previous ones
in the literature, are non-interactive. Along the way, we prove several intermediate results that may
be of independent interest.

Date of this document: February 27, 2025

1 Introduction

SQISIGN is a digital signature candidate in NIST’s Post-Quantum Cryptography Standardization pro-
cess [CSDT23, AAAT25]. Based on the theory of isogenies between supersingular elliptic curves, its
security is usually claimed to reduce to the Supersingular Endomorphism Ring Problem or, equiv-
alently, to the Supersingular Isogeny Path Problem [Wes22]. Despite the claims, the literature only
contains incomplete sketches of a security proof, glossing over key details, heuristics, and logical gaps.
To complicate matters, since the scheme was first introduced in [DKL*20], several variants have ap-
peared [DLLW23, DLRW24, NOC™*24, BDD 124, DF24], each calling for different proof techniques.

In all its incarnations, SQISIGN is based on a X-protocol which, informally, proves knowledge of the
endomorphism ring of a supersingular curve Ep. All variants follow the same pattern:”

1. The prover generates a random “commitment curve” Fcom;
2. The verifier challenges with a random isogeny Epi <> Echi;
3. The prover responds with a random isogeny Fcom <> Echi;
4

. The verifier checks that the response is a valid isogeny connecting Ecom to Ecn and rejects if that
is not the case.
Such a protocol is 2-special sound: two responses Ecom > Ech and Ecom <+ EY,, to distinct challenges
for the same commitment form a cycle Epx <> Ecni <> Ecom <> E., ¢ Ep¢ of isogenies and thus an
endomorphism of Ey. Although this comes short of a full description of the endomorphism ring, Page
and Wesolowski have given a polynomial time reduction from the Endomorphism Ring Problem to the
problem of computing a single non-scalar endomorphism [PW24].

Zero knowledge is much more delicate and crucially depends on the distribution of the response. In
the original version of SQISIGN and in the first round NIST candidate [DKLT20, DLLW23,CSD"24], the
response is a cyclic isogeny of fixed degree 2* sampled in an algorithmically defined set. It is unknown
how to efficiently sample from this distribution without knowledge of the secret key, thus the security
proof simulates it with the uniform distribution on all cyclic isogenies of degree 2%, conjecturing that
the associated distinguishing problem is hard. This weak form of zero-knowledge has been the source of
several issues, e.g. in [DKL"20, Sec. 6] and [BLL24].

5 Older variants of SQIsIGN [DKL+20, CSD+24] swap the roles of E.om and Epk in the challenge and response.
Here we focus on the version encountered in the current NIST candidate.
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In part to bypass the issue above, in part for efficiency, SQIsignHD [DLRW24] changed the definition of
the response to be any isogeny Ecom <+ Ecn of any degree up to a certain bound B. The same design was
inherited by follow up works [NOCT24,BDD 24, DF24] and ultimately by the round-2 candidate [AAA T 25].
Although sampling from the set of all isogenies up to a certain degree feels more natural and possibly
easier to simulate, there is a catch: isogenies of large prime degree can only be efficiently represented using
so-called higher-dimensional (HD) representations, which can only be efficiently produced when given a
description of the endomorphism rings of the curves, i.e. of the secrets.

Thus, HD variants appear to be even worse than the original SQISIGN in terms of zero-knowledge: there
is no efficient algorithm to sample from a distribution even remotely similar to the response distribution,
without knowledge of the secret. The way SQIsignHD and follow-ups get around this problem is by working
with one or more interactive oracles that produce HD-representations of random isogenies of degree < B.
This means that, either explicitly or implicitly, all HD variants have only proved security in an ad-hoc
model where every party has access to these oracles producing HD-representations. These proofs do not
produce any statement that applies in the more standard Random Oracle Model. Furthermore, these
proofs limit themselves to showing special soundness and zero-knowledge of the underlying X-protocol:
given the ad-hoc nature of the model, it is unclear whether the standard proof for the Fiat—Shamir
transform [PS96] applies. Thus, all HD variants of SQISIGN in the literature fall short of a meaningful
security statement.

Contributions. In this work, we give the first full security proof of SQISIGN® as of the second round of
NIST’s on-ramp track for digital signatures [AAA™T25]. We innovate on several aspects:

— We introduce a new framework, which we call Fiat-Shamir with hints, that captures all those
protocols where the simulator needs additional information to simulate a transcript. This framework
can be applied to all HD variants of SQIsign, providing the first proof of security in the random
oracle model (i.e., without any ad-hoc model) for all those protocols.

— To model the extra information needed by the simulator, previous works introduced interactive
oracles to fill the gaps in the simulation. We replace the oracles with non-interactive hints, reducing
the EUF-CMA security of SQISIGN only to non-interactive assumption, whose hardness is easier
to analyze. We also study different hints, identifying one type of hints that allows us to reduce the
EUF-CMA security of SQISIGN to a variant with hints of the endomorphism problem.

— We carefully account for losses in the reduction, thereby obtaining precise statements on the security
of SQIsIGN’s NIST parameters. Based on this, we also make suggestions that have negligible impact
on the efficiency of the protocol while benefiting the strength of the security statements.

— Along our security proof, we obtain two smaller results that may be of independent interest: 1. we
show that it is possible, in polynomial time, to sample from a distribution statistically close to
the distribution of degrees of random isogenies of bounded degree; 2. we show there exists a
tight quantum reduction (we only need a factoring oracle) from the endomorphism ring problem
to the one endomorphism problem, reducing the runtime loss in the reduction from a factor
approximately 2193)\13 to a factor 24.

1.1 Technical overview

Fiat—Shamir with hints. We would like to reduce the unforgeability of SQISIGN to the EndRing,
problem. However, the protocol does not quite fit into the usual framework for proving security of
Fiat—Shamir signatures. In particular, it has two shortcomings:

1. ¥sq is special sound, but not with respect to the original relation Rsq.

2. We do not know how to construct a weak Honest-Verifier Zero-Knowledge simulator for ¥sq.
Without knowledge of the endomorphism ring of a curve E, we can only efficiently evaluate random
isogenies from E of smooth degree. The SQISIGN protocol, however, uses isogenies of arbitrary
degree in its response: thus, the degree of the simulated response isogenies could not follow the
correct distribution.

While the first point only requires a little extra care, the second point is a significant obstacle.

Notwithstanding, to the best of current knowledge the hardness of constructing isogenies of arbitrary
degree seems independent of that of EndRing,. If we could give the simulator a little “extra help” to

5 The round-2 SQISIGN submission slightly diverges from the protocol we analyse: for efficiency reasons, it relies
on certain algorithms that may fail with very small probabilities. We discuss this in Section 7.



produce these HD representations, then it could simulate the responses without needing to break the
scheme.

In Section 3, we thus introduce a new framework, which we call Fiat—Shamir with hints, for proving
EUF-CMA security of Fiat—Shamir signatures where the simulator needs access to some additional data,
which allows us to capture protocols like SQISIGN and prove their security. We remark that our approach
is significantly different from previous literature: all variants of SQISIGN that rely on higher-dimensional
representations [DLRW24, BDD 24, NOC™24, DF24] solved the simulation issue by proving security, either
explicitly or implicitly, in an ad-hoc model that provides one or more oracles to compute isogenies of
arbitrary degree. In contrast, we aim to prove security in the random oracle model, without any additional
oracles.

EUF-CMA security of SQIsign. In Section 4, we analyze the EUF-CMA security of SQIsign in the
Fiat-Shamir with hints framework, using a hint distribution that we call %™. We show that ¥sq has high
commitment min-entropy, is hint-assisted wHVZK, and is special sound with respect to some soundness
relation. This gives us our first result, namely that SQIsign is EUF-CMA secure in the ROM, assuming
the hardness of the OneEnd problem (i.e. computing one non-trivial endomorphism) with hints.

However, we want to show that SQIsign is EUF-CMA secure as long as the EndRing problem (i.e.
computing all endomorphisms) is hard since the EndRing problem is a much more natural and well-studied
problem [EHLT18 EHL ™20, Wes22, PW24]. In Section 5, we obtain a similar result by relying on a variant
with hints of the EndRing problem. To do so, however, we cannot rely on the ™ hint distribution used so
far. The reduction from the EndRing problem to the OneEnd problem requires translating endomorphisms
from one curve to another, and the hint distribution ™ enforces a specific distribution that is hard to
translate from one curve to another.

We sidestep this issue by introducing a new hint distribution H"" that is more suitable for the reduction.
In particular, we show that the new hint distribution is pushable: given a 2"-isogeny” o : E — E’ and a
hint h < HWf for E, we can push it through o to get a hint for £ distributed according to H4mf. We need
to introduce a new assumption to switch between distributions (which we argue is hard in Remark 5.1),
but the pushability property implies that the new hint distribution H"™f has several advantages over H™:

The hint formulation is simpler: the hint does not need to include what becomes the challenge
isogeny in a SQISIGN transcript since a hint from the public key curve can be pushed to the
challenge curve.

— The OneEnd problem with H""f hints is equivalent to the EndRing problem with (the same) hints,
which allows us to reduce the hardness of the EndRing problem with hints to the EUF-CMA security
of SQISIGN.

— A similar argument shows the EndRing problem with H"" hints is random self-reducible, and thus
it admits an average-case to worst-case reduction.

— Lastly, the sampling of hints is conceptually easier, which allows us to provide an argument for
why we do not expect these hints to make the EndRing problem easier.

Putting everything together, we obtain a proof of the EUF-CMA security of SQISIGN in the ROM,
based on the hardness of a variant of the endomorphism ring problem with hints and of the hint
indistinguishability problem. When the reduction is classical, the runtime loss in the reduction is about
the same as in [PW24], which is polynomial but considerably large. To obtain a tighter proof of security,
we show that quantum reduction (or, equivalently, a classical reduction with access to a factoring oracle)
has a runtime loss that is constant and small. This is our main result, which is summarized in Theorem 6.

2 Preliminaries

2.1 Notation

We let A € N denote the security parameter. All algorithms will (implicitly) take as input the unary
encoding of the security parameter 1*. We refer to algorithms running in probabilistic polynomial time in
the length of their inputs as PPT. We let poly(zy,...,z,) denote an unspecified positive polynomial in
Z1,...,Zn. Similarly, negl(\) denotes an unspecified negligible function in \. When an algorithm A has
black-box query access to an oracle ¢, we denote this as A?.

" We use isogenies of degree 2™ because that is the degree of the challenge isogeny in SQISIGN, but the distribution
is pushable through any smooth-degree isogeny.



We write In and log for the natural and the base-2 logarithm respectively. For x,y € {0, 1}*, we write
z || y for their concatenation and |z| for the length of z.
For a probability distribution D, we write z < D for sampling = from D. For a finite set S, we denote

the uniform distribution over S by U(.S) and write x & S for sampling x from U(S). For two distributions
Dy, D1 over S, the statistical distance between Dy and D; is

1
A(Do, D1) = 5 " |Pr[Do = s] — Pr[Dy = s]|
ses

For an algorithm A outputting a bit b, we define its advantage in distinguishing between Dy and D; as
Adv¥St [Dy, Dy] (A) = ‘Pr (1< A(@) | 2 Do) —Pr[1 + A(z) | & < Di] ’

Throughout this document, p is a prime congruent to 3 mod 4 of cryptographic size (p ~ 22*). Ex
denotes the Montgomery curve y? = x2 + Ax? + 2. We write Supersingular, for the set of supersingular
Montgomery curves 4 with A € Fj. and j(Supersingular,) for their j-invariants.

2.2 Probability distributions
The statistical distance satisfies several well known properties.

Proposition 2.1. Let Dy and D1 be random variables over a finite set S.

(i) A(Dy, D1) is a metric on distributions.
(ii) For every subset T C S,

Pr[Dy € T| <Pr[Dy € T| + A(Dy, Dy).
(i) Let F' be a random variable over functions f : S — T for some finite set T. Then
A(F(Do), F(D1)) < A(Do, D1).
There is equality if and only if every possible f is injective.

Proposition 2.2. Let X4,...,X,,Y1,...Y, be mutually independent random variables, where for each
i=1,...,n, X; and Y; are defined over a finite set S;. Then the statistical distance between the joint
distributions (X1,...,X,) and (Y1,...,Y,) satisfies

A(Xrr e X, (Ve V) € 3 AL YY)

Proposition 2.3. Let Dy and D1 be random variables over a finite set S. Let A be an algorithm taking
as input an element from S and outputting a single bit. Then

Adv¥® [Dy, D] (A) = A(A(Dy), A(D1)) < A(Dy, Dy).

Proof. Tf we fix the random tape of A, it becomes a deterministic function S — {0, 1}. Therefore, A can
be seen as a random variable over functions S — {0,1}.

A(A(Do), A(Dy)) =

=

T [.A(Do) = 0} —Pr [.A(Dl) = O] |

4+ NI 4+ N

1—Pr[A(Dy) =1]) = (1 = Pr[A(Dy) = 1])]
|Pr[A(Do) = 1] — Pr [A(Dy) = 1]|
dvdist [DO7 Dl] (_A)

N = — N =

|
>

The inequality A(A(Dy), A(D1)) < A(Dy, D;) follows by Proposition 2.1. O



Experiment 1: Weak honest-verifier zero-knowledge

Reals (1) Sims(1%,S)

1: (z,w) + Geng(1) 1: (z,w) + Geng(1)

2: (com, state) < P1(z, w) 2: (com, chl, rsp) < S(x)
3. chl & ¢ 3: return (z,com, chl, rsp)
4: rsp < P;(state, chl)

5: return (x,com,chl, rsp)

2.3 Relations and ¥-protocols

A Dbinary relation R is a set of tuples (z,w) € X x W C {0,1}* x {0,1}*. We refer to = as the statement
and w as the witness. All relations in this paper are NP relations. Given (x,w), we can check if it is in R
in polynomial time in |z|.

An instance generator Geng for R is a PPT algorithm which on input 1* outputs a pair (x,w) such
that (z,w) € R and |z| = poly(}\). All relations we will consider come equipped with an instance generator.

Definition 2.1 (Hard relation). Let R be a relation. We say that R is a hard relation if for all PPT
algorithms A,

AdVE(A) := Pr [(z,w*) € R ’ (z,w) + Geng(1*), w* + A(z)] = negl(\).

Definition 2.2 (X-protocol). A X-protocol for a relation R is a 3-message interactive protocol between
a prover and a verifier, given by a tuple of PPT algorithms (P1,P2,V) as follows:

1. On input (z,w) € R, the prover runs (com,state) « Pi(x,w), obtaining a commitment com and
the state state needed for the response computation. It sends com to the verifier.

2. The verifier samples a challenge chl uniformly from the challenge space C and sends it to the prover.
3. The prover replies to the verifier with the response rsp <— Pa(state, chl).

4. Finally, the verifier runs the verification algorithm on input the statement x and the transcript
(com, chl, rsp) to obtain a bit b < V(x,com,chl,rsp). It accepts if and only if b= 1.

The X-protocol should always have correctness. If the prover and verifier run the protocol honestly, the
verifier should accept except with negligible probability in A. In addition, there are several other security
properties of interest.

Definition 2.3 (WHVZK). X is weak honest-verifier zero-knowledge (wHVZK) if there exists a PPT
algorithm S, called the simulator, such that for all PPT algorithms A,

AdvytS 2 (A) == Adv®™ [Realx(1%), Sims (1%, 5)] (A) = negl()),

where Realy (1) and Simg(1*,8S) are the distributions defined in Ezperiment 1.

Definition 2.4 (MinEnt). X has high commitment min-entropy if it holds that

MinEnt(X) = {na)g max Pr [com = com’ | (com’, state) «— Py (z, w)] = negl(}),
T, w) com

where the first maz ranges over the pairs that might be output by Geng(1*).

Note that this definition is slightly different from previous works (e.g. [AABN02]). The actual min-
entropy of the commitment is — log(MinEnt(X)).

Definition 2.5 (Special soundness). ¥ is special sound if, given a statement x and two accepting
transcripts (com, chl, rsp) and (com, chl’, rsp’) for x with chl # chl’, we can compute a witness s.t. (v, w) € R
in polynomial time in |x|.



Game 1: |MP—PA):(.A1, .AQ)

1: (x,w) < Geng(1*) OTransy,w() :

2: (com™,state™) « A?Tfa"s‘”’“’ (z) 1: com, state <— P (z, w)
3: chi* & ¢ 2: chl & ¢

4: rsp” < Aa(state™, chl™) 3: rsp < P2z, w, state)
5: return Vers(z,com™, chl, rsp*) 4: return (com, chl, rsp)

Definition 2.6 (Knowledge soundness). ¥ is knowledge sound with knowledge error xk : N — [0, 1]
if there exists a knowledge extractor £, defined as follows: On input a statement x and given rewindable
black-box query-access to a prover P*, it runs in an expected polynomial number of steps in |x| (counting
each invocation of P* as a single step), and finds a witness for x with probability

Pr[(z,w*) € R | w* « 7 (2)] = e(P*) — k(|z]),
where e(P*) is the probability that the verifier accepts in the protocol with P*.
We say that ¥ is knowledge sound when k(|z|) = negl(|z|).

Lemma 2.1 ([ACK21]). IfX is special sound, then it is knowledge sound with knowledge error k = 1/|C|.
In expectation, the extractor invokes the prover at most 2 times.

A X-protocol can be seen as an identification scheme [AABNO02]. The prover is trying to convince the
verifier that it knows a secret w associated to the identity . We consider security against an attacker that
might have eavesdropped on honest runs of the protocol before it attempts to impersonate the identity x.

Definition 2.7 (IMP-PA [AABNO2]). We say that ¥ is secure under passive impersonation attacks
(IMP-PA) if for all PPT two-stage algorithms A = (A1, .As) it holds that

Adv'PPA(A) == Pr [IMP-PAs (A) = 1] = negl(\),
where IMP-PAy is the game presented in Game 1.

If ¥ is a X-protocol for a hard relation R that is special sound, wHVZK and has 1/|C| = negl(\), then
it can be shown that ¥ is IMP-PA-secure. In fact, we prove a generalization of this result in Section 3.1.

2.4 Signature schemes in the ROM

In the random oracle model (ROM) all algorithms are given black-box query access to the random oracle
RO, implementing a uniformly random function {0,1}* — C. We usually omit the dependency on the
random oracle from our notation, writing A instead of ARC.

Definition 2.8 (Signature scheme). Let M be some set. A signature scheme in the ROM for a message
space M is a tuple of PPT algorithms (Gen, Sign, Ver) defined as follows.
— Gen(1M): On input the security parameter X, the key generation algorithm outputs the public key pk
and the secret key sk.

— Sign(sk, msg): On input the secret key sk and a message msg € M, the signing algorithm outputs a
stgnature sig.

— Ver(pk, msg, sig): On input the public key pk, a message msg and a signature sig, the verification
algorithm outputs 1 (accept) or 0 (reject).

A signature scheme should satisfy two security properties, correctness and EUF-CMA. The former says
that the verification of a correctly generated signature should only fail with negligible probability in A.
The latter is defined as follows.

Definition 2.9 (EUF-CMA). Let S = (Gen, Sign, Ver) be a signature scheme. We say that S satisfies
existential unforgeability under chosen message attacks (EUF-CMA) if it holds for all PPT random-oracle
algorithms A that

Adve"TMA(A) == Pr [EUF-CMAs(A) = 1] = negl()),

where EUF-CMAg is the game presented in Game 2.



Game 2: EUF-CMAg(A)

1: (pk,sk) « Gen(1%) OSign(msg)

2: Q=0 ' 1: sig < Sign(sk, msg)
3: (msg*,sig*) « A% (pk) 2: Q:= QU {msg}

4: if Ver(pk, msg*,sig*) =1 A msg* ¢ Q then 3: return sig

5: return 1

6: else

7 return 0

X-protocols can be used to construct signature schemes in the ROM, using the Fiat-Shamir transform.
The Fiat-Shamir transform FS[X] of X is the non-interactive protocol where the challenge is obtained as
chl <~ RO(com || z).

Definition 2.10 (Fiat-Shamir signature). Let X be a X-protocol for a relation R and let M C {0,1}*.
We define the signature scheme SIG[X] as follows.

— Gen(1*): Sample (z,w) + Geng(1*). Set pk := x and sk = (z,w), and output (pk,sk).

— Sign(sk, msg): Generate a transcript (com, chl, rsp) using the prover algorithm in FS[X], but compute
the challenge as chl <~ RO(com || z || msg). Output sig := (com, chl, rsp).

— Ver(pk, msg, sig): Accept if and only if sig = (com,chl,rsp) such that V(x,com,chl rsp) = 1 and
chl = RO(com || z || msg).

Observe that SIG[X] is essentially the Fiat-Shamir transform of ¥, but with the relation modified to
R* ={(z || msg,w) | (z,w) € R,msg € M}.

If ¥ is a IMP-PA-secure identification scheme and has high commitment min-entropy, then SIG[X] is
EUF-CMA-secure.

Lemma 2.2 ([AABNO02, Lemma 3.5]). For any PPT algorithm A attacking the EUF-CMA of SIG[X],
there exists a PPT two-stage algorithm B such that

AdVERSSMA(A) < (q + 1) - AdVIPPA(B) + (¢ + s + 1)s - MinEnt(E),

where q and s are upper bounds on the number of queries that A makes to RO and OSign, respectively.
Furthermore, B makes at most s queries to the transcript oracle OTrans.

2.5 Computing isogenies

SQISIGN uses three distinct ways to encode and compute with isogenies. It is useful to define a computa-
tional abstraction.

Definition 2.11 ([BDD"24]). Let F, be a finite field. An isogeny evaluator & is a pair of polynomial
time algorithms:
— &walid (D): On input a string D € {0,1}* it outputs L or a triple (E,E’,d). In the latter case, E
and E' are elliptic curves defined over Fy and D represents an isogeny ¢ : E — E’ of degree d.

— &.eval (D, P): On input a string D € {0,1}* and a point P € E(F ), it outputs the image point
o(P) € E'(Fy) if &.valid (D) = (E, E',d), otherwise the output is undefined.
In the case that &.valid (D) # L and D is of size polynomial in log(q) and log(d), we say that D is an
efficient representation of ¢ (with respect to & ).

The first representation used in SQISIGN is restricted to isogenies of degree 2™, represented as 2-isogeny
walks: the isogeny is stored as a chain ¢ = p; 0 g 0 -+ 0 ¢, of isogenies of degree 2. It is clear this
representation is efficient.

The second is the ideal representation. If O ~ End(F) is a maximal order of the quaternion algebra
ramified at p and oo, the Deuring correspondence establishes a bijection between left ideals of O and
isogenies with domain E. Algorithmically, given a basis of a left ideal of O, there are PPT algorithms to
compute the degree and the image of the associated isogeny and to evaluate it on arbitrary points [EHL 18,
Wes22, Ler22]. This efficient representation intrinsically makes use of the secret key in SQISIGN, and is
thus only used internally by the prover.



The final representation is the so-called higher-dimensional (HD) representation. Following Robert [Rob22],
any isogeny between elliptic curves can be “embedded” into an isogeny of higher dimensional abelian
varieties using Kani’s lemma [Kan97]. SQISIGN only uses embeddings into chains of (2, 2)-isogenies of
(2-dimensional) abelian surfaces, which can be efficiently stored and evaluated. Although these yield
efficient representations of any isogeny, they are in general difficult to produce in the first place. In
SQISIGN they are easily computed given knowledge of the secret key, but the difficulty of computing them
in general is the key obstacle to proving security which we address in Section 3.

Both the ideal and the HD representation support an extended list of additional algorithms operating
on them.

Lemma 2.3 (Algorithms on representations). For each of the operations below there is a PPT
algorithm which operates on ideal (resp. HD) representations:

— Dual: On input ¢ : E1 — FE5, compute p : E5 — Fj.

— Equality check: On input p,v : By — Es, check whether ¢ = 1.

— Composition: On input ¢ : E1 — Es and v : E5 — E3, compute Y o : 1 — Es.

— Splitting: On input ¢ : E1 — Ey and coprime ni,na s.t. deg(v) = nina, find ¢1, ¢} of degree nq
and @2, ¢h of degree ny s.t. o = h o p = @) o Y.

— Division: On input ¢ : E1 — Es, ¢ : By — Eb and @, : E{ — E3, check if there exists ¢}, ¢, s.t.
@ = 0@ or ¢ = .o, and if so output them.

— Pushforward: On input ¢ : E1 — FEy and ¢ : By — E3 with coprime degrees, compute a
pushforward ¢’ : B3 — Ea3 of ¢ by v, meaning that ker(¢’) = 1 (ker(p)).

— Backtracking: On input ¢ : Es — E3 and o : E4 — Eo with ged(deg ¢, deg o) smooth, find ¢, o,
and ¢’ s.t. o =pod’, p=¢' o1, and ker(v)) = ker(p) Nker(c). We say that 1) is the backtracking
component of ¢ and o. If ¢’ and o' are cyclic, then so is @' o o’.

Proof. All of the above operations are discussed in the literature [Ler22, Rob24], with the exception of
Backtracking, which we now detail.

We start with the ideal representation. Let I, and Is be the left End(E>)-ideals vanishing on ker(y)
and ker(&) respectively. Then I, + I is the vanishing ideal of ker ¢ and thus an ideal representation of 1.
Now we can use Division to compute ideal representations of ¢’ and o’.

For the HD representation we need more work. First, using Splitting and the fact that ged(deg ¢, deg o)
is smooth we reduce to the case where deg ¢ and dego are powers of a small prime £.

Next, we factor the common factors [¢] from ¢ and o, by constructing an HD representation of [¢]
([Rob24, Proposition 6.6]) and applying Division repeatedly. We thus reduce to the case where at least
one of ¢ and o is cyclic; without loss of generality, assume ¢ is.

Finally, we enumerate all ¢-isogenies 1; from FEs using Vélu’s formulas, and use Division to factor
p = g o ¥;, then again Division to factor & = 6( o ¢;, and continue recursively on ¢y and gg. We stop
when one of the Division attempts fails, at which point, if both ¢ and o are cyclic, ¢ oo must also be. [

Computational assumptions. We recall two foundational computational problems in isogeny-based
cryptography.

Problem 1 (EndRing,). Given a curve E € Supersingular,,, find four endomorphisms in efficient repre-
sentation that form a basis of End(F) as a lattice.

Problem 2 (OneEnd,). Given a curve E € Supersingular,,, find an endomorphism in End(E) \ Z in
efficient representation.

These problems are believed to computationally hard, even for quantum adversaries. Specifically, we
assume that they have worst-case hardness, meaning that no algorithm can solve them in polynomial
time in logp for all curves. This implies that the problems must be hard for uniformly random curves,
by well-known worst-case to average-case reductions. Furthermore, a recent line of work [Wes22, PW24|
shows that they are equivalent under polynomial-time reductions.

The stationary distribution S; is the limit distribution of the random walking process which from a
J(E) € j(Supersingular,) selects uniformly at random an {-isogeny ¢ : £ — E’ among those that do not
backtrack and moves to j(E’). [BCCT23, Theorem 11] proves the following fact.



Table 1: The public parameters of SQIsign

Parameter p €rsp €chl Nmix

p =c-2%—1 prime, X
< 2%} e 2 2

Description [log,(/P)] e—ewsp Smallest prime >

Proposition 2.4. The stationary distribution S; on j(SupersinguIarp) is the distribution with

24

Pr{iE) < 8] = o= am@)

Let £ # p be prime. Let w be a distribution on j(Supersingular,) and let Dfrk be the distribution after k
steps of a non-backtracking random walk, then

o* (k+1) /p
Ay s < 2 B

We define the stationary distribution S on Supersingular, such that j* < S; and A is uniformly
distributed among those such that j(E4) = j*.

2.6 The SQIsign signature scheme

We recap SQISIGN, as submitted to the round-two NIST standardization process for additional post-
quantum signatures [AAAT25]. It is a Fiat-Shamir signature constructed from a Y-protocol Ygq;. We
reproduce high-level pseudocode for the protocol; for a more detailed description see [AAAT25].

Public parameters. For each security level A\, SQISIGN defines some public parameters pp, presented in
Table 1. We denote the algorithm that deterministically outputs pp by PublicParamsq(1*). In addition,
E, denotes the starting curve with j-invariant 1728 and known endomorphism ring End(Ey) = O,.

Algorithmic building blocks. We highlight a few recurring algorithmic building blocks in Table 2.

Table 2: Algorithmic building blocks

Algorithm Inputs Outputs
A deterministicall ted
DeterministicBasis E € Supersingular, .e erministically compute
basis (P, Q) for E[2°].
Er and (Pr,Qr), where
By - FE dsto I
IdealTolsogeny Left Op-ideal T #r1 = Lo 1 corresponds to I,

and Pr, Qr = ¢1(Po), p1(Qo),
(Po, Qo) = DeterministicBasis(Eq).

E, E12 € Supersingular,, Ei, F> and [§(P) | P € eval-pts],

Kq and Ko in E X E1s where @ : £ X F1o — F1 X By
IsogenyEval2-2 isotropic® of order 272, is a deterministically computed

a list eval-pts of points (27, 27)-isogeny with

in E X Eqa. ker(®) = ([4] K1, [4]K2).

A’ € F,2 uniformly random s.t.
J(Ea) =j(Ear).

Uniformly random primitive left
Op-ideal I of norm N.

MontgomeryRandomize A € F 2

RandomldealGivenNorm N € Ns.t. p{ N.

8 Two points of order n are said isotropic if their Weil pairing of order n is trivial.



Relation. The relation of Xgq is

pp public parameters,
Apk € Fp2, Epk = E4,, € Supersingular,,
I is a left Og-ideal and
OR(Isk) = End(Epk)

RSQI = ((PP, Apk)a Isk)

We refer to the Montgomery A-invariant Apy as the public key, and Iy as the secret key. We can view Rsq)
as a relation for the EndRing, problem, since a basis for End(Epk) can be efficiently recovered from Ig.

The instance generator Genpgg, is defined in Algorithm 1. The prime Ny is chosen so that A(j(Epk),
S) < 27, In addition, Apk is randomized, to prevent any leakage from the choice of Montgomery
coefficient.

The Y-protocol Xsq. The commitment, challenge and response algorithms are presented in Algorithm 2.
The verification Algorithm 3 checks that the response encodes an efficient representation of an isogeny
Eok = Ecom. For an overview of the isogenies involved in the protocol, see Fig. 1.

Remark 2.1. We have modified the description of ¥gq slightly by adding the lines 24-25 in the response
algorithm of Algorithm 2. These steps normalize the points Pej, Qcn by making a deterministic choice of
sign. This makes the distribution easier to simulate. However, in the optimized implementation of SQIsign,
the points are represented by their x-coordinate. Since P and — P, have the same x-coordinate, this
means that the point normalization is not needed there.

Signature scheme. The SQISIGN signature scheme is a standard Fiat—Shamir transform of ¥sq;. We
denote it SIG[Xsqi:

— Key generation is identical to Gengg,.

— The signature is generated by running Commitment to generate F.om, setting the challenge as
chl <= RO(j(Ecom) || Apk || msg) and finally running Response to get rsp. The signature is (chl, rsp).

— The verifier recovers Feom ~ F; from the signature”, checks that it defines a valid isogeny Eok = Ecom
and that chl = RO(j(Ecom) || Apk || msg).

—{ Algorithm 1: The instance generator Genpg, (1*)

: pp + PublicParamsq(1*).

: Iy < RandomldealGivenNorm(Npix).
E4,__ = ldealTolsogeny(Is).

Apk = MontgomeryRandomize(A).

: z = (pp, Apk) and w = L.

return (z,w).

DU W

9 SQISIGN is commitment recoverable with perfect uniqueness, so dropping the commitment from the signature
does not affect security [BBSS18].

Paux Pcom Psk

Eaux Ecom EO Epk
odd / Pehl
O Prsp Pehl
/ odd even /
Eaux 7 Ersp even Ersp = Echl > Echl
Paux rsp

Fig.1: Diagram of Xsq.
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Algorithm 2: The Y-protocol Xsqi

Commitment(pp, Apk, Isk):

1: Icom + RandomldealGivenNorm(Nmix).

2: Ecom, (Peom, Qeom) < ldealTolsogeny(Icom)-

3: com = j(Ecom); state := (pp, Apk, Is, Icom, Ecom, Peom, Qcom)~
4: return com, state.

Challenge:

1: chl <i {0,..., 200 — 1} // Defines the challenge isogeny @cni : Epx — Ecn with
ker(och) = (Ppk + [chl]Qpk), where (Ppk, Qpx) = DeterministicBasis(Fpx).
2: return chl.

Response(state, chl):

1: Compute the left Opr-ideal I corresponding to @eni, where Opx = Or(Iek).
2: Sample a uniformly random ideal J equivalent to Icom - Isk - Ichi of norm < 2.
3: Decompose J = m - Isp with I, a primitive ideal.

// Isp corresponds to the cyclic response isogeny ¢rsp : Ecom — Fchl-
4: Write nrd(Issp) = 2™d’ with d’ an odd integer.
5: Let npe be the largest integer s.t. Ieni - Irsp C 2™ Opk, and =1 — Ny

// mue is the length of the part of @, that backtracks with e
6: Factor Iy as ISy - I - I' s.t. nrd (1)) = d', nrd(I9)) = 27, Iy - T C 2™ Opy.
_odd _even

Prsp Prsp

/] @rsp i Feom — Ef;:]d — E" 25 Eew, with b backtracking pch).
7: I, + RandomldealGivenNorm(2°~" — d’).
8: Let I be the pushforward of I.., by Icom. /] @aux : Bcom — Eaux.
9: Let I., be the pushforward of L by Ir(sp. /] Phu s B — Bl
10: Ely, (Kawet, Kau2)  IdealTolsogeny(Ieom - I - I.).
11 Ky = ([207 D) P, [267 D K1),
12: K2 = ([267(8r5p7"+2)d,}Qc0m7 [287(er5pin+2)]Kaux,2)-
13: eval-pts := [(Peom, 0), (Qcom, 0)].
14: B Faux, eval-pts’ < lIsogenyEval2-2(Ecom, Elu, K1, K2, eval-pts).
15: Parse eval-pts’ as [(Rcni, Raux), (Sechl, Saux)]-
16: Rehis Schi i= @rap (Rehl), @rep (Sent)-
17: Compute the non-backtracking part of the challenge isogeny ., : Ex — E., with ker(pl,) =
[27*] ker (e ).-
18: Rchiy Schi := taux(Rechl)s taux (Rechl), for an isomorphism i : E,es\;f" — Eéhl-
19: Al « MontgomeryRandomize(A.ux) and Ely = E,r . /] Eaux = Eay,-

aux

20: Raux, Saux = taux(Raux); taux(Saux), for an isomorphism taux : Faux — El..
21: Paux, Qaux = [26_(6'5p_"bt+2)] . DeterministicBasis(Egux).

22: Compute a,b,c,d € Z s.t. Paux = aRaux + bSaux and Qaux = cRaux + dSaux.
23: Pent, Qchi = (aRchi + bSchi, cReni + dSchi).

24: if — Py is lexicographically smaller than P, then

25: Peniy Qe '= —Penl, —Qcni

26: return rsp := (np, 7', Al Pan, Qchl)-
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—{ Algorithm 3: Verification

Input: The statement (pp, Apk). // Apk determines the public-key curve Epx
Input: The transcript (com,chl, rsp) with rsp = (np, ', AZUX, Pehiy Qchi).
1: Py, Qpk = DeterministicBasis(Epk).
2: Compute Ep, @hy @ Eo — El, with ker(ocn) = ([2"](Pok + [chl]Qpk))-
3: Check that Fp, Eln € Supersingular,,, "+ e < ersp,
and Py, Qchl € Eéh|[26'5°7"‘“+2]; otherwise, return 0.
4: if ' > 0 then
5 if [2¢= "t Py #£ 0 then
6 R = [t =" 1 p
7: else if [2°° " F1]Quy # 0 then
8 R = [Q(Ersp*nbt+2)*T']Qchl'
9: else
10: return 0.
11: Compute ¢ : El, — Ewp with ker(¢) = (R).
12: Pfst QFSP = ‘p(PCN)v W(Qchl)'
13: Paux, Qaux == DeterministicBasis(E;Lux).
14: Ky 1= (Prsp, [267 0421, ),
15: Ka = (Qrp, [2¢7 om0 42, ).
16: Fy, Fy, < IsogenyEval2-2(Erep, El, K1, Ko, []).
17: if the computation of IsogenyEval2-2 fails or j(Fi) # com then
18: return 0.
19: return 1.

3 EUF-CMA-security from hard relations with hints

To help the weak honest-verifier zero-knowledge (wWHVZK) simulator, we will give it a hint sampled from
a hint distribution.

Definition 3.1 (Hint distribution). Let R C X x W be a relation. A hint distribution H for R is a
collection of distributions H = {Hy zex, where H, : HintSet, — [0,1] and the elements (i.e. the hints) of
HintSet, are efficiently representable in |x|. The distribution H, need not be efficiently sampleable.

We define wHVZK with hints as follows.

Definition 3.2 (Hint-assisted wHVZK). Let ¥ = (P,V) be a X-protocol for a relation R and let H
be a hint distribution for R. We say that ¥ is H-hint-assisted wHVZK if there exists a PPT algorithm,
called the simulator S, such that for all ¢ = poly(X) and all PPT algorithms A

AdVEEVH (A, g) = Adv®™ [Reals (1, ¢), HintSimz (1%, ¢, S)] (A) = negl()),
where Realy (1%, q) and HintSims (1%, q,S) are the distributions defined in Experiment 2.

In Section 2.3 and 2.4, we saw how to reduce the the hardness of the relation R to the unforgeability
(EUF-CMA) of SIG[X]. Needing hints to simulate complicates the matter. In particular, we will see that
the reduction will yield an adversary for R with access to these hints. We therefore need R to be a hard
relation, even in the presence of hints.

Definition 3.3 (Hard relation with hints). Let R be a hard relation and let H be a hint distribution
for R. We call the pair (R, H) a relation with hints. We say that it is a hard relation with hints if, in the
following game, it holds for all PPT algorithms A and all ¢ = poly(\) that

| (z,w) < Geng(1%),
Adv{R%5 (A, q) = Pr | (z,w*) € R hiseoshg = Hay| = negl(X).
w* < A(x,h1, ..., hy)

These are all the hint-based security properties we will need. In addition, we will also permit ¥ to be
special sound with respect to a different but related relation.

12



Experiment 2: Hint-assisted wHVZK

Realy (1%, ¢): HintSims (1%, ¢, S):

1: (z,w) + Geng(1) L: (z,w) « Geng(1)

2: for i =1 to ¢q do 2: for i =1 to g do

3: (com;, state;) < P1(z, w) 3: hi < He

4 chli&c 4 me S(xhi)

5: rsp, < Pa(state;, chl;) 5: return (z,m,...,7g)
6: m; = (com;, chl;, rsp,)

7: return (z,71,...,7Tq)

Definition 3.4 (Soundness relation). Let ¥ be a X-protocol for the relation R. Consider some relation
R C X xW. We say that R is compatible with R if X = X and their instance generators sample statements
with the same distribution.

We say that ¥ is special sound with respect to a compatible relation R if given a statement x and two
accepting transcripts (com, chl, rsp) and (com, chl’, rsp’) with chl # chl’, we can compute a witness w* such
that (z,w*) € R in polynomial time in |x|. In this case, we say that R is a soundness relation for X.

Observe that if R and R are compatible relations and A is a hint distribution for R, then it is also a
hint distribution for R. Additionally, if ¥ is special sound with respect to R, then we can always define an
instance generator for R so that it is compatible with R. It samples (z,w) < Geng(1*), and then uses the
special soundness of Ysq to compute a witness w’ such that (z,w’) € R.

3.1 Reducing the hard relations with hints to EUF-CMA

Let (R,#) be a relation with hints and let ¥ be a Y-protocol for R. In this section, we identify the
following conditions for SIG[X] to be EUF-CMA-secure:

1. X has high commitment min-entropy.

2. ¥ is ‘H-hint-assisted wHVZK.

3. ¥ is special sound with respect to a soundness relation R.

4. ¥ has a challenge space C of exponential size in .

5. (R,H) is a hard relation with hints.

We prove this by a chain of reductions. The first step is standard: given that ¥ has high commitment
min-entropy, we reduce the security against impersonation attacks (IMP-PA) of * to the EUF-CMA security
of SIG[X] (for more details, see Lemma 2.2 in Section 2.4).

The next step will be to use the hint-assisted wHVZK. We will use it to simulate the transcript
oracle OTrans in the IMP-PA game. For this purpose, we consider the intermediate game hint-IMP-PA in
Definition 3.5. In this game, the adversary no longer has access to the transcript oracle OTrans. Instead,

it is given hints from which it can simulate its own transcripts. Hence, we can view this game as a
noninteractive variant of the IMP-PA game.

Definition 3.5 (hint-IMP-PA). Let (R,H) be a relation with hints and let ¥ be a X-protocol for R.
We say that X is secure under H-hint-assisted passive impersonation attacks (H-hint-IMP-PA) if for all
g = poly(\) and all PPT two-stage algorithms A = (A1, As) it holds that

AV ™MPPA(A, g) == Pr [H-hint-IMP-PAx (A, q) = 1] = negl(}),

where H-hint-IMP-PAx is the game presented in Game 3.

Lemma 3.1. Let (R,H) be a relation with hints and let T be a X-protocol for the relation R. Additionally,
let S be a H-assisted simulator for L.

For any two-stage PPT algorithm A = (A1, As) against the IMP-PA of X, there exists a two-stage
PPT algorithm B and a PPT algorithm D such that

Adve"PPA(A) < AdvETMPPA(B, ¢) + AdvET V(D g),

where q is an upper-bound on the number of queries that A; makes to OTrans.
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Game 3: H-hint-IMP-PAs (A1, As,q)

¢ (2, w) < Geng(1?)

h1,...,hq — He

(com, state) « A1 (z, h1,...,hq)
cchl & ¢

: rsp + Ag(state, chl)

b := Vers(z,com, chl rsp) =1

: return b

Proof. We will use A = (A;, As) and S to construct an adversary B = (Bj, As) for the hint-IMP-PA game.
B has the same second stage algorithm as A.

B; takes as input a statement = sampled from Geng(1%) and ¢ hints hy, ..., hq < Hz. It then runs A;
on input . Whenever A; makes a query to the transcript oracle OTrans, By responds using the simulator
S. For the ith query, B; runs (com;, chl;, rsp;) < S(z, h;) and responds with (com;, chl;, rsp;). When A,
outputs (com*, state*), B; outputs the same and terminates.

We use the hint-assisted wHVZK of ¥ to relate the advantage of B in the hint-IMP-PA game to the
advantage of A in the IMP-PA game. If there is a difference in success probability, we can construct a
distinguisher D. On input (z,7) with @ = (71, ...,7,), D runs the IMP-PA game for A and answers the
ith query to OTrans with m;. Finally, D outputs the same bit as the game. We have

Advg""PA(A) = Pr [1 « D(z, ) | (z,7) ¢ Reals(1*,q)] and
AdviMPPA(B, ) = Pr [1 - D(z, ) | (2, 7) + HintSimz (1%, ¢)] .
Hence, _
Advg?’;z\:\"sHVZK( ) ‘AdVIMP PA(A) Ad hlnt IMP- PA(B7 q)| |

Finally, we use the special soundness of ¥ to reduce the hardness of (R, H) to the hint-IMP-PA-security
of ¥.

Lemma 3.2. Let (R, H) be a relation with hints and let ¥ be a X-protocol for the relation R with challenge
space C. Additionally, assume ¥ is special sound with respect to the soundness relation R.

For any two-stage PPT algorithm A = (A1, As) playing the hint-IMP-PA game for ¥ with q hints from
H, there exists an expected polynomial time algorithm B playing the game for (R,’H) such that

1

Ad hlnt IMP- PA(A, q) < Advhlnt reI(B q) + ﬁ

(R,H)

Proof. By Lemma 2.1, ¥ is knowledge-sound with respect to R, with knowledge error 1/|C|. Let £ be the
knowledge extractor. R

Let us construct the adversary B against the hard relation with hints (R, ). It gets as input a
statement x generated by Gen R(IA) and hints hy,...,hy < H. This is exactly the same input distribution
that A gets in its hint-IMP-PA game. B(z, h1, ..., hy) performs the following steps.

1. It defines P; to be the algorithm .4y with inputs fixed to z, h1,...,h, (and security parameter ).

2. P* = (Pf, As).

3. w* « EP (2).

4. Output w*.

The reason why the first step is needed is because A; is not quite compatible with the interface that £
expects. In particular, A expects a statement and ¢ hints as input.

Let us analyze the success probability of B. Let X and H be random variables distributed as the
statement and the ¢ hints in the inputs to A and B. Let A(X, H) be the event that A succeeds in the
hint-IMP-PA game on input an input from X and H. Similarly, let B(X, H) be the event that B succeeds
in outputting a witness for R.

Fix a statement x € X and hints h = (hq,...,h,) € HintSetl. By the knowledge soundness,

1

Pr[B(X,H)| X =2,H=h] >Pr[A(X,H) | X =2,H =h] — Ik

14



Then by linearity,
Adv hlnt—reI(B q) [B(X, H):I
=> Pr[X =u,H=h|Pr[B(X,H)| X =z, H=h]

ZZPr[X:x,H:h]< [AX,H) | X =2,H=h] - 1>

C|
1
=Pr[A(X,H)| — —
€]
; 1
hint-IMP-PA
= Advz,”;{ (A, q) — ﬁ
Finally, the expected runtime of B is about the same as &. O

Note that the above is not quite a reduction from the hard relation with hints (R, H) to the hint-IMP-PA-
security of X. In particular, the definition of a hard relation with hints is only with respect to PPT
algorithms. However, the algorithm constructed is just an expected polynomial time algorithm. To finish
the reduction, we convert it to a PPT algorithm in a standard way.

Corollary 3.1. Let A be an algorithm that runs in expected time t with success probability . Then
there exists an algorithm B that runs in time at most 2t/ e and succeeds with probability at least € /2. In
particular, if t and e~ are polynomial in X\, then B runs in polynomial time in X and has non-negligible
success probability.

Proof. B runs A but times out after 2t/ —1 steps. Let T be the random variable for the runtime of A.
By Markov’s inequality,
ET
Pr [T >2t/¢] < BT _ e
2t/ 2
Let S4 and Sp be the events that A4 and B succeeds, respectively.
Pr[Sg] =Pr[Sa,T <2t/e] >Pr[Sa] —Pr[T >2t/c] >c—e/2=¢/2.
O

In conclusion, we obtain a reduction from the hard relation with hints (R, H) to the EUF-CMA security
of SIG[X].

Theorem 1 (hint-rel reduces to EUF-CMA). Let (R, H) be a relation with hints. Let ¥ be a X-protocol
for the relation R that has challenge space C and is special sound with respect to a soundness relation R.
Additionally, let S be a H-hint-assisted simulator for *.

For any PPT algorithm A against the EUF-CMA of SIG[X], there exists a PPT algorithm B and an
expected polynomial time algorithm & such that

AN A) < (1) (AR (E.0) + ARV, + )
+ (¢ + s+ 1)s- MinEnt(X),
where q¢ and s are upper-bounds on the number of queries that A makes to RO and OSign, respectively.
Proof. We simply combine the results in Section 3.
AdvE,LJGF[g‘MA(A) < (g +1) - AdVE"PPAN) + (¢ + s+ 1)s - MinEnt(X)
< g+ 1) (AdVEMPPAM, 5) + AdvET SV (B, 5) )
+(g+s+1)s- MinEnt(X)
<(g+1)- ((Ad S CROR | c) + Adv g";g”VZK(&s))
+ (g +s+1)s- MinEnt(X),

where the first inequality uses Lemma 2.2, the second Lemma 3.1 and the third Lemma 3.2. O
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4 Analyzing SQIsign in the Fiat—Shamir with hint framework

We now apply the framework introduced in the previous section to study the security of SQISIGN.

4.1 Commitment min-entropy

We begin by analyzing the distribution of the commitment Dg,n,. For every supersingular curve E, we
define D™ as the distribution on Jj(Supersingular,) obtained by taking the codomain of a uniformly
random cyclic isogeny ¢ : E — E’ of degree Npyix. The commitment distribution is Deom = D]'I;‘iox and
A(Dcom, Sj) < 1/(24/p) by Proposition 2.4.

Next, we reduce the problem of distinguishing between Dcom and S; to the commitment min-entropy
of Ysqi (as defined in Definition 2.4).

Lemma 4.1. MinEnt(Zsq) < p~'/2.

Proof. The commitment distribution Do, is independent of the statement or witness. By the definition of
statistical distance, MinEnt(Xsqi) < A(Dcom,S;j) + Pr [com' = com ‘ com’ Sj], for some commitment
com. Then,

12 1
Pr[com’ = com | com’ - §;] < —— < —,
p—172p
using first that [ Aut(E)| > 2 for all E € Supersingular, and second that p > 600. We conclude using
A(Dcom7 Sj) < 1/(2\/]3) O

4.2 Special soundness

While ¥sq is not special sound with respect to the original relation Rsq), [BDD™24] showed that it is
special sound with respect to a relation for the OneEnd, problem.

Lemma 4.2 ([BDD"24, Theorem 17]). If ecn + ersp < €, then Lsqi is special-sound with respect to
the soundness relation

pp public parameters, Ap € Fpe2,
Epx == Ea,, € Supersingular,,,
a € End(FE) \ Z in efficient representation,
deg(a) < p?

RoneEnd = ((Pp, Apk)= a)

For completeness, we include the proof from [BDDT24]. It begins by proving two propositions.

Proposition 4.1. From an accepting transcript (com,chl rsp) for Ysqi, we can compute an efficient
representation of an isogeny o : Ecom — FEchl, where Ecom is a curve such that j(Eem) = com and
deg(o) < 26,

Proof. We extract the isogeny by inspecting the verification algorithm (Algorithm 3). Write the challenge
isogeny as

‘Pém / T
©chl : Epk — B¢y — Eeni

where ¢/, is the non-backtracking challenge isogeny and 7 is the last ny steps. The verification algorithm
first computes a 2’“I—isogeny ¢: Bl — E.p and then a (26'5F’_”*"_r/7 Qefsp_"b‘_r,)-isogeny

QS:Ersp X Faux — F1 X Fy

with j(F1) = com. The latter is the efficient representation of an isogeny 1 : E.s, — F1 of degree at most
Qe —n =T’ T ot Ecom = F1. Then, we recover the isogeny 0 = 70 @ 01 : Feom — Ecn of degree at most

deg(r) deg(p) deg(1p) < 27 - 27" - 26ro 1=,
O]

Proposition 4.2. Let @chi1 @ Fok — Fehi,i and @chi2 @ Eok — Eehiz be two distinct challenge isogenies
from the same public curve Ep.. Then the largest integer m € Z such that [m] divides chi 2 © m 18
strictly smaller than 2%,
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Proof. Let chly,chly € {0,...,2°" — 1} be the distinct challenges defining @chi 1 and @ehi 2. Let ¢ be
the backtracking component of m and @chi2 as in Lemma 2.3. This means that och 1 = SD/Ch|,1 o,

Pchl,2 = 80lch|72 o1 and @ém,z ° 802h|,1 is cyclic. Since @epi2 © <P/ctT1 = [deg¢)] o Sﬁlch|,2 ° @ém,l and Soéhl,Q o Schh|,1
is cyclic, deg 1) is the largest integer dividing ¢chl 2 © Pehi1-

1 is cyclic, so its kernel is generated by some point K € Epy. Likewise, let K; = Py + [chl;]Qpk be the
generator of ker(ychi ;) for i = 1,2, where (Ppk, Qpk) is the deterministic basis for Ep[2°]. K € (K1) N (K2)
implies that there exists integers 1, ¢ € {0,...,2° — 1} such that K = ¢;K; = ¢aK5. Then

[Cl — CQ]Ppk =+ [Cl -chly —co - Ch|2]ka =0.

From the first coefficient, we get ¢; = ¢o mod 2¢, meaning that ¢; = c¢3. From the second, we get
c1(chly — chlp) = 0 mod 2°, meaning that 2° | ¢; - (chl; — chly). Because chly — chls # 0 and is bounded
by —2¢ < chly — chly < 2% we must have that 2¢6=¢n*1|c;. Then K € Ep[2°0 1] and deg(y)) < 2¢n—1,

O

We are now finally ready to show that Xsq is special sound with respect to Ronegnd-

Proof. Let (com,chly,rsp;) and (com, chly, rsp,) be two accepting transcripts with chly # chla. Let oepi 1 :
Eok = Echin and @chi2 @ Epk — Echi2 be the challenge isogenies for chly and chly. By Proposition 4.1
(and possibly by composing with an isomorphism), we obtain isogenies 01 : Ecom — Echi1 and oo :
Ecom — Ecni2 such that j(Ecm) = com and each has degree at most 2°+. We obtain the endomorphism
Q= Pchl2 002077 0 peni1 € End(Epk). We have deg(a) < 22¢F2em < pd,

Assume for the sake of contradiction that a = [m] for some m € Z. Then

[m] © chi,2 © Pehii = Pehi,2 © [M] © Peni 1
= Pchl,2 © (Pechl2 © 02 0 T1 © Pehl 1) © Pehia (1)
= [deg(pchi,1) deg(pchi,2)] © o2 0 77.
Write @ehl2 © Penl1 = [2f]71 and o4 0 71 = [d']79, where 71 and 73 are cyclic isogenies. Then the largest

integer dividing (1) is 2/m = d deg(cni,1) deg(¢chi2). Dividing, we obtain that 7 = 7.
Since [27] divides @echi 2 © @epl1, by Proposition 4.2 we have 2/ < 2eqy. Using that eysp + echi < e,

d d €rs)
deg(ﬁ) — eg(@ch|,12)2feg(@ch|72) > 22(e—ech|) > 92"

At the same time, deg(m2) < deg(oy) deg(os) < 22¢+. This is a contradiction, as 71 = 7». Hence, we have
((Ppa Apk)7 a) € RonekEnd- O

4.3 Hint-assisted wHVZK

We will prove that Ysq is hint-assisted wHVZK with respect to the hint distribution Hs™ defined in
Experiment 3. In essence, the hint provides the simulator with a response isogeny and auxiliary isogeny
sampled from the correct distribution. Without knowledge of the endomorphism ring of Epy, we only know
how to efficiently sample random isogenies of smooth degree. Our H5™-hint-assisted simulator is defined
in Algorithm 4.

To show that Ysq is HM-assisted wHVZK, we begin by comparing the distribution of real and
simulated transcripts. The commitment j(Fcom) has the distribution Deon in real transcripts and the
stationary distribution S; in simulated transcripts. By Proposition 2.4, these distributions are statistically
close. The challenge is also identically distributed in simulated and real transcripts. What remains is to

compare the simulated and the real distribution of the response (nyt, ™, AL, Peni, Qenl)-

Lemma 4.3. Let ((pp, Apk), Isk) € Rsqi and let jeom € j(Supersingular,). Consider transcripts for the
statement (pp, Apk), (jeom,chl, rsp) with the commitment fized to jeom. Then deg(@rsp), Mo, 1, ELy, and

El,. are identically distributed in real and simulated transcripts of this form.

Proof. In the response algorithm, the ideal J is uniformly distributed among the equivalent ideals to
Tcom * Isk - Icn of norm < 2°. Then, the response ideal I, is the primitive component of J.

The simulator’s response isogeny ¢rsp is the cyclic component of a uniformly random isogeny Feom — Echi
of norm < 2°=. The ideal corresponding to ¢, depends on j(Ecom) = jcom but not on the representative
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— Experiment 3: Hint distribution #5™ for SQISIGN

Dchan(E):
1 sé {0,...,200 — 1}
2: (P, Q) := DeterministicBasis(E).
3: Compute the isogeny ¢ : E — E’ with ker(p) = (P + [s]Q) exactly as Ysq does for the challenge
isogeny.
4: return s, ¢.

DStatTarget (E) :
1: Sample an isogeny ¢ : E — E’ such that

i E’ is distributed according to the stationary distribution S on Supersingular,,.

ii The conditional distribution of ¢ given E’ is uniform among isogenies £ — E’ of degree < 2°.
2: Write ¢ = [m] o ¢’ with m € Z and ¢’ cyclic.
3: return an efficient representation of ¢’.

DUnifIsog(E7 d)
1: Sample an isogeny ¢ : E — E’ uniformly among the cyclic isogenies from E of degree d to curves in
Supersingular,,.
2: return an efficient representation of ¢.

Hom:

1: s,¢1 < Dchai(E), where 1 : E — Ej.

2t p2 DStatTarget(El), where w2 Eh — Es.
3: Write deg(p2) = 2"d’ with d’ odd.
4
5

¢ @3 = Dunifisog (2,25~ " — d'), where @3 : E2 — E3.
: return h = (s, p2, @3).

Ecom. Hence, the ideal has the same distribution as the prover’s Iis,. The values deg(¢ysp) npr and 7’ are
uniquely determined by the response ideal and the challenge, so their simulated distributions are the same
as the real ones.

Fix a choice of deg(prsp), npt and " and write deg(psp) = 2"d’ with d’ odd. Given these values, the
prover and simulator produce the same curve E,|, by computing ¢ch : Epx — E.,, with ker(¢l,) =
<[2nbt](Ppk + [Chl]ka)>'

Let dax = 2° " — d’. In line 7 of the response algorithm, I/ is uniformly distributed among
the primitive left Op-ideals of norm d,,y. Since the norm of I..y is coprime to d,.y, we can define the
pushforward I, of I/, through I.om. It corresponds to the prover’s auxiliary isogeny @aux : Feom — Eaux-
The pushforward by I..m induces a bijection between the left O ideals of norm d,.x and the left Ogom-ideals
of norm d,,,. Hence, I, is uniformly distributed among the primitive left-Ocon, ideals of norm d,,uy. Given
Lux, the prover picks a uniformly random Montgomery A-invariant Al for the representative of the
codomain.

On the other hand, the simulator’s auxiliary isogeny @aux : Ecom — El,. is uniformly distributed
among the cyclic isogenies from Ecom of degree daux to curves in Supersingular,. Hence, the corresponding
ideal has the same distribution as the prover’s I,.,. Fix the j-invariant j,. of the codomain. The number
of cyclic isogenies Ecom — Faux 0f degree da,y is the same for any representative E,x with j(Faux) = Jaux-
Hence, given j,.x, the simulator’s El , is uniformly distributed among the representatives for ja... We
conclude that the simulated distribution of AJ, is the same as the real one. O

Finally, we compare the distribution of the points Pepj, Qch- It turns out that their distribution depends
on the automorphism group of EY, .

Lemma 4.4. Let ((pp, Apk), Isk) € Rsqi and let jeom € j(Supersingular,). Consider transcripts for the
statement (pp, Apk) with the commitment fized to jeom and j(EL,) ¢ {0,1728}. Then Py and Qcni are
identically distributed in real and simulated transcripts of this form.
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Algorithm 4: The hint-assisted simulator Ssqi(pp, Apk, )

Input: The statement (pp, Apk) and a hint h = (s,@, Paux) € HmtSetS'm with goﬁs\p : B — Feom and
Paux * Eeom — E;ru><~
Output: Transcript of Xsqi.
1: com := j(Ecm) and chl :== s.
2: (Pyk, Qpk) := DeterministicBasis(Epk).
3: Compute @chi : Epk — Ecn with ker(peni) = (Pok + [s]Qpk), exactly as Ysqi does for the challenge isogeny.
4: Compute the backtracking component of @en and @rp with Lemma 2.3, obtaining ), and @; such that

"l)rsp

gprsp Ecn —> F — Ecom and ker(¢we) = ker(t,o/c\m) N ker(a;).

: Let nue € Z be such that deg(tp) = 2.

: Let 7’ be the largest integer such that QT,\ deg(trsp)-

: Use Lemma 2.3 to compute efficient representations of 1rsp and au.
Compute @l : Bk — Ely with ker(¢ly) = ([2"%](Pok + [8]Qpk)), as the verifier would.
9: Compute an isomorphism t¢cp : F' — E'

10: @ﬁsp = Lehl © Yrsp * Eeom — Eém.

11: (Paux; Qaux) == [2E_<efs"_”bt+2>] . DeterministicBasis(E;fux).

12: Py = [deg(ave) " Jiolp © Pome (Poue)-

13: Qchl = [deg(@aux)71]§0|{sp o @(Qaux)-

14: if — P, is lexicographically smaller than P then

15: Pehiy Qent '= —Penl, —Qchi

16: rsp ‘= (nbh T/7 Eaux, Pch|7 Qchl)-

17: return (com, chl, rsp).

0 D

Proof. At line 20 in the response algorithm, we have

even odd
Rchl = lchl © (Pr;lp © (prsp (Pcom); Raux = laux © Cpaux(Pcom)a

Schl = Lehl © (Pf;/:n © (pfsdpd (Q m)a Saux = Laux © QPaux(Qcom)a

where tch @ EX dd — E/ and taux @ Eaux — Eaux are the isomorphisms computed. Since deg(¢aux) is odd

and Peom, Qcom € Eeom[29], (Peom; Qeom) is the image of (Raux, Saux) through [deg(waux) 1] © Pam © laux. 1t
follows that

Ren = [deg(Waux)_l] O Lchl © (Pz/:n © Qorsp o (Paux o Laux(Raux) and
Schl = [deg(Waux)il] O Lchl © (pf;/;n © @rsp o @aux o Laux(Saux)-

After line 23 the same relationship holds for (Pehi, Qchi) as the evaluation of (Payx, Qaux). Finally, the lines
24-25 makes a deterministic choice of sign for Py, and Qcn. The simulator computes Py, Qcni in the same
manner, by pushing Paux, Qaux through [deg(¢aux) 1] o ‘P;sp 0 @aux and then choosing the sign in the same
way as the prover.

In the proof of Lemma 4.3, we saw that E/,,, El, and the ideals corresponding to <pr5p, Paux and Qcp
all have the same real and simulated distribution. These values determine the isogeny El, — E.,, up
to post-composition with automorphisms. When j(E/,) ¢ {0,1728}, the only automorphisms of E/,, are
[£1] [Sil86, Theorem II1.10.1]. Then the automorphisms of E/,, only change the sign of the evaluation of
the deterministic basis (Paux, Qaux)- If the prover and simulator use isogenies EJUX — E/,, that agree up to
post-composition with automorphisms, they compute the same Pep,, Qchi, because they pick the same sign.

So in this case, P and Qn have the same real and simulated distribution. O

The case when j(E.,) is 0 or 1728 must be handled separately. In this case, the real distribution of
Pehi, Qe might be distinguishable from the simulated distribution. However, we argue that this case will
only happen with negligible probability under the assumption that the EndRing, problem is hard.

Lemma 4.5. Let ((pp, Apk), Isk) € Rsqi- Let J&2) and JST be random variables for the distribution of
J(EL,) in real and simulated transcripts, respectively. There exists a PPT adversary B against the hard
relation Rsqi such that

Pr [Jr& € {0,1728}] < AdviiL_ (B) and Pr [JSm € {0,1728}] < Advi._(B).

Rsqi Rsqu
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Proof. The curves with j-invariant 0 and 1728 have known endomorphism ring [McM14]. If the 2-isogeny
walk of the challenge isogeny hits one of these curves with good probability, we can construct an efficient
adversary B against Rsq.

On input a statement (pp, Apk) sampled from GenRSQ,(lA), B does the following:

1. Sample chl < {0, ...,2°"—1} and set K = Pyk+[chl]Qpk, where (Ppk, Qpk) := DeterministicBasis( Ep).
2. Compute the 2-isogeny walk of the challenge isogeny with kernel generated by K,
rohl:Epk&El ﬂ)EQ ﬁ) ﬂ—)En: chl-

3. If none of Fy, ..., E, have j-invariant 0 or 1728, abort. Else, let ¢ be such that j(E;) € {0,1728}.

4. Compute the generator K’ for the dual isogeny ¢ = p10---0@; : E; — Ey. This is done by
pushing [2°7%] Py and [2¢7YQuk through ¢; o - -+ o 1, and letting K’ be the evaluated point that
has order 2°.

5. With K’ and a basis in efficient representation for End(E;) = O;, use [DLRW24, Algorithm 9] to
compute the ideal I, corresponding to .

6. If j(E;) = 1728, let I := I,,. Else, compute an ideal I connecting Oy and O; with [KV10, Algorithm
3.5], and let I = Iy - I.

7. Output I.

If B does not abort in step 3, it outputs a left Op-ideal I with Ogr(J) = End(Epk). Then ((pp, Apk),
J) € Rsq.

The challenge isogeny ¢cn has the same distribution in real and simulated transcripts. The probability
that j(E.,,) € {0,1728} is at most the probability that some curve on the walk of ¢ has j-invariant 0 or
1728. The latter is exactly the probability that B succeeds. O

We are now finally ready to prove that Ysq is H*™-hint-assisted wHVZK.

Lemma 4.6 (Computational hint-assisted wHVZK). Let Ssq be the HS™-hint-assisted simulator
defined in Algorithm 4. For any q = poly(\) and any PPT adversary A against the hint-assisted wHVZK
of Lsqu with q hints, there exists a PPT algorithm B such that

AdvETeSIZE (A @) < AdVEL (B) +2¢ - A(Deom, S).

Proof. Recall that A takes as input a statement (pp, Apk) sampled from Geng(1*) and ¢ independently
generated transcripts for this statement. The adversary tries to guess whether the transcripts come from
the real or simulated distribution. The distinguishing advantage of A is

A (A) = [Pr ) = 1] = P P = 1]

where b := A(Realy, (1%, q)) and b™ := A(HintSimx,,, (1%, ¢, Ssqi)) are random variables. The goal is
to upper bound the advantage of A.

We begin by considering the commitment. The commitment is a j-invariant in V' := j(Supersingular,).
The commitment is distributed as Dcom in real transcripts, and as S; in simulated transcripts. A is
given ¢ independently sampled commitments from one of the distributions. When A gets real transcripts,

let Jreal = (Jggf,ivl, cee Jggf,L’_q) be thg random Yariable for the ¢ commitments. Similarly, when A gets
simulated transcripts, let J&m = ( com, 15" Jg')’,"mq) be the random variable for the ¢ commitments. For

com

J € Vi we let p;-ea' = Pr [J;ZiL = j] and pj-im = Pr [JSim = j}. Using the statistical distance between
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Dcom and S,

Pr breal Z preal Pr breal |Jreal _ ]
Jjeva
— Z (preal 5|m +ps‘.lm) . Pr [breal 1 ’ Jreal _ ]
Pt Jj j
< Z (p;eal S|m‘ _|_p5|m) . Pr [breal -1 | J::ianL _ ]

Jjeva

< Z p;eal S|m’ + Z p5|m Pr [breal 1 | J:;iar-ln _ ]
jeva jeva

_ ZA(Jreal JSIm Z p5|m Pr breal 1 ’ Jreal _ }

com? COm com

jeva
< 20A(Deom, ;) + >, pj" Pr b =1 gl = 4],
Jjeva

where the last step uses PIOpObitiOn 2.2.

Next, we focus on Pr [b’ea' | Jreal — j]. It is the probability that .4 outputs 1 when it is given real
transcripts with j as the commitments. When the commitments are fixed, we have seen in Lemma 4.3
and Lemma 4.4 that real and simulated transcripts are identically distributed, unless j(E.,) € {0,1728}.

When A is given real transcripts, let G™' be the “good” event that all of the transcripts have
J(EL,) ¢ {0,1728}. Let G°™ be the corresponding event for the simulated transcripts. By Lemma 4.3,
when the commitment is fixed, j(E.,) has the same distribution in real and simulated transcripts. Hence,

for all j € V4,
[Greal | Jreal _ ] Pr [Gsim ’ J(s:grr]n —]]

com

Furthermore, given that the good event has occurred, real and simulated transcripts are identically
distributed, meaning that

[breal | Jreal 7j,GreaI] — Pr [bsim -1 | Jilgrr]n _ j7GSim] )

com

With these observations, we obtain that

Pr o =1 | I, = 4]

=Pr [breal =1,G | Jreal j] +Pr [breal —1, -G | Jreal 7]
<Pl = 1,67 | 7 =5+ Pr o6 | 7 =

]+ Pr[-G" | g2 = 4]

J
com J
— Pr [bsim — 17 Gsim | Jsim j

Combining this with (2), we get that
Pr [breal — 1] < 2qA(Dcom, S]) 4+ Pr [bsim _ 1’ Gsim] + Pr [ﬁGsim}
< 2¢A(Dcom, S;) + Pr [bSim = 1] + Pr [—\GS""] .

What remains is to upper bound the probability that GS™ does not occur, i.e. the event that one of
the ¢ simulated transcripts has j(E.,,) € {0,1728}. For a single transcript, the probability can be upper
bounded by the advantage of a PPT adversary N against the relation Rsq, by Lemma 4.5. N first
perfectly simulates the challenge isogeny, and then tries to use it to compute a witness for the statement.
Consider the adversary B that runs N ¢ times with input Ep, using a fresh random tape each time. Since
q = poly(\), B is PPT. Furthermore,

Pr [-G5™] < Advig, (B).

We conclude that

Pr [breal _ 1} — Pr [bSim = 1] <2q- A(Dcom7 SJ) + Advgsm (B)

By a symmetric argument, Pr [bSim = 1] —Pr [brea' = 1] has the same bound. O
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4.4 Applying the framework

We have shown that ¥sq has the properties required to apply the framework of Section 3. It has high
commitment min-entropy, is #¥™-hint-assisted wHVZK, is special sound with respect to the soundness
relation Roneend and has an exponentially large challenge space in A.!° By Theorem 1, we obtain a
reduction from the relation Ronegng With H™-hints to the EUF-CMA of SIG[Zsq].

Theorem 2. For any PPT algorithm A against the EUF-CMA of SIG[Xsql], there exists an expected
polynomial time algorithm £ with

(24 s+ 2)s
\/Z») )

where q and s are upper bounds on the number of queries that A makes to RO and OSign, respectively.

AdvEd s (A) < (g +1) - (2 AR am) (€, 8) + 2—%') -

Proof. Ysq is special sound w.r.t. the soundness relation Ronegnd and has the H*™-hint-assisted simulator
Ssqi- By Theorem 1, there exists a PPT algorithm N and an expected polynomial time algorithm &; such
that
EUF-CMA hint-rel hint-wHVZK
AdVERSEVA(A) < (g +1) - (Adv(RgneEnd’Hsim) (€1, ) + AdvEEwiVZK (A7, s))
+1 , (3)
+ Q‘T + (¢g+s+1)s- MinEnt(Xsq).
We have |C| = 2°". By Lemma 4.1, MinEnt(Xsq) < 1/,/p. For the hint-assisted wHVZK adversary N,
we use Lemma 4.6 to construct a PPT algorithm M such that by Proposition 2.4,

int-w| rel rel S
AdvEIS IS (N s) < AdVIEL (M) + 25 - A(Deom, S;) < AdVEL (M) + 7 (4)

Next, we use M to construct an algorithm &5 for the relation Roneeng with hints. & does not use
the hints, instead it runs M to compute Iy, and if it succeeds, uses the special soundness to compute a
witness for Roneend- Let € be the algorithm with the maximal success probability out of £ and &, such
that

hint-rel [ hint-rel
AdV(EOnreianSi"‘)(gl’ S) + AdVESQI (M) <2 Adv(go::nmﬂﬁm) (5’ 3) (5)

We conclude by plugging (4), (5) and MinEnt(¥sq) < 1/,/p into (3). O

5 Reducing hint-EndRing to the EUF-CMA of SQIsign

We begin in Section 5.1 by introducing a new hint distribution H""* and showing it is pushable, i.e. given
a 2"-isogeny o : E — E’ and a hint h + HW for E, we can push it through o to get a hint for E’
distributed according to H”E”,if. Then, we introduce a new indistinguishability assumption, and we argue
why we believe it to be hard. Lastly, in Section 5.3, we define the variant of the EndRing problem with
HU" hints, which we call the g-hint-EndRing,, problem, and reduce it to the EUF-CMA of SQISIGN.

5.1 The pushable hint distribution

We introduce a new hint distribution H""f: rather than sampling a random curve and generating a
connecting isogeny, the new hint distribution 7—[}‘5”” samples random isogenies directly from F| as defined in
Algorithm 5. The main property of the new distribution is that, unlike the previous hint distribution Hs™,
it is pushable: we present the pushing algorithm in Algorithm 6, and we prove the output of Algorithm 6
is distributed as H4% in the following lemma.

10 The challenge space, in the round-2 SQISIGN submission to the NIST standardization process, is 2°"-large,
which is a few bits short of being 2* large. This could be exploited by an attacker: given a valid signature o
for a message msg, one can use a second preimage attack on the hash function used to generate a challenge to
obtain a second message msg’. This leads to the exact same challenge in the SQISIGN identification protocol, so
that o is also a valid signature for msg’. This would yield a forgery attack with complexity O(2°"). To make up
for the security gap, SQISIGN uses a hash function that consists of 2~ iterations of a standard hash function,
SHAKE256. This technique, commonly known as “grinding” in the literature, brings the attack cost to the
desired O(2*): finding a collision in the hash function requires O(2°) attempts, each of which consists of an
evaluation of the hash function, which has a cost of at least 2>~ Thus, the total attack cost is O(2*).
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Algorithm 5: The pushable hint distribution

HiE:

1: Sample an integer d from a weighted distribution on the interval [1,2°*] where each integer n, with

prime factorization n = szl p;t, has weight szl(pi +1)%.

2: Sample an isogeny v; : E — E] uniformly among the (possibly non-cyclic) isogenies from E of degree
d.
Write 11 : E — E; for the cyclic component of 1.
Write deg; = 2™d’ with d’ odd.
Sample an isogeny 2 : E1 — E5 uniformly among the cyclic isogenies from FE; of degree 2~ " — d'.
return h = (¢¥1,12).

Algorithm 6: PushHint(E, h, o)

Input: E € Supersingular,,,
h = (11,12) € HintSet® with ¢y : E — E; and ¢y : E1 — E3,
cyclic 2%-isogeny o : E — E’ in efficient representation.
Output: A’ € HintSet4)'
: Write v for the composition ¥ = 12 0 9.
: Write deg(¢) = 2"dogd With dodq odd.
Compute the pushforward .,y : E' — E{ of 1oad by T.
: Sample ¥ : E{ — E4 as a random cyclic 2"-isogeny from Ej.
: Let ¢ = thpn 0 Yqq-
Write 1)’ for the composition ¢’ = 15 o 9] where degt; = deg; for i € {1,2}.
: return b’ = (Y, 95).

Lemma 5.1. Let E € Supersingular,,, let k € N and let 0 : E — E’ be a cyclic 2%-isogeny in efficient
representation. If h < H4, then PushHint(E, h, o) is distributed according to HuF.

Proof. Let h = (¢1,1) + HWF and b/ = (4}, 1%) < PushHint(E,h,c). Write ¢ for the composition
9 091, and similarly ¢ = ¢, o ¢].

We start by noting that Lines 2 and 3 of Algorithm 5 (i.e., sampling of a possibly non-cyclic isogeny
and extracting its cyclic component) affects the distribution of the degrees but not the distribution of the
isogenies themselves, conditional on the degree. In other words, the isogeny 17 is uniformly distributed
among the cyclic isogenies of degree deg; from E. Since the PushHint algorithm preserves degrees, it is
sufficient to show that ¢’ is uniformly distributed among the cyclic isogenies of degree deg)’ from E’.

Then, we first consider the case where the degree d := deg(w) is odd. Then, the isogeny 1)’ is precisely
the pushforward of ¢ by o; similarly, the isogeny ¢ is the pullback of ¢’ by o (or, alternatively, the
pushforward of ¢’ by &). Thus, the isogeny o induces a bijection between the isogenies from E of degree d
and the isogenies from E’ of degree d for any odd d. Since the supersingular graph is regular, the number
of outgoing d-isogenies is the same for any curve in the graph. Hence, the distribution of ¢’ is uniform
among the cyclic isogenies from E’ of degree d; that is, ¢’ is perfectly distributed as the composition of
the hints produced by H4if.

Lastly, we consider the case where d = 2"dygq With dogq 0dd and n > 0. In this case, the isogeny 1’
is the composition of a dyqq-isogeny and a random cyclic 2™-isogeny. The dogq component is uniformly
distributed among the doqq-isogenies originating from E’, by the previous argument; the 2"-component
is also uniformly distributed, by construction. Hence, the isogeny 1)’ is perfectly distributed as the
composition of the hints produced by H4mf. O

By relying on the pushing algorithm (Algorithm 6), we can use a hint from H""f to generate something
that looks like a hint from H™. Formally, we consider the problem of distinguishing between the two
distributions in Experiment 4. For ¢ = poly()), we refer to this as the g-hint distinguishing problem
(g-hint-dist). More formally, we have

Problem 3 (g-hint-dist). Let (E,hy,...,hq) be sampled with probability 1/2 from RealHints(1*,q) and
with probability 1/2 from PushedHints(1%,q), where RealHints(1*, ¢q) and PushedHints(1*, q) are defined in
Experiment 4. Given (E,hq, ..., hq), distinguish between the two distributions.
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Experiment 4: Hint distinguishing

RealHints(1%, ¢): PushedHints(1*, ¢):

L: (E,I) + Genpg, (1V) 1: (B, I) + Genpg, (1%)

2: for i =1 to g do 2: for i =1 to q do

3: hy <+ HM 3 (1, ) — Humif

4: return (E,hi,..., hg) 4 (8,9) <= Dchan(E) // see Experiment 3
5. (¢1,95) « PushHint(E, (Y1, ¢2), ¢)
6: hi=(s,91, %)
7: return (E, hy,..., hy)

For an algorithm A4, we let
Adv™ (A, q) = Adv®™* [RealHints(1%, ¢), PushedHints(1%, ¢)] (A).

Remark 5.1. We expect the problem of distinguishing between the hints in RealHints(1%, ¢) and PushedHints(1*,
q) to be computationally hard, following a similar argument on the heuristical equivalence of two oracles
in SQIsign2D-West [BDD™24, Sec. 5.2]. The two hints distributions provide a representation of three
isogenies 1 : E — FE1, o : By — Fs, and @3 : Fs — FE3. The first isogeny ¢; is sampled according
to the same distribution in both games, thus the curves E, F; and the isogeny ¢ cannot provide any
distinguishing information. The same is true for the third isogeny 3: fixed a starting curve Fs, the isogeny
3 is sampled according to the same distribution in both games. Thus, we focus on the second isogeny:
in RealHints(1%, ), the isogeny ¢ is uniformly distributed among the isogenies between E; and Es; by
rejection sampling, the same is true in PushedHints(1%, ). Hence, the only distinguishing factor is the
distribution of the curve Ey: in RealHints(1%, ¢) is distributed according to the stationary distribution,
while in PushedHints(1%,¢) is the codomain of a random isogeny ¢, from E; of bounded degree. If the
isogeny o were sufficiently long, the statistical distance between the curves E; produced by the two
games would become negligible; in our case, the bound on the degree of @5 prevents Fs from being close
to stationary, but it is sufficiently large to make the distinguishing problem computationally hard.

5.2 The reduction from hint-OneEnd

Problem 4 (g-hint-OneEnd,,). Given a curve E sampled from the stationary distribution S on Supersingular,
and q hints hi, ..., hy < HWF find an endomorphism in End(E) \ Z in efficient representation.

For an algorithm A, we write Adv"™ Oy (A o) for the probability that it solves g-hint-OneEnd,,.
We note that the distribution of j(Epk) is DR and thus close to the stationary distribution. We obtain a
reduction from g-hint-OneEnd,, by replacing the hint distribution in Theorem 2 with Hunif

Theorem 3. For any PPT algorithm A against the EUF-CMA of SIG[Xsqi], there exists expected polyno-
mial time algorithms B and D with

AdvglL(J;F[-zigxr]A(A) <(g+1)- (2 - AdyhintOneEnd, (13 oy 4 o Agyhintdist o) 4 2—ech|>

2gs +s*+2s+q+1
\/]3 )

where q and s are upper bounds on the number of queries that A makes to RO and OSign, respectively.

Proof. By Theorem 2, there exists an expected polynomial time algorithm & such that

(2¢+ s+ 2)s
7\/}3 )

We construct B from & by simulating the hints of %™ with the hints from H""f. B gets as input a curve
Epk sampled from Gen g,y (1) and hints hi, ..., hy <= HE. It then uses the H*"-hints to compute hints
hy,....,h. € HintSeti;:k as in PushedHints(1?, s) of Experiment 4. Finally, it runs « < E(Epk, b, ..., h})
and outputs a.

AdVEig s (A) < (g +1) - (2 CAVIRET L (E,8) + 2—ecm) N ©
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Any difference in success probability between £ and B can be used to construct an adversary D against
s-hint-dist. On input E and hints hy, ..., hs € HintSety", D runs E(F, hy, ..., hs). It outputs 1 if £ outputs
a witness « s.t. (F, &) € Roneend, €lse it outputs 0. By construction,

Advhinedist(p gy — Adv?iR";'n';'nd,Hsim)(S, s) — AdV?iR?;_nzilnd,Hunif)(B, )|,
so in particular
AdVIRET™ sy (€, 8) < ADVIEST ey (B, s) + AdVT™ YD s). (7)

In the g-hint-OneEnd,, problem, the curve is sampled from the stationary distribution S on Supersingular,,.
By Proposition 2.3 and Proposition 2.4,

AV iy (B, 5) < AdvITOMEN (B 5) + A(Eiy, S)
- 1 8
< Advhlnt—OneEndp(B7s) + ) ( )

2Vp
We conclude by plugging (7) and (8) into (6).

Furthermore, we show that g-hint-OneEnd,, has a worst-case to average-case reduction.

Lemma 5.2. Let A be an algorithm for g-hint-OneEnd, with advantage € and outputs of degree at most
d. Then we can construct an algorithm A’ with the following properties.

1. For any curve E € Supersingular,, it solves g-hint-OneEnd,, for E with probability in [e—lo%

logp
e +=22].

)

2. It runs A once. The rest of the algorithm runs in polynomial time in logp, logd and q.

3. Its output has degree at most 2611°8P1 . g,

Proof. A" gets as input £ € Supersingular, and hy,. .., hq < H4f and does the following.
1. Sample ¢’ : E — E 4 by a random non-backtracking 2-isogeny walk of length 3[log p].

. A’ + MontgomeryRandomize(A) and E' := Ey.

Compute an isomorphism ¢ : B4 — E' and let 0 == 100’ : B — E’.

b} < PushHint(E, h;,0) for i =1,...,q.

. Run A on input £’ and Ay, ..., hy.

When A outputs «, abort if « ¢ EndRing(E’) \ Z.

7. Output c o oo.

e

If $ o o ¢ = [m], then pre-composing with ¢ and post-composing with ¢, we get that [(deg®)?] o a =
[deg(y)m], so that o = [m/(deg(y))]. Hence, if a € End(E’) \ Z, then 6 o v 0 o € End(FE) \ Z.
Let D be the distribution of E' and D, the distribution of j(E’). By Proposition 2.4,

3[logp| +1 < logp
4p - op

A(D,8) = A(D;,5)) <

using log p > 4 for the last inequality.

Any difference in success probability between A and A’ can be used to construct a non-efficient
distinguisher D between D and S. It will not be efficient, as it needs to sample hints from H"" itself.
On input a curve E, D first computes a basis for End(F). It then uses the basis to sample ¢ hints
hi,....,hq < 7—[‘]’3””. Finally, it runs A on input E and hy, ..., hq, and outputs 1 if and only if A succeeds.
By Proposition 2.3, Adv®®* [D, §] (D) = |¢/(E) —¢| < A(D, S). O

5.3 The classical reduction from hint-EndRing

Problem 5 (g-hint-EndRing,). Given a curve E sampled from the stationary distribution S on
Supersingular,, and q hints hy, ..., hq < HYE find four endomorphisms in efficient representation that
form a basis of End(F) as a lattice.
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For an algorithm A, we let Adv"™E"9R"gx( 4 ) denote the probability that A succeeds in solving
g-hint-EndRing,,.

Without hints, [PW24] proved that an oracle for OneEnd, can be used to construct an efficient
algorithm for EndRing,. We recap their reduction in Section 6.1. Importantly, we show in Corollary 6.1
that if the OneEnd,, oracle OEnd has outputs of degree at most d, the algorithm for EndRing, runs in time
poly(log p,log d) times the number of calls to OEnd. In expectation, the number of times it calls OEnd is

toneend (log p, log d) < 294, (log(p) + 10g(d)/30)13.

We will show that with the pushable hint distribution %", we can reduce hint-End Ring,, to hint-OneEnd,,
in the same way that [PW24] reduces EndRing, to OneEnd,,. We assume throughout that ¢, d = poly(log p).
In the intermediate steps of our reduction, we consider several kinds of oracles.

— For each E € Supersingular,,, OHintg is an oracle that when queried outputs a fresh hint sampled
from Hg;‘f.

— For each E € Supersingular,,, OEndlg 4 is an oracle which on input a 2k_isogeny o : E — E' in
efficient representation for some k¥ € N and E’ € Su persingular,,, outputs a non-scalar endomorphism
of E’ of degree at most d.

— OEnd2, 4.- is an oracle which, on input a curve E € Supersingular, and ¢ hints hy, ..., hq < HE',
outputs a non-scalar endomorphism of E of degree at most d, with probability in [e —@, € —I—%].

The oracles allow a more modular proof, where the oracles are the parts we have not implemented yet. In
the runtime analysis, we count each call to an oracle as a single step.

Lemma 5.3. There is an algorithm A, which on input a curve E € Supersingular,, and given query access
to the oracle OEndlg 4, computes End(E). Its runtime is poly(log p) times the number of calls it makes to
OEndlg 4. In expectation, the number of times it calls OEndlg 4 is toneend(log p,logd).

Proof. We follow the reduction from EndRing, to OneEnd, in [PW24]. We only need to implement their
“rich oracle” RICH? with parameter k = poly(log p) [PW24, Algorithm 1]. We implement it as follows.
1. Sample o : E — E’ by a random non-backtracking 2-isogeny walk of length k.

2. o+ OEndlEd(O').
3. (In the second stage of the reduction, reduce a.)
4. Return d oo 0.

The expected number of calls to OEndlg 4 is exactly the expected number of calls to the OneEnd,, oracle
in the reduction in [PW24]. The runtime follows from Corollary 6.1. O

We can implement OEndlg ¢ using OHintg and OEnd2, 4. if € is sufficiently large.

Lemma 5.4. Assume ¢ > 2log(p)/p. There is an algorithm B, which on input a 2*-isogeny o : E — E,
and given query-access to the oracles OEnd2, q . and OHintg, has the following properties.

1. It outputs a non-scalar endomorphism of E' of degree at most d.
2. Its runtime is poly(logp) times the number of times it calls OEnd2, 4 ..
3. In expectation, it calls OEnd2, 4. at most 2/ e times.

4. For every call to OEnd2, g, it makes q calls to OHintg.

Proof. On input E,E' € Supersingular,, and a 2k_isogeny o : E — E', B proceeds as follows.
1. Sample h; < OHintg fori=1,...,q.
2. R < PushHint(E, h;,0) fori=1,...,q.
3. a < OEnd2g q.(E',hY,... hy).
4. If o ¢ End(F) \ Z, go back to step 1. Else, output a.

Each iteration of the loop is an independent trial that succeeds with probability at least e —log(p)/p >
€ —¢e /2 =¢ /2. Hence, the expected number of iterations is at most 2/ . O

Combing the two previous results, we obtain the following.
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Corollary 5.1. Assume ¢ > 2log(p)/p. There exists an algorithm D, which on input a curve E €
Supersingular,,, and given query access to OHintg and OEnd2, 4., computes End(E). It has the following
properties.

1. Its runtime is poly(logp) times the number of times it calls OEnd2, 4. c.

2. In expectation, it calls OEnd2, 4. at most 2toneend(log p,log d)/ e times.
3. For every call to OEnd2, g, it makes q calls to OHintg.

When we have an algorithm for g-hint-OneEnd,, with non-negligible advantage, we can convert it to an
algorithm for s-hint-EndRing,,, without any oracles.

Lemma 5.5. Let A be an expected polynomial time algorithm for g-hint-OneEnd,, with advantage € >
2log(p)/p and with outputs of degree at most d. Let

S = 8q . tOneEnd(Ing7 logd + G[Ing])/g

Then there exists an algorithm B for s-hint-EndRing,,, running in expected time poly(log p)- s, with advantage
at least 1/2.

Proof. Let d’ := 26M198P1.4 We let £ be the algorithm from Corollary 5.1, which on input E € Supersingular,,
and with query access to the oracles OHintg and OEnd2, 4 ., computes End(E). In expectation, it makes
at most 4toneend(logp,logd’)/ e calls to OEnd2y 4 .

Define D as the algorithm that runs &, but times out after s/q calls to OEnd2, 4 .. It runs in time at
most s - poly(log p), by Corollary 5.1. By Corollary 3.1, D succeeds with probability at least 1/2.

Next, we implement OEnd2, 4 . using A. Let A’ be the algorithm we obtain from the worst-case to
average-case reduction in Lemma 5.2 with A. It runs in expected polynomial time in log p, with advantage
in e _10%7 5 —|—1°%]. Its output has degree at most d’.

Finally, we construct the algorithm B for s-hint-EndRing,,. It runs D with A" as OEnd2, 4 .. The hint
oracle is implemented so that it answers the ith query with the ¢th hint h;. B runs in expected time
s - poly(logp) and has advantage at least 1/2. O

We conclude that if g-hint-EndRing,, and g-hint-dist are computationally hard problems, then SIG[Xsq)]
is EUF-CMA-secure in the ROM. The reduction is not tight, as the runtime loss from the reduction in
[PW24] is polynomial, but concretely huge.

Theorem 4. For any PPT algorithm A against the EUF-CMA of SIG[Xsql], there exists expected polyno-
mial time algorithms B and D with
-C int-OneEn int-di -
AdVESMA(A) < (g + 1) - (2 - AdyPintOneEndy (3 o) 4 9 . Adyhintdist (D o) 1o ech')
2gs +s>+2s+q+1
\/]3 )

where q and s are upper bounds on the number of queries that A makes to RO and OSign, respectively.
Whenever B has advantage eg > 2log(p)/p, there is an algorithm & for t-hint-EndRing,, with

t=2%Tlogp]"™ - s/ep  and AdvMEIRIE (£ 4y > 1/9,
running in expected time poly(logp)/eg.

Proof. The first part is the same as Theorem 3. By the definition of the soundness relation Ronegnd, when
B succeeds, it outputs an endomorphism of degree at most p*. Assume it has advantage €5 > 2log(p)/p.
By Lemma 5.5, there exists an algorithm & for ¢-hint-EndRing,, with

t=8-5- tOneEnd (10gp, 10[10gp—|)/58
hints, having expected time poly(logp) - t = poly(logp)/ s and advantage at least 1/2. By Lemma 5.3

toneend (log p, 10[log p]) = 27* - (log(p) + (10[log p])/30)"?
S 2100 |'1ogp‘| 13.
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5.4 The quantum reduction from hint-EndRing

We can obtain a much tighter quantum reduction from hint-EndRing, to hint-OneEnd,,. A serious source
of complexity in the reduction of [PW24] arises from the possibility that a OneEnd,, oracle might produce
endomorphisms with hard-to-factor discriminants. Without this obstacle, several steps of the reduction
become redundant. We prove the following theorem in Section 6.2.

Theorem 5. Let OEnd be an oracle for the OneEnd, problem with outputs of degree at most d, and
OFactor an oracle for integer factorization. Then there exists a three-stage algorithm for EndRing, which
runs in expected polynomial time in log p and logd. The first and third stage each call OEnd in expectation
12 times. The second stage makes a single call to OFactor and runs in polynomial time.

With Shor’s algorithm [Sho94], the second stage can be implemented by a quantum reduction. On the
other hand, with a classical algorithm for hint-OneEnd,,, the first and third stage can remain classical in
the reduction to hint-EndRing,,. We can therefore apply our classical reduction separately for the first and
third stage. We summarize the quantum reduction in the following theorem.

Theorem 6. For any PPT algorithm A against the EUF-CMA of SIG[Xsqi], there exists expected polyno-
mial time algorithms B and D with

AdVE|UGF[-ZC52/II]A<A) S (q + 1) . (2 X Advhint-OneEndp (B,S) + 2. Athint-diSt(D7 S) + 2_€chl>

2gs + s> +2s+q+1
+ )
VP

where q and s are upper bounds on the number of queries that A makes to RO and OSign, respectively.
Whenever B has advantage eg > 2log(p)/p there exists a quantum algorithm & for t-hint-EndRing, with

t=192s/ep  and Adv""EMIRINE (£ 1) > 1/4,
running in expected time log(p)/eg.

Proof. The first part is the same as Theorem 3. Assume B has advantage eg > 2log(p)/p. Following the
proof of Lemma 5.5 with toneend(log p, logd’) = 12, we obtain a classical algorithm &; for the first stage.
It runs B at most 8- 12/ e = 96/ 5 times, and succeeds with probability at least 1/2. In the same way,
we obtain a classical algorithm & for the third stage, with the exact same properties. Let £ the quantum
algorithm that implements the second stage.

We let £ be the three stage algorithm (&1, &2, E3). If the first stage succeeds, the second stage always
succeeds, and the third stage succeeds with probability at least 1/2. Hence, £ succeeds with probability at
least 1/4. O

Under the assumption that t-hint-EndRing, is a hard problem for quantum algorithms, this is a
meaningful result. By using the classical forger, the quantum reduction can efficiently recover a basis for
End(E).

5.5 Expected hardness of the g-hint-EndRing, problem

In Theorem 4 and Theorem 6, we proved that SQISIGN is EUF-CMA-secure assuming the hardness
of g-hint-EndRing, (Problem 5) and g-hint-dist (Problem 3). We covered the hardness of ¢-hint-dist in
Remark 5.1. Here, we focus on why we expect the g-hint-EndRing, problem to be hard, or —in other
words— why we do not expect the hints to make EndRing,, easier.

Consider what the ’Hj‘g"if hint distribution does: it samples a degree d according to a weighted distribution,
and then it samples a random isogeny (if we consider the composition 15 o ¥1) of degree depending on d.
In Section 5.6, we show that it is possible to sample from a distribution that is negligibly close to the
distribution from which the value d is sampled, in polynomial time. This means that the only non-trivial
information that a hint sampled from HY™ provides to the simulator is the isogeny v o 1 itself.

To sample an isogeny according to HYM | the simulator can do the following:

— Factorize'! the degree of 1 0 1y as degthy 0¥y = [[} p’, and assume that p; is the largest prime
diving deg 2 o 1p1. The complexity of the factorization is polynomial in p;.

' Tt is possible to sample the degree d together with its factorization [Bac88], but it is still necessary to factor the
degree of 2.
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— For every prime p;:
e Sample a random point K of E[p;], which is defined over an extension field of order O(p;).
The complexity is polynomial in p;.
e Compute an isogeny with kernel (K) with VéluSqrt formulas [BDLS20]. The complexity is
similarly polynomial in p;.
e This yields an isogeny of degree p;. Repeating the process e; times and concatenating the
outputs, produces an isogeny of degree p5.
— Finally, iterating over all ¢ possible p; and concatenating the outputs gives an uniformly random
isogeny of the desired degree.

The complexity of the sampling procedure is polynomial in p;. Hence, if the degree of 15 0 11 is sufficiently
smooth (i.e., the smoothness bound p; is in O(poly(}))), the hint does not provide any additional
information. Unfortunately, that happens with negligible probability.

In conclusion, the only information the hints provide to the adversary is the efficient representation of
some isogenies of non-smooth degree. Informally, we do not expect these to provide any help in solving the
endomorphism problem: non-smooth degree isogenies do not provide any additional information compared
to smooth-degree isogenies.

5.6 Sampling a random degree

For any elliptic curve F and integer N, let Ay (E) be the set of isogenies from E and of degree at most
N (up to post-composition with an isomorphism). Let By (FE) C Ax(F) be the subset of isogenies with
cyclic kernel. We have

An(E) = | | [n] o Bn/n)(E).

n<N

Recall Dedekind’s totient is the multiplicative function defined by 1 (¢!) = (¢ + 1)¢*=1 for all primes ¢. For
any n < N, the number of isogenies of degree n in By (F) is equal to ¢(n). In particular,

#BN(E) =Y d(n).
n<N
The asymptotic behavoir of this sum is proven in [OEI25, Apo76, H16].
Lemma 5.6. #Bx(E) =~ -N?+ O(N1In(N)), where v = 15/27>.

Lemma 5.7. There is an algorithm which, on input N, samples a random integer d with the same
distribution as deg(y), where ¢ is uniform in By(E)

Proof. The probability distribution of deg(y) is f(n) = ¥(n)/#Bn(E). We have

Ym)=n [] <1+2>=n 11 (1—M(f)>=n%u(j)2Sn(ln(n)+2).

Ln ln
¢ prime ¢ prime

Let g(n) = 1/N be the uniform distribution on {1,...,N}. Let M = N(n(N)+2) e then have

#Bn(E)
) ) | N#Bw(E) __ u(m)
Mg(n) #BnN(E) N2(In(N)+2) N(n(N)+2)
We consider the following rejection sampling algorithm:
1. Sample n € {1,..., N} together with its factorization uniformly at random using [Bac88].
2. Compute 1(n) thanks to the factorization of n, and let p = %
3. With probability p, return n. Otherwise, restart.
The algorithm repeats an expected M times, and from Lemma 5.6,
N2(In(N) +2 N2(In(N) +2
YT R N (0 R
#DBn(E) 7+ N? 4 O(N log(N))
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Proposition 5.1. There is an algorithm which, on input N, samples a random integer d at statistical
2
distance O (%) from the distribution of deg(p), where ¢ is uniform in Ay(E).

Proof. Since
An(E) = | | [n] o Bin/ny(E),
n<N
and we can sample efficiently in each B|y/y|(E) (Lemma 5.7), it only remains to show that we can sample
the cyclic part n. The distribution of n for a uniformly random element in Ay (E) is

s = FER0LE)
#AN(E)
Let a = ZN L Let us prove that the distribution g(n) = 5 on {1,..., N} is at the claimed statistical

) i=1 732" an?
distance of f.
We have

$AN(E) = 3 #Bim (B) = Y (%Xf +0(Xiogn))

n<N n<N
=ayN?+0 (N(logN)Q)

Now, to bound the statistical distance, we compute

#AN(E)|f = gl = #AN(E) D |f(n) — g(n)|

n<N
1
= EN ‘#BLN/ME) — —#AN(E)
N? N N? N
= Z Y— +0 ( logN) —7— +0 (2(logN)2)‘
n n n n
n<N
= O(N(log N)?).

Therefore, ||f — g|l1 = O (%), as claimed.

Finally, to sample from distribution g, one can sample an integer n for the zeta distribution with
parameter 2 (e.g., with inverse transform sampling), and reject if n > N. O

6 Analyzing the EndRing to OneEnd reduction

This section collects our analysis on the EndRing, to OneEnd,, reduction in [PW24]. In Section 6.1, we
analyze the expected runtime of their reduction. Then in Section 6.2, we show how to make the reduction
a lot tighter, given access to a factoring oracle.

6.1 A detailed analysis of the runtime loss

In [PW24], Page and Wesolowski proved that an efficient algorithm for OneEnd,, can be used to construct
an efficient algorithm for EndRing,.

Lemma 6.1 ([PW24]). Letd:Rso— Ry be a function. Let OEnd be an oracle for OneEnd,,, that
when queried on a curve E € Supersingular,, outputs an endomorphism o € End(E) \ Z of degree at most
d. Then there exists an algorithm A that, on input E € Supersingular,, and given query access to the oracle
OEnd, outputs a basis for End(E) in efficient representation. A runs in expected polynomial time in logp
and logd.

By inspecting the proof in [PW24], we obtain that the runtime loss is polynomial in log p, but concretely
very large.

Corollary 6.1. Let definitions be as in Lemma 6.1. The runtime of A is poly(logp,logd) times the
number of calls it makes to A. In expectation, the number of times it calls OEnd is

toneend (log p, log d) < 2% - (log(p) + log(d)/30)*3.
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Proof. The EndRing algorithm A is described in [PW24, Algorithm 5]. We derive the bound ¢ by inspecting
the proof of [PW24, Theorem 7.2]. We do not include their proof in full, but rather give pointers to the
relevant parts.

The OneEnd oracle OEnd is called in the two loops of [PW24, Algorithm 5]. In the first loop (lines 3
to 6), each iteration calls OEnd once. Their proof says that the loop terminates after any 3 consecutive
iterations with probability at least 1/16. Thus, the loop succeeds in expectation after at most 3 - 16 = 48
iterations.

The second loop is more complicated. Each iteration queries OEnd three times. The loop termination
condition is that [End(E) : R] = 1. Note that [PW24] starts by bounding the degree of the endomorphisms
produced by their algorithm Richp™"*(E) by 22#11°8(d) While correct, the tighter bound 22k +108(d) jg
satisfied by construction. Using the same techniques as [PW24], but starting from the bound 92k +log(d)
instead of 22k1108(d) 1eads to

[End( ) ] < 23(k1+log(d)/2)+2/p

where
log(12-9- (1 +/3) - /p + 13)

k1 =
log(m)

When p > 3146,
log(12-9- (1+ v3) - /(1 +1/242) - /)
log(5775)
log(296) + log(,/p)
log(5775)
log(12-9- (1 ++/3) - V2) log(p)
log(2%5) 21og(2-)
log(p
2log(575)
< 151og(p),

ki <1+

<1+

~

<98+

e

2

and

log[End(FE) : R] < 3(15 - log(p) + log(d)/2) +2 —logp
< 45 -log(p) + 1.5 - log(d).

There are two cases where they say that an iteration of the second loop is a success. In the first case, a
new factor of [End(FE) : R] is discovered. This can happen at most log([End(E) : R]) — 1 times. In the
second case, [End(E) : R] is divided by an integer that is at least 2. Likewise, [End(E) : R] can be divided
by an integer that is at least 2 at most log([End(F) : R]) times. Hence, the second loop succeeds after at
most 2log([End(E) : R]) <90 - log(p) + 3 - log(d) successtul iterations.

The probability that an iteration of the second loop succeeds is at least

1
2106 - (log N)12

by [PW24, Proposition 5.11], where N is a variable in the loop that is always a factor of [End(E) : R].
Hence, the number of iterations needed for a success is in expectation at most

2-10° - (log N)*?
<2-10°- (45 - log(p) + 1.5 - log(d))"?
< 257 (log(p) + log(d) /30)"*.
In total, the number of calls to OEnd is in expectation at most
48 + (90 - log(p) + 3 - log(d)) - 27 - (log(p) + log(d) /30)"?
= 48 + 90 (log(p) + log(d)/30) - 2°7 - (log(p) + log(d) /30)
< 2% (log(p) + log(d)/30)"3.

12
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6.2 A tighter reduction by factoring

In this section, we prove Theorem 5. Namely, let OEnd be an oracle for the OneEnd,, problem with outputs
of degree at most d, and OFactor an oracle for integer factorization. Then we will show that Algorithm 7
solves the EndRing,, problem in expected polynomial time in logp and logd, with a single call to OFactor
and in expectation at most 24 calls to OEnd.

To prove the theorem, let us start by reworking some of the preliminary results of [PW24]. In the
following, for any ring R, we write Ma(R) for the ring of 2 x 2 matrices with coefficients in R, and SLs(R)
for the multiplicative subgroup of matrices with determinant 1.

Definition 6.1 ([PW24, Definition 5.9]). Let N be an integer, and ¢ > 0. Let M be a ring with
an isomorphism v : My(Z /[NZ) — M. The distribution of a random o € M/L(Z /N Z) is e-close to
SLo(Z /N Z)-invariant if, for every g € SLo(Z /N Z), the statistical distance between the distributions of o
and g~ Yayg is at most . When the distributions are the same (i.e., ¢ = 0), we say that the distribution is
SLo(Z /N Z)-invariant.

We first refine a result of [PW24] for the case where N = £ is a prime.

Lemma 6.2. Let ¢ be an odd prime. Let ay, a9, a3 € Mo(Fy)/Fy be independent, non-zero, random
elements from an SLa(Fy)-invariant distribution. Then, (a1, ag, o) is a basis of Ma(Fe)/ Fy with probability

3
at least (1 — %) .

Proof. Note that [PW24, Lemma 5.3] is almost the same statement, but with probability 1/8. This 1/8
is obtained as the cube of the probability 1 — 1/2, where the 1/2 is computed in [PW24, Lemma 5.2].
However, this 1/2 in [PW24, Lemma 5.2] is obtained by proving the bound 7 (better than 1/2 when

£ >11). Using 22451 in place of 1/2 in the proof of [PW24, Lemma 5.3] yields the desired result. O

Definition 6.2 (¢-reduced). For any prime ¢ and ring R, we say that o € R is {-reduced if o € Z+LR.

Proposition 6.1. Let N > 910 be a squarefree odd integer such that its prime factors are all larger
that some bound B > 10 -log(N). Let R =Z /N Z, M = End(E)/N End(E) & M>(R) and M = M/R.
Consider a distribution v on M that is e-close to SLa(R)-invariant, and supported on -reduced elements
for all prime factors £ of N.
1. Let ay, as,a3 € M independent random samples with distribution v. The triple (a1, as, az3) generates
M with probability at least 1/2 — 3e.

2. Let oy, as, a3 € End(FE) independent random elements such that o; mod (Z +N End(FE)) follows
distribution v. Let A be the lattice generated by (1, a1, ag, ag). Then, ged(N, [End(E) : A]) = 1 with
probability at least 1/2 — 3e.

Proof. Ttem 1, with ¢ = 0. Let ¢ be a prime factor of N. By the Chinese Remainder Theorem,

conditional on o mod (N/¢), the variable o mod ¢ is SLa(IFy)-invariant. So (a1, az, a3) generates M /(M
3

with probability at least (1 — %) (Lemma 6.2), and this bound applies independently on each prime

factor of N, so (a,as, a3) generates M with probability at least

4[ 3 4B Sw(N)
H 1— >(1-—— .
21 B2 1
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By [Rob83], we have w(N) < 1.38411In(N)/Inln(N) = (1.3841/logIn(N))log(N). We get that if N >
2" we have w(N) < log(N)/x. If furthermore B > ylog(N) = z, we get

40 3 4y lOg(N) 3log(N)/x 5
I(1- ) = (1- ) = F(ylog(N))
fN

4z
22—

where f : z — (1 — )Z. This function f is increasing for z > 2 + /5, so for z > 20, we have
f(z) > f(20) > 0.011.

Soif N > e2 ™" and B > ylog(N) > 20, we obtain

44 3 3
11 (1— ) _1> > 0.0119s.
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When zy > 20, we have 0.011%% > 0.5. We obtain the result by setting x = 2 and y = 10 (in particular,
21.3841-m
e ~ 909.2).

Item 1, with £ > 0. Applying the triangular inequality, the random triple (a1, ag, @3) is at total variation
distance at most 3¢ from a triple of SLa(Z /N Z)-invariant random variables. We conclude from the case
€ = 0 and the defining property of the total variation distance.

Item 2. This is a consequence of Ttem 1, [PW24, Proposition 5.6]. O

Given an oracle OEnd for the OneEnd,, problem, the article [PW24, Algorithm 1] describes a procedure

RichgEnd which also solves OneEnd,, but with the additional guarantee that its output is a random
endomorphism, for a distribution which is e-close to SLag-invariant. Let us recall the formal result below.

Proposition 6.2. Let p > 3 be a prime, N an odd integer, and € > 0. Let

log (1 154 . N2+ 13)
s ()

Let OEnd be an oracle for the OneEnd, problem. Let E/F,2 be a supersingular elliptic curve, and a be a
random endomorphism produced by RichYE"(E). The distribution of o mod (Z +N End(E)) is e-close to
SLo(Z /N Z)-invariant.

k=

Proof. This is a reformulation of [PW24, Theorem 4.2]. O

With a procedure to generate endomorphisms which are e-close to SLo-invariant (Proposition 6.2), and a
proof that such endomorphisms are likely to form (local) bases of the endomorphism ring (Proposition 6.1),
we can now prove Theorem 5.

Proof of Theorem 5. Let us analyse Algorithm 7. The first loop terminates as soon as rankyz(R) = 4. By
construction of the length of the walk ki, Proposition 6.2 ensures that the conditions of Proposition 6.1 are
satisfied for € = 1/12 and N = 911 (the smallest prime larger than 910). In particular, at each iteration of
the loop, the elements (1, a1, az, ag) are linearly independent with probability as least 1/2 — 3e = 1/4.
Since each iteration calls OEnd three times, this loop incurs an expected 12 calls to OEnd.

The loop of Line 13 ensures that, after that point, the squarefree part Ny of [End(F) : R] satisfies
the condition for N is Proposition 6.1. Now, the choice of ky following Proposition 6.2 ensures that the
random endomorphisms «; on Line 20 are e-close to SLe(Z /N Z)-invariant (for ¢ = 1/12), and after the
loop of Line 21, they are also reduced at every prime factor of Ng. In particular, all the conditions for
Proposition 6.1, Item 2, are satisfied. Therefore, gcd(Ng, [End(E) : A]) = 1 with probability at least
1/2 — 3e = 1/4, where A is the lattice generated by (1, a1, ag, @3). When that happens, ged([End(E) : R],
[End(E) : 4]) = 1, so [End(E) : R+ A] = 1, and the loop terminates. This proves that the expected
number if iterations of the loop of Line 16 is at most 4. Since each iteration calls OEnd three times, this
loop incurs an expected 12 additional calls to OEnd. O

7 Discussion and future work

We provided a full proof of security of SQISIGN: we gave a reduction of the EUF-CMA security of SQIsiGN
in the ROM to the hardness of two non-interactive problems, the endomorphism ring problem with hints and
the hint indistinguishability problem. Along the way, we developed several technical tools: the framework
of Fiat—Shamir with hints, which captures all HD variants of SQIsign and possibly more; a significantly
tighter quantum reduction between the Endomorphism Ring problem and the One Endomorphism problem,
both with and without hints; several intermediate results, such as a proof EUF-CMA security that does
not rely on the hint indistinguishability problem, or a polynomial-time algorithm to sample degrees of
uniformly random isogenies of bounded degree. Overall, this work contributes to identify the precise
assumptions needed for the security of SQISIGN and provide further evidence of its security.
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— Algorithm 7: Reducing EndRing,, to OneEnd,, with a factoring oracle

Input: A supersingular elliptic curve &/ € Supersingular,,, an oracle OEnd for OneEnd,, and an oracle OFactor
for factoring integers.
Output: The endomorphism ring End(E).

1: R:=1Z.
2: N :=911.
3 e:=1/12.
4: ki = log(% 2N p+13)—‘.
s (777
5: while rankz(R) # 4 do
6: o Richof”d (E), for j € {1,2, 3}, three random endomorphisms of E. // [PW24, Algorithm 1]
7 a; = Reducen, (o), for j € {1,2,3}. // [PW24, Algorithm 4]
8: R := the ring generated by R, a1, oz, as.
9: R := Saturatez(R). // [PW24, Algorithm 2]
10: R = SaturateRam // [PW24, Algorithm 3]

11: [End \/dlSC )/p-

12: HZ 1 fl = OFactor([End( ): R]).

13: for i G {i | ¢; < max(910,10 - log([End(E) : R]))} do

14: := Saturatey, (R) // [PW24, Algorithm 2]

15: Update [End(E) = /disc(R)/p and its factorisation [End(E) : R] = Hl G
16: while [End(FE) : ] ;é 1 do
17: Ng := squarefree part of [End(E) : R].
180 e:=1/12.
1o by = "mg(l FESVE RN r‘_w)"v
)
20: o Richgf”d (E), for j € {1,2, 3}, three random endomorphisms of E. // [PW24, Algorithm 1]
21: forie {1,2,...,t},j€{1,2,3} do

22: a;j = Reducey, (a;). // [PW24, Algorithm 4]
23: R := the ring generated by R, a1, ag, as.

24: Update [End(FE) \/disc(R)/p and its factorisation [End(E) : R] = [];_, £5'.

25: return R.

Remaining gaps and limitations. The implementation of SQISIGN, in its round-2 submission to the
NIST standardization process, differs slightly from the protocol analyzed so far: for efficiency reasons, the
implementation relies on some algorithms that may possibly fail instead of producing the desired output.
These failure cases can be split into two categories: those that fail with negligible probability and therefore
do not affect security, and those that fail with small but not negligible probability (approximately 2764,
according to [AAAT25]). This second type of failures has a more significant impact on security: while
they are unlikely to be practically exploitable, they introduce a bias in the public keys and signatures
that is not captured by our security analysis.

Furthermore, our result in Theorem 6 shows a loss factor that is quadratic in the number of signing
queries, which is then divided by /p. This implies that, for adversaries that make exponentially many
signing queries (say, 25 queries against a prime p ~ 2256 as in NIST security level I), the reduction
becomes vacuous.

Takeaways and recommendations. In light of the previous discussion, we invite the research community
to further investigate the algorithmic building blocks of SQISIGN that currently have non-negligible failure
probability. We expect that developing better algorithms that maintain the same efficiency while obtaining
negligible failure probability is within reach. This would close the remaining gap between the theoretical
analysis and the implemented version of SQISIGN.

Similarly, we suggest that future revisions of SQISIGN bring the commitment min-entropy to within
1/p, rather than 1/,/p. This could be easily achieved at almost no cost by increasing Nmix to ~ 282 but
possibly even more efficient solutions exist. A smaller min-entropy would increase the denominator in the
loss factor to p, which would then make the statement of Theorem 6 meaningful even in the presence of
attackers with 264 queries or more.
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Future work. Lastly, we leave the analysis of additional security properties for future work. This includes
studying strong unforgeability (which, in its current formulation, SQISIGN is unlikely to achieve), the
three BUFF properties [CDF21], and a security proof in the quantum random oracle model. The current
techniques for a QROM reduction do not seem to apply to SQISICGN, so further research is needed.
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