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Abstract. Abdalla et al. (ASTACRYPT 2020) introduced a notion of
identity-based inner-product functional encryption (IBIPFE) that com-
bines identity-based encryption and inner-product functional encryption
(IPFE). Thus far, several pairing-based and lattice-based IBIPFE schemes
have been proposed. However, there are two open problems. First, there
are no known IBIPFE schemes that satisfy the adaptive simulation-
based security. Second, known IBIPFE schemes that satisfy the adap-
tive indistinguishability-based security or the selective simulation-based
security do not have tight reductions. In this paper, we propose lattice-
based and pairing-based IBIPFE schemes that satisfy the tight adaptive
simulation-based security. At first, we propose a generic transformation
from an indistinguishability-based secure (L + 1)-dimensional (IB)IPFE
scheme to a simulation-based secure L-dimensional (IB)IPFE scheme. The
proposed transformation improves Agrawal et al.’s transformation for
plain IPFE (PKC 2020) that requires an indistinguishability-based se-
cure 2L-dimensional scheme. Then, we construct a lattice-based IBIPFE
scheme that satisfies the tight adaptive indistinguishability-based secu-
rity under the LWE assumption in the quantum random oracle model.
We apply the proposed transformation and obtain the first lattice-based
IBIPFE scheme that satisfies adaptive simulation-based security. Finally,
we construct a pairing-based IBIPFE scheme that satisfies the tight adap-
tive simulation-based security under the DBDH assumption in the ran-
dom oracle model. The pairing-based scheme does not use the proposed
transformation towards the best efficiency.
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1 Introduction

1.1 Background

Functional encryption (FE) [12,31] is a generalization of the traditional public
key encryption by prohibiting all-or-nothing decryption. If a user decrypts a ci-
phertext FE.ct, that is an encryption of = by using a secret key FE.sk; associated



with a function f, the decryption result is not x itself but f(x). There are in-
distinguishability (IND)-based and simulation (SIM)-based security definitions.
Briefly speaking, IND-based security ensures that an adversary that is given sev-
eral FE.sky, such that f;(z§) = fi(27) cannot distinguish FE.ct,s and FE.cty:,
while the SIM-based security ensures that an adversary that is given FE.ct,+ and
several FE.sk;, cannot learn anything besides f;(z*). Thus, SIM-based security
is the stronger than IND-based security and adaptive (AD) SIM security is the
most desirable security definition [12,31].

Although there are known FE schemes for all circuits [18,19], strong assump-
tions such as multilinear maps [17] and indistinguishability obfuscation [18] are
required. In turn, FE for simple functionalities under standard assumptions has
been studied. One of the most fundamental research topics should be arguably
inner-product functional encryption (IPFE) introduced by Abdalla et al. [1]. A
decryption result of a ciphertext IPFE.cty associated with an L-dimensional vec-
tor x by a secret key IPFE.sk, associated with an L-dimensional vector y is
their inner product (x,y). After Abdalla et al. [1] proposed selective (SEL)-IND-
secure IPFE schemes under the decisional Diffie-Hellman (DDH) assumption and
the learning with errors (LWE) assumption, Agrawal et al. [7] proposed AD-IND-
secure |IPFE schemes under DDH, LWE, and the decision composite residuosity
DCR assumption. In this paper, we focus on DDH and LWE-based schemes.
Specifically, Agrawal et al. [7] proposed two LWE-based schemes that compute
inner products either over the integers or modulo a prime p. Then, Abdalla
et al. [3] (resp. Wee [37]) proved that Agrawal et al.’s DDH-based scheme [7]
satisfies SEL-SIM (resp. semi-adaptive SIM) security. Finally, Agrawal et al. [6]
proved that the DDH-based scheme [7]| satisfies the AD-SIM security. In con-
trast, Agrawal et al. [4] improved the efficiency of Agrawal et al.’s LWE-based
schemes [7] by introducing a weaker security model. Wang et al. [36] also im-
proved the efficiency in the same AD-IND security of Agrawal et al. [7]. Then,
Agrawal et al. [6] modified the LWE-based scheme module a prime p [7,36] by
introducing a generic transformation from a 2L-dimensional IND-secure IPFE
scheme modulo p to an L-dimensional SIM-secure scheme with stateful key gen-
erations. Therefore, the SIM-secure schemes are less efficient than the IND-secure
schemes. Although Lin and Luo [28] improved the efficiency of AD-SIM-secure
LWE-based schemes by introducing a transformation from an (L+1)-dimensional
IND-secure scheme to an L-dimensional SIM-secure scheme, their proposed AD-
SIM security is weaker than Agrawal et al. [6] since a simulator of Lin and
Luo [28] can receive additional information compared with Agrawal et al. [6].
We note that most IPFE schemes have tight reductions since the most technical
steps are usually not computational but information theoretical arguments.

Abdalla et al. [2] extended IPFE to IPFE with fine-grained access control
such as identity-based IPFE (IBIPFE) and attribute-based IPFE, where we fo-
cus on IBIPFE throughout the paper. Abdalla et al. [2] proposed several IBIPFE
schemes under the symmetric external Diffie-Hellman (SXDH) assumption and
the LWE assumption. Their SXDH-based schemes satisfy either AD-IND secu-
rity or SEL-SIM security, while their LWE-based schemes satisfy either AD-IND



security in the random oracle model (ROM) or SEL-IND security in the stan-
dard model. Then, Lai et al. [27] proposed AD-IND-secure LWE-based IBIPFE
scheme in the standard model. However, AD-SIM-secure IBIPFE schemes have
not been proposed so far. Moreover, all the above AD-IND-secure or SEL-SIM-
secure IBIPFE schemes [2,27] do not have tight reduction although there are
several AD-secure IPFE scheme [6,7,36] and AD-secure identity-based encryption
(IBE) schemes [9,10,13,15,16,20,21,22,23,24,26] with (almost) tight reductions
under standard assumptions. Among the above LWE-based IBIPFE schemes, Ab-
dalla et al.’s scheme in the ROM [2] that combines Gentry et al.’s IBE scheme [20]
and Wang et al.’s IPFE scheme [36] is the most efficient. However, their proof
should be refined in the quantum random oracle model (QROM) since an en-
cryption scheme secure under post-quantum assumptions in the ROM may be
vulnerable against quantum adversaries [38].

1.2 Our Contribution

In this paper, we propose two efficient AD-SIM-secure IBIPFE schemes with tight
reductions under standard assumptions in the (Q)ROM. To construct an AD-SIM-
secure LWE-based scheme, we borrow the idea of Agrawal et al. [6] and propose a
transformation from an IND-secure IBIPFE scheme to a SIM-secure scheme. For
this purpose, we do not just extend Agrawal et al.’s transformation [6] to the
identity-based setting but improve it. In particular, our transformation for an L-
dimensional SIM-secure scheme has stateless key generations and utilizes not 2L
but only an (L+1)-dimensional IND-secure scheme that computes inner products
modulo a prime p. The proposed transformation is slightly more efficient than Lin
and Luo [28] due to shorter ciphertexts although the former achieves the stronger
security. Therefore, the proposed transformation provides the most efficient AD-
SIM-secure LWE-based (plain) IPFE scheme. We note that a proof of the proposed
transformation is not the same as Lin and Luo [28] since additional information
from a simulator and slightly larger ciphertexts are essential for the latter proof.

Although the proposed transformation looks sufficient to construct AD-SIM-
secure IBIPFE schemes at a glance, it is not the case for LWE-based schemes
since Abdalla et al.’s [2] and Lai et al.’s [27] IBIPFE scheme do not compute
inner products modulo a prime p but over the integers. Therefore, we modify
Abdalla et al.’s IBIPFE scheme in the ROM [2] to compute inner products mod-
ulo a prime p since the scheme is the most efficient among known LWE-based
IBIPFE schemes [2,27]. The modification itself is not very impressive since we just
borrow the idea of Agrawal et al. [7] that modified their proposed LWE-based
IPFE scheme computing inner products over integers to be a scheme modulo a
prime p. Then, we refine a proof of Abdalla et al. [2] with a tight reduction
in the QROM. Intuitively, Abdalla et al.’s proof modifies answers of secret key
queries and random oracle queries by following Gentry et al.’s proof of their IBE
scheme [20], further modifies an answer of a challenge query by following Wang
et al.’s proof of their IPFE scheme [36], then employ Agrawal et al.’s information-
theoretic argument [7]. In contrast, we utilize Katsumata et al.’s proof [26] that
proves the tight AD security of Gentry et al.’s IBE scheme [20] in the QROM.



Intuitively, our proof modifies answers to quantum random oracle queries and
secret key queries by following Katsumata et al.’s proof [26], further modifies
an answer of a challenge query by combining Katsumata et al.’s proof [26] and
Wang et al.’s proof [36], then employ Agrawal et al.’s information-theoretic ar-
gument [7]. As a result, we prove the tight AD-IND security of the proposed
modification of Abdalla et al.’s IBIPFE scheme [2] in the QROM. Finally, we ap-
ply the proposed IND-to-SIM transformation and obtain the first AD-SIM-secure
LWE-based IBIPFE scheme that has a tight reduction in the QROM.

Since Abdalla et al.’s AD-IND-secure SXDH-based IBIPFE scheme [2] com-
putes inner products modulo a prime p, we can apply the proposed IND-to-SIM
transformation and obtain the first AD-SIM-secure pairing-based IBIPFE scheme
under the SXDH assumption in the standard model. However, the reduction
is not tight. To achieve a tight reduction and improved efficiency, we propose
an AD-IND-secure pairing-based IBIPFE scheme under the decisional bilinear
Diffie-Hellman (DBDH) assumption in the ROM. Towards the best efficiency, the
proposed pairing-based construction is direct in the sense that we do not rely
on the proposed IND-to-SIM transformation that requires (L + 1)-dimensional
IBIPFE scheme as a building block. The proposed DBDH-based IBIPFE scheme
is a combination of Coron’s tightly AD-secure DBDH-based IBE scheme in
ROM [16] and Agrawal et al.’s AD-SIM-secure DDH-based IPFE scheme [7]. We
use Coron’s IBE scheme among various (almost) tightly AD-secure pairing-based
IBE schemes [9,10,15,16,21,22,23,24] since the scheme is the most efficient to the
best of our knowledge. Moreover, structures of Coron’s IBE scheme and Agrawal
et al.’s IPFE scheme [7] are compatible to prove the tight AD-SIM security of the
proposed IBIPFE scheme. Indeed, the proof is simple. Our proof modifies answers
to random oracle queries, secret key queries, and a challenge query by follow-
ing Coron’s proof [16], then employing Agrawal et al.’s information-theoretic
argument [7].

Table 1 compares the proposed IBIPFE schemes and known IBIPFE
schemes [2,27]. Abdala et al.’s schemes [2] denoted by ACGU20 consist of two
lattice-based schemes and two pairing-based schemes, where the former schemes
satisfy either AD-IND security in the ROM or SEL-IND security in the standard
model and the latter schemes satisfy either SEL-SIM security or AD-IND security
in the standard model. Lai et al.’s scheme [27] denoted by LLW21 is a lattice-
based scheme that satisfies AD-IND security in the standard model. The proposed
schemes consist of two lattice-based schemes and two pairing-based schemes. The
first lattice-based scheme is a mild modification of the AD-IND-secure Abdala
et al.’s scheme [2] in the ROM, while the second scheme is the same as the first
scheme applied by our proposed IND-to-SIM transformation. The third pairing-
based scheme is the same as the AD-IND-secure Abdala et al.’s scheme [2] in the
standard model applied by our proposed IND-to-SIM transformation, while the
fourth pairing-based scheme or our original scheme. Among them, our second
lattice-based scheme, our third pairing-based scheme, and our fourth pairing-
based scheme are the only schemes satisfying AD-SIM security. Although Abdala
et al.’s lattice-based SEL-IND-secure scheme is the only known scheme with a



Table 1. Security comparison among IBIPFE schemes

Scheme ‘ security reduction loss model assumption
AD-IND 0(Q3) ROM LWE
SEL-IND o) standard LWE
ACGU20 [2]
SEL-SIM O(Qs) standard ~ SXDH
AD-IND O(Qs) standard SXDH
LLW21 [27] AD-IND o(Qn) standard LWE
Section 4 AD-IND o) QROM LWE

Section 3 + Section 4 | AD-SIM o(1) QROM LWE
Section 3 + ACGU20 [2] | AD-SIM O(Qs) standard ~ SXDH
Section 5 AD-SIM o) ROM DBDH

@Qn and Qs denote the number of random oracle hash queries and secret
key queries, respectively.

tight reduction, our first lattice-based scheme, our second lattice-based scheme,
and our fourth pairing-based scheme satisfy either AD-IND security or AD-SIM
security with tight reductions.

1.3 Technical Overview

We explain an overview of our proposed IND-to-SIM transformation. For sim-
plicity, we explain an overview in the case of plain IPFE.
Agrawal et al.’s Transformation [6]. At first, we explain Agrawal et al.’s IND-

to-SIM transformation [6]. Let x* € ZL denote a challenge plaintext and
Yi,---,YL-1 € Zlg denote linearly independent vectors on which the adversary
makes secret key queries in this order. In the real security game, a SIM-secure
challenge ciphertext is an IND-secure encryption of a vector

R.x* = [x*,0,...,0] € Zf,L,
——
L 0’s

while a SIM-secure i-th secret key for y; is an IND-secure secret key of a vector

Ryi = [yi,0,...,0,1,0,...,0 ;] € 22",
N—_—— N—_——

i—1 0’s L—1—7 0’s

where ¢; is a Z, random element. There are enough slots in 2L-dimensional
vectors to answer secret key queries on at most L — 1 linearly independent
vectors.

Hereafter, we explain the case of the ideal security game. Let Qp denote
the number of adversary’s pre-challenge secret key queries. Upon an adversary’s



pre-challenge secret key query on y;, the simulator creates an IND-secure secret
key of a vector

I-yi: [yiaoa"'aoalv 07'-'707ti} EZ?)L
——

i—1 0’s L—-1—i 0’s

as the case of the real security game. In the ideal security game, the simulator
should answer a challenge query without the knowledge of a challenge plaintext
x*. In turn, the adversary declares {; }ic[q,.] such that

zi = (x*,y;) mod p.
Then, the simulator creates an IND-secure encryption of a vector
|x* =X, ~t,...,~tp—1,1] € 22"
such that
(X,y:) =2 modp

for all i € [Qpre]. Upon an adversary’s post-challenge secret key query on y;, , the
adversary declares z; = (x*,y;) mod p in addition to y,;. Then, the simulator
creates an IND-secure secret key of a vector

Ly: = [y:,0,...,0,1, 0,...,0 ,t; + 2z — (X,y:)] € Z2",
N—_——

i—1 0’s L—1—4 0’s

where t; is a Z, random element.

The proof of indistinguishability between real and ideal security games con-
sists of two steps. At first, we show that the distribution of the real security
game does not change even when secret key queries are answered as in the ideal
security game. To this end, we have to ensure that decryption results are consis-
tent between the challenge ciphertext in the real security game and secret keys
in the ideal security game. We can easily check the fact since it holds that

<R'X*7 Iyl> = <X*ayi> mod p

since all the last L coordinates of R.x* are 0. Moreover, although the last coordi-
nate t; of R.y; in the real security game is replaced with ¢; + z;, — (X, y;) mod p
of post-challenge l.y;, their distributions are the same due to the randomness of
t.

To complete the proof, we have to show that the modified security game and
the ideal security game are computationally indistinguishable. To utilize the
IND security, we have to ensure that decryption results are consistent between
ciphertexts and secret keys in the ideal security game. In the case of pre-challenge
secret keys, we have

<|.X*,|.yi> = <[§7 7t1,...77tL_1,].L [yi70,...,0,1, O,...,O ,tz]> D’lOdp
N—_——

i—1 0’s L—-1—-i 0’s



= <§,yl> + <[—t1, ceey _tL—la 1}7 [0, ‘e ,0, 1, O, .o ,O ,ti]> mod p
N——
i—1 0’s L—-1—i 0’s

= (X,yi) modp

= z; mod p.

In the case of post-challenge secret keys, we have

(L.x*, Ly;)
= <[§7 _t17"~7_tL7171]7 [yi70u"'70a17 0,...,0,t; + 2z — <§7y2>]> mOdp
——
i—1 0’s L—-1—i 0’s
= (X,y:) + <[—t1,...,—tL_1,1], [O,...,O,l, 0,...,0,t; 4+ 2 — <§,yz>]> mod p
——— ——

i—10s  L—1—i 0’
= (X,yi) +2 — (X,yi) modp
= z; mod p.

Then, we can utilize the IND security to show that two games are computation-
ally indistinguishable.
Proposed Transformation. We observe how Agrawal et al.’s transformation [6]

utilizes the additional L dimensions. To answer all secret key queries, we have to
use L — 1 Z, random elements t,...,tr_; since their randomness ensured that
R.y; and post-challenge l.y; follow the same distribution. It was easy to design
a real ciphertext so that decryption results are consistent between ciphertexts
in the real security game and secret keys in the ideal security game by setting
0 for all additional L coordinates. Then, the additional L dimensions are used
to ensure that decryption results are consistent between ciphertexts and secret
keys in the ideal security game. In the challenge ciphertext, the additional L — 1
coordinates are used to embed t1,...,tr_1, while the last coordinate is 1. Since
pre-challenge l.y; is the same as R.y;, the additional L dimensions are used to
ensure that inner products between |.x and l.y; in the additional L dimensions
becomes zero. Similarly, post-challenge l.y; utilize the additional L dimensions so
that the inner products z; — (X, y;) ensure that decryption results are consistent.
Therefore, the additional L dimensions play a vital role in ensuring decryption
consistency.

To design IND-to-SIM transformation by using (L+1)-dimensional IND-secure
IPFE scheme, the main idea is how to use not only the additional dimensions but
the first L dimensions to ensure the decryption consistency. In the real security
game, we use vectors

Rx* = [x*,0] € Zﬁ"'l, Ry: = [y ti] € ZIE'H

to create a challenge ciphertext which is an encryption of x* and i-th secret keys
of y; in the real security game, respectively. In the ideal security game, we use
vectors

*

IYZ = [yiati]a l.x* = [§7 1]7 |Yz = [Yi,Zi - <§7 yi>]7



to create pre-challenge i-th secret keys of y;, a challenge ciphertext, and post-
challenge i-th secret keys of y; in the ideal security game, respectively. If we set
X such that

(X,yi) =2 —t; modp

for i € [Qpre], decryption results are consistent between ciphertexts and secret
keys in the ideal security game. In the case of pre-challenge secret keys, we have

(Lx*, Ly;) = ([X, 1], [yi, t;]) mod p
— Ryt modp
Zi — ti —+ ti IIlOd p

= z; mod p.
In the case of post-challenge secret keys, we have

(Lx*, Ly;) = (X, 1], [yi, z: — (X,y:)]) mod p
= (X,yi) + 2 — (X,y;) mod p
=z mod p.

However, this approach is problematic since the last coordinates z; — (X,y;) of
post-challenge l.y; are not random. Thus, distributions in the real and ideal
security games are not the same.

To resolve the issue, we show that X can be defined so that the vector has
sufficient entropy. We recall that a proof of Agrawal et al.’s transformation [6]
consists of two steps, where the first step ensures that a distribution of the real
security game does not change even when secret key queries are answered as in
the ideal security game. In this step, we observe that the information of X itself is
not given, while only (X, y;) appears in the last coordinates of post-challenge l.y;.
Therefore, we set X as a random vector as long as it does not violate decryption
consistency. Let X, xéprﬁ_l, .., XL € Zﬁ be vectors such that

(X,yi) =2 —t; mod p, (xj,yi) =0 mod p

for ¢ € [Qpre] and {Xépre ISTERS ,x7 } is linearly independent. We sample Z, ran-
dom sq,,.+1,---,5L and set

X=X+ Z sj x5 mod p.
J€E[Qpret+1,L]
Since it holds that
(X,yi) = (X,yi) =2 —t; modp

for i € [Qpre], this X does not violate the decryption consistency as the above

analysis. Moreover, the randomness of SQuet+1s- -1 SL € Zyp ensure that
Xyi)=&yi)+ D>, s (x5yi) modp
JE[Qpre+1,L]



for i € [Qpre +1, L —1] follow the uniform distribution over Z,{“ ~Qeml Therefore,
distributions in the real and ideal security games are the same since the last
coordinates z; — (X,y;) of post-challenge l.y; are random as in R.y;. Thus, we
can complete the first step of the proof. We can also prove the second step in
the same way as Agrawal et al.’s transformation [6].

1.4 Organization

In Section 3, we propose the IND-to-SIM transformation. In Section 4, we propose
our lattice-based IBIPFE scheme. In Section 5, we propose our pairing-based
IBIPFE scheme.

2 Preliminaries

Notation. Let A € N denote the security parameter throughout the paper.
Let uppercase (resp. lowercase) bold letter A (resp. a) denote a matrix (resp.
column vector). For a matrix R € R"*" let |R| denote the length of the
longest column of R and let ||R||¢s denote the length of the longest column of
the Gram-Schmidt orthogonalization of R. Let (x,y) denote an inner prod-

uct of x and y. For vectors ay,...,a, € Zy, let [a; | --- | a,] € Zp*™
denote their horizontal concatenation. For vectors a = [ay,...,a,] € Zj and
b = [by,....by,] € Z7, let [a || b] = [a1,...,an,b1,...,by] € Z3T™ denote

their vertical concatenation. For a finite set S, let s <—r S denote the opera-
tion of sampling s from S uniformly at random. For a probability distribution
S, let s <~ S denote the operation of sampling s according to S. For two ran-
dom variables X and Y over S, the statistical distance A(X,Y) between X
and Y is defined as A(X,Y) :== > | Pr[X = s] — Pr[Y = s]|. We say that the
two distributions X and Y are statistically close when A(X,Y") is negligible in
the security parameter. The min-entropy of a random variable X is defined as
H,., = —log(max, Pr[X = z]). For two sets X and ), let Func(X,)) denote the
set of all functions from X to Y. For an algorithm A, let Time(A) denote the
running time of A.

Pseudo-Random Function.
Definition 1 (Pseudo-Random Function (PRF)). Let F = {fy}, ., denote

a function family such that fi, : X — Y. A function family F is said to be a PRF
family if for any quantum polynomial-time A,

A (%) =

Pr [AM')(A) |k g /c} —Pr [Af(‘)(A) | f<r Func(x,y)} ’
s negligible in \.

Identity-based Inner-Product Functional Encryption.

Syntax. An identity-based inner-product functional encryption (IBIPFE) scheme
IT computing inner products modulo a prime number p consists of four PPT
algorithms (Setup, Enc, KGen, Dec) defined as follows:



(mpk, msk) < Setup(1*,1%)

((id§, x3), (id%, x7)) « AKCen(msk) (mpk)
ct* < Enc(mpk, idj, x5); 8 <—r {0, 1}
B<_ AKGen(mSk’.")(mpk,Ct*)

Fig. 1. The AD-IND security game

Setup(1*,1%) — (mpk, msk): On input the security parameter A and a dimension
L of an inner product, output a master public/secret key pair (mpk, msk),
where mpk implicitly contains an identity space ZD and a prime number p.

Enc(mpk, id,x) — ctigx: On input the master public key mpk, an identity id €
ID, and a vector x € ZL, output a ciphertext ctig .

KGen(msk, id, y) — skiqy: On input the master secret key msk, an identity id €
ID, and a vector y € 257 output a secret key skiqg y.

Dec(mpk, ctig x, skia’ y) — (x,¥y)/L: On input a master public key mpk, a cipher-
text ctig x, and a secret key skiq’ y,, output a decryption result (x,y) € Z, or
a failure symbol L.

Correctness. For all the security parameter A € N, a master public/secret key
pair (mpk, msk) - Setup(1*,1%), an identity id € ZD, and two vectors x,y € ZL,
it holds that

Dec(mpk, Enc(mpk, id, x), KGen(msk, id,y)) = (x,y) mod p

with overwhelming probability.

Security. We review the adaptive indistinguishability (AD-IND) security and the
adaptive simulation (AD-SIM) security. To define them, we use the following
function

* ce g sk
Eval(id*,x" idy) = ¢ ¥ 9T
4L if id # id

The AD-IND security ensures that any PPT adversary A cannot distinguish
encryptions of (idg, x§) and (id}, x7) even when A can receive polynomially many
secret keys for (id,y) such that Eval(idg, x3,id,y) = Eval(id}, x},id,y). If id; #
id] holds, A cannot receive secret keys for any (id,y) such that id € {idg,id}}.
If idj = id] = id* holds, let yig+ 1, .-, ¥id*,Qq € Z& denote all vectors such that
A receives secret keys for (id*,yiq+ ;) throughout the security game. To satisfy
Eval(id, x§,id,y) = Eval(id},x3},id,y), a set {yid*1,...,¥id*,Qq } contains at
most L — 1 linearly independent vectors. We note that the challenge ciphertext
cannot hide the information of id* unlike IBE if idf; = id] = id* holds since A
can receive secret keys associated with id*.
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Definition 2 (AD-IND Security). The AD-IND security is defined by the secu-
rity game between an adversary A and a challenger C summarized in Figure 1.
A can access an oracle KGen that takes (id,y) as input and outputs skigy <
KGen(msk, id,y), where it is required that Eval(idg, x§,id, y) = Eval(id}, x7,id, y)
throughout the game. An IBIPFE scheme I1 is said to satisfy the AD-IND security
if for any PPT A,

AdviPANP(N) =

Pr[§:1|6:0} —Pr{B:1|5=1H
is negligible in .

Although the AD-IND security ensures that any PPT adversary A cannot dis-
tinguish encryptions of (idj,x§) and (id},x}), the fact does not ensure that the
adversary cannot learn anything besides Eval(id, x§, id, y) = Eval(id}, x7,id, y).
In contrast, the AD-SIM security ensures that there is a PPT simulator & that
does not take x* but only evaluation results {Eval(id*,x*,id,y)}ay) between
the challenge ciphertext and all secret keys A receives as input and simulates the
challenge ciphertext ct* < Enc(mpk,id*,x*). In other words, the AD-SIM secu-
rity ensures that 4 cannot extract any additional information from the challenge
ciphertext since A also knows {Eval(id*,x*,id,y)}(dy). We follow Agrawal et
al.’s definition of AD-SIM security for IPFE [6] and define the following AD-SIM
security for IBIPFE.

Definition 3 (AD-SIM Security). The AD-SIM security is defined by two se-
curity games summarized in Figure 2, where the left (resp. right) is the real
security game SIMgeal (resp. ideal security game SIMjgeal ).

— In SIMges between A and a challenger C, C runs real algorithms
(Setup, Enc, KGen) of an IBIPFE scheme I1 and A can access an oracle KGen
that takes (id,y) as input and outputs skiq y < KGen(msk,id,y).

— In SIMgeal between A and a simulator S, S runs PPT simulation al-
gorithms (Setup”, KGeng, Enc*, KGen}) and A can access an oracle KGeng
(resp. KGenY) that takes (id,y) (resp. (id,y,Eval(id*,x*,id,y))) as in-

put and outputs skiy, < KGeng(mpk*, msk*,id,y,st) (resp. skiy, <

KGen? (mpk*, msk*,id, y, Eval(id*, x*,id,y),st) ). Moreover, let
V= (Yig,i» 21 = <X*7Yid*,i>)ie[Qid*],

where {yid i }ic[Qy.] denote all vectors on which A has made KGeng oracle
queries associated with id*.

An IBIPFE scheme 11 is said to satisfy the AD-SIM security if for any PPT A,
AdviPNP(A) = |Pr[B = 1 | SIMReat] — Pr[8 =1 | SIMjgeal]|
s negligible in \.
In this paper, we may call A’s oracle access to KGeng (resp. KGenY) a pre-

challenge (resp. post-challenge) secret key query.
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SIMReal SIMgeal

(mpk, msk) < Setup(1*, 1%) (mpk*, msk*) < Setup*(1*,1%)
(id*,x*) (—AKGen(mSk"")(mpk) (Id*,V) <_.AKGen(’)((mpk*,msk*,-,',st)(mpk*)
ct* < Enc(mpk, id*, x*) ct* < Enc*(mpk*,id*, V)

ﬂ (*AKGen(mSk"")(mpk,Ct*) ﬂ (7AKGeni‘(mpk*,msk*,-,~,»,st)(mpk*’Ct*)

Fig. 2. The AD-SIM security game

Remark 1. Lin and Luo [28] claimed that they proposed a transformation from
an (L + 1)-dimensional IND-secure IPFE scheme to an L-dimensional SIM-secure
IPFE scheme. However, their definition of the AD-SIM security is weaker than
Agrawal et al. [6]. Briefly speaking, not only KGen] but also KGen; can take
Eval(id*,x*,id,y) in Lin and Luo’s definition. In other words, the definition is
not fully adaptive since candidates of the challenge x* decrease by accessing the
KGen; oracle.

3 IND-to-SIM Transformation

In this section, we propose our generic transformation from an (L + 1)-
dimensional AD-IND-secure IBIPFE scheme to an L-dimensional AD-SIM-secure
IBIPFE scheme computing inner products modulo a prime p. We give a construc-
tion in Section 3.1 and prove the security in Section 3.2.

3.1 Construction

We use an (L+1)-dimensional AD-IND-secure IBIPFE scheme ITjyp = (IND.Setup,
IND.Enc, IND.KGen, IND.Dec) that computes an inner product modulo a prime p
and construct an L-dimensional AD-SIM-secure IBIPFE scheme IIgpy = (Setup,
Enc, KGen, Dec) that computes an inner product modulo a prime p as follows.

Setup(1*,1%) — (mpk, msk): Run (IND.mpk, IND.msk) < IND.Setup(1*,1£+1),
choose an index k <pr K for a function family F = {fx}rex such that
fr :ID — ZIL), and output

mpk = IND.mpk, msk = (IND.msk, k).

Enc(mpk, id, x) — ctig x: Parse mpk = IND.mpk. Run

IND.ctig,x|j0] <~ IND.Enc(IND.mpk, id, [x || 0]),

and output ctigx = IND.ctig x| j0)-

12



KGen(msk, id, y) — skiq y: Parse msk = (IND.msk, k). Compute fi(id) = riq €
ZIE, set
y=ly Il {ria;y) mod p],

run
IND.skig 3 < IND.KGen(msk, id, y)

and output skigy = (¥, IND.skiq5).

Dec(mpk,ctid,x,sk;d7y)—><X,y): Parse Ctigx = IND-Ctid,[xHO] and Skid,y =
(¥,IND.skigg). Output the result of IND.Dec(IND.mpk,IND.ctig x|o],
|ND.Skid)§).

Correctness. Since it holds that

(Ix 10}, [y [l {ria,y) mod p]) = (x,y) mod p,

the correctness of the underlying IBIPFE scheme IIjyp = (IND.Setup, IND.Enc,
IND.KGen, IND.Dec) ensures the correctness of the proposed scheme Ilgm =
(Setup, Enc, KGen, Dec).

3.2 Security
To conclude this section, we prove the following theorem.

Theorem 1. If the underlying IBIPFE scheme Iinp satisfies the AD-IND secu-
rity and F is a PRF family, then the proposed IBIPFE scheme gy in Section 3.1
satisfies the tight AD-SIM security. In particular, for any PPT A that breaks the
AD-SIM security of Ilsym, there exist PPT By and Bs such that

Advii o () < AdVERE (V) + Advin e (A)
and
max {Time(By), Time(B2)} = Time(A) + poly(A, L).
Proof of Theorem 1. At first, we define the following simulation algorithms
(Setup™, KGeng, Enc*, KGen7):

Setup* (1%, 1%) — (mpk*, msk*): Run (IND.mpk, IND.msk) —
IND.Setup(1*,15+1) and output

mpk* = IND.mpk, msk* = IND.msk.

KGeng (mpk™, msk*,id, y, st) — skiy ,: Parse mpk® = IND.mpk and msk* =
IND.msk. Retrieve (id, {yiq,i,tid,i}icj]) € st, where yig1,...,¥id,q denote
all linearly independent vectors on which A4 has made secret key queries

associated with id so far.
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— If there exist c1,...,¢cq € Zy, such that y = Zie[Q] Ci - Yid,; mod p, set
y=1[yl Z ci-ta; mod pl.
i€[Q]

— If there do not exist ¢1,...,cqg € Z, such that y = Zie[Q] ¢i*Yid,; mod p,
sample tig.g+1 <R Zp, set Yid,0+1 =Yy and

Y = [yidg+1 || tia,g+1ls

and update (Id7 {Yid,ia tid,i}ie[Q]) € st by (Id, {y1d,i7 tid,i}ie[Q+1])~
Run

IND.skiq 3 <— IND.KGen(msk, id,y)

and output skiy . = IND.skig g
Enc*(mpk*, msk*,id*, V,st) — ct*: Parse mpk* = IND.mpk, msk® = IND.msk,
and

V= (yid*_,;, lere = <X*7Yid*,i>)i€[Qid*]'

Suppose that a set {yid* 1, .., ¥id*,Qq | contains Qpr linearly independent
vectors and {y;d*,l, . vYId*,Qpre} C{¥yid* 1, - -+ Yid*,Qy» r is linearly indepen-
dent for simplicity. Retrieve (id*, {yida= i, tia* i ic[q,.]) € St. Let

YP = [yig1 | - | YidrQpe] € Zy <9,
ZPre — [Zi)re7 - 725,1] S ngre7 tizrf = [tid*J, - >tid*,QprJ IS ngre.
Compute )’c,xémﬂ, e ,xi € Zﬁ such that
T o T 1L
Y . x =2 —th mod p, Y -x; =0 modp

for j € [Qpe +1,L] and {xg_ i1,---, Xz} is linearly independent, sample
SQuet1s+ -+ 5L R Zyp, and set

X=X+ Z sj-le mod p,

JE[Qpre+1,L]
where it holds that
(R 11 [yiae [t al) = Koyiara)  + D> 85 (X5, ¥iae i) Thiav
Pty mod p JE[Qpe+1,L] m
=2 mod p

for i € [Qpre]- Run
|ND.Ctid*y[§”1] — IND.Enc(IND.mpk, id*, [§ || 1])

and output ct* = IND.ctig+ [z|1]-
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KGen](mpk*, msk*,id,y, z = Eval(id*,x*,id,y),st) — skigy: Parse mpk* =
IND.mpk and msk* = IND.msk. Retrieve (id*, {yig i, tia=,i }ic[q]) € St, where
Yid*1,---,Yid*,o denote all linearly independent vectors on which A has
made secret key queries associated with id* so far.

— If id # id* holds or there exist ¢1,...,cq € Z, such that y = Y ielQ) G-
Yia=,; mod p, set

y=1[yl Z ¢; tigr; mod p
i€[Q]

as in KGeng,.
— If id = id* holds and there do not exist ¢1,...,cq € Z, such that y =
Zie[Q] ¢i - yid,; mod p, set

tigr,gr1 =2 — (X,y) €Z,
so that

(A [y [ tiasal) = 2,

further set yiq+,g+1 =y and
Y = [yier,@+1 || tiar,0+1];

and update (id*, {yig= i, tia*,i yicjq)) € st by (id”*, {¥yida=,i» tia* i bicjo+1])-
Run

IND.skig+ 3 < IND.KGen(msk, id*,y)
and output skig. , = IND.skig g-.
Hereafter, we prove the indistinguishability of a game sequence SIMgea =
Gamey, ..., Gamey = SIM|gea-

Gameg. This is the real security game SIMRge, of the AD-SIM security.

Game;. This is the same as Game, except that a pseudo-random fi(id) = rig €
ZIJ;‘ is replaced with riq < g Z{;. In particular, C samples riqy < g ZI’;“ upon A’s
first secret key query associated with id and stores (id, riq) € st. Since F is a PRF
family, Gamey and Game; are computationally indistinguishable.

Gamey. This is the same as Game; except that C does not run KGen but
KGenj to answer both pre- and post-challenge secret key queries. The only
change between Game; and Games is that (riy,y) mod p in Game; is replaced
with tiq; or Zie[Q] ¢ - tia; mod p in Gamey. Suppose that (id,riq) € st (resp.
(id, {¥id,is tid,i }ic[Qu]) € St) is stored at the end of Game; (resp. Gamey). Both
((rid, Yid,1), - - - » (Tid, ¥id,Qu)) In Gamey and (tig1,- - ., tid,Q,) in Gamey follow the
uniform distribution over Zgid since {¥id* 1, -, Yid*,0y} 18 linearly independent.
Thus, answers of secret key queries on (id, yiq;) for yia; € st are the same be-
tween Game; and Game,. Suppose that there exist ci,...,cq, € Z, such that
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y = Zie[Qid] ¢i - yid,; mod p upon a secret key query on (id,y) for yia; ¢ st. In
Gamey, it holds that

(rig,y) = (rids Z Ci - Yidi) = Z ¢ - (rid, ¥id,s) mod p.

i€[Q] i€[Q]

Since (<I‘id, Yid,1> mod Dy <I‘id, yivaid> mod p) in Game1 and (tid,la ce 7tid,Q)
in Game, follow the same distribution, (ri4,y) mod p in Game; and Zie[Q;d} i
tia; mod p in Gamey follow the same distribution. Thus, answers of secret key
queries on (id,y) are the same between Game; and Games. Therefore, Game;
and Game; follow the same distribution.

Games. This is the same as Games except that C does not run KGenj but
KGen} to answer post-challenge secret key queries. To run KGen] in Gameg,
C computes X € ZI’} upon the challenge query by running Enc* although
C answers the query in the same way as Games by running Enc. Suppose
that (id*a{Yid*,ivtid*,i}z‘e[Qpre-s-onst]) € st is stored at the end of the security
game. The only changes between Game, and Games are answers of post-
challenge secret key queries on (id*, ¥id*,Qpet1); - - - (id", ¥id* Qpet Qpos)- 1N PAI-
ticular, figs Quet1s- - s tid* ,Que+Qpost < R Zp in Gamey are replaced with

post

tigri = 2y — (X, Vid,i) € Zyp

for i € [Qpre + 1, Qpre + Qpost] in Games, where 2P = Eval(id*, x*,id*, yia+ ;) =
(X*, ¥iai)- Let

= [x3 XQpet1 |- | x7] € ZIEX(L%),”&)7
= [5Quet1,--+55L] € Zé*Qpre’
YPOst [ Yid*,Qpre+1 | | YId*7vae+Qpcst] c Z}I;Xonst7
ZPost — [ngt Yl 5?:+onst] ng’
P = [tia" . Quet1s - - -+ tid* . Qpret Qpos) € ZFP.
Observe that
tEjO*St _ Zpost YPOStT 2 mod »
— gPost _ YPOstT ( . Xj_ od s
ZG[QmH L]
= 2Pt P T g yPet T X s mod p.

Since a rank of YPot! . XL is Qpost and s follows the uniform distribution,
yrest' . X1.s mod pE Z,C;“)""S‘ follows the uniform distribution. Therefore, Games
and Games follow the same distribution.

Gamey. This is the same as Games except that C does not run Enc but Enc* to
answer the challenge query. In particular, Gamey = SIMgea holds. Due to the
AD-IND security of (IND.Setup, IND.Enc, IND.KGen, IND.Dec), Gamez and Gamey
are computationally indistinguishable. ad
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4 Lattice-based IBIPFE Scheme

In this section, we propose a lattice-based IBIPFE scheme computing an inner
product modulo a prime p satisfying the tight AD-IND security under the LWE
assumption in the QROM. In Section 4.1, we review preliminaries on lattices.
Then, we give a construction of the proposed scheme in Section 4.2 and prove
the security in Section 4.3.

4.1 Preliminaries on Lattice-based Cryptography

An integer lattice A is an additive discrete subgroup of Z™. For integers n,m,
and ¢ such that ¢ > 2, matrices A € Zg*™ and U € Zg”ﬂ let A(JI-(A) ={xe€
Z™ | Ax =0 mod ¢}, AT(A) ={X eZ™ | AX=U mod g}.

Discrete Gaussian and Sampling Algorithms. Let D, , denote a discrete
Gaussian distribution over A with a Gaussian parameter o. In the following, we
review some basic properties of discrete Gaussian distributions.

Lemma 1 ([20]). Let n,m,q be positive integers such that m > 2nlogq. Let o
be any positive real number such that o > \/n+logm. For A < Zy*™ and
e < Dzm 5, a distribution of u = Ae mod q is statistically close to uniform over
Ly . Furthermore, for a fized u € Zy, a conditional distribution of € <= Dzm .,
given Ae = u mod q for a uniformly random A in Zy*™ is statistically close

to DA;‘(A),O"

Lemma 2 ([20,30]). Let o > 164/log2m/m and u be any vector in Z;. Then,

for all but =™ fraction of A € Zy*™, we have PrxeDAﬁ(A),“[”XH > oy/m] <
2=(m=1),

Lemma 3 ([20,32,33]). Let 0 > 164/log2m/m and u be any vector in Zy.
Then, for all but ¢=" fraction of A € Zy*™, we have Hoo(Dp1(a),s) = m — 1.

Lemma 4 (Noise Re-randomization, [25], Lemma 1). Let ¢,{,m
be positive integers and r be a positive real number satisfying r >
max{w(yv/logm),w(vlogl)}. Let b € Zi* be arbitrary and z chosen from Dzm .
Then, there exists a PPT algorithm ReRand such that for any V € Z™*¢ and pos-
itive real number o > || V||,, ReRand(V,b+z,7,0) outputsb'" =b'V+2'" € Z{
where a distribution of z' is statistically close to Dy 9, .

Lemma 5 ([5,8,14,29]). Let n,m, q > 0 be positive integers with m > 3n[log ¢]
and q a prime. Then, we have the following polynomial time algorithms:

TrapGen(1™,1™,q) — (A, Ta): a PPT algorithm that outputs a full rank matriz
A € Zy*™ and a basis Ta € Z™*™ for A;‘ (A) such that a distribution of

A is statistically close to uniform and |Talles = O(v/nlogq).
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SamplePre(A, Ta,u,0) — e: a PPT algorithm that is given a full rank matriz
A € Zy*™, a basis Ta € Z™*™ of a lattice A;‘(A), a vector u € Zy,
and 0 > ||Ta|les - w(v/logm), and outputs a vector e € Z™ sampled from a
distribution statistically close to DA}Z_J(A)’O-.

SampleZ(o): a PPT algorithm that is given o > w(+/logm) and outputs a vector
e € Z™ sampled from a distribution statistically close to Dgm .

Quantum Computation. Let [0) := [1,0]" and |1) := [0,1]T denote the state
of 1 qubit. Let [¢)) =3_, c(01yn Qal®) € C?" denote the state of n qubits, where
oy € C satisfying -, (g 1yn az? =1and |z) = [z122- - 2) = |71) @ |22) ®
@ |zy) for 21,29,...,2, € {0,1} is an orthonormal basis on C?" called the
computational basis. If we measure the state |¢) in the computational basis, the
classical bit z € {0, 1}" is observed with probability |a,|> and the state becomes
|2). An arbitrary evolution of quantum state from |¢)) to |¢') is described by a
unitary matrix U, where [¢') = U|). In short, a quantum algorithm is described
by quantum evolutions that consist of evolutions with unitary matrices and
measurements. The running time Time(A) of a quantum algorithm A is defined
to be the number of universal gates and measurements required for running A.
If A is a quantum oracle algorithm, we assume that A runs in a unit time.
Any efficient classical computation can be achieved by a quantum computation
efficiently. In particular, for any function f that is classically computable, there
exists a unitary matrix Uy such that Us|z,y) = |z, f(z) @ y), and the number
of universal gates to express Uy is linear in the size of a classical circuit that
computes f.

Quantum Random Oracle Model. The notion of the QROM was introduced
by Boneh et al. [11] as a quantum extension of the ROM. As in the case of
the ROM, the QROM is an idealized model in the sense that a hash function
is idealized to be an oracle that simulates a random function. However, the
hash function in the QROM is a quantumly accessible oracle, unlike the case
of the ROM. In security proofs in the QROM, a random function H : X — Y
is uniformly chosen at the beginning, and an adversary can make queries on a
quantum state ), azy[7)|y) to the oracle and receive } -,  asy[2)[H(2) @ y).

z,y

Lemma 6. (/35, Lem. 2.2]) Let { be an integer. Let H: {0,1}¢ x X — Y and
H: X — Y be two independent random functions. If an unbounded time quantum
adversary A makes queries to H at most Qu times, then we have

‘Pr[A‘H>7‘H(K")>(1>‘) —1|K « {0, 1}5} —Pr {A'H>7|H'>(1*) - 1] ] <Qu-277.
LWE Assumption relative to the QROM. We review the LWE assumption
against adversaries that can access a quantum random oracle defined in [26]. If we

assume the existence of a quantum-accessible PRF, the LWE assumption relative
to the QROM in Definition 4 is tightly reduced from the LWE assumption [34].

Definition 4 (Learning with Errors relative to the QROM). For integers
n=n(\),m =m(n), a prime ¢ = q(n) > 2, an error distribution x = x(n) over
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7, some positive integers a,b, and a quantum polynomial time algorithm A, the
advantage for the learning with errors problem LWE,, ,, 4 of A relative to a
quantum random oracle is defined as follows:

AV G () = | Pr [AM (A, ATs +2) = 1] - Pr [AW (A, w +2) = 1]]
where A <~ Zy*™, 8 < Ly, W <R Zy', z < X™, H <= g Func({0, 1}¢, {0, 1}°).
We say that the LWE assumption relative to an (a,b)-quantum random oracle

holds if Advb‘vt/(g’ﬁ"é'q’:()\) s negligible for all quantum polynomial-time A.

4.2 Construction

We modify Abdala et al.’s IBIPFE scheme that computes inner products over the
integers [2] by following Agrawal et al. [7] so that we can compute inner products
modulo a prime p.

Setup(1*,1%) — (mpk, msk): Set integers n,m,p,q = p* for a prime p and posi-
tive real a, @', o, and choose a cryptographic hash function H : ZD — ZZXL.
Run (A, Ta) < TrapGen(n,m, q), where A € Zy*™, and output

mpk = (A, H), msk = Ta.

Enc(mpk, id, x) — ctigx: Parse mpk = (A, H). Compute H(id) = Ujq € ZZXL,
sample s <—pg Zy, €1 < Dzm orq, €2 < Dyr 414, and output

Clidx = (01 = ATS—|—e1, Cy = Ugs—i—eg —|—pk*1 -x) S Z;” X Z(f.

KGen(msk, id,y,st) — skiqy: Parse mpk = (A,H) and msk = Ta. If this is the
first key generation associated with id € ZD, compute H(id) = Uy € ZQXL,
run

Zig SampIePre(A, Ta,o, Uid)7
where AZ;y = Uy mod ¢, output
skivy = (¥ =¥, Kiay = Zia'y) € Z" x 2™,

set g1 =y and kig1 = Kigy, and store (id, Zig, (¥ig.1. Kid,1)) € st.

Otherwise, retrieve (id, Ziq, (yid,ivkid,i) € st, where ¥ig 1, ¥id,Qu

1€[Qid]
denote all linearly independent vectors which secret keys associated with id
have been created so far.

— If there exist ¢1,...,cqQ, € Zp such that y = Zie[Qid] ¢i " Yig; mod p,
output

skigy = | ¥ = Z Ci " Yidi» Kig,y = Z ¢i ki | €28 x 2™,
1€[Qid] i€[Qid]
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— If there do not exist ¢i,...,cQ, € Zp such that y = Zie[Qid] Ci - Vi
mod p, output
skiny = (¥ =, Kigy = Zig-y) € ZF x 2™,

set  YViggeur1 = ¥ and kige+1 = Kkay, and update
(id’ (yid’i’kid’i)iE[QidJ € st by (id’ (yid’i’ kid’i)iE[QidJrl]) € st.

Dec(mpk, ctig x, Skia,y) — (X,y): Parse ctiqx = (c1,¢2) and skiqy = (¥, kiay)-
Compute

n= <C27y> - <C17 kid,y> mod q

1

and output argmin.cz, |4 — pFL.zl.

Correctness. Since AZ;qy = Uy mod ¢ holds, it holds that
Akigyy = AZiy-y =Uig-y mod ¢

ify=y € Z and kigy = Zig -y € Z™. Similarly, it holds that

Akigy =A| D ¢ ZigVi; | =Uia-y modq
i€[Qid]

ity YiclQu G Yiai € ZF and kiy = YicigqCi - ki = Zia -
(ZiE[Qid] Ci 'yid,i) € Z™. Since it holds that

_ _ T_ _ _ _
(c2,7) = (Uis+ex+p 1 x) §=s"Uqg -F+e; 7+ ' (x,5),
T _
(c1,kigy) = (ATs+e1) kigy =s'Uqg ¥+ e kiay,

we have

p=p"""1 (x,y)+e;y—elkqy modq.
— ———

error terms

Since €1 <= Dzm o1q and €3 < Dyz 44, it holds that [le;|| < o/qy/m and |lez|| <
o’'qV/L with overwhelming probability from Lemma 2. Since ¢y, ... ,COw € Ly
and ¥ig1,---,Via.o, € Z5, it holds that [[y]] < p*VL. Since Zig = [z, |
-+ | zig,] < SamplePre(A,Ta,0,Uig), the distribution is statistically close
to DAE(A),U. Thus, it holds that ||zi4¢|| < ov/m with overwhelming probability
from Lemma 2. Moreover, |k y|| = ||Zia-¥|| < p?cv/Lm. Therefore, the absolute
value of the error term is upper bounded by o/ ¢v/'L-p*v/L+a'qy/m - p*ov/Lim =
o/p2q\/f(\/f+ m). If the error term is upper bounded by p*~!/2, the correctness
holds with overwhelming probability.
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4.3 Tight AD-IND Security in the QROM
To conclude this section, we prove the following theorem.

Theorem 2. If the LWE assumption holds and F is a PRF family, the proposed
IBIPFE scheme Ilywe in Section 4.2 satisfies the tight AD-IND security in the
quantum random oracle model. In particular, for any quantum A that breaks the
AD-IND security of Ilpwe, there exist quantum By and By such that

Advﬁ?v;g% (A) < Advr s, (N) + AdVIL_SV;/E()‘)-
and
max {Time(By), Time(Bz2)} = Time(A) + poly(\, L).

A proof of Theorem 2 is a combination of Katsumata et al.’s proof [26] for
Gentry et al.’s IBE scheme [20], Wang et al.’s proof for their IPFE scheme [36], and
Agrawal et al.’s information-theoretic argument for their IPFE scheme [7]. We use
a game sequence Gamey, ..., Gameg. In Game; and Game,, we follow Katsumata
et al.’s proof [26] and change answers of quantum random oracle queries and
secret key queries, respectively. In Gamesz, we change the way to compute mpk
as the standard argument of lattice-based cryptography. In Games—Gameg, we
follow Katsumata et al.’s proof [26] and Wang et al.’s proof [36], and change
an answer of a challenge query. Finally, we apply Agrawal et al.’s information-
theoretic argument [7] and conclude the proof.

Proof of Theorem 2. We prove the computational indistinguishability of a game
sequence Gamey, ..., Gameg.

Gameg. This is the security game of the AD-IND security.

Game;. This is the same as Gameg except for answers to quantum random oracle
queries. In Gameg, C samples H +g Func(IZlZf;XL) at beginning of the game
and sets H(id) = Uy € ZZXL to simulate a random oracle. In Gamey, C samples
H g Func(ZD,R) at the beginning of the game and defines H(id) = AZy €
Zp*E, where Ziq = SampleZ(o;H(id)). In Gamey and Game;, distributions of
H(id) are statistically close from Lemma 1. Thus, the difference of A’s advantage
between Gamey and Game; are negligible from Lemma 6.

Gamey. This is the same as Game; except for answers to secret key queries.
In particular, C does not run Zigy < SamplePre(A, Ta,0,Uyq) to answer A’s
first secret key query associated with id but sets Zig = Zig = SampleZ(o; ﬁ(ld))
Therefore, C does not use msk = T 5o anymore. Game; and Gamey are statistically
indistinguishable from Lemma 1.

Gameg. This is the same as Games except the way C computes A € mpk. In
particular, C does not run (A, Ta) < TrapGen(n,m,q) but samples A «pg
Zy*™. Gamez and Games are statistically indistinguishable from Lemma 5.

Gamey. This is the same as Gamey except the way C computes the challenge
ciphertext ct*. Upon A’s challenge query on ((idg,x3), (id7,x%)) in Gamey, C

21



samples s <—r Z;, € <~ Dzm o4, and computes
_ AT m
v=A'stecZ.

Then, C runs

o~ ~ o
[C1 || €2] ReRand([Im | ZidBLv,aq, 2(1)

in Lemma 4, where ¢; € Z* and ¢; € Zg, samples 8 < {0,1}, and computes
ct* = (Cl :/(51, Co :EQ +pk71 . XZ}) c Z;n X Zé/
Since it holds that
L | Ziay]"ATs = [A | AZig;]"s = [A | H(id})] s,

Gamez and Game, are statistically indistinguishable from Lemma 4.

Games. This is the same as Games except for the way C computes v € Zg" to
answer the challenge query. In particular, C samples b «—r Z", € <= Dzm g,
and computes

v:bJreEZ;”.

Gamey and Games are computationally indistinguishable by assuming the hard-
ness of LWE,, ,, 4.« relative to a quantum random oracle H € Func(ZD, R).

Gameg. This is the same as Game; except for the way C computes [¢; | C2] to an-
swer the challenge query. In particular, C samples b <—g Z", €1 <= Dzm o/q,€2 <
Dyt o4, and computes

[€1 ]| €] = [T | Zigs] b + [er || e2] € Z5+E

Games and Gameg are statistically indistinguishable from Lemma 4.

Finally, we can conclude that the challenge ciphertext ct* in Gameg is (al-
most) independent of 3 by following Agrawal et al.’s information-theoretic agru-
ment [7]. O

5 Pairing-based IBIPFE Scheme

In this section, we propose a pairing-based IBIPFE scheme computing an inner
product modulo a prime p satisfying the tight AD-SIM security under the DBDH
assumption in the ROM. In Section 5.1, we review bilinear groups and the DBDH
assumption. Then, we give a construction of the proposed scheme in Section 5.2
and prove the security in Section 5.3.
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5.1 Bilinear Groups

Let G denote a symmetric bilinear groups generator, i.e., G(1*) — (p, G, Gr, g, €),
where the input ) is the security parameter, p = ©(2*) is a prime number, G and
Gr are cyclic groups of order p, g is a generator of G, and e : G X G — G is an
efficiently computable non-degenerate bilinear map. Thus, e(g, g) is a generator
of G and it holds that e(g?, g°) = e(g,9)? for any a,b € Z,. For simplicity,
we use G(1?) to denote the output of the generator. We will use the following
decisional bilinear Diffie-Hellman (DBDH) assumption.

Definition 5 (DBDH Assumption). Let (p,G,Gr,g,e) <« G(1*) and
a,b,c,d <pr Z,. We say that the DBDH assumption holds if the advantage

AdvREPH ()
= |Pr[A(G(1"),9% g%, 9% e(g,9)*) = 1] — Pr[A(G(1*), 9% ¢", g%, e(g,9)") — 1]

is negligible in A for any PPT adversary A.

5.2 Construction
We propose an IBIPFE scheme Ilpgpy over a symmetric bilinear group as follows.

Setup(1*,1%) — (mpk, msk): Run (p, G, Gr,g,e) < G(1*), sample a,b +r Z,,
set hy = g%, ha = g%, choose a cryptographic hash function H : ZD — G* and
an index k < g K for a function family F = {f;}x such that fx : ZD — Zﬁ,
and output

mpk: (paGaGT7g7eahlah25H)) mSk:(a)k)'
Enc(mpk,id,x) — ctigx: Parse x = (z1,...,27) € Z}. Compute H(id) =
(hid,1, -, hia,r) € G*, sample s <p Z,, and output

Ctid»x = (C = gs, D = e(hh h2)sv (Ef = 6(979):6@ ' €(h1, hid,f)s)ZE[L]>'

KGen(msk, id,y) — skiqy: Parse y = [y1,...,y1] € Zﬁ. Compute H(id) =
(hid,la"'ahid,L) S GL and fk.(id) = Iig = [rid,17"'arid,L] (S Zi‘, and out-
put

skigy = | y,0= H (hide - hy )™ Kk = (rig,y) mod p
(e[L]

Dec(mpk, ctig x, skia y) — (x,y): Parse ctigx = (C’,D, (Eg)ge[L]) and skigy =
(y, 0, k). Compute

g _ Hee B”
xy) = e(C,0) - D"

and output 10ge(g,g) Ex,y)-
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Correctness. Since it holds that

IT B = T (elg.9)™ - e(ha, hiae)*)" = elg, )*¥ - ] e(ha, hia.e)™",
Le[L] Le(L) te(L]

e(C0) = e(g®, [ (hiae-hy ™ )™)
Le(L]

= H e(hi, hig,e)™" - H e(hy, hy) sy}

ee(L) Le(L]
D" = e(hy, hy)*Fe¥),

we have

B = e(9,9)%Y) - Tlyerny e(hn, hig,e)*
() HZE[L] €(h1, hid,e)sye . Hée[L] e(hl, hQ)*S(Fid,w . e(hl, h2)5<1‘id,}’>

= e(g,9).

5.3 Tight AD-SIM Security in the ROM
To conclude this section, we prove the following theorem.

Theorem 3. If the DBDH assumption holds and F is a PRF family, the pro-
posed IBIPFE scheme llpgpy in Section 5.2 satisfies the tight AD-SIM security in
the random oracle model. In particular, for any PPT A that breaks the AD-SIM
security of llpgpn, there exist PPT By and B such that

AdviDM () < Advr g, (A) + AdvgPPH ()
and
max {Time(By), Time(B2)} = Time(A) + poly(), L).

A proof of Theorem 3 is a combination of Coron’s proof for their IBE
scheme [16] and Agrawal et al.’s information-theoretic argument for their IPFE
scheme [7]. We use a game sequence Gamey, . .., Games. Game; is a simple change.
In Games (resp. Games), we follow Coron’s proof [16] and change answers of ran-
dom oracle queries and secret key queries (resp. challenge query). In Gamey and
Gameg, we apply Agrawal et al.’s information-theoretic argument [7] (with slight
modification) and conclude the proof.

Proof of Theorem 3. At first, we define the following simulation algorithms
(Setup™, KGeng, Enc*, KGenY). In advance, we show how to simulate the ran-
dom oracle at the end of the proof. Upon a query on id, we sample rig =
[Tid,la e ,r;de],tid = [tid,17 e atid,L] <R Zg’, set H(Id) = (hid,la ey hid,L) S GL;

t; Tid, 2
hldl — g id, e, h2 s

for ¢ € [L], and store (id, rig, tiq) € st.
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Setup*(1*,1%) — (mpk*, msk*): Run (p,G,Gr,g,e) < G(1*), sample a,b +pr
L, set hy = g% ho = g%, and output

mpk* = (p,G,GT,g,th,hz), msk”* = (a7b)'

*

KGeng(mpk*, msk*,id, y,st) — skij ,: Parse y = [y1,...,y1] € ZIE. Retrieve

id,y*
(id, rid;tid) € st if it is stored. Otherwise, sample Tiq = [Tid,ly . ;Tid,L],tid =
[tid.1,--->tid,.L] <R Zg and store (id, rig, t;g) € st. Then, output

Skiay = (v.0" = hi"Y k" = (rg,y) mod p).

Enc*(mpk*, msk*,id*, V, st) — ct*: Parse mpk* = (p,G,Gr, g, €, h1, h2), msk* =
(a,b), and

V= (yid*m Zzpre = <X*> Yid*,i> mod p)ie[Q

iax]”

Suppose that a set {yid~1,...,Yid*,Qu ; contains Qpre linearly independent
vectors and {yid*,l, - 7yid*wae} C {yig=1,--- 7yid*7Qid"} is linearly indepen-
dent for simplicity. Retrieve (id*, rig«, tiqx) € st. Let

YP© = [Yid*,l [...] Yid*,Qpre] € ZIEXQ"’E, zPe = [ Zg:,e] € Zg"’e,
where it holds that
YpreTX* — gPre.
Compute an arbitrary X = [21,..., 2] € Z] such that
YPe R =2z mod p.

Sample s, s’ < Z, and output

Ct*: C*:gS7D*:f(h17h2)SI;

(EZ = e(ga g)ﬂe ’ G(C*, hfd*)z) ' D*rid*'z)ZG[L]

and store (X, s,s’) € st.

KGen](mpk*, msk*,id, y, z = Eval(id*, x*,id, y),st) — skig ,: Parse mpk* = (p,
G,Gr,g,e,h1,hp) and msk* = (a,b). If id # id* holds, run skj
+  KGeng(mpk*, msk*,id,y,st) and output skj,. Otherwise, retrieve
(id*, g+, tigx) € st and (X, s,s’) € st. Output

Fy)—=

(b Y) = o=y
1

<§7Y> -z

= re Y+

Skiti*,y = <y’0'* =h mod p).

We check that decryption results are consistent for (y,o*,k*) <+
KGenj(mpk*, msk*,id,y,st) and (y,o*,x*) < KGen](mpk*,msk*,id,y,z =
Eval(id*, x*,id, y), st). For (C,D, (Eg)ge[L]) + Enc(mpk, id, x), we have

IT £ = T (elg.9)™ - e(ha, g™ - ny*)")"

Le[L] Le[L]
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— e(g’ g) (x,y)+as(tia,y)+abs(ria,y)

For (y,o*,k*) < KGenj(mpk*, msk*,id,y,st) and (y,o*,x*) + KGen](mpk*,
msk*,id, y, z = Eval(id*, x*,id,y), st) for id # id*, we have

e(C,0*) = e(g®, h§tid7}'>) _ e(g’g)aS(tid,Y)’
D — e(h, h2)3<rid7}’> - e(g7g)ab5<rid7}’>.

Thus, it holds that
Dec(mpk, Enc(mpk, id, x), KGeng(mpk*, msk*, id, y, st))
= Dec(mpk, Enc(mpk, id, x), KGen] (mpk*, msk*,id,y, 2 = Eval(id*, x*,id,y), st))
— (x,y) modp.
For (y,o*, k*) + KGen] (mpk*, msk*,id*,y, z = Eval(id*, x*,id*,y), st), we have

(tigx 7}’>—M __s
1

a(s’—s) ) —_ e(g7 g)as<tid*,y> s (<§, y> _ Z),

(Ry)—=

Dn* _ 6(h1,h2)3(<rid* 7}’>+7ab(s/75)) _ e(gvg)abs@id* ,y)-&-ﬁ((ﬁ,y)_z).

e(C,o*) =e(g°,h

Thus, it holds that

Dec(mpk, Enc(mpk, id*, x), KGen] (mpk*, msk*,id*, y, z = Eval(id*,x*,id,y), st))
= (x,y) mod p.

For (C*,D*, (E})eeir)) + Enc*(mpk*, msk*,id*, V, st), we have

I1E" =11 (e(g,g)jg ce(C* hye Y D*m*,«)“

Le(L] Le[L]
— e(g,g)<5<,)'>+115<tid*,y>+ab8/<!‘id* ,y>.
For (y,o*, k*) + KGenf(mpk*, msk*,id*,y, st), we have
e(C*,0") = e(gs,h§tid*’y>) = e(g, g)2s{to¥)
D*'{* = e(hl’hz)é’/(I‘id*,y) _ e(g7g)abs/<rid* )
Thus, it holds that

Dec(mpk, Enc*(mpk™, msk*, id*, st), KGeng (mpk*, msk*,id*, y, st))
= (X,y) modp
= (x*,y) mod p.

For (y,o*, k*) + KGen] (mpk*, msk*,id*,y, z = Eval(id*, x*,id*,y), st), we have

s <tid*’y>_f;}/’>—;z as{tigx,y)——F7— ((X,y)—=
e(C*,0%) = e(g®, hy ( )) =e(g,9) (tiar,y)— 775 ((Ry) )’
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(Ry)—=

D = e(hl,hg)sl(md* ’y>+ab<s’fs)) - e(g7g>ab5’<rxd* Y+ 7= (Ry)=2)

Moreover, we have

C(C*,0%) - D = e(g, g) b W)l (gn ¥) = () =) (%) =2)

/*S
)

= e(g, g)2s (b y)abs T y)HRY) =2,

Thus, it holds that

Dec(mpk, Enc* (mpk*, msk*, id*, st), KGen} (mpk*, msk*,id*,y, z,st))
=z mod p
— (x"y) modp.
Hereafter, we prove the computational indistinguishability of a game se-
quence SIMgea = Gamey, ..., Games = SIMjgea. For simplicity, we assume that

A makes a random oracle query on id before it makes secret key queries on (id,y)
and challenge query on (id* = id, x*) throughout the game.

Gameg. This is the SIMges experiment. At the beginning of the game, C runs
(p,G,Gr,g,e) < G(1*), samples a,b < r Z,, chooses a random function H < p
Func(ZD,G*) and an index of a function family k < K such that fj : ZD —
Z]f, and sets

mpk: (p,G7GT,g,€,h1 :ga7h2 :gb)a msk = (a?k)'

Then, C answers A’s queries as follows.

— Upon A’s random oracle queries on id € ZD, C computes H(id)
(hid1,- - hia ) € GF and returns (hig1, ..., hid.L)-

— Upon A’s secret key query on (id,y = [y1,-..,y5]), C computes H(id) =
(hid s+ hia.r) € GE and fi(id) =14 € Zﬁ, and returns

skiay = [ v.0 = [ (hia-hy")™ 5 = (ra,y) mod p
(e[L]

— Upon A’s challenge query on (id*,x* = (z7,...,z})), C computes H(id*) =
(hid* 1, -, hiar.1.) € GE, samples s < Z,, and returns

ct' = (C =", D = elhn, ha)*, (e = e(g, 9) - el higr o) Veeqn))-

Game;. This is the same as Game, except that a pseudo-random f(id) = r4 € Z£
is replaced with rig < g Zﬁ. In particular, C samples riq < g ZIE upon A’s first
secret key query associated with id and stores (id,r;4) € st. Since F is a PRF
family, Gamey and Game; are computationally indistinguishable.

Gamey. This game is the same as Game; except for the way C answers A’s
random oracle queries and secret key queries. Upon A’s random oracle query
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on id, C samples rig = [Tid,17~ . ~,Tid,L],tid = [tid,17~ .. 7tid,L] R Z:g and stores
(id, rig, tig) € st. Then, C computes

hig,e = gh&t - hy**
for ¢ € [L] and returns (hig1,...,hid,) € GE. Upon A’s secret key query on

(id,y = (y1,--.,yr)), C retrieves (id, rig, tiq) € st and uses the same r;y to answer
the query. Therefore, we have

o= H (hidé . h;nde aye — H gatud eye — 1, (tids Y>.
e[l ¢e(L)]

Due to the fresh randomness of tiq (resp. rig), C’s answers of random oracle
queries (resp. secret key queries) follow the same distribution between Game;
and Game,. Thus, Game; and Game, follow the same distribution.

Gameg. This game is the same as Game, except for the way C answers A’s
challenge query. Upon A’s challenge query on (id*,x* = [z}, ..., 2}]), C samples
s <R 2Ly, computes

C =g°, D = e(hy, h2)?,
and returns
= (C.D. (Bu = e(g. g) - e(C, ") - D™ ) ey ).
Due to the bilinearity of e and the modification in Gamesy, we have
Te(g® ) - el )T
(R, g ) - e(hn, hy*)°
(hu, gt - hy®™ )
(

*
Te.e hla id* ¢ )

E;=e(g,9
=e(g,9)" -e
(9,9

= €

@

=e(9,9

Thus, Games and Games follow the same distribution.

Gamey. This game is the same as Games except for the way C computes C' and D
upon A’s challenge query. Upon the query on (id*,x* = [z},...,2}]), C samples
s,8" < Z, and computes

C:gs7 D:e(hlahQ)Sla

while C computes (E¢)¢eqz) in the same way as in Games by using C' and D. Due
to the DBDH assumption, Games and Gamey are computationally indistinguish-
able. To prove the computational indistinguishability, we construct a reduction
algorithm B, that utilizes A to distinguish Gamez and Gamey, and solves the
DBDH problem. Given ((p,G,Gr,g,¢€),g% g% g% T), where T = e(g,g)®° or

T = e(g,9)? Bs sends

mpk = (p7 Ga GT,Q,Q,hl = ga’ ho = gb)

to A. Then, By answers A’s queries as follows.
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— Upon A’s random oracle queries on id € ZID, By samples ryq =
[Tid,ly L. aTid,L]a tq = [tid,ly L. atid,L] —R ZIL; and stores (Id, Iid, tid) € st.
Then, By computes

t; Tid, e
hig,e = g™ - hy

for ¢ € [L] and returns (hig 1, .- ., hid,z.) € G-

— Upon A’s secret key query on (id,y = [y1,-..,yr]), B2 retrieves (id, rig, tid) €
st, and returns

skid,y = (Ya o= h§tid’y>ﬂ€ = (riq,y) mod p).

— Upon A’s challenge query on (id*,x* = |[z7,...,2}]), B2 retrieves

(id*, rig, tig ) € st, sets
C =g, D=T,
and returns

ct* = (CaDa (B¢ = e(g,9)% - e(C,h*") 'Dr“‘*'”)ze[L])-

We have completed the description of By. If T = e(g,g)*° holds, ct* is
distributed according to Games by implicitly setting s = ¢ since it holds that
D = e(g,9)®° = e(hy,he)*.If T = e(g,g)? holds, ct* is distributed according
to Gamey by implicitly setting s’ = d/(ab) since it holds that D = e(g,g)? =
e(hq, hg)sl.Thus7 Gamez and Gamey are computationally indistinguishable from
A’s view.

Games. This is the same as Gamey except that C does not use (Enc, KGen) but
(KGeng, Enc*,KGen]) to answer A’s queries. In particular, Game; = SIMgeal
holds.

We conclude the proof by showing that Game, and Games follow the same
distribution. Let X = [#1,...,2.] € Zﬁ denote a vector which C computes during
Enc*, where it holds that

YPe g =2 mod p.
Let Ax = [Azy, ..., Azy] € ZL denote a vector such that
Ax =X —x" mod p,
where it holds that
(Ax,y) = (X,y) = (x",y) =0 modp

for A’s pre-challenge secret key queries on (id*,y). Thus, we have

T T T
YPe Ax=YP® x—-YP® x*=2zP°—2zP° =0 mod p.
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We can replace rig+, tig < r Z£ in Games with

1 —~ 1
Tigr = Iigr — —— - AXx, tigr = tigr + ——— - Ax
id id ab(s’ — S) id id a(s, — S)
since Tigr = [fig* 1, - -, Tig*,] and tigr = [Ltid*}l, . ,tAid*’L} also follow the uniform

distribution over Z5~ Then, all C’s answers upon A’s queries become the same
between Gamey and Games. C’s answer upon A’s random oracle query on id* is
the same since it holds that
1
Tig Fure _ tias ot gy A Tid* 0~ oy sy AT
gt -hyt =g ¢ ‘- hy

1 -1 Az
Lt Tid* ¢ m'sz ab(s’—s) L
=g d*. e . h2 - g ( ) . h2

—_ gtid*,e .h;id*,l'
C’s answers upon A’s pre-challenge secret key queries are the same since it holds

that (Figr,y) = (rig-,y) mod p and (tig-,y) = (tia,y) mod p. C’s answers
upon A’s post-challenge secret key queries are the same since it holds that

o i e ) — ==
_ h< i + a(.al_s)'Ax’yF<§‘Z’,§§<_x.:>’y>
— h§t'd* v)’>7
K = Fary) + oY T nad
ab(s’ — s)
1 <§7Y>_<X*7y>
=(tig————— A =L = 21 mod
(ria ab(s' — s) xy) + ab(s' — s) moap

= (rig=,y) mod p.

C’s answers upon A’s challenge query is the same since it holds that

e g’g Ty ( |d* 2) D*T’ld* e

= e(g. 9)" T A - e(g® by Hf)ﬁw) ~ e(h1,h2)sl(’”id*=f‘m'me)

*

)
i
i - elg® W) - e(hn, o) e efg, ) (TS
i
i

z 6(957 hiud*,tf) . €(h1, hg)Slrid*’Z

*

T e(C RS - DT,

I
o

(
(
=e(g,9
(9.9
=e(g,9

Therefore, Game, and Gamey follow the same distribution. a
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