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Abstract. Threshold fully homomorphic encryption (ThFHE) is an
extension of FHE that can be applied to multiparty computation
(MPC) with low round complexity. Recently, Passelégue and Stehlé
(Asiacrypt 2024) presented a simulation-secure ThFHE scheme with
polynomially small decryption shares from “yet another” learning with
errors assumption (LWE), in which the norm of the secret key is leaked
to the adversary. While “yet another” LWE is reduced from standard
LWE, its module variant, “yet another” module-LWE (MLWE), lacks a
known reduction from standard MLWE. Because of this, it is left as an
open question to extend their scheme to the MLWE-based construction.

In this paper, we address this open problem: we propose a simulation-
secure ThFHE scheme with polynomially small decryption shares whose
security is (directly) reduced from standard LWE/MLWE. Our core
technique, which we call “noise padding”, eliminates the need of “yet
another” assumptions: we distribute shares of a small error and use them
to adjust the distribution of decryption noise so that no information
about the secret key is leaked. As side benefits of our construction,
our ThFHE efficiently realizes arbitrary T-out-of-N threshold decryption
via simple Shamir secret sharing instead of {0, 1}-linear secret sharing.
Furthermore, the sizes of keys, ciphertexts and decryption shares in
our scheme are constant w.r.t. the number of parties N; we achieve
compactness w.r.t. V.

1 Introduction

Fully homomorphic encryption (FHE) was first realized by Gentry [Gen09]
based on ideal lattices. Constructions based on the learning with errors (LWE)
problem [Reg09], and its variants ring-LWE (RLWE) [LPR10] or module-LWE
(MLWE) [BGV12] are efficient, leading to active research in this field [CKKS17;
CGGI20]. Threshold FHE (ThFHE) is an extension of FHE in which ciphertexts
can be decrypted by collecting partial decryption shares from T out of N parties,
where N is the number of parties and T (< N) is a threshold. In 2023, the US
agency NIST initiated a project to establish guidelines and recommendations
for implementing threshold cryptosystems including ThFHE [BP23]. ThFHE
is an important cryptographic tool that can be applied to construct round
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optimal MPC protocols [GGHR14; GLS15; BJMS20] and wuniversal thresh-
oldizer [BGG™ 18], which can be used to add threshold functionality to many
cryptosystems, such as CCA-secure PKE, signature schemes, pseudorandom
functions (PRF) and functional encryptions.

ThFHE was first constructed by Asharov et al. [AJLT12], and their re-
sults have been extended to ThFHE with arbitrary T-out-of-IN decryption by
Boneh et al. [BGGT18]. A notable drawback of these schemes is that they require
(M)LWE with a superpolynomially large modulus to prove security, leading
to superpolynomially long keys, ciphertexts and decryption shares. To address
this drawback, Boudgoust and Scholl [BS23] proposed a ThFHE scheme based
on (M)LWE with a polynomial modulus ¢, providing a game-based security.
However, Passelegue and Stehlé [PS25] recently noted a flaw in the security
proof of [BS23]. In response to this attack, Boudgoust and Scholl updated
their construction in the full version [BS24|, and now their scheme achieves
only selective IND-CPA security, where the adversary is allowed to query the
encryption (and homomorphic evaluation) oracle only before receiving challenge
ciphertexts and partial decryption shares.

In addition to the cryptanalysis, Passelégue and Stehlé [PS25] proposed a
simulation-secure ThFHE scheme with polynomially short decryption shares,
realizing threshold decryption with a small communication size. Although this
scheme still requires LWE with a superpolynomially large modulus and the
ciphertexts are superpolynomially long, the communication size of sending long
FHE ciphertexts can be reduced by transciphering [NLV11; BCK'23], although
this requires homomorphic evaluation of the decryption circuit of symmetric
key encryption (SKE) such as AES or FHE-friendly SKEs [ARST15; DEGT18;
HKL™22]. Hence, we can achieve threshold FHE with small input/output
communications.

One notable drawback of the ThFHE scheme of [PS25] is that it cannot
be extended to the construction from MLWE (or RLWE). Thus, it cannot be
applied to most instantiations of FHE, including [CKKS17; CGGI20]. This is
because ThFHE of [PS25] relies on “yet another” variant of LWE called yalWE,
where the norm of the secret vector of LWE is given to the adversary. Since a
(non-tight) reduction from (standard) LWE to yalWE is proven by Micciancio
and Suhl [MS23], ThFHE of [PS25] can be based on LWE. To extend their
scheme into an MLWE-based construction, “yet another” variants of MLWE is
required. However, no reduction from standard assumption such as MLWE to the
required assumption is known. Hence, Passelégue and Stehlé posed the following
as a challenging open question:

Question 1.1. Can we construct (simulation-secure) Threshold FHE with poly-
nomially short decryption shares from MLWE (or RLWE)?

Another drawback in ThFHE of [PS25] and prior works [BS23] and [BGG 18,
Constr. 5.6] is that the size of the secret key shares is large, e.g., O(N*?) or
O((Zj\f)) to achieve arbitrary T-out-of-N threshold decryption. This is because
their construction relies on {0, 1}-linear secret sharing scheme (LSSS). A simple
and efficient method for achieving arbitrary threshold decryption is Shamir secret
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Table 1. Summary of our contributions: “@” = satisfied; “@©” = satisfied at high cost;
“-” = not satisfied

Efficiency Security

q = poly Compact Shamir  Simulation Module-

Enc Dec wurt. N Sharing Security LWE Discrete
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! [BGGT18, Constr. 8.35] is based on universal thresholdizer, which itself needs (non-
compact) ThFHE and NIZK.

2 [BGGT18, Constr. 5.11] requires ¢ to be super-exponential (¢ = w((N!)*)).

3 Only achieves selective IND-CPA [BS24], because of the attack of [PS25].

4 Communication size of sending (superpolynomially) long FHE ciphertexts can be
reduced (to polynomially short size) by transciphering [NLV11; BCK™23].

sharing, as in [BGG ™18, Constr. 5.11]. However, the construction requires super-
exponentially large modulus, e.g., w((N!)?) because the Lagrange coefficients
blows up the noise; the sizes of ciphertexts and decryption shares greatly increase.
Hence, as noted in [PS25], the following open question remains:

Question 1.2. Can we construct Threshold FHE with polynomially short de-
cryption shares from Shamir secret sharing (in stead of {0, 1}-LSSS)?

1.1 Ouwur Contributions

In this paper, we address both Question 1.1 and Question 1.2 at the same time:
we propose a simulation-secure Threshold FHE scheme with polynomially short
decryption shares from standard LWE/MLWE with Shamir secret sharing by
modifying ThFHE of [PS25]. Our core technique is what we call noise padding,
which adds a small noise ¢ whose (scaled) standard deviation is \/Bpub — ||s||
and adjusts the standard deviation of the noise in LWE ciphertexts to be a
public value composed of Bpp; we thereby prevent the leakage of ||s||. With this
technique, we construct ThFHE without yalWE and prove its security directly
from standard LWE. Furthermore, we also construct a ThFHE scheme from
MLWE, by naturally extending our LWE-based ThFHE scheme.

As a side benefit of our construction, our ThFHE scheme becomes compact
(= O(1)) w.r.t. N; the sizes of ciphertexts and decryption shares do not increase
depending on N. Although a compact ThFHE scheme was already proposed in
[BGGT18, Constr. 8.35], it utilizes a heavy cryptographic tool called an universal
thresholdizer, which requires (non-compact) ThFHE and NIZK. In contrast, we
construct a compact ThFHE scheme directly from (M)LWE.

Furthermore, as a minor contribution, we construct ThFHE solely with
discrete values, while [PS25] requires (flooding) noise to be sampled from
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continuous Gaussian distribution. When we implement continuous values, we
need to approximate them with, e.g., floating-point numbers. However, it needs
to be formally proved that the rounding errors incurred by the approximation
do not affect the security and correctness. In contrast, we use discrete Gaus-
sian (flooding) noise instead of the continuous Gaussian and formally analyze
correctness and security.

In Table 1, we provide a brief summary of our contributions mentioned above.

1.2 Organization

The remainder of this paper is organized as follows: In Section 2, we provide
technical overview of our scheme. In Section 3, we describe necessary definitions
and lemmas. Then, we present our LWE-based threshold FHE scheme in Sec-
tion 4. Finally, we show in Section 5 that our scheme can (naturally) be extended
to an MLWE-based threshold FHE scheme.

2 Technical Overview

We first recall the ThFHE schemes of [AJL112; BGGT 18], which are constructed
(solely) with a superpolynomially large modulus in Section 2.1. Then, in Sec-
tion 2.2, we describe the prior work [PS25], which achieves a polynomially small
modulus for the decryption share, and we explain why their scheme needs “yet

another” variant of LWE. Finally, in Section 2.3, we provide a technical overview
of our ThFHE scheme, which can be (directly) based on standard LWE/MLWE.

2.1 Threshold FHE with Noise Flooding [AJLT12; BGG118]

We first recall the threshold decryption procedure of the ThFHE schemes of
[AJL*12; BGGT18]. For simplicity, we assume the underlying FHE is based on
LWE. Let the public key be pk := (A, b = As+e), where A «+ U(Z3™"), s € Zf,
is a secret key, e € Z¢5 is a (short) secret error, and @ is a modulus. We assume
that ciphertexts, after some homomorphic evaluation, are in the following form:

Cteval = (A~ U(Z5),b:= aTs + eeval + [ 2] - pp mod Q), (1)

where eeyq is a (small) noise, p € {0,1} is the plaintext. For simplicity, we now
only consider N-out-of- N threshold decryption with additive secret sharing: each
party Py, ..., Py holds a secret key share s, ..., sy such that Efil s; = s. Given
ct, each party computes a partial decryption share as follows;

pd,; < PartDec(ct,s;) := aTs; + e;, (2)
and broadcasts pd; to all parties. Given {pd, };c[n], each party computes

fi := FinDec(ct, {pd; }icn]) == [(b— Zie[N] pd;)/[5]]
=+ [(€eval + X ien€i) /3]
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and then correctly recovers pu if the parameters are selected so that the error
term € := €eyal + Zf\ilei satisfies [e| < [ %] (with overwhelming probability).
Notably, each parties can also recover the error term by calculating

€:=b— Zie[N]pdi — 4] = eeva + Zie[N]ei' (3)

The error term ey of the ciphertext after homomorphic evaluations may
strongly depend on the input plaintexts: For example, in the CKKS FHE
scheme [CHK™18], the error term of the multiplication of two ciphertexts
encrypting pg, 11 with error terms eq, eq, is as follows:

/
€eval = Ho€1 + 1€ + €.

More simply, even without homomorphic evaluation, the ciphertext noise con-
tains secret information; e.g., the ciphertext noise of Regev PKE [Reg09] has the
form of eeya = rTe, where r is a short vector and e is the secret error vector of
the LWE public key pk := (A, b = As + e).

This leak of the error ee, in the ciphertext is not problematic in single-key
FHE (or PKE) since the decryption is performed only by the party who owns the
secret key s (and e) and is allowed to recover plaintexts. However, it is obviously
problematic in threshold FHE since the decryption is executed by parties who
are only permitted to have the share of the secret key s; and the input and result
plaintexts (excluding the input plaintexts of other parties).

Hence, we need to hide undesirable information in ee. for security.
Asharov et al. [AJLT12, Lemma 2.1] presented a simple method to “smudge out”
any information in egy,;, known as “noise flooding”, by adding superpolynomially
large noise to the partial decryption share. We rewrite Eq. (2) as

pd; < PartDec(ct,s;) := as; + &;, where |&;| = n® . Boar,
and we assume |€eyal| < Beval. Then, the error term in the ciphertext is

€= €eval + v &i s 2o i

which information-theoretically hides (=smudges out) eeyal. A notable drawback
is that we need a superpolynomially large modulus @ to satisfy correctness.

2.2 Prior Work: Flood-and-Round Threshold FHE [PS25]

Passelégue and Stehlé [PS25] also use noise flooding and smudge out the noise
€eval t0 prevent the leakage of information. Thus, their ThFHE scheme also
requires a superpolynomially large modulus @) for the ciphertexts. However,
they switch the modulus @ to a polynomially small modulus ¢ by rounding the
ciphertexts, thereby obtaining small decryption shares. This flood-and-round?

3 Passelégue and Stehlé [PS25] call their scheme “double-flood-and-round”, as they
note that one more rounding can be performed on the partial decryption shares.
However, they also mention that they do not use this for security. Thus, we call this
method “flood-and-round”.
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procedure, denoted by ServerDec, takes a superpolynomially long ciphertext after
homomorphic evaluation ctey, as input and outputs a ciphertext that has been
sanitized (by noise flooding) and rounded polynomially short ciphertext Ctgec:

ServerDec(cCteyal € Zg“) — Ctgec € Zg T

ServerDec is executed by a special party called Server, who is untrusted (semi-
honest) but assumed not to be corrupted by the adversary. The threshold
decryption procedure is performed only on ctyec, the output of ServerDec; this
explains why it is called Server“Dec”: it is a part of the decryption process.

We next describe the details of ServerDec. On the input ctea := (a,b)
(defined as in Eq. (1)), it generates Ctfiood := Cteval + (0, &), where € is a
superpolynomially large (Gaussian) flooding noise. Then, by the smudging
lemma for Gaussian [PS25, Lemma 2.1] (Lemma 3.15), we obtain

)
Ctflood 1= (a; a’s + eeval + € + \_%J : :u)
~s Ct:’Iood = (aa als+ ¢+ I_%J ’ :U’>'

Next, the ciphertext with a large modulus @, constructed as Q = p - ¢ for
p = 2(2%) and g = poly(k), is rounded to one with small modulus g;

Cte 1= Q; al S @msret]g -mm — (@5).

where |-], denotes a randomized Gaussian rounding (Definition 3.16) and oy
and o are public parameters. Then, we have

Ctdec = (57525Ts+e+ L%J ':umOd Q)a (4)

1 /
where ¢ = \‘p : (—I‘TS + 6)—‘ s DZ,Udeca Odec ‘= O(Q)HS”Q + U%a

o1

and r := a — p-a is a rounding error. Thus, the error term ¢ depends on the
norm of the secret key s. Because of this, [PS25] relies on “yet another” variant
of LWE, i.e., the known-norm LWE proposed in [MS23]. Although known-norm
LWE is reduced from standard LWE, its ring variant, known-covariance ring-
LWE, has no reduction from standard assumptions such as RLWE. Thus, it is
an open question to extend the scheme of [PS25] to the ring or module setting.

2.3 Our Solution: “Noise Padding” and Masking

We modify the ServerDec procedure of [PS25] to prevent the leakage of |s||. Our
core technique is what we call “noise padding”, and we construct it with the aid
of the “zero share masking” technique proposed by [PKM™24a].
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mi1 + M2 4+ M3 4+ M4 + Mys
+ + + + +
m21 ++ M22 4+ M23 4+ M24 | M25
ar A ar A a4
m31 + M32 4+ M33 4+ M34 4 M35
ar ar ar
Mgl + My2 4 My3
+ + +
ms1 + M52  Ms53
I Il I

m§°' o m%ol s mgol } + miol + mgol = mall
Fig.1. Relationships between m;; = PRF(seed;;), m{>™ := Zjem mgj, me =
> jcact Myis and m = > icact,jcact Mii» Where we drop the subscript act = {1,...,5}.
An adversary corrupting the user set corr = {1, ..., 3} learns the masks {m ; }min(,j)<3

and {m®, m& };ccon (highlighted in red). Note that we let both m® and m$ be private,
while [PKM*24a] let the row-sum masks m® be public.

Concept. Let ctgec := (@, b) be the output of ServerDec(ct) as in Eq. (4). Our
goal is to add a small error ¢ to ctyec to adjust the distribution of the error term:

Cthee := (@5 :=b+() = (@aTs+e+(+ | L] - p), (5)

Where ¢ ~ D,y Opacing = 1/ 08Bl — IIsl12) + %,

¢+~ Dz,oy0 Tpub i= /05 Bayy + 01, (6)

for some public constant Bpyp > ||s|| (for any s). Then, the error term (e + () of
ct). does not contain any information about ||s||: We can construct a ThFHE
scheme (directly) from standard LWE.

Masking with zero share [PKM™*2/aj. Since ¢ contains information about ||s||,
it cannot directly be sent to the untrusted (semi-honest) Server or any parties.
Hence, we perform secret sharing on ¢, as with the secret key s: Share({) —
{¢1,...,¢{n}. Here, we now describe with N-out-of-N additive secret-sharing for
simplicity, although we support arbitrary T-out-of-N secret-sharing.

Furthermore, we use the masking technique of [PKM™24a] to mask {¢;} to
hide ¢ from the untrusted Server. For (i,7) € [N] x [N] let seed; ; + {0,1}".
Each party P; is given seedset; := {seed; j,seed;;} cn]. Then, the parties can
have “pairwise shared” mask value m; ; := PRF(seed; ;,sid) generated with a
pseudorandom function PRF, where sid is a session ID of the threshold decryption
sessions. See Fig. 1 for more details of the shared masks. We now assume that
all parties attend partial decryption protocol (i.e., let the set of active parties
act = [N]). Using this mask, each party calculates the masked share of (;

row
7 b

maskerr; := (; +m
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and sends it to the Server. Given {maskerr;};c[n1, the Server calculates

Sicimaskerr; = 37 G+ D™ = ¢+ m

and adds it to ctgec in Eq. (4), then outputs:
Clhee = (&5 1= b+ Y, yymaskerr;) = (&,aTs + ¢+ C+ [4] - p+m™).  (7)

This is almost identical to Eq. (5), except that the mask m?" is added.

Note that Server is untrusted (semi-honest) but assumed not to be corrupted
by the adversary (among the parties), as with the prior work [PS25]. Hence, any
m; j, mi* and m?'" are pseudorandom to the Server, and thus, no information
about ( is revealed to the Server.

Masked partial decryption. To decrypt ctl.. in Eq. (7), each party P; calculates
a partial decryption as follows:

pd; < PartDec(ct)., s;) := a's; + mS (8)
Recall that only the party P; knows m§°' (under the pseudorandomness assump-
tion for PRF), as can be seen from Fig. 1. Thus, pd, is essentially pseudorandom
to the adversary, which is the idea behind our security proof. Given all decryption
shares {pd, }ic[n], the parties can calculate

ZlG[N] pdz = ZZG[N] (ETSi —+ m§°|) =a's + ma"7

all _ |

since m*' = 3, nymg°
decrypt as follows:

FinDec(ctiee, {Pd;ieiv) i= 71 = L6 =,enPdi) /L 411 = it (e+€)/ 1411 (9)

Since we select the parameters so that |e + (| < [ ] holds (with overwhelming
probability), @ = p holds. This also means that the error term is revealed:

=3 el N]m;°"" holds by construction. Thus, parties can

!/

b — DienPdi — £ i=e+¢ (10)

Importantly, recall that the distribution of ¢ + ( contains no information about
the secret key s by our construction:

¢+ ¢ ~s Dzopys  Opub := /05 Boy, + 07 (same as Eq.(6))
Equivalently, this means that we can simulate ¢ + ¢ in the security proof.
Therefore, we can construct our scheme directly from standard LWE, without
relying on the “yet another” variant as in [PS25].
In the following paragraphs, we explain two side benefits of our construction.
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Side benefit 1: Compactness w.r.t. N. The error term in the FinDec output of
the prior works [AJLT12; PS25] is in the form of eeval + > iev€i as in Eq. (3).
Since its standard deviation is O(v/N) w.r.t. N, the moduli (¢ and Q) should
also be selected as O(v/N). Thus, the length of their ciphertexts and public keys
increase depending on N. In contrast, the error term in the FinDec output of our
scheme is ¢ + ¢, whose the standard deviation is independent on N, i.e., O(1)
w.r.t. N. Thus, we achieve compactness. This is because we do not add an error
in the partial decryption share as in Eq. (8); instead, we add “zero share” mask
m¢°! which will be canceled out to zero during FinDec, as in Eq. (9).

]

Side benefit 2: Shamir-sharing-friendly. The masking technique of [PKM™24a] is
introduced to address the difficulty of handling Lagrange coefficients in lattice-
based threshold signatures. Our construction demonstrates that this technique
can also be applied to overcome the difficulty in threshold (fully homomorphic)
encryption. We first explain the difficulty of handling Lagrange coefficients.
The ThFHE with Shamir sharing of [BGGT18, Constr. 5.11] constructs the
partial decryption in the same form as Eq. (2), and the Lagrange coefficient
Aact,i is multiplied when summing the partial decryptions during FinDec;

Zieact)‘act,i -pd; = a's; + Zieact)‘act,i -€¢; mod g,

where act C [N] is the set of active parties in the decryption session s.t. |act| > T
However, this requires the modulus ¢ to scale with O(N!?) to ensure that large
Lagrange coefficients relatively small to q. A naive approach to address this
inefficiency is to construct the partial decryption as follows:

pd; < PartDec(ct, s;, act) := Aset,; - a's; +e; mod q. (11)
While correctness is satisfied, there is a trivial attack on this construction since
the adversary can choose act to craft the coefficients A,ct s, and e; is relatively
small compared to g. Let act C [N] s.t. A := Aet,; satisfies ¢ = X - ¢’ for some
integer ¢’ < ¢, and assume |e;| < A holds (with overwhelming probability). Then,

/. | Pd;
we have b} := | =

| mod ¢’ = aTs; mod ¢’. By querying a sufficient number of
such b}, the lower bits of the secret share (s; mod ¢’) can be recovered via simple
linear algebra.

This type of attack is not possible in our scheme. In our scheme, the partial
decryption share for T-out-of-N threshold decryption is defined as follows:

col
act,?

pd, < PartDec(ctgec, Si,act) := Aset,i -@'s; +m mod gq.

In contrast to Eq. (11), the mask value of mgglz of any uncorrupted party P;
is essentially pseudorandom over Z,, except that Y, . mS%; = >, miy, =
m?" holds by construction (see Fig. 1) and m®" is included in the ciphertext as
described in Eq. (7). This condition is used to simulate the partial decryption
in the security proof. We now let |act| = T" and corr = act\{h} be the set of the
corrupted parties. Then, using Eq. (10), we can simulate pd,, as follows:

—
pd, ~s b — [4]- 1 — > icconPd; + €sim, Where esim <= Dz, (see, Eq.(6)).
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Given simulated pd,, instead of real one (in the ideal experiment), the adversary
only has information related to {s;}iccorr- Due to the security of secret sharing,
no information about s, (and s) is obtained from {s; };ccorr-

2.4 Future Work

In this work, we present a threshold FHE scheme with polynomially short partial
decryption shares from (LWE or) Module-LWE, addressing the open problem
posed by [PS25]. Furthermore, as side effects of our construction, we achieve
compactness w.r.t. the number of parties N and enable efficient (arbitrary) 7T-
out-of-N threshold decryption with Shamir secret sharing (see Table 1 for the
summary of our contributions).

A notable open question in our scheme is that we need to bound the number
of partial decryption queries, as in the prior work [BS23]. We need to generate
a number of secret shares of the padding noise ¢ that is equal to the decryption
query bound Lpec and distribute them to the parties at the setup stage. As a
result, the storage cost for the shares linearly increases w.r.t. Lpec. However, it
is important to note that we can choose the value Lpe. independently of any
other security-related parameters, unlike in [BS23]. Thus, this limitation is not
problematic for use-cases in which the number of decryption queries is small or
the parties can tolerate a large storage cost. Alternatively, this drawback can
be easily removed if we may assume a trusted third party (TTP) and ask TTP
to distribute shares of (; for every partial decryption session. We leave it as an
open problem to improve our scheme by removing the bound on Lpec.

3 Preliminaries

In this section, we provide necessary definitions and lemmas.

3.1 Notation

We denote the base 2 logarithm by log. For N € N, we define [N] := {i € N |
1 < i < N}. The number of elements in a set S is denoted by |S|. We define
Zq :=Z/qZ and R, := R/qR for a modulus ¢ € N. Unless otherwise specified,
we treat x as a security parameter. We write negl(k) = k=™ for the set of
negligible functions and poly(x) = k™) for the set of polynomial functions. We
call 1 — negl(k) overwhelming functions.

We use bold lower-case letters for vectors and bold upper-case letters for
matrices. The transpose of x is written as xT. We denote the lo-norm and /.-
norm of x by ||x|| and ||x||, respectively. The identity matrix is denoted by
I, € Z™*". We write X = 0 if X is positive definite. A square root of 3 = 0 is a
nonsingular matrix S such that SST = X, which is written as S = v/X. Note that
(VE)"t =81 =(STT)T = (VE"1T holds. The largest and smallest singular
values of a matrix S are denoted by omax(S) and omin(S), respectively. Similarly,
the largest and smallest eigenvalues are denoted by Amax(S) and Anin(S). We
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denote by ||S|| the matrix norm of S induced by the lp-norm. Let ||S|lien =
max;e(y) ||si||, where s; is the i-th column vector of S; then, we have:

Fact 3.1. |[S[lien < [IS]| and [[S1Safien < [IS1/[[[S2]en < [[S1][[IS2ll-

3.2 Statistics

We denote the uniform distribution over a set S by U(S). For any distributions
X1 and X2, we denote by x1+ x2 the distribution {X;+ X5 | X1 < x1 and Xa +
X2 are mutually independent}. We denote X7 ~ X if X7 and X5 are identically
distributed. We provide other necessary definitions as follows:

Definition 3.2. The statistical distance between x1 and xo is defined as

A(XlaXQ) = %Zméfﬂf?ﬁ ({E) - fX2 (x)|? where le ({E) and fX2 ({E) are the prOba'
bility functions of x1 and X2, respectively, and 2 := Supp(x1) U Supp(x2)-

Definition 3.3 (=). The distributions x1 and x2 are statistically indistinguish-
able and are denoted as x1 ~s x2 if we have A(x1, x2) = negl(k).

Definition 3.4 (=.). The distributions x1 and x2 over the set {2 are com-
putationally indistinguishable and are denoted as x1 ~c x2 if |Pr[A(x1) =
1] = Pr[A(x2) = 1]| = negl(k) holds for any PPT algorithm A: 2 — {0,1}.

Definition 3.5 (B-bounded distribution). For B > 0, we say a distribution
x over R is B-bounded if Prx.,[|X| > B] = negl(n)

3.3 Lattices

A lattice L is the set of all integer linear combinations of linearly independent
vectors by, ..., b, € R™ ie., L={Y " zb; |z € Z"}. The rank of this lattice
is n and its dimension is m. If n = m, then the lattice is called full rank. If
we arrange the vectors b; as the columns of a matrix B € R™*"™ then we can
write £ := L(B) = {Bz | z € Z"} = B - Z™. For arbitrary ¢ € R™, a coset of
lattice £ is defined as A := L+ ¢ := {v+c | v € L}. The dual of a lattice
Lis L :={x | Vy € L,(x,y) € Z}. For the n-rank lattice £ and i € [n],
the successive minimum A;(£) is defined as the radius of the smallest ball that
contains 7 linearly independent vectors in L.

3.4 (Gaussians

For a rank-n matrix S € R"*™  the Gaussian function on R™ with the (scaled)
covariance matrix 3 = SST € R™*" and a center ¢ € R" is defined as follows:

ps.c(x) == exp(=7(x — ¢)T(SST) ™} (x — c)).

Since the function pg ¢(x) is determined exactly by X (and c), we have pg . =
PyS.c When S = sI,,, we write pgc as psc. For any set A C R", we define
ps,c(A) := > caps,c(x). The subscript is ¢ = 0 when omitted.

We define the discrete Gaussian distribution over the lattice £ as follows:
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Definition 3.6 (Discrete Gaussian). For a full column-rank matriz S, the
discrete Gaussian distribution over a lattice L with a center c is defined as
Vx € L,Dr.s.c(X) = ps,c(x)/ps.c(L). In particular, when SST = s?1,, for some
s >0, we write Dg g ¢ as D sc and call it as the spherical discrete Gaussian
distribution. The subscript is ¢ = 0 when omitted.

~

The smoothing parameter of L is defined as 1.(£) = min{s | py/s(£) < 1+4€}
for € > 0. Unless otherwise specified, we set ¢ = negl(x). An upper-bound of
ne(L) is obtained with the successive minimum* \,,(£):

Lemma 3.7 ([MRO07, Lemma 3.3]). Define nt(Z") := \/In(2n(1 + 1/¢))/x.
For any rank-n lattice £ and any € > 0, we have nc(£) < M, (L) - nF (Z").

In particular, n.(Z") < nt(Z"™) holds; for any w(y/logn) function, there is
e = negl(k) s.t n(Z") < w(v/logn).

The smoothing parameter is extended to matrices as follows:

Definition 3.8 ([Peil0O, Definition 2.3]). Let 3 > 0 be any positive definite
matriz. For any lattice £, we say that VI > 1 (L) if 1 > ne(\/iilﬁ).

We obtain a sufficient condition for showing VX > n(£) as follows:

Fact 3.9. For any full-rank lattice £L(B)(= BZ") and £ = 0, we have V3 >
(L) if Tmin(VE) > ||Bllennnt (Z7).

Proof. By Fact 3.1, Lemma 3.7 and the hypothesis, we have 776(\/2_15)
~ —-1 —1 —1
M(VE LnH(Z") < IVE Blleand (Z7) < [VE || Blheand (27) < 1. O

IN

The linear sum of discrete Gaussians is close to a discrete Gaussian:

Lemma 3.10 ([MP13, Theorem 3.3]). Let L be an n-dimensional lattice,
e=negl(\), z#0€Z™, 5; > V2||z|l0onc (L), A; := L+ c; be arbitrary cosets of
L, and y; < Da, s, fori € [m]. Then, we have'y := Y ", z;y; ~s Dy, where

Y =ged(z)L+ >0 zic, and s = /Y e (2i8:)2.

In particular, if ged(z) =1 and Y"1~ | zic; € L, then'y ~¢ D ;.

More generally, the sum of two ellipsoid discrete Gaussians is statistically
close to an ellipsoid discrete Gaussian:

Lemma 3.11 ([GMPW20, Thm. 3]). Let ¢ = negl(x). Let A1 and Ay be
cosets of full-rank lattices L1 and Lo, respectively. Let 31,39 = 0 be positive
definite matrices and define X3 := (X7 + X5 1) L. Let X = {(x1,%2) | x1 +
Dy, ysoXe < x1+ Dy, o st If V32 2 0e(L2) and VE3 > ne(L1) hold,
The marginal distribution of xo in X is statistically close to D, rsss-

4 Although [GPV08, Lemma 3.1] provides a sharper bound with the Gram-Schmidt
minimum, we use Lemma 3.7 for ease of analysis.

> Although sharper bounds can be obtained by the successive minimum X, or Gram—
Schmidt minimum, we rely on ||-||ien for ease of analysis.
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In particular, when A; C As, we can simplify the above lemma:

Corollary 3.12. Let € = negl(k). Let 31,39 = 0 be positive definite matrices
and define 3 := (X7 + X51) 1. Let Ay and Ay be cosets of full-rank lattices
Ly and Lo such that A1 C Ay, If V3o > ne(L2) and /X3 > n(Ly) hold, we

have DAl,Vzl + DA27\/22 ~s DA2,V21+22'

The linear transformation of a discrete Gaussian is analyzed as follows:

Lemma 3.13 ([GMPW20, Lemma 1]). For any lattice coset A = L+¢ C R"”
and matrices S, T representing linear functions where T is injective on A, we
have T-Da.g = Dr.a,1s. In particular, for any s,t > 0, we have t-Dz, s = Dz 5.

The tail bound of discrete Gaussian can be obtained as follows:

x| >
x| >

Lemma 3.14. Foranye € (0,1), s > n}(Z) and t € N, we have Pryp, |
t] < ﬁe_”ﬁ/sz. In particular, for anyt = s-2(\/k), we have Pryp, |
t] = negl(k), i.e., Dz s is s - 2(\/k)-bounded (Definition 3.5).

Proof. We have ps(Z) € (1 £ €)s by [Reg09, Claim 3.8]. Hence, we obtain

x| > t] = 2Pryep, [x > ] = 2352 05 (y) /22 cz0s (v)

2 oo 1 _—my?/s? 2 oy —my?/s? 9 0y _ny?/s?
< lfezy:tge /s < (lfe)tZy:tge /s < (lfe)tft s€ /s dy 0

PI’CE(—DZ,S [

Passelégue and Stehlé [PS25] show the smudging lemma for Gaussian:

Lemma 3.15 ([PS25, Lemma 2.1]). Let o >0 and co,c1 € Z. Then:

Cop— C
A(Dz.0.c0, Dz,0,01) <O (01|>

g

In particular, for k >0, ¢ € Z and o = 2(c2%), we have A(Dyz ¢, Dz7,5.) < 27".
Finally, we define the randomized Gaussian rounding operation:

Definition 3.16 (|-],). For anyn € N, ¢ € R" and 0 > 0, [c], denotes the
randomized Gaussian rounding that returns 'y <= Dzn o c.

3.5 Learning with Errors (LWE)

The LWE distribution and the LWE problem are defined as follows:

Definition 3.17 (LWE). Let n,m,q be integers and x be an error dis-
tribution over Zq. The LWE distribution is defined as LWE(n,m,q,x) :=
{(A,b =As+e) | A UZy"),s < X", e « Xm} . The advantage of an al-
gorithm A for solving d-LWE is defined as

AdvEMYE = | Pr{A(A, As + e) = 1] — PrlA(A, u « U(Z")) = 1]|.

We say that d-L\WE is hard if AdVi{LWE = negl(n) for any PPT algorithm A.
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3.6 Shamir Secret Sharing
We describe a construction of Shamir secret sharing [Sha79] as follows:

Construction 3.18. (7', N)-Shamir secret sharing for a finite field K is a tuple
of PPT algorithms Shamirg 7 n := (Share, Recon) defined as follows:

e Share(s € K): Choose a degree T — 1 polynomial P € K[X] that satisfies
P(0) = s and outputs (s1,...,sy) = (P(1),...,P(N)) e KV.

® Recon({s;}iesciny): Ouitputs s =3, g Asisi, where Asi =[] eq (4 (%)
Shamirg 7 n satisfies correctness and privacy:

e Correctness: For all S C [N] st. |S| > T, s € K, (s1,...,8n) <
Shamirg 1 n.Share(s), we have Shamirg 1 n.Combine({s; }ics) = s.

e Privacy: For all S C [N] s.t. |S| < T, s, s ¢ K, (sgb)7...,sg\?)) —
ShamirK7T7N.Share(s(b)) for b € {0,1}, we have {sgo)}ieg = {Sgl)}ieg.

The above Shamir secret sharing scheme naturally extends to secrets in vector
form, by performing the algorithm in an elementwise manner.

4 Our Threshold FHE Scheme from LWE

In this section, we present our threshold FHE scheme, which can be (directly)
constructed from (standard) LWE without using “yet another” variant of LWE
as in [PS25].

We first define the structure of underlying FHE scheme in Section 4.1. Then,
we describe our construction in Section 4.2. In Section 4.3, we analyze the noise
distribution of the output ciphertext ctgec of ServerDec to provide Lemma 4.3.
Then, relying on the lemma, we prove the correctness and security of our scheme
in Section 4.4 and Section 4.5, respectively.

4.1 Structure of the Underlying FHE Scheme

We specify in Algo. 1 a high-level structure for the underlying FHE scheme based
on LWE, which is identical to that of [PS25]. We also define the syntax of FHE
as follows:

Definition 4.1 (FHE). A fully homomorphic encryption (FHE) scheme
FHE = (PP, KeyGen, Enc, Dec, Eval) for a plaintext space M is defined as follows.

e FHE.PP(1%) — pp: On input a security parameter k, outputs a set of public
parameters pp. The following algorithms implicitly take pp as an argument.

e FHE.KeyGen(pp) — (evk, pk, sk): Outputs a public evaluation key evk, a public
key pk and a secret key sk.

e FHE.Enc(pk,m € M), FHE.Dec(sk, ct): Have the usual syntax for public-key
encryption/decryption.
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Algorithm 1: Underlying FHE := (PP, KeyGen, Setup, Enc, Dec)

PP(1%,1%) — pp:
1 return pp := (’I’L, m, Q: Xlwe Beval)
KeyGen():
2 sk =8 ¢ Xiwe, Pk := (A, b:= As + e) ~ LWE(n,m, Q, Xiwe)
3 Generate the evaluation key evk
4 return (evk, pk, sk)
Enc(pk, p € M :=Ro):
5 < Xmevf <~ Xr\f\/e7f — Xlwe
6 return ct:= (a,b) :=(r"A+f,r'b+ f+ L%J )
Note: PP outputs pp s.t. the noise in the ciphertext e := b — a’s — L%J Sl
satisfies |ect| < Beval with overwhelming probability

Eval(evk, C, cty,...,ct;):
7 return ct := (,0) S.t. eeval ;= b—aTs — | £] - C(pu, ..., u) satisfies
|€eval] < Beval for any C, where p1, ..., u are the plaintexts of cti,...,ct;
Dec(sk, ct := (a,b)) - n e M:
8 return i := [(b—aTs)/[Z]]

e FHE.Eval(evk,C,cty,...,ct;)) = ctevai: The homomorphic evaluation algo-
rithm takes the evaluation key evk, a function C : M — M, and a set of |
ciphertexts cty, ..., ct; of 1, ..., py. It outputs the result ciphertext Cteya). FHE
is correct, if Dec(sk,ct) = f(maq,...,m;) holds with overwhelming probability.

We construct our ThFHE scheme in Section 4 on the basis of this underlying
FHE scheme. This framework captures most known FHE schemes, except for
GSW-like [GSW13] schemes. Note that we can also use ring- or module- variants
of this FHE scheme, because we do not require the “known-norm” variant of LWE
for security in contrast to ThFHE construction of [PS25]. We also describe a
variant of the FHE scheme based on module-LWE in Algo. 13 of Appendix C. We
construct our MLWE-based ThFHE in Section 5 upon this underlying MLWE-
based FHE scheme.

4.2 Construction and the Threshold Decryption Procedure

Passelégue and Stehlé [PS25] generalized the definition of threshold functional
encryption with the additional ServerDec algorithm. Since we slightly modify
the definition with our additional MaskErr algorithm, we formally describe the
syntax of our threshold FHE as follows:

Definition 4.2 (Threshold FHE). Let P = {P,..., Py} be a set of parties
and T(< N) is a threshold. A threshold FHE scheme is a tuple of PPT algorithms
ThFHE = (PP, KeyGen, Enc, Eval, MaskErr, ServerDec, PartDec, FinDec) with the
following properties:
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e ThFHE.PP(1¥) — pp: On input a security parameter k and a number of
parties N, outputs a set of public parameters pp. The following algorithms
implicitly take pp as argument.

e ThFHE.KeyGen(T, N) — (evk, pk,sk,err, {sk;, err;, seedset; };ic(n]): On input
a threshold T and a number of parties N, outputs a public evaluation key
evk, a public key pk and a secret key sk, a padding error err and thier shares
{ski, erri}icn, as well as sets of the seed values {seedset;};c(ny.

e ThFHE.Enc(pk,m) — ct and ThFHE.Eval(evk, C,cty,...ct;) — Ctevai: Same
as FHE.Enc and FHE.Eval in Definition j.1.

e ThFHE.MaskErr(err;, seedset;, act,sid) — maskerr;: On input an error share
err;, a set of seeds seedset;, and a set of active parties act for the decryption
session with ID sid, outputs the masked error share maskerr; related to P;.

e ThFHE.ServerDec(ct, act, sid, {maskerrESid)}ieact) — Ctgec: On input a cipher-

text ct (or an evaluation result Cteval), act, sid and the set of masked error

(sid)

i

e ThFHE.PartDec(ctgec, Sk, seedset;, act, sid) — pd,: On input a ciphertext Ctyec
outputted by ServerDec, a secret key share sk;, seedset;, act and sid, outputs

a partial decryption share pd; related to the party P;.

shares {maskerr;” "’ }icact, outputs a sanitized ciphertert Ctyec.

e ThFHE.FinDec({pd,}icact) — ™. On input a set of partial decryption share
{pd, }icact, outputs a decryption result m € {0,1} if |act] > T and L
otherwise.

We present our construction of ThFHE in Algo. 2. We assume the deter-
ministic function PRF : {0,1}* X [Lpec] = Z, is pseudorandom function (see
Definition A.1 in Appendix A). Our threshold decryption procedure is described
in the following.

Setting. As in prior works [AJLT12; BGGT18], we assume all parties are semi-
honest, i.e., they follow the protocol but are curious about secret information.
In addition, as with [PS25], we assume the existence of a special party called
Server, which is untrusted (semi-honest) but assumed not to be corrupted by the
adversary (among the parties). Note that security against malicious adversaries
can be obtained by a generic transformation aided by NIZK (see, e.g., [AJWT11,
Section E]), proving that all outputs are (semi-)honestly generated. Also note
that we assume a trusted key generation process as in [BGGT18, Constr. 5.11].

Input/output. Let a (possibly evaluated) ciphertext ct, given to the Server be
an input of the threshold decryption process. If we apply the threshold decryption
protocol to an MPC, each party P; sends a ciphertext ct; of its own input
plaintext p; to the Server (during the first round). Then, the Server performs
homomorphic evaluation of C to cty,...,cty. The result ciphertext cteya is used
as an input of the threshold decryption protocol (i.e., an input of the ServerDec).
As an output of threshold decryption, all parties (except for the Server) obtain
the plaintext of cteya).
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Algorithm 2: Our threshold FHE from LWE:

ThFHE := (PP, KeyGen, Setup, Enc, MaskErr, ServerDec, PartDec, FinDec)
PP(1%,1M):

1 return pp := (T,n,m,p,q,Q = P ¢, Xiwe, 70, 01, Tfiood s Bpub, Beval, Lpec)
KeyGen(T, N):

2 (evk, pk,sk) « FHE.KeyGen()

— o— (1> (LDec) Lpec
err ;== 1= s <~ D g
¢=« ¢}« D BZ,,—Is|2

{ski := s, erri :== ¢, }ic|n) < Shamirg, 1 n.Share((sk, err))
for (i,7) € [N] x [N] do seed, ; < {0,1}"
for i € [N] do seedset; := {seed; ;,seed; ;} e[
return (evk, pk, sk, err, {sk;, err;, seedset; };c[n])
Enc(pk, u € M :={0,1}):
8 return ct < FHE.Enc(pk, 1) (defined in Algo. 1)
Eval(evk, C, cty,...,cti):
9 return cte,a < FHE.Eval(evk, C, cty,. .., ct;) (defined in Algo. 1)

w

N o G

MaskErr(err;, seedset;, act, sid):
10 my; == >, PRF(seed; ;,sid) mod ¢

row

11 return maskerrESid) = Aact,i - CZ-(Sid) + mger; mod g

ServerDec(ct, act, sid, {maskerrESid>}i€act):
12 Ctfresh < Encpk(O), ¢« DZydflood
13 Ctin := (Ctin,0, Ctin,1) := €t + Ctrresh + (0, €) mod Q,

14 Clgec,0 := E -ct;n,o—‘ mod ¢

g0

(sid)

15 Cldecq := F -ctin,l—‘ + > icac Maskerr;™ mod ¢
o1

P

16 return Ctgec := (Ctec,0, Ctdec,1) := (@, )
PartDec(ctqec := (@, b), sk;, seedset;, act, sid):

17 m§y, = > jcact PRF(seed; i, sid) mod ¢

18 return pd; := Aact,; -a's; + ms%; mod g

FinDec(ctgec := (@, 1), {pd, }icact,act) = 1 € M or L:
19 assert {|act| > T}
20 return 7 := [(b—3,.,.pd;)/[2]]

First round. Each party P; in the active party set act of the distributed

decryption session with the session ID sid, generates its masked error share
maskerrgs'd) = Aacti* Ci(s'd) +m%Y; < MaskErr(err;, seedset;, act, sid), where m2y';
is the (secret) row-sum mask of P;. See Fig. 1 for a graphical explanation of the

relations between mask terms. The parties then send maskerrESid) to the Server.
Second round. The Server performs ServerDec on the input ciphertext ct of

large modulus @ to sanitize ct with noise flooding and round it to a ciphertext
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Ctgec With a small modulus ¢ as in [PS25]. In our scheme, the Server further
adds a sum of all given masked error shares {maskerrgs'd)}ZE;,Ct during the
ServerDec procedure, to adjust the distribution of noise in ctgec so that it leaks
no information about ||sk|| in contrast to [PS25]. The Server then broadcasts
Ctgec to all parties in act.

Third round. Each party P; performs PartDec on ctqe := (@, b) and generates
the partial decryption share pd; := Ayct.s ~§Tsi+m§‘g,'c’i, where mg‘c’lc’i is the (secret)
column-sum mask of P; (see Fig. 1). P; then broadcasts pd; to all parties in act.
Note that all (semi-honest) parties perform PartDec only on the ciphertexts
sent by the Server, and they never send partial decryption shares to the Server.
Additionally, recall that the Server is untrusted (semi-honest) but assumed not
to be corrupted by any parties, as in [PS25]; the Server does not obtain any
partial decryption shares.

At the end of the third round, given all partial decryption shares {pd,};cact,
each party P; performs FinDec to recover the plaintext.

4.3 Noise Analysis

We next analyze the noise distribution of the output ciphertext ctyec of ServerDec.
Although the analysis is essentially identical to the correctness proof of [PS25,
Theorem 5.1], we use a discrete Gaussian for the flooding noise € < Dy o, .,
while [PS25] requires a continuous Gaussian. The following lemma is used to
prove both the correctness and security of our threshold FHE scheme:

Lemma 4.3 (Noise analysis). Let € := negl(x), p € N, and let xiwe be a
Biwe-bounded (Definition 3.5) distribution s.t. s < xj. satisfies ged(s) = 1
with overwhelming probability. Let oiood > V2e(Z), 00 > V2Biwene(Z), o1 >
%ne(Z). Define € < Dz 5400 WEZ" andr:=u—p- L%u}ao. Then, we have

¢

I_%(I'-S—‘r@)—lal s (12)

D :
Z\/(@ollsIN2+ (1000 /P) > +02

2 ~Y
Furthermore, let Bpy, > vVnB? +1 and ¢ Dz,ao RS then we have

¢+ é' s DZ,UdeC; where Odec -— \/(UOBpub)2 + (Uflood/p)2 + 0'% (13)

Proof. Note that r ~ D,r1414 70 15, holds, where {z} := x—| ] is the fractional
P

sPOo
part of z € R. Let ¢ := p{%u}7 then we have ¢ € p- (1Z") = Z" is an integer
vector. Let us denote the i-th elements of ¢ and r by ¢; and r;; then, we have
7 ~ De,1pz.po, for i € [n]. By the hypothesis, we have p - o9 > v2Bn.(pZ) >
V2|8 so e (PZ). Hence, by Lemma 3.10, we obtain

Taq ~
r7s Rs Dersypz,poo s -
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Algorithm 3: Correctness game for our ThFHE (Algo. 2).

GameSEst (17, T, N, act, sid, I, C, (g1, . . ., ) € M?):

assert { act C [N] A |act| > T A sid < Lpec}

pp < PP(1%, 1), (evk, pk, sk, err, {ski, err;, seedset; };cn]) + KeyGen(T, N)
for j € [I] do ct; < Enc(pk, 115)

ct < Eval(evk, C,cty, ..., ct;)

for i € act do maskerrESid) < MaskErr(err;, seedset;, act, sid)
Ctaec < ServerDec(ct, act, sid, {maskerr™¥}, ;)

for i € act do pd; < PartDec(ctgec, ski, seedset; )

7 < FinDec(ctgec, {pd; }icact, act)

if m=C(u1,...,m) then return 1 else return 0

© 0 N O WwWw N =

Next, since ((oo||s||)™2 + (O—flood/p)iz)il/Q > %min(O—O”SHao—ﬂood/p) > ne(Z)
holds by the hypothesis ofood > V2p1(Z) (and o9 > v/21.(Z)), by Corol-
lary 3.12, we have

r’s+ ¢~ D

Z,/(poolls)?+oi g’

where we use the fact that ¢Ts € Z; thus cTs + pZ C Z. Hence, we also have

r._ 1 ~
€= E(rTS +€) = D%Z (o0llsll)?+(cti00d /P)?

by Lemma 3.13. Finally, we have ((1/(c0||s[[)2 + (0fiood/P)%) 2 + oy %)~ 1/2 >
% min(\/(UoHsH)2 + (Ffi00d /D)2, 01) > ng(%Z) by the hypothesis o > gnE(Z).
Hence, by Lemma 3.11, we have ¢ = [¢/|,, = Dzo,e0 = ¢ + Dz—vr 5, s
i.e.,, Eq. (12). Furthermore, we obtain Eq. (13) by

D
Z\J(o0lIs1) 2+ (0100 /)2 +07

Lemma 3.10 since we have oo/B2,, — s[> > o0,/B,, —nB*> > 0o >

V2n:(Z). O

4.4 Correctness
We then define the correctness of our ThFHE scheme.

Definition 4.4 (Correctness). We define GameShese in Algo. 3. ThFHE
(Algo. 2) is correct if, for any k,N > 0,T € [I,N], 1 >0, C : M\ — M,
(p1,..., ) € M', act C [N] s.t. lact| > T, Lpec > 0 and sid < Lpec, we have:

Pr[Game "FHEcorect (1% 1 N act,sid, I, C, (ji1, ..., ) = 1] > 1 — negl(x).
We show the correctness of our ThFHE scheme as follows:

Theorem 4.5. Assume that parameters €, p, Xiwe; Biwe, Bpub, Ofiood, 00,01 are se-
lected as in Lemma 4.53. Furthermore, let 0food = 2(2"Beval), @ = p-q =
Ofiood 2(V/K), and q = 0dec-$2(\/k), where ddec := \/(00Bpub)? + (0fiood /P)% + 0%.
Then, ThFHE (Algo. 2) is correct.
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Proof. The proof is essentially identical to the proof of the correctness of [PS25,

Theorem 5.1], except for the additional term ), . maskerrESid) on line 15 in

Algo. 2. Additionally, note that we use a discrete Gaussian for € < Dz 5, , owing
to our Lemma 4.3, while [PS25] uses a continuous Gaussian. We first analyze
the output ctgec := (Ctdec,0, Ctdec,1) Of ServerDec on line 6. Let the rounding error
of Ctgec,0 be denoted as

ro := Ctin,0 — P * Cldec,0 ~ Dp{%ctin,O}erzn,pgo,

where {2} := x — |z] is the fractional part of z € R. Assume that we have
Ctin,1 = Ct%,os + L%J - b+ €eval + Efresh, Where €eval and efresh are the decryption
noises of Cteval and ctgesh. Then, as shown in [PS25], we have

Ctdec,l = Ct;ireC,Os + € + ZieactmaSkerrESid) + L%J T mOd q, (14)

where ¢ := L%(I‘o - S + €eval + €fresh + €)]s, - Furthermore, by the correctness of
Shamir secret sharing (Constr. 3.18), we have

id id row si row
ZieactmaSkerrz('s ) = ZieactAaCtai ' Cz(s ) + mact,i = C( ) + ZiEactmaCt7i' (15)

Let pd; := PartDec(ct, sk;, seedset;, act, sid) := Asct,; - Ct;irec,()si + m< mod ¢ for

act,?
1 € act; then, again by the correctness of Shamir secret sharing, we have

Zieactpdi = Ct;irec,OS + Zieactmgglt,i mod q. (16)
Finally, by Egs. (14) to (16), we have

FinDec(ct, {pd; }icact, act) = [(Ctdec1 = 2icactPds)/ [ 5]]

= p+ [+ ¢5)/14]1, (17)
where we use the fact that Y, ms% ; = >, . miy; by construction (see Fig. 1

for a graphical explanation).

Hence, we only need to analyze the bound of €+ ¢4 Since we have ofgoq =
£2(2" Beval) by the hypothesis, we obtain ¢ =~ ¢ := L%(I‘o -8+ )]y, by the
smudging lemma Lemma 3.15°. Then, by subsequent Lemma 4.3, we have

e+ C(Sid) s DZ,adeca where Odec ‘= \/(JOBpub)2 + (Uflood/p)2 + 0'%

Note that Dz q,, i 0dec - £2(v/k)-bounded by Lemma 3.14. Thus, by selecting
q = 0dec - £2(y/k), we have |(¢+ (9)/[£]] = 0 in Eq. (17) with overwhelming
probability; i.e., correctness holds. O

8 This strong noise flooding lemma is only needed for the security proof, but it is also
used for the correctness just for the simplicity of analysis.
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Compactness with respect to IN. The security of our scheme (subsequent
Theorem 4.7) can also be satisfied with the parameters for the correctness
Theorem 4.5. Note that all parameters €, p, Xiwe, Biwe, Bpub; Oflood, 00, 01 are inde-
pendent of N and O(1) w.r.t. N; thus, our ciphertexts (and decryption shares)
achieve compactness w.r.t N. This is because we do not need to add a noise
for partial decryption share unlike prior works (as in Eq. (2)). Instead, we add
a “zero-share” mask (=m< ) that is canceled out to zero in the decryption

—act,t

procedure (line 18 of Algo. 14).

4.5 Security

We define the security of our ThFHE scheme in Definition 4.6. Intuitively, the
definition means that the view of the real world (:= Expt4 ge,), Where the
adversary receives an honestly generated set of partial decryption shares

{pd, }icact < {PartDec(ct, sk, seedset;) }icact

is (computationally) indistinguishable from the view of the ideal world (:=
EXpt 4 1geal), Where the adversary receives simulated inputs

{pdi}iEQCt — Slm(aa {Skia Seedseti}i€corr)

generated by some PPT algorithm Sim by using only incomplete share sets
{sk;,seedset; };ccorr (|corr| < t) that are given to the adversary. Then, the privacy
of secret sharing (Constr. 3.18) implies that the secret share {sk;,err;}iccorr
provide no information regarding sk, err to the adversary.

Definition 4.6 (Security). ThFHE (Algo. 2) is simulation-secure if, for any
PPT algorithms D and A, there exists a PPT simulator Sim s.t. AdVE:;HE(/i) =
| Pr[D(Expt g eal(17)) = 1] — Pr[D(Expt 4 geai(17)) = 1]| = negl(x), where and
Expt 4 Real(17) and Expt 4 4eai(17) are defined in Algo. / and Algo. 5, respectively.

Then, we prove the above security in Theorem 4.7.

Theorem 4.7. ThFHE (Algo. 2) is simulation-secure under the assumption on
the pseudorandomness of PRF and d-LWE(n, m, Q, xiwe): Formally, for any PPT
algorithms D and A, there exists PPT algorithms Sim, Bywe and Bprg $.t.

AdejZHE(n) < Adnga/;/E(”’m’Q’X'WE) + AdV?::F(I{) + negl(k),

if €,0, ¢, Q, Xiwe, Biwes Bpub, Ofiood, 00, 01 are selected as in Theorem 4.5.
Proof. With the subsequent Lemmas 4.8-4.14, we obtain the claim. O

We define hybrid experiments Hyb,, ..., Hybg in Algorithms 6,...,11, respec-
tively. We now prove the deferred lemmas, i.e., the indistinguishability of the hy-
brid experiments. As a shorthand, for any algorithm D and experiments Ho(1*)
and H; (1%), we define Adv' ™M (k) := | Pr[D(Ho(1%)) = 1] — Pr[D(H.(1%)) = 1]|.
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Algorithm 4: The real experiment Expt 4 geai(17)-

EXpt 4 reat(17):

pp < PP(1%,1%), (evk, pk, sk, err, {sk;, err;, seedset; };¢cn) < KeyGen(pp, T, N)
(corr, st) + A1 (pp, pk)

assert {corr C [N] A |corr| < T'}, hon := [N]\corr, ctr + 0,sid + 0, List « (

return {0,1} « AF"OP({sk,, err;, seedset; }iccorr, St)

BOW N

OEnc(p):

5 ct « Enc(pk, u), ctr < ctr + 1, List[ctr] < (u, ct)
OEval(C, (41, - . .,4)):
6 assert {(i1,...,%) C [ctr]}, for j € [l] do (p;,ct;) + List[i;]
7 u<— Cua, ..., ), ct < Eval(evk,C,cty,...,ct;)
8 ctr < ctr + 1, List[ctr] « (u,ct)
ODec(act):
9 assert {|act| > T A sid < min(ctr, Lpec) }
10 sid < sid + 1, (u, ct) « List[sid], corrsg := corr N act, hongq := hon N act
11 for i € act do maskerrgs'd) < MaskErr(err;, seedset;, act, sid)
12 Ctaec 1= (&, b) < OServerDec(ct, act, sid, {maskerr™® },c.ct)
13 return {pd,; }icact < {PartDec(Ctyec, ski, seedset;) }icact
OServerDec(ct, act, sid, {maskerrESid)}ieact):
14 return ctgec < ServerDec(ct, act, sid, {maskerrESid)}igact)

Algorithm 5: The ideal experiment Expt 4 jge,(17). Differences from
EXpt 4 real(17) are highlighted.

EXpt 4 1gear (17):

pp < PP(1%, 1), (evk, pk,sk) «+ FHE.KeyGen()

Generate {seedset; };cy] as in Expt 4 ge, (1)

{ski,erri}ic(n) <= Shamir.Sharez, 1 n((0,0))

(corr, st) «— Ai(pp, pk)

assert {corr C [N] A |corr| < T'}, hon := [N]\corr, ctr < 0,sid + 0, List «
return {0,1} « AF"OP({sk,, err;, seedset; }iccorr, St)

S O W N

ODec(act):
7 assert {|act| > T A sid < min(ctr, Lpec) }
8 sid < sid + 1, (u, ct) « List[sid], corrsiq := corr N act, hongq := hon N act
9 {pd; }icact < SimoserverDec(,u, ct, {ski, err;, seedset; };ccorr, act),

where the algorithm Sim is defined on lines 3-12 of Hyb.
10 return {pd, }icact

OServerDec(ct, act, sid, {maskerrESid)}ieact):
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Algorithm 6: Hyb,: Differences from Expt 4 e, are highlighted.

OServerDec(ct, act, sid, {maskerrESid)}ieact):
1 Ctin := (Ctin,0 = U(ZG), ctin,1 = ct] o5+ € + 1] p).
where p is the plaintext of ct and € < Dz oy ,-

2 Ctdec,0 1= E ~ctin,0—‘ mod ¢
g0

id
3 Cldec,1 = E -ct;n,l—‘a + 2 icact maskerr'™® mod ¢
1

4 return ctyec := (Ctdec,m Ctdec,l)

Algorithm 7: Hyb,: Differences from Hyb; are highlighted.

OServerDec(ct, act, sid, {maskerr?id)}i@ct):
1 Cldec,0 < U(Zy)

e+ D
’ Z,\/(Uo||S|\)2+(0f|ood/P)2+0f
id
2 Cldec, :=Cti os+e+ L] - u+3 . maskerr®™® mod g,
where p is the plaintext of ct
3 return Ctgec := (Ctdec,0, Ctdec,1)

Lemma 4.8 (Expt 4 ey ~c Hyb;). Assume that oficod = 2(2" Beval), then we

have AdvaDXptA’R“'_Hybl (k) < Adv'igmi(m’n’Q’X'm)(n) + 275,

Proof. Although the proof is identical to that of [PS25, Lemma 5.2], we provide
it here for the completeness. Let ctiesh := (a,b) < Encpk(0) in the original
ServerDec algorithm (line 12 in Algo. 2), and define its noise as éfesh := b — aTs.
Recall a := rTA + f as defined in Algo. 1, then we have a ~c U(Zy;) under the

LWE assumption. Since ctgesh is not used elsewhere, we also have ctj, o ~c U (ZZI’).
Furthermore, we have ctjy 1 := ct%7os+€+efresh+ L%J TR ct%70s+(‘f+ L%J -1 by

the smudging lemma, Lemma 3.15, and the hypothesis ofood = 2(2" Beval). U

Lemma 4.9 (Hyb; = Hyb,). Assume that parameters €,p,q, Bie, Xiwe, Tflood;

00,01 are selected as in Lemma 4.3. Then, we have Advgybl_Hybz(n) = negl(k).
Proof. The claim holds by the proof of Eq. (12) in Lemma 4.3. O

Lemma 4.10 (Hyb, =~ Hyb;). We have Advgbe_Hyb3 < AdvEY (k).

Bprr

Proof. In Hybg, for all {(4,7) | # € hongq and j € hongq}, the challenger samples
Macti,; < U(Zg) instead of the output of a pseudorandom function. It is easy to
see that this hybrid is indistinguishable from Hyb, under the assumption on the
pseudorandomness of the PRF (Definition A.1). O
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Algorithm 8: Hyb;: Differences from Hyb, are highlighted.

ODec(act):

assert {|act| > T' A sid < min(ctr, Lpec) }

sid < sid + 1, (u, ct) < List[sid], corrsiq := corr N act, honsq := hon N act

for i € corrsg do
for j € act do myc,i,; := PRF(seed; j,sid), Mact,;,; := PRF(seed; i, sid)
m;%‘év,i = Zanct Mact,j,4, mg(c)i,z‘ = Zanct Mact,i,5

for i € hongg do

7 L for j € hongy do Macti,; < U(Zy)

o W N =

[=2]

row ., __ . col .__ L
mact,i B Zjeact Mact,j,i5 mact,i = Zjeact Mact, 4,5

9 for i € act do maskerrESid) = Aact,i - C}Sid) + m;%‘ﬁi

10 Ctgec := (@, b) <+ OServerDec(ct, act, sid, {maskerrisw}ieact)
11 for i € act do pd, := Asct,; - A'S; + MY,

12 return {pd,}icact

Algorithm 9: Hyb,: Differences from Hyb, are highlighted.

ODec(act):
1 assert {|act| > T Asid < min(ctr, Lpec)}
2 sid « sid + 1, (p, ct) < List[sid], corrsiq := corr N act, honsq := hon N act
3 for i € corrgg do
4 for j € act do myc,i; := PRF(seed; j,sid), Mact, j,; = PRF(seed; i, sid)
5 L m;%vtv,i = Zanct Mact,j,i5 mgglt,i = Zanct Mact, i,
6 Fix some h € honggq.
7 for i € hongg\{h} do miy; + U(Zy), Mm% ; + U(Z,)
8 mun  U(Zg)
9 M = Z Mo — Z me,i + Z (Mact,ji — Mact,ij)

i€hongy iChongyg\{h} i€hongjq,j Ecorrgig
10 for ¢ € act do maskerrgsm) = Aact,i Ci(Sid) + mge
11 Ctgec := (@, b) <— OServerDec(ct, act, sid, {maskerrESid>}ieact)
12 for i € act do pd, := Asct,i - ATS; + MY
13 return {pd,}icact

Lemma 4.11 (Hybs =~ Hyb,). The distributions of Hyb; and Hyb, are identical.

Proof. This proof is almost identical to the unforgeability proof of [PKM™24b].
In Hyb,, the challenger samples my; and mgg'” at random for all honest
parties except some h € hongy that is uniquely defined by the other mask
values. The row masks {m[®};chon,, are distributed uniformly at random in
Hyb; because these masks include the individual masks mace ;; ~ U(Z,) that are

used nowhere else. This is identical to Hyb,. Furthermore, in Hyb;, all the column
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Algorithm 10: Hyb;: Differences from Hyb, are highlighted.

ODec(act):

assert {|act| > T' A sid < min(ctr, Lpec) }

sid < sid + 1, (u, ct) < List[sid], corrsiq := corr N act, honsq := hon N act
for i € corrsg do

L for j € act do myc,i,; := PRF(seed; j,sid), Mact,;,; := PRF(seed; i, sid)

col

row —— —
Myet,s - = Zjeact Mact,j,ir Mact,s = Zjeact Mact,i,5
Fix some h € honggq.
. I
for i € hongg\{h} do myy; « U(Zy), mze; < U(Zyg)

row

m2 ), U(Zq) (mE, is no longer used)

o W N =

row

for i € act do maskerr™® := X\, - ¢ 4 miy

© o N O

10 Ctgec := (@, b) < OServerDec(ct, act, sid, {maskerrESid>}iEact)
11 for i € corrsig do pd; 1= Aact,s - ATS; + m:‘c"m

12 for i € hongg\{h} do pd; := \sct,i - ATS; + M,

13 pdy i=b— 3] 1= D icace\ (nyPds + E5im,

where €Sim DZ,adec and Odec = \/(UOBpub)2 4 (Uflood/p)2 aF U%-

14 return {pd,}icact

%

masks ms°! ;= Zjem Myet, ¢ for ¢ # h include mye,p; used nowhere before the

challenger calculates m2¥', on line 8. Hence, {mgd}iehons; s\{n} are distributed

uniformly random as in Hyb,. Finally, we analyze the distribution of m
Hyb;, we have

row col
E : mact,i - E mact,i + E (mact,j,i - mact,i,j)

i€hongyq i€hongyg\{h} i€hongg,
JEcorrsg

§ Mact,i,j — § Mact,5,i + § (mact,j,i - mact,i,j)

i€hongq, i€hongg\{h}, i€hongq,
j€act j€act jEcorrggq

§ mact,i,j - E mact,j,i + § Inact,j,h

ighonsid, i€hongg\{h}, JEcorrsg
j€hongqy j€hongy

E E § col
Mact,i,h + Mact,j,h = Mact,i,h = mact,h' (18)

1€hongyq JEcorrsg i€act

col

act,h* In

Thus, m<! 5, in Hybs and Hyb, are identically distributed. O

act,

Lemma 4.12 (Hyb, = Hyb;). Assume Bpw, > ||s|?> + 1 and oo > v2n.(Z),
then we have Advgyb“_Hybs = negl(k).
Proof. We analyze the distribution of the partial decryption of the party P} in

Hyby; pdy, := Aact,n -@Tsp +my .. Note that Eq. (18) implies that Y, ,ms% ; =
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Algorithm 11: Hybg: Differences from Hyby are highlighted.

ODec(act):

assert {|act| > T' A sid < min(ctr, Lpec) }

sid < sid + 1, (u, ct) < List[sid], corrsiq := corr N act, honsq := hon N act
for i € corrsg do

L for j € act do myc,i,; := PRF(seed; j,sid), Mact,;,; := PRF(seed; i, sid)

o W N =

col

m:?:’,z = Zjeact Mact,j,iy Mact,i *= Zjeact Mact,i,j
Fix some h € hongg. (For i € hongd, maet; and mg‘c"” are no longer sampled)
for i € corrgy do maskerrESid) = Aact,i - {i(sm) +miy;
for i € hongy do maskerr™® < U(Z,)
Ctgec := (@, b) + OServerDec(ct, act, sid, {maskerrESid>}i€act)
10 for i € corrsg do pd; := Aact,i - ATS; + MY,
11 for i € hongsa\{h} do pd; < U(Z,)
12 pdy :=b—[§] - p— D icact\(nyPdi T €sim; €sim <= D04,
13 return {pd, }icact

© 0 N O

Y icaceMiot; holds in Hyb, (as in Hybs). Hence, we have

act,i
YicacPd; =ATS + 3000y =ATS + 3 caeMith - (19)
Furthermore, the output (@,b) of OServerDec (in both Hyb, and Hyb;) satisfies
bi=aTs+e+ () 4 [L] - p+ 3 emiy,; mod g. (20)

Thus, by (19) and (20), we obtain >, ., pd; = b — [Z] -+ ¢+ (9. As
shown in Lemma 4.3, we obtain ¢ + CED ¢ Dy o, Thus, let esim  Dz.04.;
then we have Y icactPd; s b— [1] -+ esim, and it is equivalent to pd, ~
b— 2] -p— Zieact\{h}pdi + esim, the right hand side of which is pd;, in Hybs. [

Lemma 4.13 (Hyb; = Hybg). The distributions of Hyb, and Hybg are identical.

row

o for i € hongig is used only for

Proof. In Hyb;, mg‘c"nh is no longer used. Thus, m!

calculating maskerrESid) = )\act’i-Q(Sid)—i—m;‘z‘{"’i (line 9), and mgg'm- for i € hongg\{h}
is used only for calculating pd; := Ayt - ATS; + mgg'” (line 12). Hence, we have

maskerrl(.Sid) ~ U(Zy,) for i € hongg and pd; ~ U(Z,) for i € hongg\{h} in Hybg,
which are identically distributed as in Hybg. O

Lemma 4.14 (Hybg &~ Expt 4 14eal)- The distributions of Hybs and Expt 4 jgeal
are identical.

Proof. The only difference between Hybg and Expty j4ey is that the secret
shares {sk;,err;};c(n) <= Shamir.Sharez 7 n((sk,err)) in Hybs are replaced with
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{ski,erri}icin) < Shamir.Sharez, 7 n((0,0)) in Expt 4 ges, Which contain no
information about sk or err. In Hybg and Expt 4 |gea, Only the corrupted secret
shares {sk;,err; }iccory, are used, and |corrgg| < |corr] < T holds for any sid.
Hence, Hybg and Expt 4 |4e, are identically distributed owing to the privacy of
Shamir secret sharing (Constr. 3.18). O

The need for semantic security of the underlying FHE. Interestingly,
we do not require the semantic security of the underlying FHE for our security
proof (Theorem 4.7); we use LWE assumption only for “sanitizing” ciphertext in
the ServerDec procedure. Intuitively, this is because the partial decryption shares
(and shares of padding error () are masked with pseudorandom outputs of the
PRF. Our security definition (Definition 4.6) keeps the encryption oracle Enc
unchanged in the ideal experiment, and we only show that partial decryption
shares (and shares of padding error ) do not reveal any information to the
adversary. The semantic security of underlying FHE becomes necessary for
further application of our threshold decryption procedure. For example, in
MPC, we can use the semantic security of the underlying FHE to prove that
no information about the plaintext input of the ciphertext of each party P; is
provided to Server (and other parties).

Security against the untrusted (semi-honest) Server. Definition 4.6
defines the security against a (semi-honest) adversary who corrupts up to
T — 1 parties. As mentioned in Section 4.2, although the Server is assumed
neither to be corrupted by nor to corrupt any parties, it is untrusted (semi-
honest). We can prove the security against the Server more easily than in
Theorem 4.7. Although the Server receives masked errors from all parties act,
{maskerr; 1= Aseti - G + MY, biact, these values are pseudorandom to Server
under the pseudorandomness assumption of PRF (as shown in Lemma 4.10).
Additionally, note that the Server does not receive any partial decryption shares.

5 Our Threshold FHE Scheme from Module-LWE

Our threshold FHE scheme in the previous section is constructed from standard
LWE, without relying on “yet another” variant of LWE as in [PS25]. Thus, the
scheme can be naturally extended to the construction based on module-LWE.
Since the construction is almost the same as our LWE-based scheme, we describe
our ThFHE from MLWE (=mThFHE) in Appendix C.

However, the noise analysis, e.g., Lemma 4.3 is nontrivially different in
the MLWE setting: The distribution of our padding error is changed from

DZ)U0 FERETAE in the LWE setting (line 3 in Algo. 2) to DZ”,oo\/m in

pub
the MLWE setting (line 3 in Algo. 14), where Xy is a covariance matrix that
corresponds to the secret vector s over the polynomial ring.

We first provide preliminaries for MLWE in Section 5.1, and provide the
noise analysis in the MLWE setting (=Lemma 5.7) in Section 5.2. Then, using
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Lemma 5.7, we prove the correctness and security of mThFHE in Section 5.3 and
Section 5.4, respectively.

5.1 Preliminaries related to Module-LWE

We define R = Z[X]/(X™+1) and Ry = Zy4[X]/(X™ +1) for n a power of 2 and
q € N. For ease of notation, we define the coefficient vector, coefficient matriz
and coefficient Gram matriz as follows:

Definition 5.1. Let a = 22:01 a; X" € R, and define the coefficient vector of
a as a := vec(a) := (ag,a1,...,an—1)7 € Z". Let P := ( no_l_l) e M
be a (negacyclic) permutation matriz, and define the coefficient matriz of a as
A :=mat(a) := (aPa - P" 'a) € Z"*". The coefficient Gram matriz of a is
defined as X, := Gram(a) := AAT € Z"*",

For any a € R, we define ||a| := |lvec(a)|| and ||a||ec := ||vec(a)|loo. For the
distribution y over Z", we define R(x) := {a € R | vec(a) ~ x}. The randomized
Gaussian rounding | -], (Definition 3.16) naturally extends to vectors coefficient-
wise. The coefficient matrix is useful for describing a product:

Fact 5.2. For r,e € R, we have vec(re) = Re = Er, where R := mat(r),
r :=vec(r), E := mat(e) and e := vec(e).

From the structure of R, we obtain the following useful facts:

Fact 5.3. For any a € R, ||mat(a)||ien = ||vec(a)]l.
Fact 5.4. For any a # 0 € R, mat(a) is nonsingular.

The module-LWE problem is defined as follows:

Definition 5.5 (Module-LWE). Let k,m,q € N and x be a distribution over
Rq. We define the module-LWE distribution as follows: MLWE(k,m,q,x) =

{(A,b := As+e) | A & Rg”Xk,s — x¥, e < x™}. The advantage of an
algorithm A for solving d-MLWE is defined as Advi{M™*VE = | Pr[A(A, As+e) =
1] = PrlA(A,u + Z/{(R’;)) =1]|.

The smudging lemma (Lemma 3.15) is extended to multivariate Gaussian:

Corollary 5.6. Let n = poly(k), ¢ € Z" and 0 = 2(]|c||x2"). Then, we have
DZ",a,c s DZ",U-

5.2 Noise Analysis

We prove the counterpart of Lemma 4.3 in the MLWE setting, which is required
for the proof of correctness and security of our ThFHE from MLWE.
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Lemma 5.7 (Noise analysis). Let Xmiwe b€ @ Bmwe-bounded distribution over
Z st s = (s1,...,85) < R(XMwe)" satisfies min;e(y omin(Si) > L for some
¢ > 0 with overwhelming probability, where S; := mat(s;) (c.f. Definition 5.1).
Let € := negl(“% PEN, Ofiod > P+ \/%Bmlwen:_ (Zn); op = cC- \/%Bmlwen:_ (Zn)}
o1 > 1e(Z™). Let € < R(Dzn o), W € RY, and v :=u — pL%uL,O, and define
g =3 e Bsi» where Xy, := Gram(s;). Then, we have

¢i= |L(r-s+ )], ~ R(D ). (21)

Z",\/6325+(((7f|ood/17)2+0-%)1

Further, for Bow > \/kn?B2, .+ 1 and ¢ + R(Dzn,aom)’ we have

¢ +( ~s R(Dzn o), where 0gec := (/03 B2y, + (0fiood /P)* + 07 (22)

Proof. For any x € R¥, we denote the i-th elements of x by x; € R. Furthermore,
we denote the j-th coefficient of z; by x; ; € Z. Since |-|,, is performed element-
and coefficient-wise, we have r; ; = u; ; —p- L%Ui,j]ao- Thus, r;j ~ De, ;4 pZ.poo>
where ¢; ; = p{%um}. Note that ¢;; € p- (%Z) = Z is an integer. Now, we
also have r; ~ R(De,+pzn po, ), Where ¢; := (¢i1,-..,Cin) € Z". Thus, we have
7i8; ~ R(S; - D¢, +pzn poy) by Fact 5.2. Furthermore, we have

TiSi ~ R(DAimUoSi) where A, :=S;-c; +pS;-Z",

for any ¢ € [k], by Lemma 3.13 and Fact 5.4. Note that the coset A; satisfies
A; CZ" since S; and c; are an integer matrix and vector.

We now analyze the distribution of rTs + & = 2?21 ris; + € € R. Let
G := min(cfood /P, 70 /c), then we have & > v2nBmwen? (Z™) by the hypothesis.
Hence, we have min(cfieod, Min;e k) Omin (po0S;)) = po > V2npBuwend (Z7) >
V2 max;e ) ||pSi|liennd (Z™), where we use the fact that /nB > max;e|Si|lien
holds by Fact 5.3. Therefore, by the subsequent Lemma 5.9, we obtain

rTs + € % R(Dy ), Where 3= p203 B + 0foql.

Then, by Lemma 3.13 we also have ¢/ := %(rTs + &) =, R(D%Zn’%\/i)' Finally,

we obtain Eq. (21), by Lemma 3.11, if the conditions o1 > 7(Z") and (p*2~" +
oy H 2 > ne(%Z") are satisfied. By Fact 5.8, we have

amin((pQZfl + 01_2)71/2) > % min{%amin(\/i), o1} > % min{c, o1}

and & > v/2nBmwene (Z") (> ne(%Z”)) holds by the hypothesis. Hence, (p?X ! 4
o H~Y2 > ne(%Z”) holds by Fact 3.9. Thus, we only require o1 > n.(Z") to
obtain Eq. (21).

Next, we prove Eq. (22). To simplify the notation, let 3, := I%E + 031 and
3¢ = B2, I — X, then we have ¢ ~ R(Dy. 57) and ¢ ~ R(Dgn 5y /5¢)- BY
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Corollary 3.12, e+ =, 7%(DZ"7\/22_|F72)7 i.e., Eq. (22), holds if /X, > n.(Z™)
and (2, + (032¢)"1)"Y/2 > n(Z"). By Fact 5.8 and the hypothesis, we have

Tmin(VEe) > V2min(Lown(VE),01) > V2min(d,01) > 2v/nBmwere(Z7),
thus, /X, > 7.(Z™) holds by Fact 3.9. Again by Fact 5.8, we have
Umin((ze_l + ( ) ) 1/2) % min(omin(v/ Xe), UOUmin(v EC))'

Hence, we only need 0o0min( \/274) V21 (Z™). Since o¢ > V2n.(Z™) by the
hypothesis, we only need amln(ﬁ) 1. To prove this, it is sufficient to show
B¢~ 1= (B, — DI— 3¢ SiS] >~ 0. Note that the absolute value of every
elements of S;ST is < n-||vec(s;)||? < n?B2,,. by Fact 5.3. Hence, X —1 is strictly
diagonally dominant since (B2 1)— kn2B > 0 by the hypothesis. Further,

pub mlwe

it implies 3¢ — I > 0 (c.f., [HJ85, Thm. 6.1.10]). Thus, we have omin(\/E¢) =
\/)\min((EC*I +I \/)\mln C*I +1>1 O

We complete the proof by describing the deferred Fact 5.8 and Lemma 5.9:

Fact 5.8. For any X1,%; > 0, we have omn((Z7' + Z3H)"Y2) >
%min{amin(\/zl)ao—min(\/ 22)}

Lemma 5.9 (Adapted from [OT25, Lemma 5.4]). Let ¢ = negl(k). Let
3o, .., 2, € R™™ be positive definite matrices. Let Ay,...,Ar C Z" be
cosets of full-rank integer lattices £1(B1),...,Lx(Bk) with (nonsingular) basis
Bi,...,By. Let 7 := mineqo, . g} Omin(VE;) and B = max;c i | Billten- If
o> an (Z'™), we have

SieaDa, s + Do sy % D, = (23)

’ i=0

Proof. The proof is almost identical to that of [OT25, Lemma 5.4]. We provide
the proof in Appendix B for the completeness of this paper. O

5.3 Correctness

Since the syntax is identical, the correctness of our MLWE-based ThFHE
(Algo. 14) is also defined as in Definition 4.4. We prove the correctness:

Theorem 5.10 (Correctness). Assume parameters €,p, Xmiwe, Bmiwe, Bpub;
Oflood, 00,01 are selected as in Lemma 5.7. Furthermore, assume Ofiood =
£2(2"Beval) (Beval s defined as in Algo. 1‘)’) Q=p-q= oﬂood 2(/k), and
q = Odec - 2(\/K), where ogec 1= \/(aonub) + (Gflood /D)% + 02. Then, mThFHE
(Algo. 14) is correct.

Proof. The proof is essentially identical to Theorem 4.5, except for that we now
rely on the core analysis in the MLWE setting (=Lemma 5.7) and multivariate
version of the smudging lemma (=Corollary 5.6), instead of Lemma 4.3 and
Lemma 3.15, respectively. U
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5.4 Security

The security of our mThFHE (Algo. 14) is almost identically defined as Defini-
tion 4.6, by replacing variables over Z; with the corresponding variables over
R’;. The security can be proved by MLWE assumption as follows:

Theorem 5.11 (Security). mThFHE (Algo. 14) is simulation-secure under the
assumption on the pseudorandomness of PRF and d-MLWE(n,m, @, xiwe): For
any PPT algorithms D, A, there exists PPT algorithms Sim, Bywe and Bpgrg s.t.

ThFHE d-MLWE (m,k,Q, R (Xmwe)) + AdvPRF

Advp' (k) < Advg, - Bowe () + negl(k),

if €,1,4, @, Bmiwe; Bpubs Xmiwe; Tfiood, 00, 01 are selected as in Theorem 5.10.

Proof. The proof is almost identical to that of Theorem 4.7, except for that we
rely on Lemma 5.7 instead of Lemma 4.3. O
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A Definition of Pseudorandom Function

We rely on the multi-instance variant of the pseudorandom functions PRF given
in [PKM™24a]. Here, we refer to the definition for the completeness.

Definition A.1 (Pseudorandom function). Let x be a security parameter
and n,l € N. We say that a deterministic PPT algorithm PRF : {0,1}* x
{0,1}™ — {0,1}! is pseudorandom function if for any PPT algorithm A we have

AV (k) = | Pr[Gamef{ (k) = 1] — | = negl(x),
where Gamei‘RF is defined as in Algo. 12.

Algorithm 12: Security game of PRF.

GameiRF(Fa): OPRF(i, S {0, 1}"):
1 List[] :=0 6 if List[s] = () then
2 b+ {0,1} seed «— {0,1}", List[i] < seed
3 b« AOPRF (k) 7 seed « List[i]
4 if b=V then return 1 8 yo < U{0,1}1), y1 <+ PRF(seed, z)
5 else return 0 9 return y,

B Proof of Lemma 5.9

Although the proof of Lemma 5.9 is almost identical to that of [OT25, Lemma
5.4], we provide the proof in this section for the completeness:

Proof. By using Corollary 3.12, we first show
Dayvsr + Do vz s Do ysorss (24)

We obtain v/Xg > 1.(Z") by Fact 3.9 and the hypothesis omin(v/Xo) > 7 >
V2B (ZM) > nF (ZM). We have 1/ (S5 + 2711 > 1.(£1(B1)) because

V

Umin( (Eal + 21_1)_1) = % min{amin< V E0)70-mi1r1( V E1)}
750 2 [|Bihean (Z7)

Y

by Fact 5.8 and the hypothesis & > 2By (Z™) > v/2||B1|lienn? (Z"). Therefore,
we obtain Eq. (24) by Corollary 3.12 since A; C Z™. Next, we show

D, s + Don ysors, s Don ysorsirs, (25)
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Algorithm 13: Module-LWE-based underlying FHE scheme mFHE :=
(PP, KeyGen, Setup, Enc, Dec)
PP(1%,1N) — pp:
1 return pp := (n, k, m, Q, Xmiwe, Beval)
KeyGen():
2 sk:=5 ¢ R(Xmwe)"s Pk := (A, b := As +e) ~ MLWE(k, m, Q, R(Xmwe))
3 Generate the evaluation key evk
4 return (evk, pk, sk)
Enc(pk, up € M :=R»):
5 T < R(Xﬁlwe)m7 f R(Xynzlwe)k7 f A 7Q(X”n?llwe)
6 return ct:= (a,b) := (rTA+f,r’b+ f+ |$] ) € RZH
Note: PP outputs pp s.t. the noise in the ciphertext e« := b — aTs — L%J -l
satisfies ||ect||co < Beval with overwhelming probability
Eval(evk, C, ct1,...,ctr):
7 return ct := (&,0) s.t. €eval :=b—2aTs — L%J -C(p, ..., ) satisfies
|€eval]| oo < Beval for any C, where p1, ..., u are the plaintexts of ctq,...,ct;
Dec(sk, ct := (a,b)) - @ € M:
8 return 1 := | (b— aTs)/L%ﬂ

via Corollary 3.12 again. By Fact 3.9, Fact 5.8 and the hypothesis 1 (Z") < 7,
we have Xy + X1 > 1.(Z") because we have

O—min(\/m) 2 min“&’min(\/ﬂ); Jmin(\/i)} Z a— Z nj(zn)

Furthermore, we have \/((Eo + X)L+ 3171 > 0 (£1(Bsy)) because

V

Guin(y/ (B0 + 207+ 3571 2 L mnin{oruia(So + 51), 0 (52))
% min{gmin(EO)a Umin(zl)v Crmin(EQ)}

15 > ||Ballienny (2")

%

Y

holds by the hypothesis & > v2Bn (Z™) > /2| Balienns (Z™). Hence, we obtain
Eq. (25) by Corollary 3.12. Repeating the above, we obtain Eq. (23). O

C Onmitted Construction of our MLWE-based ThFHE

In this section, we extend our LWE-based threshold FHE presented in Section 4
into the construction based on module-LWE.

We first describe underlying FHE scheme based on MLWE in Algo. 13. The
syntax of FHE is the same as Definition 4.1. Then, we present our MLWE-based
threshold FHE scheme in Algo. 14.
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Algorithm 14: Our threshold FHE from Module-LWE: mThFHE := (PP,
KeyGen, Setup, Enc, MaskErr, ServerDec, PartDec, FinDec).

PP(1%,1M):
1 return pp := (T,n,k,m,p,q,Q = P - q, Xmiwe; 00, 01, Oficod s Bpub, Beval; Lec)
KeyGen(T, N):
2 Let (evk, pk,sk) « mFHE.KeyGen(), and denote sk =s = (s1,...,s%)T.
3 err:=¢ = (CM,..., ¢Fo)) ("R(DZ"’UO\/m))LDEC7 where
s 1= cpp Gram(si).
{ski :=si, err; := ¢, }icin) < Shamirg,, 7 n.Share((sk, err))
for (i,7) € [N] x [N] do seed; ; < {0,1}"
for i € [N] do seedset; := {seed; ;,seed; :} e[
return (evk, pk, sk, err, {sk;, err;, seedset; };c(n7)
Enc(pk, up € M :=R»):
8 return ct <~ mFHE.Enc(pk, 1) (defined in Algo. 13)
Eval(evk, C, cty,...,ct;):
9 return Cteval < mFHE.Eval(evk, C, cty,...,ct;) (defined in Algo. 13)

B >N, BTN

MaskErr(err;, seedset;, act, sid):
10 my; o=, PRF(seed; j,sid) € Ry

y y
11 return maskerrgs' ) .= Aact,i 'Ci(S' ) 4 mit; € Rq

ServerDec(ct, act, sid, {maskerrESid>}ieact):
12 Ctfresh <= Encpk(0), € <= R(Dzn o404)
13 ctjp := (Ctinyo, Ctin’l) = ct + Ctfresh + (0, @) c Ré;rl,
: Ctin,o-‘ S Rg

g0

1
14 Clgec,0 := \‘;

15 Ctdec,l = \‘% . Ctin,l—‘ + ZiEact maSkerrESId) € Rq
o1 _
16 return Ctgec := (Ctdec,0, Ctdec,1) := (a,b)
PartDec(ctqec := (@, b), ski, seedset;, act, sid):
17 M3 = > e, PRF(seed;;, sid) € R,
18 return pd; := Mace,i -aTS; + Mm%, € Ry

FinDec(ctgec := (&, b), {pd, }icact,act) = T € M or L:
19 assert {|act| > T}
20 return 7i:= (b= ¥,c.pd,)/ 4]
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