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Abstract

Decentralization is a great enabler for adoption of modern cryptography in real-world sys-
tems. Widespread adoption of blockchains and secure multi-party computation protocols are
perfect evidentiary examples for dramatic rise in deployment of decentralized cryptographic
systems. Much of cryptographic research can be viewed as reducing (or eliminating) the de-
pendence on trusted parties, while shielding from stronger adversarial threats. In this work, we
study the problem of multi-authority functional encryption (MAFE), a popular decentralized
generalization of functional encryption (FE). Our main contributions are:

1. We design MAFE for all poly-sized circuits, in the bounded collusion model, under the min-
imal assumption of PKE/OWTFs. Prior to our work, this required either sub-exponentially
secure obfuscation, or log n-party key exchange, or Random Oracles and sub-exponentially
secure PKE. We also extend our constructions to the dynamic collusion model under the
minimal assumptions of IBE/OWFs. Unlike all prior works, our MAFE systems are truly
dynamic and put no restrictions on the maximum number of authorities.

2. Under the hardness of learning with errors (LWE) assumption, we design MAFE for all
poly-sized circuits where we allow adversaries to adaptively corrupt local authorities. We
allow an adversary to corrupt any k out of n local authorities as long as (Z) = poly(A).
Prior to this, such MAFE relied on sub-exponentially secure obfuscation. Additionally, we
design a new MAFE compiler for boosting selective authority corruptions to non-adaptive
authority corruptions.

3. We prove a tight implication from MAFE to (VBB/indistinguishability) obfuscation. We
show that MAFE implies obfuscation only if the number of attribute bits (jointly) con-
trolled by all corrupt local authorities is w(logA). This proves optimality of our second
result for a wide range of parameters.

4. Finally, we propose a new MAFE system that we refer to as multi-authority attribute-
based functional encryption (MA-ABFE). We view it as an approach to get best of both
worlds (fully collusion resistant MA-ABE, and bounded collusion resistant MAFE). By
combining our results with prior MA-ABE results, we obtain MA-ABFE for NC! o P/Poly
from standard pairing-based assumptions, and for DNF o P/Poly from LWE, both in the
Random Oracle Model. We also describe a simple construction of MA-ABE for general
predicates from witness encryption, and combining with known results, we also get MA-
ABFE for P/Poly o P/Poly from evasive LWE.

*Email: rishab@cs.wisc.edu. Support for this research was provided by OVCRGE at UW-Madison with funding
from the Wisconsin Alumni Research Foundation.
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1 Introduction

In standard FE [SW05, BSW11], there is a single trusted authority that generates the global public
parameters pp and a master (secret) key msk. The trusted authority is responsible for securely
storing msk as well as generating and distributing functional secret keys to authorized users. Each
functional key, sk, is associated with an attribute x. And, given pp, one can encrypt any efficiently
computable predicate ¢, such that the resulting ciphertext can be decrypted using sk, to learn
¢(z), and nothing else. FE pushes the envelope of public-key encryption significantly by upgrading
ciphertexts from static (all-or-nothing) objects to dynamic objects providing fine-grained control
over encrypted data.

KEY ESCROW AND SINGLE POINT-OF-FAILURE. Unfortunately, the FE advancement comes at
the cost of establishing a central point of trust! FE assumes a single trusted authority that has a
master key msk for the entire system throughout its lifetime. While this is essential for supporting
fine-grained access control, it is quite troubling for practical applications since this trust model is
too strong. The authority could intercept and decrypt any ciphertext ct using msk. Moreover, it
becomes a single point-of-failure. If the authority gets corrupted, then all security is lost! This was
beautifully explained in Rogaway’s essay [Rogl5]. It highlights that FE implicitly embeds such key
escrow problems at the cost of promising powerful functionality.

In light of these limitations, it is very important to study FE in decentralized settings reducing
the dependence on a central trusted party. Over the last three decades, the problem of decentralizing
FE has received a lot of attention. Numerous approaches have been studied to weaken the trust
model [BF01, CHSS02, ARP03, LBD*04, CCV04, Goy07, PS08, GHMR18, GHM 19, GV20] in FE
and its various specializations [Sha85, Coc01, BF01, GPSWO06]. One very popular and well-adopted
approach is colloquially referred as the multi-authority model [Cha07, CC09, LW11, BCG*17b].

MuLTI-AUTHORITY FE (MAFE) is an established generalization of traditional FE. The goal is to
decentralize trust from a single central authority to a group of (non-interactive and mistrusting)
local authorities. Each local authority samples its own public-secret key pair (mpk,, msk,), pub-
lishing mpk,, publicly. The point is each local authority has control over only a small subspace of
attributes. A sender can select any subset of authorities, U, under which it wants to encrypt its
predicate ¢. The sender only needs {mpk, },cp for those authorities.

Unlike standard FE, the key generation process is fully decentralized. There is no interaction
between the local authorities, nor they are aware of each other’s existence! Each receiver (annotated
with a unique global public identifier! GID) can request a partial functional key from an authority u
for the portion of the attribute space controlled by u. E.g., Department of Motor Vehicles (DMV)
can act as a local authority, and it will only control the attribute bit(s) associated with a user’s
driving license information. Thus, user GID can ask authority u for a partial functional key for
its local attribute x,, and gets a key sk, ., cip annotated with its GID and associated with its
authorized attribute. To decrypt, a user combines all partial functional keys it has, {sky_z,GID }u,
and use them as its joint functional key.

Clearly, MAFE has all advantages of FE (such as fine-grained access control) while simul-
taneously relaxing the underlying trust assumption. It offers significant robustness by resisting
attackers that can fully corrupt some of the local authorities. This makes it readily more suitable
for applications, since there is no single point-of-failure and does not suffer from key escrow.

L As we discuss later, usage of GIDs is a common and well-known approach to prevent mix-and-match attacks in the
multi-authority setting.



Current landscape for available constructions of MAFE is unfortunately very limited. We either can
achieve all-or-nothing functionality? [Cha07, CC09, LW11, MJ18, Kim19, WFL19, OT20, DKW21,
AG21, AGT21, DKW23, DP23, GGL24], or rely on very heavy hammers like sub-ezponentially
secure indistinguishability obfuscation (i10) [BCGT17b]. A recent work by Goyal-Yadugiri [GY24]
made interesting progress by developing new templates for designing MAFE, but their schemes are
insecure even if a single local authority gets compromised, and require sub-exponential hardness
assumptions (for any w(1) number of authorities). This highlights major gaps and deficiencies in
our understanding of MAFE systems.

Our contributions. We design multiple new MAFE systems with varying functionality and se-
curity. Most of our MAFE schemes are designed in the standard model, and rely on polynomial
hardness of standard cryptographic assumptions. We improve prior lower bounds tightening im-
plications between MAFE and obfuscation [BGIT12]. Overall, our work addresses many existing
gaps in the MAFE literature, and builds a better toolkit for multi-authority encryption systems.
Our main contributions can be summarized as follows:

1. We design MAFE for all poly-sized circuits, in the bounded collusion model [DKXY02, SS10,
GLW12, GVW12], under the minimal assumption of public-key encryption. Our construction
extends to the secret-key setting, where our secret-key MAFE construction only relies on
the minimal assumption of one-way functions. Prior to our work, MAFE for all poly-sized
circuits required either sub-exponentially secure iO [BCG'17b], or log n-party key exchange
for n-authority MAFE [GY24], or Random Oracles and sub-exponentially secure PKE [GY24].

We also design MAFE for all circuits in the dynamic collusion model [AMVY21, GGLW22]
(i.e., collusion bound is dynamically chosen by an encryptor, and not fixed during setup) under
the minimal assumption of identity-based encryption and one-way functions (for secret-key
setting). Moreover, we do not put a limit on the number of local authorities, or require any
global coordination in any of our MAFE systems. Each local authority can join and generate
partial functional keys independent of others. All prior MAFE constructions [BCGT17b,
GY24] required an a-priori bound on the number of authorities, and [GY24] also required all
authorities to have finished system setup before any functional keys had to be generated.

2. Under the hardness of learning with errors (LWE) assumption, we design MAFE for all poly-
sized circuits where we allow adversaries to adaptively corrupt local authorities. We allow
an adversary to corrupt any k out of n local authorities as long as (Z) = poly()), and treat
corruptions for the rest of (n — k) authorities as in the dynamic collusion model. Prior to
this, the only known MAFE construction providing such security relied on sub-exponentially
secure i0 [BCGT17b].

As an additional contribution, we design a new compiler for MAFE, where we show that any
MAFE scheme where the attacker declares the set of corrupted authorities selectively can be
boosted to an MAFE scheme where the attacker can declare these non-adaptively (i.e., before
the challenge phase).

3. Brakerski et al. [BCG117b] showed that any MAFE scheme, that is secure even against a sin-
gle local authority corruption, implies a (VBB/ indistinguishability) obfuscation scheme [BGIT12].
We prove a tighter formulation of this implication, giving us a better lower bound for MAFE.

2By this we mean multi-authority attribute-based encryption and its inner-product extensions.



We show that as long the number of attribute bits (jointly) controlled by all corrupt local
authorities is bounded as O(log A), then it does not imply obfuscation. That is, an MAFE
scheme which is secure in presence of w(log A) “corrupted” attribute bits implies (VBB/ in-
distinguishability) obfuscation. (This proves optimality of our second result for a wide range
of parameters.)

4. Finally, we propose a new MAFE system that we refer to as multi-authority attribute-based
functional encryption (MA-ABFE). As we discuss later in the overview, this is a non-trivial
composition® of MA-ABE and MAFE. The goal of the above formulation is to design an MA-
ABFE schemes that allows an unbounded number of unsatisfying key queries and bounded
number of satisfying key queries. We view it as an approach to get best of both worlds (fully
collusion resistant MA-ABE, and bounded collusion resistant MAFE). By combining our
results with prior MA-ABE constructions [LW11, DKW21, DKW23], we obtain MA-ABFE
for NC! o P/Poly from standard pairing-based assumptions, and for DNF o P/Poly from LWE,
both in the Random Oracle Model.

We also describe a simple construction of MA-ABE for general predicates from witness en-
cryption [GGSW13] without relying on Random Oracles. The only prior work in MA-ABE
that does not rely on Random Oracles was by Waters et al. [WWW22], but they could only
support the class of subset predicates. We show how to support arbitrary polynomial sized cir-
cuits. Instantiating our new MA-ABE with known results [VWW22], we also get MA-ABFE
for P/Poly o P/Poly from evasive LWE assumption [Wee22, Tsa22].

Reference | Authorities | Security | Corruptions Assumption ROM
[BCGT17D] poly(X) Full v Sub-exp iO + OWFs | No
[GY24] O(1) Static X (B)DDH No
[GY24] poly()) Static X Sub-exp PKE Yes
Theorem 5.3 poly(X) Static X PKE No
Theorem 6.5 poly(\) Dynamic X IBE No
Theorem 7.4 poly(X) Dynamic v LWE No

Table 1: Comparison of our results with prior works on MAFE for P/Poly circuits with adaptive security.
In the table Security column refers to the collusion-resistance property. “Fixed” refers to an a-priori bound
on partial functional key corruptions set for the whole system. “Dynamic” refers to the bound set for each
ciphertext [AMVY21, GGLW22].

Related work. MAFE was proposed nearly a decade ago as generalization of FE by [BCGT17b].
Despite this, the only known constructions for P/Poly circuits are [BCG117b, GY24]. The former
provided construction of indistinguishability-based MAFE with unbounded collusions where more
than one secret key per GID can be issued using sub-exponential iO and injective one-way functions.
Moreover, this construction can handle arbitrary authority corruptions. [BCGT17b] also provided
relations between MAFE and iO/VBB regardless of whether MAFE allows authority corruptions.
[GY24] identified that these implications aren’t tight in case of MAFE without authority corruptions
and that issuing more than one secret key per GID goes against the motivation to use GIDs. [GY24]

3 A trivial composition would be to first create an MAFE ciphertext, and then encrypt it under MA-ABE. Unfortu-
nately, this is totally insecure as we explain later.



Reference Assumption PolC Query Bound | Security | ROM

[AGT21] Pairings LSSS o IP (poly, poly) Selective Yes

[DP23] BDDH LSSS o IP (poly, poly) Static Yes
g?f;ﬁf; 11(36:; Evasive LWE | P/Poly o P/Poly (poly, @) Static No
[DKW23], Theorem 13.2 | Sub-exp pairings | NC! o P/Poly (poly, Q) Adaptive | Yes
[DKW21], Corollary 13.3 LWE DNF o P/Poly (poly, @) Static Yes

Table 2: Comparison of our results with prior works on MA-ABFE. Here, P is the policy class (for ABE
part) and C is the circuit class (for FE part). LSSS is the policy class for linear secret sharing schemes and
IP is inner-product functionality. By (poly, @) we mean unbounded “unsatisfying” queries and @ “satisfying”
queries.

provided constructions where a bounded number of GID queries are allowed with static security
from (plain) PKE, adaptive security for poly(A) authorities in ROM [BR93] from sub-exponential
PKE and for O(1) authorities from 2/3-party key exchange. All constructions of [GY24] satisfy
simulation security.

MA-ABE [Cha07, CC09] is an all-or-nothing specialization of MAFE, where if the policy is
satisfied, then one learns the full message. [LW11] constructed decentralized ABE for monotone
span programs using paring-based assumptions. Both multi-authority and decentralized ABE saw
multitude of results in the past decade (cf. [MJ18, Kim19, WFL19, OT20, AG21] and the references
there in). Recently, [DKW23] constructed an MA-ABE scheme for NC! policies from computational
pairing-based assumptions and [DKW21] constructed MA-ABE for DNF formulae from LWE. Both
these works relied on the Random Oracle Model. The only known construction for MA-ABE
that does not rely on ROM is by Waters et al. [WWW22], and could support subset predicate
under the hardness of evasive LWE. In the bounded collusion setting, [WFL19, GGL24] construct
MA-ABE schemes for monotone boolean formulae and circuits respectively from nearly minimal
assumptions.

2 Technical Overview

In this section, we provide a high-level overview of our main ideas and techniques. We start by
recalling the definition of MAFE.

Reviewing MAFE. An MAFE scheme contains four main algorithms (ASetup, KGen, Enc, Dec).
The authority setup algorithm ASetup is used by each authority to sample master public-secret key
pair MPK,; MSK on their own (i.e., without any interaction or synchronization). The key generation
algorithm KGen algorithm is used by each authority to compute a partial secret key for a portion
of the input z; using their MSK;. Enc and Dec are defined similar to FE, where the master public
key consists of {MPK;}; from all authorities, and the secret key for input X = (z;); is {SK; 4, }i-
To avoid mix-and-match attacks (by combining keys for two users from two different authorities),
every partial secret key is embedded with a global user identifier GID. We refer the reader to prior
works [LW11, GY24] to get a better understanding of GID. For this high level overview, we mostly
ignore GIDs while explaining our main ideas.

To define the security of MAFE, we consider two types of corruptions — (a) secret key corrup-
tions, (b) authority corruptions. A type-(a) attacker can only query for secret keys for various
inputs from each authority, but not corrupt their master keys. Type-(a+b) is a stronger attacker,



who can additionally corrupt MSK; of any authority of its choice. In this work, we work in the
bounded collusion model [DKXY02, SS10, GLW12], where the attacker can make a fixed number
(say Q) of type (a) corruption queries to each authority. In addition, we also consider stronger
corruptions, where an attacker can adaptively corrupt any authority’s MSK; as well. That is, we
consider both type (a) and (a+b) adversaries.

In Section 2.1, we consider only type-(a) adversaries, and later in Section 2.2, we expand our de-
signs to resist type-(a+b) adversaries as well. Finally, in Section 2.3, we also expand our techniques
and combine them with fully-collusion-resistant (multi-authority) attribute-based encryption sys-
tems to handle an unbounded number of unsatisfying predicate queries, and a bounded number of
satisfying predicate queries.

2.1 MAFE from Minimal Assumptions

Our first goal is to design an MAFE scheme from public-key encryption (PKE). Prior works [BCG117b,
GY24] require far stronger assumptions, or rely on random oracle heuristics (see Table 1). Our core
technique is a new compiler for composing n single-authority FE systems with a single n-authority
MAFE system with very weak security. We design such a weak n-authority MAFE from PKE, and
plugging this in our new compiler, we design an n-authority MAFE with standard security. Let us
describe our new weak MAFE notion.

MAFE with trusted setup. The main technical tool we use is a new notion of MAFE which
we call MAFE with trusted setup (tMAFE). Given the goal of MAFE is to remove the need for a
central trusted party, it seems rather meaningless to even define the notion of MAFE with trusted
setup. Regardless, as we show later, tMAFE is surprisingly the right abstraction for designing
standard decentralized MAFE. Let us first expand on the notion of tMAFE.

In tMAFE, there is a central trusted authority that generates master public-secret keys for all
authorities and distributes it to every authority. Thus, individual authorities do not sample any
master public-secret keys. Essentially, instead of the ASetup algorithm, tMAFE has a global setup
GSetup algorithm to generate {(MPK;, MSK;)}; for all authorities. Other than this, tMAFE is
defined as its standard (decentralized) counterpart. That is, each authority generates partial secret
keys in a decentralized and asynchronous manner as before. For security, we consider a nearly
identical game, except the challenger generates all authority keys by running GSetup instead of
ASetup n times. Next, we show how to generically bootstrap tMAFE to a standard (non-trusted)
MAFE scheme.

tMAFE —> MAFE. Note that tMAFE already captures the desired functionality that we want
from general MAFE, except the authorities need to get together to sample their individual master
public-secret keys. Our idea is to delegate the computation of tMAFE’s global setup to encryption,
by relying on another FE layer to handle the trusted setup problem. Suppose we have a single-
authority FE scheme, let us call it 1-FE. Our plan is to use 1-FE to generate n independent 1-FE
systems, one for each individual authority, and somehow use these independent systems to unlock
the tMAFE secret keys. Let us explain further.

In our MAFE systems, we ask the encryptor to run the global setup, GSetup, for tMAFE.
This gives the encryptor a set of n master public-secret key pairs for tMAFE. Clearly, it can
encrypt the predicate circuit (C) using tMAFE encryption. But, the question is how to share
the tMAFE authority keys with the “real” authorities, or rather how to ensure an authorized user
gets the right tMAFE key without talking to the encryptor? Our insight is that this can be



achieved by delegating the tMAFE key generation. That is, we encrypt tMAFE.KGen circuit,
with -th tMAFE master key hardwired, under the i-th 1-FE system. Concretely, each authority
samples 1-FE keys (1-fe.mpk;, 1-fe.msk; ), and uses 1-fe.msk; to answer secret key queries as SK; 5, <
1-FE.KGen(1-fe.msk;, z;). During encryption, we run a fresh GSetup for tMAFE to generate n
authority key pairs, {(MPK;, MSK;)};. Given {MPK;};, encrypt C' as tMAFE.Enc(C). Moreover,
delegate tMAFE key generation by creating n 1-FE ciphertexts as 1-FE.Enc(1-fe.mpk;, F;), where
F; = tMAFE.KGen(MSK;, ). The resulting 1-FE ciphertexts {1-fe.ct;}; and tMAFE ciphertext
tMAFE.ct are jointly set as the full MAFE ciphertext. Clearly, decryption is done in two stages— (i)
decrypt {1-fe.ct; }; using {SK; 5, }i (resp.) to compute tMAFE.SK; ;,, and (ii) then decrypt tMAFE.ct
using these to recover C(x1,...,zy).

The security of the above template can be quite readily reduced to 1-FE and tMAFE security.
The intuition is that as long as none of authorities are corrupted, we can argue that each 1-FE
ciphertext only reveals the tMAFE keys for authorized inputs. Once this happens, we can proceed
to show the tMAFE.ct hides C' beyond what can be learned by running decryption honestly. Our
compiler is described in detail later in Section 5. We highlight that we do not need any synchro-
nization among the authorities, they are even oblivious to the existence of each other. Thus, we
do not require an a-priori bound on the number of authorities, and neither we need to pass any
public/secret key between authorities before key generation. Thus, our resulting MAFE scheme
supports fully dynamic authorities, unlike prior works [BCGT17b, GY24]. Looking ahead, this
simplicity and modularity of our template makes it readily extendable to several other corruption
models like the dynamic collusion model [AMVY21, GGLW22, GGL24], full authority corrup-
tions [LW11, BCGT17b]. Next, we talk about constructing tMAFE, and later circle back to other
improvements of our base template.

Constructing tMAFE. Since we already have constructions for 1-FE for poly-size circuits from
minimal assumptions (public/symmetric-key encryption) [GVW12, AV19], thus to instantiate our
compiler from minimal assumptions, we just need to design tMAFE under same set of assumptions.

A natural question the reader might have is: isn’t tMAFE already pretty close to a single-
authority FE (1-FE) system? Basically, since there is a trusted setup, then what prevents us from
sampling just a 1-FE system during the global setup, GSetup, and later thresholdizing by relying
on some threshold homomorphic encryption techniques [BGG™18]. While this will not give us the
desired result from minimal assumptions, it does suggest that designing tMAFE might not be so
hard after all. Although this is a good first idea, looking a bit carefully shows why such an approach
will be flawed.

Recall that a major feature of (t)MAFE is that each authority only generates a partial key for
its portion of the attribute. That is, authority i only gets to see x;, and not the full input (z1,...).
Therefore, any approach to just use threshold FHE (or even 2-round MPC-techniques) might just
faill Because, in such approaches, we either need all parties to know the full input, or there needs
to be another round of communication. Both of these are not allowed in the multi-authority model.
Therefore, we really have to design tMAFE from ground up.

Our strategy is to open up known constructions for 1-FE/MAFE [SS10, GVW12, AV19, GY24],
and generalize their frameworks to the trusted setup model, while relying only on minimal as-
sumptions. We start with the beautiful 1-FE construction by Gorbunov-Vaikuntanathan-Wee
(GVW) [GVW12]. In a few words, the reason GVW is not already a multi-authority system is
because: (i) neither their key generation is distributed, (ii) nor their security reductions can han-
dle attackers that can learn partial secret keys adaptively. Such issues were recently explored by



Goyal-Yadugiri [GY24], who designed (standard) MAFE from simple assumptions (see Table 1).
While [GY24] were able to resolve (i) pretty easily, the second issue turned out a lot more chal-
lenging. To which, they relied on stronger assumptions like n-party non-interactive key exchange
(NIKE), or sub-exponential security and random oracle (RO) heuristics.

Our insight is that if we work in the trusted setting, then we could get around issue (ii).
Abstractly, the core missing piece that prohibits known 1-FE schemes [GVW12, AV19, GY24] to
become multi-authority is we need each authority to take certain (randomized) choices to answer a
partial key query for a particular GID consistently. Without an extra round of interaction between
authorities, this is hard to solve. (This is why [GY24] used NIKE.) Our observation is that, in
tMAFE, we have a global setup option. Thus, we can fix this issue by secretly selecting a random
function to synchronize between all n authorities. Basically, this function would deterministically
provide consistent choices to every authority. In the main body, we show that by selecting a vanilla
pseudo-random function during GSetup, we can set the function as F(-), where K is the globally
shared PRF key. Since we only consider type-(a) adversaries, K is never corrupted, and we can
use pseudorandomness security of F' to prove security of resulting tMAFE. Our tMAFE system
directly builds on proof techniques from prior works [GVW12, AV19, GY24], and we provide more
details in Section 4.

We remark that our tMAFE construction easily generalizes to the secret-key setting as well.
Therefore, we are able to design a tMAFE scheme in the public-key setting under the minimal
assumption of PKE, while in the secret-key setting under the minimal assumption of one-way
functions. Therefore, combining the above with our base (tMAFE =— MAFE) template, we
can design MAFE for all poly-size circuits secure against all type-(a) adversaries in the bounded
collusion model. We also can extend our secret-key MAFE scheme to be function hiding by relying
on prior compilers [BS18].

Handling dynamic collusions in MAFE. As a natural progression, we improve our base MAFE
template to resist attackers in the dynamic collusion model [AMVY21, GGLW22|. The dynamic
collusion model is a non-trivial strengthening of the (static) bounded collusion model, where the
collusion bound is selected by an encryptor, and not fixed globally after system setup. That is,
the bound (@ is declared during Enc, and as such the ASetup, KGen algorithms are independent of
(. This allows a more fine-grained control over collusion security for each ciphertext, and we refer
to [AMVY21, GGLW22, GGL24] for a detailed discussion on more benefits.

Let us reuse our base template! Our intuition is that if we use a 1-FE secure in the dynamic collusion
model, then our original MAFE template ‘almost’ already gives us an MAFE with desired security.
The reason is that a dynamic model 1-FE already guarantees that its setup and key generation
are independent of any collusion bound, thus ASetup and KGen for our resulting MAFE will also
be independent of the collusion bound. All that is left to check is that the resulting encryption
algorithm does support dynamic collusions. And, this also seems relatively straightforward since
the encryptor really samples a fresh tMAFE system, thus in the dynamic model, the encryptor can
sample the tMAFE for appropriate level of collusion security. Overall, this seems to suggest that
we can quite easily extend our MAFE to be secure in the dynamic collusion model.
Unfortunately, there is an intricate bug in the above approach. The reason is that the size of
a tMAFE partial key, [tMAFE.SK; ;,| grows polynomially with the collusion bound, . Thus, the
1-FE system that we want to use must be able to evaluate functions whose output lengths scale
with @. This is too strong, and one could even show that this is almost equivalent to full collusion
resistance. While this seems like a major barrier, our observation is that this can be fixed by



simply designing ‘slightly better’ tMAFE systems. That is, suppose we can design tMAFE where
[tMAFE.SK; ;,| = poly(A,log @), then the issue goes away, and our original template is enough for
MAFE in the dynamic collusion model. Given 1-FE in the dynamic model can be constructed
from identity-based encryption (IBE) [AMVY21, GGLW22, GGL24] (or one-way functions in the
secret-key setting), this gives us a matching result for dynamic collusion MAFE.

Thus, we have reduced the dynamic collusion problem to designing tMAFE with ‘short’ secret
keys. As it turns out, this problem was also encountered in the single-authority setting [GGLW22].
Garg et al. [GGLW22] referred to this as designing 1-FE with weakly optimal efficiency. While their
original solution was a very complicated design, in a recent follow-up work Garg et al. [GGL24] pre-
sented a simpler generic approach to boost security of any 1-FE to dynamic collusion security. At a
very high level, their idea was to use the “deferred-encryption” paradigm [GKW16, DG17b, DG17a,
GHMR18, GHM 119, GV20] to embed ‘tags’ in every ciphertext and secret keys. The purpose of
these tags was to ensure ciphertexts and keys with only matching tags can be decrypted. Garg et
al. [GGLW22, GGL24] proved that such a tagged 1-FE is sufficient to achieve weak optimality by
using standard combinatorial tricks. We refer the reader to [GGL24] for a detailed overview.

Our approach is to follow a similar template to achieve weak optimality for tMAFE. That is, first
we embed ‘tags’ in every partial secret keys as well as ciphertexts, with the same tag functionality
as in [GGLW22, GGL24]. And, then using standard combinatorial arguments, we boost this to
weak optimality. Since we are in the multi-authority setting, thus we need to be extra careful while
embedding tagging a la [GGL24]. The reason is, unlike single-authority setting, there are multiple
authorities where each will have to individually embed a consistent tag. While this could be a big
hurdle, what saves us is that we are working in the trusted model, thus we could rely on the same
PRF trick as before. As we shown in Section 6, this is sufficient to design tMAFE with weakly
optimal efficiency generically, and in turn, this gives us an MAFE in the dynamic collusion model
from minimal* assumption of IBE (/one-way functions in secret-key setting).

So far, we have addressed the problem of designing MAFE against type-(a) attackers from minimal
assumptions. However, such attackers are severely limited in two ways: (1) an attacker cannot
corrupt master secret keys, and (2) an attacker cannot make more than a fixed number secret key
queries (even if those keys do not provide any meaningful output). In the rest of the overview, we
tackle both these problems.

2.2 MAFE with Authority Corruptions

In this section, we provide three main results. First, we design an MAFE scheme that is secure
against type-(a+b) attackers. That is, we can prove security in presence of corrupt authorities.
Next, we provide new generic compilers for boosting security of MAFE schemes with corrupt author-
ities. These generic compilers reduce the problem of designing MAFE with authority corruptions to
a simpler model. And, lastly, we show improved lower bounds for MAFE with corrupt authorities,
highlighting optimality of our MAFE design for a wide range of parameters. Let us dive into our
first result.

Corrupt authorities. As a starting point, we set a much simpler goal. We start by designing
MAFE that can handle authority corruptions only when all corrupt authorities are declared a-
priori. That is, the MAFE system is initialized given a set of corrupted authorities K C [n]. While

“Refer to [AMVY21] for a discussion on minimality of IBE.



such “declared” corruptions do not capture any real-world attacks, we will show later how these
can be used as stepping stones for handling arbitrary corruptions.

Consider I = {1}, i.e. only first authority is corrupt. Such an attacker can learn C(0, zo, ..., )
and C(1,xg,...,xy,) from a ciphertext CT and secret keys ska 4, . ..,5kp 4, by honestly running
KGen and Dec. Our intuition is that if K is available to us during the setup, then we could simply
define two parallel MAFE instantiations, MAFE(®), MAFE™) that encrypt C(0,-) and C(1,-). And,
each honest authority will generate secret keys for both instantiations. An attacker in possession
of ska 4, = (skg?;2,sk§;2), ... can learn C(0,x9,...,z,) using MAFE© and C(1,z9,...,zy,) using
MAFE®) as desired. The above can be easily generalized for any set K C [n] as long as the total
number of attribute bits that are associated with IC are at most O(log \). (Looking ahead, going
beyond this is either impossible, or requires very strong assumptions.)

One might wonder whether we could use complexity leveraging to guess K, and then prove
security of above approach under sub-exponential hardness assumptions. This would be wrong!
Here we require K to be available even for setting up the MAFE system. Thus, description of
the scheme reveals IC. This further highlights why the above corruption model is too weak (and
somewhat meaningless). Regardless, it does serve as a good springboard as we show next.

Hiding K via HSS. Our insight is that if, rather than guessing K, we consider all feasible L and
secret share the computation under them, then this could potentially work. To execute this idea, we
rely on homomorphic secret sharing schemes [ARS24, DIJL.23, CM21, BCG'17a, FGJS17, BGI16].
Let us elaborate.

Let k£ denote the maximum number of authorities whose corruptions we want to tolerate. Let
C denote the set of all size-k subsets of [n]. That is, C contains all possibilities for authorities who
might be corrupt. Clearly, |C| = (}). We will sample |C| many MAFE systems with declared cor-
ruptions, MAFE® ... MAFE(CD In MAFE(i), the corruption set IC; is the i-th entry in C. During
authority setup, the u-th authority samples fresh master public-secret key pairs from MAFE® if
and only if u ¢ K;. We will set MPK, = (mpk™);.,¢x,; and MSK, = (msk(?) ;. a5,y Similarly,
to generate a partial secret key, we will sample a partial secret key from each MAFE® such that
u ¢ K; and SK,, ,, = (Skl(ti,)wu){i:u%ICi}' To encrypt, we use an HSS to secret share C' into |C| share and

encrypt the corresponding share in each MAFE® and CT = (ct(i))i. To ensure decryption works
correctly, we have to make mild adjustments, but the high level idea is simply that a decryptor will
recover MAFE outputs for every IC € C, and later it combine them by using reconstruction feature
of HSS.

To prove security of the above system, we need a very strong simulation property for HSS.
In a few words, we require that an attacker can learn evaluated shares corresponding to various
honest shares as well. And, even if an attacker corrupts both original shares and evaluated (honest)
shares, then it still does not learn anything beyond the final reconstructed value. To the best of
our knowledge, this strong simulation property has not been explicitly studied for HSS schemes in
the literature. In this work, we design such an HSS scheme by using multi-key fully homomorphic
encryption scheme (mkFHE) with threshold decryption property [MW16, DHRW16]. For more
details about this construction, please refer Appendix F. We remark that while there exists alternate
constructions for HSS (e.g. Dao et al. [DIJL23]), they do not satisfy our strong simulation guarantee.
For instance, if the evaluated shares of an honest share are leaked in the HSS of [DIJL23], then that
would reveal error-free LPN samples which can be used to break sparse LPN security. We leave
it as a very interesting open problem to construct HSS schemes with strong simulation guarantee



from other standard assumptions as it readily gives an MAFE scheme with adaptive corruptions.
Lastly, note that for efficiency we require (Z) = poly()), as otherwise the running time will be

super-polynomial. For instance, if n = poly(\),k = O(1), or n = O(log A), k = O(log A), then above

construction could be efficiently instantiated. For more details, we refer the reader to Section 7.

Boosting selective to non-adaptive authority corruptions. Next, we describe an interesting
approach to be boost security of any MAFE scheme, where the adversary must selectively decide
the set of corrupt authorities (i.e., pick I before setup), to an MAFE where the authority can non-
adaptively pick K. We remark that the selective corruption model is different than the “declared-
corruption” model that we introduced earlier. Here the MAFE scheme is defined independent of
IC, and only the challenger needs to know K selectively.

Somewhat surprisingly, our compiler is again just our base MAFE template. That is, recall our
MAFE construction based on tMAFE and 1-FE. Our observation is that we replace tMAFE with
an MAFE scheme with selective corruptions, then we can essentially construct an MAFE scheme
where an attacker can corrupt any authority before declaring C. We have to organize the security
arguments carefully as we need to leverage the fact that pre-challenge simulator of 1-FE works
exactly as an honest challenger [SS10, GVW12, AV19]. Once we do this, then we can corrupt
1-fe.msk; for any ¢ non-adaptively, and continue simulation from the challenge phase naturally.
Since we know all corruptions by the challenge phase (in the non-adaptive corruption model), thus
we can instantiate and rely on security of MAFE with selective authority corruptions. We describe
the proof in Section 8. Our compiler has reduced the task of designing MAFE with non-adaptive
corruptions to just selective corruptions, and we leave the problem of designing MAFE with selective
corruptions from minimal assumption as an interesting open problem.

Lastly, we complement our positive results regarding authority corruptions with improved /tighter
lower bounds. We discuss those briefly below.

Tighter lower bounds. In our construction for MAFE with adaptive corruptions using HSS, we
instantiated 2 MAFE schemes per one corrupted bit. Extending this generically, we would need
2X parallel compositions if we corrupt a maximum of y bits. So, we ask the natural question —
can we achieve any slightly better efficiency? In particular, can the parameters of our system grow
sub-linearly in 2X, i.e, 2X(1=€) where £ > 0?7 We show that an MAFE scheme with such a guarantee
can be transformed into an obfuscation scheme.

To provide an intuition for this result, recall [BV15, AJ15]. These results state that in a 1-FE
scheme secure against @) secret-key corruptions, |1-FE.ct| > @-poly(A). Any sub-linearity in size i.e,
Q'~¢,¢ > 0 implies iO (as long as 1-FE offers indistinguishability-based security). In Section 9 we
show how to construct 1-FE with sub-linearity from an MAFE scheme with selective corruptions.
At a high level, 1-FE.Enc(x) = MAFE.Enc(F(z, -,-)) where F' is a circuit that uses j, C and outputs
j-th bit of C(x). We will corrupt MSK for slot j and set 1-FE.sk¢ := (MSK, mafe.skg). By sub-
linearity of MAFE, 1-FE.ct only grows in @'~¢. In addition, when @Q = 1, this will be a worst-case
i0 scheme (XiO) with sub-linear size, an object that in conjunction with LWE yields iO [LPST16].
Moreover, we also get that simulation-secure versions of above are impossible in the standard model
due to known incompressibility arguments [BSW11, AGVW13].

2.3 Multi-Authority Attribute-Based Functional Encryption

Finally, we define an amalgamation of MAFE with its attribute-based (all-or-nothing) variant. We
call it multi-authority attribute-based functional encryption (MA-ABFE). It generalizes MA-AB-
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IPFE systems studied in prior works [AGT21, DP23]. Our goal is to study MAFE against attackers
that can make an unbounded number of unsatisfying secret key queries, but only a bounded number
of satisfying key queries.

Defining MA-ABFE. An MA-ABFE consists of the same four algorithms — ASetup, KGen,
Enc, Dec. The main difference is that the KGen takes two inputs, a predicate attribute z and a
circuit input y, while Enc is used to encrypt a pair of predicate and circuit (P,C). Correctness is
naturally extended to learn C(Y) = C(y1,...,y,) if and only if P(X) = P(z1,...,z,) = 1. For
security, we consider a fused definition where the attacker can issue both, satisfying and unsatisfying
queries. For a challenge ciphertext encrypting (P*,C*), a satisfying query on {(x;,y;)}i is such
that P*(X) = 1, while it is unsatisfying if P*(X) = 0. And, the scheme is secure if an attacker can
only learn C*(Y) for every satisfying query {(z;,y;)}i. In this work, we study attackers that can
make an arbitrary polynomial number of unsatisfying key queries, but only a bounded number of
satisfying key queries. We call this (poly, @)-bounded security.

A simple but flawed construction. Why isn’t MA-ABFE just a black-box combination of
MA-ABE and MAFE? Consider the following construction. An encryptor computes an MAFE
ciphertext for circuit C, and encrypts it using MA-ABE for predicate P. KGen provides secret
keys for both MA-ABE and MAFE systems, individually. While correctness follows trivially, such
a scheme will be totally insecure. Consider an attacker that makes 1 satisfying and 1 unsatisfying
secret key query. Now using the satisfying MA-ABE key, an attacker can recover the MAFE
ciphertext and then it can decrypt it using both MAFE secret keys (one from the satisfying and
other from unsatisfying secret key). This merely suggests that designing MA-ABFE is not a
straightforward task.

Starting from scratch: (poly, 1)-security. We start by explaining our design for a non-adaptively
secure (poly, 1)-MA-ABFE scheme. At a very high level, the construction draws inspiration from
the classical Sahai-Seyalioglu [SS10] 1-FE construction. Our strategy is to first garble the circuit
C*, and encrypt its 2n wire labels under 2n MA-ABE ciphertexts for predicate P*. Now the
i-th authority generates n MA-ABE secret keys for attribute x;. That is, it gives secrets keys
corresponding to wire keys {(j,¥;)};jem)- Thus, if an attacker makes a single satisfying key query
can only learn half of the wire labels. Thus, by using garbling simulation security, we can simulate
it given just C*(Y) to generate the ciphertext. We can formalize the above ideas to prove non-
adaptive (poly,1)-security of the above design. Note that this preserves the MA-ABE predicate
class, and the MAFE portion is for P/Poly circuits. We notice that by relying on non-committing
techniques (generalized to MA-ABE) [GVW12, HMNY22, HKM 23, GY24], we can also boost its
security to adaptive (poly, 1)-security. We provide full details later in Section 11.

Multi-Authority Collusion Amplification Techniques [GY24]. Moving forward, we want to
amplify (poly, 1)-secure MA-ABFE to (poly, @)-security. At a high level, our strategy is to mirror
the multi-authority collusion amplification template developed in a very recent work by Goyal-
Yadugiri [GY24]. In a few words, we start by strengthening the distributed client-server framework
(dCSF) from [GY24] to an attribute-based dCSF. This is provided in Section 12. Given this, we
can design a (poly, @Q)-secure MA-ABFE scheme in the Random Oracle Model (ROM) by relying
on sub-exponential security of (poly, 1)-secure MA-ABE. We discuss our construction in detail later
in Section 13. Overall, our result lifts every component of the blueprint laid out in [GY24] to
handle unbounded number of unsatisfying queries. While there are many subtleties that appear
during this process, we are able to design efficient reductions if we work in the ROM. This is crucial
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because now we have to ensure that each unsatisfying query does not reveal any “un-simulatable”
information about the circuit C* as well as the random set selections made for answering each secret
key query do not negatively affect the desired statistical lemmas which are essential for proving
security. We refer the reader to main body for a more detailed discussion.

We conclude by saying that by plugging our compiler with known results from the MA-ABE
literature, we get an MA-ABFE scheme for NC! policies and P /Poly circuits (NC'oP /Poly) assuming
sub-exponential hardness of standard pairing-based assumptions [LW11, DKW23] in the ROM.
Similarly, we also get MA-ABFE for DNF o P/Poly assuming the hardness of LWE in the ROM, by
relying on [DKW21].

As a side contribution, we also show a simple construction for a statically secure MA-ABE for
any polynomial-size predicate family from vanilla witness encryption by generalizing the frame-
work provided in [GGSW13]. Our construction does not require Random Oracles and also han-
dles arbitrary authority corruptions declared statically (provided along with all key generation
queries). [WWW22] constructed an MA-ABE scheme for subset functionalities using evasive LWE
but left constructing MA-ABE from vanilla witness encryption as an open question. Our con-
struction resolves this question and also improves on their work by constructing an MA-ABE for
any polynomial-size predicate family from wanilla witness encryption. We leave constructing an
adaptively secure MA-ABE for all polynomial-size predicates from vanilla witness encryption as
an interesting open problem. We believe that using similar techniques from [WW24, GY25] might
yield some fruitful results.

Both our MA-ABE and [WWW22] can be instantiated under the hardness of evasive LWE
assumption [Wee22, Tsa22, VWW22]. Thus, this readily gives us a statically secure MA-ABFE for
all polynomial size predicates and circuits without Random Oracles from evasive LWE. For more
details, please confer Appendix K.

3 Definitions and Preliminaries

We introduce the notation we use throughout the paper below.

Notation. By PPT we denote probabilistic polynomial-time. We denote the security parameter
by A and the set of positive integers by N. For any a,b € {0} UN, a < b, we denote by [a, b], the
set of all integers from a to b including a and b. In other words, [a,b] = {a,...,b}. We denote by

[n] := [1,n]. We denote by x & x , the process of sampling an element x from the set X', with
uniform probability. Similarly, for any PPT algorithm A, z <— A(y) denotes the process of sampling
x from the output distribution of .4 when run on y. By negl(-), we denote negligible functions. By
poly, we denote positive polynomials. All of our logarithms log are in base 2. We denote the power
set A by 24 and the set of all subsets of A of size a by 2’4{(1.

We say that two efficiently samplable probability distributions X = {X)\}xeny and YV = {D)}ren
are computationally indistinguishable if for any non-uniform PPT distinguisher D = {D, } en, and
for large enough A € N,

Pr [1 “ D(l’\,a)} ~ P [1 “ D(l)‘,a)” < negl(\)

Xy as=Yx

Now, we provide the definition for an MAFE scheme we use in this work. Specifically, we revise
the definition of MAFE from [GY24] and provide a strengthening of this definition where authorities
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can be created dynamically. In contrast, [GY24] was only able to construct MAFE schemes where
the number of authorities are bounded and must be declared for the specification of the scheme.

Syntax. A multi-authority functional encryption (MAFE) scheme MAFE for circuit class C =
{Cx: X1 x ... x X\ = Ox}laen and global identifier domain GZD = {GZD)}  en consists of the
following polynomial-time algorithms.

GSetup(1*, 19, 1%) — CRS. The possibly randomized global setup algorithm takes as input the se-
curity parameter A, the query bound @, the maximum circuit size s, and outputs CRS. The
following algorithms take CRS implicitly.

ASetup(id, 1%¢) — (MPK, MSK). The probabilistic authority setup algorithm takes as input the
input-size for the id-th authority ¢4, and outputs master public and secret key pair (MPK, MSK).

KGen(id, MSKiq4, GID, z) — SKiq Gip,-- The possibly randomized key generation algorithm takes as
input the id-th master secret key MSKjq, the global identifier for the user GID € GID), an
input = € Xg = {0,1}%, and outputs the secret key SKid,GID 2-

Note: We do not require KGen to take {MPKigx }iax like [GY24]. This is why our MAFE has
truly dynamic functionality as authorities can join at any point.

Enc({MPKjq }igez, C) — CT. The probabilistic encryption algorithm takes as input the master pub-
lic keys for authorities in Z, {MPKq }igez, a circuit C € Cy, and outputs ciphertext CT.

Dec({SKid,cID,z, }idez, CT) = y. The deterministic decryption algorithm takes as input the secret
keys from authorities in Z, {SKiq GID 2, }idez, ciphertext CT, and outputs the value y.

Definition 3.1 (MAFE). An MAFE scheme (GSetup,ASetup, KGen, Enc, Dec) is said to be an
MAFE scheme for circuit class C and GZD if it satisfies the following properties.

Correctness. For any A € N, Q = Q(\),n = n(A\),s = s(\), C € Cy,GID € GID,, V I,6q =
lia(N), zig € {0, 1}5%,

CRS + GSetup(1*,19,1%),V id € Z,
C(x1,...00) =  (MPKig, MSKiq) < ASetup(id, 1%),
Dec({SKid,GID,x;d}ida CT) ’ SKid,GID,zid — KGen(id, MSKid, G|D7 l‘id),
CT « EnC({MPKid}id, C)

Pr =1

Security. There exists a stateful simulator Sim such that for any admissible adversary A, V A € N,

Q. s+ A1), b & {0,11,
CRS + 0y(1*,19, 1),
(C,T) + A%()(CRS),
CT « O(Z,C)

1
Pr | b+ A%CG)(CT) < 5T negl(})

where both Oy, O; are stateful oracles that respond to queries from A of the form

(ASetup, (id, 1%¢)) A queries to setup id-th authority with input size fg. Gets MPKiq in
response.
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(KGen, (id, GID, z)) A queries to corrupt secret key for id-th authority for GID and input x
such that |z| = {jq. Gets SKiq gID,» in response.

Oq uses (GSetup, ASetup, KGen, Enc) to respond to queries from 4. However, it maintains
state to store public parameters for all authorities and secret keys generated thus far. O
uses the simulator Sim to respond to these queries. Oy also provides Sim with the set 1/€1,V
for ciphertext generation. Here, V = {(GID, X = {zgip,id}idez, C(X)) : for every GID that
was used to query all id € Z in pre-challenge query phase}. In addition, O; also provides
C(X) for every X completely queried in post-challenge phase to Sim.

A stateful PPT machine A is admissible if it makes polynomially many queries with the
restriction that for the set of authorities submitted in challenge query phase, Z, it can make
adaptively at most @ secret key queries across |Z| authorities such that each authority is
queried at most once per GID. In addition, A will make at most one ciphertext query with
circuit C € C), of size at most s adaptively. For simplicity, we assume that authorities will be
created before secret key is queried for that authority. Thus, all id € Z will be created before
challenge circuit is declared.

Definition 3.2 (MAFE with “bounded” authorities). An MAFE scheme (GSetup, ASetup, KGen, Enc,
Dec) is said to be an MAFE scheme with bounded authorities if the number of authorities (n) are
declared a-priori and GSetup takes 1" as input and Z = [n]. In addition, KGen also takes master
public keys from all n authorities. The security definition is also slightly altered where all the
authorities are initiated in the setup phase and master public keys for all authorities are provided
along with CRS. That is, O is essentially a KGen oracle and A is only allowed to query it at most
Q times.

We provide the definition of single-authority MAFE scheme, also called BFE.

Definition 3.3 (BFE). A BFE scheme is an MAFE scheme for a single authority (i.e, n = 1).
Hence, we ignore CRS and GZD as all key queries are answered by a single authority. We also
alter the syntax where Setup (which also depends on output size o) is used instead of GSetup.
id, GID are dropped from KGen. Our constructions require a stronger version of simulation that is
implicitly satisfied by BFE schemes from [GVW12, AV19]. We define it as follows.

Strong Simulation Security. For any admissible adversary A, there exists a stateful PPT sim-
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ulator Sim = (Sp, S1, Sg, S3) such that,

nginagout — A(l)\)7 )
(MPK, MSK) « Setup(1*,1?, 16 1fout),
O «— AKGE”(MSK")(MPK),

CT + Enc(MPK, C)

AKGen(MSK,-) (CT) .

Q, lin, Lout + A(lA),

(MPK, MSK, st) « So(l)‘7 19, 160, 1€0ut),
C «— ASl(MSK’St’.)(MPK%

CT «~ EnC(MPK7 C)

~
~c

Q, lin, Lout < .A(l)‘),

(MPK, MSK, St) — So(l)" ]_Q’ :[ein7 1£out)’
C (_A51(MSK,St,-)(MPK),

CT « Sy(st, 1€, V)

AKGen(MSK,-) (CT) .

A58 (T

where V = {(z,C(x)) : for each x queried in pre-challenge phase}. A stateful PPT machine
A is said to be admissible if

e It makes at most @) queries to the KGen oracle and one challenge circuit query (OR)

e Makes unbounded queries to KGen oracle and does not make any challenge query.

Definition 3.4 (Dynamic BFE). A BFE scheme (Setup, KGen, Enc, Dec) is said to be a dynamic
query bounded BFE scheme for circuit class C = {Cy : {0,1}% — {0,1}feut},cy if it satisfies
Definition 3.3 and Setup no longer takes the query bound ) as input and instead Enc takes it
as input. This also implies that the running times of Setup and KGen are independent of ¢ and
are polynomial in A\, s and running time of Enc is polynomial in A, @, s. Security of the scheme is
defined accordingly.

Remark 3.5 (Ciphertext-policy BFE, [GVW12, AV19]). A BFE scheme for any class of P/Poly
circuits can be constructed from the minimal assumption of public-key encryption. In addition,
when considering ciphertext-policy variant of BFE as opposed to key-policy BFE in [GVW12,
AV19], the Setup algorithm does not need to take the size of the circuit as input. One can use
replace Yao’s garbling scheme in [SS10] with point-and-permute garbling scheme and only work
with the input and output lengths to construct BFE in which the Enc algorithm can handle circuits
of unbounded-size.

Remark 3.6 ([AMVY21, GGLW22, GGL24]). A dynamic query bounded (ciphertext-policy) BFE
scheme for any class of P/Poly circuits can be constructed from the minimal assumption of Identity-
Based Encryption.

4 MAFE with Trusted Setup

In this section, we define and show the construction of an important variant of MAFE, MAFE with
trusted setup (tMAFE). In a tMAFE scheme, there is central authority that initiates the system
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by generating CRS and master public-secret key pairs for all authorities. So, we forgo the ASetup
algorithm in this scheme and consider GSetup to output all the required parameters for setting up
the system. In the next section, we show that this weakening of MAFE is enough to construct
general MAFE from minimal assumptions. We formally define this object below and provide the
construction.

Definition 4.1 (tMAFE). A tMAFE scheme (GSetup, KGen, Enc,Dec) is said to be an MAFE
scheme with trusted setup (tMAFE) for circuit class C and GZD if there is a central authority that
generates all system parameters (i.e, CRS, MPK;q, MSK;4 for all id). To reflect this, we ignore the
ASetup algorithm and change GSetup algorithm as follows.

GSetup(1*,19,17,15,14, ..., 1%) — (CRS, {(MPKjq, MSKi4) }ide[n))- The possibly randomized global

setup takes the number of authorities n and input sizes for all authorities, 41, ..., ¢, as addi-
tional input, and outputs CRS, master public-secret key pairs {(MPKq, MSKiq) }ige[n for all
authorities.

The security of the scheme is defined analogously.

4.1 Construction

We provide the construction of a tMAFE scheme for P/Poly circuits and GZD as follows. At a
high level, in [GY24] constructs a statically secure MAFE scheme from the minimal assumption
of one-way functions using a PRF key embedded as part of the CRS. This is already an optimal
construction if we are limited to static security. However, they use additional assumptions to realize
an adaptively secure MAFE scheme such as random oracle, non-interactive key exchange, etc.

As explained in overview, our observation, if we restrict ourselves to the trusted setup model,
we can embed the same PRF key as part of master secret key for each authorities. Since there is a
centralized authority that distributes these keys and we do not consider authority corruptions, this
key remains hidden and we can realize adaptive security easily. In Section 5 we show how we can
use tMAFE in conjunction with BFE to construct a general MAFE scheme. Parts of the following
construction are taken verbatim from [GY24].

Construction 4.2 (tMAFE). We provide the construction of a tMAFE scheme for P/Poly circuits
adn GID = {GID)}ren using an MAFE for P/Poly circuits for one GID. ([GY24]), a dCSF
scheme for P/Poly circuits and GID (Definition B.1), and PRF : {0,1}* x GIDy — 2[V] ‘D x 2l7] ‘U
(Definition A.3) as follows. Here N, D, T, v are from Lemma B.2 and Lemma B.3.

GSetup(1*,19,17,15, 14, ... 1%). ¥V u € [N], sample mafe.crs, + IMAFE.GSetup(1*,1",1%). Set

CRS := (mafe.crs,),c|n]- Sample K Ll {0,1}*. Vu € [IV], (mafe.mpk,, ;4, mafe.msk, iq) <
IMAFE.ASetup(id, 1). Set MPKig := (mafe.mpky,g)uc(n], and MSKig := (K, (mafe.mskid).)-
Output CRS, {(MPKq, MSKid)}ide[n]-

KGen(id, MSKiqg, {MPKiax }igxe[n], GID, 7). Parse MPKiqy, as (mafe.mpk,, 4, )ueiny for each idx € [n]
and MSKiq as (K, (mafe.msky iq),ecn]). Compute (S, A) = PRF(K, GID).

L] {i‘\qélDﬂd}UE[N} — dCSFSeI’VEnC(lA, 1Q, 1”, 15, GID, |C|7 33, A)
e V u € S, mafe.sk, = IMAFE.KGen(id, mafe.msky,i4, {mafe.mpk,, j4y bidx: Z¢p ia)-
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Output SKid’G|D’x = (S, {mafe.sku}ues).

Enc({MPKig }igejn); C)- Parse MPKiq as (mafe.mpk,, iq)ue[n for each id € [n]. Sample {GU}UEW] —
dCSF.CliEnc(1*,19,17, 15, C) and with F* = dCSF.UserComp(-, . ..,-,C*"), mafe.ct, + IMAFE.

)
~

Enc({mafe.mpk,, iq }iden), 7). Output CT := (mafe.cty),en)-

Dec({SKid,GID,xid}ide[n}a CT) Parse SKid,GID,a:id as (Sidu {mafe.sk%id }uesid) and CT as (mafe.ctu)ue[m.

If all Siq’s are not the same, abort and output L.

Otherwise, let S = S; and for each v € S, y¢,p = IMAFE.Dec({mafe.sk, iq}id, mafe.ct,).
Output y = dCSF.Decode({¥¢p fues: S)-

Theorem 4.3. If IMAFE is a 1-GID MAFE scheme for P/Poly circuits, dCSF is a secure dCSF
scheme for P/Poly circuits and GZD (Definition B.1), and PRF : {0,1}* x GIDy — 2Vl | ¥ 2lT] ‘U
is a secure PRF (Definition A.3), then Construction 4.2 is a tMAFE scheme for P/Poly circuits and
GID.

Proof. The proof of this theorem follows closely the structure of proofs from [GY24]. We provide
a sketch of the hybrid argument here.

Hybrid 0. This is the real experiment with honest challenger. We use GSetup, KGen, Enc algo-
rithms to respond to adversary’s queries.

Hybrid 1. In this hybrid, we will sample random (S, A) for each of the @ GID queries during
setup. As the PRF key is not leaked to the adversary, this change remains unnoticeable by
the security of PRF.

Hybrid 2. In this hybrid, we will check if {Sgip}cip obey Lemma B.2 and {Agp}cip obey
Lemma B.3. Hybrids 1 and 2 are statistically indistinguishable due to those lemmas. We will
also compute the set of corrupted users and set of unique indices in each Agp.

Hybrid 3,j. for j € [N+1]. In this hybrid, we will simulate the first j —1 IMAFE instantiations if
the corresponding u is not corrupted. The indistinguishability between hybrids can be argued
from the security of IMAFE.

Hybrid 4. In this hybrid, we know the set of corrupted users, unique indices and all the non-
corrupted u € [N] only use outputs from dCSF. Hence, we will simulate dCSF. The in-
distinguishability of hybrids can be argued by security of the same. This is description of
tMAFE.Sim.

The full proof is provided in the full version. O

Corollary 4.4 ([GY24]). Assuming the existence of public-key encryption, there exists a tMAFE
scheme for P/Poly circuits and GZD.

Proof. As shown in [GY24], we can construct a 1IMAFE scheme for P/Poly circuits and dCSF for
P/Poly circuits and GZD from PKE and one-way functions respectively. Hence, the proof of this
corollary follows immediately. O
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Corollary 4.5. Assuming the existence of one-way functions, there exists a secret-key tMAFE
scheme for P/Poly circuits and GZD.

Proof. The proof of this corollary is similar to Corollary 4.4 as a secret-key 1IMAFE instantiation
for P/Poly circuits can be constructed from any secret-key encryption scheme. O

5 MAFE from Public-Key Encryption

In this section, we provide the construction of an general MAFE scheme for P/Poly circuits (Defi-
nition 3.1) using a tMAFE scheme and a BFE scheme for P/Poly circuits. As explained in overview
is that we initiate tMAFE in Enc of the MAFE scheme and use BFE to encrypt the key generation
circuit of tMAFE for various authorities. This way, each authority can independently initialize a
BFE instantiation and issue secret keys for a bounded number of input queries. While decrypting
we can use the BFE secret keys to decrypt and learn tMAFE secret keys. And as we encrypt the
circuit under tMAFE, we can decrypt this and learn the output. Note that the whole construction
crucially requires that authorities are not corrupted.

Remark 5.1 (Deterministic KGen). In the construction below, we assume w.l.o.g that tMAFE.KGen
is a deterministic algorithm. We can always de-randomize a probabilistic key generation algorithm
by including a PRF key (for appropriate parameters) along with MSK as long as MSK is not
corrupted.

We now provide the construction of an MAFE scheme with “dynamic” authorities as follows.

Construction 5.2 (MAFE). We provide the construction of an MAFE scheme for P/Poly circuits
and GID = {GID)}xen using a BFE scheme for P/Poly circuits (Definition 3.3) and a tMAFE
scheme for P/Poly circuits and GZD = {GZD,}en as follows.

GSetup(1*,19,1%). Output CRS := (), Q, s).

ASetup(id, 14¢). Sample keys (bfe.mpk, bfe.msk) « BFE.Setup(1*, 19, 1A +/6IDI+ia
1%d). Here kig < poly(A, @, |GID|, 44) is the maximum size of the secret key of tMAFE for
these parameters. Output MPK := ({4, bfe.mpk) and MSK := (¢4, bfe.msk).

KGen(id, MSKiq4, GID, z). Parse MSKjq as ({iq, bfe.mskiq). Sample bfe.skig cip » <~ BFE.KGen(bfe.mskig,
(id, G|D,:L‘)) Output SKid,GID,x = bfe.sk;d7G|D,x.

Enc({MPKiq }igez, C). Parse MPKi4 as ({4, bfe.mpk;q) for each id € Z. Let n = |Z| and idy,...,id,
be the increasing order of elements in Z.

e Sample mafe.crs, {(mafe.mpk;, mafe.msk;)}; < tMAFE.GSetup(1*,1%, 17,15, IR 1ian ),
e Compute mafe.ct < tMAFE.Enc({mafe.mpk;};, C),
e Vi € [n], bfe.ctiy; <~ BFE.Enc(bfe.mpkiy , tMAFE.KGen(-, mafe.msk;, {mafe.mpk; }i (), 5 *))-

Output CT := (mafe.ct, Z, {bfe.ctiq }idez)-

Dec({SKid,GID,xid}idela CT) Parse SKid,GID,x;d as bfe~5kid,GID,mid for each id € Z and CT := (mafe.ct,I’,
{bfe.ctiq tidez’). If Z # 7', abort and output L.

Otherwise, for each id € Z, compute mafe.skiy = BFE.Dec(bfe.skiq gip », bfe.ctig). Output
y := tMAFE.Dec({mafe.skiq }iqcz, mafe.ct).
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Correctness. The correctness of the scheme follows from the correctness of BFE and tMAFE.
Note that tMAFE.KGen(-, mafe.msk;, {mafe.mpk; }yc[n),-,-) is a valid P/Poly circuit. Hence, by
correctness of BFE, we have that mafe.skiy = tMAFE.KGen(id, mafe.msk;, {mafe.mpk; };/, GID, zi4).
Thus, y = C(x1,...,x,) by correctness of tMAFE.

Theorem 5.3. If tMAFE is a tMAFE scheme (Definition 4.1) for P/Poly circuits and GID =
{GID)} en and BFE is a BFE scheme for P/Poly circuits (Definition 3.3), then Construction 5.2
is an MAFE scheme for P/Poly circuits and GZD = {GID)} en (Definition 3.1).

Proof Sketch. We provide a sketch of the hybrid argument used to prove security of Construction 5.2
as follows.

Hybrid 0. This is the same as the real experiment from Definition 3.1. We use honest and stateless
BFE and tMAFE algorithms to respond to A.

Hybrid 1. In this hybrid, we will simulate the pre-challenge queries using BFE.Sqy, BFE.S; for all
queried authorities. That is, we will use (BFE.Sg, BFE.S1, BFE.Enc, BFE.KGen) to respond
to authority setup and secret key queries made to authorities in the pre-challenge query
phase. We will still create authorities honestly in the post-challenge query phase. The output
distribution will be identical to hybrid 0 from security of BFE.

Hybrid 2, j. for j € [n+1]. In this hybrid, we simulate the BFE instantiation for idy,...,id;j—1 € Z
using BFE.Sim = (BFE.Sp, BFE.S;, BFE.Sy, BFE.S3). The indistinguishability between these
hybrids is argued from the security of BFE instantiation.

Hybrid 3. In this hybrid, we will simulate the instantiation of tMAFE. Now that all id € Z are
simulated, we will only be using secret keys and not he master secret keys of tMAFE. Hence,
indistinguishability can be argued from security of tMAFE. This is the description of Sim
from Definition 3.1.

We provide the full proof in Appendix C. O

Corollary 5.4. Assuming the existence of public-key encryption, there exists a MAFE scheme
(with unbounded authorities) for P/Poly circuits and GZD.

Proof. The proof of this corollary follows from Corollary 4.4, and construction of BFE for P/Poly
circuits assuming PKE from [AV19]. O

Corollary 5.5. Assuming the existence of one-way functions, there exists a secret-key MAFE
scheme (with unbounded authorities) for P/Poly circuits and GZD that satisfies full security, i.e,
function- and message-privacy®.

Proof. The proof of this corollary follows from Corollary 4.5, secret-key BFE for P/Poly circuits
using one-way functions with full security from [BS18, AV19]. O

5As we work in the ciphertext-policy setting, message-privacy means that an adversary cannot distinguish the input
used in KGen.
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6 MAFE with Dynamic Collusions

Dynamic collusion model as introduced by [AMVY21, GGLW22] is a strengthening of the bounded
query model [DKXY02, SS10, GLW12]. In this model encryptor can choose the collusion bound
for a ciphertext. This allows the encryptor to set a desired collusion bound and provide more fine-
grained control per encryption rather than adhere to strict collusion bound set during the system
initiation. We refer the reader to [AMVY21, GGLW22| for an in-depth discussion on why the
dynamic collusion model is much stronger and useful for BFE systems.

In this section, we construct an MAFE scheme in which an encryptor can dynamically set the
query bound during the encryption and thus usher in all the advantages of the dynamic collusion
setting to the multi-authority model for functional encryption systems. Concretely, the idea is that
the GSetup, ASetup, and KGen algorithms of an MAFE scheme should be independent of the query
bound @ and only the Enc and Dec algorithms should grow polynomially in ). We formally define
an MAFE scheme with dynamic collusions as follows.

Definition 6.1 (MAFE with Dynamic Collusions). MAFE with dynamic collusions is an MAFE
scheme where GSetup, ASetup, and KGen algorithms are independent of query bound ). Enc takes
the query bound 19 as input. The security definition is also defined similarly to Definition 3.1
where A specifies the query bound 1¢ during challenge query phase.

Taking a closer look at Construction 5.2, as we use a BFE scheme in ASetup and KGen. Hence,
if we switch to BFE with dynamic collusions, we should realize a dynamic query MAFE scheme
readily. As we are initiating tMAFE in Enc, we can depend polynomially in () and proceed as
before. However, there is a technical subtlety that avoids this straight forward construction.

The issue is that the output of BFE scheme is kig = poly(A, @, |GID|, £) and depends on the query
bound . This is because the output of tMAFE.KGen grows polynomially in (). The main idea in
this section is that if we can construct a tMAFE scheme where the GSetup, KGen and secret keys
grow polynomially in [log @], we can readily use BFE scheme with dynamic collusions to construct
an MAFE scheme with dynamic collusions. More details are provided in Section 6.2. We call this
object a “weakly optimal” tMAFE scheme (wotMAFE). This is analogous to weakly optimal BFE
constructed in [GGLW22]. Definition of wotMAFE is as follows.

Definition 6.2 (wotMAFE). A wotMAFE scheme (GSetup, KGen, Enc, Dec) is said to be a weakly
optimal trusted MAFE scheme (wotMAFE) for circuit class C = {Cx}reny and GID = {GZD)}aen
if the running time of GSetup and KGen is upper bounded by poly(\, s, 41, ..., ¢y, [log @]). Running
time of Enc can grow with ). Hence, we alter the syntax of GSetup and Enc where GSetup takes
the query bound @ in binary whereas Enc takes the query bound in unary, 1<.

Our construction depends on garbled circuits, pseudorandom functions, and Identity-Based
Encryption (IBE).
6.1 Weakly Optimal tMAFE from IBE and tMAFE

We construct a wotMAFE scheme using IBE and tMAFE below. The techniques used in Con-
struction 6.3 are similar to the construction of weakly optimal BFE from IBE as seen in [GGL24,
GGLW22]. In addition, as noted by [AMVY21], IBE is the minimal assumption for wotMAFE.
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Construction 6.3 (wotMAFE). We provide the construction of a wotMAFE scheme for P/Poly
circuits and GZD = {GZD, }ren using a tMAFE scheme for P/Poly circuits (Definition 6.2), GID =
{GID)\}ren (Definition 4.1), an IBE scheme for identity space [Q] x {0, 1}°0°8) » {0, 1}, garbling
scheme (Garble, Eval) for P/Poly circuits (Definition A.1), and pseudorandom functions PRFy :
{0,1}* x GID — [Q],PRFy : {0,1}* x [Q] — {0,1}* (Definition A.3) as follows.

GSetup(1*,17, 15,141, ... 1 Q). Set CRS := (), Q,n,s). Sample K K1) & {0,1}*. For each
id € [n], (ibe.mpkiy,ibe.msk;q) ¢ IBE.Setup(1*,1?) where z = [logQ] + [log Lig] + 1 (Lig
defined in KGen).

Set MPKiq := (fiq,ibe.mpkiy), MSKiq := (fig, ibe.mskiq, K@, KM). Output (CRS, {(MPKiq,
MSKid) }ideln])-

KGen(id, MSKig, {MPKigx }iaxe[n): GID, ). Parse MSKig as ({ig, ibe.mskig, K@, K1) and V idx € [n],
MPKigx as (Ligx, ibe.mpkiy, ). Compute Tag = PRFo(K(® GID) and R = PRF; (KM, Tag).
Using R deterministically sample mafe.crs, {(mafe.mpk;q,, mafe.mskiqy) }iax < tMAFE.GSetup
(1A, 19,17, 15,14, ... 1%, R) where ¢ = \.

Sample secret key, mafe.skig cip » = tMAFE.KGen(id, mafe.mskiq, {mafe.mpkiq, }iax, GID, z).

Let Lig = |mafe.mpkig|. V i € [Lig], ibe.skTag; < IBE.KGen(ibe.mskiq, (Tag, i, mafe.mpkiq]i]))°.
Output SKig gD, := (Tag, mafe.mpkiy, mafe.skiq GID,, {ibe-skTag i }ic[ru])-

Enc(19,{MPKiq}ide[s: C)- Parse MPKiq as (fg,ibe.mpkiy) for each id € [n]. Let F be circuit that
takes as input {mafe.mpky, }iaxe[n) and outputs tMAFE.Enc({mafe.mpkig, }idx, C; R) for some
hardwired randomness R. V Tag € [Q],

e Sample R il {0,1}*, garble FTe8, (fTag,{wLafb ) < Garble(1*, FT28) where id €
[n],i € [Lig],b € {0,1}.
o Vid € [n], ibe.ct;;¥,  IBE.Enc(ibe.mpkiy, (Tag, i,b), wiys,)-

Output CT := (F T8, {ibe.ctLiig,b}id,i,b)Tage[Q}.

Dec({SKid,GID, 4 }ide[n]s CT). Parse SKig GID ;4
for each id € [n],i € [Lig]. If all Tag;q are not the same, abort and output L. Otherwise, set
Tag = Tag;.

as (Tag;y, mafe.mpk;y, mafe.skig GID ;4> {ib€.SkTag,.i }1)

Parse CT accordingly and use the Tag-th component, ﬁTag, {ibe.ct;zejig’b .

. T. . . T
Perform IBE decryption wida’ig’mafe.mpkid[i] = IBE.Dec(ibe.skTag,;, |be.ctid2.g’mafe.mpkid[i]). Evaluate

Tag
id,i,mafe.mpky 4] }id»ie [Lid] )-

Output y := tMAFE.Dec({mafe.skid GID x, }ide[n], Mafe.ct).

garbled circuit, mafe.ct = Eval(F T8, {w

SHere, mafe.mpky[i] is the i-th bit of mafe.mpk,.
"For notational convenience, we assume that wires are pre-partitioned this way.
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Correctness. The correctness of the scheme follows from the correctness of tMAFE, IBE, Garb,
and deterministic nature of PRF. Concretely, by correctness of IBE, we get the wire labels for the
wLaigmafe‘mpk.d ) &s we have secret keys for the identities (Tag, i, mafe.mpki4[¢]). Thus, by correctness
of Garb, we have that mafe.ct = tMAFE.Enc({mafe.mpk }iae[n), C; RT°€). Finally, by correctness of
tMAFE, we have y = C(x1,...,xy,).

Efficiency. Note that running times of GSetup and KGen are only dependent on [log Q] as query
bound ¢ is set to A and [Q] C {0,1}°¢Ql. The running times of Enc and Dec are polynomial in Q.

Theorem 6.4. If tMAFE is a tMAFE scheme (Definition 4.1) for P/Poly circuits, GZD = {GZID)} ren,
IBE is an IBE scheme (Definition A.4) for identity space [Q] x {0,1}90°2Y) x {0,1}, (Garble, Eval)
is a garbling scheme (Definition A.1) for P/Poly circuits, and PRFg, PRF; are pseudorandom func-
tions (Definition A.3), then Construction 6.3 is a wotMAFE scheme for P/Poly circuits, GID =
{GIDx}ren-

Proof Sketch. We provide a sketch of the hybrid argument used to prove security of Construction 6.3
as follows.

Hybrid 0. This is the same as the real experiment from Definition 4.1. We use honest algorithms
for PRFy, PRF1,IBE,tMAFE, and (Garb, Eval) to respond to adversary’s queries.

Hybrid 1. In this hybrid, we will sample the Tags used in key generation as uniformly random
strings early and use a dictionary T to set Tags consistently. The indistinguishability between
these hybrid can be argued using the pseudorandomness of PRF.

Hybrid 2. In this hybrid, we will check if for any Tag € [Q], the number of times Tag is sampled
is more than A. Hybrids 2 and 3 are statistically indistinguishable which follows from Lemma

5.2 of [GGLW22] or Lemma 3.4 of [AMVY21] or Claim 1 of [AV19].

Hybrid 3. In this hybrid, we will sample outputs of PRF; uniformly at the beginning and use them
accordingly based on Tag. Indistinguishability follows from pseudorandomness of PRF;.

Hybrid 4. In this hybrid, we will sample all tMAFE master public and secret keys early for each
Tag € [Q] and use them accordingly based on selected random Tag for key generation and en-
cryption. Note that difference between hybrids 3 and 4 is the explicit sampling of randomness
for tMAFE.GSetup. Hence, these two hybrids are identically distributed.

Hybrid 5, k. for k € [n+ 1]. In this hybrid, we will set IBE encryptions of half the wire labels for
the first £ — 1 users to be all zero strings based on mafe.mpki-zag[i] for every Tag,i and id < k.
Indistinguishability can be argued using multi-challenge security of IBE as we never give out
secret keys corresponding to (1 — mafe.mpk.26[i]).

Hybrid 6,¢. for t € [@Q + 1]. In this hybrid, we will simulate the garbled circuits for the first ¢t — 1
Tags. Indistinguishability can be argued by the security of garbled circuits as by the end of
hybrid 5,n + 1, only half the wire labels are ever given out for all garbled circuits.

Hybrid 7,t. for t € [@Q + 1]. In this hybrid, we will simulate the Tag-th instantiation of MAFE for
Tag < t. When we simulate all garbled circuits, we are using mafe.ct™8 < tMAFE.Enc({mafe.
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mpkLag}id, (') in a black-box manner. Hence, we can proceed to simulating the instantiation
readily and qrgue security using tMAFE security. Hyb“éQ 11 (1*) is the description of Sim from
Definition 6.2.

The full proof is provided in Appendix D. O

6.2 Dynamic MAFE from Minimal Assumptions

As discussed, essentially the same construction as Construction 5.2 when BFE is replaced with a
dynamic query bounded BFE scheme for P/Poly circuits (Definition 3.4) and tMAFE by wotMAFE
scheme for P/Poly circuits and GZD (Definition 6.2) yields a dynamic query bounded MAFE scheme
for P/Poly circuits and GID = {GZD)} en. Although the output size of wotMAFE.KGen grows
with [log Q], we can set Q = 2* while initiating dynamic BFE and pad the output of wotMAFE
secret keys to this length. Thus, we can eliminate the dependency of @) on GSetup, ASetup, KGen
completely. On the other hand, in Enc, we get ) in unary and can proceed with instantiating
wotMAFE as normal. For completeness, we provide the construction in Appendix E. The proof of
the following theorem is immediate.

Theorem 6.5 (MAFE with Dynamic Collusions). If there exists a BFE scheme for P/Poly circuits
with dynamic collusions (Definition 3.4) and a wotMAFE scheme for P/Poly circuits and GID =
{GID)}ren (Definition 6.2), there exists an MAFE scheme with dynamic collusions for P/Poly
circuits and GZD = {GID)}ren (Definition 6.1).

Corollary 6.6. Assuming the existence of IBE, there exists a general MAFE scheme (with un-
bounded authorities) for P/Poly circuits and GZD.

Proof. As IBE implies PKE and one-way functions, this corollary follows from Theorem 6.4 and
Theorem 6.5. O

Corollary 6.7. Assuming the existence of one-way functions, there exists a secret-key general
MAFE scheme (with unbounded authorities) for P/Poly circuits and GZD with full security i.e,
function- and message-privacy.

Proof. As secret-key IBE can be constructed from one-way functions, this corollary follows from
Theorem 6.4 and secret-key message-hiding BFE for P/Poly circuits from one-way functions con-
structed in [BS18, AV19]. O

7 MAFE with Authority Corruptions

In this section, we provide the definition and construction for an MAFE scheme with authority
corruptions. For an MAFE scheme with authority corruptions (cMAFE), the main difference is
that it is secure even if some of the master secret keys for authorities are lost. The way the adversary
corrupts authorities result in different definitions of (c(MAFE). For instance, in an MAFE scheme
with selective corruptions (sel-cMAFE), the adversary declares all corrupted authorities at the
beginning and receives all master secret keys for these authorities along with the public parameters.

As authorities get corrupted, we need to ensure that the ciphertexts also reveal C'(X) for each
X € X x...X, where X;qg = {0, 1}£id if id is corrupted. This also induces the restriction that
sum of corrupted authorities’ bits sum up to O(log A). We expand more on this in Section 9. We
provide the definition MAFE with authority corruptions below.
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7.1 Definition

Definition 7.1 (¢cMAFE). A cMAFE scheme, (GSetup, ASetup, KGen, Enc,Dec) is said to be an
MAFE scheme that supports x corruptible bits for circuit class C, and GZD if it supports adaptive
corruptions of authority master secret keys where the cumulative sum of input sizes of corrupted
authorities is at most x. We take the number of authorities n and x as inputs to GSetup and work
in the “bounded” authority setting of MAFE (Definition 3.2). Security of the scheme is defined
analogously with the following important changes.

e O responds to KGen queries and in addition, responds to authority corruption queries where
A sends (Corr,id) and receives MSKjq.

e Input for Sim in challenge query phase is defined as follows — V = {(GID, X,C(X)) : X €
Xcip,1 X ... XgIp,n for every GID that was used to query all authorities. If id-th authority
corrupted, then Xgpig = {0, 1}4¢}. Similarly, the simulator Sim queries C' for every X €€
Xaip,1 X .. XgIp,n Where for corrupted id, Xgip,iq = {0, 1} and a singleton ZGID,id otherwise.

A stateful PPT machine is admissible if it is an admissible adversary for MAFE. In addition,
the adversary can corrupt authorities adaptively. For all corrupted authorities, > . fiq < x and
X(A) = O(log A\). Once id is corrupted, .4 should not issue for secret key queries to id.

7.2 MAFE with Adaptive Corruptions from HSS

In this section, we construct an MAFE scheme with adaptive authority corruptions using a ho-
momorphic secret sharing scheme for P/Poly circuits. In particular, we construct a cMAFE
scheme in which the number of authorities that can be corrupted, & < n are known a-priori
such that () = poly(\). For instance, some choices of k could be k = O(1),n = poly()) or
n=0(log\),k = O(log\).

As mentioned in overview, the idea in this construction is to do a “brute-force” instantiation
of MAFE schemes without authority corruptions such that we cover all possible k-size subset of
n-authority corruptions. Note that by design as (Z) = poly(A), our algorithms will be efficient. In
the i-th instantiation of this MAFE scheme, we will corrupt the i-th subset of [n] of size k.

The idea is that as the valid adversary corrupts authorities, it must corrupt authorities one
of these subsets. In the security argument, we will randomly choose a subset of [n] of size k and
rely on security of this instantiation. The reduction algorithm will be correct with a probability of
1/(}) = 1/poly(A). Thus, we successfully reduce the security of the scheme to security of one of
the underlying MAFE schemes.

However, a subtle issue is that if we encrypt circuit C provided by adversary in every MAFE
instantiation, security will not hold as we will not be able to protect C present in other instan-
tiations. Hence, we need to “share” C' among all the MAFE instantiation such that even if only
one of the shares are honest, we can still argue security. This is where we use homomorphic secret
sharing (HSS). Using HSS, we can share C' among all the MAFE instantiations and evaluate on it
to reveal the output. However, the current HSS schemes from literature only satisfy a weaker secu-
rity guarantee where evaluations of honest shares cannot be leaked. We require this feature as the
adversary can use the secret keys from MAFE to learn output of honest share’s evaluation. To this
end, we define and construct a new HSS scheme that facilitates just that. We formally define and
construct such a HSS scheme from multi-key fully homomorphic encryption in Section F. Below,
we formally define and construct (n, k)-cMAFE.
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Definition 7.2 ((n,k)-cMAFE). An (n, k)-cMAFE scheme for circuit class C and GZID is defined
similarly to Definition 7.1 and the maximum number of corruptible authorities, k& are declared a-
priori as an input to the GSetup algorithm. In addition, we require that (Z) = poly(A). We satisfy
a the following notion of security in Construction 7.3. For any admissible adversary A that meets
the admissibility criterion in Definition 7.1, there exists a PPT simulator Sim such that V A € N,

Q,n,k,x,8,01,. ..,y — A(1Y),

CRS « GSetup(1*,19,17™ 1%, 1%, 1%),
Q,n, s, k,x,CRS, {MPKiq}iq, Vid, (MPKiq4, MSKiq) < ASetup(id, 1£id),
{MSKiq}igex, Q,CT, b " C + A9CI(CRS, {MPKig}ia),

CT «+ EnC({MPKid}id,C>,

b+ ACC(CT) )

~
~e

{SimA’C(')(l)‘)}

where O is a stateful oracle that responds to key generation using KGen and authority corruption
queries. O adds the query and response to Q for each query made by A. K is the set of all adaptively
corrupted authorities.

Construction 7.3 ((n, k)-cMAFE). We provide the construction of (n, k)-cMAFE for P/Poly cir-
cuits and GZD = {GZID\}aen (Definition 7.2) using an MAFE scheme for P/Poly circuits and GZD
(Definition 3.2), a HSS scheme for P/Poly circuits (Definition F.4) as follows.

GSetup(1*,19,17,15,1F,1%). Let T = [(2)] and J = [2X]. We will assume some fixed ordering of

oln] ‘k8 and say IC; € 2[”]}k for ¢ € I. For each i € I, j € J, instantiate an MAFE,

Vieljel cs®™) « MAFE.GSetup(1*,19,177%, 1%)
We assume w.l.o.g that for any i € I, the authority identifiers are elements of the set [n]\ K;?,

i.e, for the (i, 7)-th instantiation of MAFE, id ¢ K;'°. Output CRS := (crs());cy je;.

ASetup(id, 1%¢). For each i € I,j € J, generate master public and secret keys for the (i, 7)-th
instanfciation of MAFE if id ¢ ,Ci,‘(mpk(ivj)’ mSk(i’j)) — MAFEASetup(|d7 1fid)' Output MPK :—
(mpk(l’j))i,j and MSK := (msk(”))m.

KGen(id, MSKiqg, {MPKiax }igxe[n], GID, 7). Parse MSKiq as (mafe.mski(j’j))ieﬂyjej. For each idx € [n],

parse MPK;qy as (mafe.mpki(j;(j))ie]ldej.
Note that each mafe.mpki(j;(j ) implicitly consists of information about fi4x. Using (¢1,...,40,),
define a corruptible set K’ C [n] such that £g = O(log \) for id € K.
Let I' = {i : i € LK; C KD igex, lid < x}. Let Iy = {i : i € I';id ¢ K;}. For every
iell,jel,

skli9) « MAFE.KGen(id, msk{?”) {mpk{o/1, GID, z)

8Recall from Section 2 that 2A’a is the set of all subsets of set A of size a.
9We use id ¢ C; and id € [n] \ K; interchangeably.
10This is done to avoid complicated notation required in the subsequent algorithms. We use this fact implicitly.
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Output SKid,GID,a: = (Ski(dz:zS)ID,x)i,j‘

Enc({MPKig }ige[n), C)- Parse MPKjq as (mpki(dihj))iel[yjeu]] for each id € [n]. Parse K’ similar to KGen.

Share the circuit C using HSS for all i € I, {Ci}ier + HSS.Share(1*,19, 171 C). For each
i € I, encrypt the circuit Fj; where this circuit takes (€1 +...+£,) — x bits as input and sets
{Zid }idex, = j (truncations done appropriately) and computes HSS.Eval(i, Ci, x).

That is, for every i € I',j € J,ct(®) «— MAFE. Enc({mpk ’])}.dgzc, Fi;). Output CT :=
(Ct( ’J))ze]l’ JET:

Dec({SKid’gD@id}ide[n}, CT). Parse CT as (mafe. ctl ’J))Ze]y ey and SKig gD 2,y as (mafe. Skl(d G)ID x.d)

for each id € [n]. Let z = (21,...,2,). For eachi € I, partition z as {xiq4 }igex, and {x,d},d(ﬂci.
Observe that we have secret keys for all {Ziq }iagic,- Decrypt the (i, j = {4 }iagx,)-th instantia-

tion of MAFE, y; ; = MAFE.Dec({sk\ 2 , }agx.» ct). Output y := HSS.Retrieve({y; ; }ier)-

Correctness. The correctness of the scheme follows from the correctness of MAFE and HSS
schemes. In particular, SKiq GID 2,y = (Sk.(d%)ID g)iet, jey and CT = {MAFE. Enc({mpk( 7j)}|d¢]€ , HSS.

Eval(s, Ci,- ) }ier jes- By correctness of (i,j = {Zid}iagk,)-th instantiation of MAFE, y;; =

MAFE. Dec({skl(é’leDxd}ldg,C , ct(@)) = HSS.Eval(i,C;,z = (x1,...,%,)). Thus, by correctness of
HSS, y = C(z1, ..., %n).

Theorem 7.4. If HSS is a secure HSS scheme for P/Poly circuits (Definition F.4), MAFE is a
secure MAFE scheme for P/Poly circuits and GZID (Definition 3.2), then Construction 7.3 is a
secure (n, k)-cMAFE scheme for P/Poly circuits and GZD.

Proof Sketch. We provide a sketch of the hybrid argument used to prove security of Construction 7.3
as follows.

Hybrid 0. This is the real experiment from Definition 7.2. We use the stateless MAFE and HSS
algorithms to respond to queries from adversary.

Hybrid 1,x. For x € [|J] + 1]. In this hybrid, we will randomly guess i* & 1 and simulate
the (i*,1),...,(¢*, kK — 1) instantiations of MAFE. The indistinguishability of hybrids can be
argued using the security of MAFE. In addition, if the adversary corrupts any id that is not in
the ¢*-th element of I, we abort. The indistinguishability is argued using a two fold argument
— if we correctly guess the authority’s corruption set, the challenger does not abort with 1/|I|
probability which by design is 1/ (Z) = 1/poly()). If this happens, we then proceed to argue
indistinguishability from MAFE security.

Hybrid 2. In this hybrid, we will simulate the HSS instantiation. Now that all MAFE instantia-
tions for i* (after correctly guessing at the beginning) are simulated, we would only be using
the outputs of share evaluation. Thus, we can readily rely on the strong security of HSS to
show indistinguishability. This is the description of Sim from Definition 7.2.

The full proof is in Appendix G. O
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Remark 7.5 (Corruptions & dynamic collusions). We remark that Construction 7.3 is agnostic
to the query bound ). That is, even if we provide the query bound during encryption, the same
construction works mutatis mutandis. This is because of the black-box usage of MAFE. Hence, a
similar construction yields an (n, k)-cMAFE scheme with dynamic collusions.

Remark 7.6 (Leakage Resilient FE). We remark that our techniques provide a way to construct
a leakage resilient FE scheme in which the master secret key can be corrupted block by block such
that the number of bits of input it affects is bounded by x.

8 Generic Compilers for Authority Corruptions

In this section, we show relations between various notions of authority corruptions in MAFE as
defined in Section 7.1. In particular, we show that selective corruptions are good enough to achieve
non-adaptive corruptions generically and adaptive corruptions via complexity leveraging. MAFE
with selective and non-adaptive authority corruptions are defined as follows.

Definition 8.1 (sel-cMAFE). A MAFE scheme with selectively corruptible authorities (sel-cMAFE)
scheme for circuit class C and GZD is defined similarly to Definition 7.1 except that the adversary
will declare all the corruptions a-priori. That is, the adversary will send the set of corrupted author-
ities, K at the beginning and receive {MSKq }igex along with the public parameters. The adversary
will not issue secret key queries for corrupted authorities.

Definition 8.2 (na-cMAFE). A MAFE scheme with non-adaptive authority corruptions (na-
cMAFE) scheme for circuit class C and GZD is defined similarly to Definition 7.1 except that
the adversary is prohibited to corrupt any authorities in the post-challenge query phase. That is,
all authority corruptions should be made before sending the challenge circuit.

In order to achieve non-adaptive corruptions, we rely on a similar compiler as Section 5. The
idea is that instead of a tMAFE scheme, we use a sel-cMAFE scheme to achieve non-adaptive
corruptions''. As the pre-challenge simulator BFE (BFE.Sq, BFE.S;) behaves identically to an
honest challenger, we can reveal BFE.MSK at most by the challenge query phase and proceed
honestly. Thus, if all the corruptions are made before challenge query phase, we can readily rely
on sel-cMAFE security as well.

For adaptive corruptions, we guess the authorities that will be corrupted a-priori and pro-
ceed Wi2th) the security argument from there. The probability that our guess is correct is at most
2—O(log A )

We now construct a non-adaptively corruptible MAFE scheme (na-cMAFE) using a selectively
corruptible MAFE scheme (sel-cMAFE).

Construction 8.3 (na-cMAFE). We provide the construction of na-cMAFE for P/Poly circuits and
GID = {GID)}en using a sel-cMAFE scheme for P/Poly circuits and GZD (Definition 8.1) and a
BFE scheme for P/Poly circuits (Definition 3.3) as follows.

GSetup(1*,19,17,1°%,1%). Output CRS := (A, Q,n, s, X).

ASetup(id, 14¢). Sample keys (bfe.mpk, bfe.msk) < BFE.Setup(1*, 19, 1A +/6IDI+ia
1%i4) where kig < poly(A, @, |GID|, fig). Output MPK := ({4, bfe.mpk) and MSK := ({iq, bfe.msk).

HNote that even in Construction 5.2, we could rely on selectively secure tMAFE to achieve the same result.
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KGen(id, MSKid, {MPKidX}idxe[n]) GlD, l‘) Parse MSKid as (fid, bfe.msk;d) and for all idx € [n], MPKidX

as (lidx, bfe.mpkq, ). Sample bfe.skiq gip . <~ BFE.KGen(bfe.mskiq, (id, GID, x)). Output SKiq cip,»

= bfe.skid,Gm,x.

Enc({MPKiq}idejn); C). Parse MPKjq as (£ig, bfe.mpkiq) for each id € [n].

e Sample mafe.crs < sel-cMAFE.GSetup(1*,1%,17,1%,1X) and V id € [n], (mafe.mpk,y, mafe.
mskiq) < sel-cMAFE.ASetup(id, 14).

e Compute mafe.ct < sel-cMAFE.Enc({mafe.mpk4 }ige[n), C)-

e Vid € [n], bfe.ctiy < BFE.Enc(bfe.mpk;q, sel-cMAFE.KGen(-, mafe.mskiq, {mafe.mpkiqy, tidx, *» -

Output CT := (mafe.ct, {bfe.ctig }iae[n])-

Dec({SKid,GID 4 }ideln]s CT). Parse SKig 6D,z
{bfe.ctiq }igepn)). For each id € [n], compute mafe.skiyy = BFE.Dec(bfe.skiq cip,«, bfe.ctig). Out-
put y := sel-cMAFE.Dec({mafe.skiq }iqc|n], mafe.ct).

as bfe.skig gD,z for each id € [n] and CT := (mafe.ct,

Correctness. The correctness of the scheme follows from the correctness of BFE and sel-cMAFE.

Theorem 8.4. If sel-cMAFE is a sel-cMAFE scheme (Definition 8.1) for P/Poly circuits and GID =
{GID)}ren and BFE is a BFE scheme for P/Poly circuits (Definition 3.3), then Construction 8.3
is an na-cMAFE scheme for P/Poly circuits and GID = {GZD)}  en (Definition 8.2).

Proof Sketch. The proof of this theorem is similar to the proof of Theorem 5.3. We provide a sketch
of the hybrid argument used to prove security of Construction 8.3 as follows.

Hybrid 0. This is the real experiment from Definition 8.2. We use the stateless sel-cMAFE and
BFE algorithms to respond to queries form adversary.

Hybrid 1. In this hybrid, we will simulate the pre-challenge queries using BFE.Sy and BFE.S;.
That is, we will use (BFE.Sy, BFE.S1, BFE.Enc, BFE.KGen) to respond to all secret key queries
made to n authorities in the pre-challenge secret key query phase. Note that if id is corrupted,
we can proceed with revealing its MSK;4 as the output distribution remains the same as hybrid
0 by BFE security.

Hybrid 2,j. for j € [n+1]. In this hybrid, we will simulate the honest BFE instantiations for the
first j — 1 authorities using BFE.Sim. And, we will use BFE.Enc and BFE.KGen algorithms for
corrupted authorities which we will know by challenge query phase. The indistinguishability
of hybrids can be argued from security of BFE.

Hybrid 3. In this hybrid, as we know all the corruptions by challenge query phase, we can sim-
ulate the sel-cMAFE instantiation. We can use the master secret keys to encrypt the honest
sel-cMAFE.KGen algorithm using the corrupted authorities’” BFE instantiations. Moreover,
as no authority corruptions are allowed in the post-challenge query phase, indistinguisha-
bility can be argued using the security of sel-cMAFE. This is the description of Sim from
Definition 8.2.

We omit full proof for brevity. O
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Remark 8.5 (Adaptive Corruptions). Assuming the quasi-polynomial security of sel-cMAFE, we
can construct a cMAFE scheme simply by guessing the corruption set a-priori. As we have ), fiq =

poly(A) and out of which we need to guess x = O(log\) bits that get corrupted. We will be
poly(X)
O(log A
sel-cMAFE, we can get a cMAFE scheme generically. Moreover, we can construct a tight reduction

using artificial abort techniques [Wat05, GY24] so that the resulting cMAFE scheme is secure against

correct with probability 1/ ( )) = 2-0(log? A), Hence, by relying on sub-exponential security of

attackers running in times 900108 ) ith advantage at most 9—0(10g? A)

9 Lower Bounds on MAFE with Authority Corruptions

In this section, we provide lower bounds on the efficiency of MAFE schemes that support authority
corruptions. Specifically, we show that if an MAFE scheme supports at most x-bit corruptions, the
size of its ciphertexts and master keys must grow with 2X. We show that any non-trivial efficiency
in this regard, i.e, 2X(1=9) for ¢ > 0, will imply an indistinguishability obfuscation (i0) scheme'2.
This result implies that Construction 7.3 is optimal in certain regards.

The main idea as explained in overview is that MAFE schemes that satisfy a weaker notion of
security such as static security (Definition 9.5) with a non-trivial efficiency guarantee as described
above can be bootstrapped to an iO scheme. Here, by static security, we mean that adversary
makes secret key and corruption queries before receiving the public parameters of the system.

We show that an MAFE scheme that obeys this definition implies an XiO scheme for P8 /Poly
[LPST16] if it supports one GID query and a weakly succinct FE scheme for P/Poly [BV15] if it
supports at most @) GID queries. Our implications are formally proved in Section 9.3 and Section 9.4.
Note that an XiO scheme for P'°8 /Poly in conjunction with LWE implies an iO scheme whereas a
weakly succinct FE scheme for P/Poly implies it generically. We provide the definitions of these
preliminaries in Section 9.1 and formally define statically secure MAFE schemes in Section 9.2.

9.1 Preliminaries

We provide definitions of some preliminaries we use in this section.

Definition 9.1 (i0). An iO scheme with polynomial-time algorithms (Obf, Eval) is said to be an
indistinguishability obfuscation (iO) for the circuit class C = {Cy}ren if it satisfies the following
properties.

Correctness. For any A € N, z,C € Cj,

Pr[C(xz) = Eval(C,z) : C + Obf(1*,C)] = 1

Indistinguishability. For any stateful PPT adversary A, there exists a negligible function negl(-)
such that VA € N, Cy, C1 € Cy, |Co| = |Cl|,V$,Co($) = Cl(:E),

b & {0,1},(Co, C1) + A(1Y),
C <+ Obf(1*, Cy)

2We consider indistinguishability-based security for our schemes in this section and simulation-based security is
impossible for such schemes (cf. Remark 9.13).

~ 1
Pr| b+« A(C) < 5 + negl(\)
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Definition 9.2 (XiO). An exponentially-efficient indistinguishability obfuscation (XiO) scheme
XiO as defined by [LPST16] is an iO scheme for the circuit class C = {Cy : {0, 1}"™ — {0, 1} }AeN
that satisfies Definition 9.1 and the following property.

Non-trivial Efficiency. There exists a constant £ > 0 such that for any A € N, circuit C' € C), the

probabilistic algorithm Obf runs in time poly(), |C],2") and output size |C| = poly(), |C]) -
on(1-€)

Definition 9.3 (Circuit class P'°8 /Poly, [LPST16]). P8 /Poly is a subclass of P/Poly circuits that
takes O(log \) many bits as input. The output of any circuit C' € P'°8 /Poly is polynomially bounded.
Note that XiO is efficient for P18 /Poly.

Definition 9.4 (sFE, [BV15]). An sFE scheme (Setup, Enc, Dec) is said to be a weakly size-succinct
functional encryption (sFE) scheme for circuit class C = {Cy} e if it satisfies the following prop-
erties.

Correctness. For any A € N,Q = Q()), and any C, € Cy for ¢ € [Q], any =z,

(MPK, {SKg}q) Setup(1*, {Ci}a),

CT « Enc(MPK, z),y — Dec(SK,, CT) | ~

Pr| y=Cy(z)
Weak size-succinctness. The size of the encryption circuit, [Enc(MPK,-)| < Q¢ - poly(), |C|)
where £ > 0 and |C| is the maximum circuit size for Cj.

Security. For any stateful PPT adversary A, there exists a negligible function negl(-) such that
YAeN,

¥ q € [Q){Cylq + AN, b & {0,1),

Prl b=p - (MPK, {SKq}q) — Setup(l)‘, {Cq}q), <
(360,361) %A(MPK7{SK11}Q)7 B
CT « Enc(MPK, z3),b" + A(CT)

+ negl(\)

N =

9.2 Definitions

We provide the definitions of primitives with non-trivial efficiency for MAFE with authority cor-
ruptions.

Syntax. A static Q-GID MAFE (stMAFE) scheme for the circuit class C = {Cy} en and GID =
{GID)}xen that can handle corruption of x bits with non-trivial efficiency consists of algorithms
(GSetup, ASetup, KGen, Enc, Dec) defined similar to Definition 7.1.

Definition 9.5 (stMAFE). An stMAFE scheme (GSetup, ASetup, KGen, Enc, Dec) is said to be an
stMAFE scheme if it satisfies the following properties.

Correctness. For any A € N;Q = Q(\),n = n(A\),s = s(\),k < n,x = x(A\),C € Cy,GID €
QID/\,V id e [n],E;d = &d(A),

CRS <+ GSetup(1*,19, 17,15, 1% 1X),

YV id, (MPKiq, MSKi4) + ASetup(id, 1%9¢), | =1

CT «+ EnC({MPKid}id,C)

where SKid,GID,x — KGen(id, MSKiq, {MPKidX}idxe[n]v GID, a;)

C(z1,...,2n) =

P
' Dec({SKiq,GID,« }id> CT)
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Non-trivial efficiency. The size of the encryption circuit, |[Enc({MPKi4}id,-)| is at most (Q -
2X)1_£ : p0|}/()\, Elv s >€na |C|)

Static IND security. For any stateful PPT adversary A, there exists a negligible function negl(-)
such that V A € N,

[ Q’nas’kvx’lca{gid}ide[n}’ ) by
— A(1Y),

< {GIDg, {7 gid Yiagx }aelq] (%
VY id, ¢, (MPK;g, MSKiq) < ASetup(id, 1%¢),

Pr b« A(CT) . SKidjq < KGen(id, MSKid, {MPKidx}idx; Gqu, xq,id),
CRS, {MPKiq}ige(n): >

Cy,C1) +— A ,

(Co, 1) ( {MSKid }iderc, {SKid,¢}q,id

b <& {0,1},CT « Enc({MPKig}q, Cs)

1
< 3 + negl(\)

where CRS <« GSetup(1*,1%,17,1°,1%,1X) and KGen is defined similarly. (Cp, C}) are such
that for any GID € {Gqu}, WS XGID,l X ... X XGID,m Co(l‘) = Cl(.ilf) where XGID,id = {0, 1}Zid
if id € K and XG|D’id = {xG|D7;d} otherwise. In addition, ZidGIC by < x.

Definition 9.6 (fstIMAFE). A fstIMAFE scheme (GSetup, ASetup, KGen, Enc, Dec) is said to be a
fully static fixed-corruptible 1-GID MAFE scheme for circuit class C = {C)} en and a single GID if
in the above definition, @ = 1 (and we ignore it in syntax) and A sends challenge circuits (Cp, C1)
along with secret key queries. In addition, we make the following change to efficiency.

Non-trivial efficiency. The sizes of CRS, MSKq, MPKjq for any id € [n], SKiq 5, z € {0, 1}49, and
CT for the circuit C' are at most poly(\, £1, ..., 4, |C]) - 2X0=) where € > 0. In addition, the
running times of GSetup, ASetup, KGen, Enc are at most poly(\, 41, ..., 4., |C|, 2X).

9.3 XiO from fst1MAFE

Construction 9.7 (XiO). We provide the construction of an XiO scheme (Definition 9.2) for
Pl°g /Poly circuits (Definition 9.3) C = {Cy : {0,1}"™ — O,}sen from an fstIMAFE scheme for
P/Poly circuits (Definition 9.6) that can handle n corruptions as follows.

Obf(1*,C). Let C : {0,1}"™ — O, for n(\) = O(log\). Sample an fstIMAFE instantiation with
N = 2 authorities, k = 1 corrupts where ¢; = n, {3 = poly(\), x = 41,
crs < fstIMAFE.GSetup(1*, 1V, 15,17, 1%,1X). V id € {1,2}, (mpky, mskiq)  fstIMAFE.
ASetup(id, 1%4).
Sample a secret key for a random « € {0, 1}%2, ska o < fstIMAFE.KGen(2, mskz, a). Now, gen-

erate a ciphertext for the circuit C” of size s’ = O(|C), ct + fstIMAFE.Enc(mpk;, mpky, C").
C' simply ignores the second input.

Output C := (crs, mpky, mpky, msky, ska o, ct).

Eval((~}', x). Parse C as (crs, mpky, mpky, msky, ska o, ct). Run KGen for z, skq , < fstIMAFE.KGen(1,
msky, {mpkiq }id, ).
Output y := fstIMAFE.Dec(sk; , sko,q, ct).
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Correctness. This follows from the correctness of fst1MAFE.

Non-trivial Efficiency. As all algorithms of fstIMAFE used in Obf run in poly(A, n, £, |C|,2"),
running time of Obf is poly(A, n, f2,|C],2") < poly(A, |C|, |C|,2"™) = poly(A, |C[,2™). The size of C
can be similarly shown to be poly(\, |C]) - 2%*=¢") where & > 0.

Theorem 9.8. If fstIMAFE is a fully static 1-GID MAFE scheme for P/Poly circuits that can handle
O(log \) corruptions (Definition 9.6), then Construction 9.7 is an Xi© scheme for P'°¢ /Poly circuits
(Definition 9.2).

Proof. We prove the security of Construction 9.7 by showing a reduction from an adversary that
breaks XiO security to an adversary that breaks fstIMAFE security. Assume that there exists an
adversary A that runs in time ¢ against XiO that can distinguish between Co and C; with advantage
e. Here, Cy and C are such that |Cy| = |C1| and V z, Cy(x) = C;(x). We prove the security of XiO
by constructing a reduction B between A and a challenger Chal for fstIMAFE for P/Poly circuits.
The description of B is as follows.

Bhal(1Y). A sends Cp, Cy to B. Let Co,Cy : {0,1}" — Oy for n = O(logA). Set fy :=

poly(A\),N = 2,k = 1,x = n, and sample « & {0,1}2. Send N, s, k,x,K = {1},a,(C},C})
to Chal. Parse the information sent by Chal and set C = (crs, mpk;, mpky, msky, ska ,ct). Run A
on C. Output whatever A outputs. Note that the running time of B is polynomial in the running
time of A and A. In addition, B acts as a valid adversary for Chal and a valid challenger for A.
Advantage of B is exactly e. O

Thus, if we have a sub-exponentially secure fstIMAFE for P/Poly circuits, we can build a sub-
exponentially secure Xi©O scheme for P°8/Poly circuits. The following theorem from [LPST16]
shows that we can build sub-exponentially secure i©O for P/Poly circuits from Xi©O for P'°8 /Poly.

Theorem 9.9 ([LPST16]). Assuming the existence of sub-exponentially secure XiO for P8 /Poly
and sub-exponentially secure LWE, there exists a sub-exponentially secure iO scheme for P/Poly
circuits (Definition 9.1).

9.4 Weakly Size-Succinct FE from stMAFE

Construction 9.10 (sFE). We provide the construction of a weakly size-succinct FE scheme for
P/Poly circuits (Definition 9.4) from an stMAFE scheme (Definition 9.5) for P/Poly circuits and
GID = {GID)}en as follows.

Setup(1*,{Cy}4erq))- W-Lo.g., assume that all circuits are of size s and output size m = m(\). We
will use ¢1 = [logm|,ly =s,N =2 k=1,x = ¢1,K := {1} and s’ to be the size of the circuit
from Enc.

Generate an stMAFE instantiation, crs < stMAFE.GSetup(1*,19,1V 1%, 1% 1X). For each
id = {1,2}, (mpk,y, mskig) < stMAFE.ASetup(id, 1%¢).

Sample @ GIDs randomly from GZD). That is V ¢ € [Q], GID, - GID). Sample secret keys
for the id = 2, for GID,, Cy, ska q.c, < KGen(2, mska, GIDg, Cy).

Output MPK := (crs, mpk, mpky) and SK, := (MPK, msky, GID,, Cy, ska 4 ¢, )-
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Enc(MPK, z). Parse MPK as (crs, {mpk;q}id). Construct the circuit F' = F(x,-,-). Here, F(z,i,C)
outputs the i-th bit of C(x) for i € [m]. Note that the size of circuit F is O(s?). Generate
ciphertext for F' using stMAFE, ct <— stMAFE.Enc(mpk;, mpky, F') and output CT := ct.

Dec(SK, CT). Parse CT as ct and SK as (crs, mpk;, mpky, msky, GID,4, Cy, ska 4 ). Run stMAFE key
generation m times for id = 1, for sky 4 ; < stMAFE.KGen(1, msky, {mpkiq }id, GID4, 7). Output
y = (Y1,...,Ym) where V i € [m],y; = stMAFE.Dec(ski 4, 5ks q,c, ct).

Correctness. This follows from the correctness of stMAFE.

Weak size-succinctness. The size of Enc(MPK; ) is at most

F| + |stMAFE.Enc({mpk.4}id, )| < 32+ QQHOgm] 1 g'poly As, [logm], s
id =
< Ql Epoly()\,s)

Theorem 9.11. If stMAFE is a secure static fixed-corruptible @Q-GID MAFE scheme for P/Poly
circuits and GZD (Definition 9.5), then Construction 9.10 is a secure weakly size-succinct FE scheme
for P/Poly circuits.

Proof. We prove the security of Construction 9.10 by showing a reduction between any adversary
that breaks the security of sFE and a challenger for stMAFE. Assume that there exists a t-time
adversary A that runs in time ¢ against sFE as per Definition 9.4 with advantage e. We prove the
security of sFE by constructing a reduction B between A and a challenger Chal for stMAFE for
P/Poly circuits. The description of B is as follows.

Bhal(12). A sends size-s circuits with output size m, {Cqlqerq)- Set £y = [logm],ly = s, N =

2,k =1,x = {1, K= {1}, and s’ = O(s?). Sample GID, & GID) and sets xo 4 := Cy for ¢ € [Q)].
Send Q, N, s, k, x, 41,42, K,{GIDg, {24} }4 to Chal. Receive (crs, mpky, mpky, msky, {ska 4 ¢, }4) from
Chal. Set MPK := (crs, mpky, mpky), SK; := (MPK, msky, GID,, Cq, ska 4.c, ), and send (MPK, {SK,},)
to A. A sends (zg,x1). Construct Fy = Fy(xo,-,), F1 = Fi(x1,-,-) where Fy(xp,i,C) outputs the
i-th bit of C(zp) for b € {0,1}. Send (Fy, F1) to Chal. Receive CT from Chal and run A on CT.
Output whatever A outputs. Note that the running time of B is polynomial in the running time of
A and A. In addition, B acts as a valid adversary for Chal and a valid challenger for A. Advantage
of B is exactly e. O

Thus, if we have a sub-exponentially secure fstIMAFE for P/Poly circuits, we can build a sub-
exponentially secure sFE for P/Poly circuits. The following theorem from [BV15] shows that we
can build sub-exponentially secure iO for P/Poly circuits from sFE for P/Poly circuits.

Theorem 9.12 ([BV15]). Assuming the existence of sub-exponentially secure sFE for P/Poly cir-
cuits, there exists a sub-exponentially secure {O scheme for P/Poly circuits.

Remark 9.13 (Impossibilities for SIM-security). By an incompressibility argument similar to
[BSW11, AGVW13], SIM-secure fstIMAFE and stMAFE are impossible in the standard model.
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10 (poly, Q)-MA-ABFE Definition

In this section, we provide the definition of (poly, @)-MA-ABFE with varying security levels. An
MA-ABFE scheme can be thought of as an MAFE scheme for the function class that can be split
into a predicate and a circuit. That is, F = {(P»,Cx)}ren comprises of a tuple of predicates in
P = {'P)\ : X)\J X... X X)\’n — {0, 1}})\€N and circuits in C = {C)\ : y,\71 X ... X y)\m — O)\})\GN- The
functionality of F is defined as follows — for any F' = (P € Py,C € Cy), (x1,...,2Tpn) € X1 X... XX,
and (Y1,...,Yn) € V1 X ... X Vp,

F((x1,y1)s- -y (@nyyn)) = Cly1,...,yn) if and only if P(x1,...,2,) =1

The idea of MA-ABFE as explained in Section 2 is to facilitate unbounded secret key collusion
per ciphertext as opposed to the bounded collusion as in MAFE. Because of this, our syntax for
MA-ABFE remains similar to an MAFE scheme’s syntax. For KGen, we take the input as a tuple
(z,y) and for Enc, we take (P, (') as input where P is a predicate and C'is a circuit. In addition,
GSetup algorithm takes maximum input size L = |yiq| for any id and maximum size of predicate
Sabe as additional inputs. Similarly correctness is altered to two cases, when P(z1,...,z,) = 0/1.
We summarize these ideas formally in the definition below.

Definition 10.1 (MA-ABFE). A multi-authority attribute-based functional encryption (MA-
ABFE) scheme is an MAFE scheme for predicate class P, circuit class C, and GID = {GIDy}en.
We define a new security definition, namely, (poly, @)-bounded security which is defined below. We
also make a few changes to the “bounded” authority variant of MAFE syntax as follows.

Syntax. The GSetup algorithm takes the maximum length of any of circuit inputs L, size of
predicate s,pe as additional inputs. Input for KGen is split into  and y for predicate and
circuit respectively. Enc takes the predicate P € Py and circuit C' € Cy as inputs.

Correctness. This is defined for two types of queries, namely a satisfying query (P(z1,...,2,) =
1) and unsatisfying query (P(z1,...,z,) = 0). Dec outputs C(yi, ..., y,) for satisfying queries
and L for unsatisfying queries.

(poly, @)-Bounded Security. For any admissible adversary A, there exists a stateful simulator
Sim such that V A € N,

Q,n, L, sape, Stes {1, -+ - 1 bn < A(l)‘),

CRS « GSetup(1*, 19,17, 1%be, 15%),
AKCen()(CT) ¢ Vid € [n], (MPKig, MSKig) < ASetup(id, 1),

P,C ¢ AKGen(:)(CRS, {MPKig}ia),

CT « Enc({MPKid}id€1'7 P, C)

~
~e

Qa n, L, Sape, Stes 817 ce 7€n — -’4(1/\)’

CRS, {MPKigbigepn) = Sim(1*, 19,17, 15sbe 15%),
ASMEO ) (CT) ;Y id € [n], MPKig « Sim(id, 1),

P,C + AS™(0)(CRS, {MPK;gtig),

CT « Sim(P, 1/l V)
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where V = {(GID, Y = {yaip,id }ide[n), C(Y)) : for every GID that was used to query all id € [n]
in pre-challenge query phase such that P(zgip.1,...,ZGID,n) = 1}. Similarly, Sim queries C(-)
withY = ({me,id}ide[n]) and receives C(yG|D71, NN ,yG|D,|Z|) if P(.TG|D,1, ceey CUGID,n) = 1. KGen
is an oracle that responds to the following type of queries — A queries for secret keys using
(id,GID,z,y) and KGen responds with SKiggip,z,y < KGen(id, MSKig, {MPKiax }igxefn)» GID,
x,y).

A stateful PPT machine A is admissible if it makes polynomially many queries to KGen with
the restriction that the number of queries such that P is satisfied (satisfying queries) are at
most Q. In addition, A will make at most one ciphertext query with circuit C' € Cy of size at
most s adaptively.

We now provide definitions for a few variants of (poly, @)-MA-ABFE below.

Definition 10.2 (Non-adaptive (poly, @)-MA-ABFE). We say that a (poly, Q)-bounded MA-ABFE
scheme (GSetup, ASetup, KGen, Enc, Dec) is non-adaptively secure if in the above security game,
satisfying queries are not allowed in post-challenge query phase.

Definition 10.3 ((poly,1)-MA-ABFE). We say that an MA-ABFE scheme (GSetup, ASetup, KGen,
Enc, Dec) is a (poly, 1)-bounded MA-ABFE if in the above security game, @ = 1. In addition, we
ignore () in syntax.

Definition 10.4 (Non-adaptive (poly, 1)-MA-ABFE). We say that an MA-ABFE scheme (GSetup,
ASetup, KGen, Enc, Dec) satisfies non-adaptive (poly, 1)-bounded security if it satisfies both Defini-
tion 10.2 and Definition 10.3.

11 (poly, 1)-MA-ABFE from MA-ABE and Garbled Circuits

In this section, we show how to construct an MA-ABFE scheme that is (poly, 1)-bounded secure.
That is, the adversary is allowed to query one set of queries such that P(z1,...,z,) and in that
case, learn C'(y1,...,yn). The main hurdle in this construction is that such a query can be made
adaptively or non-adaptively or in a way that half the authorities are queried in the pre-challenge
phase and the other half in post-challenge phase. In all of these cases, we need to construct a
simulator that only requires C(yi,...,y,) to simulate the transcript of communication between a
challenger and an adversary.

As explained in overview, we rely on the template put forth by [GY24] and proceed in 3 stages.
Firstly, we construct a non-adaptively secure (poly, 1)-bounded MA-ABFE scheme in Section 11.2
where the satisfying query can only be made completely in the pre-challenge query phase. We
construct this by relying on garbled circuits. For now, assume that y;q = 1 for each id. We proceed
somewhat similar to [SS10] where we replace the PKE instantiation by MA-ABE. Let us elaborate.
We instantiate 2n MA-ABE schemes for n authorities and b € {0,1}. For i € [n], id-th authority
issues a secret key for each b € {0,1} if ¢ # id and issues secret key for (i,b) = (id, yig)-th MA-
ABE scheme. In encryption, we will garble the circuit C' and encrypt w; under (7, b)-th MA-ABE
with predicate P. Note that we provide all secret keys from all authorities for (i, y;)-th MA-ABE
instantiations for ¢ € [n]. Thus, adversary will only learn half the wire labels. The security of this
scheme is then straight-forward where if the adversary make a satisfying query, we can simulate
the garbled circuit and rely on MA-ABE security to hide the other half wire labels.
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Secondly, we construct a non-committing variant of MA-ABE. In a non-committing MA-ABE,
apart from the regular MA-ABE schemes, there is a special way to “fake” a ciphertext and later
“reveal” it to be an encryption for message m. The idea is that if an adversary makes a satisfying
query in the post-challenge phase, it shouldn’t be able to guess whether it received a honestly
generate CT,{SKiq}ig pair or a faked pair CT,{SKiq}ig. Note that adversary can query n — 1
authorities for the satisfying GID in the pre-challenge phase and last one in post-challenge phase.
Even then, the security should hold. We proceed somewhat similar to [GVW12] where we replace
the PKE instantiation by MA-ABE. Let us elaborate. Consider that we are working with single bit
messages. We instantiate 2n MA-ABE schemes and generate secret key for id-th authority for every

(7 # id, b)-th MA-ABE schemes and (id, piq)-th MA-ABE where big ul {0,1}. To encrypt, we sample
Ry,...,R, & {0,1} and R; in the (¢,b)-th MA-ABE system and set R = &igRiq ® m. Correctness

of the scheme follows immediately as we can decrypt Ri,..., R, and learn m from there. This
structure allows us to encrypt 0 and 1 randomly in (7,0) and (i,1)-th MA-ABE systems. And
using the secret keys learn Rig := pig. Thus, when the last authority (say n) is queried for a

satisfying query, we can set p, = ®;1,p; ® R ® m and reveal R to be ), p; ® m. Thus, we can
equivocate the ciphertext when the last authority is queried using this trick and the distributions
will be computationally indistinguishable by security of MA-ABE. Full construction of this scheme
is provided in Section 11.3.

Finally, to construct a (poly,1)-bounded MA-ABFE in Section 11.4 where we combine both
the non-committing MA-ABE and non-adaptive (poly, 1)-bounded MA-ABFE schemes to achieve
the desired result. We generate a ciphertext for non-adaptive (poly, 1)-bounded MA-ABFE and
encrypt it in the non-committing MA-ABE scheme. This way, we can fake the ciphertext and
reveal it only when a satisfying query is made, we can reveal the ciphertext and rely on non-
adaptive (poly, 1)-bounded MA-ABFE security to simulate the ciphertext with only C'(y1,...,yn)-
The main ingredient we use in our constructions in this section is an MA-ABE scheme which we
define in Section 11.1 as a special case of (poly, 0)-bounded MA-ABFE for a special circuit class.

11.1 Preliminaries

We recall the definition of MA-ABE but as a special case of MA-ABFE. This is done in order to
maintain consistency between the definitions of MAFE, MA-ABFE, and MA-ABE.

Definition 11.1 (MA-ABE). A multi-authority attribute-based encryption is a special case of MA-
ABFE (Definition 10.1) that satisfies (poly, 0)-bounded security for predicate class P and C contains
of circuits that outputs a message m € {0,1}*!3. In syntax, the GSetup algorithm does not take
Q, sfe as inputs and we forgo y as input to KGen as it essentially does not matter. On the other hand
Enc takes the message m as input rather than circuit C'. We formulate an indistinguishability-based
definition as follows.

IND Security. For any admissible adversary A, there exists a negligible function negl(\) such

13Recall that MA-ABE can encrypt messages of arbitrary sizes using hybrid encryption.
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that,

(TL, Saéla s 7€n) — ‘A(lA)7

CRS « GSetup(1*, 17, 1%0¢),V id € [n],

pr| b ; ) . (MPKiq, MSKiq) < ASetup(id, 144),

AZI(CT) (P, mg, my) «+ AEC)(CRS, {MPKig}ia),
pE {0,1}, CT « Enc({MPKig}ig, P,my) |

+ negl(\)

l\DM—l

where £ oracle responds to secret key queries as follows — A sends (KGen, (id, GID, z)) and
receives SKiq gip,» <+ KGen(id, MSKig, {MPKiux }idxe[n)> GID, 7) from €. A stateful PPT machine
A is said to be admissible if it makes polynomially many queries to £ and makes one KGen
query per GID to an authority and for every set of X = ({zcip,id}id), P(X) = 0.

11.2 Non-Adaptive (poly, 1)-MA-ABFE

Construction 11.2 (nalMA-ABFE). We construct a non-adaptive (poly, 1)-bounded MA-ABFE
scheme for predicate class P = {Pr}ren, P/Poly circuits, GID = {GID)}ren (Definition 10.4)
using an MA-ABE scheme for predicate class P = {Px}ren, GZD = {GZD) } ren with no corruptions
(Definition 11.1), and a garbling scheme (Garble, Eval) for P/Poly circuits (Definition A.1) as follows.

GSetup(1*, 1™, 1%, 15 15%), For eachi € [n],j € [L],b € {0,1}, sample crs7Y) « MA-ABE.GSetup
(12,17, 1%b). Output CRS := (n, L, Sabe, Sfe, (crs(i’j’b))”b).

)

ASetup(id, 14¢). For eachi € [n],j € [L],b € {0, 1}, sample (mpk(w ) msk(” b)) + MA-ABE.ASetup
(i, 1%). Output MPK;g := (mpk\"7?)), ; and MSKiq := (mskl(d’] )i

KGen(id, MSKig, {MPKig, }iaucin)s GID, 7, ). Parse MSKig as (mskis7?)); . 1 MPKigc as (mpk{i?™); ;4
for idx € [n],i € [n],j € [L],b € {0,1}. Pad y such that |y| = L. For each i € [n],

e If i # id, for each j,0, skl(d’JGﬁ)Dx +— MA-ABE.KGen(id, mskld’]b {mpkl(g;f b)}idx, GID, x).
o If i = id, for each j, skiy 25  MA-ABE.KGen(id, mskiy ™ {mpk{i7*") ), GID, )1

OUtPut SKId ,GID,z,y — <{Sk|d’éﬁ)3 x}z;ﬂd,] by {Sk,(;’](.;%j]x }z id,j» L, y)

Enc({MPKiq}igepn)» P> C). Parse MPKig as (mpk\s??), i, for id € [n],i € [n],j € [L],b € {0,1}.
Garble the circuit C'°, (6, {wi jp}ijp) < Garble(1*,1E C).
Compute for each 4, j, b, ct(0) MA—ABE.Enc({mpki(j’j’b)}, P w; jp).
Output CT := (C, (ct@0)y, ).

Dec({SKid,GID,z;d,yid}ide[n]: CT) Parse CT as (C (Ct(Z’J b)) i,5.b ) and SKj4 ,GID,zig,yiq & <{Sk|d CID gc}l?éldd b,

{skl(;’]GiygL}z idj, & ld,y,d) for id € [n],i € [n],j € [L],b € {0,1}. For each 1,7, Wy j i) =

MA-ABE. Dec({sk,d’]GﬁS j)d}.de[ > ct@iwili)). Output z = Eval(C, {Wi gy 1)

1By y[j] we denote the j-th bit of y
15For notational convenience, we assume that wire labels are pre-partitioned this way.

37



Correctness. The correctness follows from correctness of MA-ABE and (Garble, Eval). In partic-
ular, for each i € [n],j € [L], we only have a complete set of secret keys for the instances (3, j, y;[j])-
Hence, using these and by correctness of MA-ABE, we get half the wire labels {wi,j,yi[j]}i,j- From

here, we evaluate the garbled circuit C to obtain z = C (Y1, -+ Yn)-

Theorem 11.3. If MA-ABE is an MA-ABE scheme for predicate class P = {Py}reny and GID =
{GZD)} en without corruptions (Definition 11.1), (Garble, Eval) is a garbling scheme for P/Poly
circuits (Definition A.1), then Construction 11.2 is a non-adaptive (poly,1)-bounded MA-ABFE
scheme for predicate class P = {Py}aen, P/Poly circuits, and GZD = {GZD) } xen (Definition 10.4).

Proof Sketch. We provide a sketch of the hybrid argument used to prove security of Construc-
tion 11.2 as follows.

Hybrid 0. This is the real experiment with Chal from Definition 10.4. We use the MA-ABE
honestly to encrypt all the wire labels.

Hybrid 1,¢,7v. for ¢ € [n],y € [L]. In this hybrid, if the adversary submits a satisfying query, we
replace the wire label (wi7j71_yi[j]) with all zero string of same length for every i < ¢,5 < 7.
Note that we only give n — 1 secret keys for the (i,7,1 — y;[j])-th instantiation and as such
the adversary cannot decrypt even though P(z1,...,z,) = 1. Thus, we can readily rely on
MA-ABE security to argue indistinguishability of these hybrids.

Hybrid 2. In this hybrid, half the wire labels are replaced with all zero strings. This is similar to
the final hybrid from previous phase. Indistinguishability between hybrids 1,n, L and 2 can
be argued from security of MA-ABE.

Hybrid 3. In this hybrid, if the adversary submits a satisfying query (which can only happen in
pre-challenge query phase and thus we know the whole input (y1,...,y,)), we simulate the
garbled circuit instantiation. As there are only half the wire labels being used in encryption,
security comes from security of (Garb, Eval). This is the description of Sim from Definition 10.4.

We provide full proof in Appendix H.
O

11.3 Non-Committing MA-ABE

A non-committing MA-ABE scheme can be viewed as an MA-ABFE that satisfies adaptive (poly, 1)-
bounded security for the circuit class that outputs a hard-coded message m € {0,1} for every
input. We present another definition using MA-ABE that can “fake” a ciphertext without using
message m and produce a secret key that “reveals” the ciphertext to be encrypting m.

Definition 11.4 (ncMA-ABE). A non-committing MA-ABE scheme is an MA-ABE scheme (Def-
inition 11.1) equipped with two additional algorithms, Fake, Reveal. Using Fake, we can simulate a
ciphertext without the message m € {0,1}Y and when the adversary makes a satisfying query, we
can use Reveal to adaptively equivocate the ciphertext to reveal m. In the syntax of the scheme
GSetup takes L as an input. Correctness is defined similarly to Definition 11.1. The syntax of
Fake, Reveal and security are defined as follows.
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Fake({MPKid }ige[n), P) — ((ﬁ',aux). The probabilistic faking algorithm takes as input the set of

all master public keys {MPK;qy}ige|n), predicate P € Py and outputs a ciphertext CT and
auxiliary information aux.

Reveal(id, MPKiq, MSKiq, { (MPKiax, pidx) }idx£id» GID, 2, aux, m) — (§P/(;d,G|D7x). The possibly random-
ized revealing algorithm takes as input master secret of id-th authority MSK4, master public
keys from all authorities, MPKiq, {MPKigy }idx£id, random strings from secret keys of all au-
thorities {pidx}idx¢id, user global identifier GID, attribute x, auxiliary information aux, message

m, and outputs a secret key SKig gD -

Security. For any admissible adversary A, there exists a negligible function negl(\) such that,
(1 Sabes Ly 01, -, b)) < A(1Y),b <& {0,1},
CRS + GSetup(1*, 17, 1%¢), Y id € [n],
(MPKiq, MSKiq) < ASetup(id, 1gid),

(P,m) « A%()(CRS, {MPKig}ia),

If b= 0, CT «+ EnC({MPKid}id, P, m),

If b = 1, (CT, aux) + Fake({MPKiq}ig, P)

Pr | b+« A%G)(CT)

1
< 5t negl(\)

where & is a stateless oracle responds to secret key queries for (KGen, (id, GID,z)) from
A as SKid,GID,m — KGen(id, MSKid7{MPKidx}idxe[n]aGlDa$)' &1 is a stateful algorithm that
when a satisfying query is made, for the last id with GID,x responds with é\Rid’QD’z —
Reveal(id, MPKiq, MSKiq, {(MPK;dX, pidx,GID)}idx;éida GID, z, aux, m) A stateful PPT machine A
is said to be admissible if it makes polynomially many queries to & and makes one KGen query
per GID to an authority such that there is at most one X = ({zgip,id}id), with P(X) = 1.

Construction 11.5 (ncMA-ABE). We construct a non-committing MA-ABE scheme for predi-
cate class P = {Pr}ren and GID = {GID)}en (Definition 11.4) using an MA-ABE scheme for
predicate class P = {Pa}ren, GZD = {GID\}ren with no corruptions (Definition 11.1) as follows.

GSetup(1*,17, 1%+ 1), For each i € [n],j € [L],b € {0,1}, sample crs(35) - MA-ABE.GSetup
(1,17, 1%¢). Output CRS := (n, Sabe, L, (crs(70); ).

ASetup(id, 1%¢). For eachi € [n],j € [L]},l‘) € {0,1}, sample (mpki(j’j’b)‘, mski(j’j’b)) < MA-ABE.ASetup
(i, 1%). Output MPK;g := (mpk\""?)); ; and MSKiq := (msk(#?), ..

KGen(id, MSKig, {MPKig }iguc i) GID, ). Parse MSKig as (msk(i"™); 5, MPKige as (mpk{?™); ;4

for idx € [n],i € [n],j € [L],b € {0,1}. Sample p < {0, 1} and for i € [n],

b)
[

). < MA-ABE.KGen(id, mski;”", {mpk{;?" }ia, GID, ).

o If i # id, for each j, b, skiy
e If i = id, for each j, sk« MA-ABE.KGen(id, msk 7D {mpk(v77UDy, | GID, 2).

- o
Output SKig.aip,y = ({Sk{5 0.0 Fiid s (KB Vimias )
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Enc({MPKiq }igefn), Py m). Parse MPKjq as (mpkl(d’J b))m-’b for id € [n],7 € [n],j € [L],b € {0,1}.

Sample Ry,..., R, & {0,1}F and set R:= R ®...® R, ®m. Compute for each i, ,b,
ct(#3) « MA-ABE.Enc({mpk\"*"}, P, R;[j]). Output CT := (R, (ct@b), . }).
Dec({SKid GID x.d,y.d}ide [n]> CT) Parse CT as (R (Ct( J> b)) i,j,b ) and SKjq ,GID,ziq,yiq @S ({Skld%ﬁ)) x}z;éid,j,b

{kl(dl’]GfDI}Z id.j> Tid, P ,d) for id € [n],i € [n],j € [L],b € {0,1}. For each i,j, R;[j] =
MA-ABE. Dec({sklj éﬁg@l},de[n},ct( 2piliDy. Output m’ = Ry @ ... R, ® R.

Fake({MPKig}igcpnps P)- Parse MPKig as (mpk?™)); 54 for id € [n],i € [n],j € [L],b € {0,1}. Sam-
ple Ry,..., Ry, RE {0,1}*. Compute for each i, j, ct(@dBiliD) I\/IA—ABE.Enc({mpki(j’j’Ri[j])},
P,0) and ct(@31- Rl « MA-ABE Enc({mpkiy”' U} P,1). Output CT := (R, (ct@?)); ;)
and aux = (Ry,..., Ry, R).

Reveal(id, MPKig, MSKig, { (MPKiax, pics) }idxotia, GID, 2, aux, m). Parse MSKiq as (msk'7?), -, MPKiq
as (mpkiy””)i ;4. MPKig as (mpkiy?”); ;, for idx # id,i € [n],j € [L],b € {0,1} and aux as
(R17 s 7R7Z7 R) Set pi= (@ldX;ﬁd Pidx D Ridx) 2] Rid ®R@&m. Forie [TLL

o If i # id, for each j,b, skiyZ , < MA-ABE.KGen(id, msk{y”", {mpk{y" }igy, GID, z).
o If i = id, for each j, sk{y 215" < MA-ABE.KGen(id, msky”"), {mpk{"""V},, GID, x).

9, 7b i
Output SKiaip,ey = ({SKGED o i (SKG LR Vimia s 7. )

Correctness. The correctness of the scheme follows from the correctness of MA-ABE. In particu-
lar, similar to Construction 11.2, we have a complete set of secret keys for the instances (i, j, p;[7])-
Using these and by correctness of MA-ABE, we can recover {R;[j]}i; and thus m' = m.

Theorem 11.6. If MA-ABE is an MA-ABE scheme for predicate class P = {P)} ey and GID =
{GID)}reny with no corruptions (Definition 11.1), then Construction 11.5 is a non-committing
MA-ABE scheme for predicate class P = {Px}ren and GID = {GID)} en (Definition 11.4).

Proof Sketch. We provide a sketch of the hybrid argument used to prove security of Construc-
tion 11.5 as follows. Note that for this proof, if A makes a satisfying query in the pre-challenge
query phase, all hybrids proceed similar to hybrid 0. Hence, assume that A makes a satisfying
query in the post-challenge query phase.

Hybrid 0. This is the real experiment with & from Definition 11.4. We use the MA-ABE honestly
to encrypt R;[j] in both (¢,7,0) and (4, ,1) instantiations of MA-ABE.

Hybrid 1. In this hybrid, as A runs in polynomial time, it queries with at most ¢ = poly(\) many
GIDs. Chal guesses that N*-th GID, where N* & [q], is the satisfying query that A issues. In

addition, Chal will sample pJ, ..., p} & {0,1}" uniformly during setup phase and use these
strings for the N*-th GID’s secret key queries. Chal will abort if it guesses incorrectly. Chal
does not abort is at most 1/¢g probability and output distribution is exactly like hybrid 0.
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Hybrid 2,:,v. for ¢ € [n],y € [L]. In this hybrid, we will encrypt 1 — R;[j] in the (4, j, 1 — p}[j])-th
instantiation of MA-ABE for i < ¢ and j < . As only n — 1 secret keys for (¢,7,1 — pf[j])-th
instantiation and as such the adversary cannot decrypt even though P(zy,...,x,) = 1. Thus,
we can readily rely on MA-ABE security to argue indistinguishability of these hybrids with a
1/q loss in advantage due to the guess made like in hybrid 1.

Hybrid 3. In this hybrid, (7, j, p}[j])-th instantiation encrypts R;[j] and (i, 7,1 — p}[j])-th instan-
tiation encrypts 1 — R;[j] for every i, j. Indistinguishability between hybrids 2, n, L and 3 can
be argued from security of MA-ABE.

Hybrid 4. In this hybrid, we will use Fake to encrypt and when a satisfying query is made, use
Reveal to equivocate m. Output distribution of hybrids 3 and 4 are identical.

We provide full proof in Appendix I. O

11.4 Adaptive (poly, 1)-MA-ABFE

Construction 11.7 (IMA-ABFE). We construct a (poly, 1)-bounded MA-ABFE scheme for pred-
icate class P = {Pr}ren, P/Poly circuits, GID = {GZID)}ren (Definition 10.3) using a non-
adaptive (poly, 1)-bounded MA-ABFE scheme for predicate class P = {Py}xen, P/Poly circuits,
GID = {GID)}ren (Definition 10.4), a non-committing MA-ABE scheme for predicate class
P = {Partren, GZD = {GID)}ren (Definition 11.4) as follows.

GSetup(1*,17, 1% 1%be 1%%)., Sample abfe.crs <~ nalMA-ABFE.GSetup(1*, 17, 1% 1%abe 15%). Let G =
poly (A, 1, Sabe, Sfe, L) be the length of nalMA-ABFE’s ciphertext for these parameters. abe.crs <
ncMA-ABE.GSetup(1*,17, 1%, 1), Output CRS := (abfe.crs, abe.crs).

ASetup(id, 1%¢). Sample (abfe.mpk, abfe.msk) < nalMA-ABFE.ASetup(id, 1%¢), (abe.mpk, abe.msk)

< ncMA-ABE.ASetup(id, 1%4). Set MPK := (abfe.mpk, abe.mpk), MSK := (abfe.msk, abe.msk)
and output (MPK, MSK).

KGen(id, MSKiqg, {MPKiax }igxefn]» GID, 7, ). Parse MSKq as (abfe.mskiq, abe.mskiq), MPKiq, as (abfe.

mpkiq,, abe.mpk;q, ) for each idx € [n]. Run abfe.skig gip 4,y < NalMA-ABFE.KGen(id, abfe.msk;g,
{abfe.mpkiq, }idx, GID, z, ) and abe.skig.gip,» +— ncMA-ABE.KGen(id, abe.mskiq, {abe.mpkiy, }idx
GlD,l‘). Output SKid,GID,x,y = (abfe.skid7G|D7x,y, abe.skid,Gm,m).

Enc({MPKig }igejn)s P, C). Parse MPKiq as (abfe.mpkiy, abe.mpk;y) for each id € [n]. Sample abfe.ct <

nalMA-ABFE.Enc({abfe.mpki4 }ige[n], P C). Now, run abe.ct <— ncMA-ABE.Enc({abe.mpk;q }id,
P, abfe.ct). Output CT := abe.ct.

Dec({SKid,GID,x;d,y;d}ide[n]: CT) Parse SKid,G|D,Iid,yid as (abfe.sk;d,qD’xid,yid, abe.skid7G|D,xid) for each id €
[n] and CT as abe.ct. Run abe.ct’ = ncMA-ABE.Dec({abe.skig cip &, }id; abe.ct). If abfe.ct’ = L,
abort and output L. Otherwise, output z := nalMA-ABFE.Enc({abfe.skig GID ;4,41 }id» abfe.ct’).

Correctness. The correctness of the scheme follows from the correctness of nalMA-ABFE and
ncMA-ABE. By correctness of ncMA-ABE, abfe.ct’ is a valid ciphertext of nalMA-ABFE and 2z =
C(y1,.-.,yn) by correctness of nalMA-ABFE.
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Theorem 11.8. If ncMA-ABE is a non-committing MA-ABE scheme for predicate class P =
{Pr}ren, GID = {GID)}ren (Definition 11.4), nalMA-ABFE is a non-adaptive (poly, 1)-bounded
MA-ABFE scheme for predicate class P = {Px}ren, P/Poly circuits, GID = {GID)}ren (Defi-
nition 10.4), then Construction 11.7 is a (poly, 1)-bounded MA-ABFE scheme for predicate class
P = {Px}aen, P/Poly circuits, GID = {GID)}ren (Definition 10.3).

Proof Sketch. We provide a sketch of the hybrid argument used to prove security of Construc-
tion 11.7 as follows.

Hybrid 0. This is the real experiment with Chal from Definition 10.3. We use &y for ncMA-ABE
and honest and stateless algorithms for nalMA-ABFE.

Hybrid 1. In this hybrid, we will shift to using & for ncMA-ABE. That is we will fake the
ciphertext and only equivocate it to abfe.ct if adv makes a satisfying query in the post-
challenge query phase. The indistinguishability of hybrids can be argued using security of
ncMA-ABE instantiation.

Hybrid 2. In this hybrid, we will simulate the nalMA-ABFE instantiation either while equivocating
or in the challenge query phase (if A makes a satisfying query in pre-challenge query phase).
Hybrids 1 and 2 are indistinguishable due to security of nalMA-ABFE. This is the description
of Sim from Definition 10.3.

We provide full proof in Appendix J. O

12 Attribute-Based Distributed Client-Server Framework

In this section, we define and construct an attribute-based distributed client-server framework
(adCSF). This is strengthening of dCSF defined in [GY24] which was used to construct a bounded
query MAFE scheme starting from an MAFE scheme that is secure against one GID collusion. We
define this object to similarly to construct a (poly, @)-bounded MA-ABFE scheme starting from a
(poly, 1)-bounded MA-ABFE scheme that was constructed in Section 11.4.

Recall that dCSF (defined in Definition B.1) is a specialized MPC protocol between n servers
(with inputs {ziq}id) and one client (with circuit C') both of whom delegate their computation to
N users to learn C(zy, ..., x,) for each input. In adCSF, server encodings are generated for input
parsed as (z,y) and client encodings for input parsed as (P, C). The main difference between dCSF
and adCSF is that the adversary is now allowed to query an unbounded number of server encodings
but only @ of them for satisfying queries. And the security is defined using a simulator who only
uses the values of {C(Ygip)}aip for satisfying Yeip = (yaip,1,- - - YGIDn)-

We construct an adCSF scheme generically from any dCSF scheme. The client encodings are
set as (P, 6“) where C is client encoding from dCSF. Note that in an MA-ABE scheme, predicate
P is not hidden. Hence, it is fine to reveal P as whole to adversary. The main intuition is that
server encodings are deterministic. Hence, while arguing security, the reduction algorithm can
generate server encodings on its own and respond to the adversary. In order to generate client
encodings, when the predicate P and circuit C' are given, reduction algorithm can determine which
of the queries are satisfying and thus send these {ycip,id}id,gip queries to a challenger for dCSF.
We will ignore the server encodings and only use the client encodings to respond to adversary.
Post-challenge query phase proceeds similarly and reduction will query the challenger for output
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encodings only for satisfying queries. Thus, we construct an adCSF scheme from a dCSF scheme
in Section 12.2.

12.1 Definition

We provide the definition of adCSF as follows. For a complete definition, we ask the reader to
compare and contrast the definition of dCSF provided in Definition B.1. We provide a sanitized
definition of adCSF with the differences from dCSF highlighted below.

Definition 12.1 (adCSF). An adCSF scheme (ServEnc, CliEnc, UserComp, Decode) is said to be an
attribute-based dCSF scheme (adCSF) for predicate class P = { Py }aen, circuit class C = {Cy }aen,
and GZD = {GZD,}, is a dCSF scheme for function class F = {(Py,Cx)}ren and GZD. The major
changes are highlighted below.

Syntax. The server encodings are generated for input parsed as (z,y) and client encodings are
generated for input parsed as predicate and circuit pair (P, C).

Correctness. This is defined for two types of encodings, satisfying encodings where Decode out-
puts C(y1,...,yn) if P(x1,...,2,) = 1 and unsatisfying encodings where Decode outputs
1.

Security. For any admissible adversary A, there exists a stateful simulator Sim such that V A € N,
{adCSF-Exptj*jg'(ﬂ)} ~ {adCSF—Expti{:’l‘(l’\)}

where definitions of adCSF—Expt%S'(lA), adCSF-Expti{f‘f(l/\), and admissible adversary are
similar to Definition B.1. The major changes are as follows—

o A makes polynomially many server encoding queries such that each authority is queried
at most once per GID with the restriction that at most () server encoding queries are
made across n authorities for satisfying queries.

e Simulator Sim takes P as input.

e V used by Sim only contains C(Y') for Y = (y1,6iD, - - - » Un,ci0) if P(z16ID, - - -, ZncD) = 1.
Similarly in the post-challenge query phase Sim queries C with Y for satisfying queries.

12.2 Attribute-Based dCSF from Distributed Client-Server Framework

Construction 12.2 (adCSF). We provide the construction of an adCSF scheme for predicate class
P = {Pxr}ren P/Poly circuits, GID = {GZID)} ren from a dCSF scheme (Definition B.1) for P/Poly
circuits, GID as follows.

ServEnc(1*,19, 17, 1% 1% GID,id, z,y, A). Run {%|D7id}u€[N} = dCSF.ServEnc(1*,19,1™ 1%, GID, y, A).
Set a%lD,id = (G|D7x’§ng,id) and output {angJd}u.

CliEnc(1*, 19,17, 1%, 1%, P, C). Sample {C"},c(n]  dCSF.CliEnc(1},19,17, 1%, C). Set F* :=
(P,C*) and output {ﬁu}ue[N]-
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UserComp({&élDJd}ide[n},ﬁ”). Parse F“ as (P, 6“) and agp ;4 as (GIDid, Zid, Yéip,, ia)- If all GIDig

are not same or P(x1,...,zy,) =0, abort and output L.

Otherwise, compute Z¢p < dCSF.UserComp({@\éleid}, 6“) Output z¢p.

Decode({Z¢ p }ues, S). If all encodings are not present, output L. Otherwise, compute and output

z = dCSF.Decode({Z¢p }ues, S)-

Correctness. The correctness of the scheme follows from the correctness of dCSF.

Theorem 12.3. If dCSF is a distributed client-server framework for P/Poly circuits, GZD (Defini-
tion B.1), then Construction 12.2 is an adCSF scheme for P/Poly circuits, GZD.

Proof. Assume that there exists an adversary A that can distinguish between honest Chal and
adCSF.Sim with non-negligible probability ¢(A). We will construct a reduction adversary B that
can break the security of dCSF with non-negligible probability. The description of B is as follows.

Setup. A sends (Q,n, Sabe,Sfe,g) to B. B passes (Q,n,Sfe,g) to O.

Pre-challenge Queries. A sends polynomially many queries of the form (id, GID, z,y, A), S. Send
(x7§élD,id> for w € S and %ID,id = (GID, y, A).

Challenge Query. A sends P,C,{j¢p}cip. At this point B can figure out all the accepting at-
tributes and GIDs. Perform pre-challenge queries for O using these (id, GID,y, A), S. Ignore
the responses from O. Query O with C, {j;}, to receive {C“}ue[N]\g and {J¢p}aiD,u- Set
Fu = (P,C") foru € [N]\S and Zéip = Yép for appropriate GID, u and send {ﬁ“}ue[N]\g, {Z&p
}GID,u to A.

Post-challenge Queries. A sends polynomially many queries of the form (id, GID, z,y, A), S and
Jép if P(zGiD1, - - -, ZGID,n) = 1 and all authorities are queried. If j& o is present query O with
(id, GID, 44, A), S for id € [n], ignore the responses and receive y¢p for v € S. Otherwise,
set @gip g = (€, Ugip,ia) Where Ygpig = (GID, g, A) and send {agp g fues and {Zgp tues (if
applicable) to A.

Guess Phase. Perform required checks on {Sgip, Acip, j&p }aip and output whatever A outputs.

As we can see, the running time of B is a polynomial in the running time of A and A. If O us
an honest challenger for dCSF, B behaves like adCSF—ExptS{‘S'(l’\) and if O is a simulator for dCSF,

BB behaves like adCSF-Expti{f’l’(l/\). Hence, B can break the security of dCSF with advantage €(\).
Thus, adCSF is secure. O

13 (poly, Q)-MA-ABFE from (poly, 1)-MA-ABFE and adCSF in
ROM

In this section, we provide the construction of a (poly, @)-bounded MA-ABFE scheme from (poly, 1)-

bounded MA-ABFE scheme and an adCSF scheme. The construction is similar to the construc-

tion of MAFE from sub-exponentially secure PKE in ROM from [GY24]. Here, we use a (non-
programmable) random oracle H to sample (S, A) for each GID. In the security reduction, we will
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guess the set of non-corrupted users and unique indices in each {Agp }gip to rely on the security of
adCSF. Note that we need to rely on the augmented statistical lemmas Lemma B.2 and Lemma B.3.
The security proof proceeds similar to [GY24] and we omit full proof for brevity.

Construction 13.1. We construct a (poly, @)-bounded MA-ABFE scheme for predicate class
P = {Pa}ren, P/Poly circuits, GID = {GIDy}ren (Definition 10.1) using a (poly, @)-bounded
MA-ABFE scheme for predicate class P, P/Poly circuits, GZD (Definition 10.3), and an adCSF
scheme for P, P/Poly circuits, GZD (Definition 12.1), in the random oracle model as follows. Here,
N, D,t are from Lemma B.2, T, v are from Lemma B.3.

GSetup(1*,19,17, 1% 1%be 15%), For each u € [N], sample abfe.crs, < lMA—ABFE.GSetup(lA/, 1",
15 1%be 1%%), Here N = O ((Q2/\2)1/0‘) and « is a constant to get the adversary’s advantage
within 2-0@3) Sample a hash function H : GZID — 2[N]‘D X QT‘U. Output CRS :=
(A, @, 1, L, Sabe, Ste, H, {abfe.crsy, }e(n))-

ASetup(id, 1%¢). For each u € [N], sample master public and secret keys (abfe.mpk,,,abfe.msk,,)
+ 1IMA-ABFE.ASetup(id, 1%¢). Output MPK := {abfe.mpk,},,, MSK := {abfe.msk, }..

KGen™(id, MSKjq, {MPKidx }idxe[n]; GID, 2, ). Parse MSKigq, MPK;qy as {abfe.mskiq , }., {abfe.mpkigy ,, }u
for each idx € [n] and u € [N]. Deterministically sample (S, A) = H(GID). Compute using
adCSF, {ang,id}u + adCSF.ServEnc(1,19,17, 15 1% GID,id, x,y, A). For each u € S,
compute abfe.sk, < IMA-ABFE.KGen(id, abfe.mskiq, {abfe.mpkiy, }idxe[n): GID, z,a¢p i4). Out-
put SK]d7G|D7x7y = (S, {abfe.sku}ues).

Enc({MPKig }igefn)s P, C)- For each id € [n], parse MPKjq as {abfe.mpk;y ,, }» for u € [N]. Compute

{F}, < adCSF.CliEnc(1, 19,17, 1%k 15 P C). Y u € [N], let G* = adCSF.UserComp(
.oy F). Sample abfe.ct, < IMA-ABFE.Enc({abfe.mpkiy , }iae[n), P, G*). Output CT :=
{abfe.cty bue[n-

Dec({SKid,GID,a:id,yid}ide[n]vCT)' For each id € [n], parse SKid,G|D,zid,yid as (S;d,{abfe.sk;d,u}uesid)
and CT as {abfe.ct,},c(n). If all Sjg are not the same, then abort and output L. Oth-
erwise, for each u € S1, z¢,p = 1IMA-ABFE.Dec({abfe.skiq v }ige|n], abfe.cty). Output z :=
adCSF.Decode({Z¢\p }ues:, S1)-

Correctness. The correctness follows from correctness of adCSF and 1MA-ABFE.

Theorem 13.2. If IMA-ABFE is a sub-exponentially secure (poly, 1)-bounded MA-ABFE scheme
(Definition 10.3) for predicate class P, P/Poly circuits, GZD and adCSF is a sub-exponentially secure
attribute-based dCSF scheme for predicate class P, P/Poly circuits, GZD then Construction 13.1
is a sub-exponentially secure (poly, @)-bounded MA-ABFE scheme (Definition 10.1) for predicate
class P, P/Poly circuits, GZD in random oracle model.

Proof Sketch. The proof of this theorem closely follows the proof of )-GID MAFE scheme in ROM
from [GY24]. Specifically, we need to use the augmented N, D,t and T,v from Lemma B.2 and
Lemma B.3 respectively as any attacker, by means of the non-programmable H and unsatisfying
queries learn unbounded (S, A) for any number of GIDs. After this, we have a subtle issue that we
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do not know which GID is for a satisfying query and which GID is for a unsatisfying query. Hence,
we need to guess all the corrupted users and unique indices which can be used for simulation.
After guessing this string, we need to follow the artificial abort based template from [GY24]
where we determine whether we can use an adversary’s algorithm to attack a specific instantiation
of IMA-ABFE. Note that like in [GY24], we can consider an intermediate object of “partially
adaptive MA-ABFE in ROM” and proceed from there to make the proof simpler. O

Corollary 13.3 ((poly, @)-MA-ABFE with Static Security). A (poly, @)-bounded MA-ABFE scheme

is said to satisfy static security if the A declares all the secret key queries before receiving CRS, {MPKiq }i4.
We remark that a statically secure (poly, @)-bounded MA-ABFE scheme can be constructed from
polynomially-hard MA-ABE schemes. This is because we can use a PRF key embedded as part of
CRS to find all the satisfying GID and use adCSF readily. The construction and security proof are
similar to the statically secure MAFE construction’s in [GY24].
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A Additional Preliminaries

We recall the definition of garbled circuits [Yao86] which is derived from [BHR12].

Definition A.1 (Garb). A Garb scheme (Garble, Eval) is said to be a garbling scheme for P/Poly
circuits if satisfies the following properties.

Correctness. For any A € N, n-ary P/Poly circuit C,

o | v = . (Co{wis}icppeqoy) + Garble(11,C) | _
Clay, . yan)  y=Eval(C, {wig, iepm)
Security. For any PPT adversary A, there exists a simulator Sim, V A € N,
(C,z) « A1), b & {0,1},
Pr|bt=0b : (€(0)7 {w%}ie[nwe{al}) - Garble(1%, C) < 1+ negl(A)
( (1)7 {wz,mz}ze[np — Slm(l)\a 1n7 1‘C|7 C(JI)) 2

jod b
W ACO, {0 Yicp)

Remark A.2 ([Yao86]). Assuming the existence of one-way functions, garbled circuits for any
family of P/Poly circuits exist.

Definition A.3 (PRF). A secure pseudorandom function PRF is a deterministic polynomial-time
function that takes inputs from X = {X)}ren and a key K € {0,1}* and outputs values in
R = {Rx}ren. We say that the PRF is a secure pseudorandom function if it satisfies the following
properties.

Pseudorandomness. For any stateful PPT adversary A, there exists a negligible function negl(-)
such that V A € N,

+ negl(\)

N | =

Pr| b« A2001Y = p & 01, K E {0,110 | <

where Og(-) = PRF(K,-) and O;(-) generates random strings in Ry.
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Definition A.4 (IBE). An IBE scheme (Setup, KGen, Enc,Dec) is said to be an Identity-Based
Encryption scheme (IBE) for identity space Z = {Z)} xen if it satisfies the following properties.

Correctness. For any A € N, for any identity ibelD € Z,,|ibelD| = z = z(\), for any message
m € {0,1}*16,

(MPK, MSK) < Setup(1*, 1),
Pr| m= Dec(SK;be|D, CT) : SKibeID — KGen(I\/ISK, ibeID), =1
CT + Enc(MPK, ibelD, m)

Security. For any admissible stateful PPT adversary A, there exists a negligible function negl(-)
such that for any A € N,

(MPK, MSK) ¢ Setup(1*,17),
(ibelD*,m) + A°0C)(1*, 1%, MPK),

b {0,1},mg := m,mq := 0™,
CT « Enc(MPK, ibelD*, my)

Pr| b+ A°0(CT)

where O(ibelD) outputs KGen(MSK, ibelD) and an admissible adversary queries the oracle
O(-) with ibelD # ibelD*.

Remark A.5 (Multi-challenge security). Although Definition A.4 is defined for a single challenge
identity, the same holds for to multiple challenge queries by a simple hybrid argument. We will use
this version in this work.

B Relevant Material from [GY24]

In this section, we provide definitions and results from [GY24] that will be useful for the reader.

B.1 Distributed Client-Server Framework

Syntax. A distributed client-server framework (dCSF) for circuit class C = {Cy} en and GID =
{GID)} en consists of the following polynomial time algorithms.

ServEnc(1*,19,1",1%,id,GID, z, A) — {%,GID}uG[N]' The deterministic server encoding algorithm
takes as input the query bound (), number of authorities n, maximum size of circuit s,
authority identifier id, user global identifier GID € GID,, input x, cover-free set A, and
outputs input encodings {%,GID}UE[N]'

CIiEnc(lA, 19,17, 1%, C) — {5"}%[1\;}. The probabilistic client encoding algorithm takes as input
query bound @, number of authorities n, maximum size of circuit s, circuit C' € Cy, and
outputs client encodings {C"},¢|n]-

~

UserComp({Ziy gip tideln]s C*) — Y¢ip- The deterministic user computation algorithm takes the in-

put encodings for a GID € GZD), from all authorities, {%7G|D}ide[n], client encoding 6“, and
computes the output encoding ¥¢ p-

16Recall that IBE can encrypt messages of arbitrary length using hybrid encryption.
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Decode({¥¢p fues:S) = y. The deterministic decoding algorithm takes as input output encodings
from users in S C [N], {¥¢p }ues and outputs the value y.

Definition B.1 (dCSF). A dCSF scheme (ServEnc, CliEnc, UserComp, Decode) is said to be a dCSF
scheme for circuit class C and GID if it satisfies the following properties.

Correctness. Forany A € N,Q = Q(\),n =n(\),s = s(A\),id € [n],C € Cy,GID € GID),u € S C
[N]7 |S’ =D,

{%,GID}UE[N] = ServEnc(1*,19, 17,
C(x1y...,xpn) = . 15A,id,GID,ac,A),
Decode({¥¢p tues,S) = {C"}ueiv) < CliEnc(1*,19,1™, 1%, 0),
@élD‘_Usercomp({%,mo}id?(ju)

=1

Security. For any admissible adversary A, there exists a stateful simulator Sim such that V A € N,
{dCSF-Exptj'jg'(ﬂ)} ~, {dCSF—Expti{f‘{(l)‘)}

where definitions of dCSF—Expt%‘S'(lA), dCSF—Expti{f‘f(l)‘), and admissible adversary are as
follows — A stateful PPT machine A is admissible if

e A makes at most ) server encoding queries across n authorities such that each authority
is queried at most once per GID.

e For all server encoding queries, Sgip, Agp should be unique for a GID. And all {Scip}
and {Agp} satisfy Lemma B.2 and Lemma B.3 respectively. 8 = [N]\(Ugipcior SeioN
Scip’) and j§p is the unique index in Agip for every GID.

dCSF-Expt {3 (1*).

Setup. A sends Q, n, s, set of non-corrupted users S.

Pre-challenge Queries. A queries for server encodings with ((id, GID, z, Agip), Scip). Chal
runs {74 gip bue(N] = ServEnc(1*,1%,1",1%,id, GID, z, Agp), and sends {Z% cip fueSan-

Challenge Query. A sends circuit C, and {j&p}aip for each completed GID in the previous
phase. Chal samples {C"},c[n) < CliEnc(1*,19,1",1%,C) and for each GID, {{y¥4p} +
UserComp({Zig gip }ide[n]> C*) buesqp and sends {C"} g and {¥gp }aiDuesep t0 A

Post-challenge Queries. This is similar to pre-challenge query phase, except that A sends
an additional input j¢,;p when for this GID, this is the last authority to be queried. In
turn, Chal responds additionally with {¥¢p}uesqp that it computes using UserComp.

Guess. Output whatever A outputs.

dCSF-Expt)T (1%).

Setup. A sends @, n, s, set of non-corrupted users S. Initiate Sim(1*,19,1™, 15, §)
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Pre-challenge Queries. A queries for server encodings with ((id, GID, z, Agip), Scip). Re-
spond with {Zjy gp tuesqp = Sim(id, GID, z, Agip).

Challenge Query. A sends circuit C, and {j&p}aip for each completed GID in the previous
phase. Respond with {6"}u¢§, {U¢p}ciDuesap < Sim(l'c‘,v, {j*GID}gip). Here, V =
{(GID, X = {@i4,GID }ide[n], C(X)) for all GID that was used to query all authorities in
pre-challenge query phase}.

Post-challenge Queries. This is similar to pre-challenge query phase, except that A sends
an additional input j¢,p when for this GID, this is the last authority to be queried. Re-
spond with ({Z% gip}, {Tép Duesan < SimU)(id, GID, z, Aqip, j¢p)- Here, Sim queries
C(-) with X = (216D, .., %n,cD) and receives C(X).

Guess. Output whatever A outputs.

B.2 Augmented Statistical Lemmas
We provide the following lemmas used in Section 12 without proofs.

Lemma B.2 (Small Pairwise Intersection). Let P = P(\),Q = Q(\) such that P > Q. Let
t = O(QN),D = O(t),N = ©(Q?t) such that D > 3t. Let Si,...,Sp be independently and
uniformly drawn sets from [N] of size D. Then for any R C [P],|R| = @, with all but negligible
probability,

U SiﬂSj <t

1, ER, ]
Lemma B.3 (Cover-freeness). Let P = P()\),Q = Q(\) such that P > Q. Let v = O(Q?\),T =
vQ. Let Aq,..., Ap be independently and uniformly drawn sets from [T] of size v. Then for any
R C [P],|R| = Q,i € R, with all but negligible probability,
A\ | Aj#£0
JFELIER

C Proofs from Section 5

In this section, we provide full proof of Theorem 5.3.

Hyb64(1)‘). This is the real experiment with Chal.
Setup. A sends @, s to Chal. Chal sends CRS := (\, @, s) to A.

Auth Setup Queries. A sends (id, £iq). Chal samples (bfe.mpkiy, bfe.mskiq) <— BFE.Setup(1*,19,
1AMHGIDI+b 1mid) - Set MPKig = (fig, bfe.mpkiy), and MSKiq = (fiq, bfe.msk;g). Chal sends
MPKid to A.

Secret Key Queries. A sends (id, GID,z). Chal samples bfe.skiq gip., < BFE.KGen(bfe.mskiq,
(id, G|D,1‘)) and sends SKid,GID,x = bfe.skid’Gm,x to A.

Challenge Query. A sends circuit Z,C to Chal. Let n = |Z| and idy,...,id, be the increasing
ordering of elements in Z.
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e Chal samples mafe.crs, { (mafe.mpk;, mafe.msk;) }ic(n) < tMAFE.GSetup(1*, 19,17, 1%, 164
son., 1han),

e Vi€ [n], bfe.ctiy, +— BFE.Enc(bfe.mpkiy , tMAFE.KGen(-, mafe.msk;, {mafe.mpk; };,-,-)).
e Sample mafe.ct «— tMAFE.Enc({mafe.mpk; }ic[,, C).

Send CT := (mafe.ct, Z, {bfe.ctiq }igez) to A.

Auth Setup Queries. A sends (id, £iq). Chal samples (bfe.mpkiy, bfe.mskiq) <~ BFE.Setup(1*,19,
16D+ 1Rid) - Set MPKig = (fig, bfe.mpkiy), and MSKiq = (fig, bfe.mskig). Chal sends
MPK;q to A.

Secret Key Queries. A sends (id, GID,z). Chal samples bfe.skig gip, < BFE.KGen(bfe.mskiq,
(id, G|D,fL‘)) and sends SKid,GID,a: = bfe.skid’Gm,x to A.

Guess Phase. Output whatever A outputs.

Hyb“fl(lA). In this hybrid, we will simulate the pre-challenge queries using (Sg, S1) of BFE instan-
tiations. The changes are highlighted in red.

Setup. A sends @, s to Chal. Chal sends CRS := (), @, s) to A.

Auth Setup Queries. A sends (id, £iq). Chal samples (bfe.mpkiy, bfe.mskig, bfe.stiq) <~ BFE.So(1%,
19 1A 6D+l mia) - Set MPKig = (fig, bfe.mpkyy), and MSKiq = (£i4, bfe.mskiq). Chal sends
MPKig to A.

Secret Key Queries. Asends (id, GID, z). Chal samples bfe.skig cip » <= BFE.S;(bfe.mpk;y, bfe.mskiq.
bfe.stiq, (id, G|D,LL’)) and sends SKid,GID,m = bfe-Skid,GID,m to A.

Challenge Query, Post-challenge Queries, Guess Phase. Do this exactly like Hyb()4(1>‘).

Hyb{}j(l)‘). for j € [n+1]. In this hybrid, we will simulate BFE instantiations of idq, .. .,id;—; € 7.
The changes are highlighted in red.

Setup. A sends @, s. Send CRS := (), Q, s) to A.

Auth Setup Queries. A sends (id, fiq). Sample (bfe.mpkiy, bfe.mskiq, bfe.stiq) < BFE.Sq(1*, 1%,
1)‘+|GID|+EM, 1Kid). Set MPKid = (E;d,bfe.mpkid), and MSKid = (E;d,bfe.msk;d). Send MPKid to
A.

Secret Key Queries. A sends (id, GID,z). Sample bfe.skig cip» < BFE.Si(bfe.mpkiy, bfe.mskig,
bfe.stq, (id, GID, z)) and send SKid,GID,x = bfe.Skid,G”)?x to A.

Challenge Query. A sends circuit Z,C. Let n = |Z| and idy,...,id, be the increasing ordering
of elements in 7.

e Sample mafe.crs, {(mafe.mpk;, mafe.msk;) }ic(n) < tMAFE.GSetup(1*,19, 17,15, 161, . . |
1fidn>_
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e Vi€ [n],ifi > j, bfe.ctiq, - BFE.Enc(bfe.mpk;y., F;). Otherwise, bfe.ctiy, +— BFE.Sa(stiq;,
117:1y;). Here F; = tMAFE.KGen(-, mafe.msk;, {mafe.mpk; }ir, -, -) and V; = {(X, F;(X)) :
X = (id;, GID, zgip,ig;) for all GID queries in previous phase}.

e Sample mafe.ct < tMAFE.Enc({mafe.mpk; };c[n}, C).
Send CT := (mafe.ct, Z, {bfe.ctiq }igez) to A.

Auth Setup Queries. Asends (id, £ig). Sample (bfe.mpk;y, bfe.mskiy) < BFE.Setup(1*, 19, 1A +GIDI+lia
1%id). Set MPKiq = (fiq, bfe.mpkiy), MSKq := ({iq, bfe.mskiq). Send MPK;jq4 to A.

Secret Key Queries. Asends (id, GID,z). Ifid € {idy,...,id;_1}, sample bfe.skiq gip . BFE.S:};‘d(')
(Stid, (id, G|D, T)) OthCI“WiSC, bfe'Skid,GlD,m — BFE.KGen(bfe.msk;d, (id, G|D, T)) Send bfe.skid’Gm’x
to A.

Guess Phase. Output whatever A outputs.

HybgA(lA). In this hybrid, we will simulate tMAFE. The changes are highlighted in red.

Setup. A sends @, s. Send CRS := (), Q, s) to A.

Auth Setup Queries. A sends (id, iq). Sample (bfe.mpkiy, bfe.mskiq, bfe.stiq) <+ BFE.Sq(1*, 1%,
1>‘+|GID|+£“‘, 1%d). Set MPKiy = (¢4, bfe.mpk;y), and MSK;q = ({4, bfe.mskiq). Send MPKiq4 to
A.

Secret Key Queries. A sends (id, GID, z). Sample bfe.skiq.cip,» < BFE.Si(bfe.mpk;y, bfe.mskiq,
bfe.stjq, (id, G|D,$)) and send SKid,GID,x = bfe.skid’Gm,x to A.

Challenge Query. A sends circuit Z,C. Let n = |Z| and idy,...,id, be the increasing ordering
of elements in 7.

e Sample mafe.crs, {mafe.mpkig }igepn) < tMAFE.Sim (1%, 19,17, 1°, 1her ., 1fian ).

e Vi € [n], bfe.ctig, < BFE.Sa(stig;, 113, V)). Here V; = {(X,tMAFE.Sim(id;, GID, zgip iq;)) :
for all GID queries in previous phase}.

e Sample mafe.ct + tMAFE.Sim(1!¢l, V) where V¢ is as defined in Definition 4.1.
Send CT := (mafe.ct, Z, {bfe.ctiq }igez) to A.

Auth Setup Queries. Asends (id, £ig). Sample (bfe.mpk;y, bfe.mskiy) + BFE.Setup(1*, 19, 1A 6D+l
1%i4). Set MPKiq := (fiq, bfe.mpkiy), MSKi4 := ({iq, bfe.mskig). Send MPKj4 to A.

Secret Key Queries. A sends (id, GID,z). If id € 7, sample bfe.skigcip. BFE.S?QM(st;d7
(id, GID, z)). Otherwise, sample bfe.skiq.cip, - BFE.KGen(bfe.mskiq, (id, GID, z)) and send
bfe.skiq gID,» to A. Here F},(-) responds with tMAFE.Sim(id, GID, z, V) where V¢ is as defined
in Definition 4.1.

Guess Phase. Output whatever A outputs.

Lemma C.1. Hyb;'(1}) and Hyby'(1*) are identical.
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Proof. This follows from the security of BFE where pre-challenge simulator (BFE.Sy, BFE.S;) behave
exactly as BFE.Setup, BFE.KGen respectively. O

Lemma C.2. Hyb?'(1") and Hybf}l(l’\) are identical.

Proof. As we are not simulating any instantiations of BFE in Hybf}l(l’\), these hybrids are iden-
tically distributed. O

Lemma C.3. Assuming the security of BFE, Hybéj(l’\) and Hybéj +1(1%) for j € [n] are compu-
tationally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hybé‘fj(lA) and
Hybf}jﬂ(l)‘) with non-negligible advantage (), i.e,

‘Pr [1 “ Hybgfj(ﬂ)} ~Pr [1 “ Hyb;}jﬂ(ﬂ)} ‘ > €e(N)

We will construct a reduction adversary B that can break the security of BFE with non-negligible
probability. The description of BC is as follows.

Setup. A sends @,s. Send CRS := (\,Q,s) to A. As A runs in polynomial time, it makes
Gauth = poly(A) many authority setup queries. Choose N* & [Gauth]-

Auth Setup Queries. A sends (id, £iq). If this is the N*-th authority setup query, receive bfe.mpk4
— O(19Q, 1 MI6IPI+ba 1%ia) and set id* = id. Otherwise, sample (bfe.mpkiq, bfe.mskig, bfe.stg) <
BFE.Sq (14,19, 1 MGIDI+la 15ia)  Set MPKiy = (/ig, bfe.mpk,y), and MSKiq = (fiq, bfe.mskiq).
Send MPK;4 to A.

Secret Key Queries. A sends (id,GID,z). If id* = id, bfe.skiggip. + O(id,GID,z). Sam-
ple bfe.skigcip. < BFE.Si(bfe.mpk;y, bfe.mskiq, bfe.stiq, (id, GID, z)) and send SKiggip. =
bfe.skid’G”)@ to A.

Challenge Query. A sends circuit Z,C. Let n = |Z| and idy,...,id, be the increasing ordering
of elements in Z. If id; # id*, abort and output b’ & {0,1}. Otherwise,

e Sample mafe.crs, {(mafe.mpk;, mafe.msk;) }icpn) < tMAFE.GSetup(1*,19,17,15 1% ..
1eidn>.

e Vi€ [n],if i > j, bfectiy, + BFE.Enc(bfe.mpkyy , F;). Otherwise, if i = j, bfe.ctiq, <
O(F;). Otherwise, bfe.ctiq, +— BFE.Sa(stig;, 117l V;). Here F; = tMAFE.KGen(-, mafe.msk;,
{mafe.mpki/}i/, ° ) and VZ = {(X, FZ(X)) VX = (idi, GIDvaID,idi)}

e Sample mafe.ct «— tMAFE.Enc({mafe.mpk; };c(,, C).

Send CT := (mafe.ct, Z, {bfe.ctiq }igez) to A.

Auth Setup Queries. A sends (id, fiq). Sample (bfe.mpkiy, bfe.mskiq) <— BFE.Setup(1*, 19, 1A +|6IDI+6ia
1““). Set MPK;q = (fid, bfe.mpkid), MSKiq = (ﬁid, bfe.mskid). Send MPK;4 to A.

Secret Key Queries. A sends (id,GID,z). If id € {idy,...,id;_1}, bfe.skiqcips BFE.S3F“’(')
(stig, (id, GID, z)). Otherwise, if id = id;, bfe.skig.cip,» + O(id, GID, ). Otherwise, bfe.skig.cip »
<+ BFE.KGen(bfe.mskiq, (id, GID, )) and send bfe.skiq gip o to A.
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Guess Phase. Output whatever A outputs.

The probability that B doesn’t abort is at most 1/gauh. In that case, the running time of B
is polynomial in the running time of A and A. If O is (BFE.Sy, BFE.S1, Enc, KGen) for BFE, B
behaves as Hybéj(l)‘) and if O is a BFE.Sim, B behaves like Hybéﬁl(l/\). Hence, B is a valid
adversary against the security of BFE that can breaks its security with non-negligible advantage,
€/auth- Thus, Hybf}j(l)‘) and Hybf}j +1(1*) are computationally indistinguishable. O

Lemma C.4. Assuming the security of tMAFE, Hybén +1(1*) and Hyb'(1*) are computationally
indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hyb{}n Jr1(1’\) and
Hyb{,fl(l’\) with non-negligible advantage €(\), i.e,

‘Pr [1 — Hybf}n_i_l(l’\)} —Pr {1 +— Hyb{;‘(l)‘)} ‘ > €(N)

We will construct a reduction adversary B that can break the security of tMAFE with non-negligible
probability. The description of BY is as follows.

Setup. A sends @, s. Send CRS := (), Q, s) to A.

Auth Setup Queries. A sends (id, #iq). Sample (bfe.mpkiy, bfe.mskiq, bfe.stiq) < BFE.Sq(1*,1%,
1)‘+|GID|+EM, 1Hid). Set MPKid = (E;d,bfe.mpkid), and MSKid = (E;d,bfe.msk;d). Send MPKid to
A.

Secret Key Queries. A sends (id, GID, z). Sample bfe.skig.cip, < BFE.Si(bfe.mpk;y, bfe.mskiq,
bfe.st;q, (id, G|D,5L‘)) and send SKid,GID,x = bfe.skid’G”)’x to A.

Challenge Query. A sends circuit Z,C. Let n = |Z| and idy,...,id, be the increasing ordering
of elements in Z.

e Receive mafe.crs, {mafe.mpky }igepn) < O(19,17,1%, 1% ... 1bdn),

eV i € [n] bfe.ctiy, < BFE.SQ(Stidi, 1|Fi|,Vi). Here V; = {(X, O(id;, GIDa$G|D,idZ‘)) :
for all GID queries in previous phase}.

e Sample mafe.ct +— O(C).

Send CT := (mafe.ct, Z, {bfe.ctiq }igez) to A.

Auth Setup Queries. Asends (id, £). Sample (bfe.mpk;y, bfe.msk;q) - BFE.Setup(1*, 1€, 1M IGID|+bia
1%id). Set MPKq := (fiq, bfe.mpk;q), MSK;q := (4iq, bfe.msk;q). Send MPK;q4 to A.

Secret Key Queries. A sends (id, GID,z). If id € Z, sample bfe.skigcip. BFE.S?Q(')(stid,
(id, GID, x)). Otherwise, sample bfe.skiq.cip, < BFE.KGen(bfe.mskiq, (id, GID, z)) and send
bfe.skig,cip,» to A. Here Fy(-) responds with O(id, GID, z, V().

Guess Phase. Output whatever A outputs.

And, the running time of B is polynomial in the running time of A and A. If O is an honest
challenger for tMAFE, B behaves as Hybf}n +1(1*) and if O is a simulator, B behaves like Hybs'(1%).
Hence, B is a valid adversary against the security of tMAFE that can breaks its security with non-
negligible advantage. Thus, Hybén Jr1(1/\) and Hyb{f(l’\) are computationally indistinguishable.

O
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D Proofs from Section 6.1

In this section, we provide the full proof of Theorem 6.4.

Hybj'(1*). This is the real experiment from Definition 6.2.

Setup. A sends (Q,n,s,01,...,0,). Set CRS := mafe.crs. Sample K(© K@) & {0,1}* and for
each id € [n], (ibe.mpk;y,ibe.mskig) < IBE.Setup(1*,1%). Set MPKq := ({ig,ibe.mpky), and
MSKig := (fig, ibe.mskig, K@), K1), Send (CRS, {MPKig}ige[n) to A.

Pre-challenge Queries. A makes @)1 queries of the form (id,GID,z). Chal computes Tag =
PRFo(K©,GID), R = PRF{ (K1), Tag), and mafe.crs, {(mafe.mpkiy, , mafe.mskigy) }iax < tMAFE.
GSetup(1*,1*,17, 15,14, ... 1%; R). For eachi € [L;y], sample ibe.skTag,; < IBE.KGen(ibe.mskiq,
(Tag, i, mafe.mpkiy[i])). And, mafe.skiq gip.» < tMAFE.KGen(id, mafe.mskiq, { mafe.mpk;q, }idx,
GID, ). Send SKig gIp, := (Tag, mafe.mpkiy, mafe.skig GID z, {ibe-skTag i }ic|r,]) t0 A

Challenge Query. A sends circuit C' to Chal. For each Tag € [Q)],
o Sample R < {0, 1}, (FT%8, {wid ;b }ide ] ic(Lulpef01}) < Garble(1*, F).

e For each id € [n], ibe.ct;®, « IBE.Enc(ibe.mpkiy, (Tag, i, ), wy’s,).

Send CT := (FT2 {ibe.ct7%, biais)Tageq) t0 A.

Post-challenge Queries. A makes () — @) queries of the form (id, GID, ). Chal computes Tag =
PRFo(K©,GID), R = PRF{ (K1), Tag), and mafe.crs, { (mafe.mpky,, mafe.mskigy) }iax < tMAFE.
GSetup(1*, 17,17, 15,14, ... 1%; R). For eachi € [L;g], sample ibe.skTag,; + IBE.KGen(ibe.mskiq,
(Tag, i, mafe.mpkiy[i])). And, mafe.skiq gip,» < tMAFE.KGen(id, mafe.mskiq, { mafe.mpk;q, }idx,
GlD,.%‘). Send SKid,GID,z = (Tag, mafe.mpkid, mafe.skid’G”),m, {ibe-SkTag,i}ie[L;d]) to A.

Guess Phase. Output whatever A outputs.

Hybf‘(lk). In this hybrid, we will sample all the Tags used in key generation early. The changes
are highlighted in red.

Setup. A sends (Q,n,s,01,...,0,). Set CRS := mafe.crs. Sample K K@) & {0,1}* and for
each id € [n], (ibe.mpk;y,ibe.mskig) < IBE.Setup(1*,1%). Set MPKq := ({ig,ibe.mpk), and
MSKig := (fig, ibe.mskig, K@, K(1)). Send (CRS, {MPKiq}ige[n)) to A. Sample Tag, ..., Tag, &
[Q]. Initiate counter j = 1 and dictionary 7.

Pre-challenge Queries. A makes @)1 queries of the form (id, GID,z). If GID € T, set Tag =
T[GID]. Otherwise, set T[GID] := Tag;, Tag = T|[GID] and increment j. Compute R =
PRF, (K™, Tag), and mafe.crs, {(mafe.mpk,q,, mafe.mskigy) }iax < tMAFE.GSetup(1*,1*,17, 1%,
14,...,1%; R). For each i € [Lig], sample ibe.skTag; < IBE.KGen(ibe.mskiq, (Tag, i, mafe.mpkiq[i])).
And, mafe.skig gip » +— tMAFE.KGen(id, mafe.mskiq, { mafe.mpkiq, }iax, GID, z). Send SKig gip,» :=
(Tag, mafe.mpkiy, mafe.skig GID,, {ibe.skTag i }ic[rq]) tO A

Challenge Query. A sends circuit C. For each Tag € [Q],
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o Sample R < {0,1}*, (F%8, {wid; b }ideln]ic(bulpef01}) < Garble(1*, F).

e For each id € [n], ibe.ctIfigb < IBE.Enc(ibe.mpky, (Tag,i,b),wﬁaigb)-

Send CT := (FTe, {ibe.CtEib}id,i,b)Tage[Q] to A.

Post-challenge Queries. A makes Q — @1 queries of the form (id,GID,z). If GID € T, set
Tag = T[GID]. Otherwise, set 7[GID] := Tag;, Tag = T[GID] and increment j. Compute R =
PRF, (K™, Tag), and mafe.crs, {(mafe.mpk,q,, mafe.mskigy) }iax < tMAFE.GSetup(1*,1*,17, 1%,
141,... 1% R). For each i € [Liq], sample ibe.skTag,; + IBE.KGen(ibe.mskiq, (Tag, i, mafe.mpk;qy[i])).
And, mafe.skig gip » +— tMAFE.KGen(id, mafe.mskiq, {mafe.mpkiq, }iax, GID, z). Send SKig gip,» :=

(Tag, mafe.mpkiy, mafe.skig GID,, {ibe.skTag i }ic[rq]) tO A

Guess Phase. Output whatever A outputs.

Hyb3'(1). 1In this hybrid, we check if any Tag € [Q] was sampled more that A many times in
previous hybrid. The changes are highlighted in red.

Setup. A sends (Q,n,s,/l1,...,0,). Set CRS := mafe.crs. Sample K1) & {0,1}* and for each id €

[n], (ibe.mpk;qy,ibe.mskiyq) IBE.Setup(lA,lz). Set MPKq := (44, ibe.mpk;q), and MSKjq :=
(fia, ibe.mskig, KM). Send (CRS, {MPKi4}ige[n)) to A. Sample Tag,, ..., Tagg & 10Q). itiate

counter j = 1 and dictionary 7. If there exists a Tag € [Q] and indices i7, ..., 4, such that
q > A and TagiT, ..., lag;« are same as Tag, then abort and output L.
q

Pre-challenge, Challenge, Post-challenge Queries, Guess Phase. Same as Hyb“f‘(l)‘).

Hyb{fl(lA). In this hybrid, we will sample random strings R and thus random tMAFE instantia-
tions instead of using PRF;. The changes are highlighted in red.

Setup. Asends (Q,n,s,l,...,4,). Set CRS := mafe.crs. Sample KW ﬁ {0, 1}’\ and for each id €
[n], (ibe.mpk,y,ibe.mskiq) < IBE.Setup(1*,1%). Set MPKiq := (fiq,ibe.mpkyy), and MSK;q :=
(tig, ibe.mskig, K1), Send (CRS, {MPKiq}igepn)) to A. Sample Tagy, ..., Tagg & [Q]. Initiate
counter j = 1 and dictionary 7. If there exists a Tag € [@)] and indices ], . . . ,ig such that g >

A and Tagﬁ, . ,Tagz»:; are same as Tag, then abort and output L. Sample RW, ... R@ i

{0, 13N

Pre-challenge Queries. A makes @)1 queries of the form (id, GID,z). If GID € T, set Tag =
T[GID]. Otherwise, set 7[GID] := Tag;, Tag = T[GID]. Increment j. Sample mafe.crs, {(mafe.
mpkig,, mafe.mskigy) bigx < tMAFE.GSetup(1*,14,17, 15,141, ... 1t; R(T%)) For each i €
[Liq], sample ibe.sktag; +— IBE.KGen(ibe.mskiq, (Tag, i, mafe.mpk;y[i])). And, mafe.skig gD+
tMAFE.KGen(id, mafe.mskiq, {mafe.mpkiq, }idx, GID, z). Send SKigcip. := (Tag, mafe.mpk;q,
mafe.skid,Gm,m, {ibe-SkTag,i}ie[L;d]) to A.

Challenge Query. A sends circuit C. For each Tag € [Q],
o Sample R™€ < {0, 1}, (F ™8, {wid i }idelnlic(ra befo,1)) < Garble(1), F).

e For each id € [n], ibe.ct; ¥, + IBE.Enc(ibe.mpkiy, (Tag, i, b), wy’%,).

61



Send CT := (FT2, {ibe.ct{7%, biais)Tageiq) t0 A.

Post-challenge Queries. A makes Q — Q1 queries of the form (id,GID,z). If GID € T, set
Tag = T[GID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. Sample
mafe.crs, {(mafe.mpk;qy,, mafe.mskigy) Viax < tMAFE.GSetup(1*,1*,17,1°, 14 ... 1/; R(T8)),
For each i € [Lig], sample ibe.sktag; < IBE.KGen(ibe.mskiq, (Tag,i, mafe.mpkiy[i])). And,
mafe.skig gip,. + tMAFE.KGen(id, mafe.mskiq, {mafe.mpkiy, }iax, GID, z). Send SKiggip» =
(Tag, mafe.mpkiy, mafe.skig GID,«» {ibe.skTag i }ic|rq]) tO A

Guess Phase. Output whatever A outputs.

Hyb;'(1*). In this hybrid, we will all Q many tMAFE instantiations early and use the appropriate
keys to generate secret keys. The changes are highlighted in red.

Setup. A sends (Q,n,s,/l1,...,0,). Set CRS := mafe.crs. Sample K1) & {0,1}* and for each id €
[n], (ibe.mpk;qy,ibe.mskiq) IBE.Setup(lA,lz). Set MPKi4 := (4, ibe.mpkiy), and MSKj4 :=

(4ig, ibe.mskiq, K1), Send (CRS, {MPKid}ige[n)) to A. Sample Tag;, ..., Tagg & [Q]. Initiate
counter j = 1 and dictionary 7. If there exists a Tag € [Q] and indices i7,...,i; such that
q > XA and Tag;:, ..., Tag;. are same as Tag, then abort and output L. For cach Tag € Q]

mafe.crs 128, {(mafe.mpkLig, mafe.msl{f;g)}idX < tMAFE.GSetup(1*, 1}, 17, 15,14, ... 1/).
Pre-challenge Queries. A makes )1 queries of the form (id,GID,z). If GID € T, set Tag =
TIGID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. For each i € [Lid],
sample ibe.skTag; < IBE.KGen(ibe.mskid./(Tag,i,mafe.mpkLag[i])). And, mafe.skEélD’m —
tMAFE.KGen(id, mafe.msk 8,
Tag

{mafe.mpkizig idx, GID, z). Send SKiq gip» := (Tag, mafe.mpklfg, mafe.skiy'¢p - {ibe-skTag,i}i)
to A.

Challenge Query. A sends circuit C. For each Tag € [Q],

o Sample R™€ < {0, 1}, (F T8, {wid it }idelnl ic(ra befo,1)) < Garble(1), F).

e For each id € [n], ibe.cthﬁb + IBE.Enc(ibe.mpkq, (Tag,z',b),w&’ib).

Send CT := ([ﬁTag7 {ibe'Cti-E]&:Eb}id,i,b)TagG[Q] to A.

Post-challenge Queries. A makes Q — Q1 queries of the form (id, GID, z). If GID € T, set Tag =

T[GID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. For each i € [Lig],
sample ibe.skag; IBE.KGen(ibe.mskid./(Tag,i,mafe.mpkLag[i])). And, mafe.skL"’:élD’m +—
tMAFE.KGen(id, mafe.mskIfg, {mafe.mkaj"f(g idx, GID, z). Send SKig ip - := (Tag, mafe.mkajag,

mafe.skEélD@, {ibe.skTag,i }ic[ry]) to A.

Guess Phase. Output whatever A outputs.
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Hybék(l’\). for k € [n + 1]. In this hybrid, we will set half of the IBE encryptions to all zero
strings of appropriate length for the first £ — 1 authorities. The changes are highlighted in red.

Setup, Pre-challenge Queries. Same as Hybj'(1*).
Challenge Query. A sends circuit C. For each Tag € [Q)],
o Sample R < {0, 1}, (FT%8, {wid ;i }ide ] ic(Lulpef01}) < Garble(1*, F).
e For each id € [n],
— Ifid < k,i € [Lid], let 8 = mafe.mpk. 5[], ibe. ctTdafﬁ + IBE. Enc(ibe mpkiqy, (Tag, i, 3),
wﬁ'ig) and ibe.ct.d *1_p < IBE.Enc(ibe.mpkig, (Tag,i,1 — 0‘ i1~ 3‘)
— Otherwise, for i € [Lig],b € {0,1}, ibe.ct7%, « IBE. Enc(lbe mpkig, (Tag, i, b), ws,)
Send CT := ([ﬁTag7 {ibe'Cti-zajib}id,i,b)TagE[Q] to A.

Post-challenge Queries, Guess Phase. Same as Hybf(lA).
Hybét(lk). for t € [@Q + 1]. In this hybrid, we will simulate the garbling of F' for each Tag < t.
The changes are highlighted in red.
Setup, Pre-challenge Queries. Same as Hybénﬂ(l/\).
Challenge Query. A sends circuit C. For each Tag € [Q],
o If Tag < t (FT2 {wld i mafe. mkaag[Z]}|d7) < Garb.Sim(1*, 1%, 1171 mafe.ct™8) where L =
L1+ ...+ L, and mafe.ct™8 « tl\/IAFE.Enc({mafe.mpkLig}idxe[,,l], O).
e Otherwise, R {0 1}>‘ (ﬁTag {w;d i b}ide[n] i€[Lid], be{O,l}) — Garble(l)‘,F).
o Vid € [n], i € [Lig], let B = mafe.mpk5]i], ibe.ct’®; « IBE.Enc(ibe.mpkiy, (Tag, i, 3),

Tag
wi-gff’;ﬁ) and ibe. ctd | _p + IBE.Enc(ibe.mpkiy, (Tag, 7,1 — ,O‘u}‘d”'vlfﬁ‘).
Send CT := (FT°¢, {ibe.ct{®, }ia.ib)Tagelq) t0 A-

Post-challenge Queries, Guess Phase. Same as HybénJrl(lA).

Hyb“ét(l’\). for t € [@Q + 1]. In this hybrid, we will simulate the Tag-th tMAFE instantiations for
Tag < t. The changes are highlighted in red. Here, VT2 is the set of all input and outputs relations
for C as defined in Definition 4.1 except we only consider the queries where Tag is used.

Setup. A sends (Q,n,s,/1,...,0,). Set CRS := mafe.crs. Sample K ) & {0,1}* and for each id €
[n], (ibe.mpk;qy,ibe.mskiq) IBE.Setup(lA,lz). Set MPKq := (44, ibe.mpk;q), and MSKjq :=

(fia, ibe.mskig, KM). Send (CRS, {MPKi4}ige[n)) to A. Sample Tag,, ..., Tagg & [Q]. Initiate
counter j = 1 and dictionary 7. If there exists a Tag € [Q] and indices i],..., 7} such that

1 bq
q > A and Tag;:, .. -, Tag;, are same as Tag, then abort and output L. For each Tag € Q],
if Tag < t, mafe.crs™&, {mafe. mpkIdX }dx  tMAFE. SlmTag(l/\ 12 1m 18,10 15). Other-
wise, mafe.crsT28, {(mafe.mpki , mafe. mskIdX ) bidx < tI\/IAFE.GSetup(l’\, 1/\, 1,18, 10, 10),
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Pre-challenge Queries. A makes @)1 queries of the form (id, GID,z). If GID € T, set Tag =
T[GID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. For each i €

[Liq], sample ibe.sktag; < IBE.KGen(ibe.msk;d,(Tag,i,mafe.mpkgfg[i])). And, if Tag < t,
mafe.ski7€, , 4 tMAFE.Simrag(id, GID, ). Otherwise, mafe.ski’€, . + tMAFE.KGen(id, mafe.
mski-zag,{mafe.mpkLig}idx,GlD,x). Send SKig.cip. := (Tag, mafe.mpki-zag,mafe.skEélD’x,{ibe.
skTag,i bie[Ly)) tO A.

Challenge Query. A sends circuit C. For each Tag € [Q],

T L ; A qL q|F T _

o (F ag’{wid,z’,mafe.mpkizag[i}}'dﬂ) « Garb.Sim(1*, 1%, 1171 mafe.ct™8) where L = L; + ... +
L, and if Tag < t, mafe.ct™8 « tMAFE.Sim(1/°!, V7). Otherwise, mafe.ct™& «
tMAFE.Enc({mafe.mpk; % }iduepns C)-

e Vid € [n], i € [Lig], let B = mafe. mpk 8[i], ibe. cttfg’ﬁ <+ IBE.Enc(ibe.mpkyy, (Tag, i, 3),

Lazgﬂ) and ibe.ctid’i’lfﬁ + IBE.Enc(ibe.mpkiy, (Tag,i,1 — O‘U’.d 01-8]),

Send CT := (FT° {ibe‘CtL?Eb}id,i,b)Tage[Q] to A.

Post-challenge Queries. A makes Q — @1 queries of the form (id,GID,x). If GID € T, set
Tag = T[GID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. For each
i € [Lig], sample ibe.skTag; < IBE.KGen(ibe.mskig, (Tag, i, mafe.mpk.€[i])). And, if Tag < t,
mafe.ski% , < tMAFE.SimL\)(id, GID, z). Otherwise, mafe.skiy&p , ¢ tMAFE.KGen(id, mafe.

msk & {mafe. mpkIdX idx, GID, ). Send SKig gD := (Tag, mafe. mpkId ,mafe.sk?;a’élDﬂm,{lbe.
SkTag,z}ze [Lid] ) to A.

Guess Phase. Output whatever A outputs.

Lemma D.1. Assuming the pseudorandomness of PRFy, Hybg'(1*) and Hyby'(1*) are computa-
tionally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hyb64(1/\) and
Hyb7'(1*) with non-negligible advantage e()), i.e,

Pr [1+ Hybg'(1%)] - Pr [1 « Hybf'(1%)] ‘ > €(\)

We will construct a reduction adversary B that can break the pseudorandomness of PRFgy with
non-negligible probability. The description of BY is as follows.

Setup. A sends (Q,n,s,01,...,0,). Set CRS := mafe.crs. Sample K© K & {0,1}* and for
each id € [n], (ibe.mpk;y,ibe.msk;g) < IBE.Setup(1*,1%). Set MPK,d = (E,d,lbe mpkiq), and
MSKig := (fig, ibe.mskig, K(©), K1), Send (CRS, {MPKig}ige[n)) to A.

Pre-challenge Queries. A makes @1 queries of the form (id, GID, z). Let Tag <— O(GID). Com-
pute R = PRF; (K1), Tag), and mafe.crs, { (mafe.mpkiy,, mafe.mskig,) }igx < tMAFE.GSetup(1*,
12,17,15,14, ... 1%, R). For each i € [Liy], sample ibe.skTag,; < IBE.KGen(ibe.mskiq4, (Tag, i,
mafe.mpkiy[i])). And, mafe.skig gip . < tMAFE.KGen(id, mafe.mskiq, { mafe.mpk;q, }iax, GID, ).
Send SKid,GID,:p = (Tag, mafe.mpkid, mafe.sk;d’G|D7x, {ibe-SkTag,i}ie[Lid]) to A.
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Challenge Query. A sends circuit C. For each Tag € [Q)],

o Sample R < {0, 1}, (F%8, {wid; }ide ] ic(Lulpef01}) < Garble(1*, F).
e For each id € [n], ibe.ctgfib + IBE.Enc(ibe.mpk;q, (Tag,z',b),wﬁ‘f’b).

Send CT := (FTe {ibe.Cti—ZEjib}id,i,b)Tage[Q] to A.

Post-challenge Queries. A makes @) — Q1 queries of the form (id, GID, z). Let Tag <— O(GID).
Compute R = PRF1 (KM, Tag), and mafe.crs, { (mafe.mpk;q, , mafe.mskigy) }iax < tMAFE.GSetup
(17, 12,17,15,14, ... 1% R). For each i € [Lig], sample ibe.skTag,; < IBE.KGen(ibe.mskiq, (Tag,
i, mafe.mpkiy[i])). And, mafe.skig gip » < tMAFE.KGen(id, mafe.mskiq, {mafe.mpkiq, }idax, GID, z).
Send SKig gD, := (Tag, mafe.mpkiy, mafe.skiq GID, =, {ibe.skTag i }ic[r]) tO A

Guess Phase. Output whatever A outputs.

As we can see, the running time of B is polynomial in the running time of A4 and A. If O
is a honest challenger for PRFy, B behaves as Hyb()‘l(lA) and if O samples outputs randomly, B
behaves like Hyb“fl(lA). Hence, B is a valid adversary against the pseudorandomness of PRFq
that can breaks its security with non-negligible advantage. Thus, Hyb()“(l)‘) and Hyb{(1%) are
computationally indistinguishable. O

Lemma D.2. Hyb7'(1") and Hyby'(1%) are statistically indistinguishable.

Proof. The proof of this lemma follows from Lemma 5.2 of [GGLW22] or Lemma 3.4 of [AMVY21]
or Claim 1 of [AV19]. O

Lemma D.3. Assuming the pseudorandomness of PRF;, Hybs'(1*) and Hybz'(1*) are computa-
tionally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hybs'(1") and
Hyb3'(1*) with non-negligible advantage e(\), i.e,

‘Pr [1 “ Hybé“(l’\)} _Pr [1 “ Hybg‘(lk)} ‘ > €(\)

We will construct a reduction adversary B that can break the pseudorandomness of PRF; with
non-negligible probability. The description of B? is as follows.

Setup. A sends (Q,n,s,l,...,4,). Set CRS := mafe.crs. Sample KO & {0,1}* and for each id €

[n], (ibe.mpk,y,ibe.mskiq) < IBE.Setup(1*,1%). Set MPKiq := ({iq,ibe.mpk;y), and MSK;q :=
(fia, ibe.mskig, K1), Send (CRS, {MPKi4}ige[n) to A. Sample Tag,, ..., Tagg & [Q]. nitiate

counter j = 1 and dictionary 7. If there exists a Tag € [@] and indices ], ..., such that
q > A and Tagii, . ,Tagl-; are same as Tag, then abort and output L.

Pre-challenge Queries. A makes @); queries of the form (id, GID,z). If GID € T, set Tag =
T[GID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. Sample mafe.crs, {(mafe.
mpkiy,., mafe.mskigy) Viax < tMAFE.GSetup(1*,1*,17, 15,14, ... ,1%; O(Tag)). For each i €
[Lid], sample ibe.sktag ; < IBE.KGen(ibe.mskiq4, (Tag, i, mafe.mpki4[i])). And, mafe.skig gip,» <
tMAFE.KGen(id, mafe.mskiq, {mafe.mpkiq, }idx, GID, z). Send SKigcip. := (Tag, mafe.mpk;q,
mafe.skid,Gm,x, {ibe-SkTag,i}ie[L;d]) to A.
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Challenge Query. A sends circuit C. For each Tag € [Q)],
o Sample RT%8 < {0,1}*, (FT%8, {wid . }ide ] ic(Lu)pef01}) < Garble(1*, F).

e For each id € [n], ibe.ctL"’:ib + IBE.Enc(ibe.mpk;q, (Tag,i,b),w&'ib).

Send CT := (F T, {ibe.cti—za:ib}id,i,b)Tage[Q] to A.

Post-challenge Queries. A makes @ — Q1 queries of the form (id,GID,z). If GID € T, set
Tag = TI[GID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. Sample
mafe.crs, {(mafe.mpk;q,, mafe.mskiqy) hiax < tMAFE.GSetup(1*, 1,17, 15,14 ... 1% O(Tag)).
For each i € [Lig], sample ibe.sktag; < IBE.KGen(ibe.mskiq, (Tag,i, mafe.mpkiy[i])). And,
mafe.skig gip.x < tMAFE.KGen(id, mafe.mskiq, {mafe.mpk;qy, tidax, GID, z). Send SKigcipz =
(Tag, mafe.mpkiy, mafe.skig GID,«, {ibe.skTag i }ic[rq]) tO A

Guess Phase. Output whatever A outputs.

As we can see, the running time of B is polynomial in the running time of A4 and A. If O
is a honest challenger for PRF;, B behaves as Hybf‘(lA) and if O samples outputs randomly, B
behaves like Hyb§4(1>‘). Hence, B is a valid adversary against the pseudorandomness of PRF;
that can breaks its security with non-negligible advantage. Thus, Hyb§4(1’\) and Hybg“(l/\) are
computationally indistinguishable. O

Lemma D.4. Hyb3' (1)) and Hybj'(1*) are identical.

Proof. As we are sampling R(T%) uniformly in both the hybrids (explicitly in Hyb{fl(l’\) and
implicitly in Hybz'(1%)), it follows form the output distribution that both of these hybrids are
identical. O

Lemma D.5. Hyb;'(1*) and Hybél(l)‘) are identical.

Proof. As we are not substituting any encryptions of IBE with zero strings in Hybél(l’\) for any
authorities, both these hybrids remain identically distributed. O

Lemma D.6. Assuming the multi-challenge message security of IBE, Hybék(l)‘) and Hybg‘}k (1Y
for any k € [n] are computationally indistinguishable.

Proof. Note that the only difference between Hybg}k(lA) and Hybék +1(1Y) is that for the k-
th authority we generate ciphertexts differently in Hybék Jrl(1)‘). Assume that there exists a

PPT adversary that can distinguish between Hybék(l)‘) and Hybék +1(1*) with non-negligible
advantage €(\), i.e,

Pr [1 “ Hybg}k(ﬂ)} _Pr [1 “ Hybg}kﬂ(ﬂ)} ‘ > €(\)

We will construct a reduction adversary B that can break the multi-challenge security of IBE with
non-negligible probability. The description of BY is as follows.

Setup, Pre-challenge Queries. Same as Hybék(l)‘) except that set ibe.mpk; that is received
from O. And ibe.msk; = L. For pre-challenge queries, when we need secret keys for k-th
authority, query O((Tag, 1, mafe.mpkzag[i])) for i € [Lg).
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Challenge Query. A sends circuit C. For each Tag € [Q)],

o Sample R < {0, 1}, (FT%8, {wid ;b }ide ] ic(Lulpef01}) < Garble(1*, F).
e For each id € [n],

— Ifid < k,i € [Lig], let 3 = mafe.mpk8[i], ibe.ct;’® ; « IBE.Enc(ibe.mpkyg, (Tag, i, 3),

Ta
w8 ) and ibe.ct/®, . < IBE.Enc(ibe.mpk.y, (Tag,i,1 — 3 ,O‘widvil—ﬁ‘ )
id,i,8 id,;,1—33 id
— Otherwise, if id = k, ¢ € [Lig], let § = mafe.mpkLag[z'}, ibe.ctIfigB + IBE.Enc(ibe.
mpky, (Tag, i, ), wﬁ’igﬂ) and ibe.ctEig’lfﬁ +— O((Tag,i,1 — B), widi1-p)-

— Otherwise, for i € [Lig],b € {0, 1}, ibe.ctLagib + IBE.Enc(ibe.mpk;q, (Tagﬂ',b),w;?ib)

Send CT := (fTag, {ibe.CtL?ib}id,i,b)TagG[Q] to A.

Post-challenge Queries, Guess Phase. Same as Hybék(l)‘) except for post-challenge queries,
when we need secret keys for k-th authority, query O((Tag, i, mafe.mpk-krag[z'])) for i € [Ly].

Note that the identities queried by B during encryption are not the same as any identity that
B queried a secret key for. And, the running time of B is polynomial in the running time of A and

A. If O encrypts for all Tag € [Q)], wi&’f’lfﬁm in ibe'Cti-Ic—i;?ig,lfﬁ[iP B behaves as Hybék(l’\) and if O

encrypts all zero string, B behaves like Hybék Jrl(1>‘). Hence, B is a valid adversary against the
security of IBE that can breaks its multi-challenge security with non-negligible advantage. Thus,
Hybék(l)‘) and Hybék +1(1%) are computationally indistinguishable. O

Lemma D.7. HybZ', ,(1") and Hybg', (1) are identical.

Proof. As we are not simulating any garbled circuits for any Tags Hybél(l’\), these two hybrids
remain identically distributed. O

Lemma D.8. Assuming the security of Garb, Hybét(l’\) and Hybét L1(1Y) for any t € [Q] are
computationally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hybét(l/\) and
Hybétﬂ(l)‘) with non-negligible advantage €()), i.e,

)Pr {1 — Hybét(l)‘)} —Pr [1 — Hyb'éﬂ_l(l)‘)} ‘ > €(A)

We will construct a reduction adversary B that can break the security of Garb with non-negligible
probability. The description of BY is as follows.

Setup, Pre-challenge Queries. Same as Hybénﬂ(l/\).
Challenge Query. A sends circuit C. For each Tag € [Q],

T C (1A L q|F T _
o If Tag < t (F ag,{wid,i’mafe.mpkljag[i]}idﬂ-) — Garb.Sim(1*, 1%, 117! mafe.ctT®8) where L =

Li+ ...+ L, and mafe.ct™ « tl\/IAFE.Enc({mafe.mpk?c—iig}idxe[n], C).
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e Otherwise, R™8 « {0,1}", if Tag = ¢, (FTag7{wid7i,mafe.mpk;zag[i]}id’i)
Mpkige }iax)-

e Otherwise, R {0, 1})‘, (ﬁTag, {wid,i,b}ide[n],ie[L;d],be{O,l}) — Garble(l)‘,F).

— O(FT2& {mafe.

e For cach id € [n], i € [Lig], let 8 = mafe.mpk.8[i], ibe.ctiz:’:iﬁ + IBE.Enc(ibe.mpk;q, (Tag,

Ta
i,ﬁ),wﬁaigﬁ) and ibe.ctIfigl_B <+ IBE.Enc(ibe.mpky, (Tag,i,1 — ﬁ),O‘w‘dil—ﬁ ).
Send CT := (FT2 {ibe.ct7%, biais)Tageiq) to A.
Post-challenge Queries, Guess Phase. Same as Hybénﬂ(lA).

And, the running time of B is polynomial in the running time of A and A. If O is an honest
challenger for Garb, B behaves as Hybg}t(lA) and if O simulated the garbled circuit, B behaves

like Hybét +1(1/\). Hence, B is a valid adversary against the security of Garb that can breaks its
security with non-negligible advantage. Thus, Hybét(l)‘) and Hybét Jr1(1)‘) are computationally
indistinguishable. O

Lemma D.9. Hyb{',,,(1") and Hyb#', (1) are identical.

Proof. As we are not simulating any tMAFE instantiations for any Tags in Hyb“él(l’\), these two
hybrids remain identically distributed. O

Lemma D.10. Assuming the adaptive security of tMAFE, Hyb“ét(lA) and Hyb’étﬂ(l)‘) for any
t € [Q] are computationally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hyb“ét(lk) and
Hyb“;}t +1(1*) with non-negligible advantage €()), i.e,

Pr [1+ Hyby,(1")] = Pr [1 < Hyb#, (1] ( > ¢(\)

We will construct a reduction adversary B that can break the security of tMAFE with non-negligible
probability. The description of B? is as follows.

Setup. A sends (Q,n,s,l,...,4,). Set CRS := mafe.crs. Sample KO & {0,1}* and for each id €
[n], (ibe.mpk,y,ibe.mskiq) < IBE.Setup(1*,1%). Set MPKiq := ({iq,ibe.mpk;y), and MSK;q :=
(fia, ibe.mskig, K1), Send (CRS, {MPKi4}ige[n)) to A. Sample Tag,, ..., Tagg & 1Q]. nitiate

counter j = 1 and dictionary 7. If there exists a Tag € [@] and indices ], ..., such that
q > A and Tag;y,..., Tag;. are same as Tag, then abort and output L. For each Tag € [,
if Tag < ¢, mafe.crs™, {mafe.mpk.28}ig, ¢ tMAFE.Simr,g(1%,1},17,15, 14 ... 1), Oth-
erwise, if Tag = ¢, mafe.crs'2€, {mafe.mpki-crf:(g iax — O@* 12,17, 15,14 ... 1%). Otherwise,
mafe.crs 28, {(mafe.mpki-:;ig, mafe.mski-(l;ig)}idx — tMAFE.GSetup(1*, 1%, 17, 15,14, ... 1%).

Pre-challenge Queries. A makes )1 queries of the form (id, GID,z). If GID € T, set Tag
T[GID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. For each i

[Lig], sample ibe.skrag; IBE.KGen(ibe.mskid,(Tag,i,mafe.mpki-zag[i])). And, if Tag <

smoll
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mafe.ski €, , 4 tMAFE.Simrag(id, GID, ). Otherwise, if Tag = t, mafe. skIfé,Dm + O(id, GID,
x). Otherwise, mafe. skId Gle <+ tMAFE.KGen(id, mafe.msk. dag, {mafe. mpkldx idx, GID, x). Send

SKid.cID.» := (Tag, mafe.mpki 38 mafe.skLélD’x, {ibe.skTag,i }ic[ry)) tO A.
Challenge Query. A sends circuit C. For each Tag € [Q],

o (FT8 {wy, mpkToepy Jidi) = Garb.Sim (14,15, 1171, mafe.ct™¢) where L = Ly +...+ Ly

and if Tag < t, mafe.ctT®& tMAFE.Sim(l'C‘,VTag). Otherwise, if Tag = t, mafe.ct 128
O(C). Otherwise, mafe.ct ™8 + tMAFE. Enc({mafe.mpk?(;ig}idxe[n}, C).

e Foreachid € [n], i € [Li4], let § = mafe. mpk 8], ibe. ctTdagB + IBE.Enc(ibe.mpk;q, (Tag, 1,

B, Lazgﬁ) and ibe'Ctid,i 1_p < IBE.Enc(ibe.mpkig, (Tag, 7,1 — O‘w'd“ 51).

Send CT := (ﬁvTag7 {ibe~Cti-za’Zg7b}id,i,b)Tag€[Q] to A.

Post-challenge Queries. A makes @ — Q1 queries of the form (id,GID,z). If GID € T, set
Tag = TIGID]. Otherwise, set T[GID] := Tag;, Tag = T[GID] and increment j. For each
i € [Lia], sample ibe.skrag; ¢ IBE.KGen(ibe.mskig, (Tag, i, mafe.mpk6[i])). And, if Tag <
t, mafe.sk. & Cp. ¢ tMAFE. SImT()(Id GID,z). Otherwise, if Tag = t, mafe. sk:zaéle —

a

O(id, GID, z). Otherwise, mafe. skId ¢p. < tMAFE. KGen(id, mafe.mskIfg, {mafe.mpkidx Fidxo
GID, z). Send SKig gD,z := (Tag, mafe. mpkId , mafe. skIfélD oo 1ibeskTag i fie(zy]) to A

Guess Phase. Output whatever A outputs.

And, the running time of B is polynomlal in the running time of A and A. If O is an honest
challenger for MAFE, B behaves as Hybz\,(1*) and if O is a simulator, B behaves like Hyb7 1 (1Y),
Hence, B is a valid adversary against the security of MAFE that can breaks its security with nor-
negligible advantage. Thus, Hyb“ét(l)‘) and Hyb“{ft +1(1*) are computationally indistinguishable.

O

E MAFE with Dynamic Collusions from wotMAFE and BFE

Construction E.1 (MAFE with Dynamic Collusions). We provide the construction of an MAFE
scheme with dynamic collusions for P/Poly circuits and GZID = {GZD\} en (Definition 6.1) using
a BFE scheme with dynamic collusions for P/Poly circuits (Definition 3.4) and a wotMAFE scheme
for P/Poly circuits and GZD = {GID)}xen (Definition 6.2) as follows.

GSetup(1*,1%). Output CRS := (), s).

ASetup(id, 1%¢). Sample keys (bfe.mpk, bfe.msk) « dBFE.Setup(1*, 1**|6!PI+6a
1%d). Here kijg < poly(\,|GID|, iq) is the maximum size of the secret key of wotMAFE for
these parameters with [log @] = A. Output MPK := ({4, bfe.mpk) and MSK := ({4, bfe.msk).

KGen(id, MSKiq4, GID, z). Parse MSKjq as ({iq, bfe.mskiq). Sample bfe.skiq gip » <~ dBFE.KGen(bfe.mskiq,
(id, GID, z)). Output SKid,GID,;v := bfe.skiq GID -
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Enc(19, {MPKq}igez, C). Parse MPKiq as (£iq, bfe.mpk,y) for eachid € Z. Let n = |Z| and idy, . .., id,,

be the increasing order of elements in Z.

e mafe.crs, {(mafe.mpk;, mafe.msk;) };c(n) < wotMAFE.GSetup(1*,17, 15, 1541 ... 1 Q).
e Compute mafe.ct + wotMAFE.Enc(1%, {mafe.mpk;};, ),
e Vi € [n], bfe.ctiy, <~ dBFE.Enc(bfe.mpk;y,, wotMAFE.KGen(-, mafe.msk;, {mafe.mpk; } ¢,
Output CT := (mafe.ct,Z, {bfe.ctiq }idez)-
Dec({SKid,GID,z tidez, CT). Parse SKiq gDz, as bfe.skig gD z;, for each id € Z and CT := (mafe.ct,Z’,
{bfe.ctiq }idez’). If Z # 7', abort and output L.

Otherwise, for each id € Z, compute mafe.skiy = dBFE.Dec(bfe.skig cip z, bfe.ctiq). Output
y := wotMAFE.Dec({mafe.skiq }igcz, mafe.ct).

Correctness. The correctness of the scheme follows from the correctness of dBFE and wotMAFE.

F Homomorphic Secret Sharing with Strong Security

In this section, we provide the definition and construction of an HSS scheme for P/Poly circuits
that obeys a stronger version of security that what is found in the present literature. Specifically,
we construct an HSS scheme in which the attacker not only corrupts shares of any party but
also corrupts evaluations of honest shares. We formulate our security using a simulator that only
requires C'(x) to simulate the honest evaluated shares.

We stress that this notion of security is stronger and not obeyed readily by other HSS construc-
tions found in literature to the best of our knowledge. We construct this object from multi-key fully
homomorphic encryption defined in Section F.1. We formally define the HSS scheme in Section F.2
and construct it in Section F.3. This construction is reminiscent of the MPC protocol secure against
n — 1 corruptions from [MW16], §6.1.

F.1 Multi-Key Fully Homomorphic Encryption

Syntax. A multi-key fully homomorphic encryption (mkFHE) scheme mkFHE for input space
X = {X\} en and circuit class C = {Cy} ey consists of the following polynomial-time algorithms.

Setup(1>‘) — PP. The probabilistic setup algorithm takes as input the security parameter A and
outputs the public parameters PP. The following algorithms take PP implicitly unless men-
tioned.

KGen(PP) — (pk,sk). The probabilistic key generation algorithm takes as input the public param-
eters and outputs the public and secret key pair (pk, sk).

Enc(pk,z) — ct. The probabilistic encryption algorithm takes as input public key pk, a message
x € X, and outputs a ciphertext ct.
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Expand(pky, ..., pk,,i,ct) — ct. The probabilistic ciphertext expansion algorithm takes as input
public keys for n parties, pky, ..., pk,, ciphertext encrypted using the ¢-th public key ct, and

outputs the expanded ciphertext ct.

Eval(C, cty, ..., &n) — ct. The deterministic evaluation algorithm takes as input description of an
n-ary circuit C, expanded ciphertexts cty, ..., ct,, and outputs the evaluated ciphertext ct.

Dec(sky, ..., sk, ct) — y. The deterministic decryption algorithm takes as input the secret keys for
n parties, ski, ...,sk,, an evaluated ciphertext ct, and outputs the value y.

PartDec(pky, ..., pk,,, 4, sk, ct) — shig. The probabilistic partial decryption algorithm takes as input

the public keys for all n parties pky,...,pk,, secret key of the i-th party, sk;, evaluated
ciphertext ct, and outputs the decryption share for the i-th party, sh;.

Recon(shy,...,sh,) — y. The deterministic reconstruction algorithm takes as input decryption
shares from n parties shy,...,sh, and outputs the value y.

Definition F.1 (mkFHE). An mkFHE scheme (Setup, KGen, Enc, Expand, Eval, PartDec, Recon) is
said to be an mkFHE scheme for circuit class C = {C)} ey and message space X = {X)}aen if it
satisfies the following properties.

Expansion correctness. For any A € N;n =n()), x € X},

Vi € [n], (pk;, sk;) < KGen(PP),
Pr | x = Dec(sky,...,sky,ct) : for any i’ € [n],cty < Enc(pk;,z), | =1
ct < Expand(pky, ..., pk,,, cty)

where PP < Setup(1?).

Reconstruction correctness. For any A € N, n = n(\), any C € Cy, for any i € [n],z; € X},

ct; < Expand(pky, ..., pk,,,ct;),

n» vl
ct « Eval(C,cty,...,cty), =1

sh; = PartDec(pky, ..., pk,, i, sk;, ct)

ny b

C(l‘l,.. . ,.Z‘n) =
Recon(shy,...,shy)
where PP « Setup(1%), (pk;, sk;) < KGen(PP), ct; <— Enc(pk;, ;).

Semantic security. For any PPT adversary A, there exists a negligible function negl(\) such that
VAEN,

)Pr [1  ABne(pho) (1 pk)} —Pr [1  AEne(ph0) (12, pk)] ] < negl())
where PP « Setup(1?), (pk, sk) +~ KGen(PP).

Threshold decryption. There exists a stateful PPT simulator Sim such that for any i* € [n], and
any evaluated ciphertext ct, for any A € N,

{PartDec(pky, . .., pky,i*, ski+, ct)} a5 {Sim(C (21, ..., xy), i, {ski}izi,ct)}
Remark F.2 ([MW16]). There exists a mkFHE scheme for P/Poly circuits and X = {0,1}*
assuming the hardness of LWE with sub-exponential modulus-to-noise ratio and circular security.

Remark F.3. There are other key properties that an mkFHE scheme needs to satisfy such as
correctness, compactness, etc. However, we omit them in Definition F.1 and assume that they are
satisfied implicitly.
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F.2 Definition

Syntax. An all-but-one homomorphic secret sharing (HSS) scheme for the circuit class C =
{Cx}ren consists of the following polynomial-time algorithms.

Share(1*, 1%, C) — {6i}i€[ k] The probabilistic sharing algorithm takes as input security parame-
ter A, number of shares K, description of a circuit C' € Cy, and outputs the shares {Ci}z‘e[K}-

Eval(s, CN'i, x) — y;. The deterministic evaluation algorithm takes as input the i-th share @, input
x, and outputs the output share y;.

Retrieve(y1,...,yx) — y. The deterministic retrieval algorithm takes as input the output shares
Y1, --,yx and outputs the output y.

Definition F.4 (HSS). A HSS scheme (Share, Eval, Retrieve) is said to be an all-but-one HSS scheme
for the circuit class C = {Cy} en if it satisfies the following properties.

Correctness. For any A € N, and any C € Cj,

{él}ZE[K} — Share(l)‘, ]-K7 C)a

Pr , S
Vi€ [K],y; < Eval(i,Cj, x)

C(z) = Retrieve(y1, ..., YK)

Strong Security. There exists a stateful PPT simulator Sim for any stateful PPT adversary A
such that V XA € N,

Eval(i*,éz-*,-) ~ L) - (IS, 072* € [K]) <_~’4(1)\)7
{.A ({Cz}wéz ) : {Cz}ze[K] % Share(l)‘, 1ch>

~
~e

o i A(1M),
{AS”“ VO Ciige) %}i i[ﬂﬁ(?,lg : 1)'07@'*) }

Remark F.5 (HSS with indistinguishability.). We remark that a weaker version of HSS where the
security is guaranteed when an adversary gets no evaluations on shares of either xg or x; can be
constructed from a multitude of standard assumptions (cf. [ARS24, DIJL23, CM21, BCGT17a,
FGJS17, BGI16] and the references therein). However, these are insufficient for our construction
and we require the strong security property as described above.

F.3 HSS for P/Poly from mkFHE

Construction F.6 (HSS). We construct a HSS scheme for P/Poly circuits using an mkFHE scheme
for P/Poly circuits and unbounded length messages (Definition F.1) as follows.

Share(1*,1%,C). Sample public parameters for mkFHE, PP < mkFHE.Setup(1?). Now, sample

K key pairs, V i € [K],(pk;,sk;) <+ mkFHE.KGen(PP). Encrypt the description of the
circuit C' under pk;, ct < mkFHE.Enc(pky,C). Now, expand the ciphertext. That is,
ct < mkFHE.Expand(pky, ..., pkg, 1,ct) Set C; := (pky, ..., pkg, ski, ct) and output {Citieir-
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Eval(i, Cy, z). Parse C; as (pky, ..., pky,sks, ct). Evaluate U(z,-) on ¢t where U denotes the uni-

versal circuit, ct = mkFHE.Eval(U(x,-),ct). Perform partial decryption on ct to get the
decryption share, sh; = mkFHE.PartDec(pky, ..., pky, 1, sk, ct). Output y; := sh;.

Retrieve(y, ..., yx). Parse y; as sh; for each ¢ € [K] and use the mkFHE reconstruction algorithm
to retrieve y. That is, y = mkFHE.Recon(shy, ..., shk), and output y.

Correctness. The correctness of the scheme follows from the reconstruction correctness of mkFHE.

Remark F.7 (mkFHE with deterministic PartDec). We remark that the mkFHE scheme from
[MW16] requires a smudging noise for output shares making PartDec algorithm probabilistic. How-
ever, by rounding the shares, i.e, calculating sh; = [v; - 2/q| mod 2, we get a statistically cor-
rect partial decryption!”. The correctness and threshold decryption argument hold because of
[DHRW16], Lemma 3.4. As such, we need to modify the threshold decryption’s simulation algo-
rithm (Sim) which also uses rounding instead of smudging noise. The reconstruction algorithm now
simply adds the shares.

We do incur a penalty of K in the error term e’ (implicit in ~;) which is can be handled
by increasing the error bound on [GSW13]’s initial error distribution x. In particular, the error
accumulated by adding the shares in [MW16] and the negligible function probability argument from
[DHRW16] (which uses an additional union bound), accumulates an additional K which can be
handled by augmenting y. This means that we will be using LWE with sub-exponential modulus-
to-noise ratio and exponential modulus.

Remark F.8 (Compactness). Note that our construction also satisfies a compactness requirement
similar to other HSS schemes with indistinguishability security by virtue of mkFHE. We also remark
that Construction 7.3 does not require this.

Theorem F.9. Assuming mkFHE is a secure mkFHE scheme (Definition F.1) for P/Poly circuits
and message space {0, 1}*, Construction F.6 is an HSS scheme (Definition F.4) for P/Poly circuits.

Proof. We prove the security of Construction F.6 using the following series of hybrids and lemmas.
We remark that the hybrids and lemmas flow similar to the MPC protocol secure against n — 1
corruptions from [MW16], §6.1.

Hyb64(1>‘). This is the real experiment from Definition F.4.

Setup. Asends (K, C,i*) to Chal. Chal samples PP <~ mkFHE.Setup(1*) and Vi € [K], (pk;, sk;) <
mkFHE.KGen(PP). Next, ct +~ mkFHE.Enc(pk,, C), ct <~ mkFHE.Expand(pky, ..., pkg, 1,ct).

Set C; := (pky, . . ., pkg, ski, ct) and send {Ci}izi- to A.

Query Phase.AA makes polynomially many queries x,. For each query, perform c~tq = mkFHE.Eval
(U(zg,-),ct) and sh;x ; = mkFHE.PartDec(pky, . .., pkg, i*, ski=, cty) and send sh;« 4 to A.

"We need to this bit-wise for every bit in the output of the circuit.
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Hyb“fl(lA). In this hybrid, we will encrypt the circuit C' using the i*-th public key. The changes
are highlighted in red.

Setup. A sends (K, C,i*) to Chal. Chal samples PP < mkFHE.Setup(1*) and V i € [K], (pk;, sk;) <
mkFHE.KGen(PP). Next, ct <~ mkFHE.Enc(pk;., (), ct < mkFHE.Expand(pky, ..., pkg,i*, ct).
Set C; := (pky, ..., pkg, sk, ct) and send {Ci}izi- to A.

Query Phase. A makes polynomially many queries x,. For each query, perform &q = mkFHE.Eval
(U(zy,),ct) and sh;« , = mkFHE.PartDec(pky, . . ., pky,i*, ski«, ct,) and send sh; , to A.
Hyb3'(1). 1In this hybrid, we will use the threshold decryption property of mkFHE to simulate

sh;«. The changes are highlighted in red.

Setup. Asends (K, C,i*) to Chal. Chal samples PP <~ mkFHE.Setup(1*) and Vi € [K], (pk;, sk;) <
mkFHE.KGen(PP). Next, ct <~ mkFHE.Enc(pk;«, C), ct < mkFHE.Expand(pky, . .., pkg,i*,ct).
Set C; := (pky, ..., pky,sk;,ct) and send {Ci}izir to A.

Query Phase. A makes polynomially many queries x,. For each query, perform c~tq = mkFHE.Eval
U(zq, ), ct) and sh;« , = mkFHE.Sim(C(z,), i*, ski+, ct,) and send sh; , to A.
Hybgfl(lA). In this hybrid, we will encrypt a zero string instead of C' when generating shares.

This is the description of Sim from Definition F.4. The changes are highlighted in red.

Setup. A sends (K, C,i*) to Chal. Chal samples PP < mkFHE.Setup(1*) and V i € [K], (pk;, sk;) <
mkFHE.KGen(PP). Next, ct < mkFHE.Enc(pk;.,0/“!), ct +— mkFHE.Expand(pk, ..., pkg, i*,
ct). Set C; := (pky,...,pkg,ski, ct) and send {C;};zi+ to A.

Query Phase. A makes polynomially many queries x,. For each query, perform &q = mkFHE.Eval
(U(zy,),ct) and sh;« , = mkFHE.Sim(C(z,), i*, sk, ct,) and send sh; , to A.

Lemma F.10. Hyb;'(1}) and Hyby'(1*) are identical.

Proof. The proof of this lemma is straight-forward from the expansion correctness of mkFHE. [J
Lemma F.11. Hyb?(1}) and Hyb3'(1*) are statistically indistinguishable.

Proof. This holds because of the threshold decryption property of mkFHE. O

Lemma F.12. Assuming semantic security of mkFHE, Hybs'(1*), Hybs'(1) are computationally
indistinguishable.

Proof. This follows directly from the semantic security of mkFHE.

G Proofs from Section 7.2

In this section, we provide full proof of Theorem 7.4.
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Hyby'(1). This is the real experiment with Chal.

Setup. A sends @, n,s,k,x,01,...,0, to Chal. For each i € I,j € J, Chal samples crs?i"j) —
MAFE.GSetup(1*,19,177%,1%). In addition, sample for each id € [n], (mpki(j’j),mski(dw)) +—
MAFE ASetup(id, 1%) for i such that id ¢ K. Set CRS := (crs(), ;, MPKiq := (mpk{;”)); ;,
and MSKiq4 := (mski(é’]))i’j and send (CRS, {MPKiq4}igepn)) to A.

Secret Key Queries. A sends (id,GID,x) for ¢ € [Q1] to Chal such that id is not corrupted.
For each i € Iy, j € J, sample sk(d G)lD < MAFE.KGen(id, msk( ) {mpkldx)}idx, GID, z). Set

SKig ,GID,x = <Sk|(d G)ID as)leﬂ/d g and send it to A.

Corruption Queries. A sends (Corr,id) to Chal. Send (mski(j’j))i’j to A.

Challenge Query. A sends circuit C' to Chal. Chal samples {Ci}ier + HSS.Share(1*, 171, ).

For each i € T, j € J, sample ct(®) < MAFE, Enc({mpk }.d¢1c ,Fij). Set CT = (ct()), ; and
send it to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [Q1+1, Q] to Chal such that id is not corrupted.
For each i € Iy, j € J, sample skiy G)ID « MAFE.KGen(id, msk\*”) {mpk{"/)};4, GID, z). Set

SKid,ciD,z = (ski(d7(;)|D7x)i7j and send it to A.
Corruption Queries. A sends (Corr,id) to Chal. Send (msk(m))i’j to A.

Guess Phase. Output whatever A outputs.

Hybfﬁ(l/\). For k € [2¥ 4+ 1]. In this hybrid, we randomly select i* < I and simulate the
(¢*,1),...,(i*,k — 1) instantiations of MAFE. The changes as highlighted in red.

Setup. A sends Q,n,s,k,x,¢1,...,¢,. Randomly choose i* < I. For ¢ €I, j € J,

o If i # i* or i = i* and j > k, crs(v7) MAFE.GSetup(1*,19,1"% 1%). Sample, for
id € [n],id ¢ K, mpk{"7) < MAFE.ASetup(id, 149).

e Otherwise, sample crs(™/) < MAFE.Sim(1*,19,1"=% 15) and for id ¢ K;, (mpk(l ) msk<' J)) —
MAFE.Sim(id, 1%9).

Set CRS := (crs(i’j))m, MPKiq := (mpki(j’j))i,j, and MSKjq4 := ((mskl(; ))1751 g (msk( ))i:’i*JZH)
and send (CRS, {MPKid}idE[n]) to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [@Q1] such that id is not corrupted. For each
ielly,jel,

o Ifi#i* ori=i"and j > &, skiyBp , + MAFE.KGen(id, mski;”, {mpkiy”}igx, GID, ).
e Otherwise, sample sk|<d JG>|D .« < MAFE.Sim(id, GID, z).

Set SKid,GID,:Jc = (Ski(;:QID,z)i»j and send it to A.
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Corruption Queries. A sends (Corr,id). If id ¢ IC;+, abort. Otherwise, send (mski(j’j))iyj to A.

Challenge Query. A sends circuit C'. Sample {@}ie]y — HSS.Share(l/\,IUI/',C). For each ¢ €
I',j € J, sample

o If i #i* or i = i* and j > &, ct(™) « MAFE.Enc({mpki(j)}id@Ci,Fij).

e Otherwise, sample ct(®7) MAFE.Sim(llFi-f‘, V;j) where V;; is as defined in Definition 3.1
for the circuit F;.

Set CT = (ct(™)); ; and send it to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [Q1 + 1, Q] such that id is not corrupted. For
eachi ey, jel,

o Ifi#i* ori=i"and j > &, skiyBp , + MAFE.KGen(id, mski;” , {mpkiy/}igx, GID, ).

e Otherwise, sample ski(jiglw < MAFE.Sim(id, GID, z, V) where V is as defined in Defini-
tion 3.1 for the circuit 'Fij;

Set SKid,G|D7z = (Ski(j’]c';)lD,w)i»j and send it to A.

Corruption Queries. A sends (Corr,id). If id ¢ IC;+, abort. Otherwise, send (mski(j’j))@j to A.

Guess Phase. Output whatever A outputs.

Hybs'(1*). 1In this hybrid, we simulate HSS. The changes are highlighted in red.

Setup. A sends Q,n, s, k,x,¢1,...,¢,. Randomly choose i* < I. Fori €I,j € J,

o If i # i*, crs(™) < MAFE.GSetup(1*,19,1"% 1%). Sample, for id € [n],id ¢ K,
mpk!“7) < MAFE.Sim(id, 1%9).

e Otherwise, crs/) < MAFE.Sim(1*,19,177% 1%) and for id ¢ ICi,(mpki(j’j),mski(j’j)) —
MAFE.ASetup(id, 1%).

Set CRS := (crs()),;, MPKig := (mpk{")),;, and MSKig := (msk\"), .- ;) and send
(CRS, {MPKiq }igepn)) to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [@Q1] such that id is not corrupted. For each
iely,jel,
o If i # i*, sample skiy2, , + MAFE.KGen(id, mski;”), {mpk{s? }iax, GID, 2).
o Otherwise, sample ski;25 , +~ MAFE.Sim(id, GID, z).
Set SKig gD,z = (Ski(cj:é)lD,x)iJ and send it to A.

Corruption Queries. A sends (Corr,id). If id ¢ IC;«, abort. Otherwise, send (mski(j’j))iyj to A.
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Challenge Query. A sends circuit C. Sample {@;}iﬂ* + HSS.Sim(1*, 111 11€1 ). For each
i€l jel, sample

o If i # i*, ct) « MAFE.Enc({mpk\ Viagr,, Fij)-

e Otherwise, sample ct(%7) + MAFE.Sim(l'FU‘,VZ-j) where V;; is as defined in Definition 3.1
for the circuit Fj;. However, we will set the output as HSS.Sim(X,C(X)) for X €
Xi..., X,

Set CT = (ct(™)); ; and send it to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [Q1 + 1, Q] such that id is not corrupted. For
eachi ey, jel,

o If i # i*, sample skiy2 , + MAFE.KGen(id, mski;”), {mpk{y? }iac, GID, ).

e Otherwise, sample sk”7) |« MAFE.Sim(id, GID, z, V) where V is as defined in Defini-
tion 3.1 for the circuit Fj;. However, we will set the output as HSS.Sim(X, C(X)) for
XeX;... X,

Set SKig.cip,z = (Ski(j:ng,x)iJ and send it to A.

Corruption Query. A sends (Corr,id). If id ¢ IC;«, abort. Otherwise, send (mski(j’j))m to A.
Guess Phase. Output whatever A outputs.
Lemma G.1. Hybg'(1%), Hybfl(l)‘) are identically distributed.

Proof. As we are not simulating any MAFE instantiations in Hybfl(lk), we are only sampling 7*.
So, these hybrids are identically distributed. ]

Lemma G.2. Assuming the security of MAFE, Hybfﬁ(l)‘) and Hybffﬂ_l(l)‘) for k € [|J]] are
computationally indistinguishable.

Proof. Note that the probability that Hybfﬁ(lA) does not abort is 1/|I|] = 1/poly(A). Let us
denote this event by Abort. Assume that there exists an adversary A that can distinguish between
Hybfﬁ(l)‘) and Hybf,ﬁl(l)‘) with non-negligible probability €(\), i.e,

’Pr [1 « Hybi\ ( A)} —Pr [1 “ Hyb{}Hl(lA)} ‘ > €(\)

We will construct a reduction adversary B that can break the security of fcMAFE with non-negligible
probability. The description of BY is as follows.

Setup. A sends Q,n,s,k,x,¢1,...,¢,. Randomly choose i* < I. For ¢ €I, j € J,
eIfi # i*ori =i and j > k, crs(b) MAFE.GSetup(1*,19,1"7% 1), Sample,
for id € [n],id ¢ K;, mpk\"?) < MAFE.ASetup(id, 1%). Otherwise, if i = i*,j = &,
crstd) {mpkis” Fig <= O(Qun — ks, 01, ..., L),

e Otherwise, crs() < MAFE.Sim(1*,12,1"% 1) and for id ¢ K;, (mpk?), msk(7)) «
MAFE.Sim(id, 1%).
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Set CRS := (crs(9)); ;, MPKiq := (mpk{")), ;, and MSKig := ((msk\"), ;- S, (msklP7)), i 5.0)
and send (CRS, {MPKiq}ige[n)) to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [@Q1] such that id is not corrupted. For each
iell,jel,

o If i #4i* or i = 4" and j > &, skl(j’]G)lD < MAFE.KGen(id, msk i-3) {mpkldx }tidx, GID, ).

Otherwise, if i = i*,j = k, skl(d G)le + O(id, GID, z).

e Otherwise, sample sk{{’2p , +~ MAFE.Sim(id, GID, z).
Set SKid,GID,z = (Ski(j’é)lD,w)ivj and send it to A.

Corruption Queries. A sends (Corr,id). If id ¢ IC;«, abort. Otherwise, send (mski(j’j))ivj to A.

Challenge Query. A sends circuit C. Sample {C;};err <+ HSS.Share(1*, 171, C). For each i €
I',j € J, sample

o Ifq 7é i* or i = i* and j > k, ct®) +— MAFE. Enc({mpk },d¢,g, Fij). Otherwise, if
i=1"7] =k, ct(m) — O(F;).

e Otherwise, sample ct(%7) + MAFE.Sim(l'Fif‘,Vij) where V;; is as defined in Definition 3.1
for the circuit Fj;.

Set CT = (ct(™)); ; and send it to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [Q1 + 1, Q] such that id is not corrupted. For
eachi €Iy, j €,

o Ifi+i*ori=i"and j > k, skiD  + MAFE.KGen(id, msk{”), {mpk(“},., GID, z).
Otherwise, if ¢ = i*,j = K, Sk|(d G)le + O(id, GID, ).

e Otherwise, sample Sk|(d G)ID » < MAFE.Sim(id, GID, z,V) where V is as defined in Defini-
tion 3.1 for the circuit Fj;.

Set SKig gD, = (Ski(cj:ng,x)i’j and send it to A.
Corruption Queries. A sends (Corr,id). If id ¢ IC;«, abort. Otherwise, send (mski(j’j))iyj to A.
Guess Phase. Output whatever A outputs.

As we can see, running time of B is polynomial in the running time of A and A. In addition,
the probability that B does not abort is exactly Pr[Abort]. Hence,

1 — 1
Pr[Abort]§ + Pr[Abort] Pr[A wins] — 5

1 1 1 1

—(1—-=)=4+=P insl — =

‘( rﬂ|>2+|ﬂ| A wins| 2‘
~ Advgy

i

Advp =
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If O is a simulator, B behaves like Hyb“f},,€ H(lA) and if O is an honest challenger, B behaves

like Hybf},{(lk). In addition, as long as |I| = poly()), we have that B is a successful reduction
adversary that can break the security of MAFE with non-negligible probability. O

Lemma G.3. Assuming the security of HSS, Hyb“l4

,\JIH(I/\) and Hybs'(1}) are computationally
indistinguishable.

Proof. Assume that there exists a PPT adversary A that can distinguish between Hybfw' _H(l)‘)
and Hybs'(1}) with non-negligible advantage, €()), i.e,
‘Pr [1 “ Hybffmﬂ(ﬂ)} _Pr [1 “ Hybf‘(l’\)H > e(\)

We will construct a reduction adversary B that can break the security of HSS with non-negligible
probability. The description of B? is as follows.

Setup. A sends Q,n,s,k,x,¢1,...,¢,. Randomly choose i* < I. For ¢ €I,j € J,

o If i # i*, crs(®) « MAFE.GSetup(1*,19,1"% 1%). Sample, for id € [n],id ¢ K;,
mpk"7) « MAFE Sim(id, 1%).

e Otherwise, crs(7) « MAFE.Sim(1*,19,1"7% 1) and for id ¢ Ki,(mpki(j’j),mski(j’j)) —
MAFE.ASetup(id, 14).

Set CRS := (crs()), ;, MPKig := (mpk{"")),;, and MSKig := (msk\"), ;- ;) and send
(CRS, {MPKiq }igepm)) to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [@Q1] such that id is not corrupted. For each
ielly,jel,

e Tf i # i*, sample sk} |« MAFE.KGen(id, msk(?), {mpk(:”)}i4,, GID, ).
e Otherwise, sample ski(j:é)lDw < MAFE.Sim(id, GID, x).
Set SKig.cID,z = (Ski(j:é)ID,x)i»j and send it to A.
Corruption Queries. A sends (Corr,id). If id ¢ KC;«, abort. Otherwise, send (mski(j’j))ivj to A.

Challenge Query. A sends circuit C. Sample {@}#l* +— O(C,|Il'|,i*). For each i € T',j € J,
sample

o If i # i*, ct9) « MAFE.Enc({mpk Viagr,, Fij)-

e Otherwise, sample ct(®7) « MAFE.Sim(l'Fij‘,Vij) where V;; is as defined in Definition 3.1
for the circuit Fj;. However, we will set the output as O(X) for X € X;...,X,,.

Set CT = (ct(®)); ; and send it to A.

Secret Key Queries. A sends (id, GID, z) for ¢ € [Q1 + 1, Q] such that id is not corrupted. For
eachi eIy, jel,

o If i # i*, sample skiyZ , + MAFE.KGen(id, mski;”, {mpk{;? }igx, GID, ).
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o Otherwise, sample skiy2)5 , + MAFE.Sim(id, GID, z, V) where V is as defined in Defini-
tion 3.1 for the circuit Fzy However, we will set the output as O(X) for X € X;...,X,,.

Set SKid,GID,z = (Ski(ci’é)lD,x)iaj and send it to A.

Corruption Queries. A sends (Corr,id). If id ¢ KC;«, abort. Otherwise, send (mski(j’j))m to A.
Guess Phase. Output whatever A outputs.

As we can see, the running time of B is polynomial in the running time of A, A. If O is a
honest challenger for HSS, B behaves like Hyb1 7l e A) and if O is a simulator for HSS, B behaves

like Hyb§4(1)‘). Hence, B is a valid adversary that break the security of HSS with non-negligible
probability. Thus, Hybﬁ 3] H(lA) and Hybf‘(l’\) are computationally indistinguishable.
O

H Proofs from Section 11.2

In this section, we provide full proof of Theorem 11.3.

Hybj'(1*). This is the real experiment with Chal from Definition 10.2.

Setup. A sends (n, L, Sape, Sfes {1, - --,¢n) to Chal. Chal samples V i € [n],j € [L],b € {0,1},
crs(30) « MA-ABE.GSetup(1*, 17, 1% ) and (mpk{""?) msk\*"")) « MA-ABE.ASetup(id, 1%).
Set CRS := (crs(®), ., MPKig := (mpkU??), . and MSK := (msk{""?)), ., and send
(CRS, {MPKid}idG[n]) to A.

Pre-challenge Queries. A sends polynomially many queries of the form (id, GID,z,y). Pad y
such that |y| = L. For each i € [n],

o If i #id, ¥ j,b, sample skiyZ) . ¢ MA-ABE.KGen(id, mskiy”", {msk{;7" }ia, GID, ).
e Otherwise, for j € [L], skiy2iy) + MA-ABE.KGen(id, mskiy”*/) {mpk{s/ "V}, GID, z).

Send SKId ,GID,z,y * ({SkijGfD z}z;éldg b, {Sk|d’JGﬁ£jL; }z id,j» X y) to A.

Challenge Query. A sends predicate P, circuit C. Sample (6, {wi jptiie) < Garble(l/\, 1" o).
For 4,7, ct7?) « MA-ABE.Enc({mpk's”” }igcpnp, Pywijp). Send CT := (C, {ct@M}, ;1) to
A.

Post-challenge Queries. A sends polynomially many queries of the form (id, GID,z,y). Pad y
such that |y| = L. For each i € [n],

o If i #id, ¥ j,b, sample skiy ) , ¢ MA-ABE.KGen(id, msk(;”" {msk,dj Vi, GID, z).
o Otherwise, for j € [L], skiy2it)) + MA-ABE.KGen(id, mskiy ™", {mpk{y/*"} 4, GID, ).

x

Send SKiq,GID,z,y : ({Sk.d’]cfo o Yitid,jiby {Sk.d’ch'c[f]x Vizid g, €, y) to A.

Guess Phase. Output whatever A outputs.
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Hyb“ffw(lk). for « € [n],v € [L]. In this hybrid, we will substitute w; j;_,,;

fori <e,j <.

with all zero string

Setup, Pre-challenge Queries. Same as Hyb()‘l(lk).

Challenge Query. A sends predicate P, circuit C'. Initiate flag = 0. If there is a satisfying query
from the previous phase, set flag = 1 and extract corresponding Y = (y1,---,yn). Sample
(O, {wijp}ijp) < Garble(1*, 17, C). For 4,7,

e Ifi < tand j < v and flag = 1, ct(31-uliD) « MA-ABE.Enc({mpk{"! ¥y, p 7)1
and ct(74i0)  MA-ABE.Enc({mpk{/"*) )iy, P uw, ;o 00).-

e Otherwise, for b € {0,1}, ct() « MA—ABE.Enc({mpki(j’j’b)}ide[n], P w; ;).
Send CT := (C, {ct@3M},; ;1) to A.

Post-challenge, Guess Phase. Same as Hybf)“(lk).

Hybs'(1*). In this hybrid, we will substitute half the wire labels with all zero strings.

Setup, Pre-challenge Queries. Same as Hybme(l)‘).

Challenge Query. A sends predicate P, circuit C. If a predicate accepting query is made in
previous phase, extract Y = (yi,...,Ys). Sample (C,{w;;p}ijp) < Garble(1*,1"F C). For
i, ctlil=ulil) MA-ABE.Enc({mpki(é’j’l_yim)}ide[n],P,ﬁ) and ct(@¥l) + MA-ABE.Enc
({mpki(j’j Yild ])}id, P,w; 4,151)- If no satisfying query is made, garble a random circuit C” and
set C' and ignore the wire labels. For i, j, b, ct(3:0) «+ l\/IA-ABE.Enc({mpki(j’j’b)};de[n],P7 0).
Send CT := (C, {ct@3M},; ;1) to A.

Post-challenge, Guess Phase. Same as Hybfm (1),

Hyb#'(1*). In this hybrid, we will simulate the (Garble, Eval) instantiation.
Setup, Pre-challenge Queries. Same as Hybs'(1%).

Challenge Query. A sends predicate P, circuit C'. If a predicate accepting query is made in pre-
vious phase, extract Y = (y1,...,yn). Sample (C,{w; ;. .(;1}ij) < Sim(1*, 17E 111 C(Y)).
For i, j, ctt31=vili) « MA-ABE.Enc({mpk{/”' D1, P 5) and ct(#4:l) « MA-ABE.Enc
{ mpki(j’j wili ])}id, P,w; j,.15)- 1f no satisfying query is made, garble a random circuit C’ and
set C and ignore the wire labels. For 4, j, b, ct(#9:0) I\/IA—ABE.Enc({mpki(j’j’b)}id; P,0). Send
CT := (C, {ct@}, ;) to A.

Post-challenge, Guess Phase. Same as Hybs'(11).

Lemma H.1. Hybj'(1}) and HybﬂLl(lA) are identical.

8By 0 we denote an all zero string of sufficient length.
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Proof. As we are not substituting any wire labels with all zero strings in Hybf}l’l(l)‘), these two
hybrids are identically distributed. O

Lemma H.2. Assuming the security of MA-ABE, Hyb{! y W(IA) and Hybﬂwﬂ(l)‘) for v € [n],y €
[L — 1] are computationally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hyby w(l ) and
HybLWH(l)‘) with non-negligible advantage (), i.e,

‘Pr [1 « Hyb W(ﬂ)} —Pr [1 “ HybfL,wl(l’\)} ‘ > e(N)

We will construct a reduction adversary B that can break the security of MA-ABE with non-
negligible probability. The description of B? is as follows.

Setup. Asends (1, L, Sape, Sfe, {1, - - -, £n). Receive crs, {mpk;q }ige[n from O, 17, 1% 161 160),
Choose b* < {0,1} and set crs(71=0") .= ¢rs and mpk( LI mpk;q for id € [n].
Sample for other 4,7,b, crs7?) « MA-ABE.GSetup(1*, 17, 15be), (mpki(j’j ) msk(”b)) —
MA-ABE.ASetup(id, 1%). Set CRS := (crs?)), ;,, MPKig := (mpkl®??)), i, and MSK :=
(msk{?7?)), -, and send (CRS, {MPKig}iq) to A.

Pre-challenge Queries. A sends polynomially many queries of the form (id, GID,z,y). Pad y
such that |y| = L. For each ¢ € [n], proceed similarly to Hyby “/(1)‘) except that if we
need to query (¢,7,1 — b*)-th instantiation of MA-ABE, set skléwéllDl;) + O(id,GID, z). Send

9. b 9.
SKid61D,0.y = ({SKiy 1D o Firtid s (K2 ) Y imia s T,1) t0 A.

Challenge Query. A sends predicate P, circuit C'. Initiate flag = 0. If there is a satisfying query
from the previous phase, set flag = 1 and extract corresponding Y = (y1,...,yn). If y,[y] # b*,
abort and output & & {0,1}. Otherwise, Sample (C, {w; jp}ijp) < Garble(1*, 1L, C). For
¥R

o Ifi < sand j < v and flag = 1, ct@31=uliD) « MA-ABE.Enc({mpk{"' 7Dy, p 7)1
and ct(#3¥:lD) < MA-ABE. Enc({mpk b y1m)},de[n} P,w

e Otherwise, ifi = ¢, j =, ctbd 170" O(w,~,1-p+,0), ct(@3b") « MA-ABE. Enc({mpkld’j b%)
Yids Py w; g+ )-

e Otherwise, for b € {0,1}, ct(470) « MA-ABE.Enc({mpki(j’j’b)}ide[n],P, Wi jb)-

Z]yz[]])

Send CT := (C, {ct@I0)}, 24) to A.

Post-challenge Queries. Proceed similarly to Hyb3 L,Y(l ) except that if we need to query
(t,7,1 — b*)-th instantiation of MA-ABE, set skic’ﬂéllDl;) + O(id, GID, z).

Guess Phase. Output whatever A outputs.

9By 0 we denote an all zero string of sufficient length.
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The probability that B doesn’t abort is 1/2. And, the running time of B is polynomial in the

running time of A and A. If O is encrypts w, 51—y, [y}, B behaves as Hybfw(l’\) and if O encrypts
0, B behaves like Hybfw 41 1"). Hence, B is a valid adversary against the security of MA-ABE that
can break its security with non-negligible advantage, €¢/2. Thus, Hyb? (1*) and Hybfw +1(1>‘)

1,y
are computationally indistinguishable.

Lemma H.3. Assuming the security of MA-ABE, HybfL’L(l)‘) and Hybf}wl’l(l)‘) for v € [n — 1]
are computationally indistinguishable.

Proof. As the only difference between Hybf}%L(lA) and Hyb“f}LH’l (1*) is that we substitute (¢, L, 1—

y.[L])-th wire label with all zero string in Hybﬂ Jr171(1>‘), the proof of this lemma is similar to proof
of Lemma H.2. ]

Lemma H.4. Assuming the security of MA-ABE, Hybfm (1) and Hybs'(1}) are computationally
indistinguishable.

Proof. As the only difference between Hybfn’ (1) and Hybs'(1*) is that we substitute (n, L,1 —

Yn|L])-th wire label with all zero string in Hybg'(1?), the proof of this lemma is similar to proof
of Lemma H.2. ]

Lemma H.5. Assuming the security of (Garble, Eval), Hybs'(1*) and Hyb3'(1}) are computation-
ally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hybs'(1)) and
Hyb3'(1*) with non-negligible advantage €(\), i.e,

‘Pr [1 “ Hybé“(l’\)} _Pr [1 “ Hybg‘(lk)} ‘ > €(\)

We will construct a reduction adversary B that can break the security of (Garble, Eval) with non-
negligible probability. The description of B? is as follows.

Setup, Pre-challenge Queries. Similar to Hyb§4(1)‘).

Challenge Query. A sends predicate P, circuit C. If a predicate accepting query is made in
previous phase, extract Y = (y1,...,¥yn). Sample (C,{w;;y.1j1}ij) < O(C,Y). For i,j,
ct(@3.1-wili]) MA-ABE.Enc({mpki(j’j’l_yi[j])}id, P,0), ct(:3wilil) MA-ABE.Enc({mpki(j’j’yim)}id,
P, wi,j,yi[j])' If no satisfying query is made, garble a random circuit C’ and set C' and ig-
nore the wire labels. For i, j, b, ct(7?) « MA-ABE.Enc({mpk{{""”}4epu, P,0). Send CT :=
(C, {ct@iP}; ) to A.

Post-challenge, Guess Phase. Similar to Hyb3'(1*).

And, the running time of B is polynomial in the running time of A and A. If O garbles C honestly,
B behaves as Hybs'(1}) and if O simulates using C(Y), B behaves like Hybz'(1}). Hence, B is a
valid adversary against the security of (Garble, Eval) that can break its security with non-negligible
advantage. Thus, Hybs'(1") and Hyb3'(1}) are computationally indistinguishable. O
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I Proofs from Section 11.3

In this section, we provide full proof of Theorem 11.6.

Hybj'(1*). This is the real experiment using & from Definition 11.4.

Setup. A sends (7, Sape; L, 01, . . ., £n). For each i, j, b, id, crs(7:?) « MA-ABE.GSetup(1*,1%, 15be).
Set CRS := (crs(®®)), ;,. Sample (mpk!“?) skfd’f ")) < MA-ABE.ASetup(id, 1%). Set
MPKiq := (mpk( G0, 15, and MSKig := (msk{"? ”))%b. Send (CRS, {MPKig}ia) to A.

Pre-challenge Queries. A sends (id, GID, z). Sample p & {0,1}*. For i € [n],

o If i # id, for each j,b, skiyZ ,  MA-ABE.KGen(id, mskiy”", {mpk{y" }igy, GID, z).
o If i = id, for each j, skiy 25 « MA-ABE.KGen(id, mskiy”*/V {mpk{;""V }q,, GID, ).

b)
Send SKig,cID,z 1= <{Sk|d7leDx}Z7é'dJ bs {Skldhéllolgj]x}l id,j> L P) to A.

Challenge Query. Sample Ry,..., R, ﬁ {0, 1}L and set R := Ri&@...0 R, ®m. Compute for
cach 4, j,b, ct@®i®) « MA-ABE.Enc({mpk\"""}, P, R;[j]). Send CT := (R, (ct@®®)), ;) to A.
Post-challenge Queries. A sends (id, GID, z). Sample p & {0,1}%. For i € [n],
o If i # id, for each j,b, skiy 2 , + MA-ABE.KGen(id, msk{y”", {mpk{3/" }igy, GID, z).
o If i = id, for each j, skiy 25 < MA-ABE.KGen(id, msk{y”""), {mpk{;"""V}q,, GID, ).

Send SKig.ain,e = ({5KGE1.0 Hitian (SKG LI bimiags 7. ) 10 A.

Guess Phase. Output whatever A outputs.

Hyb“fl(lA). In this hybrid, we will sample p7, ..., p;, uniformly during setup and use these for the
satisfying query whose number in the sequence of secret key queries is also sampled. We will abort
if this guess turns out to be wrong.

Setup. A sends (n, sape, L, 1, ..., 4y). For each i, j,b,id, crs(idb) MA-ABE.GSetup(1?, 17, 1%2b¢).
Set CRS := (crs(®®)), ;,. Sample (mpk!®??) msk(®7?)) « MA-ABE.ASetup(id, 1%¢). Set
MPKiq := (mpkl(d’]’ Nijb» MSKig := (msk!®7 b))i,j,b. Send (CRS, {MPKig}ia) to A.

Sample N* < [¢] where ¢ is the number unique GIDs A queries. Sample pf, ..., % {0,1}~.

Pre-challenge Queries. A sends (id, GID, z). If this is the N*-th GID, use p,. Otherwise, sample
P & {0,1}%. If this is the last authority for N*-th GID query and P(z16D;s---,TncD) # 1,
abort and output o & {0,1}. For i € [n],

o If i #id, for each j,b, skiyZ) . < MA-ABE.KGen(id, msk{y”", {mpk{y" }i4y, GID, z).
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o If i = id, for each j, skiy 25 < MA-ABE.KGen(id, msk{y”""), {mpk{;"""V},, GID, ).
Send SKiacipe i= ({5Ky b o b (KL Yicia o, 0) to A

Challenge Query. Sample Ry,..., R, & 0,1} and set R:= Ry @ ... ® R, & m. Compute for
each 4, j, b, ct39) « MA-ABE.Enc({mpk\“?"}, P, R;[j]). Send CT := (R, (ct@®), ;) to A.

Post-challenge Queries. Asends (id, GID, z). If this is the N*-th GID, use p;. Otherwise, sample
P & {0,1}%. If this is the last authority for N*-th GID query and P(z16D;s---,TncD) # 1,
abort and output b’ & {0,1}. For i € [n],

o If i # id, for each j,b, skiyZ , ¢ MA-ABE.KGen(id, mskiy””, {mpk{y?" }igy, GID, z).
o If i = id, for each j, sk{yZi5)) < MA-ABE.KGen(id, msk{y""), {mpk{;"""V}q,, GID, x).

9 b J
Send SKiq,cID,z 1= ({Sk|d leDz}wéldu bs {Skld JGfE[)]]:):}l id,js s P) to A.

Guess Phase. Output whatever A outputs.

Hyb2 . 7(1A). for v € [n],y € [L]. In this hybrid, we will replace the (4, j, 1—p}[j])-th instantiation’s
encryption message with 1 — R;[j] for i < ¢ and j < .

Setup, Pre-challenge Queries. Same as Hyby'(1*).

Challenge Query. Sample Rq,..., R, & {0,1}* and set R:=Ri®...® R, ®m. Compute for
each 1, 7,

o Ifi < 1,j < 7 ct@iril) — MA-ABE.Enc({mpk7”"V} P Ri[j]) and ct(id1-ril]) «
MA-ABE.Enc({mpki;”' V"1 P 1 - Ri[j]).
e Otherwise, for b € {0,1}, ct(#) « MA-ABE.Enc({mpkiy”"}, P, Rij).

Send CT := (R, (ct®), ;) to A.
Post-challenge Queries, Guess Phase. Same as Hyb“f‘(l)‘).
Hyb3'(1}). In this hybrid, each (,j,1 — pf[j])-th instantiation’s encryption message is 1 — R;[j].

Setup, Pre-challenge Queries. Same as Hyb2 n (1Y),

Challenge Query. Sample Rq,...,R, & {0,1}* and set R = R . ® R, ®m. Com-
pute for each i,j, ctrilll) « MA-ABE.Enc {mpkldm } [ } ) and ct(®d 1Pl
MA-ABE.Enc({mpk"" #"} P 1 R[j]). Send CT := (R, (ct@®), ;) to A.

Post-challenge Queries, Guess Phase. Same as Hyby! n L(l/\).
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Hybz'(1*). In this hybrid, we will use &;.

Setup. A sends (1, Sape, L, 01, . . ., £,). For each 4,7, b,id, crs(»7?) < MA-ABE.GSetup(1*, 1%, 15be).
Set CRS := (crs(®%)); ;. Sample (mpk( ) msk(w b)) < MA-ABE.ASetup(id, 1%4).  Set
MPKig := (mpk(7®); - MSKig := (mskl ">)W,b. Send (CRS, {MPKig}ia) to A.

Pre-challenge Queries. A sends (id, GID, z). Sample p bl {0,1}*. For i € [n],

o If i # id, for each j,b, skiyZp ,  MA-ABE.KGen(id, msk{y”", {mpk{3/" }igy, GID, z).
o If i = id, for each j, skiy2i5)) < MA-ABE.KGen(id, msky”""), {mpk{;"""V}q,, GID, ).

Send SKig.ain,e = ({5KGE1.0 Hitia s {SKG LI bimiags 7. ) 10 A.

Challenge Query. Sample Ry,..., R, & {0,1}~.

o If satisfying query is made, set R:=R &...®%R,&m. Compute for each 1, j,b,
ct(#34)  MA-ABE.Enc({mpk{""?}, P, R;[j]).

) Otherwibe bample R + {0,1}~. Compute for each i, 7, ct(in'[j]) < MA-ABE.Enc(
{mpk g } P,0) and ct(1=Fili) « MA-ABE.Enc({mpk; (i,3,1=Ralj]) }P1).

Send CT := (R, (ct®?), ;) to A.
Post-challenge Queries. A sends (id, GID, z). If this is the GID with predicate accepting query

and this is the last id, set p := ( @ piax,cip € Ridx) © Rid ® R & m. Otherwise, sample
idx=£id

p & 10,1}, Fori € [n],
o If i # id, for each j,b, skiyZ ,  MA-ABE.KGen(id, mskiy”", {mpk{y" }igy, GID, z).
o If i = id, for each j, skiy2i5)) « MA-ABE.KGen(id, msk{y”""), {mpk{;"""V},, GID, ).

b)
Send SKig.ain,e = ({sKGE1 0 i (SKG LT bimia g @, ) to A
Guess Phase. Output whatever A outputs.
Lemma L.1. |Pr [l «+ Hyb64(1>‘)] —Pr[l+« Hyb“14(1/\)” <1/q.

Proof. As A makes at most one satisfying query which is one of the ¢ GID queries made, Chal’s
guess will be correct with at most 1/¢g probability. If this happens, as we sample piq uniformly
during secret key generation, the output distribution remains identical in both the hybrids. Thus
the statistical distance between these hybrids is at most 1/g. O

Lemma 1.2. |Pr [l «+ Hybf(lA)] Pr (1« Hyb2 MM <1/q.

Proof. As we are changing any encryptions in Hybém(l’\), the proof of this claim in similar to
proof of Lemma, I.1. O
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Lemma I.3. Assuming the security of MA-ABE, Hyb ”(1)‘) and Hybé‘}L’,YH(l’\) for v € [n],v €
[L — 1] are computationally indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hyb; w(l ) and
HbeLWH(l)‘) with non-negligible advantage (), i.e,

‘Pr [1 « Hyb? W(ﬂ)} —Pr [1 “ Hybffwﬂ(l’\)} ‘ > e(N)

We will construct a reduction adversary B that can break the security of MA-ABE with non-
negligible probability. The description of B® is as follows.

Setup. A sends (n, Sape, L, 1, ..., ¢n). Sample pi,...,p} & {0,1}F. Receive crs(td:1=pi 1) and

mpk( e =Py oL For other 4, 4, b, id, crs(7) « MA-ABE.GSetup(1*, 17, 1%%). Set CRS :=
(crs70)), .. Run (mpk( ) msk( 0 b)) < MA-ABE.ASetup(id, 1%). Set MPKq := (mpkl(d’]’b)) i jubs
MSK,q := (mski(d’]’b))zyjyb. Send (CRS, {MPKi4}id) to A. Sample N* < [q] where ¢ is the num-

ber unique GIDs A queries.

Pre-challenge Queries. Proceed similar to Hybl (1 A). If we need to generate secret keys for

(¢,7,1 — pr[j])-th instantiation, set skl(dbgl}D ;)2 [j]) + O(id, GID, x).

Challenge Query. Sample Ry,..., R, & {0,1}* and set R:=R &...®R,®m. Compute for
each 1, 7,
o Ifi<iori=¢,j<~ctliril) MA—ABE.Enc({mpki(j’j’p:m)}, P, R;[j]) and ct(71=¢ilD
« MA-ABE.Enc({mpkU#' 7Dy p 1 — Ri[j)).
e Otherwise, if i = 1,j = v, ct@1=Pil) « O(P Ri[j],1 — R[j]) and ct@irilD)
MA-ABE.Enc({mpk 7)Y p Ri[)).
e Otherwise, for b € {0, 1}, ct@) « MA-ABE.Enc({mpkls")}, P, Ri[j]).

Send CT := (R, (ct@3); ;1) to A.

Post-challenge Queries. Proceed similar to Hybl y 7( A). If we need to generate secret keys for

(¢,7,1 — prj])-th instantiation, set skl(d’gﬁ) Qfl ) + O(id, GID, z).

Guess Phase. Output whatever A outputs.

The probability that B doesn’t abort is 1/¢q. And, the running time of B is polynomial in the
running time of A and A. If O is encrypts R,[y], B behaves as Hybj m(l’\) and if O encrypts

1 — R,[y], B behaves like Hybs' oy +1(1%). Hence, B is a valid adversary against the security of
MA-ABE that can break its security with non-negligible advantage, €¢/q. Thus, Hyb2 w(l ) and
Hbe’w +1(1%) are computationally indistinguishable. O

Lemma I.4. Assuming the security of MA-ABE, Hbe Lol A) and Hybéb+1’1(l>‘) for v € [n — 1]
are computationally indistinguishable.

Proof. The proof of this lemma is similar to proof of Lemma I.3. O
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Lemma I.5. Assuming the security of MA-ABE, Hybém £ (1*) and Hyb“34(1’\) are computationally
indistinguishable.

Proof. The proof of this lemma is similar to proof of Lemma I.3. O
Lemma 1.6. Hyb3'(1}) and Hyb3'(1*) are identically distributed.

Proof. This is apparent from the output distributions. Specifically, for the satisfying query, let
P1,- -, Pn be the random strings given to attacker in secret keys. Using these, the attacker can
decrypt 0 if pig[j] = Riq[j] for j € [L] and 1 otherwise. Thus, the attacker is decrypting {(pia® Rid) }id
using the secret keys. Using Reveal, we are setting the last piq to be ( @ pidx ® Ridx) ® Rig ® RO m.
idx£id
By this, we get €D pid @ Riq = R®m. From this, we can guarantee that the attacker will decrypt
ide(n]
m. O]

J Proofs from Section 11.4

In this section, we provide full proof of Theorem 11.8.

Hybg'(1). This is the real experiment with Chal from Definition 10.3.

Setup. Asends (n, L, Sape; Sfes 15 - - - » £n ). Sample abfe.crs < nalMA-ABFE.GSetup(1*, 17, 17, 1%abe,
1%%). Let G = poly(\, n, Sabe, Sfe; L) be |nalMA-ABFE.ct| for these parameters. abe.crs <
ncMA-ABE.GSetup(1*,17, 1%be 1¢). Set CRS := (abfe.crs,abe.crs). V id € [n], (abfe.mpki,
abfe.msk;q) < nalMA-ABFE.ASetup(id, 1%), (abe.mpk,y,abe.msk;q) <~ ncMA-ABE.ASetup(id,
14d). Set MPK;q := (abfe.mpky, abe.mpk;y), MSKiq := (abfe.msk;q, abe.msk;q) and send (CRS,
{MPKid}id) to A.

Pre-challenge Queries. A sends (id, GID, z). Sample abfe.skig gID,z,y <
nalMA-ABFE.KGen(id, abfe.mskiq, {abfe.mpkiq, }iax, GID, z,y) and abe.skig gip » <~ ncMA-ABE.
KGen(id, abe.msk;d, {abe.mpkidx};dx, GlD, $) Send SKid,GID,z,y = (abfe.sk;d,G|D7x,y, abe.sk;d,G|D,Z)
to A.

Challenge Query. A sends P,C. abfe.ct < nalMA-ABFE.Enc({abfe.mpkiq}id, P,C). Now, run
abe.ct <— ncMA-ABE.Enc({abe.mpki4}id, P, abfe.ct). Send CT := abe.ct to A.

Post-challenge Queries. A sends (id, GID, z). Sample abfe.skig GiD 2,y <
nalMA-ABFE.KGen(id, abfe.mskq, {abfe.mpkiq, }iax, GID, z,y) and abe.skiq gip . <~ ncMA-ABE.
KGen(id, abe.mskid, {abe.mpkidx};dx, GlD7 JJ) Send SKid,GID,:p,y = (abfe.sk;d,gD’x,y, abe.skid7G|D,x)
to A.

Guess Phase. Output whatever A outputs.

Hyb“fl(lA). In this hybrid, we will fake the ncMA-ABE ciphertext and reveal it when the adversary
makes a satisfying query.

Setup, Pre-challenge Queries. Same as Hybg'(1*).
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Challenge Query. A sends P,C. Now,

e If A made a satisfying query, abfe.ct « nalI\/IA—ABFE.Enc({abfe.mpkid}ide[n},P, C) and
abe.ct <~ ncMA-ABE.Enc({abe.mpkiq4}id, P, abfe.ct).

e Otherwise, (abe.ct,aux) - ncMA-ABE.Fake({abe.mpki4}id, P).
Send CT := abe.ct to A.

Post-challenge Queries. A sends (id, GID, z). Sample abfe.skig GID 2,y <
nalMA-ABFE.KGen(id, abfe.msk;q, {abfe.mpkiq, }idx, GID, z,y).

e Ifthis is the last authority for satisfying query, sample abfe.ct <~ nalMA-ABFE.Enc({abfe.mpk4 }igepn), Ps
abe.skiq gID,» <~ NcMA-ABE.Reveal(id, abe.mpk;y, abe.mski4, { (abe.mpkiq,, abe. pidx) }idx£id; GID, x, aux,
abfe.ct).

e Otherwise, abe.skig gip,« <~ NcMA-ABE.KGen(id, abe.mskiq, {abe.mpk;q }idx, GID, x).
Send SKid,GID,x,y = (abfe.sk;d7G|D7x,y, abe.skid,Gm,m) to A.

Guess Phase. Output whatever A outputs.

Hybf‘(lA). In this hybrid, we will simulate the nalMA-ABFE instantiation either while equivo-
cating or in challenge query phase.

Setup. A sends (n, L, Sabe, Ste, 1, - - -, €n). Sample (abfe.crs, {abfe.mpky }igefn)) < nalMA-ABFE.
Sim(1A, 17, 15 18eee 15 16 1), Let G = poly(\,n, Sabe, ste, L) = |abfe.ct| for these pa-
rameters. abe.crs <+ ncMA-ABE.GSetup(1*,17, 1% 1¢). Set CRS := (abfe.crs,abe.crs). For
each id € [n], (abe.mpkiy, abe.mskiq) <~ ncMA-ABE.ASetup(id, 1%¢). Set MPK;q := (abfe.mpkiy,
abe.mpk;y), MSKig := abe.mskiq and send (CRS, {MPKjq4}ige|n]) to A.

Pre-challenge Queries. A sends (id, GID, z). abfe.skig gip ., < nalMA-ABFE.Sim(id, GID, z,y),
abe.sk;d,G|D7x — ncMA—ABE.KGen(id,abe.msk;d,{abe.mpkidx}idx,GlD,x). Send SKid,GID,m,y =
(abfe.sk;d7G|D7m7y, abe.sk;d,G|D7w) to A.

Challenge Query. A sends P,C. Now,

e If A made a satisfying query, abfe.ct < nalMA-ABFE.Sim(P, 11l C'(y1....,y,)) and
abe.ct < ncMA-ABE.Enc({abe.mpki4}id, P, abfe.ct).

e Otherwise, (abe.ct,aux) - ncMA-ABE.Fake({abe.mpkiq}id, P).
Send CT := abe.ct to A.
Post-challenge Queries. A sends (id, GID, z). abfe.skig gip 2,y < nalMA-ABFE.Sim(id, GID, z,y).

e Ifthis is the last authority for satisfying query, sample abfe.ct < nalMA-ABFE.Sim(P, 1I°l. C'(y1, ..., yn),
abe.skig GID,» — NcMA-ABE.Reveal(id, abe.mpk;y, abe.mskiq, { (abe.mpki4,, abe. pidx) }idx£id, GID, x, aux, abfe

e Otherwise, abe.skig gip,« < NcMA-ABE.KGen(id, abe.mskiq, {abe.mpkiy, }iax, GID, z).
Send SKid,GID,:Jc,y = (abfe.skid,G|D7x,y, abe.skid7G|D,x) to A.

Guess Phase. Output whatever A outputs.
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Lemma J.1. Assuming the security of ncMA-ABE, Hyb64(1’\) and Hyb“fl(l’\) are computationally
indistinguishable.

Proof. Assume that there exists a PPT adversary that can distinguish between Hyb64(1’\) and
Hyb7'(1*) with non-negligible advantage e()), i.e,

’Pr [1 “ Hybg‘(ﬁ)} —Pr [1 “ Hyb{‘(ﬂ)} ‘ > e(\)

We will construct a reduction adversary B that can break the security of ncMA-ABE with non-
negligible probability. The description of B is as follows.

Setup. A sends (n, L, Sape, Ste; /1, - - -, €n). abfe.crs <+~ nalMA-ABFE.GSetup(1*,17, 1%, 15abe 15%),
Let [abfe.ct| = G for these parameters. Receive abe.crs, {abe.mpkig }iaen) < O(1M 17, 1%abe 1¢]
141,...,1%). Set CRS := (abfe.crs, abe.crs). For each id € [n], sample (abfe.mpk,y, abfe.mskiq) <
nalMA-ABFE.ASetup(id, 1%). Set MPKiq := (abfe.mpkiy, abe.mpkiy), MSK4 := abfe.mskq and
send (CRS, {MPKi4}iq) to A.

Pre-challenge Queries. Asends (id, GID, z). abfe.skiq gip ¢,y < nalMA-ABFE.KGen(id, abfe.mskigq,
{abfe.mpk;q, }idx, GID, x,y), abe.skiq gip,» +— O(id, GID, z). Send SKiq GID,»y := (abfe.skid.ciD .y,
abe.sk;d,G|D7x) to A.

Challenge Query. A sends P,C. abfe.ct +— nalMA-ABFE.Enc({abfe.mpkq }id, P, C') and abe.ct «
O(P,abfe.ct). Send CT := abe.ct to .A.

Post-challenge Queries. Asends (id, GID, ). abfe.skig.gip 2,y +— nalMA-ABFE.KGen(id, abfe.msk;q,
{abfe.mpkidx};dx, GlD, Z, y), abe.sk;d7G|D7$ — O(id, GlD, x) Send SKid,GID,x,y = (abfe.sk;d7G|D7$7y,
abe.sk;d,G|D7x) to A.

Guess Phase. Output whatever A outputs.

And, the running time of B is polynomial in the running time of A and A. If O is & for
ncMA-ABE, B behaves as Hybg'(1*) and if O uses & for ncMA-ABE, B behaves like Hybf'(11).
Hence, B is a valid adversary against the security of ncMA-ABE that can break its security with non-
negligible advantage. Thus, Hyb64(1’\) and Hybf(l’\) are computationally indistinguishable. [

Lemma J.2. Assuming the security of nalMA-ABFE, Hyb7'(1}) and Hybs'(1%) are computation-
ally indistinguishable.
Proof. Assume that there exists a PPT adversary that can distinguish between Hyb“f‘(l)‘) and
Hybs'(1*) with non-negligible advantage e()), i.e,

‘Pr [1 e Hyb{(1")] — Pr[1 « Hybg'(1Y)] ‘ > e(\)

We will construct a reduction adversary B that can break the security of nalMA-ABFE with non-
negligible probability. The description of B® is as follows.

Setup. Asends (n, L, Sabe, Ste; {1, - - -, £n). Sample (abfe.crs, {abfe.mpkig }igepn)) < O, 17, 11, 15abe,
15,14, ... 1%). Let G = poly(\,n, Sabe, 5fe, L) = abfe.ct for these parameters. abe.crs <
ncMA-ABE.GSetup(1*, 17, 1% 1¢). Set CRS := (abfe.crs, abe.crs). For each id € [n], (abe.mpkg,
abe.mskiq) + ncMA-ABE.ASetup(id, 1%). Set MPKiq := (abfe.mpkiy,abe.mpky), MSK;y :=
abe.mskig and send (CRS, {MPKiq }igefn)) to A.
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Pre-challenge Queries. A sends (id, GID, z). Get abfe.skiq gip,2,y < O(id, GID, z, ), abe.skiq GID «
< ncMA-ABE.KGen(id, abe.mskiq, {abe.mpkiy, }idx, GID, ). Send SKiq gD,z := (abfe.skiq giD,z.y5
abe.sk;d,G|D7x) to A.

Challenge Query. A sends P,C. Now,

o If A made a satisfying query, abfe.ct <— O(P, C) and abe.ct < ncMA-ABE.Enc({abe.mpkiq}id,
P, abfe.ct).

e Otherwise, (abe.ct,aux) <— ncMA-ABE.Fake({abe.mpki4}id, P).
Send CT := abe.ct to A.
Post-challenge Queries. A sends (id, GID, z). Sample abfe.skig gip 2,y < O(id, GID, z,y).

e If this is the last authority for satisfying query, sample abfe.ct <— O(P, C). abe.skiq gip »
ncMA-ABE.Reveal(id, abe.mpk;q, abe.mskiq,
{(abe.mpk;q, , abe.pidx) }idx£id, GID, x, aux, abfe.ct).

e Otherwise, abe.skig gip,« <~ NcMA-ABE.KGen(id, abe.mskiq, {abe.mpk;q, }idx, GID, x).
Send SKid,GID,x,y = (abfe.skid7G|D7$7y, abe.skidvgmw) to A.

Guess Phase. Output whatever A outputs.

Note that we will only query O once for ciphertext. And, the running time of B is polynomial
in the running time of A and A. If O is an honest challenger for nalMA-ABFE, B behaves as
Hyb7'(1}) and if O is a simulator for nalMA-ABFE, B behaves like Hybs'(1}). Hence, B is a
valid adversary against the security of nalMA-ABFE that can break its security with non-negligible
advantage. Thus, Hyb?'(1*) and Hyb3'(1%) are computationally indistinguishable. O

K Statically Secure MA-ABE from Witness Encryption

In this section, we will show how to generically transform the selectively secure ABE scheme for
general predicates from [GGSW13] which was constructed using witness encryption into a statically
secure MA-ABE scheme. Recall that in their construction, secret keys for an attribute z are a
“constrain signature” schemes and encryption for a predicate P is a witness encryption that checks

P(z) ~ 1 and the signature verifies. To argue the security, given a challenge predicate P* selectively,
we can augment the signature to be constrained on P*(x) = 0 for any attribute queried to the
challenger.

This constrain signature scheme is constructed using non-interactive witness indistinguishability
schemes (NIWI) and a perfectly binding commitment language (COM) that binds to 0. Our
observation is that this signature scheme is divisible among multiple authorities. The idea is that
we check if the signature from each of the secret keys {SKiqg s, }ia verifies as part of the witness
encryption (WE) language. As NIWIs provide statistical soundness, any attacker cannot construct
a valid signature commitment that doesn’t bind to 0.

However, this construction doesn’t provide the same selective security that a single-authority
MA-ABE (i.e, a ciphertext-policy ABE scheme) provides. The reason for this is because of the de-
centralized nature of authorities, in the security argument, we cannot exactly constrain the secret
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keys to a whole attribute such that P*(X) = 0, X = (z1,...,%,). To see this let’s work in the selec-
tive setting for a monotone-policy predicate P*. In this case, we can set X = (0,..., %4, ...,0) while
generating secret key for id-th authority and constrain the signature on this X. By functionality of
monotone circuits and admissibility criterion for adversaries for an MA-ABE scheme, this will be a
valid way to constrain the signature. However, now we cannot rely on security of WE as there are
multiple valid witnesses for the language used in WE. Recall that only if the instance is unsatisfiable,
we can rely on security of WE. That is, although for any {Xiq = (0, ..., Zi4,...,0)}, {SKi4 x,, }id are
valid secret keys, it could be the case that P(z1,...,z,) = 1 (regardless of attacker’s admissibility
criterion). Hence, we cannot exactly argue the security of WE.

However, static security is achievable in this construction. By static we mean that adversary
should declare secret key queries for all authorities before receiving the public parameters of the
system. Then, as we know the entire attribute for a given GID, we can constrain the secret keys just
like [GGSW13]. We can also inculcate authority corruptions by setting the attribute for a corrupted
authority to be a random string. We provide this construction to show that our MA-ABFE scheme
can be meaningfully instantiated from various assumptions to achieve non-trivial security. We
provide the definitions of NIWI, COM, and WE used in our construction in Section K.1 and
construct the scheme in Section K.2.

K.1 Preliminaries

Definition K.1 (COM). A COM scheme (Com, Verify) is said to be a perfectly binding commitment
scheme (COM) for message space M = {0, 1}* if it satisfies the following properties.

A

Completeness. For any A € N, m, r = r()\), if com = Com(1%, m;r), then Verify(com,m,r) =1

Computational Hiding. For any PPT adversary A, there exists a negligible function negl(-) such
that,

A 3
Pr| b+ A(com) : (mo,m1) <= A(1%),b < {0,1}, < L + negl(X)
com < Com (1}, my;7) 2

Perfect Binding. For any A € N, m, r = r()\), if com = Com(1*, m;7), then for any m’ # m and
any 1/, Verify(com,m’, ') # 1.

Definition K.2 (WE). A WE scheme (Enc, Dec) is said to be a witness encryption scheme (WE)
for language £ = {z : 3 w,R(z,w) = 1} and message space M € {0,1}* if it satisfies the following
properties.

Correctness. For any A\ € N, m € M,, and £, if R(z,w) = 1,Prim = Dec(CT,w) : CT «
Enc(1*,z,m)] = 1

Semantic Security. For any stateful PPT adversary A, there exists a negligible function negl(-)
such that V A e N,z & L,

A $ 1
P b+ A(CT : (x,mo,m1)<—A(1 )7b%{071}7 < — 4+ (A
' (€T) CT < Enc(1*,z,my) 2 negl(})
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Definition K.3 (NIWI). A NIWI scheme (Prove, Verify) is said to be a non-interactive witness
indistinguishability scheme (NIWI) for £ = {z : 3 w,R(z,w) = 1} if it satisfies the following
properties.

Completeness. For all z,y such that R(z,w) = 1, Pr[Verify(z,7) = 1 : m < Prove(CRS, z,w)] =1

Statistical Soundness. For any x ¢ £, 7 € {0,1}*, there exists a negligible function negl(-) such
that Pr[Verify(z,7) = 1] < negl(\).

Computational Witness Indistinguishability. For any z,w;,ws such that R(x,w;) = 1 and
R(xz,we) =1, {m : m1 < Prove(z,w)} = {ma : ma < Prove(z,ws)}.

K.2 Construction

Before diving into the construction, we formally provide the definition of an MA-ABE scheme that
is statically secure.

Definition K.4 (Statically secure MA-ABE). We say that an MA-ABE scheme (GSetup, ASetup,
KGen, Enc, Dec) is said to be statically secure if in security game of Definition 11.1, the admissi-
ble adversary A declares the challenge predicate P*, corrupted authorities K C [n], the queries
{GIDy, {id,q }iagxk } ¢ for some g = poly(A) at the beginning of the security game. The adversary also
receives {MSKiq4}ideic along with public parameters and secret keys. We modify that admissibility
criterion that for any X € X; x ... x Xjq, P*(X) = 0. Here, Xjq = {0, 1}i€d if id-th authority is
corrupted and otherwise the set of all queried attributes to this id.

Construction K.5. We provide the construction of a statically secure MA-ABE scheme for any
polynomial-size predicate family and GZD = {GZD) }sen (Definition K.4) using a NIWT scheme for
Lniwi (Definition K.3), a WE scheme for Lyyg (Definition K.2), and a perfectly binding commitment
scheme (Definition K.1) as follows. The descriptions of Ly and Lwg are provided in Figure 1
and Figure 2 respectively. In Figure 1, F' is a circuit that checks if GID;qy is the same as GID for
all idx and then executes P(x1,...,zy).

Language Lnwi

Instance: id, GID, z, com®, com®
Witness: (79,7 P, {(idx, GIDidx, Tidx) tiaxzid)
Relation: Output 1 if and only if ¢1 V (¢2 A ¢p3) = 1 where,

— ¢1 = COM.Verify(com® 0, 7(?) =1
— ¢ = COM.Verify(com™ P, r(1)) £1
— ¢3 = F(id, GID, z, { (idx, GIDigs, Tiax) tiereia, P) = 0.

Figure 1: Description of Ly

GSetup(1*,17,1%). Output CRS = (A, n, s).
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Language Lwe

Instance: P, (com(lo)7 comgl))7 ey (com%o)7 com%l))

Witness: {(Id7 G|Did, Zid, Wid)}ide[n]
Relation: Output 1 if and only if

— Vid € [n], NIWI.Verify((id, GIDi4, zid, com’, com{), 7rig) = 1
— GIDyq is same for all id € [n].
— P(z1,...,2n) = 1.

Figure 2: Description of Lywg

ASetup(id, 1%¢). Sample a commitment for 0 with randomness r(?), com® < COM.Com(1*,0; ()

and commitment for 0% with randomness (). Here, S = poly(s). com®) «— Com(1*,0%; 7).
Output MPK := (com® com™®) and MSK := (MPK, ().

KGen(id, MSK;q, GID, z). Parse MSKjq as (comi((?),comi(j),ri(do)). Generate a NIWI proof, mg <
NIWI.Prove((id, GID, z, com(®, com™), (r'Y) 5))20. Output SKig.cip  := (id, GID, z, mig).

Enc({MPKiq4 }igefn), P, m). Generate a WE ciphertext for instance (P,{MPKiqg}ige[n) and message
m, we.ct < WE.Enc(1*, (P, {MPKig}ige[)))- Output CT := (we.ct, P).

Dec({SKid,GID,z;d}ide[n}7 CT). Parse CT as (we.ct, P) and V id € [n}, SKid,GID,xid as (id, G|Did, xid,md).
If GIDjy are not same for id € [n] or P(z1,...,z,) = 0, abort and output L. Otherwise,
decrypt using WE, m’ = WE.Dec(we.ct, {(id, GID;q4, Zid, miq) }id). Output m’.

Correctness. The correctness of Construction K.5 follows from the correctness of WE, complete-
ness of NIWI and COM. In particular, from the completeness of COM and NIWI, we have that
Vid € [n], NIWI.Verify((id,GID;d,wid,comi(g),comi(j)), (ri(c?),ﬁ)) =1as COI\/I.Verify(comi(dO),O,ri(do)) =
1. Additionally, when all secret keys correspond to the same GID and P(z1,...,x,) = 1, we have

that (P, (comgo), comgl)), ce (com%o), comg))) is a valid instance of Lwg. Hence, by the correctness
of WE, m’ = m.

Theorem K.6. If NIWI is a NIWI scheme for language Ly (Definition K.3), COM is a perfectly
binding commitment scheme (Definition K.1), and WE is a witness encryption scheme for language
Lwe (Definition K.2), then Construction K.5 is a statically secure MA-ABE scheme (Definition K.4)
for any polynomial size predicate class and GZD = {GZD) } xen-

Proof. We show that Construction K.5 is a statically secure MA-ABE scheme using the following
series of hybrids and lemmas.

Hybg'(1*). This is the real experiment with honest challenger from Definition K.4 with b = 0/1.

Static Queries. A sends (n,s,/1,...,0,, K C [n], P,{GIDg, {Tidq}iagk }4) to Chal for some ¢ =
poly(A). Chal sets CRS := (A, n,s). Chal samples V id € [n],comi((?) — COM.Com(l)‘,O;riE?))

20By 0, we denote an all zero string of sufficient length.
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and comi(dl) “— COM.Com(l)‘,OS;ri(dl)). Chal sets MPKjy := (comi(g),comi(j)) and MSKjq :=
(MPKig, 7).

Response. For each ¢, id ¢ K, Chal samples miq , < NIWI.Prove((id, GID, Zid 4, MPKiq), (MSK;q4, 0))
and sets SKid,q = (id, Gqu, Tid,q> 7rid7q). Send (CRS, {MPKid}ida {MSKid}idEIQ {SKid,q}id,q) to A.

Challenge Query. A sends (mg,m1) to Chal. Chal chooses b & {0,1} and using WE, encrypts
we.ct < WE.Enc(1*, (P, {MPKiq4}idefn)); mp). Send (we.ct, P) to A.

Guess Phase. Output whatever A outputs.

Hybfj(l)‘). For j € [n + 1]. In this hybrid, we change the comi(dl) to be a commitment of P for
all honest id < j. The changes are highlighted in red.

Static Queries Asends (n,s,01,...,4n, K C [n], P,{GIDg, {%idq}idgk }¢) for some ¢ = poly()). Set
CRS := (A, n,5). Sample for each id € [n],com)) - COM.Com(1*,0;+")). Tt id ¢ K,id < j,
comi(dl) — COI\/I.Com(lA,P;'ri(dl)). Otherwise, comi(j) — COI\/I.Com(lA,OS;'ri(;)). Set MPKjq :=
(comi(g),comi(j)) and MSKiq := (MPK;d,ri(;])).

Response For each ¢, id ¢ K, sample miq ; < NIWI.Prove(id, GID, zig 4, MPKiq), (MSK;q4,0)) and
set SKid7q = (id, Gqu, -fid,q;ﬂ'id,q)- Send (CRS, {MPKid}ida {MSKid}idGIO {SKid,q}id,q) to A.

Challenge Query A sends (mg, m1). Choose b & {0,1} and using WE, encrypt we.ct < WE.Enc
(1>‘, (P, {MPKid}ide[n])a mb). Send (We.C'E7 P) to A.

Guess Phase. Output whatever A outputs.

Hybéw(l)‘). for ¢ € [¢+1]. In this hybrid, we simulate all the NIWI proofs in the key generation
for all honest authorities. The changes are highlighted in red.

Static Queries. A sends (n,s,{1,...,0,, K C [n], P,{GIDy, {Zid ¢ }id¢x }4) for some g = poly(}).
Set CRS := (A, n,s). Sample for each id € [n],comi(c?) — COM.Com(l)‘,O;ri(c?)) and comi(dl) —
COM.Com(1*,0%;7})). Set MPKq := (com\), com{}’) and MSKi4 := (MPKig, ).

Response. For each ¢, id ¢ K, if ¢ < ¢, i, < NIWI.Prove((id, GID,, zid 4, MPKig, (0,7}, P, V))

where V = {(id, GIDy, ziq q) : id ¢ K} U {(id, GIDy, 7iq) : id € K} where 7ig il {0,1}%. Other-
WiSe7 Tid,q — NlWLPrOVE((id,G|Dq,$;d7q7 MPK|d) (MSK@G)) and set SKiqu = (id,G'Dq,l‘idg,

)

7Tid,q)- Send (CRS, {MPKid}id, {MSKid}ideKa {SKid,q}id,q) to A.

Challenge Query. A sends (mg,my). Choose b & {0,1} and using WE, encrypt we.ct <
WE.Enc(1%, (P, {MPKid }idefn)); mp). Send (we.ct, P) to A.

Guess Phase. Output whatever A outputs.
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Hybﬁj(l)‘). For j € [n+1]. In this hybrid, we change the comi(c?) to be a commitment of 1 for all
honest id < j. The changes are highlighted in red.

Static Queries. A sends (n,s,(1,...,0,,K C [n], P,{GIDgy, {Zi4q}ida¢x }4) for some g = poly()).
Set CRS := (A, n, s). Sample for each id € [n],ifid ¢ IC,id < j, comi(? < COM.Com(1*, 1;7'.(:)).

Otherwise, com!) +~ COM.Com(1*,0;7)). com!}) «- COM.Com(1*,0%;r()). Set MPKq :=
( (0) (1)).

com,,”, com,y

Response, Challenge Query, Guess Phase. Same as Hybf}q H(l’\).

Hyb5“4(1A). In this hybrid, we change the message in witness encryption to be 0/™0!. The changes
are highlighted in red.

Static Queries, Response. Same as Hybénﬂ(l)‘).

Challenge Query. A sends (mg,m;). Using WE, encrypts we.ct < WE.Enc(1*, (P, {MPKiq}iq), 0/"0!).
Send (we.ct, P) to A.

Guess Phase. Output whatever A outputs.
Lemma K.7. Hybg'(1}) and Hybt'| (1) are identical.

Proof. As we are not changing any commitments comi(d1 ) in Hybfl(l)‘), these two hybrids are
identically distributed. O

Lemma K.8. Assuming computational hiding property of COM, Hybf}j(l’\) and Hybfj L1 (1Y)
for j € [n] are computationally indistinguishable.

Proof. W.lo.g assume that j ¢ K. Assume that there exists an adversary A that can distinguish
between Hyb“ffj(lA) and Hybfj +1(1*) with non-negligible probability €()), i.e,

‘Pr [1 “ Hyb{}j(ﬂ)} —Pr [1 “ Hyb{}jﬂ(ﬂ)} ‘ > e(N)

We will construct a reduction adversary B that can break the computational hiding property of
COM with non-negligible probability. The description of BY is as follows.

Static Queries. A sends (n,s,/1,...,4,, K C [n], P,{GIDg, {Zid,q}iagk }¢) for some g = poly(}).
Set CRS := (\,m, s). Sample for each id € [n],com\.’ +~ COM.Com(1*,0;7). 1 id ¢ K, id <
7, comi(dl) — COM.Com(l’\,P;ri(dl)). Otherwise if id > 7, comi(dl) — COM.Com(l)‘,OS;ri(dl)).
Otherwise, if id = j, set comi(dl) — O(0%,P). Set MPKiq := (comi(g),comi(j)) and MSK;q :=
(MPKig, 7).

Response, Challenge Query, Guess Phase. Similar to Hybfj +1(1)‘).
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As we can see, the running time of B is polynomial in the running time of A4 and A. If O
returns a commitment of P, B behaves like Hyb“f}j Jr1(1’\) and if O returns a commitment of 0°, B
behaves like Hyb“f}j(lk). Hence, B is a valid adversary against the computational hiding property

of COM that can break its security with probability e(A). Thus Hybfj(lA) and Hybfj (1Y) are
computationally indistinguishable. O

Lemma K.9. Hyb{, ,(1") and Hyb3',(1*) are identical.

Proof. As we are not changing any NIWI proofs in Hybf}l(l)‘), these two hybrids are identically
distributed. O

Lemma K.10. Assuming the witness indistinguishability property of NIWI, Hybf}w(l)‘), Hybéw 41 (1*)
for ¢ € [g] are computationally indistinguishable.

Proof. Assume that there exists an adversary A that can distinguish between Hybf}@( A) and
Hybéwﬂ(l)‘) with non-negligible probability e(\), i.e,

‘Pr [1 — Hybf}@( )‘)} —Pr [1 — Hybffw_l(l)‘)} ‘ > €(N)

We will construct a reduction adversary B that can break the witness indistinguishability property
of NIWI with non-negligible probability. The description of B® is as follows.

Static Queries. A sends (n,s,(1,...,0,,K C [n], P,{GIDgy, {Zid ¢ }ia¢x }4) for some g = poly(N).
Set CRS := (A, n,s). Sample for each id € [n],comi(c?) — COM.Com(l)‘,O;ri((?)) and comi(dl) —
COM.Com(1*, P;7}). Set MPKi4 := (com'”) com}’) and MSKig := (MPKig, 7).

Response. Foreach ¢, id ¢ IC, ¢ < ¢, sample mig ; < NIWI.Prove((id, GIDg, zig 4, MPKiq), (ri(dl),P, V))
where V is as defined in Hybs', (1*) and ¢ > ¢, mig,q < NIWI.Prove((id, GIDg, zid g, MPKia), ('},
0)). If ¢ = ¢, miay < O((id, GIDy, ig 4, MPKig), (rS), P,V), (P D). Set SKig, := (id, GID,,
Tid g, Tid,g)- Send (CRS, {MPKig }ige[n), {MSKid Hidercs {SKid,q tid,g) to A.

Challenge Query. A sends (mg,my). Choose b & {0,1} and using WE, encrypt we.ct <«
WE.Enc(l)‘, (P, {MPKid}ide[n})amb)- Send (we.ct, P) to A.

Guess Phase. Output whatever A outputs.

As we can see, the running time of B is polynomial in the running time of A4 and A. If O
uses (ri(dl ), P,V), B behaves like Hybf}w +1(1*) and if O uses (T‘i(c? ),6), B behaves like Hybé@( ).
Hence, B is a valid adversary against witness indistinguishability property of NIWI that can break
its security with probability e(\). Thus Hybéw(l’\) and Hyb{}@ +1(1*) are computationally indis-
tinguishable. ]

Lemma K.11. Hybéqﬂ(l’\) and Hybé‘}l(lA) are identical.

(0)

Proof. As we are not changing any commitments com.’ in Hybjf}l(l)‘), these two hybrids are
identically distributed. O
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Lemma K.12. Assuming the computational hiding property of COM, Hybf,f}j (1*) and Hyb“g}j 11 (1*)
for j € [n] are computationally indistinguishable.

Proof. W.lo.g assume j is honest. As we are not revealing rj(o) for honest j in these hybrids,

computational hiding holds and the proof of this lemma is similar to proof of Lemma K.8. O

Lemma K.13. Assuming the security of WE, Hybén +1(1*) and Hyb;'(1%) are computationally
indistinguishable.

Proof. Consider an id* ¢ IC and that this is the only honest adversary. For any secret key generated

for id*, we have that COM.Verify(comi(g*),O,TE(SQ) = 0 as we are generating comi;)*) as commitment
of 1 in both hybrids and by the perfect binding property of COM. If NIWI.Verify((id*, GID, Tig* 4,

comi((?*), comi(dlz),md*7q) = 1, this implies that with high probability (1 — v(\), v is soundness error

of NIWI), P(x,... s Tid* gy - - s %) = 0. For any admissible adversary, it is the case that for any value
where the id*-th attribute is g4+ 4, P will not be satisfied. In addition, we also have that comi(dlz is
perfectly binding to P. Thus, with (1 — v()\)) probability, for any X, = (1,4,..., Tig* g5+ - - s Tnyq)
such that P(X,) = 1, the NIWI proof will not accept. Thus, the instance for WE language is not
in the language and we can rely on its security.

Assume that there exists an adversary A that can distinguish between Hybén +1(1%) and

Hyb;fl(lA) with non-negligible probability e()\), i.e,
‘Pr [1 “ Hybg;}nﬂ(ﬂ)} ~Pr [1 “ Hybf(ﬂ)} ‘ > e(N)

We will construct a reduction adversary B that can break the security of WE with non-negligible
probability. The description of BY is as follows.

Static Queries. A sends (n,s,(1,...,0,,K C [n], P,{GIDg, {Zid ¢ }ia¢x }4) for some g = poly(N).
Set CRS := (A, n,s). Sample for each id € [n],comi((?) — COM.Com(l)‘,O;ri((?)) and comi(dl) —
COM.Com(1*, P; ri(j)). Set MPKjq := (comi(c?),comi(j)).

Response. For each ¢, id ¢ K, sample 7jq, NIWI.Prove((id,GIDq,:L‘idg,MPK;d),(ri(dl),P,V))
where V is as defined in Hybff}nﬂ(l’\) and set SKiqg 4 := (id, GIDg, id ¢, id,q)- Send (CRS, {MPKiq }id,
{MSKiq }idek, {SKid,q }id,g) to A.

Challenge Query. Asends (mg,m1). Set we.ct <= O((P, {MPKiq }ige[n)), ms, 0l"™l). Send (we.ct, P)
to A.

Guess Phase. A outputs ¥'. If i’ = b, output 0. Otherwise, output 1.

As we can see, the running time of B is polynomial in the running time of A and A. If O returns
an encryption of my, B behaves like Hybén Jr1(1’\) and if O is returns an encryption of 0™l B

behaves like Hybf(l)‘). Hence, B is a valid adversary against the security of WE that can break its
security with non-negligible probability. Thus Hyb{;fn +1(1%) and Hyb3!(1%) are computationally
indistinguishable. O

O]
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