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e PAUSE ID: AKIYM

o Smart::Args::TypeTiny, Crypt::OpenSSL::Guess
e X277 :Amazon::S3::Thin, TheSchwartz
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HTML / CSS
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<!DOCTYPE html><html lang="ja-JP"><head><meta charSet="utf-8"/><meta name="viewport" content="width=device-width, initial-scale=1,
user-scalable=1 , viewport-fit=auto"/><link rel="preload" href="/static-assets/font/ProximaNova-RegIt-webfont.woff2" as="font"
type="font/woff2" crossorigin="anonymous"/><link rel="preload" href="/static-assets/font/ProximaNova-ExtraBold-webfont.woff2"

as="font" type="font/woff2" crossorigin="anonymous'"/><meta name="apple-itunes—app" content="app-id=663592361, app-argument=https://
duckduckgo.com/?smartbanner=1"/><noscript><meta http-equiv="refresh" content="0; url=&quot;https://html.duckduckgo.com/html&quot;"/
><style>body { display: none }</style></noscript><title>DuckDuckGo — Privacy, simplified.</title><meta name="description"

content="The Internet privacy company that empowers you to seamlessly take control of your personal information online, without any

tradeoffs."/><meta name="twitter:card" content="summary_large_image"/><meta name="twitter:site" content="@duckduckgo"/><meta
name="twitter:title" content="DuckDuckGo — Privacy, simplified."/><meta name="twitter:description" content="The Internet privacy
company that empowers you to seamlessly take control of your personal information online, without any tradeoffs."/><meta

name="twitter:image" content="https://duckduckgo.

duckduckgo.com"/><meta property="o0g:type" conten
property="og:title" content="DuckDuckGo — Privac
company that empowers you to seamlessly take con
property="o0g:image" content="https://duckduckgo.
rel="canonical" href="https://duckduckgo.com?kad
kad=af_ZA"/><link rel="alternate" hreflLang="be-B
href="https://duckduckgo.com/?kad=bg_BG" /><link

rel="alternate" hrefLang="da-DK" href="https://di
duckduckgo.com/?kad=de_CH"/><link rel="alternate
hrefLang="el-GR" href="https://duckduckgo.com/?ki
kad=en_AU"/><link rel="alternate" hrefLang="en-C
href="https://duckduckgo.com/?kad=en_GB" /><link

rel="alternate" hrefLang="es-AR" href="https://di
duckduckgo.com/?kad=es_CL"/><link rel="alternate
hrefLang="es-CR" href="https://duckduckgo.com/?ki
kad=es_EC"/><link rel="alternate" hreflLang="es-E
href="https://duckduckgo.com/?kad=es_MX"/><link

rel="alternate" hrefLang="es-UY" href="https://di
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- function n(e) { [ Pause on exceptions
v pages
7 return Math.floor(Math.log(e) * Math.LOG1QE) ;
{ } _app-c41a1fbd68c6bff5.js 8 } ¥ XHR Breakpoints + @
JS [locale]-552bda86ab27b001.js function s(e, t) { [] Pause on any URL
. 10 if ('function' === typeof e.repeat) return e.repeat(t)
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URL

o scheme://user:pass@address:port/path?query#tfragment
o scheme: protocol&
o user:pass@ (userinfo): FEEBEHRZZTHAIEMNTT S
o fragment: " —/NICIZEX SN

o UserinfoE M IC KR XAV ERBEZIEBAXNFNESHT I v TIC
AT AINELFEFET D

o {5l https://website.test@attacker.test/
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e XYV wi
e /\X
e JUOITRXAKN/LRRIYAAN YA

GET / HTTP/1.1
Host: website.test

HTTP/1.1 200 OK
Content-Type: text/html
Content-Length: 1000






Cookie
e Web7 77— 3>TIERI—Y OO A 2R EDREEIEICCookie”
FHWAZehdHhd
o HTTPE{KIFREZFILBTWAT—FL X
o HTTPA WA Z#ZRB L T. Set-Cookienv 4 TEHTE L. Cookieny 4 Tix(E
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Set-Cookie: session=xxx 7T\
LD VTR

Cookie: session=xxx



Cookie

o RIFTZBDIIkey=valueDxt
o« BXNEARZHFT-E 3 Z & H'AIEE

e Cookield R X1 >, NADEAEDLEICKL >TE—Dsite HIEINTIHZEIC
DIHEESND

o portlFEREINZRL
e Schemeful Same-Site

o httpPhttpsi & DschemeZzZE L 7- L THE—site #Hfi I 57 5UHFH
F1E9 3




DomainE4¢

e BESNIER XA DO IRETEIHITRXAEDFHETETELDICHES
e BELBWHRIIT T K XA >TIFHATETAL
o T RXAUDBIFFHD K XA IZCookiezEZTAD B

o DR XA UICIFEZTIADBUVWOIRETEIT T RXAL2DH)

o Domain=.website.test& L THwebsite.testddCookie L TIRFEZI NS
o fo72L Domain=website.testIEELIcHD EIFRICERKEIND

Set-Cookie: test=...: Domain=website.test



PathE1%

e BESNTENADY T4 LI MUDBREATEIEZLDICKS
e Path=/
e /,/foo, /[foo/bar® /XX TCookieh'XEI N3
o Path=/foo
e /foo, /foo/bar® /N X TCookieH'EET NS

Set-Cookie: test=...: Path=/test



CookieDIBFIBESL

o Domain, Pathh*E R 255 ICIEXFRDCookieZ{RIFTET S
e RFC 6225 (5.4)TIE7 T UHFIFULT DL UNIETCookiezXET 5
o Pathh'EULE
o E—DPathDIFE. CookieDIERRFRINE LIE
o (BB DomainTH -7 LTHZDORHIHAERIND)

Cook1ie: test=1: test=2: test=3

test=1; Path=/foo
test=2; Path=/; Domain=.website.test ( (CYERR SN TC

<)
test=3; Path=/; Domain=website.test (#ZI(C{ERXSNTZ)



Cookie DBl IL

o JoUHDERY LTHREMKDIRE]
o Servo (Firefox) TDHl:

pub fn cookie_comparator(a: &ServoCookie, b: &ServoCookie) -> Orderlng {
let a_path_len : usiz a.cookie. path() as_ref().map_or( dei
let b_path_len : usi b.cookie.path().as_ref().map_or(

match a_path_len. cmp(&b path_len) {
Ordering::Equal => a.creation_time.cmp(&b.creation_time),

Ordering::Greater => Ordering::Less,
Ordering::Less => Ordering::Greater,

https://github.com/servo/servo/blob/6f333a8e299d84c98a07a0b708fe32f40aeeeb72/components/net/cookie.rs



Cookie DBl IL

o [AIADCookiehIXEEINTI=HZE. £ DCookiehMBIL I N MM
77— g DEEKE

o RUIDEZBHLT B:

e Go (net/http), Java (Spring Boot), JavaScript (expressjs/cookie-parser),
PHP (S_COOKIE), Perl (Cookie::Baker), Python (Flask), Ruby (Rails),
Rust (actix-web)

o REBRDEZBITT 5:
o JavaScript (Hono), Rust (rocket)
o Eﬁ"ég:%%ﬁjé cj: 5 @%%%_) # Take the first one like CGI.pm or rack do

$results{$key} = $value unless exists $results{$key};

https://metacpan.org/release/KAZEBURO/Cookie-Baker-0.12/source/lib/Cookie/Baker.pm



HttpOnlyE1E

o« 7T EdDCookieldJavaScripth5document.cookieZ 1) L TEERRIEE
o HttpONnlyEBMEZIEET S Z & T, JavaScripth 68 TEIHAVWKLSICH S

e w3 ZEZILCookieldh—NAD) I TR MFIZEKFINNIE
KW=, JavaScripth 5 SB I N3 HE IR LY

o XSS(&R)REICK D, JavaScripth' oty 3> ZZEL THEDXHEIL
NTEITHRLLRDB

Set-Cookie: test=...; HttpOnly



SecureB14

e HTTPSOBETOA T —NICEKEINDLDICH S
o FHEIBWEICKLX > THTTPOEEZEFI TN/- L THCookieh' E{E T N7t Ly

Set-Cookie: test=...: Secure



__Secure-/ __Host- prefix

o CookieaMDIFLERICATIT B C & THiRIBREBK Z #F D prefix
e __Secure-

o Secureh’h’E
o _ Host-

o Securei’H. Path=/EE

e DomainBEZEETT L

Set-Cookie: Host-test=...; Path=/; Secure
Set-Cookie:  Secure-test=...; Secure



__Host- prefix®# =
o CookieD#iE=xZE X % ¥ SecurelCfllZT. DomainZPathHA\EETZT B DI
e D DR =S
o T RXA>2H5DomainMIgTE TCookieDIERH I #1750 L)
o [AIADCookieZEEIND & ZPh<

o XDRUVWPathZziEE I D TEFKIBELUZZEE L. Cookied FEZT T35
SO BEHFTEITOHNDS



Rk __host-Tce & >Hbhbnsdh 2

HOst-& W\ feprefixid & S bon s H ?

e Host-Tld7x < __host-,  HOST-

) —— ) ——

e Chrome, Firefox
o 'NH_  Host-LRULFWWNAXF/NXF%XEF| L %W
o Safari
o __Host-DAIHFRIKRL. BIFBEEDCookiek [FL
e _ Secure THRIRDEE
o COARXF/NXF%ZKXAILEUVMEERIFRFC 6265bis (5.4) TEAREINTWS



SameSiteEt4¢

o R Bsiter 5T IR MINIETDCookiez I T 3

o Strict: [A—siteAHTEFINB (b Yy TLARNILFET—>3UICEoT
EETNEWV)

e Lax: MR T kY FLALFES —S 3 U PERDOFEHASL CIBE L1
cross-site ) VT XA RDEFICHEXEINDS

e None: cross-site5D) VT A MTHXEEFEIND(POSTUIV IR MR Y)

Set-Cookie: test=...: SameSite=Strict
Set-Cookie: test=...: SameSite=Lax
Set-Cookie: test=...: SameSite=None: Secure




Rl—®Dsite TH B &ld?

o T K XA 2IFE—Dsite
o website.test (other-websitetestO K> K X1 > THNILEL Bsite)
e a.website.test, b.a.website.test
o eTLD+ID R XA 2B ERDB
o TLD (top-level domain)
e .cOM, .org,.net,.jpa
o eTLD (effective top-level domain)
e *.Ip o *.hokkaido.jp
¢ *.CO.Jp o *.hakodate.hokkaido.jp



Public Suffix List

o https://github.com/publicsuffix/list TEIE I 11
TWdellDD ) X

o I—HLICHT XA IDRIDITING B i .
b__ZT\-\:E)EFUﬂaéh%(lﬁl_Sltet L/ja:kl\) 1906 jp

o f5l: Firebase®web.appD X SH K X1 s s

o CookieDifERFIC. web.applcXi L TH o1
DomainfEEIXTT VL. DT R X1> o o
‘: %3%3 L/ 7'8: L\ 1916 or.jp

1917 // jp prefecture type names
1918 aichi.jp

https://github.com/publicsuffix/list/blob/master/public_suffix_list.dat


https://github.com/publicsuffix/list

SameSiteZiEE LB WVSEDT 7 # )L FDES)

o ChromeTldLax¥ L TibHhin3
o Safari 18W'BIET 7 A4JL b TLaxiZZR B LD IC

o https://developer.apple.com/documentation/safari-release-notes/safari-18-release-notes

* |* Fixed treating the lack of an explicit “SameSite” attribute as “SameSite=Lax”.

o FirefoxiIBEICERERDELIODLBEFHICEEL-H. BEIFETNTULITNONe
L THF/HONS


https://developer.apple.com/documentation/safari-release-notes/safari-18-release-notes

SameSite=None & Secure

o XL DT T I TSameSite=NoneDHEE. SecureBEZWNEY T 3
e FirefoxTHDWIC1I31IMBNBE LS T-

o https://www.mozilla.org/en-US/firefox/131.0/releasenotes/

. \“ ?aén%Site:None cookies will now be rejected when there is no Secure attribute
iIncluded.


https://www.mozilla.org/en-US/firefox/131.0/releasenotes/

HttpOnly Cookie®d &£ =

o HttpOnlydCookieldJavaScripth 5 LEZTE 3 ?
e document.cookieHh B IFEFLEFITILWVWLDICHE>TWVS

e ;TMDCookiek D RL\PathZEE 9 % C & TEEIENZEE L. CookieZ
EFETTAELOWEIREE(TCIELERDED 7TV 7T —2 3 2 DEREFEIKF)

e Cookie eviction

e Chrome. FirefoxTIE KR X1 >HT=D DCookieD EFRICELD. KED
CookieZERR T B CEICED EEZTTE S

o SafariTIX(HEZH5)EDLEDFHIEL T W=D, UTFTTIEFLEEZETTTZZL

for (let 1 = 0: i < 180; i++) {
document.cookie = ‘${i}=":

}

document.cookie = 'test=overwritten';



Secure Cookied FE=

e Secure CookielZHTTPTCOBEHI S LEZTEZB?
o BEAMICIEITTLVELDICHE-DTWLS
o SafaridZEH,

o [A]—siteNDELD K X1 THAULSecure CookieTHCookiez LET
33 &S BEEIARE(/-7E LAIRD@ED 7 U r—> 3 > D REMKTF)

o Al

o website.testdSecure CookielcXI LT, 7 K XA >a.website.testh 5
Domain=.website.test#1IEE L TEFIAD



CookieDF & &

o TEXBIEITEEICCookieZEST=DICIE
o JavaScripth 528 LR VEEIEHttpOnlyZiEE T 3
e _ Host-prefixzfE>S
e SameSite=StrictXx7-ldLaxZiEE T B
o JoUHICL>TIRETHMDBREEHEL S
e SameSiteZIEEL TLWRWVWE ZTDT 7 4L FDILy
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Same-Origin Policy (SOP)

e same-origin(Bl—A V) UADSE DY —ADT7 It XA%ZHIET 3
e Same-origin
o A1) (URLDscheme, host, port)h'\El—THd &
e Same-site
o CookiedDiK L IFsame-site

e Cross-site
« FNUSN



Cross-Origin Resource Sharing (CORS)
o Cross-origin(BA23A4 SN LTOUY —Z20 70 X% @ERICEFa &
5 T-H DILHHA
o cross-origin@ ) JIT X HEBEHYIITR FTIEBWVWEGEE

o JTUHHXIET Bp reflaght requestic & OT#FTB'%ZI' SRR
XYy R AwH SREERHRODBERRE ZIEE



B 9T Xk

o HIVIJIRXAMTHDZDFM
o GETE7cIFPOSTXAY v
o Content-TypeHh A TFTDOWLT NH
o application/x-www-form-urlencoded
o multipart/form-data
o text/plain
o BT AMTIEBWIIIRAMITBICIE
¢ NABLNYRZZFET S
o FEELS D Content-Type(application/jsona &) &5 3



Cross-site request forgery (CSRF)

e I—YHSERLAVIIIR FEREIE T, REFAHOLYI 3V
WTT T —> 3y ETOREE S 3K

o FHEHEICDVTIIREOME LEBE
o fl:

o DHEFRD APIREDR—RX TS T4 AL CSRF FR
https://blog.jxck.io/entries/2024-04-26/csrf.html



https://blog.jxck.io/entries/2024-04-26/csrf.html

CSRFEEH#U I+

o HiI) T ZAMTIIHRWVWI EHCSRFIFTFRICHE > TWLWIIBEDIER

o JSONZXITEXS D' Content-Typehiapplication/jsonTdh 5 Z & =hEsa L
WHRWERITER

o application/x-www-form-urlencoded®#,H{, TIJSONZXETET B
o {"=":"""f00":"bar"}
e {"fo0":"bar"}=

o JSSOND/N—HICK>TIEFZITFITS

e THEDHLIL—LT— 71H|J’CJSON~“E)appI|cat|on/x -www-form-urlencoded®
EELHZITHRNTLEIZEDDH S



Resource Isolation Policy

e Fetch Metadataz#F L 734k
e https://web.dev/articles/fetch-metadata?hl=ja

o https://xsleaks.dev/docs/defenses/isolation-policies/resource-isolation/
o https://bughunters.google.com/blog/5896512897417216/a-recipe-for-scaling-security
e GoogleTIF2023FICIF34TH—ERXTEALTVWRED L

e Fetch Metadata

o Sec-Fetch-Site, Sec-Fetch-Mode, Sec-Fetch-Dest'J 7 T X bAwYHIZK >
TSI LBXEESNEIXIT—H



https://web.dev/articles/fetch-metadata?hl=ja
https://xsleaks.dev/docs/defenses/isolation-policies/resource-isolation/
https://bughunters.google.com/blog/5896512897417216/a-recipe-for-scaling-security

Resource Isolation Policy

e U TDLIICEETS
1. Sec-Fetch-Siteh'FZ1E 9 3
2. R—AVT >, [E—siteh5D) I TR SDHZEFH
e Sec-Fetch-SitedfEH 'same-origin, same-site, none® WVWINH TH B
o (T RXAUHDBNIIRAMZEWNICT D78 5same-siteldIsTE L 75 LY)
3. UVIUDEBRBREDFTFES— 3. iframeDIEDIAHZEFFA]
o Sec-Fetch-Modeh'navigate TH D, HTTPXY v RHGET
e Sec-Fetch-DestdDfEIZobject,embedhZ XN TULARWI &



CSRF & SameSite Cookie

o SameSite CookielICSRFXTRE LTIE HBIEE] 58S

o 77 #JLFTSameSite=Laxt ihHhN7=HFE. WERENDT—XATH->TH
SameSite=Lax¥ L TikHn 3 Z & Tmitigation(FEF) & 74 3

. %ames_i;e CookieEMNMTF THEN TSI >TSS NX—2iFVW D
539

e CSRF®Dmitigation LTEAINI-RE: "
o HK X T l'same-site; THHD. [same-originy TIF74L)
o T RXAUHMBCSRFTCEIFTCLESONFT—VITER
o OriginNyADF TV IBEDCSRFFHRIIEKAL LTEE



Cross-site scripting
(XSS)




Cross-site scripting (XSS)

o EXHEFIHTMLJavaScriptziB®HIAEFND & T, BEHDJavaScriptzERITtE 3
e XSSEWHSTHWK DN DEEEICTETT S
o reflected (G1EY) XSS
e NTIA=BZFRBREDA—HFANHDLARAICEDEFFRIBOHIATFNBZ EICEDFEE
o IEDURLNDFELBREICIDHENTETS
e stored XSS

. iB%E—Zﬁ CICREFESNEIA—TFAIDDFTEDOR-—HTEDHIAFTFNS LI

o self-XSS
e DOM-based XSS




self-XSS

o« WEBDEFRL LT, MEBDRIEICKDFEET BXSS
e URLOFEREICLK>THETITALWITI—X
o IWEEBEMXSSRAO—RZANTINEDLDH S
o WEEIIANTESLDICHEETHES




self-XSS

o DevToolsiCd— RZBYD DIFTJlavaScriptDETZFEETIDOHHED—D
o L A—HYHIES LSBT —EXTIIConsolelcEEZRTRITIDDHH B

o 7

CHONG®) G Osv1Y -Google 7HUvh X + v

5w )

& C O (9] https://accounts.google.com/v3/signin/identifier?continue=https%3A%2F%2Fwww.google.com%2F&ec=GAZAmgQ&hl=

Q)

g4

BEKD Google 7 h o> N%&HEA

X=)L7 RLAXCIZERES

AXA=)L7 RLRZENIIHE

(W 1O inspector (] Console [ Debugger 1J Network {3} Style Editor () Performance 4k Memory [E Storage T Accessibility > 0230 ] - X

@ Y Filter Output Errors (1) Warnings (8) ﬁ Info Debug CSS XHR Requests -ﬁ-
- = = m=_b,_tp:368:253
= [
COAVY—IVEERTDE, Self-XSS LMENIKELEFE > THALICAYTEUAKEECL > TEABHE 1=bto:368:253
BRBLIRONSZEBHYET,
K<broEWWI—FKIE. AALEY, BUMIFEY LEWTSEZN,

» Top ¢ (EJ

https://accounts.google.com/

ZIHYICKoTIE. DevToolsDHEIEEFFFICT ) v TR—FEDH 5D
BED(FIIABFEICTIRVELSIICLTVWBRHDH H S (ChromedDfl)

DevTools - chrome://[new-tab-page/

' [0 @ Elements Console  Sources Network  Performance > B1 e
topv ©

A Warning: Don’t paste code into the DevTools Console that you don’t understand or haven’t
reviewed yourself. This could allow attackers to steal your identity or take control of
your computer. Please type ‘allow pasting’ below and hit Enter to allow pasting.

2 Issues: B 1 1

Y Filter Default levels v

€3



DOM-based XSS

o JavaScript ECODOMERIEICK o TH|ZTHEC IS XSS
o 11— AJI(source)EEREFR(SINK)ICA DAL Z & TXSSHHEET S
o fAl:
o JavaScriptBIEDETT
e A—H AT EDF FevallicEENS
o RNIE/XDOMIRIE
o A—HANDED X XinnerHTMLICE EFN 3




DOM-based XSS

e sourceZsink
e source: JavaScripticEW T, I—1 AN LTRSS HDEZRITHIT S EFR
o window.location (location.search, location.hash)
o SINK: [EBEETIHBUMENADIAL C & TJavaScriptDE{THATET TL XS EFMR
e IR /N> KZ(onclick, onerrorE 7% &)
o <a>FJ Dhrefl@¥ (javascript: URL). <iframe>%4 Msrc, srcdoc/@ %

il

o location.href, window.open

e innerHTML, outerHTML7Z2 & ODOMIZ{ENTET S O/N T+
o safesink: EEETITAWLMEDNADIAATHMEISA LEFA

o textContent70O/NT 178




WZDHBY

7‘57%_ JavaScriptBRITTE 7 TR, 7T 7= avicy L TEfFe
175 CH B

o« WERRETHD & DPoCk LT, EiZalert(l)*alert(d i
TCE:EE’JK e e (1)%alert(document.cookie)

o httpOnly Cookie T# > THAPINCookiexfd&5E L) VT X MMIATEE

o VTN =232 DA VDU IITRAMTETSZETSOPOH
ey DR %&

o L7cH > TUUFEDHER|TIXalert(origin) & X5E



IR r—JeH=414X

o IR —7
e HTMLTHNIE. BRICKRTRTESLDICIOA—FRTHHD
o AVTHXFANMIKSDTIRT—THENERS
e ZXERETIREINTWESA1TZUZFEAT S
o« HZHAX(EEL)
e HTMLTHNIE. "RIRLTHXSSHATETRVKSICTEIHD

ITRy—7

/V &lt;1mg src onerror=&quot;alert(origin)&quot; /&gt;

<img src onerror="alert(origin)" />

\ <img src />

H—S2414X



TRT7T—=7DH: HTML

e AVTEHRAMIGHLETCIVO—-FTS

WNED D B

e HTMLTHMIFHTML entity encode

9

V2 2 2

&amp;
&lt;
&qt;
&quot;
QX217 ;

NFHN=IEDIANDIET S

<div>${username}</div>

<div><img src onerror="alert(origin)" />
</d1v>

EFELWI Xy —7F

<div>&lt;1mg src
onerror=&quot;alert(origin)&quot; /&gt;
</d1iv>



T R7—7 Dfl: JavaScript

o JavaScriptDiza

o <SCript>NICJSONZIEHIAATLES
J\'D@/T Z‘L—/E

o </script>IC&>THBATZRTIHES

. F—H D

7__
=

ns

A D—

[T L Z<script>#2H T1TH 7R L)

ah BN TIZETHNFY

1Z|S75:\XHHODH/EE’CI >A—K93

C DISONEBO—FRF I Z IEMHAL

<script>
const data = {"username":

/] ...
</script>

“fOO"}

<script>
const data = {"username": "</script><img
src onerror=alert(origin)>"}

l

</script>

754 ETORIR
script script
<img src="" onerror="alert(origin)"> event

"y I/ ...



P2 4

o I—HHERDHTMLZEITS XD ICLIEWGFEICIF. JavaScripth'R1TE 1
BWK DI Z 21 ADBE
e MALTIEIWTHRWEY, BEZEDRSBELHD. EIEISIEEICEME

e DOMPurity
e https://github.com/cure53/DOMPurity

o LKHABEINTWBHZZAXZITOIZ1T I

o YA ZRARXZNANATZTBMRTGEDROD>TVB DB EICHF
DIN—2 a3 >xFEOUNEHLDH S



https://github.com/cure53/DOMPurify

sandbox domain

o 11— |ICKX>TT7 v T7O—RKRINTEHTMLZE(E 9 di55Icid. H—E X%
IEITARAAEITERBRBR AL TH B rsandbox domain] ={E>S

o CookielCETIADHLBWVW_ EHEE

o T—EXRZRMT D K XA 2h website.test 72 o 7c & T Icfile.website.test
EWDTeH T R XA 2 TIEWITFZL

o websitetestE IIB2LBRBA R XA VZFIHT S
o Bir73f: GitHub
e github.com

o githubusercontent.com



sandbox domain

o CookiehEZTIAHTL XD &RHAHRZBZDH
e Cookie FEF|ICK-TeEHIOY 1 > HngE
o WEBEDT7HIY MITIHTICOTA>IET. BEELTLES

website.test

|

file.website.test mail.website.test A D CookieD & FAH 3 TH LA mail.website.test

I:I Domain=website.testADCookieDE FAHHBIRE(1BLIEfRIH D) I:I

sandbox-website.test

TP,
J aiv?_-_rS_érép%h CookieDE FAAHHICARATRE D

Domain=website.testADCookieDE FAHHBIE(1BLIERIH D)




IRRICH T BXSS

e React®VueZREDSA 7 TIET 7L NTIRT—TENS
o Tol2L. BERFRICIIMEBEINLEXXFYZEREHTMLE L THATES
e React: dangerouslySetinnerHTML

e Vue: v-html
o FREZFESHENDH THSG—EZXELTHD
o I—H AT ENGTULH?
e HTMLZ EIWMEBIIH SN ? AVR—RK 2 MELTRIRTETZULH?




javascript: URLIC/ER

e javascriptz3£179 B protocolzigE L 7=URL

o A—HFANHUTITEIND CETXSSHEET S
o <a>¥7J DhrefiEl%
o <iframe>%7J Dsrc/glk
o location.href, window.open

<a href="javascript:alert(origin)">
click @ localhost:8000

</a> ' http://localhost:8000

/___, click

-—




javascript: URLIZFE
o javascript: URLDY|EZ & 3 XFHDiEN javascript: IC—T 5] L
L TIELF 4w
&4 javascript:alert(origin)
&4 javascript://a.test/%0Aalert(origin)
JAVASCRIPT:alert(origin)
M javascript:alert(origin)

4 java
script:alert(origin)

javascript:alert(origin)
T [\x00-\x1f]



javascript: URLIC/ER

o URLZDFRDIFET

o EER%'(EL—C/\O_Z L. protocolEBs3H'httpsTHBZ #WHRTH
= L)

o JavaScript TD): new URL(...).protocol
o ReactTmjavascript: URLZHIE T 5HI(/N\—RX LEWIFE):

// A javascript: URL can contain leading C@ control or \u0020 SPACE,

// and any newline or tab are filtered out as if they're not part of the URL.
// https://url.spec.whatwg.org/#url-parsing

// Tab or newline are defined as \r\n\t:

// https://infra.spec.whatwg.org/#ascii-tab-or-newline

// A CO control is a code point in the range \u@000 NULL to \u@@1lF

// INFORMATION SEPARATOR ONE, inclusive:

// https://infra.spec.whatwg.org/#c@-control-or-space

const isJavaScriptProtocol =
/N \u@000-\u@01F ]xj [\r\n\tlxal\r\n\tlxv[\r\n\tlxa[\r\n\tlxs[\r\n\tlxc[\r\n\tlxr[\r\n\tlxi[\r\n\tlxp[\r\n\tlxt[\r\n\t]*\:/1i;

https://github.com/facebook/react/blob/fc5ef50da8e975a569622d477f1fed54cb8b193d/packages/react-dom-bindings/src/shared/sanitizeURL.js



F5%: React 19 TMjavascript: URLD i

o N—T 3 V19MHEID Sjavascript: URLAANTINZ EEEZH L TLE

@ » Warning: A future version of React will block javascript: URLs as a security precaution. Use event handlers instead if you can. If you need to generate unsafe HTML try using
dangerouslySetInnerHTML instead. React was passed "javascript:alert(document.domain)".
a
div
App

e React 19 TIEZDWICIT—ICHB>TEZILBLL BB EDICHE - T-

© » Uncaught Error: React has blocked a javascript: URL as a security precaution. throw ne
<anonymous> javascript:throw new Error('React has blocked a javascript: URL as a security precaution.'):1

o ERFICLIAN T EINEDOMIEC DL DICTRS

<a href="javascript:throw new Error('React has blocked a javascript: URL as a security precaution.')">click</a>
» <iframe src="javascript:throw new Error('React has blocked a javascript: URL as a security precaution.')">/= </iframe>  event




Y= RKN=FT1 DT FVICEE

o A4 T7TVICKOTIIXSSHEET BsinkHFET 3HZaH DS
o ZATSVICA—HYANZEITRIITHITTERET S
o v-tooltip (v2) DAl
o toOltip LTRIRIBAXFIE LT, 774/ b THTMLZ®ZITEL S

¢ ZLDTZATZVRRIDESBEHEFEVH, ELITHIDEH D
5S4 7SVIER

! HTML is enabled in the tooltip by default. If you plan on using content coming from the

- Wi - . A—HFANHIENBIBEIIXSSZH < eI
users, please disable HTML parsing with the html global option to prevent XSS attacks: F 7S 3 UEERIC L uE 0

import VTooltip from 'v-tooltip’
Vue.use(VTooltip, {
defaultHtml: false,

})

https://www.npmjs.com/package/v-tooltip



EfR{LOEERT—2ICER
o 7TV —2 3 DEME(IL8N)DISHIC. BIERT —FPRTI—HATIDRT
RRIT. XFEEZ LT-WERISEET S
o react-il8next (VOLLE]) D1
o dangerouslySetinnerHTMLZ ZD X FFH T B HICHE > TL

o HH1EIITrans Componentic & > TEBDRVICEIERT —F2Z A2 R—2R > ~IC
BICEDNTITBRLDICHELSTWVDS

BERT — & MAROI—F

Hello,<br />Mx. <span class="name">{{name}}</span>! <div
dangerouslySetInnerHTML={{

~ _html: t('hello', { name })

3
C AICBIE. <br /><span class="name">{{name}</span>c A ! />

<img src onerror="alert(origin)" />

https://react.il8next.com/legacy-v9/interpolate#alternatives



Content Security Policy (CSP)

o XSSICXH T B tFal) T
o VY —=X( RV VVT b BIRRBRE)C IR —ZEKETETD
e HTMLODEHIAADTET oL LTHXSSHTETLVWLSEEZERT B
o Bl A VSA VRV T RDRITZEIET S
o BATIEH W, RERBREEDT7 TV r—2 3 ADE A K EH

o H—FN=FT+1 DRI )T kDI=®HICunsafe-inlineXunsafe-evalh'E &1L
LTLEDECSPNT/NRDAIEEIED B B

o https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass



https://book.hacktricks.xyz/pentesting-web/content-security-policy-csp-bypass

Strict CSP

o Strict CSP

o https://web.dev/articles/strict-csp

e strict-dynamic:

o SFAICNICRT VT DS THICEICRI )7 Z2O0—-FT255%8TH
EREINTVBREABT

Content-Security-Policy:
script-src 'nonce-{RANDOM}' 'strict-dynamic';
object-src 'none’;
base-url 'none’;

https://web.dev/articles/strict-csp#structure


https://web.dev/articles/strict-csp

Tabnabbing

e target="_blank"Zz#EE Lic<a>Z I H V) v I TN ERICwindow.openerZ
BRITBZETA—TTDT 1 > RO D—aRRIED AIEE

e window.opener

-%aéjuvy@%é\%(@75N%4@77t1?3@m£5tﬁm3
TUL\5

» window.opener.locationDIR{EIFAIEETH B7cH. A =T 2DV 1 VK
VEBFICERIETTr v U UICHIASNEZEND H S

o IRIKDT S U Tldtarget="_blank"ZEELIEDT 7 + Il FDESHH
rel=""noopener"Zi8E L TcIKREICHEH>TWSB

o https://caniuse.com/mdn-html elements a implicit noopener

o 7272 Lwindow.open(url,'_blank') D &k 5 B4 —XICIFEE



https://caniuse.com/mdn-html_elements_a_implicit_noopener

CSS Injection

. ?Bgle% RREICEEDANZSONEGE. EFEDCSSZIEETITA L
WYAN

o« Ty Y
o FHALHEHMEICEVLWVHINDIL DB VI ERBRDILDICAAAILZETS

e HTMLICE N5 BHRD ) —7
e CSSselector& background-imageziiAah . ERoHICBERZXET B
¢ IEMCHWVLKDDDTIZYIMNERZINTLS

o https://book.hacktricks.xyz/pentesting-web/xs-search/css-injection



https://book.hacktricks.xyz/pentesting-web/xs-search/css-injection

Subresource Integrity

o cdnjs¥jsDeliver@ & MCDN_ETEME I N Z 1 T 5 U Z<script>*<link>
RIDBERHFAH FMHATEZCDH S

o polyfil[.JioD =l (2024/6)

o ILKFHTINT L\TCCDN’C“ti

| STl FHISNFECEICEDFRERRY
)T RAEBHIAENS £ SIS

E3Nn-

&

iy
o CDNZHRHTHLETOX Yy FrOrE. BEEDDHSCDNDIREITICKI ST
E=EDJavaScriptzZ1TTETTCL X >TIEFHES
1
x

-%Ebﬁmxﬁujhﬁiﬁg
%

WK DIC. Subresource Integrity= AL\
CTCHEITNTLWALT

v AN
REIETET 3



Subresource Integrity

e« CONMSHEEE 7(1’(\A57’1’77U7’J‘IE%E@%@T@5 gLz
T. TEDT 7 *r}l/L_xTF“\'é‘Z;/\‘/ > a%xigRE

e sha256,sha384,shab12AMEETE 5h. EARHICIFsha384L, L=
e UFOOXYYRTHETES
. openssl dgst -sha384 -binary <7 7-1JL%> | openssl baseb4 -A

<script
src="https://website.test/test.js"”
integrity="sha384-0LBgp1Gs1jhM2TJ+sbHjaiH9txEUvgdDTAzHv2P24donTt6/5291+9Ua0OvFImL1b"
crossorigin="anonymous"

></script>



T ULVRF
Trusted Types

e Trusted Types




DOM-based XSS%Z RRICPH<ICIE ?

e DOM-based XSS%ZFAF< ET. sinkIiCA—FAIDEENDELOL D> D%
T DI ?

o [ DIFTBANTsIinkIFWSDHHB

e innerHTML e document.writeln

o outerHTML e DOMParser.parseFromString
o insertAdjacentHTML e javascript: URLDIEE

o <iframe>srcdoc e eval

e document.write



Trusted Types

o FHEFDLHSINKICEBETETHRUMEZ FIATIHWVEDICTS

o EERLIRUD—ICL>TER I N Trusted Types® A 7> 7 kLA
ZIFTANBWVWELSICHS

e Trusted TypesHEAINTULRITNIEsinkiEO— FEEICHT=S
o I—HANDHTMLAA S Z 21X INT ICEHNGELD?
o H—FN—TFT1DZ17ZJATinnerHTMLIZEDON TULVZRL) ?
e BATACYTIA—RLEaA—XRZHEDBZIZCEHNTETS
o« RUI—HDELLERETINTLSD




Trusted TypesD{ELVA

o CSPDtrusted-typesicEERLIRI S —ZEITHEDLD DB

o T AAXATINITRITEN D TEXFIZFDEXRIRIBEDRY) —DAEH
> TIEULT 78 LY

Content-Security-Policy: trusted-types my-policy; require-trusted-types-for 'script’

const myPolicy = trustedTypes.createPolicy("my-policy", {
createHTML: (s) => {

return sanitize(s); // Y91 X ={Tolc L CIEEEIN/I{EE L THRS
}

1)
div.1innerHTML = myPolicy.createHTML("...");



Trusted Types®D7R1) & —

o trustedTypes.createPolicylC KBRS —DER
o CreateHTML
o Bl:HTMLZH =21 X9 3
o createScriptURL

o Bl: BIRVICIENNT BscriptEXR T, srcBMICIEE T DURLOA D V%
PRET 5

o CreateScript
o Bl:BIRVICIENN T BscriptEXRT. X7 U ORABZEFEDIATISE
o eValZEDLHWVWEWTHRWEZE(EBEH5BEEINTIEICKT L T)




DOMPurify OfiHahHht

e RETU RN_TRUSTED_TYPEZl‘ 73> %IBE I D _ & CTrusted Types®d
TrustedHTMLA 77 b ZIRLTEND

o T 7 #J)LETlddompurifyZ WS &BIDAR) O —IZHR>TWL3S

Content-Security-Policy: trusted-types dompurify; require-trusted-types-for 'script’

div.1innerHTML = dompurify.sanitize(input, {
RETURN_TRUSTED_TYPE: true,
1)



Trusted Types®D ¥} it AR

o 2024/10BF =TI L TWADIEChromiumAR—XD T T 7D H
o Firefox*Safarild £7= 5 L TULVZR LY

® https://github.com/w3c/trusted-types 7R ) polyfllltiﬁT:E'é' =
o DOM-based XSSZERI S ICIFH A DBALFERE G D



https://github.com/w3c/trusted-types




X-Frame-Options

o iframeziRHBLI-IBEDIAAZFIRET S
e DENY:#EZ. SAMEORIGIN: [Gl—# U 2 > DIFEDHFFA]
o Clickjacking

o HAIYAFTOTAVIREDE T, £OY 1 ~DEARIframeZz EELIC
BULHRKEDZZICEL>T. BERILBZWI Uy IV Fe1T1htE 3

e CSPODframe-ancestorsziSE 9 2 _ & THWRAIHE

X-Frame-Options: DENY
X-Frame-Options: SAMEORIGIN



Strict-Transport-Security

o HTTPSTH#Hi 9 5 C & =5dmld 3

o FABERBICEDHY T REXA VN 5Co0kieDEZFAAZINHWVEL SIS
includeSubdomainsDIEEHEE

e __Host- prefixz {7 TLWR WL Cookie THNUE. T T RXA U 5EZAD
CookieZEXE TSI CL&E D

Strict-Transport-Security: max-age=31536000; includeSubdomains; preload



HSTS preload

o Strict-Transport-Security\wv 4 X (TE > THSHTTPSZ&H| g5 W5 C
CANSFIEUIHTTPTRIFANTL XS AEEDLH S

e preloadT« LU 7+ J%EE L7c LT HSTS preload listiCE#E L TH < C
E CmMIDOHTTPSZ R TE S

o https://chromium.googlesource.com/chromium/src/net/+/refs/heads/main/http/
transport security state static.json

o Firefox®nsSTSPreloadList.inc® EEE2HhBEHINTULS

o https://github.com/mozilla/gecko-dev/blob/72d959d715d3f832328057600811c09ee5195a¢€l/
taskcluster/docker/periodic-updates/scripts/getHSTSPreloadList.js#L20

o 5IRHICGTLDEMITHSTS preloadd 3 & &ZRODE5NS
o .deviaREIZHTTPSERRE



https://chromium.googlesource.com/chromium/src/net/+/refs/heads/main/http/transport_security_state_static.json
https://chromium.googlesource.com/chromium/src/net/+/refs/heads/main/http/transport_security_state_static.json
https://github.com/mozilla/gecko-dev/blob/72d959d715d3f832328057600811c09ee5195ae1/taskcluster/docker/periodic-updates/scripts/getHSTSPreloadList.js#L20
https://github.com/mozilla/gecko-dev/blob/72d959d715d3f832328057600811c09ee5195ae1/taskcluster/docker/periodic-updates/scripts/getHSTSPreloadList.js#L20

Content-Type

o JOUHYNRITIINBIERICHTMLE LTEREINDSDHD

o sandbox domainAADLSEED 2T V2R TIRICLLTDContent-Type
ZIEEIND EXSSHETET S

o text/html e application/vnd.wap.xhtml+xml
o application/xhtml+xml e multipart/x-mixed-replace

e application/xml o text/rdf

o text/xml o application/rdf+xml

e image/svg+xml o application/mathml+xml

o text/xsl o text/vtt

o text/xsl o text/cache-manifest

https://github.com/BlackFan/content-type-research/blob/4e437472545a3a1708fb5647929053¢c37fa49177/XSS.md



Content-Type

e image/svg+xml
e I—HDT v TO— R LEERDOHEETHESTHSVGICIEEE

<svg>
<script type="text/javascript”>alert(origin);</script>
<image xlink:href onerror="alert(origin)" />

</svg>

e SVGERIRL-WI—X—XTlddata: URLHAMFE R B

<img src="data:image/svg+xml,&1lt;svg&gt;&1t;script type=&quot;text/
javascript&quot;&gt;alert(origin);&1t;/script&qgt;&1t;/svg&gt;" />

JavaScriptidEh AL



X-Forwarded-For
o UN=RTOAXIBRENTI AT MEY—NDOEICH B . EHmDIPY
RLZZEGEZB1=0C T EbNnE] AvE

e 7517 MDX-Forwarded-Forn vy A %Z DX FZTlF{FFTITWITL WL

¢ 771722 TRIOFSOPT KLARHR LI ECROAICTIET 37 kLR %
AT

o XTWFIUN—-XRTOFZDTREDIVZAT7RMEHETITZ2DTHNIENY A ZHIFRT S

FFICANYHZTE
JN—2R JN—2R 7IVr—=>3>
_ X-Forwarded-For: .
2595147 X-Forwarded-For: T0O0F1 X-Forwarded-For: T0%F<2 127.00.1.192.0.2.1 H—=/\
127.0.0.1 127.0.0.1,192.0.2.1 ’ ’
AT AT 198.51.100.1 AT\
y — i — () —> {7
\ r | / \“ r | / \r | /
N\ 4 N\ IV ~4 \ %4
(192.0.2.1) (195.51.100.1)

X-Forwarded-For: 127.0.0.1, 192.0.2.1, 198.51.100.1



X-Forwarded-For

e DA TTUNTL—LT—IIC&2TUIBRARTBAYAZSZ T HITBRIBEHDH D

o fll: request-ip (Node) ot s

The user ip is determined by the following order:

. h tt S o I t h u b CO m b O I n OV re u e St_ I 2. X-Forwarded-For (Header may return multiple IP addresses in the format: "client IP, proxy 1 IP, proxy 2 IP"
Py ° so we take the first one.)
T . . 3. i

nnnnnnnnnnnnnnnn (Cloudflare)
4. Fastly-Client-Ip (Fa CDN and Firebase hosting header when forwared to a cloud function)
RY 5. True-Client-Ip (Akamai and Cloudflare )
X_ F r rd d - FO rT— L'j' Z W ‘1 7'\ L \ % 6. X-Real-IP (Nginx proxy/FastCGl)
‘ O W a e L- d\ 7. X-Cluster-Client-IP (Rackspace LB, Riverbed Stingray)
8. X-Forwarded , Forwarded-For and Forwarded (Variations of #2)
9. appengine-user-ip (Google App Engine)
re SIS
oteA
«SOC
eAdd
4 (Clo )
(Fastify)

https://github.com/pbojinov/request-ip/blob/e1d0f4b89edf26c77cf62b5ef662balaObd1c9fd/README.md

o FEEDLDBEEITAINYAIWFEETDHS. 7AFxF2/7 TV r—> 3> TS
FAINTAYEAVUAZHRRLTHALRITNUIEWITEWVWE EISER

o EHITDIPT7 RFLADFFIIATETTLED
o X-Forwarded-Host, X-Forwarded-Port® Bk



https://github.com/pbojinov/request-ip

Forwarded

o X-Forwarded-Forb'Z&#{LENicAwH
o for: X-Forwarded-For& [A5F
o host: X-Forwarded-Host & [G15F
e VATV EDSDHOSINYAICHEET 3
e proto: X-Forwarded-Proto ¥ [E155
¢« VAT HDT7ONIIICHETS
e ARRICTSAT VD LEETEILRWMEZEFRLALE WIFRL

Forwarded: for=192.0.2.7;host=website.test;proto=https



e 1T,




1o,

o« ERLBVWI—TATNDADRATZIETHERET BB
o fAl:

e SQLT > x >3y

e OSSOV AT Ia Y

o SSTI (Server Side Template Injection)

o 1I—HANBEDEBRTIHWMEZY TVT—23> ETERSRICIE
YR T R —THhHNE




orderic B E

e ORMIC &K > TIZORDERBYICHEZ T dorderx EIdIRICI—FAITHEIN

WCEZRIIRLTWAZITER
e SQL InjectionDAJEEMED DH B
e f5]: gorm (Go)

313 v func (db *DB) Order(value interface{}) (tx *DB) {

314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333

https://github.com/go-gorm/gorm/blob/68434b76eb567e00858a9f0eef72e79026e37b83/chainable_api.go

}

tx = db.getInstance()

switch v := value. (type) {
case clause.OrderBy:

tx.Statement.AddClause(v)

case clause.OrderByColumn:

tx.Statement.AddClause(clause.OrderBy{
Columns: []lclause.OrderByColumn{v},

})

case string:

if vi= "

tx.Statement.AddClause(clause.OrderBy{
Columns: []lclause.OrderByColumn{{

I3

})

by

return

Column: clause.Column{Name: v, Raw: true}, J_—'U'Ajj%%a) i ii}g L—C L i 5 t ORDER BY‘:

4

BRFESNTLES

;1:;:



orderic B E

e Rubyon RailsDifF&
o N—2 3 5L EITIXorderiCA—4ANTDEINTIIWITGD o7

o https://rails-sqli.org/rails5

o IRTEIFSQL InjectionE THEBRIEIFBZVA, 12T VI XDHHBEVEK S
BRERLBZVorderZ ESNBVLSITER

2039 v def preprocess_order_args(order_args) XZ25H""name ASC"D& S EHEERTHRITNIE
2040 model.disallow_raw_sql! ( AR L0

2041 flattened_args(order_args),

2042 permit: model.adapter_class.column_name_with_order_matcher

2043 )

https://github.com/rails/rails/blob/ba468db0bdc880c694df091b5800d114e963eff0/activerecord/lib/active_record/relation/query_methods.rb


https://rails-sqli.org/rails5

: N=
:'-_'lj'Ajjo)d:b
o YDEOIBREZTTHNYT—=oaresnNBVE LD DL KA

o application/x-www-form-urlencoded THE%!|Z = ITEN S /N X — 2 |FE

. ggaﬂ’@a[]ﬂ&a[]:zwc‘:%\ az['1', '"2']e=IFTENDZ L —LT—7
Z

e Rack (Ruby)Tmparse_nested_queryic &K B4F5k7E /N F—>
o Ny a2t LTHRITEINS
o a[][b]l=1DE T, aZ[{'b' => '"1'}] &= I|TE S




A—HFATIDE

- appllcatlon/Json’CJSON%':x [ THN D /N —
o BCHNCAT DIV M ZEREDZLICHD

o f5l: Prisma

o SqueryRawd & 5> RSQLZEFEE T SHEEUMCH/NS X =2 LT —
PATTHEALBWVWELSITERT S

Filter all Post records that contain "prisma"

const filteredPosts = await prisma.post.findMany ({
where: {
OR: [
{ title: { contains: 'prisma' } },
{ content: { contains: 'prisma' } }, W‘Jiﬂts CCGCE§®2|'79‘17 I‘b\‘ﬂ;ﬁ—c Li’Btwhere%ﬁ"&%ﬂ&ﬁT ‘Shé
Il
b
)

https://www.prisma.io/docs/orm/overview/introduction/what-is-prisma



o NAMZ/N\—1)L




INAFSN=TF)L
e BEDT 1LY MIMTICH ST 71 L EFEHIAD BIBEEN D B I
BNETHEF LI MNIANDT 7 A LEBSBTEITL %S M5l

o JBREEBVTET (LI NINEBBTES

o I—HFANEDT 71 ILINZADEERICIE, /SR L L TOBRERICERLL
feb T BT LI R THESTVWRC L ERRT 3



URLNZXDIEFRMLICER

e URLICEWTH. NAEPRIET 71 ILINRERARRICIERIL T E 5115k
o https://website.test/foo/bar £ [ElCURLZXKIZ I HICLTH: -

/./foo/bar

/../foo/bar

/foo/baz/../bar

//foo/bar

/To0%2Fbar

/foo\bar



URLNZXDIEFRMLICER

o IFFRILT SDIFFE?
e O— KF/\Z >t nginx, ALB, ...
e Web 7 7T —23>T70L—LT—7
7TV r—2 3 TIROE
o URLDOFEERLZ I ATNIXN L TEBZICHALZTVWELSISERET

o Python: urllib.parse.urljoin (IEFR1LIFH B S A #BFNURLE LTHE
IBRZH5NTLED)

Note: If ur/is an absolute URL (that is, it starts with // or scheme://), the url's hosthame and/or

scheme will be present in the result. For example:

>>> urljoin('http://www.cwi.nl/%7Equido/Python.html’,
'/ /www.python.org/%7Equido")
http //www.python.org/%7Equido’

https://docs.python.org/3/library/urllib.parse.html



URLNZXDIEFRMLICER

o FEDURLNRAZEE L7 7 AFHREISTER
o IFRREINTULS/VWALETRE THRHOZL
e JL—LT—UDEHF;ZH >THL
o f5lZE: Flatt Security Speedrun CTF - deny
o /%2Fadmin/flagiC7 VXTI TLED
e WSGI (Python)IC$& 17 5REQUEST_URIMD KLY

class ForbidAdminMiddleware:
def __init__ (self, app):
self.app = app

def __call__(self, environ, start_response):
request_uri = environ['REQUEST_URI']
if request_uri.startswith('/admin'):
start_response('403 Forbidden', [1])
return [request_uri.encode()]
return self.app(environ, start_response)

app = Flask(__name__)
app.wsgi_app = ForbidAdminMiddleware(app.wsgi_app)

@app.route("/")
def index():
return 'Welcome to Speedrun CTF!'

@app.route("/admin/flag")
def flag():
return os.environ.get('FLAG', '')

https://github.com/flatt-security/mini-ctf/blob/4617ed92e9bfe2c7600f3afb584e27dc0155d48¢/2023-11-speedrun/001/server.py



URLD#EAILT

e URLDNTX—RZBOIATT—XICHIER
. https://website.test/foo?qg=...&param=${param}
» https://website.test/foo?qg=...8&param="18&bar=2&q=3
. https://website.test/foo/${id}/create
. https://website.test/foo/../bar?/create
e BYJIICURLOI Y O—R%EITS
o JavaScript: encodeURIComponent
o VT VEIDIIXFHE L TGERRFEI. URLELTIELKHHAILTS



H59RRFL—SICBIFBIER
e AWS?DS3%Google ClouddCloud StoragelcHWTIET a1 L7 FUIBETIE
2< BRBEANXK
o NRICXR.ZETHBILNTES
o /foo/./../barlEZDFZF
e T LV MIHEIZERLICVLKDIFTIEZL
o FETHRLMBEBWVWEENE:- ?



VD77 AML—=DICHEITENR

o 77— g TNADIEREZLEBWVWESICEET B
e J77AMILNNARE LTHELTLELVL., [FFRIEINTIZWLITFA L
o f5]: aws-sdk-go v1

o ;‘—; g}lx FNTNRZIERIELTLESDN BEBREDIH COEFHIIIZIN

o WithDisableRestProtocolURICleaningZ1EE 3 5. H L <IIv2ADRITT
DWED DB

o https://pkg.go.dev/github.com/aws/aws-sdk-go/aws#Config.WithDisableRestProtocolURICleaning



https://pkg.go.dev/github.com/aws/aws-sdk-go/aws#Config.WithDisableRestProtocolURICleaning

nginxTODFE L LI

o nginxMconfigzZE K RICIE. Po>TUEWIFIRLEE LINH DB

o f5: alias traversal
e UTDLSBERERLEIDEDTALIMIDT 7ML ZBRTETTLES
® https://github.com/yandex/gixy 7 & DY — )L %Z{F D C ¥ TR BE

w2 1ol | THED > TV IF L W\
location /img { location /img/ {

alias /data/images/; alias /data/images/;
} }

[img..[secrettxtic 7ot X T3
/data/images/../secret.txtZz BT S


https://github.com/yandex/gixy
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o Cookie: HttpOnly, __Host- prefix, SameSite

o XSS:javascript: URLICFRE T 5. Trusted TypesDE A

e HTTPA w4 Strict-Transport-Security, X-Forwarded-For

e 10T U3 ¥DLOIBREEZTTHNIT—2 a3 zmNiaL
o NREZN=YIL: NXDERBEFDRXL. [ERLT 35E)

CDIEMMCBIBNTITEGD > T=FHOIFITKCTABDD FTH, Webtzxa ) 7+
DHRIFILEL. HB3ZIH ] CELTEITADE—FHICHENIEEWVTT,
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¢ Michal Zalewski T®OAE S5 < TULWebtFa ) 7] #liktt, 2012
o XKHEEK WebT7ZIHtExal)7a —Web7FUTr—> 3 0ReMa2X 220 EAFEIET S S LY/ — 2021

Cookie

o https://blog.flatt.tech/entry/samesite csrf hsts

o https://datatracker.ietf.org/doc/html/draft-ietf-httpbis-rfc6265bis/

o https://developer.mozilla.org/en-US/docs/Glossary/eTLD

o https://developer.mozilla.org/ja/docs/Glossary/TLD

o https://developer.mozilla.org/ja/docs/Web/API/URL

o https://developer.mozilla.org/ja/docs/Web/HTTP/Cookies

o https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/Set-Cookie
o https://metacpan.org/release/KAZEBURO/Cookie-Baker-0.12/source/lib/Cookie/Baker.pm
o https://url.spec.whatwg.org/

o https://web.dev/articles/schemeful-samesite?hl=ja

o https://web.dev/articles/understanding-cookies?hl=ja

o https://www.rfc-editor.org/rfc/rfc6265.html

CSRF
o https://developer.mozilla.org/en-US/docs/Glossary/CSRF
o https://web.dev/articles/same-site-same-origin?hl=ja

o https://book.hacktricks.xyz/pentesting-web/xs-search/css-injection

o https://book.hacktricks.xyz/pentesting-web/xss-cross-site-scripting

o https://cheatsheetseries.owasp.org/cheatsheets/Cross Site Scripting Prevention Cheat Sheet.html
o https://developer.chrome.com/blog/self-xss?hl=ja

o https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP

o https://developer.mozilla.org/ja/docs/Web/Security/Subresource Integrity

o https://developer.mozilla.org/ja/docs/Web/URI/Schemes/javascript

o https://github.com/facebook/react/blob/fc5ef50da8e975a569622d477fl1fed54cb8b193d/packages/react-dom-bindings/src/shared/sanitizeURL.js
o https://portswigger.net/web-security/cross-site-scripting/dom-based

o https://portswigger.net/web-security/cross-site-scripting/reflected

o https://react.il8next.com/legacy-v9/interpolate#alternatives

o https://vuejs.org/guide/best-practices/security.html



https://blog.flatt.tech/entry/samesite_csrf_hsts
https://datatracker.ietf.org/doc/html/draft-ietf-httpbis-rfc6265bis/
https://developer.mozilla.org/en-US/docs/Glossary/eTLD
https://developer.mozilla.org/ja/docs/Glossary/TLD
https://developer.mozilla.org/ja/docs/Web/API/URL
https://developer.mozilla.org/ja/docs/Web/HTTP/Cookies
https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/Set-Cookie
https://metacpan.org/release/KAZEBURO/Cookie-Baker-0.12/source/lib/Cookie/Baker.pm
https://url.spec.whatwg.org/
https://web.dev/articles/schemeful-samesite?hl=ja
https://web.dev/articles/understanding-cookies?hl=ja
https://www.rfc-editor.org/rfc/rfc6265.html
https://developer.mozilla.org/en-US/docs/Glossary/CSRF
https://web.dev/articles/same-site-same-origin?hl=ja
https://book.hacktricks.xyz/pentesting-web/xs-search/css-injection
https://book.hacktricks.xyz/pentesting-web/xss-cross-site-scripting
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
https://developer.chrome.com/blog/self-xss?hl=ja
https://developer.mozilla.org/en-US/docs/Web/HTTP/CSP
https://developer.mozilla.org/ja/docs/Web/Security/Subresource_Integrity
https://developer.mozilla.org/ja/docs/Web/URI/Schemes/javascript
https://github.com/facebook/react/blob/fc5ef50da8e975a569622d477f1fed54cb8b193d/packages/react-dom-bindings/src/shared/sanitizeURL.js
https://portswigger.net/web-security/cross-site-scripting/dom-based
https://portswigger.net/web-security/cross-site-scripting/reflected
https://react.i18next.com/legacy-v9/interpolate#alternatives
https://vuejs.org/guide/best-practices/security.html
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Trusted Types
e https://docs.google.com/document/d/1m91JZWKAGOR3jQoicMVE9Ydcq79gM2BetcRIBemrex8/view#
o https://web.dev/articles/trusted-types?hl=ja

HTTPA Y 4

e https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/Forwarded

o https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/X-Forwarded-For

o https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/X-Forwarded-Host

o https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/X-Forwarded-Proto

o https://github.com/BlackFan/content-type-research/blob/4e437472545a3a1708fb5647929053¢c37fa49177/XSS.md
o https://owasp.org/www-community/attacks/Clickjacking

1ox7>3>

o https://book.hacktricks.xyz/pentesting-web/ssti-server-side-template-injection

o https://cheatsheetseries.owasp.org/cheatsheets/Injection Prevention Cheat Sheet.html

o https://github.com/go-gorm/gorm/blob/68434b76eb567e00858a9f0eef72e79026e37b83/chainable_api.go

o https://github.com/rails/rails/blob/ba468db0bdc880c694df091b5800d114e963eff0/activerecord/lib/active record/relation/query _methods.rb
e https://www.prisma.io/docs/orm/overview/introduction/what-is-prisma

NZA NI

o https://book.hacktricks.xyz/pentesting-web/file-inclusion

o https://docs.python.org/3/library/urllib.parse.html

o https://github.com/flatt-security/mini-ctf/blob/4617ed92e9bfe2c7600f3afb584e27dc0155d48¢/2023-11-speedrun/001/server.py
e https://github.com/yandex/gixy

e https://owasp.org/www-community/attacks/Path Traversal

o https://pkg.go.dev/github.com/aws/aws-sdk-go/aws#Config.WithDisableRestProtocolURICleaning
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https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/X-Forwarded-Host
https://developer.mozilla.org/ja/docs/Web/HTTP/Headers/X-Forwarded-Proto
https://github.com/BlackFan/content-type-research/blob/4e437472545a3a1708fb5647929053c37fa49177/XSS.md
https://owasp.org/www-community/attacks/Clickjacking
https://book.hacktricks.xyz/pentesting-web/ssti-server-side-template-injection
https://cheatsheetseries.owasp.org/cheatsheets/Injection_Prevention_Cheat_Sheet.html
https://github.com/go-gorm/gorm/blob/68434b76eb567e00858a9f0eef72e79026e37b83/chainable_api.go
https://github.com/rails/rails/blob/ba468db0bdc880c694df091b5800d114e963eff0/activerecord/lib/active_record/relation/query_methods.rb
https://www.prisma.io/docs/orm/overview/introduction/what-is-prisma
https://book.hacktricks.xyz/pentesting-web/file-inclusion
https://docs.python.org/3/library/urllib.parse.html
https://github.com/flatt-security/mini-ctf/blob/4617ed92e9bfe2c7600f3afb584e27dc0155d48c/2023-11-speedrun/001/server.py
https://github.com/yandex/gixy
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https://pkg.go.dev/github.com/aws/aws-sdk-go/aws#Config.WithDisableRestProtocolURICleaning




