XEAROOTER

Grafana Lokl
ZIROHELD |

W

; @uesyn
P mt Il: @dkameneko1004



Profile

¥ B

e FIE: €w kSIS
e Twitter: @uesyn
o SHENSZDMeetupMEEAADF L




E Lab

v kSIS 4t / Z Lab Corporation
o 2015FE(CERIUINEY I —HKRASHD100%FS1t

o VI—D1VIIEBEICWUTCRD ¢V a1—3 4

e Kubernetes as a Service ZRI% - 12t

{®

N\



Loki& (& ?

e |Log Aggregation System

o Horizontally-Scalable

o Highly-Available
o Multi-tenant
e Grafana LabsMEMAREL D THRFE
o Grafana@i
e OSS
o https://github.com/grafana/loki
o E¥ldv1.2.0(2020/1/148552)
| |
| |



https://github.com/grafana/loki

—

7

(11

¢

e » Al 4

sl BHVEMoT=6
CHOHFEBAELEYT

https://Iwww.youtube.com/watch?time_continue=5&v=7n342UsAMo0


http://www.youtube.com/watch?v=7n342UsAMo0

LokilCcDUL\TT

e Like Prometheus, but for logs
o OJRRICEUTDLIICITS
m OJfAESTNEIRNIVICKD T ILIU VT
m IS5CERZEGrepD L DT DIAH

o OT%=EIITIVICIRD
o OJVZEREFRT D, HERBITOXISETFIMMEEFLEWV
o PrometheusD&EDICSANIVEMNEL COT®IRE



LokiZ= &\

Running Loki

Currently there are five ways to try out Loki, in order from easier to hardest:

e Grafana Cloud: Hosted Logs
Run Loki locally with Docker
Use Helm to deploy on Kubernetes
Build Loki from source

Get inspired by our production setup

For the various ways to run promtail , the tailing agent, see our Promtail documentation.

https://qithub.com/grafana/loki/blob/master/production/README.md#running-loki
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shOrez on 16 Aug Member +@

Single Process Loki is not just for trying it out.

You can definitely run Loki in this mode in production and even horizontally scale it, just all components at
once.

This might even be the easier approach to get it running in production
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Loglabels v  {app="kubernetes-diff-logger"}

Logs
15
10
5
1 Py
13:50 13555 14:00 1405 1410 1415 14:20 1425 1430 1435 14:40 14:45 14:50 1455 15:00 1505 15:10 1515 1520 1525 1530 1535 15:40
== unknown

Time @ Dedup E exact numbers  signature

Common labels: kubernetes-diff-logger kubernetes-diff-logger /var/log/pods/default_kubernetes.. kubernetes-diff-logger-64bcd7899.. default/kubern

logger default 64bcd78999 Limit: 1000 (18 returned)

2020-01-14 16:33:59 2020-01-14T07:33:59.785282136Z stdout F
2020-01-14 15:16:47 2020-01-14T06:16:47.152497091Z stdout F
2020-01-14 15:16:17 2020-01-14T06:16:17.526195753Z stdout F
2020-01-14 15:16:13 2020-01-14T06:16:13.507371775Z stdout F
2020-01-14 15:10:38 2020-01-14T06:10:38.140357041Z stdout F
2020-01-14 15:09:05 2020-01-14T06:09:05.108655411Z stdout F
2020-01-14 15:01:48 2020-01-14T06:01:03.941374601Z stdout F
2020-01-14 15:01:48 2020-01-14T06:01:03.941365588Z stdout F
2020-01-14 15:01:48 2020-01-14T06:01:03.941336838Z stdout F
F
E
F
F
F
F
F
F

020-01-14T07:33: 592"
:"2020-01-14T06:16:47Z", "verb":
020-81-14T06:16: 172", "verb “type":"deployment"
'timestamp" 020-01-14T06:16: 132" typ "deployment", "note. “alpine2" default"}
{"timestamp":"2020-01-14T06:10:382", "verb":"added", "type":"statefulset","notes":" [1","name": "prometheus", " namespace":"default"}
{"timestamp":"2020-01-14T06:09:05Z", "verb' “statefulset","notes":" [1","name":"prometheus","namespace": "kube-system"}
'timestamp" "prometheus”, "namespace" : "kube-system"}
{"timestamp" promtail”,"namespace":"default"}
{"timestamp"

efault"}
“default"}

"timestamp"
{"timestamp"
{"timestamp"

"deployment", "notes"
:"deployment”, "note:

namespace"
,»""namespace":
“alpine3","namespace":"default"}

2020-01-14 15:01:48 2020-01-14T06:01:03.941001642Z stdout
2020-01-14 15:01:48 2020-01-14T06:01:03.940995541Z stdout
2020-01-14 15:01:48 2020-01-14T06:01:03.940990149Z stdout
2020-01-14 15:01:48 2020-01-14T06:01:03.940983839Z stdout
2020-01-14 15:01:48 2020-01-14T06:01:03.940978204Z stdout
2020-01-14 15:01:48 2020-01-14T06:01:03.940970812Z stdout
2020-01-14 15:01:48 2020-01-14T06:01:03.940947349Z stdout "'2020-01-14T06:01:03Z", "verb' type":"deployment","notes": ’ “alpine","namespace":"default"}

2020-01-14 15:01:06 2020-01-14T06:01:03.940470718Z stdout 020-01-14T06:01: 032", "verb!' ,"type":"statefulset","notes":"[]","nam "loki","namespace": "default"}

2020-01-14 15:01:06 2020-01-14T06:01:03.837882283Z stderr F WO114 06:01:03.837575 1 client_config.go:541] Neither --kubeconfig nor --master was specified. Using the inClusterConfig. This might not work.

020-01-14T06:01:03Z", "verb'
020-01-14T06:01: 032"

"deployment" , "note:
"deployment", "notes" kube-system"}
"deployment","notes":"[]","name":"kube-state-metrics","namespace": "kube-system"}
"type":"deployment","notes":"[]","name":"kubernetes-diff-logger", "namespace":"default"}
“grafana default"}

"kube-system'"}

type"

020-01-14T06:01:03Z", "verb'
2020-01-14T06:01: 032", "verb

VVVVVVYVYVVVYVYVVYVYVYVYY




GrafanaiE

w1 R— RO EE TR~

Log Panel/® Grafana v6.4+ CHIFRIAE

@) document: https://grafana.com/docs/grafana/latest/features/panels/logs/

I 2019-09-30
| 2019-09-30

| 2019-09-30

2019-09-30
| 2019-09-30

| 2019-09-30

15:24:33

15:24:33

15:24:33

15:24:33

15:24:33

15:24:33

t=2019-09-30T13:24:33+0000 lvi=info msg="Alert Rule returned no data" logger=alerting.evalContext ruleld=
29 name="Data channel RTT latency alert" changing state to=ok

t=2019-09-30T13:24:33+0000 lvi=info msg=Requesting logger=data-proxy-log url=https://management.azure.co
m/subscriptions

t=2019-09-30T13:24:33+0000 lvi=info msg="Using token from cache" logger=data-proxy-log
t=2019-09-30T13:24:33+0000 lvi=eror msg="Alert Rule Result Error" logger=alerting.evalContext ruleld=302
name="(NY) xo7-1bpp-01 - disk alert" error="Could not find datasource Data source not found" changing sta
te to=alerting

t=2019-09-30T13:24:33+0000 lvi=eror msg="Alert Rule Result Error" logger=alerting.evalContext ruleId=299
name="(NY) xo7-1lbpp-01 - CPU alert" error="Could not find datasource Data source not found" changing stat
e to=alerting

t=2019-09-30T13:24:33+0000 lvi=eror msg="Alert Rule Result Error" logger=alerting.evalContext ruleld=296
name="(NY) xo7-lbpp-01 - conntrack alert" error="Could not find datasource Data source not found" changin
g state to=alerting



https://grafana.com/docs/grafana/latest/features/panels/logs/

GrafanaE#EE~Automatic Annotations~

o O EEMIICPanelNAnnotation& U CT{\IE50OJaE

[Template.Spec.Containers.slice[0].iImage:
grafana/loki:master-a5765b5 !=
grafana/loki:master-fd25e6d]

11/21 08:00 11/21 12:00 11/21 16:00 11/21 20:00

https://grafana.com/blog/2019/12/09/how-to-do-automatic-annotations-with-grafana-and-loki/



https://grafana.com/blog/2019/12/09/how-to-do-automatic-annotations-with-grafana-and-loki/
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Logging architecture
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https://grafana.com/blog/2018/12/12/loki-prometheus-inspired-open-source-logging-for-cloud-natives/
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Like Prometheus, but for logs.
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Like Prometheus, but for logs.
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promtail.yaml




promtail.yami

e ServiceDiscovery CHEIIICH —T v ~OOT & EHH
o ScrapeConfigs CEH
e Relabeling TOJX Y —LICSINLZ[NET S



. server:
http_listen_port: 9080
prOI I lta I | -yal I l | grpc_Llisten_port: 0
positions:
filename: /tmp/positions.yaml

clients:
- url: http://localhost:3100/1loki
/api/vl1l/push

scrape_configs:
- job_name: system
static_configs:
- targets:
- localhost
labels:
job: varlogs
__path__: /var/log/*log



server:

] i iy :
promtail.yaml | i o

positions:
filename: /tmp/positions.yaml

Promtail A& (CBE T S ERTE clients:
- url: http://localhost:3100/1loki
/api/vl1l/push

scrape_configs:
- job_name: system
static_configs:
- targets:
- localhost
labels:
job: varlogs
__path__: /var/log/xlog



server:

] i iy :
promtail.yaml i o

positions:
filename: /tmp/positions.yaml

PositionT 7 1 JUICRE T BE%7E clients:
- url: http://localhost:3100/1loki
/api/vl1l/push

scrape_configs:
- job_name: system
static_configs:
- targets:
- localhost
labels:
job: varlogs
__path__: /var/log/xlog



. server:
http_listen_port: 9080
prOI I Ita I | |ya| I l | grpc_Llisten_port: 0
positions:
filename: /tmp/positions.yaml

LokiD-1 2RI 2 AAD clients:
4+ — I - url: http://localhost:3100/1loki

scrape_configs:
- job_name: system
static_configs:
- targets:
- localhost
labels:
job: varlogs
__path__: /var/log/*log



. server:
http_listen_port: 9080
prOI I Ita I | |ya| I l | grpc_Llisten_port: 0
positions:
filename: /tmp/positions.yaml

A—Twv DOEBICRET BE%E clients:
- url: http://localhost:3100/1loki
/api/vl1l/push

scrape_configs:
- job_name: system
static_configs:
- targets:
- localhost
labels:
job: varlogs
__path__: /var/log/*log




scrape_configs:

EoEETVTIVILIEB

scrape_configs:
- job_name: system
static_configs:
- targets:
- localhost
labels:
job: varlogs
__path__: /var/log/*xlog



scrape_configs:

scrape_configs:
- job_name: system

o2&V Y TIVILER static_configs:
__path__[cEEEULU/I I\ XEEEBT S - targets:

— localhost
localhost @ /var/log/*log 7& labels:
OO L1~ E— job: varlogs

__path__: /var/log/*xlog




scrape_configs:

\ scrape_configs:
ServiceDiscovery & Z%AH | H Bl &E - job_name: kubernetes-pods
Kubernetes_sd_conftigs:

B P role: pod




scrape_configs:

relabel_configs ToNJLZEMI

scrape_configs:
- job_name: kubernetes-pods
kubernetes_sd_configs:

rale: nod

>

relabel_configs:

source_labels:

- __meta_kubernetes_pod_label_app
target_label: app

source_labels:

- __meta_kubernetes_pod_node_name
target_label: hostname




scrape_configs:

scrape_configs:
- job_name: kubernetes-pods
kubernetes_sd_configs:

POdG)UID"bj D;T%D\B - _role: pod

O 71RO L1 relabel_configs:
\> - source_labels:

- __meta_kubernetes_pod_uid

- __meta_kubernetes_pod_container_name
replacement:/var/log/pods/*$1/*.log
separator: /

target_label: __path__
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pipeline_stages

- match:
selector: '{name="jaeger-agent"}'
e pipeline_stages ft;f‘giif
o HUS L/K.Dg@{ =L - =R/ I 3D expressions:
o LoglLevel &S AJLMValuelc level: level
— “ components: components
o HTTPOXRXF7—HXR1—R%& - labels:
level:

ZAN\JbMDValuelc
components:



{511

- job_name: kubernetes-pods—-name
kubernetes_sd_configs:
pipeline_stages:

- match:
selector: '{name="promtail"}'
stages:
- regex:
expression: '.xlevel=(?P<level>[a-zA-Z]+) .xts=(?P<timestamp>[T\d-:.Z]*)"'
- labels:
level:
component:
- timestamp:
format: RFC3339Nano
source: timestamp



{511
selector Crp&LBdOT = I5E

- LogQuery

- job_name: kubernetes-pods—-name
kubernetes_sd_configs:
pipeline_stages:

- match:
selector: '{name="promtail"}'
STages:
- regex:
expression: '.xlevel=(?P<level>[a-zA-Z]+) .xts=(?P<timestamp>[T\d-:.Z]*)"'
- labels:
level:
component:
- timestamp:
format: RFC3339Nano
source: timestamp



{511

BStageC EICNMIZEITS

- job_name: kubernetes-pods—nam
kubernetes_sd_configs:
pipeline_stages:

- match:
selector: '{na 'promtail"}'
stages:
expressipn: '.xlevel=(?P<level>[a-zA-Z]+) .xts=(?P<timestamp>[T\d-:.Z]*)"'
level:

componentk:

format: RFC3339Nano
sourcer " timestamp



{511

regex:
OO XU —LICN U CIERRIBTEERS

- job_name: kubernetes-pods—-name
kubernetes_sd_configs:
pipeline_stages:

- match:
selector: '{name="promtail"}'
angpqz
- regex:
expression: '.xlevel=(?P<level>[a-zA-Z]+) .xts=(?P<timestamp>[T\d-:.Z]*)"'
— 1lahelc:
level:
component:
- timestamp:
format: RFC3339Nano
source: timestamp
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regex:
OO XU —LICN U CIERRIBTEERS

# ERRE

expression: '.xlevel=(?P<level>[a-zA-Z]+).*ts=(?P<timestamp>[T\d-:.Z]x*)"

# Oy

level=info ts=2020-01-14T23:44:05.12674019Z caller=tailer.go:77
component=tailer msg="start tailing file"
path=/var/log/pods/monitoring_prometheus-k8s-0_a993e0a4-e7a2-44bb-8716-c92d4
d24ale5/prometheus-config-reloader/0. log



11
4 level 28R L T

# ERRE

expression: 'l.xlevel~(?P<level>[a-zA-Z]+).*ts=(?P<timestamp>[T\d-:.Z]*)"

TR W =

T -y

level=info ts=2020-01-14T23:44:05.12674019Z caller=tailer.go:77
cempenent=tailer msg="start tailing file"

path=/var/log/pods/monitoring_prometheus-k8s-0_a993e0a4-e7a2-44bb-8716-c92d4
d24ale5/prometheus-config-reloader/0. log



{511

N> CADIERKRIRIC—HT BEZ

ZH¥ <level> (CHEHA

# ERRE

expression: '.xlevelr(?P<level>[a-zA-Z]+) |*ts=(?P<timestamp>[T\d-:.Z]x*)"

# O%

level=info 1s=2020-01-14T23:44:05.12674019Z caller=tailer.go:77
compéerent=tailer msg="start tailing file"
path=/var/log/pods/monitoring_prometheus-k8s-0_a993e0a4-e7a2-44bb-8716-c92d4
d24ale5/prometheus-config-reloader/0. log



{511

# ERRE

expression: '.xlevel=(?P<level>[a-zA-Z]+) .*ts=(7P<timestamp>[T\d-:.Z]x*)"

# OF

level=info ts=2020-01-14T23:44:05.12674019Z caller=tailer.go:77
component=taiter msg='"start tailing file"
path=/var/log/pods/monitoring_prometheus-k8s-0_a993e0a4-e7a2-44bb-8716-c92d4
d24ale5/prometheus-config-reloader/0. log



{511

N> CADIERKRIRIC—HT BEZ

B <timestamp> (CH&HA

# ERRE

expression: '.xlevel=(?P<level>[a-zA-Z]+).*ts5(?P<timestamp>[T\d-:.Z]x*)/

# OF

level=info ts=2020-01-14T23:44:05.12674019Z caller=tailer.go:77
component=taiter—msg='start—taiting—Fite!
path=/var/log/pods/monitoring_prometheus-k8s-0_a993e0a4-e7a2-44bb-8716-c92d4
d24ale5/prometheus-config-reloader/0. log



{511

label:
ZEDOEITSANIVICEBEOEE

- job_name: kubernetes-pods—-name
kubernetes_sd_configs:
pipeline_stages:

- match:
selector: '{name="promtail"}'
stages:

expressien+i— .xlevel=(?P<level>[a-zA-Z]+) .xts=(?P<timestamp>[T\d-:.Z]*)"'

level:

component:
——Tmestanmp

format: RFC3339Nano

source: timestamp



1511 label:
level=info
timestamp=2020-01-14T2:--
MEAI NS

# IERRE
expression: .*1eve1=(?P<1eve1>[a—zA—Z]+).*Ls=(?P<timestamp>[T\d—:.Z]*)

p—

—

S=2020-01-14T23:44:05.12674019Z
. . —

level=info

caller=tailer.go:77

path=/var/log/pods/monitoring_prometheus-k8s-0_a993e0ad4-e7a2-44bb-8716-c92d4
d24ale5/prometheus-config-reloader/0.log
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timestamp:
BBREDHECIHT LRIV T=EE

- job_name: kubernetes-pods—-name
kubernetes_sd_configs:
pipeline_stages:
- match:
selector: '{name="promtail"}'
stages:
- regex:
expression: '.xlevel=(?P<level>[a-zA-Z]+) .xts=(?P<timestamp>[T\d-:.Z]*)"'
- labels:
level:

component:
- timestamp:
format: RFC3339Nano

source: timestamp






5112

- match:
selector: '{name="sample-app"}'
stages:
- json:
expressions:
remote: remote_1p
status: status
—taoets:
remote:
status:

1=
-

RIA

son

- docker
- Cri
&L & IEERIBE
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- match:
selector: '{name="sample-app"}'

fta}gesi jSOﬂ t‘—\a;);h,(g“\
JSZ;;‘)ressions: L] 7\J:0)Key5 E%*Eﬁgﬂﬁg

remote: remote_ip
STatusST Status

- labels:
remote:
status:
{"time":"2020-01-15T09:33:38.375111489Z2","id":"" | "remote_1ip":"10.42.29.199","host"
:"10.42.38.19:8080","method" : "GET" ,"uri":" /health","user_agent":"Go-http-client/1.
1","status":200,"error":"","latency":42187,"latency_human":"42.187

us","bytes_1in":0,"bytes_out":2}
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- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
expression: ".x(?P<panic>panic: .x)"
- metrics:

- panic_total:
type: Counter
description: "total count of panic"
source: panic
config:
action: 1inc
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il

‘panic’ BEENZOIE:

- match:
selector: '{app="some-app"} != "info"'
stagess
- regex:
expression: ".x(?P<panic>panic: .x)"

.
— mAat i ma ~ e
(LA =y s xs oy

- panic_total:
type: Counter
description: "total count of panic"
source: panic
config:
action: 1inc
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metrics:
NAILARI D R ETES

- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
exnression: " _*x(?P<nanic>panic: %)
- metrics:

- panic_total:
type: Counter
description: "total count of panic"
source: panic
config:
action: 1inc
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- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
expression: ".x(?P<panic>panic: .x)" I
- metrics: — X I\ J QZ%

- panic_total: 4
type: Counter
description: "total count of panic"
source: panic
config:
action: 1inc
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- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
expression: ".*x(?P<panic>panic: .x)" |
o XD RDE AT

- panic_total: /

type: Counter
dgescription: “total count of panic"
source: panic
config:
action: 1inc
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- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
expression: ".x(?P<panic>panic: .x)" Z=HH
- metrics: n5ﬂ }a

- panic_total: /

tvpe: Counter
description: "total count of panic"
sourcer panic
config:
action: 1inc
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- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:

expression: ".x(?P<panic>panic: .x)" X FUQZE’E{EE'@'%

- metrics: — .
- panic_total: &#&E;EKE
type: Counter
description: "tot unt of panic"
source: panic
contig:
action: 1inc
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- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
expression: ".x(?P<panic>panic: .*)" 3 IREAT W — =
| o NEDEBICY v F LIS
- panic_total: 1?97973 JEJ:EKE

type: Counter .
description: "tot Ont of panic" € INC: ’I’\JQ X I\
source: panic
config:
action: 1inc
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- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
expression: ".x(?P<panic>panic: .x)"
- metrics:

- panic_total:
type: Counter
description: "total count of panic"
source: panic
config:
action: 1inc



{53 promtail/metrics T
‘oromtail_custom_’ D\5I15E S
ARYDZINEREIND

- match:
selector: '{app="some-app"} != "info"'
stages:
- regex:
expression: ".x(?P<panic>panic: .x)"
- metrics:

- panic_total:
type: Counte
description: "to
source: panic
config:

action: 1inc

count of panic"

promtail_custom_panic_total
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https://aithub.com/arafana/loki/tree/master/docs/clients/promtail
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