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Kubernetes as a Service
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‘ Self-healing & Scaling

Kubernetes open StaCk®
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(Cloud Native Computing Foundation)
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Selt-healing

Horizontal scaling

Service discovery and load balancing
Automated rollouts and rollbacks

Storage orchestration
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‘ Cloud-Native Storage
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https://github.com/cncf/landscape

AML—=YBEDOYIRN— ~EEE

» Kubernetes vl.o ('17/3) » Kubernetes v1.12 ((18/9)
- Dynamic Provisioning - Volume Snapshot (Alpha)
» Kubernetes v1.8 ('17/9) - Topology-Aware Volume

Provisioning (Beta)
»p Kubernetes v1.13 ('18/12)
- CS| (GA)
» Kubernetes vi.14 ('19/3)
- Local Volume (GA)

- Flex Volume

»p Kubernetesv1.9 ((17/12)
- CSI(Alpha)

» Kubernetes v1.10 ('18/3)

- Local Volume (Beta)
» Kubernetes vl.15 ('19/06)

» Kubernetes vl.11 ('18/0) |
o - CSI Volume Cloning (Alpha)
- Volume Resizing IZ' L ab
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VvV ¥V VvV VvV VvV VvV VvV VvV VvV VvV VvV VvV Vv VY

awsElasticBlockStore

azureDisk
azureFile
cephts
cinder
configMap
CSi
downwardAP]

emptyDir

fc(fibre channel)
flexVolume

flocker

gcePersistentDisk
gitRepo(deprecated)

VvV V¥V VvV VvV VvV VvV VvV VvV VvV VvV VvV V9vV VY

glustertfs
hostPath
ISCSI

ocal

nts

projected
portworxVolume
guobyte

road

scalelO

secret

storages
vsphereVolume
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‘ OperatorHub.io

» Kubernetes Operator®/X7YUw I LI AKNY
» 2019/3F

OperatorHub.io

x2019/73R#E

AFdV— SR

Q Search OperatorHub... Contribute v

Al/Machine Learning
Application Runtime
Big Data

Cloud Provider
Database

Developer Tools
Integration & Delivery
Logging & Tracing
Monitoring
Networking
OpenShift Optional
Security

Storage

Streaming & Messaging

| Amazon Web Services (1)
| Aqua Security (1)
AtlasMap (1)

Welcome to OperatorHub.io

OperatorHub.io is a new home for the Kubernetes community to share Operators. Find an

59

A akka

Akka Cluster Operator
provided by Lightbend, Inc.

Run Akka Cluster applications
on OpenShift.

aWs

st ]

AWS Service Operator
provided by Amazon Web

Services, Inc.

The AWS Service Operator

allows you to manage

existing Operator or list your own today.

Apache Spark Operator

provided by radanalytics.io

An operator for managing the
Apache Spark clusters and
intelligent applications

Camel K Operator
provided by The Apache

Software Foundation

Apache Camel Kisa
lightweight integratios

Aqua Security Operator
provided by Aqua Security, Inc.

The Aqua Security Operator
runs within Kubernetes cluster

and provides a means t

¥

CockroachDB
provided by Helm Community

CockroachDB Operator based
on the CockroachDB helm
chart

s v A-Z v
)
|
AtlasMap Operator

provided by AtlasMap

AtlasMap is a data mapping
solution with an interactive
web based user interf:

p=s N
-

Community Jaeger Operator
provided by CNCF

Provides tracing, monitoring
and troubleshooting

microservices-based

Al/Machine Learning
Application Runtime
Big Data
Cloud Provider
Database
Developer Tools
Integration&Delivery
Logging&Tracing
Monitoring
Networking
OpenShift Optional
Security
Storage

Streaming&Messaging

A
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ANL—=YDETIL

p X Y—Za2—MJIRETIL
- PersistentVolumeClaim
- PersistentVolume
- StorageClass
) EEEFEEI-—YOREZERUVILETIL

y) ANL—IVEBEDEEL LU TVolumeZ
AT FICHETY IV
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PersistentVolumeClaim(PVC)

» VolumeDEXT#RZXRT Y —X
- Storage type (StorageClass4)

- Volume size

- Access mode

AccessMode =t AR

ReadWriteOnce 1D®Nodeh5Read/Write Y IV MNTE3

ReadOnlyMany #E#dNodehS5Read OnlyTY IV MTES

ReadWriteMany #E#®dNodeh5Read/Write VYUY M TES

24 E Lab



PersistentVolume(PV)

» Volumezzxkxd Y —X

- Storage type (StorageClass#)
- Slze
- Access modes
- Reclaim policy
- Retain
- Recycle

. Delete

25 E Lab




StorageClass(SC)

» ANL—=YT—)LaRIETI

- Name

- Reclaim policy

- Provisioner
» Provisioneri’ A L —IEED
APIZEOH U

20



CSl(Container Storage Interface)

» AT FA—T AL — 3 VAT OEELER
» Kubernetes TldEStorageClass®Provisioner®1 > % —7 t—X & U TR
» 201 7F12BICTKFRHDINT Iy )Y —X

» FEQROAVTFA—TANL—2 3 DA
(Kubernetes, CloudFoundry, Mesos, Docker, etc)

» Kubernetes®Y —XYW ) —(in-tree) TEEEINTW =AML —IEEIC
FEET DEEN, IrdXVY THBICHR/IRMTT 5 &EHVA8EE

CONTAINER
STORAG
INTERFACE

27 E Lab



CSID 7 —FT7 7 FF

D

master

Master

" Controller @ g
_ Manager je—

A

o

_ Server

ode

N

DaemonSet

o

IUDS
ADS IProlgggg%ion

/---/sockets/

/var/lib/kubelet/pods

Kubelet

StatefulSet

EmptyDir Volume

UDS —— ,4;0(UDS)

External Component - Created by Kubernetes team
External Component - Created by 3rd Party Vendor



ANL—DFEWNA

» VolumeDEID HTICIFKEL2DDHEE
» Manual Provisioning

- BIEEMN StorageClass & PersistentVolumeZzZEg/i1iCT 7O

-

» Dynamic Provisioning
- BIE¥E (FStorageClassD A ZEHi I £

- 1—HYHPersistentVolumeClaimz=>F 04149 5 &
PersistentVolumeh B B4R

29
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‘ Dynamic Provisioning
ﬂﬁz ;'DLIWW

containers:
- name: mysdl
image: mysqgl:5.7.22

volumeMounts:
- name: mysgl-data
mountPath: /var/lib/mysql
volumeClaimTemplates:
- metadata:
name: mysqgl-data
Spec:
accessModes: ['ReadWriteOnce"]
storageClassName: gold
resources:
requests: \
storage: 1Gi

30



‘ Dynamic Provisioning

-
I
n ~
“ g
spec:
containers:

- name: mysdl
image: mysqgl:5.7.22

volumeMounts:
- name: mysgl-data
mountPath: /var/lib/mysql
volumeClaimTemplates:
- metadata:
name: mysqgl-data
spec:
accessModes: ['ReadWriteOnce"]
storageClassName: gold
resources:
requests:
storage: 1Gi

-

2. Create PVC

31



‘ Dynamic Provisioning

-
I
g &
-
43 5
Spec:
containers:

- name: mysdl
image: mysqgl:5.7.22

volumeMounts:
- name: mysgl-data
mountPath: /var/lib/mysql
volumeClaimTemplates: 3 SeleCt SC
- metadata:
hame: mysql-data
spec:
accessModes: ['ReadWriteOnce"]
storageClassName: gold
resources:
requests: \_
storage: 1Gi

32



‘ Dynamic Provisioning

-
I
g &
-
9 =
Spec:
containers:

- name: mysdl
image: mysqgl:5.7.22

volumeMounts:
- name: mysgl-data
mountPath: /var/lib/mysql
volumeClaimTemplates:
- metadata:
name: mysql-data 4. Create Volume
SpPec:
accessModes: ['ReadWriteOnce"]
storageClassName: gold

Storage

resources: provisioner
requests: \_ J
storage: 1Gi

33



‘ Dynamic Provisioning

-
I
g &
-~
14— 5
Spec:
containers:

- name: mysdl
image: mysqgl:5.7.22

volumeMounts:
- name: mysgl-data

mountPath: /var/lib/mysq| 0.Create

volumeClaimTemplates:

- metadata: PV
hame: mysql-data

spec:
accessModes: ['ReadWriteOnce"]
storageClassName: gold
resources:
requests: \_
storage: 1Gi

OS5

5.AssIgn

Storage

34



‘ Dynhamic Provisioning

ﬁ
HL:A & .$ Container <,
S V\/
——
Spec: t
containers:

Contalner
Runtime

OS5

- name: mysdl
image: mysqgl:5.7.22

volumeMounts:
- name: mysql-data
mountPath: /var/lib/mysql
volumeClaimTemplates:
- metadata:
hame: mysql-data
spec:
accessModes: ['ReadWriteOnce"]
storageClassName: gold
resources:
requests:
storage: 1Gi

Storage




Rolling Update

» O—D >0 7y 77— Mk DPoddE1ER

» PersistentVolume & PersistentVolumeClaim EB{ER = 11738 LY
» DFD, AML—YREDVolumebHIBRS 1178 L

» Volumelc Xt U detach/attachh sE17

36



Rolling Update

Node A Node B

Volumel Volume?2

Node C



Rolling Update

Node A Node B

Detach
— —
— —
Volumel Volume?2

Node C




Rolling Update

Node A Node B

Attach

Volumel Volume?2

Node C




Rolling Update

Node A Node B

Volumel Volume?2

Node C



Rolling Update

Node A Node B

Volumel Volume?2

Attach

Node C



HHEE T Local Volume

Node

» Kubernetes v1.147CGA

» NodeDAEDiskODT+4 L 27 MU %
Podmh b ~¥ 7Y K~

» AERA N L —YDHE ERERIC
SC,PV,PVCZ{E > TRk

» NodefEEVHIFRIG E TRELIET —
Qb\‘ﬁUKﬁ?éh%gtk/ﬂ:E

» Pod®DNodeBZ &) X It ASA]
» Dynamic Provisioningld &t R—
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HgE2: Volume Snapshot

Podh 5 PodHh 5
» Kubernetes v1.1 2 C TAlpha N Z5"Hello” % & E A H NZ5”"World” =& = A H T

» VolumeSnapshotClass. @
VolumeSnapshoth #& %

» VVolumeSnapshotz 7 7041 9 %
Z & T, PersistentVolume® 77—
YEAFTv T3y bh&EUTRRFE

» JAKMZIEPVCICT
VolumeSnapshotZ dataSource

& L TIETE UPersistentVolume#%
3%

gn WEN

N

l~—’
Volume

Snhapshot

‘snapshotter
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ANL—YDIATLRKE

» Public CloudDHY—EXTIFRANL—IH—E IHEH

- AWS EBS Volume, Azure Disk, AzureFile, GCE Persistent Disk etc

» Private Cloud Tl >V 7 2BEENANL —I %% g

» I—H(EFRXANL—I DG LU THE

y» AT—KNTIVGBTZ 7= g %% - BelcKubernetes BT
F{ESEBHIc. BEFICIFAMNL—YDOHEBHADNHNE

- Kubernetes®#Ii+ A ML — O R0

15 |Z| Lab
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1. Rolling Update

Rolling Update

Automatic
node path switching nod &

Volume

47

» PodhVEB1ERL T 5 214k

- Rolling update

|—'—|

- IZE ] etC

» BB1ERLT D15
- [A—Node

- RlINode

» Detach/Attach® BE




S it V2

» Detach/Attach AL —> 3 >V D4%EE

- —Elc%EDDetach/AttachAXRL —> 3 YIEFUH L
(B Z X 110 pods/nodeh’TVolumeF->TWB &)

- ERESETH > eln-BandARL —2 3 D
RyZBEEY MTEKB/INRYDEZ I Storage
Kubernetes Tl HA R (e.g. SCSI VPD83)

» NYILFINAKTE
- Non-disruptive/dt] D & 2 TlEmnE

- Node;B ks ic EIBE DR LT/ CRRE
NTENIERY —

Nodel Node?2

| | In-Band

Out-of-Band

48



2. Locking
» HiR— K LU TUWLWSAccess Modes

- ReadWriteOnce
- ReadOnlyMany

- ReadWriteMany
» Block X b L — (3 LockZ =7 L)
» EIRFICT DDVolumellEEAH%Z
T2>&ET—YREBEDERMED D

IZ' Lab




et > K2

y Hh— N9 BAccess ModeszF v
- Lock®fHI L WP YU o — 3> TldReadWriteManyZz & 7 5 N &

y SRILYTFDOFFU4S— 3> (e.g. RDB)H
JOYhIYVROD7Z I —2 3> (e.g. Web front) D £ 5 5 TLockliE
SN TWBShZzFowv

- 70YbhIVROF7 7)Y — 3 Tlockillifld 5 —EXDIFEIE
ReadWriteMany (& (7 2 N &=
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‘ 3. Security

» NDBRI—YHoD77ERIFEILE

» B Kubernetesh ' 5IRIETIEKubernetesgB 5 TD
Ot XAY MO—)UIEAT]

Kubernetes 1 ﬁ % Kubernetes 2

@@@@@@ o,

o,
DO

Allow O O

Deny
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et > K3

» ANL—YDNILFTF > hTKubernetesH#ED 77 X=1> NAO—)L
- A bhbA—-ILTESD )Y —XZHEFR (e.qg. volume, port, node’s IP/IQN)
» T+ > KNDACLICNode®DIP(or IQN)A EEFEF TETNIEINRNSY —

@@@@@%ﬁ

Kubernetes 1 Ny~ Kubernetes 2
QO0000C

O] =

Tenant A Tenant B &
= Storage
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4. Quota

y BRFEI—HICKBUY —ADE

» Thin PfOVlSlonmg Volume® & 5 IC¥)IBSSD/HDDZHEF I %155

tI:T_ [CEE =

. Kubernetes 1

Too much
use

00 o

W ==t

ik

0000

&

Write Error
(Can’t assign physical HDD/SSD)
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=L = —I—9 /]/ N I\
» Quotaz{EW7D 1T TEXE
Kubernetes®Storage Resource Quota

» Kubernetes® Quota i

I — A= | ==
- Namespacef& TDHIR requests.storage PlamespaceRId=TPVED
T XDEET
» AL — *‘/“UDC)uota persistentvolumeclaims NamespaceNDPVC D %L
S e N B <storage-class-name>. REDSCHSEIDZH TSN
- Kubernetes# CD ”lJ IZ—X storageclass.storage.k8s.io/ NamespaceNDETDPVCD
o _ requests.storage 14 XADEET
- Volume¥PoolD 1 XHlR <storage-class-name>. N o
. TFEDSCHHEIDHTEN
storageclass.storage.k8s.io/

= Volumed)ilﬁ’%‘ﬁ@%U IK_X persistentvolumeclaims NamespacePIDPVC O
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5. Value

p» ANL—YICIFRRIEY A THFE
77247 AEm (ASICH]A)
- SDS(Software Defined Storage)
- CloudNative Storage
» —K—%8
y» BT — Y ZR/EDANL—IDHT

HiN— NI 5 EHEETP
JAARNEBROYURATHD
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=r.,— O
SET/N1T > RS
»ﬁﬁgér 5 DMED BE &

— Y OMEICIHU. & D StorageClass%
15\b\/\H7b\7FXX><

p ANL—=YDIAKMIRIREBUKSZHD(7?

®

ceph

LERIAE

$ kubectl get sc
NAME PROVISIONER

Gold A/provisioner
Silver SDBS/provisioner
) Bronze CNS/provisioner

L . Rl
o 8 [
GLUSTER  Operess ROOK
SDS CloudNative Storage
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*x <

» v N TN TDEH,
» Kubernetes[@lF A ML —IFODSDDRA >V~
1. Rolling Update

2. Locking
3. Security
4. Quota
5. Value

» VMMIES U fo s

Kubernetes TD X kL —IZIBAN

HE AT —KT7IL7 7Y DVMANDBITIFEER - /-

=P H2018FE X DIRAICIEZTE TLWSEIR

» Container ¢OE

N{EE
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We are Hiring!

Kubernetes, Docker, Prometheus, Golang, etc.
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