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¥ 9°1% plan % JSON |(Z

e plan #EER%Z JSON [CT B & T BEMNS

e terraform plan -out plan.tfplan

* terraform show -json plan.tfplan | conftest test -



Terraform plan @ JSON

"resource_changes": | VY —RAELZNICHTHIEE—R

c
{

"address"”: "aws_iam_policy.FooPolicy",
"mode”: "managed"”,

I — [
"type": "aws_iam_policy", )Y —ADIFHER

"name”: "FooPolicy",
"provider_name": "aws",
"change”: {

"actions": [

"no-op" IMZ%i&{E (create, update 73 &)

1.
"before": {

"arn": "arn:aws:iam: :12345678:policy/FooPolicy"”,
"1d": "arn:aws:iam: :12345678:policy/FooPolicy”

¥

"after”: { | . | ZHR/ZEERDINRE
"arn”: "arn:aws:iam: :12345678:policy/FooPolicy”,

"1d": "arn:aws:iam::12345678:policy/FooPolicy”
},

"after_unknown": {}
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» Tresource type ' security group T. port H

TIA =23 DH1ETH H L violation
violation/deny/warn @ prefix 221} %

violation_port_full_open[msg] {

resource := input.resource_changes[_]

resource.type == "aws_security_group_rule”

block := resource.change.after.rule.cidr_blocks[_]

contains(block, "0.0.0.0/0")
msg := "port full open”
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» e.g. FFE D resource type ORFDHERAI %

« FLDHNIZ & security group DR ITEHEYT 5 E
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function Z{£ - 7-HENIE

violation_port_full_open[msg] {
resource := input.resources("aws_security_group_rule")[_]

block := resource.change.after.rule.cidr_blocks[_]
contains(block, "0.0.0.0/0")
msg := "port full open”

}
2 I|FHL > 7= type IC

resources(type) = all { WTREZHDEITEET
all := [nhame |
name:= 1hput.resource_changes[_]
hame.type == type
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« HBALIEFRA D package Z1E> TH K

package base

1mport input as tfplan

resources(type) = all {

all := [name |
name:= tfplan.resource_changes[_]
hame.type == type
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package tmp
1mport data.base

violation_port_full_open[msg] {
resource := base.resources("aws_security_group_rule")[_]

block := resource.change.after.rule.cidr_blocks[_]
contains(block, "0.0.0.0/0")
msg := "port full open”

HiENIBHED package Z import

base.resources CIHEUHESLSIC
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 There is no rule without exceptions
¢« FEDYY —REFIL—ILDR™RANIC U TcWT —ADFE




“exception” Z{E > THIA XTI

e FINDOTY VICHTIEFER->FZA. rules TIEEULLD
O) (lif\\\*/bé n%
« DUFTIE “deny_foo”, “violation_foo” 7 EMNVEHRE NS

exception[rules] {

rules — ["fOO","bGF"]
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FZ kD (violation 234 —X)

test_port_full_open {
plan =
resource_changes:
- hame: some_rule
type: aws_security_group_rule
change:
actions:
- create

after: 2)A=T2ICHE>TVWADT

rule: violation [CT&5 2 &Z TR B
cidr blocks:

-10.0.0.0/0

1nput := yaml.unmarshal(plan)

violation_port_full_open["port full open"] with input as input
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test_port_full_open {
plan =

resource_changes: plan @ JSON &RUIEET

- hame: some_r‘ule. FARNF—YEER
type: aws_security_group_rule

change:
actions:
- create
after:
rule:
cidr_blocks:
- 0.0.0.0/0

input := yaml.unmarshal(plan) _v;t:fls ;_:2_3;;%
7T T —

violation_port_full_open["port full open"] with input as input
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test_port_not_open {
plan =
resource_changes:

- hame: some_rule
type: aws_security_group_rule
change:

actions:
- Ccreate
after:
rule:
cidr_blocks:

-1 8.8.8.8/32

1hput := yaml.unmarshal(plan)

not violation_port_full_open["port full open”] with input as input
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test_port_not_open {
plan =
resource_changes:

- hame: some_rule
type: aws_security_group_rule
change:

actions:
- create
after:
rule:
cidr_blocks:

-1 8.8.8.8/32

1nhput := yaml.unmarshal(plan)

hot violation_port_full_open["port full open”] with input as input
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test_get_another_user_denied {
not allow with input as {"path": ["'users”, "bob"], "method": "GET", "user_id": "alice"}

5| F: https://www.openpolicyagent.org/docs/latest/policy-testing/
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e LML JSON ZEEEK EFEWVWT —AHZ L

e IR7E(L yaml TE LT yaml.unmarshal L TW3

"1l1fecycle": {

"preStop": {
"exec": 1
"command": |
"/bin/kill",
"_QUIT",
nyn
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« EED

T

e =

=]

F

[ trace(string) Z{ AL & TT/\y I

e "—trace’ A 7> 3 VI =T Conftest Z3E17

trace(sprintf("name: %v", [resource.name]))



