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Log Aggregation System
Horizontally-scalable
Highly-available

Multi-tenant Grd fGnG lOki
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LokiZBimd
Running Loki

Currently there are five ways to try out Loki, in order from easier to hardest:

e Get a free hosted demo of Grafana Cloud: Logs

Run Loki locally with Docker

Use Helm to deploy on Kubernetes

Build Loki from source

Get inspired by our production setup

For the various ways to run promtail , the tailing agent, see our Promtail documentation.

https://qithub.com/grafana/loki/blob/master/production/README.md#running-loki
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Like Prometheus, but for logs ) Bl {app="nginx’, env="dev"}
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loki&Cortex
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» Architecture

Loki mainly consists of three and a half individual services that achieve this in common. The high level architecture is
based on Cortex, most of their documentation usually applies to Loki as well.

Distributor
The distributor can be considered the "first stop" for the log lines ingested by the agents (e.g. Promtail).
It performs validation tasks on the data, splits it into batches and sends it to multiple Ingesters in parallel.

Distributors communicate with ingesters via gRPC. They are stateless and can be scaled up and down as needed.

I Refer to the Cortex docs for details on the internals. I

Ingester

The ingester service is responsible for de-duplicating and persisting the data to long-term storage backends
(DynamoDB, S3, Cassandra, etc.).

Ingesters are semi-stateful, the maintain the last 12 hours worth of logs before flushing to the Chunk store. When
restarting ingesters, care must be taken no to lose this data.

IMore details can be found in the Cortex docs. I

Chunk store
Loki is not database, so it needs some place to persist the ingested log lines to, for a longer period of time.
The chunk store is not really a service of Loki in the traditional way, but rather some storage backend Loki uses.

It consists of a key-value (KV) store for the actual chunk data and an index store to keep track of them. Refer to
Storage for details.

IThe Cortex docs also have good information about this. I

https://github.com/grafana/loki/blob/master/docs/lokiiREADME.md
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LogZFE &8 T(Chunk)ZChunk Store~
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B {%: https:/igrafana.com/blog/2018/12/12/loki-prometheus-inspired-open-source-logging-for-cloud-natives/

17



Distributor&ingester

Distributorl&a> S X7 kw512 &Y IngesterZiRE

o ©
Q
rr= e
Q o
Use consistent hashing to assign alogstream @
to an ingester. e @
o Q

U e

[Ei{&:https://grafana.com/blog/2018/12/12/loki-prometheus-inspired-open-source-logging-for-cloud-natives/ g



Chunk Store
loki B {ARI[EDB Tl 7L
2FE#5 ) Chunk Store

Index
AJRRD-ODEEATIIR
IRNIWIGE D AR T—3% R

Chunks
KOO %R
FIFA AT gE75DB
Index Chunks
Local Local
DynamoDB Cloud Storage
Bigtable S3

Cassandra

5

>

Distributor ]

)

S

Promta"]’) Grafana

i\
[
{

[

Ingester

@)

y
>

s
J

[(L[ Querier ]

[ Table Manager ]

19



loki®DRead Path
FRERHIDFRN

\

[ Promta”’)(%rﬁna
[[[ Dlstlilbutor\]
{

)

A 0
\
Ingester ]4 [ Querier

Chunk Store Chunk Store

(Index) (Chunks)

[ Table Manager ]

20



Querier

OJDUT)%Z11T5
ERD A [XIngester, £ LS EChunk Store

@)

Promta”,) Grafana

\

[

[E[ Distliibutor\]
[

)

B |

)
Ingester ]4 d Querier

Chunk Store Chunk Store

(Index) (Chunks)

[ Table Manager ]

21



Log®Retention

Table Manager! <& Y #il {E]

Table Manager

RetentionZ & I#
EARMIZindexE X &

@)

Promta”’) Grafana

i

[

[E[ Dist;ibutor\]
[

Ingester \1 ” . E
9 ) ‘L[ Querier ]

Chunk Store Chunk Store
(Index) (Chunks)

Table Manager

22



Table ManageriZd&k4Retention

Table level retention

schema_config:

. - = configs:
Retention|ZBH9 5% %E ~ from: “2018-04-15"
index:
index® "~ M period period: 12h
1 table M HAR prefix: index_
retention_deletes enabled
Retentionz & 129 5H table_manager:
retention_period retention_deletes_enabled: true
- retention_period: 24h
Retention® #AfH
UTDT—TILREINDS
RETIT1IITEDONTNST—I I 24h(retention_period) + 12h(period) = 2 table
1B ZE Dtable# (retention_period + period) RDR—TZDERTE DFI%EREA
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IndexX>ChunkA HIBRESN THEIBRER D DO HNSRTE S8 2 /T ? B FHE
LokiDF vy 1 DA ELEBMTETCELT HBATEEEA ..
Issue : Retention/Deleting old data doesn't work #881(C D A XfZRLTLNEHLLY)

,’ vukor commented 25 days ago Author  +@) -
-

After ~1 week I've check again logs and looks like deletion works correctly. Log data's age is ~ 24hrs
+ 30 minutes. Thank you, I'm going to resolve this issue.
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Single Process Loki is not just for trying it out.

You can definitely run Loki in this mode in production and even horizontally scale it, just all components at
once.

This might even be the easier approach to get it running in production

@ shOrez on 16 Aug Member +@ -

AVR—R UM BELTEIMN T R R AV ML (2019/9/178F R)
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Promtail DE&EIZDLVT

Prometheus D&% E & LKET-IE B
loki~ D #E#E A &
04 774 JLMTarget Discovery
O DOWNEIZEET HERTE F

- client:

positions:
filename: /run/promtail/positions.yaml
server:
http_listen_port: 3101
target_config:
sync_period: 10s
scrape_configs:
- job_name: job1
static_configs:

- job_name: job2
kubernetes_sd_configs:

;é/abe/_ configs:

pipeline_stages:
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Promtail DE&EIZDLVT

Prometheus D&% E & LKET-IE B
loki~ D #E#E A &
04 774 JLMTarget Discovery
O DOWNEIZEET HERTE F

- client:

positions:
filename: /run/promtail/positions.yaml
server:
http_listen_port: 3101
target_config:
sync_period: 10s
scrape_configs:
- job_name: job1
static_configs:

- job_name: job2
kubernetes_sd_configs:

;é/abe/_ configs:

pipeline_stages:
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Promtail DE&EIZDLVT

Prometheus D&% E & LKET-IE B
loki~ D #E#E A &
04 774 JLMTarget Discovery
O DOWNEIZEET HERTE F

- client:

positions:
filename: /run/promtail/positions.yaml
server:
http_listen_port: 3101
target_config:
sync_period: 10s
scrape_configs:
- job_name: job1
static_configs:

- job_name: job2
kubernetes_sd_configs:

;é/abe/_ configs:

pipeline_stages:
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static_configs

Service DiscoveryZ#| LA LVERE

labels TASIZDI+5SRLEETE

__path_ SRNILTAT DINREIRTE
TAIVEA—ZfEo1=3EEL A EE

static_configs:
- targets:
- localhost
labels:
job: someone_service
host: yourhost
__path__: /var/log/someone_service/*.log
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Promtail DE&EIZDLVT

Prometheus D&% E & LKET-IE B
loki~ D #E#E A &
04 774 JLMTarget Discovery
O DOWNEIZEET HERTE F

B8

- client:

positions:
filename: /run/promtail/positions.yaml
server:
http_listen_port: 3101
target_config:
sync_period: 10s
scrape_configs:
- job_name: job1
static_configs:

- job_name: job2
kubernetes_sd_configs:

;élabel_conﬁgs.'

pipeline_stages:
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kubernetes_sd_configsé&
relabel_configs

kubernetes sd_configs
Prometheus&EL
relabel configs
05 % "B Bl DAL
relabelz9 52L& T
SRS
AT RERZEDIATFHDER
A5 M PathgE etc...

kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: relabelmap
regex: __meta_kubernetes_pod_label_(.+)
- replacement: /var/log/pods/*$1/*.log
separator: /
source_labels:
- __meta_kubernetes_pod_uid
- __meta_kubernetes_pod_container_name
target_label: __path__
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Prometheus D&% E & LKET-IE B
loki~ D #E#E A &
04 774 JLMTarget Discovery
O DOWNEIZEET HERTE F
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- client:

positions:
filename: /run/promtail/positions.yaml
server:
http_listen_port: 3101
target_config:
sync_period: 10s
scrape_configs:
- job_name: job1
static_configs:

- job_name: job2
kubernetes_sd_configs:

relabel_configs:

pipeline_stages:
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pipeline_stages®stage

OJ&"HAER" OREICH L TRE
Prometheus®metrics_relabel configs|Z4H 4
K"stage" TOAJ IZX L THR A L ALE
045 %/\—AL T extracted map~

extracted map/h ibtimestampZz/3\—X

extracted mapMHINILDER etc...

pipeline_stages:
- json:
expressions:
log:
- json:
€XPressions:
output: msg
level: level
timestamp: time
hostname: hostname
- output:
source: output
- labels:
hostname:
level:
- timestamp:
format: UnixNs
source: timestamp
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extracted map[ZDULVT

|:|7“0) l:|:l %élﬁ—xbf—%%%map’\ {time: "xxxx", message: "yyyy", host: "zzzz"}
MapDHF BEES(2/8—R T B ELTRE

stagefd] Textracted maplZ£H "extracted mai y

time XXXX

message yyyy

host z77Z
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0%/ Zextracted map~

json stage
04 Hjsonfe X DIHE 1 ZF| B
regex stage

ERKRRANDGEEIZFIA

- Json:
EXPressions:
time:
- regex:
expression: " (?P<years\\d+)"
source: "time"
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extracted datah\ooINILITEH

labels stage
extracted maph ot 59 55N )LEER

"extracted map”

message

yyyy

stream_type

stderr

/

FTELEWLINILE

FtEShHINIL

|:> - labels: |:> stream: stderr
stream: stream_type

b\

fF5L1=LMEZE D extracted map®Dkey
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output stage

lokinAJ ELTIREFET DAV TUVEEIRT S

"extracted map”

content

yyyy

- output:

stream_type

stderr

|:> source: content

content@DvalueNAT ELTHREFESNS
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timestamp stage
extracted mapH D FA LRI TH#/N\—R

“extracted map”

timestamp 1562708916414

=)

- timestamp:
source: timestamp
format: UnixMs
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match stage
EHIZ—HLI-0T DHNIET S stageF KX TE
logql stream selector g &

https://qgithub.com/grafana/loki/blob/master/docs/querying.md#log-stream-selector
FI)ZEICH AR ERLLSEZEF

- match:
selector: "fapp=\"loki\"}"
stages:

48
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AT M ARNJOREERK

metrics stage
extracted map®DEZPrometheusD AR ELTH A
Counter Histogram M4

Gauge - metrics:
http_response_time_seconds:

type: Histogram
description: "length of each log line"
source: response_time
config:
buckets: [0.001, 0.0025, 0.005, 0.010, 0.025, 0.050]

Histogram
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EX5E K Astage

T4 ILETERESINTWLSEFILERE FHstage
docker
Cri
EFERIFaVTFISUAM L bEHEINSOT M5
BALRZUT
Ayt— DM
i A hSstdout, stderrhZstream>N)JLELTHRE F
HHiistageDRTEEXLELTEH, CNETTEYHATEZS

pipeline_stages:

- docker: {}
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Promtail D& ERERR(1/3)

RTEMEZEDT-HDwebserverzit &l

- client:

positions:
filename: /run/promtail/positions.yaml
server:
http_listen_port: 3101
target_config:
sync_period: 10s
scrape_configs:
- job_name: job1
static_configs:

- job_name: job2
kubernetes_sd_configs:

;é/abe/_ configs:

pipeline_stages:
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Promtail )& SERERR(2/3)

ail

Service Discovery

« kubernetes-pods-name (1/239 active targets)

kubernetes-pods-name [EIE
238 targets have been dropped, showing only the first 100 dropped targets as examples.
Discovered Labels Target Labels

__meta_kubernetes_pod_annotation_kubernetes_io_psp="promtai

__meta_kubernetes_pod_annotationpresent_kubernetes._io_psp:

_meta_kubernetes_pod_container_ini

—meta.kubernetes_pod. container_nam
__meta_kubernetes_pod_controller_kind="ReplicaSet" pod_template_hasl '686688bdf"

_meta_kubernetes_pod_controller_name="logscatter-with-promtail-7686688bdf"

_meta_kubernetes_pod_label_app="logscatter-with-promtail"

__meta_kubernetes_pod_label_name="logscatter-with-promtail"

__meta_kubernetes_pod_label_pod_template_hash="7686688bdf"
_meta_kubernetes_pod_labelpresent_app="true"
__meta_kubernetes_pod_labelpresent_name="true"
_meta_kubernetes_pod_labelpresent_pod_template_hash="true"
_meta_kubernetes_pod_name="logscatter-with-promtail-7686688bdf-sm9h5"
__meta_kubernetes_pod_node_namex="loki-perf-worker-9935475a-d7skt-demo-g9bzr-caas"

_meta_kubernetes_pod_phase="Pending"

_meta_kubernetes_pod_ready="false"

__meta_kubernetes_pod_uid="dc051981-1ble-4d16-86cd-72d15b1435fc"

_address_="10.30.96.81" Dropped: dropping target, no labels
__meta_kubernetes_namespace="kube-system"

_meta_kubernetes_pod_annotation_kubernetes_io_config_hash="6500339ed991dfecd0234d3ebcfebicd"

__meta_kubernetes_pod_annotation_kubernetes_io_config_mirror="6500339ed991dfecd0234d3ebcfebicd"

'2019-09-12T05:33:44.7438718672"

__meta_kubernetes_pod_annotation_kubernetes_io_config_seen="



Promtail ) &% ERERR(3/3)

Promtail

Targets

All  Unready

kubernetes-pods-name (1/1 ready) [ty

Type Ready Labels Details
File TRUE Positi
instance="logscatter-with-promtail-7686688bdf-sm9h5" | job="kube-system/logscatter-with-promtail" . PYT') on

: :
/var/log/pods/kube-system_logscatter-with-promtail-7686688bdf-sm9h5_dc05 12572

1981-1b1e-4d16-86cd-72d15b1435fc/logscatter/0.log 4991
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LTOURLESHR
https://grafana.com/blog/2019/07/25/lokis-path-to-ga-adding-structure-to-unstructured-logs/

https://qithub.com/grafana/loki/blob/master/docs/logentry/processing-log-lines.md
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