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Apple FEMZEMERIRITZL . Apple MBEITERNSBHREAR LA EMREANFTEELR, QIR T IS
BE.FR OAREURRFERERFEROR LM,

B MENRSESE Apple RE LEBBA . HEWNE, BEENAPRHESHREMENERNER AR, MM
SR PABERZEX—LRE R, H1U0, Apple RITHIRANZ2 RGN X BIL S MINEIRM 755, Bk,
RIRIPABRIERFNE=T App RIETLE2RE. &fE, RSRHTREELNNRGEFIG, BERILT =
RIPH App EERE, HRIE TBENXZNNZE, Eit, Apple REMURPIREREHE, ERPEMESAS,
BIERPEAM, M LR ERERMNZORS AT ERIE.

AN RERS S ENAEANEN, HRERE. METEANIRENBEXRNTEHINEASRIRRE

MmiEER. BF D 0T ID FEMMEILREREMIPESER S AN, MMEETAP AR, ATRZZ2MINE
ERNER T ERRE, BLRFS T BIILTERTRENRERE.

AFANR T ZEMRARTIINEENTE Apple FAPEUSII, FRZEBARE Apple FARERIPRARTIINEE
SHAESMBERNMEEES, NMHRARNEEZEMR K,

NEEED AUT/LNER:
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Apple AT ERTLMRAMZEMERAREDEPRIPEDAGR, MEXRBEENA ERERIPE W EMER A
IR, Apple A Apple @2 MR ENHXNEMAIHBROARAR . BRITUFRZEEFIIEMES, 151510
https://security.apple.com/bounty/.

HNAA—XENNZ2HEPRA, RFRAME Apple FamiRHEs . ZEAN N LRHE R BN RIRHETEHZ
M. X4 Apple BIRERR =2 TEMFII, H TR £ RIANEMNRS . Apple 2EHIES
T2ARILIE (FIRST) A,

Apple STELZEHMBFATHREIRREZ 8L, Apple EREREPERES Apple B A, M Apple Watch.
iPhone # iPad ZI&# M RIS AH Mac, EIRESFUTENER, ARMZIR2M. §121, Apple THZ
Z2EE). @A ID ffE D MRIBIBRFRIPFHNERN. B0, B Apple BHAENZRINEE (NAZSEE MR 85
INERIBFIIRRANBRIS PR S) BB FRELEE W EBABRERNA . Fit, BMEREERBETEL R ERNT, E5
ERNIREDSEEREE.

RNTRAMA Apple FERNENAREZEMINGE, BNBEARFNESH IT LR, MHRITDFIARXLETS
RENZERERAN,

BR—HTHENEE Apple IRE DEARNEITRHR B, B2 EESE T EERIRLIRE.

Apple BERIMZB—IMERAN, EMAE T —RIUZHFED, FIILAFRE App MEEREER, ARERERES
URERAMER . EEH#—F THE Apple F3IRTARTRENAIIEI . Apple IREZFRRTAIZFILAKR Apple BRFABUER,
i&iAE https://www.apple.com/cn/privacy.

[E] BRIER BRI, AR EMN MRIERGHRAS:10S 17.3. iPadOS 17.3. macOS 14.3. Apple tvOS 17.3
watchOS 10.3,
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EHR =R

NTWRZEM, REDTLZREEENEL SRS £, EEAL, 1517 i0S. iPadOS. macOS. Apple tvOS
1 watchOS 8 Apple IZ&RISG R NIRZEMINEE, EFEIMARLTEMEINEEN CPU MRERFREZEMINGEN
B A TEL 2B REESISE R ERME XTI X—EN, MERTHER/IVL, WEAHBFELAZE
BEhEHEERRN Boot ROM. BT EREZEMEBEMBRNER AES 5IZNERZE2RX ., ZERXE Apple 7 £
R4 (SoC) FM—P AN, RETFEH iPhone. iPad. Apple Watch. Apple TV #1 HomePod && MKk
B# Apple B RMER Apple T2 2B A Mac £, Z2RBXASEES SoC BHENIEIHEN, B S#HEMIIH
Boot ROM #I AES 5|2, Z2RXEAMBEFFSHIEMBEHEN TS EMAMEFRM T EM, BT RPAITG
HZ 1D AT 1D BEYIRBIEUE.

EEFMBLAIRE S, ESUEN SRR A TR NBBEAXROEE CIRHAEMR) . AES #fs|EBdE
BRI ATIRERBRNUNZMBERZRR T XN, REMEPEHREER AES 5| ERMHEMFBNEEATH,
MARILE BB LN B2 FAAIEES (5 CPU) SE B MEIERS. REBTHR Apple BOEHRRIPIIX ARG
BRAERPAPXGNEN, A2EZE KBEBRINEARSA,

Apple FIITHZZ B AIRIPRENRREENMEEN, FEXATEE Apple WEREEREAGREZEN
ME . LERMENTERMNES (FR9 Boot ROM, 7£ Apple SoC FIEMERIEN, IR DBHEER) PAIAMIT,
S T2 BAM Mac BiNLE, macOS ZEBEMMNEEERE T2 . (T2 BAMNZERREYAEAEEIRIN
Boot ROM H{TE T2 EaitiE, ERMIELT A RIS R M1l M2 BRRZ2BHHAR. )

LE2REOERIE Apple ®REFDRRBES 1D MANE 1D ERRMNEEIIENEE . SFEMEHRM T RN,
B X RIP T B EMIRAEIENRARE, RAltAPEAERKMREREDTRNZ 2N, MREFZIERT
THIB) SR IRERIATERIEEF 15
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Apple Watch k., +283k, Apple ERES AiZITEIN—BER O THEHTE Apple A ERS (SoC)., =&
REFEIRERITTE T A B EEW, R MINEEA TStk . RBEEE%BTHHIS RS B B AR
WEMNRNE], TEER S ML 2 M INEEMEIX—HEEA.
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TERRBXEHRHMRAN iPhone. iPad. Mac. Apple TV. Apple Watch 1 HomePod MERZEF AL,

s
n

Z2RXZEME Apple FERSE (SoC) MERREFARL. REMEIRIL T ELLES, FHRHEFINIZZRIP,
BMER AR R IR AR B RN R, AIRIPEIBAP RN R 2, HBfES SoC HE/IEITHEN: Boot ROM BT
BATREHEEIR, AES SIZBTERREMINBRFEURAFRRP . BRLEREINSHTFRE, EEHE -5
ERREMFAEPMEZMEFIRE LS, ZMEFIRES NARFERRERZERN NAND NEERMIL,

NAND A7 DRAM

!

AFEHIES
A

NAND [JFizHlzE >

NBfEFERE t
AES 5|2 —>

v
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ELT T T LY DLl

TRNG

ZL2RX v
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RZEMXEARZHIRAH iPhone. iPad. Mac. Apple TV. Apple Watch 1 HomePod RIREHINGE, ZIFRIARA
BiE:

« iPhone 5s SifE4A 5L

« iPad Air Si/E4EAE

- ¥BEH Apple AR Mac B

. EEEMIEZEREE Apple T1 R AH MacBook Pro AR (2016 F5F 2017 &F50)
- ETF Intel B BEREE Apple T2 L2 A8 Mac BN

«  Apple TV HD S48

- Apple Watch Series 1 Si/a44/1 8¢

«  HomePod f HomePod mini

ZEREXLEZE

ZEREBIEF N L EREREMR T EZNITERD . A TRUSESIIINEES, R2RELERTHLEREER.
XA S REN AL, XM R TR R HER S R E B MR AHERRTZ,

Z2RXLIEIRIET Apple RN L4 MAZ, REREOIEZZRITHABRER IERESRET, REBTHE
R ICGRAITHFERE . M ATT Hl S4 THR, RERXLEREREAFZAEP NS I A ERERIENMBRZ.
ZE2E. ERNMENAEMZRTRER AES 512,

AFRIFSIZ

LE2REMIEE DRAM AFNERKIEET. ZERIPEARERXEPNAES LBRRFLERRE.

HIREBE, R2BX Boot ROM S RATFRIPS L4 MBENIGR NFRIPEH. B4L2RXEANIEEHAAE
XY, RTHRIPSIZHMARTE Mac XEX (xor-encrypt-xor) Rz=UHER AES IIZERER, HAREFITEETEBHN
SHEINIERS (CMAC) MR . ATFERIPS I Z2SBIAERE S NBRNE—REF. SL22RKIZEAFR, AR
SIZRIMIBNERE . MRINERZILE, AFRIPS I EMSBRBATR, MRTEALER, AFRIPSIZ2RE2RX
REMZ. REAFNEEIRG, ERAREF B RERBXSEIEEZIBR,

M Apple A11 7l S4 SoC Fia, AFRIPSIEARERXAFEMN T ERRP . BT HEERLIEERREHERRLSH
i, AERIPSIESRATRNE—N—RMEHF FRIRERE) SINERE—Rf#E . REBERN CMAC AL
IMER M T EOMRIP . FRE AR RBREZERTZEREAEA SRAM RTEEWMIRP . RES NRIEN,
REFRIPSIZREHRREBRENRTEMNE SRAM EQ THE—R. RERIUREN, AFRIPSIZRWERER
EURFTERIENE SRAM 2R THE—E. REBERCENAIESES INERE LR ALIE T EZEM,

£ Apple A14. M1 SifE4EISH SoC £, ATFRIPSIZMAIRN ATFRIPEH. F—ARPARTRERFEXIBEN
iR, ETARAR TSR MENKS I EHZNEE.

REFRIPSIZURRKA ST AN T 2REGER. KEFBKAF S EERIARINZ DRAM — 3 TIREMNE A,
MTZMREIMNIIRIEF RBEERIMNEMNINERAB AT XS R ZEIR M T2 RNAFR, SRR IEEED
BINRHERE.
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Z2[EX Boot ROM

Z2REXBEFE—TEANZ2EX Boot ROM. S5 AREFALERS Boot ROM £, 22X Boot ROM thE
RETERED, BT AR 2REKEIEHEER.

RAEMI, Boot AREREDE—TERNIAEXE. AERAFR, KERX Boot ROM FEIIEHLARE
RIS, NHRERXERIPOAFREMNZRP.

MR FAIREEER sepOS BIGERELREIBE Boot ROM., ¥ sepOS MG NEIH L £ RRERFONES,
Z2[RBX Boot ROM S BEMGHIINEIRFR EFER, LIIE sepOS BREBACEEIRE LIE1T. MR sepOS &
BERERNUERE LIET, RERX Boot ROM 2#EHERL sepOS. MREZ LM, 2K Boot ROM &
RITAHE T RS AR — S ER T 2R,

£ Apple A10 REEEISH SoC £, Z2RX Boot ROM ¥ sepOS MIEHESER T AT BNNEER.
NENRBZENRIERGHE (0S-bound) ZEAERLLIEHE.

RERXEEEEE
% Apple A13 RESEEH SoC I, R2MR B BHENE, SERRAEH sep0S MIFEREERN

RN,

AR, Z2REAIERNARNLIERTELERP (SCIP) BEREEILLZ2RXAMEENITZERE
Boot ROM BUMIEEEARED. Bl aHEIER R EREN SCIP BE. I TEMEN sepOS AR
AT, Z2REX Boot ROM =AEHEMEFEIE—TEEMMINE sepOS MHIEFIA/NEIER,, Ba)istlesE
WEBRERERREMXAERS . XN sepOS PATRFEEL. BFf SCIP REMAIFHRATINEN sepOs,
HIEFEECRIATFANIT . FEE R GUEE ), RER S HTRRD, MR ERRX—EEERE. Bahiilas
B SEMRERNETEFE. BrENSEcEaThEFETERXBNREMSE,

By, BrlnfaaBERANETRAE, FREREIAPINRSEUBTRIEARHE RN, WIEETE
HBREMERERBX Boot ROM FFEIRNR, th AR God R E R AR AYE

BRI ERE R
HPEHAE RS (TRNG) BT AERMZ2 MR, B2 BRASRERMWIINEEE . FHHEHH T S I 2
2480 TRNG. TRNG EF S MAIES #4257 CTR_DRBC (BT 45t I %) /4,

WRINE== A

L2RE B[ 11— ID (UID) RINEER. UID §TEaRERRTEM—1, B5RE ENEIEMIRMRTH
X,

B AR UID EIET R FERE LEI SoC H. M A9 SoC Fia, UID EHEERTHRERX TRNG £,
HEATE2AERERXFIBTHREHARENTFLD, X—IF2J UL LE UID EfhEd R T RE 2NN, Bt
REIHE Apple SREEIBN A )SERE

sepOS £/ UID EFRPIREIFENTR. BT UID, B MBS UBEIES e REmIER. flw, BT
FRIPXHERZNBRERAEIE UID, FLLRKEAE SSD MR REN—BIRERMES —BIRE, XPBAH
hle), HEZRIPIREIFERASEES D 5T ID #E. £ Mac £, RERES AES SIENRERNERFIRE
ARSI DRAIINE , 140, 8 USB EEMIPERFIREHEZRME 2019 F3% Mac Pro BET PCle &
EEFIREHITERS M A AIIMNE.

L2REEFIREA D (GID), EREMITE SoC WBIREHAN D (fI40, FrEER Apple A15 SoC Mig&E
HAR— GID),

UID 1 GID AeIbiBE Br&Md4T5/ A (JTAG) SiE AR CER .



Apple FEZ2RIF

Z2[EX AES 3|2

ZERE AES SIER—EMR, BT ET AES BRIRIITRMME . AES 31ERITBTETEI N FHFFSINE
D (SPA) WEEER. M A9 SoC 1A, AES SIZXEBIEMEINEDHT (DPA) MK,

AES SIZEZ B RATREEN. BERRREBRERX UID 31 GID. RXLEZBHRIFAE AES 51ZR, BMEY
sepOS Mt AT, BRRE B OB KB EA R ARTINBIFRERIE, BT ERIRAN.

£ Apple A10 REEESH SoC £, AES SIZBERBENTFI, ERERER UID 5 GID MEBZHL,
RXAFETIRENRFRINAFMAIHOEE. (120, TSENM FURTMREBEHER (DFU) KX EmITIEELXS
ZRERIPNEIERTINC, BXESZER, FZHEE.

AES 5|2

BEEER2RXHN Apple RETEB LA AES256 MNESIE (“AES 51%7), ERET NAND JF55%M) RF
S5FRAFRNEZBNEERFIAE (DMA) BEH, Al USEMERHIHEIE, /£ A StEEEISH A RIILMESR L,
NEFEFARMUTRBHEL L, ZEERENREEET DMA NEs I EihE 88 B IENRE.

EshY, sepOS =M TRNG £ —MIRITEERH, K=RXERETRLRIURAABEWE AES 531%, BEMLEE
WL ZRRESMOERIRSE), sepOS FefarT PMER IRAY HE B AR I RS 2R, (AR F A U AR
RFER, SXHERRRHNEFEZRR SN, ERRHRNBAREE AES 5| EMFRHEN, AES 5|EEALR
BRI ERNZBERLNRG

[E] AES 53I2E— MU TREFRXMLEMME AES SIZMNAN, EHRFS T2RXZEEE, BAN TR,

ZRR/X ———-s
i
(]
? :
:
JizzE e :
pramss AES 3|% <t
RAATE
NAND [J7F
YNNI

NERIEER (PKA) B—PEEHR, BT HATIENFRIIZEIRIE. PKA 355 RSA Ml ECC (hE L INE) ER2MINBEE.
PKA IRITB TR BRI FRE R SPA # DPA F35 IR EES.

PKA SRR ATIEH R, BHEEHIKEALRZREX UID 3 GID. XERBREFE PKA W, BMEN sepOS
Rt AT,

M A13 SoC A, PKA BIINESLIL /A BB S IR AR BIERRE R A E = E .

£ Apple A10 REEEISH SoC L, PKA XIFRFRAZHERN, UMABHRARE (SKP)., XLEBRPETIRE
UID fig#& LPTIEIT sepOS MIEFEASEMN. BRHEHARERX Boot ROM 12, £ Apple A13 R/EEEISH
SoC £, NHZ2RXEENERMA XERATATEERITE Apple BRSIVILIE sepOS WA, ARBTE
AJREBERBUMARGHF RRTEI IR LR B R R S S BRI EIENZ 2T,
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REFZRIEFMEE

Z2RXEE T EANTE2FZREFMRRE . L2IFZREFEBBELEAN 12C 2E5R2RXEE, FitE
AW RZERXIG0), AR AENEZRHERTREERERXIEZ R MEEFERPOBA.

BE# A12, S4 REEES SoC NIREHAR T RERX S REMEFAMFRETRE. K 2EFAGASRITHERTH
B ROM I8 BEHRENEVE ples . B TIREE—AIMNZE R ARSI FAYIEEODN , R2RENREMHEE
BIHMERINE BINEIGEE MR EXS B R B T ENR.

2020 FHEHZEERRHNRERE T E _AREMEAN . E_AXT2MEFAMSIN T IHRSMER. 817
THRERINEBAE AT — 128 fiugh, —1 128 BB . — 1 8 It #Es, UE—1 8 UmASINE. Witz
PNEFEAYTA @ AN & B IAERI IR SR

TR NEAE DS ENHR THSREBRIN B EIENE. EEH AP RE, XL EREXAFME P IEE
ZE2REE UID iRE L ERRERDEE. MRS Z 2R E 2 SNEMRR R IXM B TTRRA A .
AR EBR =L REGBIIBRE] (BI40, 7£ iPhone £ 10 R) , REMHFAHM ST ERE S BIBRIPFHIEIE.

AT ERBITHERINERE, K2R EAREEEEG L XBBBENGASTBE. REMFAGSERERTER
EREREMEE. ZEETRHENREE . K2 EFAFNE—INRBANEERE DR EIOEHEN N RE R (E.
LEMBFEAMERITE O RENSARTREE . IRENBBINEHEN R ERDG T HEINEE, 2R EHEE
AIPBERNNZRBERLRZE2RX,

AT HEMTESEINZEPRENNZAERE, ZE2BXSAREMFAGLEBRE . REMFAGS TN IIRIEHRIZ
TTERES, MRBIEEOITHRBEIRASNAHE, T2 FAGMSTERIBITERINERE . MREFRAZFAEIH
R, ZeEFAGRERBE S BT ORI EE I BEE B N EARIRE B BB s ER N ZFEHE. (NRIRER
BRI E LR FTE TN B IDRIERE, REMTFEGBENERGERDEIZERBXIIEITEEERRN O,

B A S E BRI SR Z BRI R MBI EENET . BXBZER, S EIRRIPHLLE .,
ZERRXANEREMRSIIER T Z2IEHREFHERE. T2RX FNRERRSHTELRE N MRCRERD
ROEHFRRERE, XLEEHEEERRT:

. BHEE

- BRY%EREZR ID iz 1D

o ANSERES ID AR FAIE ID 1B

. BREA DR D

- AINEIEEER Apple Pay A

o REFTEABTIRE

FEAREEZEMFAMIZEN £, EEPROM (BREIEIRFIRE RIEEFMER) AT HRERXRHELSMERS. Re2
EFAEMEN, EEPROM EERIRERXH NI ML 2RX0), EERE S EMIEHREMINEE, TEEMRIHN
IEVRIAIR (R 7 BADIRERS ) | B R A& NEFEINEE.

TEHZEMEZS|ZE

FREES D (MR D) MigE L, REMENES|ILE 2D BGIREEEA NP RENHFERAR,

£ AN 2 A183 SoC £, Re=HENASIZEEHATERE P REMEMES I ERBEZRAFIE (DMA) B
=M. B sepOS WizEHNmABHEATEEREET (IOMMU) BILEZRREEERIAEL RN ATFXE.,

M ATA M RSBV STHA, REMENES | LENBRRFAERIHRZMES | EREAREEAT., — P EHEN
BRI RRENBREF MR T2 RXAES EIR, BRERIHREMES | ERSHEREIRURE
HE ID #iENZE, — M ERNSIZE2NBAEME NEMEEE ., B, EERRRNERANATEEE,
MR EHEMNES  ZRHIELERNAEFERE.
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THFEMRT s f 2%
AR B FIREBHIRIT A E—ENRETRRBENILT, MRELBEINGTT, BFRENREFELERE, RE
ZEMEFIM ARSI . 0 T BERERBEMERBEREMTER, KEMXAIRIT T HER, XEENEHE
BRI HEBEREREXERT D EANSITER, WREMSONTIFEETR, T2REPHNHEEELLE,

FET—R SoC ERAAEEMFFIRIET,

ZERXINEERE
[£] 2020 EMEEREA A12, A13. S4 7 S5 P IEH T E-RLL A, MEFIRE SoC WEIANR
FREETE—RREMEAML,

SoC
A8
A9
A10
ATl

A12 (2020 MERILTER
Apple &%)

A12 (2020 MEREH
Apple &%)

A13 (2020 MERIAH
Apple i&&)

A13 (2020 MERLHH
Apple &%)

A14-A17

s3
S4

S5 (2020 MERIAH
Apple &%)

S5 (2020 MERFLHH
Apple &%)

S6-S9
T2

M1, M2, M3

REFRIPS| 2

PIEAFIAE

POEAFIAE

DOEAFIAE

PR INEFERGRPA

PR INEFERGRPA

PR INEFE B

. INEFERIRBA

s INER SRR

& INEFE IR

PNEAFIALE

]

IEE INEFIERGRFR

5

. INEFERIAB

&

0. IAEFERFRE

& INEFE IR

PNBFIAE

& INEFE IR

REMFEFEX

EEPROM

EEPROM

EEPROM

EEPROM

TEMFAGE 1R

REEEFEANGE 2 1

RERFAGE 11K

REMEFATE 2

REEEFAGE 2 1

EEPROM

RERFAMGE 11K

RERFAMHE 11K

LEEFAGSE 2 K

REFEFANGE 2 1

EEPROM

REEEFANGE 2 1

AES 5|Z

=
=

DPA fRiF

DPA RPN ] B 497 FiL

DPA R3] B 497 FiI

DPA RIFFN ] B #9790 FiL

DPA R F1 ] 87 #9749 FiL

DPA R3] 87 RO FiL

DPA R ] 87 #9790 FiL

DPA R F0 7] 87 #9790 FiL

DPA R 7] 87 RO 7L

DPA R 7] 82 R97 7L

DPA R 7] 82 RO 7L

DPA R0 ] 7 4979 FiL

DPA R F1 7] 87 #9790 FiL

DPA R0 7] 87 #9790 FiL

DPA R3] 87 #9790 FiL

PKA

=
=

=
=

BRIERBRHEENR

RIERBRHEENA

BRIERRHAEENR

BRIFERRHAERNA

BRIFERAHERAT

B EER

RIERGHERAT
BN e

B RSB
RN

=
=

BRIERGHEEA

BRIERBHTEEA

RIERRHEERNA

RIERAHEENA

RIERAHEENA

R ASEEEA
Rk
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HZ |D #Mf4d=E ID

HE ID Mtz ID K21E

LR Apple REZE2MMNENM. BN, B HEEERILNECHRE, BE—RRBELER EMIMERAFRA
SBEBNZ 2 (BERM TR, RARFEFNEA), BRMETENE, RFEFERE—RABEEREERE
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BRE Mac HNLERXZEEN,

HE ID 22t

RBEERE—R, BE ID MEaReth@iZ B0 Apple 8% . EEMTRRABRGARRAAERNTHEANRE
HasaHI A - B ER RS LEHSAE, MMRHENMREINEGE. B D ERHENERMIARE 0. TREMRERTE,
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fiZ ID BENRN AL, BT EIR. BERMMZ2IHEZIIFN Apple 185, IR MERAEIZEIESEUE,
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RZFF Mac Z2RRSEEMIE D WPERERSENNBE, BERE T APINESS (PKA) FEAHRURHIER,
HECE T ETREGNEANNTHENIIZTRE.
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H B RPN E ST 2FME, MEETELRTEMES D IS EMHNES 1D RIEHITWENRFERIA
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!
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!
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BN FBrlE R 2 ARSI EEBRL 2R ENIA LocalPolicy EFRAEIRS P, B, BE Apple THH
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N7, BIAKE, RASERD AuxKC BIER FHEEEI#H N macOS. iBoot R RMIEEZARA TS
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[
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recoveryOS.

[El& recoveryOS EXRNIRS T, 1RM T HRERIRIZE, 1. Boot ROM #34: LLB,
2. LLB H recoveryOS #A5 ZAENHEHF LocalPolicy.
3. LLB S EEBh#HNEEX recoveryOS BiERBIERIBeNATZS 17
2B, FHEER L recoveryOS # iBoot,
4. iBoot A5 macOS EXMEH . EEE7F. BENTBINZE.

“REER B ERITIREIHEN recoveryOS, RERE 1. BB LRITREHF recoveryOS.
Shift @EFEMHRE. 2. $2{E Shift IEERBEASH BootPicker App BEHLEX
macOS B, BRtE&IRE nvram TEEA iBoot 7 FXBEIAT
TEHN AuxKC,
3. RABFEHEETES, 8 Boot FRHA AuxKC.

B3t recoveryOS KIiA[aIBR &l

£ macOS 12.0.1 FEBRAR, @RZLEHT macOS K, BB EIARAR recoveryOS LREISIN A APFS RE
H, BEF Intel B9 Mac BRAFIEEAELLSIT, (BEHEE Apple BAM Mac L, iR 7TH/MIZ2MERFER M
RIE, AAMESR macOS REAEEZHANEX recoveryOS, XBEETHERRBZERANEXN recoveryOS =]
HATREMBRRIRTE . ST AT RIPHMRA macOS MRERFIHRA macOS ARNEN, RZTA.

Fexs 1B BRAIFZ BRI T 75 TSR BIHAT !

. P macOS 11 Z&45 recoveryOS Xy, £ H Apple BAM Mac L, tlRIEFEEKINEE macOS 11
L&, PR RIRIZHERER recoveryOS, recoveryOS BIBERE macOS 11 RENREMHIEE,
BARRIIEA macOS 12.0.1 REERITULIRIE,

o IREFEBIABE macOS 12.0.1 SiESRAZE, PJ7E Mac FER(E BRI R Eohi# N X
recoveryOS. Eext recoveryOS AIERES macOS ZERMZEMIRE, (BRI NEEEM macOS L&
AT,

EEBHENEME macOS REMEX recoveryOS, FEBI U T ARSZLREZERIIAER REIRE™F

“WA”> Bt (macOS 13 HESMA) ; E/R “RARIFSE” P “BehiEE” (macOS 12 ERERAE) ;

g E @I BEE recoveryOS HEERFEREMIZE Option #,

[3*] EL& recoveryOS FToiEAEE macOS LEHITER.
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1ot

S5&T Intel 89 Mac WZEMERIEAE, B8 Apple THAH Mac ENZE2MEREHNNERLRNEMRERS,
RXEWER— Mac LI LZEBAMNREMEERBARENZ T macOS 4, Ak, “BREMEBIR FRMT
BRIERGUEIRER,

EiREtIATAR

EERRIRER S RBNARR

@

_—

Macintosh HD
macOS 14.1

“mac0S 14.1”

R Apple BRI Mac £, “‘AAREMLAIARERBPEEN macOS BEREIHIRE, 1 Kext BE5D
FRATEIERP (SIP) BE. MRFALEMRETEZRALEMNERREZBIINR, WAP LIUETIZE
BRI recoveryOS (EERRHATTEMARES, RAERF BT LM R ) 7 REt T E e, BILET
Apple A Mac BREREH (FFAZHE) B2, A XRENDEAAFRNRP, BX SIP WEZER,
BEHARATRBMRF.

TEZEMNHERREE T recoveryOS AEA BMREMEMITARE, B BMRE2M REEBIH<S1T
T RN, BRTEEAKRER Mac KE2MEHXRARAS,

“EETEM R

‘EEZEUHBRRIANZEEHER, HE17AR5 i0S M iPadOS 18U, TEHFREHESELENN, macOS &
BXZRFAT i0S M iPadOS 1EE Apple H&ZRBSF/IHIERTN TEHMEZ, MARERRUMTHNEE[EZ, 4
BEBFBENZZIFR—IOWEERSH ID (ECID) (Lb4kig Apple CPU 45 E/ME— ID) B, BB FERMER,
LR B AR E2HREIMNE 22— B REEIZISEN Apple CPU f$/. “TEZE M RIEEMET, Boot ROM
LLB FEEMRATENEZRNRH Apple 3, MERHIIXEHEN Mac £5, MR EBIZHAR macOS
51t Mac 45%&.

“Macintosh HD” f9 22 855 :

o BRI
ﬁgﬁﬁz’ﬁmﬂﬁﬁﬁiﬁiﬁﬁﬁiﬁADDleﬁffﬂﬁﬁﬁ?ﬁﬁﬁiﬂmﬁﬂ'ﬁﬁﬁﬁq WRABERERRRMS
NEINTE N

fERREY

FSEHFIBAT Apple (EET MEIARA M BIRIERARMS.
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BN TEENERERLE, ERELERRSFHLEEFHTORN S, FZRERBARST, RENEREREZR
Bk, BRE—ERTRSMEGFNRRTESA, I, BEHANLTLZENER 1 WEMREZRELTENER 2 8
R, BMEHRTSERNR 2N B R0 5, BE Apple BRELER AR, ERRSBITUELATZLAT EHZTENE
REVRGBIEE R,

ZO MRBHBEREN B R/REEERIVFERE, thTTEE LB — TN EKRRLE A REERDNRGFHER
RAF#EE B MR . BT RERIBNEREFEREBNRERENRS A E5ESN, LA TRIERRER,
MRMAFEEATRERS B, FAXENHNELE, EENMREREE TENSE Mac LREFERBIRM
MBI R R AR . ERIE Mac EERAFZMEBNBF I MRES SHERER, REFREEHN
LR MRS,

“BRREML R

BRZEM5ET Intel BHE# T2 5F1 Mac LR hELZ2M T HEM: HERE (ba4E Apple) £ ARTH
HFERUF PR HNE, LRI A AR LG BEBARERNRG, Apple BXMERTRNE/"ER,
RiZEF P AEREE Mac ERRISKER, RE Mac HRINKIRIRN BRZE2E, “HREEE A5 H e
PEEIRR G (RAREEMNREARARELNISHAPEIELENR)  AXEZER, BSHEH Apple ©HE
Mac HEIRZY .

“Macintosh HD” iR 25
REREM
ﬁgi;zﬁﬂﬁ?ﬁi?ﬁiﬂﬁ%éiﬁl'iAppleEiiﬂ‘]ﬁﬁﬁ%i’ﬁ%iﬁ?ﬂ#?ﬁﬁiﬁa U ERERR R

R

RVFIBIT Apple (EEF A EMIRRAMIE B IRIERARE .
v AR EERE BIARTFRENRRT R
v AiFiaiE BRI RATRY B aER

BT LB ETRIBMARN macOS, EttrlgEn BN AR RS HRENRMRELEE HERZEM”, M5
B=FRZYT R (Kext). Kext 5SAZIRIER, AILbE=7 Kext REEERREE T ESHEMREATEIINE.
Ak, FEARFKIZE Apple B AHI Mac BN ER macOS TBE X Kext 28, BI8ZIENFLERBRSGT E.
BMEE =7 Kext BB, UM EERBIEHBAAZ, XL Kext R EHEHEIAZE (AUXKC), AuxKC MKBHE
fi&177E LocalPolicy &, FLtEEE B . BX AUXKC £ERMNESERE, 15211 £ macOS L& BRZ.

“RMREMHRE

WRAFESZEE Mac EAFFBERZERSHNE, WESEAE"BHREN". IWEXSET Intel BEH T2 THH
Mac LB TR RATE. R BNTEM" N, BTIREENHE LMASPTERRIE, EFHIKIRN TR
SFRIZESEM Boot NHEZTHLZERXAEAMERZNBNNR, MAPEMNMEEX XNU AZHEERINEE
A& EBIRM AN, “BRTEN BAETER " RENZEEREAR NZRM T RZMEENIIE. BEXE5
NZEHTERZEENREARDAIIRE LN, BOBRERBEITNTTA, iR EEDLTERZEEIRE
REhaZEERERZEIE.



[EE=T] Apple MREHEEAZIHAEX XNU A,

“Macintosh HD” {9 %22 350§
TER2M
RIRRE L RMRERTE LA Apple FENBEARERARET HEETT, BRABRETERH
FHEARS .,
fRER24
FVFIBAT Apple (EEZHIE IR AH B2 BIERGT R

* BIREY
A BRI R RGR B EEFER.
AR EIEREBART A RENAKT R
RIFRIREERNZT RN BHER

‘WIREMSET Intel BEH T2 THAM Mac £ TL2e2M" TAE— SRR R@: ‘BRIt 2 FLid Ao R ixH)
MR MBRRBNFREE. RIBENERIEZ, EEERH Apple A Mac LERRAREMRIF (SIP), BFPAA
WIABRNRAER BME2 . FEAFPMAREANER SIP RSB ARBETAREZBEIANRIKS, L1HZ

EHEH Apple A Mac £f2A SIP &7& AuxKC AERERENEA Kext ZBRLHE, MR IFEER Kext HARZ
ME. B Apple BHM Mac L, 83 SIP 53 —BUH 25 RBHEEZH NVRAM HBA LocalPolicy., R,
MAEFEERE LocalPolicy B£&2%Z5FAOMNRMAF#A recoveryOS (BidiErRIRRH) , FETETINEET

BEfZH SIP., LLINEEE NS RENREHE (E2ATHRMAIMNKEGE) EH SIP EEEERS.

MW EBHREMIATA” App PRERER“BMREM" . AP REEEE recoveryOS FIH K" & Ta <7 LA
(70 csrutil UER SIP) RER. BFREAT, EBRRWRSERME BRIR2MLA IR P, (E/RF ARG
ZEHRNEREMNER,

[E] 552 Apple BAE Mac RNER (thANSH) BENFUSEIERE, EMRA ERGME B #ER T .
WRABPIEEMIMNBN BB, ZIRIEFRGMADBFSTER recoveryOS REINENEFENIRIEAITERIMY. Lt
ENEMRIFRERIERE LI LocalPolicy X, ZAEIR2: AT MEFEININ R LAIRFRENTE
BEER. FRFREMIIMBNRENNEENEMREASRLZPHRER, BEEAERAPEN, ALELHFIIIMZE
&,

LocalPolicy E&ZHALIZNEE

elfE

HBIEDRZEE macOS B, S TEL RIS - 240, Mac 2B1TREIRRRE RAM BRI, MWETERA
RS, LI REF, MEMRR AR NN APMALE, REERERXP. AARAAEEEMEH (0OIK). 1R
EEEEE OK, thidRhEEHES ., MEMRISYAT R TRENNESR, RFEMER (UIK). zidiEH
B—ED2EE Apple A Mac FTitE : HHEMEZE UIK INER, P2 —RyEE2EMIENNAT
LocalPolicy ROBRH], 20 Ri& & FoiRSREVE IEUE BT IAER UIK (120, RFi8EHa15 "SR EN Mac” kP
KEXBIRERER) , WFEREH1T LocalPolicy I, NRERNIZEMA T BF BMEPS (ucrt), iz ucrt F%
B8 HARS 23 SEMERI SRS IR I A K FB P iE KAV ERBE IR S (A1 F X.509 v3 ¥ BIH) .

BUEB/UCTt INIRENG, REFERSSRHIVEIEES, BRthaRESGIRE. REB T ucrt /§, 35 OK
SR A FBRINIEE RS 2 EREERYA (BAA) RS2, BAA REANRE ucrt MWAERIIE OIK IAMEIER,
BAA BEBX#FIZ ucrt MEUBERIARMIR, R BAA BEBIIELLIALE, ERBITIREIE BAA EZ2EO8M#E
£ ucrt FRRIRFINATESE BHIES (OIC) SAEZAH. OIC 2 AEER2R/X ., MG, REZEBX NN
LocalPolicy #1724, Fie¥ OIC MihnZl Imaged /. LLB WET X BAA RIEBHEE, Fittha{EE% OIC,
MITHREEEA LocalPolicy &3,
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RemotePolicy BRil

B8 Imaged X (RRE LocalPolicy) #3825 Imaged BB IERRH] ., XLEFRHMEBITEPH P AT RITRT
(OID) %R3. Imaged Wi FEAE R A IHERAE MIER R EHSHREBRS OID, AEBINSITHEEEPIEERIRS],
REIEBUTRER:

o X BIFE
o X WFREFE
- X DIRBREEE

Fitt, FIanss T ER A" ES, IEBREGEEECID R AFE N T 2/"ER, REMKEEECID BAREFE .
XLERREI S EMRATEBAEZIME Imaged XL MFEREER, WBREMBIRNEES Imaged BE,

FE1 LocalPolicy, XL Imaged IEBRFIFRA RemotePolicy. ARIBENFIER LocalPolicy RITFEAER
RemotePolicy., RemotePolicy BFBR#HI recoveryOS LocalPolicy, MFRTE recoveryOS Bt REEE L
‘REREM BN —H#N BT, BT RITE recoveryOS BEiFMERESURE, XM AHNIES T BN E
&. RemotePolicy &% LocalPolicy FREIAE &4 LocalPolicy B Mac 8 ECID, bAKkiZ Mac &2 fi#fF4a
PR TERYS EIRTR R ISREANL AN ZE (TPNh), RBAEXN SR B Mac” FETESHITIEMR . BUEEM . w2 8iEm
IR ERIEN, rpnh F &L EE K, Eitk RemotePolicy th REETEIXLLE R T EeX., RemotePolicy FRH
ERFEHEH (UK) IMERRENIEE, A EEICEEMAMNBFREMIED (ucrt) . L RemotePolicy Rl
HRSERME, 21 ECID. ChiplD # BoardID, gt EEMR IE—RIZEE NS —HIEEN LocalPolicy XH#EHE,
Hfth RemotePolicy BRFEIPIBEHIREIEE, UEEENRA IETEREIRNRMETA R 5T OIK FIENAIAEM R 51888 E
BB R FRIMERIER T, 3t LocalPolicy #1TZ 2 MR,

& Apple © FEI Mac 8 LocalPolicy XHHRE

LocalPolicy @ —TME&EZ2RXEEZM Imaged 5. Imaged 2% ASN.1(HZRIBEIRC—) DER HIBHIEIE
L9180, TR Apple PALAXZ 22BN RNER. £ET Imaged MR EBHIREH, HeagrhR
Apple EEBRBHRNBZIBERKRITELEN, SERRALLMRE . IRREAIES, EERSHESREDESZEN
Imaged X, ERESEMIUFEMRE (4CC) 73, XLEBEEEM Imaged X 4CC EEMITREE Boot
ROM i LLB EHHFAITE,

BRIFRBRZEAFREINIE

M ESHER (OIK) B9TAEBRIRAN FRIBER" . dTRIR RGN, FEMBENT AR ER
LocalPolicy. OIK £ BERZE AR (SKP) ATRMERRBRIATR, BINEZES REMEBRA (VEK)
BRI AINEZR (KEK) (R XEHE OK BE RN 22 AP BB U LRERFHRBONEENRP,
Mac EFFBIRIERFERE—T OK, Blt, REFE " MRERLN, FREE—TREAFLAFPNRHEET
FIBRSIRASE " MREAZ LNAP . B2, ME—TRFAR LETRESN, BT MREAK LA FERF.
BEELT, BEIREASBHA RENE TN, 7REMBF .. i, EEH Apple ©H8 Mac EZRE-TD
BRIFRGN, TENTRIGIRNE:

« RETTERERLEIRZ LocalPolicy

o RFRERRIERES TRAPT

BT RE H R ERARREAREN, —NRT2BEAFRESER NLRENAPUEAE - TIREN
BAP MRBFEER, MEtIZ " 2ERP”, EXM ER— 1 RmERF N ERMEARARELN KEK, AEiZ
KEK 2R TE OK #ERGE - MRFRRNEMTING, 25, EE - MRMEAGN KR, ARARRETR
BNZAFHER, MATHDEZEREPIIRERZN OK, IRAFPEFEAENRR, “RRAF N UEFH
AL, BERERTZENMIFBFNER, RE-_TREFETELEARERGRF ., B2, NRBPEAHTEZRE
ZEHABURLZENHNNTAENESE, NHnREEEAP MNE—TRIERGE NEIE - MEERS.
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#H Apple i&H# Mac £ LocalPolicy

R Apple B A8 Mac L, At Z 2RISR ERIEARERX PIBITH— BT . L4 AIA AR &I
E CPU BiliEzURHME M UE R LT 2RI, MR M ABHFIRER BN, X E T TRER R AR

T RBIEHIIRISBE SR, MMBERF .

LocalPolicy BE2EM
LocalPolicy X8 &AL FFE Imaged XEHIREIRNFELEZM ACC, MHBREES ID (BORD), BF#ER
FE Apple A (CHIP) EAS A ID (ECID), BT 4CC REZFAF AR ENR R,

[E] Apple EAARIEE—EIER recoveryOS (1TR) SRRMBITIZFE— /R BRI H SR B e NELX
recoveryOS. ESE&E recoveryOS BaiARE, E&E A EE NVRAM S @2 N HRAERIFIRASI, &
AIREAETER LT IRBFE A R MRHARIRSEE, FELRAN macOS MIXREERERELE TIEHEN
BEhIE,

LocalPolicy BEHEEFEE (Ipnh)
. #A:OctetString (48)

- HERE:1TR. recoveryOS. macOS

. {##&:1pnh BF LocalPolicy REM. X2 LocalPolicy BEHLE (LPN) 89 SHA384 &% &, & LPN fi&1F
ELDEFANF, HABEL2REX Boot ROM LR ERXiAE, Rk EREY sepOS AT, 33
FERAIRERK A A I, KRR EHER/IL LLB BIEEBERINED 28I LocalPolicy B, NEEESFEEKM
LocalPolicy F#ZIf9 1pnh EERMN—NMEHEMARSMEANG. RALBERE— LPN A%, BT &
BUEHPESERD LPN BB, UEEH T ER A FEEH B BARAS Y [EaIRIERFRETE
LocalPolicy BT, FIBRIERER S REMBEFEMETREIRFET LPN XAAF lpnh BEHZEE, AFREN
REMEE, AENESNIRIERARBEEMRIEASHE — M LocalPolicy i, MBS AEE X,

InFEERARMENES & E (rpnh)
. #A:OctetString (48)

- HERE:1TR. recoveryOS. macOS

- R rpnh 4785 1pnh 18E), 8 rpnh RIERFEREREFMET T B, MER BHEMIVRSE ., BREHE
Mac LB “BHAEN, RREEX.

recoveryOS BEHLEIEFE (ronh)
. #A:OctetString (48)

. HEHE:1TR. recoveryOS. macOS

. {#R:ronh 7A5 lpnh 8@, {8 ronh REEEZRS recoveryOS 8 LocalPolicy H# 2, EERSA
recoveryOS BT ERN, MERLFEIR , RATRER—MILTF 1lpnh f rpnh MRERE, LEIRE
B BTERRSH, WBRIEAZIHER (BEE LPN 1 RPN MNR2MEFAMEFER) MR
RIFRS recoveryOS RIEE), BIIXMA N, FRAMEEBIAAERT SR KM iCloud ZHBRIER
NASRZEIEHIES, XERERD IR EFRSH. BFRENAS recoveryOS SiEBIRFTIRIEAR SR, LHERS
REFHR,
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T—F/rEg Imaged FRIEFE (nsih)
. #A:OctetString (48)

- HERE:1TR. recoveryOS. macOS

«  HR:nsih FEAEK Imaged BREURLE HARB BN macOS) B9 SHA384 B#&E. macOS Imaged

BREEY Boot. BHSEEER. REWN. BRARENERRRRE (SSV) NREREFESMERMNITRE

MEME, LLB #WEKRBILERN macOS i, Higit EEMRM T iBoot B9 macOS Image4 B2 BHE
5 LocalPolicy 8 nsih FERH#HFMELE, BEXMA, nsih B EMBP SR MRERAET
LocalPolicy. B HTERHESAT, miEEEx T nsih &,

Cryptex1 Imaged FRIEHE (spih)
« 2B OctetString (48)

« HETHIE:1TR. recoveryOS. macOS
. R spih FERARE Cryptex] Imaged BREIREMM SHA384 8% E. Cryptex] Imaged FE8S

H Cryptex BNEE. EXHRARHEREXRKIETET. macOS Brfd, XNU WZFTERIFE AR

Cryptex1 Image4 jE8I5%{E5 iBoot M LocalPolicy B9 spih FERERIIEIE ., B 2R REL 20

SHITEREFES, FEEEXR T spih . Cryptex] Imaged BREFHERIMIT F—ME Imaged 58

AR EHITERR.

Cryptex1 = (stng)

o HR:G4 AIRERZREHN

. HTHIE:1TR. recoveryOS. macOS

o IR stng FERITHERE, AFRZIE—RIE LocalPolicy HE#T Cryptex1 Image4 ;2R A EMRTE,

ENERIFBITHERAEN Cryptex ARSI H, BiRH T — P REMERAE 1pnh, BFRRERR
L EMMREEREFEFN, FEEEMT stng (&,

HBIAZEE (AuxKC) HREEIEH{E (auxp)

« & OctetString (48)

«  AEHIE:macOS

o ER:auxp BRAFE Kext 7IF (UAKL) ZKEERY SHA384 taH1E. £ AUXKC A RHAE), ERTREEIFRER
AUXKC R REHERFP A Kext, smb2 2igEIFERMEALG. BPE RARE N RIS LM

(MmacOS 13 HEBA) F“AARFIRE N LS EmR (MmacOS 12 SERARA) Fitt/HE Kext A
F UAKL B, RUEHEE T auxp &,

HBIM1ZEE (AuxKC) Imaged BEIRFEE (auxi)
. #R:OctetString (48)

. AITFIE:MmacOS

o R ZAMIE UAKL IBHES LocalPolicy B9 auxp FEHHIINMELERS, 215K M = LocalPolicy
BFENLZERXMIERNATRRER AuxKC E&, 3Z 3K, AuxKC Imaged BREZN SHA384 BHERE
B LocalPolicy, DB /A it EiE 2 BizE &/ AuxKC SRIERSZILE . 2R iBoot 7 LocalPolicy #
#3 auxi FE&, SEEMEEZEREAN AuxKC FIFEZ S, iBoot TRIIEHT AuxKC B Imaged

BRIAFES auxl FERAKIINELE, MR AuxKC BFEHAREREZN, RASTLE BN RIIE

i

TEEFDh, AR NEATE =T Kext, auxp FERZIZE LocalPolicy # auxi FERFIREME, BFPE

‘RERETI RIS REM (macOS 13 HESMA) 8" RS RIFIRE N T2 M SR ER (macOS 12

LB FEARAS) it Kext DABEER UAKL BY, piiEE® T auxi &,



HEIRZE (AuxKC) #ZIKInIEFE (auxr)

. #A:OctetString (48)

«  AIEHE:mMacOS

- HER:auxr 2 AuxKC EBIRK SHA384 B#&E, AuxKC ZHIRIRFR R BIEE AuxKC IR Kext &,
AUXKC #ZRIAT AR UAKL BT, AAMRE Kext BAEA TR T, BMEFENE N BB, th el WHRE
AUXKC Z4h, B5b, T BFHIARF AZARNEL Kext ATEESSEINEESM, BIANEEER Apple Pay
R AK 1 HDR AA ., % B IXLEINEEN AP rARERE &M AuxKC B1E&MH. auxp FEREIRE
LocalPolicy # auxr FERFREMH . BFPEZSEE N RIS REM” (macOS 13 EBRAE) IR
RIFIZE" I T2 SR ER (MmacOS 12 SEMEARA) FEEFN AuxKC B, FiEIEEN T auxr &,

CustomOS Image4 BEEIE%HE (coih)
. ZE:OctetString (48)

. EEHE: TR

. HR:coih £ CustomOS Image4 i&&# SHA384 B 1E, iBoot (fidE XNU W) @RI% 58 MBE MM
HREWEH, BPE 1TR PER kmutil configure-boot <47 T B, #EEEN T colh &,

APFS =#&4 UUID (vuid)
. #A:OctetString (16)

- HERE:1TR. recoveryOS. macOS

. R vuild RS SEARBERNREE. LFBEBREMES, TRTR MR, 1t vuid BAPER
MIRERG LR BIRIRE .

ZERMNEZ (KEK) 4 UUID (kuid)
. #A:OctetString (16)

. HEHE:1TR. recoveryOS. macOS

- R kuid RREBMNRSE . BHENERHEEATIERE, 37F LocalPolicy, EMATRI
LocalPolicy #2%4A., kuid AP ERMIREAATENEERLE.

f23xt recoveryOS SHEEBNEIENEE (prot)
. 28 OctetString (48)

. HETHIE:1TR. recoveryOS. macOS

o HER:EEX recoveryOS ZEERBMEKIEMNEE (TBPM) @—3t LocalPolicy Image4 i& A4 HREN
SHA384 BHITEME, WEFAEEREME, MEREESHIEENEE (RAN% lpnh XM R EKRE
SINEEH) . prot FEREEES D macOS LocalPolicy 12, BRI INEERIE RS 1Z macOS
LocalPolicy ¥tk recoveryOS LocalPolicy.

BRZMRXERM recoveryOS LocalPolicy (hrip)
. EE:HRE

«  HEHIE:1TR. recoveryOS. macOS

o fR:hrlp RRME prot ERENZILLBRERMN recoveryOS LocalPolicy BSNEE, 1RFZ, N
recoveryOS LocalPolicy ZH Apple E4ERRSH/ER, ZRSEHRI macOS Imaged XHEFERNBTEZ,



KHRIERGRRZ (love)
. RELHRE

- HERE:1TR. recoveryOS. macOS

. f#k:1love RIRHEBLIE LocalPolicy FUIRIERFRRA .. 1ZARATE LocalPolicy BliZEIEM T — MRS B
JREY, BT @17 recoveryOS EExIiha)pRHl .,

22 Multi-Boot (smb0)
o RELTHRE
. HEHE:1TR. recoveryOS

o HER:IR smbl FEENE, LLB BAWN T—ME Imaged BRHITER/ER, MAREREAMES,
BPaET BaHReMsATA s bputll ST, MELEEHRRSE.

ZE Multi-Boot (smb1)

o RELHRE

. ETEERE: TR

o HER:NR smbl FEBNE, Boot BAYLRLRXERS LocalPolicy 1BRIMNZHL B E X AZESTR

%%, smbo f7EER smbl FEMFREM. AP AMEM csrutil g bputil SHLTITAFTUUFE,
7S ol Gt v o Y E

22 Multi-Boot (smb2)

. RELHRE

o HTEHE:ITR

o ER:NR smb2 FEBENEA, Boot BATLRLRXERS LocalPolicy HBRINZHLHEINZESAE.

smb@ W7FER smb2 FENFREN, BFAER BohReMIAIA SN bputil BXULFE, UER
FREREE HBERE=A Kext.

=2 Multi-Boot (smb3)

. RELHRE

o HATHE:TR

o HER:NR smb3 FEANE, RNEEHEFEEENEZABABHLEEE (MDM) 124, LEFERNEERE
LocalPolicy &2 2 iRX 25N ARRFEES MDM IAE, MARERAMAFINE, BFPaER B2t
ST A" bputil EXULFEE, WERHNE=S Kext FEHERNZEIRITE, (£ macOS 1.2 HES
hrAN e, R HFIL 2 BRI TELEME”, MDM R e ABHE M ZI &/ RAR macOS. )

22 Multi-Boot (smb4)
o HEELHRE

. HEHIE: macOS

o HER:NR smbs FEENE, RSEEEEEIL Apple REHSEIR". “Apple BSEER I " Apple B
WE"RRIERGBRE MDM £, LEFEBRITFES LocalPolicy EHlZ 2B XN BRF#ESZ MDM AL, iR
RERAMAFIANL, FEH MDM RS ZERNENSE RIS HIAX = TRS PAE—IRETEH,
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RETEMRIF (sip0)
o RELGANDREREL
. HAETHEITR

o R Sip0 RENERATEMERIP (SIP) HRESAL, LM 7 BIfiETF7E NVRAM 1, #1 SIP SRERAILELLANARN
(MAZEBUWT LocalPolicy FER) , BIRRERXLEMRAE macOS HMER, B LLB (/. BFPEM 1TR
/A csTutil BT ERUEM SIP, HBRRI BMREM,

RATBMRI (sipl)
. REHRE
. AIEHE:TR

o HER:R sipl FEANE, Boot 4% SSV RBERIEZ EIITLW., BFAIM 1TR @/ csrutil 5
bputil FXULFER,

RATBMRIT (sip2)
o RELHRE
. AETHRIITR
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iPhone # iPad B9EC{4IGIE

“Made for iPhone and iPad (MFi)" AT R E ST EEME AL BWEA iPod AN (IAP) FXEN
SESEM AL,

MFi B245 iPhone 3 iPad @587, BT Apple IEBREEESTHEE, (BEUS5IR&ETIEES. NE. BT
EE ENTREEE, WiEY USB-C EiE. ) (ENRIUER, BEHSmIgE L= Apple 1I-EMNIEP, BEZES
WATINE . 405, W& EE—TFRE, BN TEREE R R, X MIETEHEREMBLE (IC) FLE,
MENFERAERSZBEN. THBIRIENTERIERBEEE Apple IRELITFAIRAE DI,

23N MFi BECHR] AUBRIBIB) A EIRER S ERTIRE, G120, Thio)E i BB Bo M= SR, s viahaEd
BEFRMNMUEER. INEEMBENIZIT EERERARRFIHIEN MFI 7 sERE iR &N 2L RAUR,
IREHASTIFINE, HiBEXRTFENEIIAN—NE D BT (UART) SSRERIEM.

“PREHER RIS AL B SEIIEIEIER B Apple #EU/E, “BRERER SR CarPlay FEHASURERA
MFi-SAP (L2 XEHN) , LEER AES128 FEiT4i83 (CTR) *ETTXTEET#*DLQ ZBRBEHITING . 1
ImXiE (STS) XK —ES, IR B EAER ECDH 2% (Curve25519) #17334%, FMEMIAESE AR
1024 fiI RSA BHRHITESR,

44



“(527# IDS # BlastDoor

i0S. iPadOS. macOS #l watchOS 81 F—I#RA BlastDoor ML EINEE, ZINEEERTE I0S 14 KRABRRA
i, BlastDoor MEMETELESHKES, BHSMENAB“EE"H Apple BMIREIRS (IDS) MWEZM, K
RIFRRLZE, BlastDoor £FFE . 2. #RMRIEE8". IDS MEMBEP KRR R EHUERAEME IE BT,

Ak, BlastDoor BE XA ERFMBEAFRERIE, AREERNRERFNEME D HIE TIRANERS.
EEEANRERSHAPIERENEES, 552 0 RnBE (R RENEE) .

&E, B 2XANERE BAAGN T RNEENRE, BT ERIRERBN—AINEE, HE B H
“RAEUEDREITRER BlastDoor SEfIH,

3]/ iy Lo -
Apple lRSHBIEEXZ 24
BERIE — ARG RIPEL, ERRDE D ABFIRT, REATBESHTFMIINEMDE TIEMmE—LL &
SR FTEMATEXS, QX R RENRRT . KZHAMA SN XER TN BT,

FIBERTN, REARGFR —HIEB L. DAVNEER R BOKEE, £ App. MIAHINEERZE) ™1
PREIMRIER 21, B RS0 AT SEARA A AT

BHIEBNTE I0S 16. iPadOS 16. macOS 13 # watchOS 10 skESrAF A, i0S 17. iPadOS 17.
macOS 14 §1 watchOS 10.1 EfMHESRAFIRME T EIMIRF . DAIBBEENEZINEE, 1RENEHE
BMIIRMERR., BREZER, 155K Apple TIFXE: XTF“BiIEER",

BRI ETETE DR DI BE RN /S M BB BN 2RI S . XA EE R0 :

- EAERS

. EEM

. IREERE

«  FaceTime @i&

«  GameCenter

o HBF
° 15/&;\
. BR

og

- Safari %2
. RHIRE

+ WebKit


https://support.apple.com/105120

Hft macOS RAREIEINEE

Hftt macOS ZALEMINEE

macOS AEEAEEN—RIIEMH BT (FINETF Intel 89 CPU. &F Intel 89 CPU 1 Apple T2 ZET A
AEURET Apple BAM SoC), BXEFEEMEHNBRITEERGR. B9 AP {EREMNTTE App 3
App Store FHRMER App, F—ERFPNIRAZER, thFEER/LEMREFEERIPER, MTUSESEERH
BTN B S iHITRIE., KEp P ELTXME 28, B Z AP HERTETEIRRIRIINERE TR,
Apple &1t macOS FERXANZEM . MEFRSEEMNSE, ZFaTEtT LREr R, H e HEMmHTT
RE. BEMNEIE, BHRE TRFPFENAIREM. macOS REE IT B ARMENXRELEREA, HEMIMFRP
NEHIBUREREIREN B MEIREF,

AT INEERI 55 BB B FRIP macOS BFPIEFER, HREE:

. BRRGRETEM

. ROETEMERP

. BEREEHE

. SNERERF

- FB#H Apple AR Mac £8 Rosetta 2 (Bohi&iF) XiFML 24
«  DMA R

o AT R (Kext) S5MRet

- Option ROM =&

«  ETF Intel B9 Mac B UEFI BtFZ 21

ARG B IE R

macOS ERAZMIRA BT IMALTRIERIP (SIP) MIIRERRHI XA XHNRI S, X2 —TURILINEE,
5% Apple B AE Mac EREMNETEGHHINZTELERIP (KIP) 1E, FEBTITERFHOAKER RS
fER SR IE R AR AU TN RE U R 2 E b IR R R IP TG, B0 S FEIRRINAE.

SE I E)
macOS fEFsEHITARIRS, SBHIARIRH R — RINRERSERHIRE, B L& IRATERES. EHES
BEShRIEHIEMTE, EE A AP IRES CHRIFESR2RIE.

SERIAERIN B AR L, ERXMEREAG T IMZMEZNINE, SIIPEMN . REIZH . SEBNRLT
RE. T RURRFTRBIERT.

RSB RIS

RATBMURIP RIS EXR AR RUEPEEEIT RIRRS, BN IR E AN . RGTREM
FRIPESETRMN—TURE, BPARE OS X 1011 HESRAEMANETHERE . £ET Intel 9 Mac £,
ERLLRERBFIEFEIRE LB D XNERP, macOS KiteE2MRENATAZR LIBTNE TR, Tt
HREEEIEEA NEITEREREEMNRIET,



Apple FEZ2RIF

BEEE

BTEIEFEXERYRTEEN—TNR, ERMBEERASREPEEN Mach-0O ZHHIXHNZEEIEE.
81 Mach-O H—TRIBERBEHERR. AT HTHRER, RERHEREBAGTEF ZRATHIF . Ui3
B®E codesign (1) MITMXRRIENE R, EENTEIER, SIP LARSER. EBEEH Apple BHN
Mac LEREEEFIT, KBV IREN BMRTEHL.

HAT TGRS (TR AR HZNERE D, CRER AT EMERIA HENERS) , RRIEABEER
HUBIRHE, MRERNEFEIEEEETTHRE, W2 XA IR eI TR SRR T F AR t
R, XLEMEPIEEB AR, MARELHNERNAESI M TH—SWIENER THT. S2ER, #2T
Intel 89 Mac L, FEMBRE R THBIXHEZR Apple IEBEBLRERRANS .. (WIEHABRE Z3HI X ]
AR, )

FFa AN (BB MENFE=T510) R FURE B RENEB T 8E/T, ENHENRNE Apple FFRE
TR REERNE R IR RS,

macOS HKTHAIPIE —HBIXHEMERFERRRES, 5 Apple THH Mac L, ImRRR FHEREME
ZHBIXMHHE Apple 5, BRXEECBERRFREEEEEFTFENT BT, 2T Intel B Mac L, ¥&
MRF R THTR ZHHI XA MR macOS MR ERBHEIERIE  XA0E GEA B TR LR L — HHI X A
BATRIRRA LT,

BT EEEFR—ATHBIXMT2HERLTERN macOS AR, TR BB LERIAMARER SR E Apple
BIRER N TSRS INBSTR A RIRIER ST, #MEKEEFA.

BRIERFZIMEHIT NS

Apple 2RMH—EREMTAIFRRFERN ZHBIXMH, 20 Xcode FFRTEMER, BMEMLL, 3 Apple T
Mac FHEH T2 A Mac ENARIFRLE Z#HFI XA NFENRNIT. ATLHFERHEIRIT macOS &,
EI A 2R EEETF L IEREET R AHILA,

ARNEEEF
Apple ZEBIATHNFEEFRIEHELR A6, REEFEFTETEFNEIRELWER. B2, 2BAFTEEER
RE—, BERBERNREIRATREMGZRILHER RETE, RAEPEIBN 7T BNEEER,

REEEEFELS BHEHAMERBSHITIAME (A Apple EENERRSHITESMN) , AEFHZRES
WRIATINE (REEEEFNEZIBEATIEEIRE)

ERHEEEFN— RO EMEERGIRHENER, FRERH Apple BAK Mac EHATSEMZNT, LEEERZ
M EMEGIES, HEBT Mac BRBHNSHERNBAEAZT . Z(ETEF R IFHEEBREA R AT
BRRIBIT,

EREBEAEFN—TROIZ macOS REEMIHHIEEET. WEEEFATRGERAN— ISR (B
E) UFEPRIET . ZEHEMATEDTENRGETOEERERA Z B —EHA TR RGBT TE.
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Mac BERFEISMNELER LT M

AT ENASHRNE TRZINELIERS, TIIRTERN ., B, BREEEIMES., XLEHINEMEEE
B@e—, m%AE CPU MagsK, REMITD X ERIPHINEINELIERES S MR EE T A RITERER
BRIFRGM BT, ERRTIHNELIEREMNS, REZREBUE CPU LR NKE B iR, i EEHREUREIE
(a0, AARigE T UEERNBIEEEAS) .

Apple BN FREIEHSVBHENBRORE, FRELLFABREORIT, BERSEMOFEHORY
SRS, Apple FEUEHT BRI A TR AN T ZAIE R, FLNBT U TR 2 —RI AR RIS
Wi

. ETANES, ERARHNME CPU TRENKIENEE

- IMNEAMBERSEEI AR S EEEE, DUE Mac SREHNIIESNEL R

Apple SIS AIENFRAINZIES, FUBBNIRT L DFENBOBIE, HII0

. BRBEONEEE

- BRERHEEATTERRNEE

- EREREO

. BETFHES Apple EFINRIF RSB (HSM) SHMEABHANELF 25

SR Apple SFBHINIRITE, EEFMS Apple it K FEMIIAR Imaged” SURLHN . iFRA%E £
221,

WRIFHAT AP REFXIRFNE TELIEEERE R, X2 EBH EREEFK A M XA, FENE M
BT INEE R,

& Apple /B Mac £&Y Rosetta 2

& Apple B HE Mac FIEE I Rosetta 2 AVEIEHHISIETH XS X86_64 L EMENN . RIENFZE
KEVE AP : BDRSAISERT.

BNRSEEIE

FERDRY (JIT) BEiFfiES, x86_64 Mach MREEMEHITEEZPHM BRG]  BELIXLEMREGR, AR RIZHIFER
LA5TRIY Rosetta #iR7FIR, MRS HERIESR dy1d (1) . RAEEFFRAEMGNITHIELEE x86_64 T,
LEAEIRTTR R R AT . AR RARYE DU SR 8IS0 AR (AR B 2 R IE S 1 x86_64 TAYTAS
a7 E, MRENRHENLE, WaEERTZI NS ERE,

RRIFIE

fE5RAT (AOT) EiFAiEH, x86_64 —#HBIXHRERFINEXNZAIBNIRN RE ) =78 THIAT [B] M #7728 AR5 ER
3R, FIXEMNM RS FAISIAEEN Mach RS ANEEZIE, ZXAEMNTEIHATIRE, ERHEmcUER
XEAH— TGRSR,

FELERH, AOT MMEIRIERIA x86_64 FIHTREIRELELHMEMER. BT A E, BIRNBF=E
IFEERRERXERNREREBPLAEENRER . WRAOHZENRNAB P BT I, XA ERZR
BRAHITIRA, iR m eI 21D B R BHERA x86_064 ATHTMGENAIB A RERE. HiEMaEIHNES
AHTER,
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AOT FARIIFFIAS JIT AR, MAZIGIEHITERL Rosetta 11THE, MARMSHERES: dyld (1),

{8 Rosetta IB1THER/ERE Rosetta RS LA HTZENEE (IPC) &1, W HFI A TGRS E BN
AOT %1%, IR T, Rosetta RESENZEFRE—DDE, LUSEMS ZI 2T HNIT. HITHIE, AiZhEE
METTERBERRAEE, ZAHELTERTREHEZZRANTZINIE, IR RIRA x86_64 MK
RIBEREHE.

RN MR ETFERURRIAE D, BTIIFR Rosetta BRESIMEM@ASEAE AT, Rosetta BRESEI @R MEIFM M

DR RE R R E IR EEFATA AR XRH T3 AOT MR FaihIe), LARSSHIRFE BIE(EFIME Bk
BRRBEFEENER, URHIEREH.

WRIRA x86_64 MIENAIBEZEFRESHIBE AOT ¥ZMAERTNRHENLE, WERSRANEFRET
TRAEER, LI EHITIEHSIRIE.

RnEIRENZERZ AOT BiENITHITATHNRNEEMAES MR, AREEEREIRIE x86_64 BREHY
S0k,

HSETEFEANS

macOS 11 EBhAM® Mach “BF” Z#HFISt, EFEE x86_64 Ml arm64 BB D . EEH Apple
AR Mac b, AP AIBERRTE®T Rosetta MAEHAIT ARG ZHFISUFR x86_64 DB, FIMNBEHNEBRE
arm64 TRIEHRT ., A T ZHRIX—FAA, macOS WHEHNESETEFE—RENE D Mach IEXHEE=1
RIBERERE:

« arm64 HERMRIBERIRFE

« X86_64 DEBRMRBEREHE

« X86_64 nE AOT #HiFMRIBE RIEHE

Rosetta AOT #iIZIRREMEN, ST AAEBNBREIERNEL, TS AN BT AIRE LHRTHE,

macOS MEHFE), B Mach SRXHAEBIT SHME macOS AKERR Rosetta AOT ¥IXRRIETT, £RH
RBEREFERCRIEEETT. MESHER, LMERFERIEMTERERSD, MEERIBRIREEN

Ea,
£ Apple T AEI Mac EHAT x86_64 BUERS, A1 RIZIMERICEE B R HEUTHSETEER, AR

AOT BRI EZRBHEEBNZESSETEET. WELERIHERBERHER, ANEZNRERT
Apple Z&/FEhHEH.

KER x86_64 KB

HBE Apple BAE Mac RARFIRE arm64 IBIALT, BRIFEMHEAMONER. ERRE ad hoc UBER
(124 codesign (1)) — &%, ZER LR AR EREIENMEHSPRBHDOTTLRSH (TRE
THHIXEN— N RIMENEE) .

RS AT RE M, BiFEN x86_64 UBREAERBHIERERNER TET Rosetta iT. RETE
Z2RXEZIRPATREESNESEBILALBH, CBHATHRSFM4 S5 REREZRERET Intel B9 Mac
ERTRTEEER,
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Mac BN EZRAF BRI

RTEEN PCle. FireWire, B M USB £5RE0 LS HEME, BMOIIFINEIRENEIZNFIA
(DMA), thit @i, SMEIREDIEEBERE CPU HE5 50N TZEFMEAN RAM, B 2012 FLISk, Mac B
RAT ZWMEAERF DMA, 2T PC SN &F ERAZEN DMA RIF,

B# Apple ©HE Mac MEIERFIAREIRIP

Apple F ERAZHMNARRHFED DMA {IE (81 PCle MEBIRD) 82— MHN/HHAFEERST
(IOMMU). BT &1 IOMMU A B CH— Bt R MR DMA 153K, B PCle sUEH HZAVIMNEIRE Rt
ThIRIBRHRERET A B ERIIAE . SNEIRETTELRB T RAEME D AREEMH) WRNFSRE D ERAEMINEIRE
FIATE. AR IOMMU HNEISNER &L E S RIARBRETMZINE IR S ERIATE, SRR AZER .

ET Intel B Mac NEZRAFIBRIR

ET Intel X5 Intel EEM@ /O EHMERA (VT-d) 89 Mac ERERMIZIFE RHM BRI IOMMU
(53 DMA Z8REY) AEHETEREY, IR &L L2 MR Apple IOMMU B4 FHa ARRAIELE RIRIEIT,
FEit R gz@EIRN, IOMMU 21ZENEshFHAR LESR BSNEIR &R DMA 15K, BEiaft IOMMU &, IOMMU
BIHa R VFINEIR &8 E TSR BRFRBRET LA R BRI N E R DMA 15K,

(] #7 PCle EMEIERES Apple BAE Mac EHAERE, BRET IOMMU REE 2HMEIRER MSI,

B macOS 11 &, 21R4EE) DMA 89 UEFI Rehaz SOMMRE R, FREEE Apple T2 KT A Mac B#H=
EZRE Ring 3 FMEAETTIEE M EM AT RO EEREEEMNUIEEA S UEF| IRapssR B rl4E
SHNL2ERE. EAERD TIERLE DMA & SRRRNZIN,

& macOS FRET RA%

B macOS 1M 2, IRB=FWZT B (Kext) BA, MAERBEEZANAZA ., Kext EMEHEIBENIREH
HANHEINZE (AuxKC) &, £ Apple AR Mac £, AuxkKC BlIEES%ERE LocalPolicy # (52
BIROIEHEA, AUXKC U FEIRTRSE L) . B AuxKC BERFIE. EFE5) macOS DUEEENAZ, MK
REBNEEN BEREM,

[EEET] macOS PABHEER Kext, Kext ZREIMEIRIEARAZNTEMM IR, Apple BB EEATE
TRARKNBIRSZ,



EH Apple ©FH Mac FRIAZYT B

ERE Apple A Mac £, wWIBES R RERRIZHEIEN SE—HEIE recoveryOS” (1TR) &z, SAEBER
I REREM HORRBRAARYT BRNEIERIE, 7 6B Kext, LHREXTEMABERBIBIEAER. 1TR
MBBERNEEHEM macOS REBFFIEEEBERHEEME Kext A macOS, At 7o iAFI XL
KEXT SRIREYARZIFAN

RAPERN Kext NG, ML BPENRZT BEN REEA TN Kext £, AT N ERENESUEA TR
LocalPolicy A& Kext 5% (UAKL) B SHA384 % E., Afa, ARERERERERF (kmd) AT Kext
(1XPR UAKL H3EIR Kext) , BUSE BFETE AuxKC A,

o MRAGEEMRY (SIP) BEA, I8 Kext 817 AuxKC FRITRIMIEERZ,

o WR SIP 2, Kext EB AT,

WAERERRE Apple FFAEITTRIR AN & ESAFE BMTEM 2T Kext, RAEBEBIEEE,

AuxKC BliEfE, ENIEE-RFZERXH#TES, HAMI BRI H iBoot #1TIHER) Imaged BIBEMH,
AR Kext BRI E AuxKC M2 —E05 . EKITAE SIRRETETE AuxKC R Kext 75K, RRMRBEI T
HEEIERY Kext, X—4 Kext AJgEE UAKL B9F £, LocalPolicy R 81& AuxKC Imaged HiE4MAY SHA384
% EM Kext I, iBoot £ AuxKC Imaged & EEE IR #HITEIMNAIE, AF BIHIRT AT aEE T B
LocalPolicy REsIHAZRERXERR AuxKC Imaged XHRIBARA ., Apple Pay FFZA4HER Kext ZFKIN
HEHRRE RN T AT macOS PIEEME Kext, MNRFFEULE Kext, Apple Pay ThEERIgER1EA.

RGN R

macOS 10156 AW F A BRI LENEEER- ZEMIFNZEEETHARASYT BRT R macOS BINEE. ILRE
FRETEAFPZERS T macOS WREMMNREM. RE Kext A RAENEMREARNTEURMNR, B1E17
FERF=ENY R RBERITES EIREPRRIINER,

FFAEE DT LMERZFIELR (FE DriverKit. EndpointSecurity 1 NetworkExtension) 85X USB FIANFRE
Wohizf . ImmEee TH (NEEELMBAs EMmaIE) LUk VPN fIME TR, X—t)ERNHFERS Kext. REY
FE=HRERIBER T XL AP FERALERIXL AP HABERARZYT BIEMBEE, TR SERXEE=F
T2,

FIF LRI REA

NTRER2N, FESIAPEETBHAM macOS 10.13 LERFEHGLENAZY R LRI APHEHEN
AT BB HEART RHEEEEABN. HENTHRENARY BARERN:

« £ Mac 1&17 macOS 10.12 SERIRARN 3%

o BBRZBHDENYT R

- AUEFAFERETHA (BIUER Mac M recoveryOS BapitiEr spctl <7 TESIH)
. BAMERBMIEEERE (MDM) BEEHA

M macOS 10.13.2 Fi&a, B eI BMER MDM RIEELFRFRRErAIHEANAZYT BIIE. WIAMEKR Mac
1517 macOS 10.13.2, B@id “Apple REZSEIE"S “Apple BSEE £ MDM M, SiEHAFBITE
MDM =i,
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macOS #H#J Option ROM &%

[3F] #48 Apple BAM Mac Hpif x5 Option ROM,

B# Apple T2 25HH Mac ##9 Option ROM &£

&5 PCle #&L AT LUBI RS X ERE“Option ROM (OROM)”, (ZBETREIEN ROM, MEEFEEIHR
AIEER A, ) AET UEFI NASH, ZEHESE UEF| IR&hfEF, B UEFI BHFENFFT . FATROIBRIZ%E
HFHECE MAPRECIBRORE M, MBI R EMEHER . T INE = H R A EE A I EEE RN RN A
B17, BITIMIME RAID FE51/350,

ERHT OROM BEAES, MRWEEUS T AEINEIREN OROM, WL EN IS A £ B R FIENIAT,
MTIEESEATIMEH B EEHNRANTEE . 520, MRWEE KA CHTRIRESIAZRSES, b
REBB AT RS,

£ mac0S 10.12.3 #, 2011 FZEHEN Mac BB EIARSHIT OROM, FRIEZ FHRHRNASE . XD
PEBALABAERE macOS BEFFHILESINER OROM, M EHZBIATE NIUAMTABEETER, H
BFRISE T EHEBEGE, BMER NS R AEENTT OROM, X MEF e F BN EHE SRS I NEE OROM,
JTRE T B BRBEMNEET OROM AP, BIMAZE macOS fEf firmwarepasswd <47 TAKRE
EBRIAEIN,

OROM W a%reM

macOS 10.15 B 7 UEFI BB EEDEFIETT OROM HEUE OROM 45X 8I#LH . UEFI EH@EE N CPU
REFNER (A Ring 0) JiTEE OROM EAMAE N, HETARMNEIELAE S MNHZENREZE,
Ring 0 & macOS AZETIHNESR, M Ring 3 ME App B THRIREER. OROM WEBE BAZ—F
F R R IBAEBAEREE OROM AR, EHE I Ring 3 $UE1T.

ElnE EilmE EATE
=8 1 =[] 2 =8 3
Ring 3 OROM 1 OROM 2 OROM 3
(ERE)
ez~ FL e “JE MEIKRNER ‘BEREREG
FFFE1) 7 (FFE1) 7 IREHEE”
© ® OROM ;b EIRFZE ®
Ring O REDE R UEF| IXz)ES
(REES)
#%i0y UEFI ElfE
x86 CPU
TR
(IERES)
PCle k1 PCle £ 2 PCle £ 3

WERFH—HAERS OROM FJLUEAENED (5 AKPHASEATIEIFELML) Mk OROM A BUEMF N L &LE
(5 App ftEIFBEM)  REFRITIIFLEEE OROM THEEEBE Ring 0 AFHNEAMEEES A, ENEH
IREEEXZENFEBENDRIED  XMZIREEORAMEN T K, BEREE SR EDV IR,
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EF Intel 89 Mac $89 UEFI BEf4Z £

EF Intel B Apple T2 25 F8 Mac 181X UEFI (Intel) EHREZ2RIP,

1R 5

B 2006 Fie, BEE&ET Intel CPU 89 Mac BENER Intel B, XLEEHET AT REMHED (EF) FRIAE
(EDK) v1 8 v2. £7F EDK2 MR ER—A T BEMHED (UEF!) BARMSE, X—#o 89 UEFI Bf-ERE
Intel @, UEFI EHE2 Intel A ERITHE—ERAD,

FET Intel BER Apple T2 2B A Mac £, UEFI BHREERZMEFE M. Apple 233 UEFI
BEUEMHTHFES, FeEBHMEEX 22 S EH4rIE. DB LLEIRIE, BRAVARA D IUAL LI A/
WRAE . B2, RBEE AT USEFRER Mac, @l seERR A ERIIEHMES A HERSANEEEERET. 52
MW, A0RE UEFI BHRBEEIEIRIL T R FREISNEFS A 280 | e sE2 S E UEF| BIHRIFSERREAR 13X
EHZRMREE LT ARSHET Intel 89 PC &1, BET Intel BB T2 SHME Mac B EBFE.

T EBIRFLIERIR UEF E4RYIERE, Mac BRREEEMZEME UEF BHREEEERT T2 SAH.
XL Mac BN L, UEFI BFEERETE T2 B 52 HET Intel B9 Mac HERNERE,

Intel EHE35|%¥ (ME) F4AM4

Intel EHE5|Z (ME) BE#EM#FE UEF BB —PF4AMH . ME B Intel ©ARN—MRILIESZNF RS,
ERBEHTET Intel 2R Mac EEZ2RTEHRMATRIRST . B/ MEFAHENEEGE, 7 Intel 89 Mac
BITNRBEEX ME B, RS AN SHB. BIAZRE Mac ME BIfFLE Intel IR EHIIBNAS/ I RATE ),
A E EFALREMRANTFREN ROFZBEELABEFE.

RAEEENX (SMM)

Intel 4M3E23A—MA T IEBRERNFARNTENL  JIPEAMARAEERR (SMM), ESELERN T LE
BERIRIEAVIRME, ANEBIREE, (B2, N THATILRRIE, Mac BMLLEI—EERR N RAERZHE (SMC) 19
WILFIESIES . IE, SMC AEE—TBRORIZHE, MESME T T2 BAH.



watchOS Z&iZ24

Apple Watch A5 i0S iBRMNTFZEFEENFALEMEINEE. 519, Apple Watch:

- WITREBRHNLERUGER

. ERBBRERASTEN

o HEERIPIRE EURS RN iPhone MEBWIBSEEHEIE

XFEFNRABIE  RRLE M RAAFIE (BI20 KIP. SKP 1 SCIP) BAREUERY . SARLBFMMEIRA,

B watchOS

watchOS AIRRERNERIEERH . BX Apple Watch ZIEB2NAEEFEUEATFEMIENEZER, 52 REHEE,

FREtaim

MRBAT FHLN, REMNBFPUFBE T ELBIBEHE . MRER T FHQN, 25 P O REE
Apple Watch #9iEIR, Apple Watch BiE/R, RBEEIE Apple Watch EHIAZRIBZ8EER Apple Pay.,
FAFPAMTE iPhone £ Apple Watch App FRxEAFEIGN, thr] MERZmiREEE (MDM) MRS 2R
RHSTIELLIRE.

AU
7 iPhone LITH &K a, HEXH Apple Watch ®J MERBGES . BUE ST AL ER S HEE KT
R Apple Watch., BUiESHEERFH Apple ID FIZRBEBUEEXT . FIES EFENE Apple Watch,

5 iPhone Z£E3t

Apple Watch — X R85 —4 iPhone B33, BUBESY Apple Watch B, iPhone & 1E##E Apple Watch
B ARFEIRIIES.

Apple Watch # iPhone MIBEX BT HIMMERIR AN BFRINGEE ST (BLE) $HEHZRMAHITRIP. Apple Watch
Er—MREEZEM iPhone BELIHIE. ZERZESMENZH, AT BLE 4.1 &M . MIRFE, Apple Watch
~EAME BLE AeEfARANEREREREN 5.

BLE 212 BEA (BEFZOAE) P BANESRZEMIINESS, iPhone M Apple Watch 2BE M TE—
PULES PR

« WREB Apple 5HIRAIMRSS (IDS) B2 (W1 iMessage ERXRE MM HFATR) .

- {#M IKEV2/IPsec MZEARIEIITRE  MIARBRIGEREFERH (BFERXN1HR) 5 DS B4 (BFERE
RABHIHR) INE. SEREER—THE 256 i Ed25519 ATARHX, YA AR Rha IR AH.,
1517 watchOS 10 SiEB R4 Apple Watch BREX/E, W BSERTHZR2RBXA,

1517 I0S 17 SKESMAN iPhone £, AR SERTRERXF, BABFKH iCloud =&MHIRER]
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« macOS M Apple App EKIFA
. BZ=F App BRIAE
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Cryptex FARAILARABAER U EEEFNESTNATNE LG, MRFRIATEFRAERFIREL
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10 REHBMANEIRNZLG, BFOMEASHIZESEEMR, EESME—EIREE AT NREIREIA , g EE ]
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H—HUETTEAEMY BRI TED CUFNEN B2 AT A RENERSA) .
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RIPIIES . XA (SCCEIRE) BAEREEPRN, RERMEAEMS AES 512, Z5IEREMAFF RIS
RS A ATRER . FTA SR RN AR AR RS X BRE I ERERA N B2 F IR, B5
i, REMRXS AES SIZMEBFEEI—MEREHA SR2REBEREN, e XSk R AE R, RE
RIEEIN BRI,

HIEREXHRRTAE XTSRRI RERHEETING, ZBREERRERERARLB A EFIREN
Bl LR ARRAIIREFNBNER, DRERBRHARSRBEKAET, JERERBX TN 8B
REN, B RETMN. £ A9 (REEES) SoC L, RERXEEHAREMAFIFOMRTIPTIRMRME, UK
RIPEMZDRPNRAERET. BXEZER, FEHTEIEFKIEEFMEE.

ENN B RS R B 1, HIERENTHRERREIREREREANARFMER R, R2RXR
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THEE, XEIFEBNRRA PR RHIS “RE” . SR, N EIAE App Bt Kt XX 4a9i51e), e e 558
App BEEREEDETK.

[RAEThEE B=HEIEINEE
RUCERIIRAETIR . RALERN Safari NLEEY RIIER FEBREREEX

XHIRE TR BEREEX
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AHRBIEMNF LS, B App BEMBFRIENEZER, MTIZE2DKLRF . 87 App ME1 App B4
HEMHEEE SR RRNZEER, WREEE A, Higit BENTETRRERGE . WEILRAVER
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WEMZZ5A,

o AEMNEFXAPTE: EBREREH RO NG E RS SHAP R, BMEERR App EEEIEH
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TR App #ITHEGEZILETE App Store FERMNEBMREANSERUEHERZMELBR, BREEMD &K
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iPad L. BEZaigEEE (MDM) ZEK App ARIZEE App, BRARSREZENXARCERIL, T,
FBFpE IRE" PibE App BITRER S, AR F] ARSI P HEESE B RAFFLEH App. EEEWAER
EH App BREIY, IgE&LIUIE Apple BB EIBIE, RBRIFZ App B1T.

Apple FEZ2RIF 79


https://developer.apple.com/cn/programs/enterprise/

Apple FEZ2RIF

I0S M iPadOS FHETHIHERZRE M

iOS 1 iPadOS AW E” . FIRRIRAIMIL = BHREMILN (ASLR) BEBRETHNZ 2.

WaL

FBA%E=7 App BEEZZ WaNL”, RLENEHBEM App BEFNXASINREHTERNZRIRG . DELHN
RITEERLE App ESEWEM App EFHNER. 81 App EREE—NEBFREREXY, EERRERE
App FENDER . IRE=F App FEISEFESEENIIMMIEMESR, REg&ET i0S 1 iPadOS MR A
ARS5RSLHL.
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SAPNESRIMFRPN, 22 TAPNEBIEEIEER PBKDF2 M1 SHA256 £M—1 16 FHHEHR, &53
REFTAMHIERME B/ HEER TH AES (AES-GCM) #4705, Fcik &7 Core Data 1 CloudKit
PEIE, BTHFINRNETSR. WY MCHPELEE. FicReliE, RINBHREEIRGRMER . 5=
M EIEEG . R RE HEMKNL, ESEMEEMENETRIENE, TI5HMERERNEIREETR.

BREEREECR, AP VIR EBIEENEEAES 1D Si0E ID #TIALE BIHANERFE, TEREEE
TERLEREETR, ‘B BRI A—MRERE. REREIAN, BF THIIMALRI R EFHRIPEM
R, BR, REFENERTERRHNBIBEEHTRIPNESSR . N TEREMEREIERFNESR, AP
MEBINLE. REREEUTIER TEXME:

- APRRIETTE P IESE "R
o BRRMAESEBE 3 2% (£ macOS i 8 o)
« i0S 5 iPadOS r&HiIE

EEFALEELRNBILEE, AP OITMASRIBIEEE, EABENBEEENES D MME D Ao A, %E
MNBIEIEIES, “Eox App SER K- PEMHEMA HARNEBRIENBNINA & T RNEH,

MRAFESE=AEEDEE, ‘E5x fETAPRENET MRRENBFERA) . ARBPIHEFEECSH
BAEE, WA "o IREPEIRBBEIE, HINERTR A EAMNEIREEEINREEER, BT
RIFEE ZAIRIPE TR . MREEIBNEREIE, MEEEZRRPNESR. BRBIEEEFTERAFN
iCloud Tk Z2h3521E,

HEEER

NMEBBRBER TR IHNBNE TR SMARE . HTRAPBAESRPEAXATEW G, A=ZETRIER
CloudKit InZAREIEREL, HIRIGE(ERTE CKRecord IR TING . NI A TSR BRI 2 2210
TEREARINE . CloudKit EIEHE, B IS 5 & FT ANBARERILRIEE

113 B A 2 2 o

REEIEL” App PHILEINEE
EREEIER” App R, IRANEFFIREIE S ®T iCloud 7 Apple ®&[EES, Bra@Ed iCloud SEMAFHZ
TREEIES . IRFEIE S DUNBS A EFTE A,

BEMXIREESEMT AR, BB +57 2. NEBM THIRERESH, RASEERFZRERSARET
Apple &1z, ILRPBISNERERS . A TIEEEERERES, ARASEETH THEMERRAE X IR
TRREES.

MHEZRBFAREEXIRERLHN, BITERILAE Safari 523 ams EizfTAFPI8ER JavaScript. A TERE
&R JavaScript (BIan, BrIRA PR AR ML s TIEESURMIA) , RARET ERRESEE X
JavaScript., BIRE—MIHIE1T JavaScript B, RASIRTEF AFESRIMTT ERZFETEE JavaScript #9
RIEEL,



RSREEIE

[ | s
RSB LM
Apple FiETi— R FIEATRES FTPEI B e G & 3R TR, BIVERERNT. A% . BB,
WIE. 8. PR B S E AT RIRY , (R4 ROTETAT BB R 2.

ABERERT iCloud. “BY Apple EF”. Apple Pay. iMessage 158 Apple Messages for Business.
FaceTime ®iE. “BH M ELEE NLZEHRA,

(] #2 Apple RSHABTHAFEMEERIXE A,

Apple ID F1E®E Apple ID

Apple ID Z24HER

Apple ID 2ETEx Apple RSHIKF . S THAFMS, R Apple ID FREUEBI IEREZBAUEREIKF
THEE, B TEMX—BR, Apple ID ER(EAERELD:

o KELREDH 8 MFF

- RIENEEFENAF

o EENERFEHAEBEMT

« TEENERHERD

UM EAL E, AP A B RANE SHFRHIMRES, ILBEEEENLE,

FEWF REERE SR, Apple TR RIXEBFHMEA/SIEXBAFEHABF . G20, ZRISIKRESRLES N, FEE
FigE LEM Apple ID &%, ARERE, Apple 2RTAFIEIESNHE Apple ID 13,

9, Apple FRB T SMREAMAEREFAPIKP . REERHEFZHEZNS U EIRBIBHIRE, REERD
HRVR IS IR AZE B TE R A T BT RS, R ERIXS SRS HATIAE, 1k Apple RIS RIBERI DA P 22 HR9(E[E
MESIELIBE.

[x] “B2:( Apple ID"ZBRIEAEE AT Apple REHSEE S Apple BSEE RIRE,
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WEINE

NEBHRAPH—SRSIKFPHIZEM, Apple ZRAMERREINE, 7 Apple ID IRIE—EFIMIZLRIF. EBERF
KRB & BETAKF, Eith ABMEEERB LIRS B). WEINEBR/G, REEESEERE (MAFK iPhone.
iPad 8 Mac) Ei5aBFP Mk, SifEEMIEE EBTHP—a S EMREWZEENRIESBERIIEETHE. &
FAFNEE LERERBERIEE, Bl Apple ID 2535 6 AERAO3IES, 3B ERER PN EESE Faik*
AZEENFNSE. MARIEEEIRBAFPRIMUIEEMEE, BEAEZEE LERELTEN, NEIMNIEFREEE
TEENERBIIBRAFK,, Afmies T AP Apple ID MEAEBRT Apple iEN NABENZ M., EEE
£RE I0S. iPadOS. macOS. Apple tvOS. watchOS MKk Apple MUGERATAERS A,

FRFERRENRRER Apple MIER, 5 -FEFRERZEISAHF iCloud MkF XEXRIPTE ZEEIRE, 1ERILE
MiE=1E, MRAFMZEERE LN ER Apple Wik, IS ERERFIEEEBNIRE L. SAPEX
R LRSS, BIHEERIGSIE,

BIEERMIKFRE

WRTICT Apple ID kP28, BRI UEREERE LEIRENL., IRAFP A ZEENIREEMBEELD, NET
ERREENRESEEIEFERIERHITIANE, b, HRIEIRE Apple D, JINEE 2B B EMRI B
REWMIEREIR, MRTTEEB LR FHTIRE, WL FEZRIKF RERIZHTIRE BREZER, B2H Apple
XEXE: TEEIR Apple ID BREHMEERKF RS

B Apple ID 2=
“EEN Apple ID"IREZEML Apple ID #IHEE, BEHB S EALIRENIRG], XA 0] IAFIRZBIXHE
15 (5190 FaceTime ®BiEF] iMessage (58) , MEEFIRENER . BRAE . ZARMZERENE.

WFEE Apple ID”, B RS =EA (Bla0, App Store. HomeKit F1“&#K”) .

EEX Apple ID Hipa) &R

HRPILAMER Apple BSEE. Apple REZSEEMN Apple ASHERRHERITHDEERE XEEX Apple ID
BT MR B ERtARS .

EBENARIEIE, Rl MEX AP BEEER Apple ID EAETRE LER XEZERRE LERERRNEZEER
SRENRE LER, B EEARTUEERDAFRPEZRNIR iCloud, XEIHAR L ENEIRINSAIE
ZBRR, LURER S R IFIHIBALREE.

AN, BIERR P ME X EBFEERR iCloud RS . RBIEENI Apple Developer Program (Apple FF&&
1T%1) 1 AppleSeed for IT Beta AritXlIf058), MERER S AFAF BT privacy.apple.com 1hla Apple
[SE TN

E1E Apple ID BZ#EHMEA Keynote #HE. Numbers ®i&. Pages XF5. “RESIV M &5z IMELIEXTE
MRfEA FaceTime BIEH iMessage EEHTBIE. W TFIXLERS, BLRIEJUE X BF 2% S T AMNME,
TREREESHEER Apple REBSERE. Apple ASEEY Apple BENEBRNCIENIKFHE.

WMRIFEEBRMMNLEE Y, WENRRREBFEITEER Apple ID BRRE L, MRRFEBINSHER
REEY, BIRERTITEMOER, WEE Apple ID 2EIRE LAIRHER,

MEEEN Apple ID

£ Apple REASERFENEERN Apple ID B3T5HEE, RAREFTERMRINE . HABEERA. MREER.
ASZEFESRABNAFIUEEREEEN Apple ID IKF.

0B R EIRARRRTHIRS RN, . f120, ZUTaI iz aE | B AR T UREZNNZE, MEER
FILMEEEIEAR  BUMMZEAE,
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HEM “Apple REARSERBEROEZIULN, 2D R—TMFARIKP, ZWKA (XA RZERGEN “EIEN Apple ID”.
RENE R DUZEFHME A P iE7F7E iCloud 8335 CloudKit 89 App FHIRE. “Apple REHSEE R
FENFEZIHOER, BERETREANSH . ERABERIBENEER Apple ID”. BERNNEIMRZEHNTT

&,

iCloud

iCloud ZEM4H# %

iCloud PIMfEEREFEIAR. BFA. BA . XRANEMADS, FiLXESERISEE BohRISHN. Ttha M
B=7 App (A, SRIEFEMRS SRR BFF R EMENH App HUEXEE. BFPBEER Apple ID FEEVEE
FRMNRSIILE iCloud, IT EEARLMERBMIEEEE (MDM) BEEMIASHREAHY iCloud IHEE, a0
iCloud =## iCloud =&1%.

iCloud {ERREN T 2R AR RESRRIP AP EE, K& iCloud BIEESRERPIRE DETRE
AR iCloud BMINE, ARE7 £EF iCloud RSS2 . W ARRABIRMIHMBHEHIE, BFIRESEXL iCloud
BEZ 2 EER) Apple HIEFOH iCloud BEHREER, R AW Apple BIBFMELHE, HERFFEN
(BanEFIMRE . MNEmIRESEBEMN AR iCloud #iE) ARMBFREBELE, £AFIREM iCloud RRBEEZ(E
RhanEiE=EY TLS #2500, B iCloud RSBHREMFIMIINERFMEEFFSHPLUE.

fRfftin Apple IINBRBARETFHIE Apple HHETO. AMEMEFIES =K EIETOBEIER, LB RPN H
FELEMRS=3 LITTH Apple BEAIRER, H BXELIEVERER 7 AI3RE, A T IgRAMNZER/, %2 Apple
RS EMIHTIRINE, XENE RERFPAAT 8B ECH iCloud #iEE REEEBETH Apple ID EFMZE
BEfERE L0,

HI AP iEEFE iCloud FHIEIE, Apple 1R T MM INEARIIEE:

o EERRIP (BUARE) - BPH iCloud BIEREINE, MINRRHAL2MEFE Apple BIEHL, BUE Apple
MENREHIENIK, . RBFERN iCloud #¥E (B @R #UEM iCloud $ARLEFPIEREE 14 TEIEZES)
SRAIHNIHINE

+ iCloud BREIERIF: 12(t Apple ZERFTIHRFIELZ 2 LN TIRIRE . MRBFEFITH SREERT,
MRBEEZEENIRET BRI AR iCloud EUERINER, Rt XEHIESZIFNIRINB R . BRI
“BREERPTE, RBHENIHINZNEIERNS EFHE 23 1, 81 iCloud =&H. “BAE™. "&85x% "%,

Apple XX E iCloud #iELEHETE T RBIHIHINZ T RIPHHE iCloud BRI,

iCloud 1z

iCloud #iEIN® S HUEMFEEREEX, B5EE CloudKit B2 API, EMAYF App MIASRHRBFRE
#EfEFE ICloud PHEMERBEIRENNIT LIRS &.

CloudKit mn#

CloudKit tE2R 78V App FTREWRELRE . SHRMEEENZR (SEUEZED FHEFRREEE, MEGRSIM) E17
£ iCloud 1, CloudKit ZFHRA R D BN RN HEEENERYEE. AHEEEZEAZ, BEAT —RUERR,
BRmeE, ERBEERTMESMAF iCloud UE,
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CloudKit A5 #IREMTERNZRRER . BT BRNTRYEEZBRARRRY, ZRBREERTIN
CloudKit BRSZEANAFTITRER . XLERBAES iCloud APHNZEERE LEREREEE -1, ZHESA
CloudKit i, FRFAICRBRHSERAF ZETRE LERFTEERINMNBRER, Ra7 & LEHUE,

CloudKit
HE;;@%;% ek

! —~

X e EREH e HREHE HR

Apple XX E iCloud #iEL2HE T HIIFZ Apple BRSEMS iCloud fARLB RIS HERIP M
CloudKit RS BRRATIRITIRINE . 33 FT1XLE CloudKit &23, IRSBRNERF ZEENIRE LA, Apple 3
EEIE=S#TESR, BMERFEEAER iCloud fARtSEESHZS . BTHAREMAP LR, SXBHAOEE
BFiREREL ., IRIREEXR, BPAMER iCloud SARLEREME . IKFIREKRARIKF ME ZARMEH

iCloud ARLEB LR,
INZZRAERE
RE =
58
Xig 1 Xig 2 Xig 3
X1z Xi%E5A XiF#EH
iE& A (B5) ic& B (5A) it& C (F)
I MEFER MEFE
KIEFE e N
N2 a3 ERA KINZFER FINBFER
®iRs|H
A
nEER

CloudKit B RN Z 2 IHRBIXI A N BBANR 2. CloudKit BRSEHD IME: IR INBEINAEET A,

. BXIRINEARS R X TN iCloud RS, 138 CloudKit FRSTABLTAIREA Apple BB,
SRR RS BN AT AP B EEIAE FARAIRAEA iCloud BRERSHENIIEANEL
8%, B2 Apple IR MELME (Cloud PRSBMETTERIE, (BNBAM RS RIHEBPEE
SHRLEBRIE, 7ET0AIBI ICloud SR REFTEMENMIMSFERT, CloudKit PR ISINEHIEREE,
Apple FeAZEENIRE AR,

« NEEARARS®ESA: TR iCloud zEFHAMRS, RSBERMEEE Apple BIEHOH iCloud W@
TR, BAl#ED Apple BRS1HE). SAPEIMRE LEF iCloud AINEE Apple ID &, THRAF
H—EREHBAN, Apple BRS2FERITHIOX LR, 419, BFER iCloud.com EEFIEELAEEHR .
XERSBEHDINEETREA.
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iCloud BREIRR"

iCloud BREIERIP2REM Apple HZERFITIHEELZEMENEIEIRE. SAPITA SRBERPE, RBEEZ
(BEERIREZBEIABIAE S iCloud BRI, FILXEHIER ZRIRMIHINBRT . X T SREERP”
AR, RBRNIHMNERTRIPOEIESESISH 14 D LEFE 23 1, 81 iCloud =&, “BA". "&6x"%.

[E] LEThaERTREHARE PR A E RS X AR I A

‘BRYERPEMS LREZER TIRE LEMBRE LEE Apple HUEFORIMEETA iCloud lEHLREE
R (HSM) 89FE CloudKit BRSEHASMIXLE HSM FfllkR, H BEE2TE2REFERIKFH iCloud FHREBRIPEF,
HAEH UMINE iR IR AN BRARSS A —#F, XRIRE Apple A BiRENELIAE)X L EH,

BREERPTERBMRIFE=ZAFFREFRFRCHINER CloudKit FEMKFHE CloudKit #iR.

B R “ SRR

LAPITA BEERERT N, AR EERESNIUTRATURE: &%, WRELBAF S SHNHNBOHR bR E
XA BAEERP NEE. AAREIRREFAAERNIESAE iCloud HRBRETHIER
S, EIRIRE S AP WEMRER S IE, Apple RSB TEB MRS SULIER.

25, ZgE R RERFINEETRRSEHEM Apple HHEFOBIFHIERIE, BAZ iCloud HSM RiP, XERHPR
MELKAMBREAEME . MERERAE, Apple NAIBIHEZRFRSBHERIPOE@LEE. ERERTRFSEH
RHRIRE, LWRIER N ZRIEBRMS Apple IRSHFNESIURS QIRMIIRSET . MREPEIRE T ML HUTEL
EIEMEFRMAN, REHBARNRPLIREE NI,

RSB ZEARIRAING, B NRSHFEIEENERT BRSHBRE . ZHIEZ X EAF 2 ETR SN EH
1R, Apple 33 TEiATAE,

“BEREIERP”H iCloud.com MTTiAE

BFERITH SREIERIPH, £ iCloud.com L@IRIIARIESER BaxH ., X2E R iCloud MRS
NAI AR H BB SRR AR . B B DUAREFFT WA AR, FHERSSNZEEREENTTL
AlElINEER] iCloud #4E.

IR I RN RE, TE&R(E) iCloud.com Y, BPRFERFR—aZEERE LRINNITESR . RN W
REMITHEANR, HE FRN—N, IREREZREIETE Apple RSFNERULER MRS, BIERT
BEAE iCloud.com EIBBIHIRSTIRANMHIZA, REZ, BEMERF BN TE R, RSEBERBITEFEBF
®& LA iCloud.com EEEMEUE (FIEN“fEER" 4R iCloud ARt HIEE) AARS T, Apple RS
BNRERBEZAPENIT LSRG ERIRMENRSZHR., X LERSEAN, ZRARERS B RNN
MTIRIEFE IR BEAIMNE, BB IRE LBl —N&EH, 2Rmm iCloud ARSHVEUEEIRI I Apple iRSS%s
18l

(REEFI P ROIERR

“BREIRRIF ] iCloud.com MBUAINRBIX A BAFEN. XEEMEFERF K iCloud BREBRETHIET, B
REEMAPHR—ARETRE LBN. Apple REBTERRMPELIXLIRE, hTEBXELREEIRE 2 1M
RE.
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HEMMENREE X

AZBIERT, HAPHZABSHATIE (FIR, BIREEER. HZREBM. iCloud ZRTFMHEIHR

% iCloud #ZRAEE) BFTERFYENF SREBRIF I, Apple RESBREMTRINT, BRKHEHZ
BURMNEER . REANBNRAHNHNE BREEES 5 ENREERE LibE, S FSRIZRE, Apple 2RA
T EIRRIP AT TR R B AR E M )RR RN .

BB ERNERE R EBE #ENAF RS RBRESERIPRENSIH Apple fRS251510), BNRSE=
FERBNITIF URL EGR PR R,

iWork IER“BR A" B9 HZABE HRER S S REERP” . AR MELIE iWork XIREEFTH iCloud =&
hHEHRAR iWork Xk, XRIINERAE T2 EZE] Apple #IEHOH iWork IRSS=5. X2FENTE
iWork FRSERIIMERERS FRIHAIERINES S5 E Z B E N HINE " H=0E R Ao R AN ERERP
HATHER, EZINEER AN EATFHZEE,

ER“BREERF"
FIF RI DARERY % ) “ S R AR R . AIRAFIREXH], BRI TIER :

1.BFiEEESREE iCloud SARES S TEFICREINEE, HRESTERFNMAREBZZEY .,

2. AP RERBAAIMLIETRARSNRSZAREM LEE Apple #EF/O8 iCloud HSM, (EXRBREEUE
FRIPEIRSIHINEAARSS (5120 iCloud $ARLEM ") MEBE = L1,

REREN LEE SREERP I EMNRARSBHNERF TR EMNFRSBH, XFRit
XEERRSS R BIEEINEE I HIAE), HBESRIKF IRE A RBINEERIERT, DME Apple AIERP L&A B E
M= B EFIHBIEIRE RER D EUE

“BREYERP” REERN iCloud #4RE

HTHRESERBFHME. BERMNBHREHITERE, i(Cloud B, BEINREMN BHARRBIFSIHINE .,
BNMEIT A S REIRE”, iCloud th 2 EFE D AZRAFISE CloudKit lRSZMRIPIIEIE, ER=RMEN P,
CloudKit iEgFEABAMFE B0 %" 7 e EIRYP, MZIM S NIIBFRFEERE N APl XHHTRM
12X BEAFNRY BB T XA P B E B EATHR, XX AFIER A EURARIEFAIN A T#58) Apple #17AF iCloud fig#E
EE=RMNEIREEENNA, A REDTEBEX GRS, BXSELIELNMERNME S ERIFARESR,
BZH Apple XFFXE:iCloud HiELEM%.

I iCloud BRSHY, E&MINRITTRRZ —EREARVAFCATEIRERE, RUUT AAFMBEARIR SIS,
LT HIRRIAZ IR, EINBERAH Apple REBIRELIERRIPHITIER . MBERANPIEBFNEELZRP,
Apple BATHREIT A SREERP"H, N EFEL L THIRENNE 2 8RR ARTIRINZRP.

“BREURFRIPEXK

17 iCloud SBREIRRIPHERANT:

o FAPIKF ARSI, HNIENEEERFH Apple ID XANEINEEASETMNEE LIRERE,
BREZER,1BZH Apple XIFXE: Apple ID BIREIAILE,

. HBPBEIE Apple ID EFMIEEMAEHZE i0S 16.2. iPadOS 16.2. macOS 13.1. Apple tvOS 16.2.
watchOS 9.2 S ESRAM &I Windows A iCloud., BEEKAIFA1E Z BIARARY iI0S. iPadOS. macOS.
Apple tvOS 3 watchOS el ER S ZHAEN LEZPAMEET R HSM, MM iR E B8 IKF IS,

o BFPIREEDS—MERMELR EMRE—UHBUMEBFRATE —MMERR) , WEETEHOIKF R,
BEHEP—HMASARRER iCloud HUE.

WRTHERERMEA R, FlUMERKAANEEIRHERFLTIETXEER, Apple BIEMEIRERFH
Imsdiming iCloud ##E.

RE Apple ID XFHTH iCloud SREERY . B Apple ID FLEKF (AEZRSHXTF) RNIFFIINEE.
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iCloud =&&EMH

iCloud 8 RBEELLFBHMENER, BIERERE. App HUE. BNRERNER AL ER” App H&Y
E, NHRELTHERE EARRE BT TEBENILE BRI, iCloud Z&HMHAEIF. £F iI0S M
iPadOS RAMEFMERA, iICloud ZEMINRITAIERFEEZZNEN, TMITANETFEEENTINE.
iCloud Z&MIRSEBRIMNEZTEEMNE Apple FIEFOH iCloud EHLRERIREBETINEER BEIEEN
—&# . FFHFF iCloud BREERIPHABFMES, iCloud Z&HRSBHERBIRN IHINBRHTRIP, BRAE
ZEERE LERFRR.

HNREWEN A REIERIPELIE AN, A HREHHEE iCloud Z&MHHERINERBHTINGG,
HUAX MR EZIRSEEE MR iICloud, FIAEXHEEMEIEFMEENIIRER CloudKit MNEF#RIIET
M= AU LRI,

iCloud &M BABEEERTRIERIPEOIENTR (Curve2b519) B4, IREMENETIELG ., EHEMET
P8 iCloud kP, HEFEAPXAEIZAN iCloud Z&EMNRAE. MEEHE—BREFNREIERRRP
iCloud =&MW E ., BFH iCloud BRAATINE, ELEN iCloud BRAESHIMEENEN.

MmEfE, &inIXH. iCloud ZENEABNERENRABMAE/E iCloud IKFEXE, iCloud ZEHEAEEL
HBRRRE, AEBAEPNXNERARTRESNERISUE, XL NN X A BN RFS, MMRYE
HEURRPESHERNE,

MTABEEA iCloud Z&MHEER:

- BEMIMNER.FHA.BATE. App MERMICE. AFH iCloud z&HBIEAFPIEE LEENEWASH
BXER, BEAEEEBAREE ., HEFM iCloud z&HIRER, ¥B&IM iTunes Store. App Store.
Apple TV App 5 Apple Books TEEMWAR . B0 LENNEHIFEMBEERIMX B T, B 28189
AL EERT AR (MRELEBRFEESENBERIBER) . RENWXHEICRS AP Apple ID XEX,

o APRELNBEIN, BEIE, WRAFE IOS 8.1, iPadOS 13.1. OS X 10.10.3 St ESMRAFRITFF T
“iCloud BR", HBRRMISMEZM#FE ICloud #, At R E4EERFH iCloud m&HH.

. BRAADAR. RESINEGS

. BEREBEER

«  App #UE

. ETEE5 App #HFIA

+  HomeKit &g &

. ETRMFEE

. “EEELE BB WEN, FEERHEEMERIZE SIM |)

- {88. Apple Messages for Business. 2Ef%1(5 (L EH, FEEMEEERNEMA SIM &)

iCloud ZEMESBTEMHANPBRLS, ZARBEAHRELEREX UID RMEBZHRENZIRATING. 2R
FREMA, Apple BARMZE., BB EEEENEREEEMENE—BIRE, BIREIEA (B4 Apple) WkiA
B BXBEZER, BEAREREX.

iCloud Z=im{ER
iCloud TiRE R FILBFNEEERH RICREMBIRE LA BHRIT &N,

FAERIERPHN iCloud TiREE AT iCloud Z&E M XHAFERIRXIHMNE, 17T iCloud Z&MH, &M=
837 iCloud TiR{EEINBBANEIA, XHFEMERP AN iCloud RSB R EZEEIRE, Apple tBENEIE
MEER WWRAF XA iCloud =&, WikE EREMFZHAMNURPELM (Cloud TIRER . MBHARSEFE
iCloud Rt ERF REEMEREERE LTH0), MEANBTRNIEUENEER NS R RHRE,

TR SREBERFE, iCloud TIHEERERBIFNIHINE . 317 iCloud =& /E, 8% iCloud =i
EEMNBEEAEANIIE ZIHABTIIRBIRIHNE . BRI SREIERP"E, iCloud ZEMRSBAMK
iCloud TiREEBRBAHRWE. BXESER, BZH Apple X XE: iCloud HiEL2ME.
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iCloud ERREREM

iCloud TRREEZZHEERFER Safari MMM #ITRIP, ESPRFAE DNS HEMBITER, X8
BFHESBEIE—7 (81F Apple) AIUXEAF Y P Hhht RERKER. Jit, BER T AEMNRE: B Apple
BEINORE, UEHABRESERENHONRIE, EE2FEH iCloud TRAE, BFRIREVINBTT I0S 15,
iPadOS 15. mac0S 12.0.1 ESARA, FEFERBCH Apple ID & iCloud+ K- . BERFEDERE” >
iCloud Z“&FI8E”> iCloud H3TF iCloud ERAHE,

BXEZER, B iCloud TRRERE.

K IREBRRARE S
FRRTITH T SRERY", PR STERERNE N AN RERAA, SRS iCloud PR
HUE, SIEFTA NI IR, Apple TIREE R AL TR IRE B I RIS iCloud BURMLERER.

MEBRRNERITITERE TAPRT. Apple TESMBPIERNMERKAAN . RESBP S KEAANEHE
BRRAZFRTaBIREE, Apple RS 2EZHIMENER T BMEKAANEXER. METHE, ZER
FEWIRE,

MEBRRALERTE

HAPREKFMEBRRAAN, RASEM— TS5 EBERAARKNRNA. LWRARBTRIPXYAF iCloud IR,
BIEmENIHINE CloudKit 8. 2/F, AAZEM—THE 2506 i AES B8, ZRBA T IR MERKRAARN
MEIEMEKAANBIES, ZNBHEESRELMEBRAARITLERE, Ml AES BHANA Apple f#7F. AES
BHSESE SYARRMEUS REBHEXNER. EREIRET, SAPREMINMAFIREKRALIRENR
EBRAANBIESEM Apple 3REX AES Z5RfE, ERJAHME NRERILBHRHARAFH iCloud #4E.

ATREBPMEKRA, APRERS Apple IRS=25EEMU L& Apple BiENBMHEBER (BI LR AES
21) . lEEIRES 5 MEBKA ARG IHINER CloudKit B2, MAZMERKRRAMTENE S (BNMER AES
BEMBNIREKAALIEER) . B Apple SIZMVBRNBRLESMERAARSZ BT MEKF HEBEIRZ
TKFR9ZES , ZBEEIEEINER (DS @EHT, BT BETIESMERAA. MEKRAABZRNEEBEEE
H iCloud ARtEH, Apple Toi%ETAE) CloudKit B8NS, thITATROMEFIZERR iCloud LS., FUTHE,
Apple REFNEBMERKRAANER ID.

ZfE, SAPFEMEEKS K iCloud BUERS, sJUAREIREBKAAT KB, BRIMERAAMNKERER—T
MREINIED, fE/ERE B AR ARG EMAEME L (AN S EsTeiE) Rt . BrlEEERRE LRARE
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Apple Pay fRss23 Lai&m 3 iCloud, MAS 10S. iPadOS 1 watchOS k&M REE#HIZ 1D 89 Mac A
HBE Apple B A BERHIE ID MYEREN Mac BERIEETTE.

£ iPhone £# Apple Watch App &, SifE & =H486 iPhone App W, BFRIA Apple Pay MBERA
Apple Watch R, 7 Apple Watch iRIEREY, EXRFRUTEFBETEN. BEoa Apple Watch
FRNTRRTRETRAEMFRE B CNIRE RS, ZTSHEFE Apple Watch LR ETTHA,

AIERF. B FRMHEF (BEREFR) F, ENaERE (BRTHEE iCloud IKP) Mg EBNE T EIRPE
RENRRINRA, ABZXEMRFEED—BIRE LRERN, ENMEREEIIRT . (TR EMAEIRE LB
7 RIEHEMINRPIERR, LINEEE KB iCloud A EAXEINL,
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BERFRIMEICKRME Apple Pay
RPN ER IRl Apple &M Apple Pay &,

FalRIMERFHMBEICF

BEFOANMTRF, FEEBUE . RS ZHIHBH CVV BREMMERE. AFTUERE". Apple 83
Apple Watch App FERIREBHIBEIKZESR. BEXMRENRFERE, Apple 2EMERER . TSI
HE#. FHRENER A BT R FHENRENEFERAEED. EESIFMERIE, “BRIIRE RESRIE CVV 18
DASMIEAL, XEEE B HEERHINEH R XE] Apple Pay fRS5%:.

MR BIRREREPEL TERSEE D, Apple 2 THAFNMNERSEKGEHEOAFER. NRFAFPESE
FIMMOERS &M, Apple RISFMIEZ RN ID Mk CVV AR “HHEMNE " RAE, LI, fER  PHEMmE"
WEN—E, Apple 5 & RINMIMERZIZEFRIER . EFEIE: (a) BXRAF iTunes f App Store P
TEHRER (B2, AFPTE iTunes FREBKINRZHEILE) , (b) BXAFIRENEE (FI0, BIESE. HHE.
BARPE&ESHURIZE Apple Pay FrFIEHAEXN Apple 15%) , MKk (C) AIMIRTRBFRIANMUE (RBF
BRT EMRSE") . k£ ERLER, RESTIEBARERNE Apple Pay.

PHEFITME " RETAE, RRETIRME:

o REFTHETHRRZERTREL RN Apple HEBREIEXH,

« REFTEBEIRFTSZETHIE.

REXHEE AR THARFEGH URL, BRI TR, SIIBKAEER. BXER TS App MEZHEY

g, EXRBRFIDAS: IR ETHE2ETM 7 MHARE . TR FHNRSRR FIMEFERREETRF
REG1EM Apple Pay #{T 2RI 2 E HEHTEHIMNAIL,

M iTunes Store lkFRMEAFHEICE

MREA iTunes FHENERRIEIC T, BRAERESIMAE Apple ID 213, BEESM iTunes BE+S,
HEN BT ERIE. WRERETE Apple Pay WEE, RESTHHEREFIMWNERE &S, AEBE
5% D I AREB—RAZEE“BHENME " RE. W FEEM iTunes IRFAFF, RATRESHEHITENINAIE,

MERRNIEE App HIMERARFEITF

4 App iZMAER Apple Pay BY, 3 App FIARIIKARSZEEEHA  XERARTMERERE T
IRRER. iR EEBLLESHE Apple IREIEI, MERES AIRFNRINMITRFHEMN, RE—KRE, BIA
—RMEEBAE CVV 18,

MERFNIHRIERIMERFEEIC

RERFHMREEEREENIA LR Apple BN EMERZHINGE. ZiPER T, AP BEEL TN
R EIRIFERIMERNTRTRREES. RE, BPEREERZE Apple HIRNAIRIZI Apple EFI1E, HRERER
H Apple ID #17&%, BINERE, BPERERTARMEIIN —SHZ0RE, HHEESEBMRE LD
HWINTELER.

AN INERSMNEIIE

ERNAFIDURE B S B ENER REEIC REITIINGILE, RIER RHAGIRHIIIEE, P Brr DUEEEI T
AIHATEIMNGIE : 5215 . BFIM4. EREFNEFBDIANENE=7 App KAWL, X FEEHBFMY, AP
SRR FNMEFHEERRAERIED], HUFHE Apple BE. “IRE"3L Apple Watch App FHEINKEIEY
I0IERS, MW EREAEEA App WIEMNS X, R FIMEEBSHBERE.
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{$F Apple Pay BIFRIZ{F1%4X

WFEEREFEXNRE, (NEREPRER2RXORNET 8E#T2. 7 iPhone. iPad SEC&#NZE 1D (5E&E
f09Z D AORIRERECY) B9 Mac £, S RBIABF 2@ EYNAESIRE BB HITINE, ML GERIA) BE0A
A, B ERED, FEMREWTREN=IRFEIIEE (T iPhone M iPad) 2 LR E SRR,
RAARBEMREEBRNIED; RSN RIE, WEERARE. IREER Apple Pay EEEFTFFAEMIAL,
thBEHAER. §T7E Apple Watch D3T3, BP A JERRIEHEIRE B0 FUERMIREA T,

ERAZNETEH

Z2RXMNZEHELHTEOBE EBET AES (MEMIAL, FREBMEREMEURPERZ RERIKE.
SRFEITEEREE, Be(lBIfEIRRPHENRZRNRARDBE, FERR, KERMEME UID 2B
LETHNE—ANRFERENER. EZEREL PRENERLetERIEHL2ER (HSM), HSM HfE
BENBREANZZTHH,

BRINRENRS

BFERR5E (BEEESZ2REKBENYIEFE) R2RXZERATETHFRFNIEREZHIENALRRS
KBRNFMER (REMIE App ), MRETAFHE 7ENEN (AR) B, BPEERMEERFN, R2RX
HREM AR B, RE Apple Pay B, ZEEE—ERFE, EERIIREREMBABHERNHIARE. AR BS
BIERRNBAREMEER T2 H . EREFN AR EE, RETHERZARINBSRFIRC AL L,

ERXTZBINHEREM

BEXTIEFNR RS SR BBNRE RS, LEBN—RERE, ERRSTRSNRETE, RSN
ERSRITR B E M. BANE MR PRBEX D NVRER, BN WA/ L TN, R
ZIHROTE, B RRT AR bNE, G5

o RIGARITRANEY, HIIAEELLBE (NFC) 5
«  Apple Pay RS2 REMIE, 3 App AR S
. BPRIEEAR, AIIFRARIESZE (CYM) ER

REZEESEIRBLTNNENR T, R FIMAIIIESER S, RIEXZHEENE, XEREBHKED
AJREEMANE.



BT Apple Pay EBRtMET

Apple Pay RTRFREEF. App AFRIG LML B S,

EEEPERMIR TS

WE iPhone 3 Apple Watch EFHLERNEIT NFC 17, E2BBFR ERERNEHRE (MEE NI EITHESD)
1) WERMIFF, AR ENERAIERE PHTEE, AP AR UEIE Apple BBHER—KAFHF, HEERE
BAERTRILA:

o EEFH LIRS (ERETEDS ID Wigg L)

o EERFHTERSERE (ERE THE ID gE L)

. FREATMBERS EEB Apple Pay FFHEENTNAE

REERHERR, AP ULIERES ID. AHE 1D SE8#TIAME. Apple Watch #8U5, Mz Hm T AUE
BIMIFRHT AN  REBFINENER A REEHIZAER.

BRIANEE, B ANRERRE TSRS ERAMSEEE. Apple IAFPIEEHAIRIEERFHMBICFH
FREFSLFARR. Apple AIRERERENRZWAMN BFMUBEEERRSER, KB Apple Pay M
Apple BEM™RFRS .

£ App RERMREY

Apple Pay A F3RTE i0S. iPadOS. macOS 1 watchOS App W72, HREFPE App AER Apple Pay
SIS, Apple RIREIGAZATFREABROMNBRZER. ZIESELAEATREUBRE, Apple 2ERAF LS
BENZBBRNRZHITENIE. Apple Pay SRBABNMLEMEEZRGER. ZIEETIHEZAF, bk
T EERFEMNAER.

App ki Apple Pay R 5/G, Apple Pay BREHBEATERKEIRBIRENNER S . Apple Pay BRE8:
e ERARSENZBANRBETEMNR, ARKZRIREER.

App BRI, A AP EREREREXIF Apple Pay AR BFEBENERFIEIC FESERRIESN
ZARERHITZAT App RIERFARMENIMZZAARNERER, FINKRMK IR RER. AF,
App EEK I0S. iPadOS. macOS 8 watchOS &/~ Apple Pay R&, RERIER App WEENHMULEEFE,
BIaNE(EROETRE,

LERS App SWREIBHARENRE BRI B RANEE. IR ERES 1D, AHE 1D SRERIEH TR,
BUFTERNBEEEBEARRME App. BESUIE, Apple Pay RBHERNEERERLER.

TR App AERMARFT

2 App 2 App BIRIBHR, ALAPIRERHITES (HREBEREFHEER) , THE FHZE App. IRE App ZiF
I3, AP RILMER BT Apple B, REEM Apple Pay (. BFPME App ATEET, e RE2RAIERS
P App ASZ(IRI—HE,
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RPMERR App I ARERAE S E#HTIRIE

APIERBETEERERE Apple RS . R4, IRET App M AP SRERRZ T App XY, B%, BF
1% App 213, App BB Apple Pay FR% SRIMBREMIE. BRESFHGIENRMRBRELXHRETTH,
IIHEAER Apple BHEMBANKTEIE. RETHZERZAFRIDBRER Apple Pay 58, MERSBTRTZ
T, BERERES Apple Pay RS BB LANREMERTEN, AEEASHR ID BXBNEREANE
EHE. Apple RESBREELHRERE, BIREHETA App API, HiBI AP BEERABRALM
FHTAE, BRBEX T EEMIEE NS EHRERE.

API RTEREIGRIEES AR ID. App o] USIEAMR AT R 2T TR BNEMEUE TR SHEF
S17) , MARRBAREIEMEFFH, App FEERLIBIE PKPaymentRequest L3187 applicationData
SRSLH], MEURMIEFER BEENBN IR, BRAFIIEE applicationData BHEESBEEX(T
RPN AER ST,

EMuA P ER R S

Apple Pay RTAF@1Z iPhone. iPad. Apple Watch # Mac FBAN (Fo&fHiZ 1D) ML LT, Apple Pay
RSAEFILATE Mac EFFR, REEEBRE— iCloud lkFERB T Apple Pay #J iPhone 5 Apple Watch k£
SERk.

EM_EER Apple Pay ZRFTBEEMILTE Apple Ef. BEME, RETE Apple LT TLS BEFIHIEPET S
PATEBIIE, 35 Apple Pay MIMIEL @ HTTPS RIERNE., HNSEMNRRS, MItEEFER Apple &1
TLS BFIRIERRIRES Apple RBRZBRE . BE—NBRRIE. ARSIEHIER Apple L., BRSIEXEE
ZiL3IEfE, MILENA AP 2SHAEZE Apple Pay Mig&, MRigE FRTHETEHAF. BicFaMEFE.
ERSHEZHMEMERS . BPURTEHZIESR, 7J7E iPhone. iPad #l Mac 1&&# Safari M E2RRAMIEEF
12F Apple Pay &1,

BRFIEEIWILE, AERMWZE2R/RIPERSBPE App ASI—1*.

WMRAF EESIIEXIEEM Mac Z5ZI iPhone 81 Apple Watch, Apple Pay #ANTHRERE IR im N ZE /Y
Apple 57iR5IARSS (IDS) MYFERFH Mac ST E 2 BIIEHZIHEXNER. Mac L&Y IDS EF i
FRAFPNIREBHENTINE, AMEMIREHIERBIES, B Apple TARGEH. KIVUEM 0" ThegwT
Apple Pay NiREN 2 BEAFER FTNEEME—IMRARFUR—ETE. AP FRNRE RS aH=E B8
ZEMEFERFH iPhone 81 Apple Watch L. Apple 22181 iCloud fARLBREMERAF &ITERI
BXRA R AN SR

BFERAZR D. itz D siBiEEN, si&EE Apple Watch BERIDIEZHER NG, 28— TS
BIWIEHERIEBHITE—INE, FREMMAFR iPhone 8t Apple Watch £ Mac, AEEXEIBRN
(i

RERUBEMIRET BBRMTMSUT . SHEERRIIEES (BLE) T HERE.

EFFAREIEERSY

£ i0S 16 HEBhRAAR, 121 Apple Pay B9 App FIMuL eI FIA Apple Pay MR <, fEA IR &E T —EM
2%, I0S 16 FEFHEMN Apple Pay VRSB T TS Z(TAI., Apple Pay API RIS EE T
App FIMIEFF & EHBEITR . EEWKE . D EETA £ A REAB s R ENTRERBMAR,

BRLMHRRENE, BIARAP MREBIRMIRF, haSIELSE IR,
LIESNEERBES

£ i0S 16 S EBhAF, Apple Pay SLEEE Apple Pay TREBANZ I A RIBEWL B, XHEMEA IR
TEHTEEL, flaNE S . AEEENRITES, RAENRAS T ER.
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Apple Pay FryGizft= ik

HEBFIEBMZIFNEIHEREIFEN NFC &, Apple &E Apple BERS (Apple VAS) #1113, VAS 1%
AITE SR ATR EETE iPhone App FsERE, HER NFC R5 X558 Apple 1&&@(5. VAS MMUXEREER
BRI, IRTHRERD S PRI ERHETN Apple Pay THH—B2,

REFEL NFC KR, KRm@Ed RxFINERUIHaEIEIHER . IRABPNEILEERIHRHENRRE, AP
FEBIAEZR D. itz D siBERBRERZEIL. BIHES . NEEM—XIERE ECOH P-256 BRRERRILE
RAAENAF—EARREL — TR, DI REEZIRE IR TINE .

MIOS 12.0.1 #ilER iI0S 13, BFESRILERABZRMN NFC Kifal, AIFMEEEIE, £ i0S 131 SiESRAH,
FIHREE PR FNEFNEIER ENERB AL, SULHINERNE /A,

EH Apple Pay fI&F

RBERETMET TEN (ERSRIMTRRINERMNEN BHEFIZANEN (AR) B) , 74 eeERRMARETHN
ERF. B RMEETR. EREIFN AR EE, RETHESB ZANRNAETIRRTIRC AL, EUTEREH, XAk
ERA SR MBS AR BN TIRERNZRE:

BiE R’E

(SRS, iPhone. iPad. Apple Watch
ER%EE, Mac

FAFBREER iCloud. iPhone. iPad. Mac. Apple Watch
APER FRISEASTIEE", iPhone. iPad. Mac. Apple Watch
& EMNMERRHITIRE . iPhone. iPad. Mac. Apple Watch
FRIRECST Apple Watch

HEEER. BRMKEIRFT

BIER BRBERET ELAER”, BPAIAEEER iPhone. iPad 1 Apple Watch £ Apple Pay. FBF
WA BAER “E3 58 iCloud.com M Apple Pay BERFIHFIEHTF£, EERMEE LER Apple BBHMITLL
BIE. 7£ Apple Watch ERTFERIER iCloud IREM K iPhone £ Apple Watch App B8R, S EIZE
FREBR, MEEEBELARBNEENELLLBEN, K RIMHESBNEZNMEDTEEERIBIREE L
Apple Pay [RRMZAITHEE, AP the] UEEB & RIMSRERERSRZER Apple Pay RIIRE,

SAPER HREMARNSIMIRE". "B IMERERKIEEMREN, iPhone. iPad. Mac fl Apple Watch
RETRETHEMENR MO A L, XEETIZEMERANMFT, ERIBEBEKR Apple Pay RSS2, MRETH
PEERIENR T KZRETZRIRE AR FRCHTR, FLETAER ZBNEMI R F R THE— SRR,
REALEZZWEKR Apple Pay IRSS=3, BHMRLETHTHMB IR FEHSHIRE,
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Apple Card =4

EXFH iPhone # Mac B L, BRAR2H1E Apple Card,

Apple Card Big

£i0S12.4 FEBMA. macOS 10.14.6 HEBSMAL R watchOS 5.3 SiESIASH, Apple Card Al &
Apple Pay {ERAERIE . App MW _E#TZ,

HEMRIF Apple Card, BFP7ifE3#SA Apple Pay 89 iPhone 3 iPad E&FEH iCloud K/, H#1E iCloud Tk~
RIS BEWEIANE, & JEEBET Apple ID BR/E1HE apply.applecard.apple #1THIE. HiEEHUER, REB
BAPEEEREEMNIEE LERE Apple ID &%, @07 Apple B85 RE"> B85 Apple Pay” H{EH
Apple Card.

FRF®#1E Apple Card i, Apple IIEHREEESFENFELEMBIEAFNSMER, A/F5 Goldman Sachs
Bank USA &=, AT EMmAERTEZ BN,

HIEURRTRENLFRSHEH XEEGEEERTEERL Apple NEMIREFSIENEF/Z Goldman
Sachs Bank USA HERESEBHZHENER. Apple NEERERLLEIE.

RIEIRRPRENBANEENRAT KB THRTIKFER2ZT2MERL Goldman Sachs Bank USA H{EF
HBRAME . RITKPEESFEERRSED. Apple TEERZLLEE.,

¥ Apple Card w02 Apple B8, BRAINGERREEICREMBRIEEREERS Apple BIE1ERTT Goldman
Sachs Bank USA DX Apple Payments Inc. #£Z=, IR EENAFHEZE . BRIVETHSREEN,

£ i0S 14.6 WESMA. iPadOS 14.6 ESRAMUE watchOS 7.5 SESRAS, #HF Apple Card 19
iCloud REAREFUSKEFHS 13 FIUER iCloud REMAHZE., BINEBEREHITAFIAL. Apple #E
ERREFBXPNBARITERERFFASREBENER . ZERBY Apple RSBR[HITIIIL.

PREFTDUEEN I RIRER S IRH, AT UEE Apple %EMRERBEMRZFRNEIEEERE, 18 ZULHNHE
BRASMAEEZRIBT RSN, FIEHNRIBERESE Apple B88 Apple Card BIEEND PATEXHIEE

Apple Card {£FB

SLARPIM Apple 88 Apple Card FiTH ., AP IR EISEA-R/EENPIEE A RRITER R NFC inZ30E
KA. SR RPOMSHEE—N, TERTRES—MRAFPNRA. RAERE Apple HBIRBRFNEE. B,
PPt eI LABBET M Apple & BIR1FBIE SLARBISSIA R,

Apple Card EH Apple #BFIHFHEER

Apple Card kP ZIEARIRTRRT M TTE235E i0S 89 Apple B B&E Apple Cash FRITIKF T, MK IRFR
Al AER Apple Cash FRITKF D EIER, SEREN BRI —RIEE . BRERE, =@ Apple Pay RS & &2
TALEREREMTF Apple Cash MINEBREME., FESKZREMENTTIEEFMES —REEEZ2TH
HEER., RAEEBRIRES Apple Pay fR%S28. Apple Pay lRS#5BII B R ERERIIEAFAIE T 1E .
SEEMAIEME, FRITERAIEL Goldman Sachs Bank USA #1740,

B RIER, Apple %85EE Apple Card £5. Apple Pay BREEIDZIEPR UBIABBERZLRX P ER,
AN Apple Card £SIREI4E Apple B BRI, EXERLLBHEINZ RS, MMERBIEK Apple Card £S89
iPhone 7 8E# TR . &G, Apple Card *S&&FHE7E iCloud LS,

£ Apple HENEIEFETR Apple Card RSHIFHEEFERFEAASR ID. fRiZ D sBBRTIAL, BFA I
ERREREDPERIZTSHERZAINES,
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Fort AR ERVEfR P

£ i0S 15 HESRAH iPadOS 15 SiEBMAR, Apple Card BFRITE Apple B:8H/E A “Fit BB ERIERIF”.
BN, ‘“fRZ2E" 28/LRRHF—R.

Apple Cash Z21¢

£ I0S 1.2 SESIRA. iPadOS 13.1 EBIRAH watchOS 4.2 ESMAF, Apple Cash sJEFE iPhone.
iPad 3¢ Apple Watch ES5EAMAF TR BWEFAIERR. WEE, SIRSRE Apple Cash IkFP. REFBFE
FAFEEEMEE LERE Apple ID &%, BRI Apple BBFIEE">“®E5 Apple Pay” FERFIA,

£ i0S 14. iPadOS 14 #l watchOS 7 /., {€F Apple Cash BiIE T BES5%HH iCloud REARETURN 18 &
MTHZEREMRER Apple Cash, AREFDUAEIRTIXLEAF REEAMREM RFBHKAATR MR 18 ZUATH

KEMRNITT Apple ID KFIRE, REAREVDAFNNZAFENRER Apple Cash A, 1R 18 ZATH
KEMANBE ICloud REMG, WE Apple Cash REI= B EIARENKS .

FFiRE Apple Cash B, BRANERRSEICREMERNBREGE R EZATNTNEENFETT Green
Dot Bank 1 Apple Payments Inc.. Apple Payments Inc. @M Apple SIZZIEEF/AE], EM Apple 89
HEITERMN AR 2 MBEEFEMMERFER, MRIFA PR LRERSNBT AR B R
TRNKHEREEN,

£ iMessage {EE®EMA Apple Cash

EEFEDMANDTAZSH Apple Cash, BFEFRS Apple Cash B9i&& L& FE iCloud kP, ##7£ iCloud
MK AIgENEINIE. BFP 2B MERSE” App 301k Siri EARIEFAEK. AP 250, IMessage 58
28T Apple Pay &R, Apple Cash REUAERRMAER. WBEFE, aMBEFPRNE Apple &BNEKERAFT
FEIC R ARIREGIN,

F=/&IE. App FIM E{#EA Apple Cash

Apple &BF 1 Apple Cash R/ EIEEE Apple Pay ERMUERIES. App AR Ei#1732F. Apple Cash
Tk = R EOFRI AT LASERIERIT K . B3 7 MELF P AAIER, the] DU Apple B8 &0 REUEE RFRITURINE
Apple Cash kP,

RG5EME, Apple Payments Inc. &&1ZAFP I 5 8IEH 1 825 E B T SehliiE 20T . B EI T AR HE
WEBM. Apple FIEMEBIIFEIRA A P BTN R3{ER Apple Cash RIE¥IRTHIUE

ZRPER Apple Pay 3 CERIUAMNE] Apple Cash KPP SEFINEERIRITIKF S, =@ Apple Pay AR%S3%
ARIFARIREINZ REMRE, ZHETES App WA Apple Pay IREIREZEM., HFESBZRENENEMRS
BE—RAFILTETHMTEZAER . ER2IRO%4 Apple Pay ARE2E. Apple Pay RERSBEETERM
REBUERIIER SHES . SSEMEMIERE., AERKFR, XITHRERFP KRB,

MRRGH R

- BAFm@ Apple Cash RENMEICF

- Apple Cash REAF B HITRE

MAESERINE A EIEH &1EG Apple Pay BRSS8s, X—id725 Apple Pay 7 App FMUSAAIER B EM,
Apple Cash lFHREBE —EEAG, FIONEFEEDN, BRERKREIZERIEESH IR, AXIERF
SHMRENER, R SHIMER (FIA, WIABF ZEEINENERM) , fR2MER%A Apple GIEINEH

ERERPINE. Apple TEERRBILLEIE. MRAPIAT Apple ID IKFIRERIE, BP 2REIBRIIEES M
1R, 2[F7 sEERTER Apple Cash R,
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Tap to Pay on iPhone 24

Tap to Pay on iPhone (£ i0S 15.4 SiESRAF A ) AIEARER iPhone MZFEERRMN i0S App ki
& Apple Pay MIEMBIZFMN (T, BIXMARS, FAZERE iPhone IB&MNAF ] ML 2 ihi%S RIEM
2BA8 NFC 89 Apple Pay &iiE. @it Tap to Pay on iPhone, AR BEREIMIBHEN RS Rigf =T,

Tap to Pay on iPhone Migit EAERPIIRANTAER . LRSAZRETERRNRANRZZER. ERF/
BILRFS (PAN) HIR KR EEZZE2HHNRP, ENBRIRENT L., ARKERTA R R
RSRHAE . ARAFVR T, E5h, Tap to Pay RSB ARENRARLS it sy EIESH,

Tap to Pay on iPhone B@dHEHIAFT MR E LR E#ITHSNTE, HREERE R BBXAME EZHIX T
RZE R ER.

RIEMATAGREM

o RERMH ZETHESIERMREMINRREERRIPEZENTRZ,

«  NFC &% : NFC #Z£HIB MDA EB T EBEMY, FRXNARFVERNRE T2 BIURRE TN
REMIMRRZENBEE.

. Tap to Pay on iPhone BR%23: Tap to Pay on iPhone REHRAREBIREP I N AZMNZENNE.

RSB AR IEIR Tap to Pay on iPhone 1B&MZ 2, REVA RS AT R ZeinEZRs (PClI SSC)
A78RY Contactless Payments on COTS (CPoC) RS, H HARS 38197 E PCI DSS BIEK,

Tap to Pay SaEBME A . BicFMEEFT
Tap to Pay fifafig& 2t

WU DHESMHR App BRIER Tap to Pay on iPhone B, Tap to Pay on iPhone BREHRASMEIREZHILE
BSOS ALERTAIGHRINE, UEBEEEEIRE. WIITRMRE, BTN/ NMEFRREXNEZNAZEES

M Tap to Pay on iPhone BRE# T EHRERIRETMH L. WIRIETE Tap to Pay on iPhone lRE#MNL Lo
ZBIREHNT, ZEF], RETHRMERIE RN B ES Y,

Tap to Pay AL EEBK A

% Tap to Pay on iPhone App @ ProximityReader HEZR1EKIZE& A B, —TH i0S BHNRESERHRT
BPFPRETTE. BREEEEE, B App WA A EE R IESEF A HIRNERES. I0S 29WBRMT
IRFIERER, AEBERLETHPISTAZFEIEE R A .

LERY, RETTHEIR B TES NFC 2628, R 2R R EENEY NFC EHIRSENR TR 226
R, AR AR T ARIZER,

ZETH LEZZANNERTRTR TG, 28T BEHAEER  SRFREESESMERIANEPATE,
BIHIAIRRSRERL . RE App BRIERF A ERNNFRSIRHE T SRR MR REUE. SRS
REELIE Tap to Pay on iPhone RSBZF|BRMNRFEIERZ RN, SEUENTTRIEMESLMSEIIIE, AL
EEBERNRFEIERZRAN 60 WAMITFHIEREUS, Tap to Pay on iPhone BRSH=ANTRRSRABRL

RETA,

IRBE B TR RN R R EIRTTER G T AR RMIBURZH PSP 2 IMIEEA—HRE,
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&€/ PIN B8ANRENR S

i0S 16.0 SEBRAFIREN PIN BN FILAIRAZERRNIRE LBAE PIN i3RENR 5 . £ T 5T RIRN
E8, PIN B \REAESERMEIANA. B, TRRSREFIRHUEERNSRE (RY—RRZER) *
R PIN BRE,

PIN 123 A6 2B E HEHS N N L 2L EHTAIMNBITS, HROEEE R Bt X AP E IR H I WM& EA,
PIN 1B N\ REAIMUEBFNREESRE, HEE PIN BHANFREEBEE, EE App HTEZIAAEEE PIN 13(E
EEMOER—ES.

AR PIN BBHERTETHREMIBIE. KETAHERXLE PIN BEERIZF ST AT ERNE PIN B3R,
Apple ZEHZINE PIN IBRME PCI PIN B35 MMEIREEES] PSP DURREALE,

PIN f51&:

. BRRERRNIRE LA

o HEAMRETER Apple 7%
. BARARMH Apple fEF
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£ Apple &8

/A Apple &8&ikia

EXIER iPhone 1 Apple Watch &% £8 Apple 8/, AP el AEEFEZFPEEIR05ARE, B EIA LA,
FHNAREZSEMNETR (MR REEXSZPRATIIFACTH) , BFRRERMENRMERTE R4 EE (NFC)
#.

R &R
REERT

BEARLAINEI Apple %85, “REEREN2ROIAT . BRAT “REREN"NHARTHERAESR D. itz D, BHHIAL
SERM T Apple Watch BIIIIARE, BIF] SESHNAHRE , H2EMILINEE, AP AIME Apple HEFERERT
FARLAY R A IEMEAY B 2R IRBEN”  BEEERITA REER, AP L JERES ID. f#IE ID =iZ6.

HARHE
£ 10S 16 HESHRAH, FLFAREA B EAMARAS,

FIF RTAH =R (BN ZR AR FFARL) 1510), H=HBMIPRLAAIEER iPhone BIZEHARIEKER iPhone 9%
REZE5RMLRPER. BR Apple R8T HARMNAZEREIT =R, HrERNAZEAXERE  HERR”
B, PHRLIBE TS N BT HZ RGO RE RN BRI B K. AL AE INEEEHZNB AR EE
B EIHZHELNNR, R EESNPEEREBRS AR A ZAREAER.

ARHZBIEHMAENNERRSREACEZEMEE, F5RA AES 128 51 256 INBBARITRY, T BT
ERES, NBBREIRSRSFRETAARE, BERBHRIZRET EREZEIS, QM tARAAEN
iPhone SRR RS 2HNYPEZIZHFERNREFE . ARLZKER iPhone YRIAEILLERFER, & HRBRIZIRE
REFR, AAREB LB RIRE S BIARAMAEEMAREIERN iPhone REZTEEILRIZMIEAE, 1RHE RFC4122,
&1 iPhone ®&EFREMBEBE—1 UUID &,

TER—TERSMNY L 2 RIPIENS, SARLATAE P AT REHLAE AR 6 I EUSUERDH R ARIZEIERY iPhone £
BN BBEEIRM A ARAE ERA RN RS FNITIINIE, LEUED L FIH AR AT B B R ARRIERE,
HPERAME BN AFNARSH[IRTIIDHERN, PrERE DA TZD.

TARLIEIE niBiE R, EIE iPhone RILEIMRSBFHFERFIZESE ., BSPRAZ BB LSBT AR,
ZERRE AR I RNR BT RSS2 AT . (O HIBISE SR RSS2 A hIER,

fARLIEFTEES AF Apple IR H=E, EERIPARAZREMNSIERRES Apple BN EAMAE, BFBURTRA
AR,
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RILMNZEMY

Apple BBH8ARISBREZSFETWET iPhone 1 Apple Watch FHFERAFIZ2HINEE, FBFE Apple &8
FR{EREARMESITRERRS Apple HZ, B2 MEE Apple BRER L, HFAKIIRL2MEES N
BENZETMA. RETHESTINITHVNEFRE ARSI EIRAL, BRAXTSFIRITE.

MEEEARLET, P OFFEFRS iPhone £&EFH iCloud kP ERZ iCloud MkFITHREIALE (FAIERRSS,
HEHBITAREINL .

BFREMERENSHITEMEEARIMMEICRINECRITE, MEEHEHNME. XSHE, EREEREINRZE
BEBTLIIERLLERE (NFC) EHRSRETHHITREIE.

FIFMESARLAYIRE (B35 iPhone 7l Apple Watch) BE2HE TS FKHIENIZS, H RSN MR, &E
FIREEAFNHRIER S L EREHI D ME RN SEANE, MENEFERR, AL, Apple RISIFRHRHEIRE
KBHERIRETRG, B TRANZE2HRR, 8T EFERFHNIRRTE AR,

ENBIENEERKEIEE BN FEMER— AP IRRR, MiLEERAEDEME IR PSRRI EE A,
iCloud T&F ., IEHEFERIRIPEARLI R ELMM A P E, LB BE SEN AN APk ERINE, LIk EE
BEXMIER .

PFRITBESU T A SRR

. BEEHERERRRE

. BEEHRBRERERL

o ERBDIEEEE (MDM) ZRERGS

- M Apple ID WFTIEBRIERH

«  MiCloud.com ®BBRFIER A

« M Apple &BBBRAERH

o BERARRIM App REIRF

£i0S 15.4 ESHAR, ZRFEEREES ID 89 iPhone L&EZEM MULIRASEEE/E 1D #9 iPhone £
EEM T EREEHN, REENEMTIMLES 2 EREFIENBORMFAESR .. TIINHERES (BBETT
HE) FEAEAASR D. 82 D SiRBINLET =2T7E Apple B89,
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ihle) EARE SR EY

Apple ®E8HRE T AEHIR)IFEIELE, FIALEE RSB ARE . EIIEF . A RERRRASEHR,

BIE

Apple & EFRIEIEE BAREEITIMMANERIREHEEMNNRIEMNAR, ANERMNZ2M A BN ER
R THFERERBEPARRNTIMIE ., SIS RIEEEEEEIESMN iPhone 1 Apple Watch Series 4
FEENE HER Apple B BFRE B HERENRTZ/FT .

Apple &E8HNINEEE AR BEMMMIZT:

o BABIAERERY App &, BT ENERPREILANE Apple B8
o NEFIEMIR, BTM Apple % BMENES

o MERPREN, BT S ERSERERINENE

«  Apple B ZHEEARE R AL EIL

«  Apple %BPTEIARL BRI

B+ MagicMobile ZiE
FF 7 iPhone 3 Apple Watch B8+ /2 MagicMobile FIERINE] Apple & ERIAI#HANESERBEEEM
Ak, MagicMobile FIERTBFHNRE M RER D AR FEMZHRIR-R3MER,

HERMETE MagicMobile FiE, BFRR T E7E iCloud KPP REANEIME, BATIHEBESBEY My Disney
Experience P XX ESEEA LR IRSEFIT. HFPEH iPhone £BY My Disney Experience App
AIBUARE— DI Z NMEIELURMNE Apple 8. MIRBAIBBEXM Apple Watch, FRE it BhERF K
iPhone KEEX Apple Watch EFE . XFRESRMNZ iPhone 1 Apple Watch &&REIE, “IREER"&
ERNFTF. RAEER, FTAIREER Y, 20188 LRZHRIFTA MagicMobile FIFTHIZER .

ZANEIRIRMEIR 18 %E, SR P UBBIRITE A R AR EIE. AP X UERER My Disney
Experience App SEAMAFPHZEIE, R ER I USHZEIERINEIEIZER Apple &,

BAIEF
SXEAEERWNRTIERLAMNE iPhone # Apple Watch £/ Apple &8, IR &M A T rT@Ed %
BEMAXHLETESM, E2RNIER, AIOTEAERTERBEIFIRM App WKFBE T Z2EIAIL.

ATNERRHFIABT Apple BII5EITNEE, FIILEF:

o BEEXMENSERINERENRNEEEH Apple Watch, TRZRESFRLE App
o EARERR TEEND AR

« BMEFE iPhone EEREREHEEHNTIFIZAAR

S4IIE
£ i0S 12 HEBMAT, SIEFRRFRIZEA | ZURAMER T o DUEE AR IS IIEER iPhone F
Apple Watch #LER) Apple &85, AFENSEME MR TE {EREIEHFE a5 #1721,

P AIESIE R A A EE AR A App SREBZEIERINE Apple BE. IRFREENRATIESMNEF
MRS App FRIMERFMEICFRMARIIZAER . L5, R TN App DI S RIPEFA I EARAIMK
REREINIESST , FAUSHIFRIUERAFH iPhone FE Apple Watch ERIERE,


https://support.apple.com/zh-cn/guide/iphone/aside/iphc8f4f9dd1
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EZaEdS

SRR EFEMNEENARAE Apple HEHRERERERLHENEEE . SURAHKE, RERRLAIMEIER
FERME App HATIE . W T XFBTEMEN SN, MLEERA R PEREEIRESEE (fIa0 8 FHtEE)
AEERE]REMENEE, (EEERBRIZIHZAIIEGHAL. B App thiRH T RENTEAL, E5HRA
MELRBLRESTERFN App. BXEZ(ER, B2 Apple XIFXE 7 iPhone L{ERRE App.

ZPERFRERRIATNE RIEEX"TER, B SPRNZERRZEHE. BXEZER, BEHHARLLS,

REHR
Apple #EFRNREARATREREM NFC 02X 81ER, R
AR ERERRERLNESER, BSH Apple XIFXE:

FEM iPhone 3% Apple Watch Ble], BXFEF
£ iPhone L{EFRAREHARLF],

RPRETRERLE, ERPOMEEFP BRI RERRL. B2 S HERERRSBHFAZRETNNA,
REFMAETIMER"RE" App BIZBIBEMM R, DA EEEZEE M ERREBRNOREN, RERFR
BERERRIMERHRE LM Apple #E8H, IRABFEREFRE, AEWRREMBEREAFRAIR, L2
BRIFDSBRERLM Apple HEBEE,

AR

S IEH iPhone I#EFIEXNR Apple Watch B &REZIFEEHERLIAN TR A MEEAE Apple BHEH ., FHHRE
Apple B ERAEI (B Apple RFAEFNEHEIE) , HEEIEME Apple Pay A% B (iICloud &%
I mFRIRMR . AR A R RIS E N B FIRE) . EWINER Apple Pay | A —#, HZFHRTATM
FiB &/ iPhone. Apple Watch UERZEMBOANAE (HMI) FRfiEE.

Blan, Z=ARE BT RO BIE SR, TR AEEM. SR ER, UWRERS G E MR BIE, IRk
EE"RMBEINEE NS I ZEMNLIEG . BUHMESSIRERER " RESS” (HHTHERERTEN) .

%% iPhone 5 AR MZ IR IHEERI ZE MM EX (S EC3T) BIRTQIEESARL . FRE ARLAIER 2 T A E TR thik
(NIST P-256) / EZBEMEE (ECC-OBKG) 8, AL B AL, BENFER 2 BNB(EER
NFC & EaFERRIEETNBET (UWB), AREREREFERIANE TLS M Apple 5 EHIEE RS S
AP, iS5 iPhone BEXi /&, 51% iPhone BEXRIE( Apple Watch thr] AURI4ARE . TEE IR &E EMIERT
FRTIEME . BRI RIRE LB ERERMNREFER, BEMSE LHTEMMBERESMENEHE,

FERRERIMEREEL"NMER, B SBHANRERAZEH/HZ, BXELER, BORHEREE, AXHEFFHL
MNREMARLNEZER, BEH I0S PHEHRRREE.

MEEARE

£ 10S 17 HEFMAPUREERHREISHELERG X, AP TSN ERRMEEREN App BiFTE
3% 3F iPhone FEXT Apple Watch £ Apple &8, A

o BEBTESIRYLE
- BRBTESBRYEEES EUR)
ZETHPNERANEFTEMIE SN ERRRKNMEEILE, HATSTIENRZERS.

ERIUEEHE, BPA UAR ST EREXNTIMER, AINZETRRBIE (VIN) &SR EEMEE S, WEERT
BERALATAR, RE BT EYIAESIREEB 7 BETAI5).

MERRLE A U “RIERI" TER, B SBRNFRERRREHZ. BXEZER, BEHEARES,
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I0S FHNFEHARREM

FEETRNEZZIHFN iPhone FEIH Apple Watch IRIEL ST LB S A RERER.

FrA&EE

BB LFSERERAAR (D EREBUR T AERIER) , 78S EHIER App PEMASEHIERRENET
R SR SR SR SR PR BC X RAE . TTIRE, FRAE 1A iPhone BA—RMERBEXN I, 2B ER@ET
&M NIST P-256 8% SPAKE2 + iNERRERITEE, /8 App B FHEHHEERE, Bz BmERE
iPhone. NEHR RN, MAFEHTE iPhone LHEINEL,

HRH=E

PIEEEEEXNH iPhone LA iMessage &8 Apple S/miRBIERSS (IDS) A5 ERE RFEISF, BIPIIGHRR
HERFHFEFHNRERRFRE iPhone ig& (REEXH) Apple Watch iR%&) . AR =L EIERIRY IR
N DS IR TR, AHZ IS, FIEERECY iPhone SBALE IDS BERLEEN, UBIEBERELR.

BIE—2EZ, REMASAKN iPhone BEIZMFRAFBRPLIBRIEP R AXLIMAENEY iPhone, IIIE
BERTERIER Apple 18% LBIE. FRABEMIECYY iPhone KX EARSREEM S5 ARRAY iPhone B9 ECC RAER,
HREZRABIRERRAFAAN iPhone, FIAEIREPHNERZREFTEAFIAL (BF ID. iz D EEHAN)
MEE ID iR D AR PARNREAFEE, RIZFBENFTERN, RNaHEELETHFRUERRIRE
REIEZIERER. RARNFBIERN OEM REF[ELRHUNEEM LERERAZRATIRHEL TN,

TAREMIRR
TARLAIEPE EIRE EMBARLENRE IR, AR METTMIER. MIBREE iPhone MIBR=IZENAER, BMERRL B EE
ZEARL, ELLHIRFRI S BIEES . NET R RIBRBRAVIR(E R RERERT RN BT 4T, B BJ BRI H ML RS 7 B 34T,

MERREBIR & LS MERP MR AMERBRIRELDFRSHNARETRS S (KIS). HTRIEE &, FMHY
R ARSI EME RS H .

B &R MMBERIINERLENIRER. BREFLLEENEHEBUEEMPBIRARL . MEBPBIRARRN
FUENETIERNE . (NHARMEMPRBIRA, R EHIERRS ST P ERELETZRER,

REFAREZLERE, EBNFFERRNNEFRIEMBE DAL LINER, BT IERS EHIERAIMIFRERIEN
M KIS #BR1RRE,

NFC trHEES

SFER NFC $HREMZES, 1I=£ 8340 iPhone ZBINREEEEI IR/ iPhone L4 RG24,
BEZEAMINSE, RERAERDIREH AT ERBIE-HRENEZNTREBHER . BHIREINAEN SR B B
BN RIRBENESE,

EEH—HERNIER A FERIRRSRNKETABESES, Bt iPhone FEMNEEEHTIAUE. XTF iPhone, LEiHiY
ERTFEF LR SRSIE BRI B ENREE.

&[5, iPhone ERERI ML EBEMZEAPIMRAR U RIRBE R SROSIBREROTENS 2N EMSET
App BIEIE ., 1R8] iPhone ERMIGIHEIX R AIAERE,

iPhone EF ZHIinEBSHPHZMNBRAERER, WEB A EEHESEL BN RRIMERE .. FHg&EZEn
ZEREB BT MBI EE SRR E R ATFNIRIN BN FIRERIERAREL, FMEILDBENINEE
& iPhone BESBIANIEZS.
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BLE/UWB S5

NFEA UWB RV, ZE=5A iPhone ZBISBIMAINFEE ST R1E, 5 NFC F5EM, A=BHREMDIREH
BTFEUZE2RE. KRERTRELREMEE URB MEE (URSK), URSK £R2MHtLEMFIREMERN UWB
TR, UEREMFRMIERASSEUELNBFIRE. RE, EMRERREUERRE A TFRIITEZE5
ZEH, URSK BBETEXK TTL, 2B RE TTL THANEDY, £22NEREAE BLE BEEN, URSK 7]
%% SE FE4 HSM/SE HPFlRE  IIR(FRIBERITESSEXBNRAFTEIRENN URSK, FURER URSK 7]
ToREMER EMAREN UWB T, DUER UWB MEEFET,

(L
AERIEBNERLEFRSS: (KIS) A&f#FigE ID. SEID 3 Apple D, (REMEEFER T ZIRMRRFHISLA CA

RE") WHRMIEE,

BREFHBEFEMRRME Apple B8

RIS TR, BP TR Phone A Apple Watch HUE H 310258 B 7 ST HRINE
Apple B8, IBEERNTRE, RIS AN EEA-FRORMY ABDEBRE LN Apple B8, ATl
£M Apple 814 -FHIOM App BB RSB T &+, OBFRINE Apple B8, AP REBRE
iPhone 3t Apple Watch SSEF I+, BIATRAARIE, HHRBFLITRFWMIR.

RBFMEFEHROIESR

AINBRE R FEM TS5 A/H iCloud IKPHEXEL, IRA/E Apple BBHIRINT Z35KkFH, Apple 30R
T IFA] U R AR T AGBHXEBRNKSER. B FIEFEM TR SZE—HD RNEERBN
(SR

ERZERNREER Apple BBNERES, BRPFERATRNEERESR, JEEHFERE T AGRRIERFRA
HFE . BESZM iPhone fE8IZE Apple Watch BZEH, MaRE&EH LD IRTES .

B Apple BEREBEREFRHEFEMFHR T App &, sJIMERERF. B FNMEERNRICRTTE.
BHETHER Apple Pay NEMBARINLZZMN, 5SHE App RERNREXMN. BETRBTRNEERF
HAEY App WTE, IS HEMR FHAEE App RIMEAREEICF.

WRZFFMEAERHTINE, BB FEHROE TAGRE BRIAEE A RANIIER P AR F NS
2, MELRILE, RAETUNRETHRIBIREFSHE Apple BETHEESRIKRINFIEER, W TEL
TR, NERRTETME, TR FMER.

RI—MAELERN, RERARIOEEFERE L, EMaNBHEFI R GFEEN MEFR. CERRERHA,
FIM £ A EIERAT IR RIEUSIIREAR 5 .

BINBERT, RiBFAPUUZEZRENREB AR TR, TRERES D, AT 1D sUABENR #ATSH
BRAR W THHIS REEEN AT REMINE R, R RE ANt R RBHERMINEES
8. BPANEERRERBREICHE “RES Apple Pay iREFTITHESR ID. fZ 1D SURIBRINER, BF
R RAIFER RERERX",
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FMEA Apple Pay FA—H, BPEBE N T ARG EEAIBHREFEHF:
o BEEH ARERERE

- BEEHRBRERERL

o BABDEEERE (MDM) T2 EBRHm<

+ M Apple ID kP TESERMAE R A

«  MiCloud.com #BkrEF A

« M Apple BBBRAEFRA

o BRRARNM App FHIFA

Apple Pay RB#ZRZBARACEFEEERAIEARLE R MRBFMELRESGR T B RHBFETHF,
RIEEFARINEERER Apple ID BEREIEERMERIT. WRIRECSEL . RNNFTEER, WA RELERE
RE

BREBFMBFEMRRMIRERZH Apple Watch

£ 10S 15 HBESMALAKL watchOS 8 EmhRA, iCloud REALKRETLIELHE iPhone 89 Watch App &
RIBRAEFEMRAMBIRERZR Apple Watch 15& . EFP—KEHREZRERR Apple Watch BT,

ZFRFEFILALEN iPhone HMERXLBEMIETS 2iEE. RERRFERNHE Apple ID BRAREIAMEMN
HATITRE .,

ZKEER A PIDMER iIMessage ERRZENE Apple Watch EXBRFBFEM FRENER. ERABZIHNT iR
BRI, 10 iIMessage EREZ MM TR, FHERTE B EMEEEMEERRIZZNREM T Apple Watch
ERRAGTRE. THOEBEIRE,

(] tEThRErTBEHARE PR BRI AR R A,

{ERFHMECF
EESED, DBRRFRETIHEA EMV (R8E) RXTRBRA. AP EXEERBER EMV ERFREE RN
FEMTINE, W0 7ER 5 REREA-FAMEE R IR AR,

£ 10S 12.3 HEBMAR, Apple BEFIMERED EMV ERF/BIL R EARERBRER, “RERE ik
RPEEFRSSNARIZERNZET RN, THEMAES D, fHZ 1D BRI IE A, SAPME EMV
ERFREL RN, E—KMEER Apple HETNTAEERRERBRN , ER2EMZFHRERBRRN, AP
£ Apple HEFRERTHIEEN B2, REKRERBIKE RN T BPERIUER Apple #8185 —K
ERRHECREHRERZE R, EFEAHEES K FTERREXBRAFTECHES D, B1Z ID =i,

Apple Card 1 Apple Cash & REZBE LR S,
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Apple &8 HIEHE

Apple &8H8IEHE

E1517 10S 15.4 HEBRAR iPhone 8 SELEMN B KIETT watchOS 8.4 SESRAR Apple Watch Series 4
LA, AP RRSENIEEHZERIAINE Apple 28, AGEREM iPhone 3 Apple Watch Bl e @32 #5589~
Fohs | R IRIE .

[E] EIHREREEE S M PRI A,
Apple &8HMILHERTREZ TR REREATOR 2R, BBTRIFBFSHEETAGRRZ.

BB NIEHERING Apple %8
£ iPhone L, BFRHTE Apple BEFES[FREINIMBH RN (+) I2H, BN FRRINEZ RIS, IRBFE
WENEX T Apple Watch, R&IKRENSZB BRI RNE Apple Watch £ Apple 81132 R.

BAARZERBF/ER iPhone AL ABRIMIEHFNIEBMEH. iPhone RIHEEGRENZELR, DIFEE)
MR EGERMN ZIENERE . WS ML EGRERERINZA M LI ES, ARREEMNEIL
A,

BE, ARSERAP T —RIEB R AE . AFIREN Apple RTHELLEE, BB Mt A BT IR |
SN E S RN ERFIEARNIEFRINE Apple BN, A, FEMFNOTERSREEMN LRI,
M EARSHIIA =R IE,

NTEME Apple HBEHESMILEGFNRNES BMLEHEANB—A, RAASERBAFPEH—KRA. EAF
BRARZEMRIAGET, Apple RSFMAFIRERRR A SEERAERISFRITENB GEITIL, HEE)
BRERRBALNOAZEA, BSIEH ENAB G, 2Nt TmE, BRALZAERERIEITING, HEEREE
A A DARIEIE S ERIE BT,

BE, ARZERAPITES 1D FENHE ID NE. BFRRERLE—CENES ID stitE 1D EMiRESSM
IEHAESNE, AR BN IR R IZIE R INZILL iPhone MAZ BB E s EMEMAVEYNRFNE R NTTER TR
HRZIE R EERER LT, BARREEMRIEAA,

MR EREIRTFRENFENHOLEER . R EEAFIEHNERMEES, M PDFAT7 FRAEHIEE
IR, MERABFPESHINEREZFBENER A . RIEMNESKREI B T LRV T AN — I EE, EE TR IREER
R OREBEUARTA Apple ID EXESR. &E, MRS RN Apple BEGEBURT RILMAYRE.

EMEIENAEBUE NI Z BRG] Apple HE/G, iPhone SELZETEPAERBHAN, BB IEE#HEE!
ZASEIRE . MRZAME Apple Watch, Il Apple Watch &EZ 2o,

iPhone EHIEH/E, Apple B EFMBPIEH LATRRIVERS S UBERERERIPIINBEETIHEZ.
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RBEIEHER2ER Apple B 8HRRBRRENIES

EEEH Apple BTN, BRPEEAERS Apple EHTRIZIEEXRBMNES 1D Sifitiz 1D &EHTIAL,
/3 iPhone 7T & E BHRAIHHE R,

HE7E Apple Watch L#R Apple &8FMIEY, BREEESXME Apple Watch FRE{ERXBMNES 1D

FMREfnE 1D 58U iPhone. 2A/G, B THIAERIFIER Apple &8 RHNILEY, BERIEBXE T Apple Watch.
CINEERIA T watchOS REREEAFTIFRN B aiEs” EARLINAE,

P iPhone 3 Apple Watch SETIEHE 2R, SiEE App ARZFILHN, RHEIRE LERRR, EREEE
BRPESFEEBREZETERTHT. ERXENES D 3R ID #TRNE, REZEBMERNSMHER.

[(EZ2ZEW] BFTHE RRsiEBiR & R,

MRAFPABAES D giftis D, MR 7B EFEE" . Uit s Wiz rMmBITNEE, T (B
BRI HRERER.

S EREINLMAZRREMmIENR ISO/IEC 18013-5 fr/E, HRIRM T 2] BZ 2 A, a4, PEEFR D>

ZEMRL, LGRS T S0 BRETEIEMBAML . IREHE . ABER, URBE TE B AR ERI A8
REE.

582 iOS App £ Apple BB HRYZSIRMIEH

BPWAEE I0S App HZEE Apple BEFHERSMEHER. BFS App HEHEIEHR, “B87 BBt
WibEd App FEZEMEIINEZILES,

WIEBRATINERFEREHRZNGER. ZESH “GE™ER HPKE 1%, Apple KIZTERI. “%E" EH

@ Apple RS2 HITEWMINIBEHESNAEN .. WRSEARNTHRE, WAIBERERFS App HZ=HIE4A
HITIE,

Apple &BHIEHNIT S
AR INBEMBNIRFE Apple BB ERIEHFHNZR M.

Bir R BB

Apple #EHRMIEHERRRITMRHANES, EEQURFS ISO/IEC 18013-5 ERIIEF=:95HIE Apple # 8
PRI, 5, "B e PR BIET R R ZB MR . REIEEREEAIER Apple E8HILEHF L
FEN—EDHERIETER, HE Apple HEPHILH AT B NERED (FHIER, BMARASHZPMEROBIEFT
BAREMRFEF R,

REHE

Apple &EBHRIIHHMNEHERIRERE R LRI MERIEGET. Apple BERIEHINETLREZE iPhone
BRENZE2IHP, R AR RN A BRI AR P S E —RE,

FERE

Apple B BHANEHFTREERINERIRAER ISO/IEC 18013-5 #REFRFIE X NIXAYIE R s . HRIEHERE, 1R
ERFBECHE Apple RBEENIES, WE2ER—TEN, BAPRIEEEES BirARE.
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BT B RN A RIERE Y
RIEMEBBTHRE Apple HERENEHMNLAZ R ZEIRNMME T ARIRFIER (Pl) HMEME ., nEdiz
HNAERNIT. BERENBOREEMRB T E5H/E (G120 NFC. EFFLLBEN) RHEHNT 21,

Apple &8I E T RIFAFERIRTA
Apple &B8HIEHFES ISO/IEC 18013-5 AN R ENR"RIE, REQFIHEIR T EHTRHENE A RS
HE, AMRIPBFTZ Apple FURIEHAGRIRER,

IEHRIERREM
£ 10S 17 HESRAH, EEBF AR AER iPhone 7o KEMHEEIFFS 1SO 18013-5 fErTSahiE s,
AT EENINREEM . IR E M EMER S I, BABURTINHERBR:

o IEHRBESBNET N TXHEEMIANERER, XeILIMER iI0S BFRERZR WR", “FiR". EHERET
MBI N 78R, RS AFIRETBMEIHRENTATRAER (Pl).

o IEHRIGIREURER X TIL App B REZHIETER, HUa0H 4 BEATNMENE, MTH B IERIIEER , THENEM
REFEIEES APEIEAHITERE, B App LI0ET S HUIREAAIVEXNER, 120, App BARTIER
BRABEBEREMEE. B App EFELEPIRAMBER, FREXMMERESMEUENLIE BFEMREE.

JEERASRIE

I R3025817E ISO/IEC 18013-5 tlEHEXAIHIN . HEMIEHRIE AP 89 App ERIZEFEEHILARS, —5KH
iOS EHNRERER, FRRBHILHHFEERREFIME RT3, XHFER NFC & (1RYE ISO/IEC
18013-5 #mEPTEX, BIER 4B NFC REEFRITIRR) EMAIRE BRI T RE2MRINEES (BLE)
EE R, B A E R RE EREERIERNER . B HEERERE, FMERNSHBERERE
RENRE , RIS EIREE AP 89 App SWREINIRIEE TS, MEMIEHFREERMNET API 8 App
ZREIA IOS ERERIEIE.

ISO/IEC 18013-5 #RERME T ZMT 2RI, ATtGl . BrEMBEETZ X, XL, TR R = E R
PRI R RINREER . Loh, IEAIREL=R 3235 ISO/IEC 18013-5 fEHRE X MIHCRINEREF25. App
FILAER B REARIEMR, RIS E EESERERRIBNER S RE,

RN ZIRIE

RBELEE, IEH RIS RN ZEE RN MBI REN RE R IHFREFBEERTE SR AP,
FIRIEFZLL App BEMAF I0S FATERWIE, AABFPRARRIEEIEHEARN—BIREE NS —a1RE, I
R RINERIEAIENER

ERBIALE

HRIEAR, 5IE-REINEIER XN FABSNIHER QSIS IERHITE R, RPN LT A Apple iRIEH
RN (CA), EREEEX x509 BEXY B, i ERnB - 25 BfFZiE. IRNAEFEED
IS EE B RERAEN, App BIEAFE®IT Apple Business Register SR ERNRAEER . 12XH
ERENNNIEE, ERSN, ERFBANDEPE@IEHHEERMS Apple Register RLFAEXAER.
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iMessage §2

iMessage EREREMME

Apple #HA iIMessage EEE—TUERT iPhone f iPad i&#& . Apple Watch 1 Mac BEMEERERS.
iMessage 18 BZFESURFME, GIaNEE A BXRA . (I B BEHE, DREE SR EZLEN M, iRk ABIEE N,
FEREEEREAFME MRS L, XERFMAI MEEMIZE LHEITIE, iMessage ERARDFIAT Apple
HEBEHARS (APNS). Apple TRIERERIMENAR, XLERND ZinxtimAIINERSRIP, Bt RE LFEEM
BERTBAIBRIEAN]. Apple TEERREIXLEEIE,

HAPERE LT IMessage ERE, REFEMMBNEZRAN X —RSEH. MBER T ATINEN RSA
1280 & 5A NIST P-256 sk ERTIN®M EC 256 (I#%8., EREA T HEMAHNFERE % (ECDSA)
256 fuER%HA, WAFEHERENALSH, ARRBEBERBIET TR, AHANSIREN APNs thif—i# L5
£ Apple BiRBIIRSS (IDS), EEMIRAIRS T, AR5 M/ K EIESIBeE Fab ¢t X EXE—iE.
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RENETAERZABIHEMANFEREE (ECDSA) #R, £ 10S 13 HESRAF iPadOS 13.1 SESRA
B, igE PR RMREEERINE L = (ECIES) %, M2 RSA N#E.
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APNs TR, [EEF APNs BHESFTEENAME, 5 APNs FBEERRIERE TLS SENE.
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RIXERF 2 NEXERNBER,
EISMHFRY URI FIZAER

kB IDS 89 kB IDS 1Y
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ER, WEE XHEHEEMENTEIER. Message ERMN“UEZMBARRZFERZRASRY KRB H.
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BUIEREURISCHRS I8 2 — B IR & LA — 128 AIMIERZ . cRZ AR HKDF-HMAC-SHA256
IREBIZ=DFE4, BlKey 1:Key 2:Key 3 = HKDF(record key, “nicknames”)., 8—t=& =M EK—
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BF 2 Mig&EEEIE CloudKit ABEUBEREICRE ID LEMEZENEE MR HHER iMessage 5K,
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B, AP 2 TDOAERIEA B EBINE, SiE B8 P e,

ZZEH Apple Messages for Business

Apple Messages for Business 8— T RIKA RS, rlitAFER“ER” App SARRM. BT Apple
Messages for Business, FAF AL AT IAZ IR 1E, BB ARIBRIHEHF R LR RES ERELKEER . BT RIP
Efh, BRARWEIBFEIESE. BT ihtsy iCloud KFPER. &, Apple BIRAIARS (IDS) R4EM
— PR EBX ID”HEEXE—IFRFHSHREZ, “TRX ID"IFAFH Apple ID fIARMEF ID ZEH
XAMERM—., AFEES Apple Messages for Business BxABTERNRERFARANETEX ID”. 258
S5BRAZPARBIEEMRANEZHAFAE, B Apple Messages for Business BRFEZKAREETE
[AEIeR.

Apple Messages for Business X5 “Apple BSER"HH“BERN Apple ID”, HEApple BEERHIRE
EERBEAT iMessage 887 FaceTime &Bi&,

REAERNERSEAFIREN Apple ERERSHR ZEHITINE, (FHS5 iIMessage ERERNZEMH Apple
EEHREER. Apple EERSHRSEAFTRBXLEEHER TLS 1.2 BINENIHREEEPRLARAR. EEE
B Apple Messages for Business lRSERINEARURNEBR R EF. ARNEEHNER TLS 1.2 k%L
Apple EERSH, ERSBTFENMERS MRS ENE—AHHTINE.

WRABFIREEL, FERRMLAREIREMARERE Apple ERRSHE L IRAFNIRERNES, IBERR
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REIENEFEERTE 30 REIEHKAME,
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FaceTime ®@i&EZ Apple BT SZ5BIERS . 5 iMessage 831, FaceTime BIEERA Apple #IxBA
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FHOEBIE SAIE R FHR IR #H AT FaceTime BINBIES, BIRMIRESEIIEN B, FHHBYY
FEEHMNZRRE-ZZRIEAENESR,
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Apple REN B App BRTSRLBINBRE,

1R 5

iOS. iPadOS 1 macOS I “EH" App K BRI iPhone” M EHFIMPR BEMET App. "B FIH
BIRFEMELRNIRE, BIE Mac EB%. £LRERAFTRAMERT iCloud IRELAF. "B B LFNRE
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ERIRENMAEPLE ICloud, MEBPRIME B App FEMLE; SRR T FmE KR EIFTE B R
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BEMEEEME, £ B IREFERT "BEAER MM I0S. iPadOS 8t macOS R&MrRI AN “BHIRE",
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‘BRERTESRAPMERAR. £ B REFERTBAENGE, RE LSEREMICT N {d,P} AR
(EC) P-224 &A%, Hh d AR, P ARHE. B, BB —1 256 UREHA SKo, FEIT =  #aithnZE.
IERAX AR AR RIELE Apple, HR &8 iCloud fARLERBIHNIRNEN AN ERFNEMREBRY.
BRI AT B U T I23E kA HATHINFREE SKi: SK; = KDF(SK.., “update™).

BT SK,, f#A (u,v) = KDF(SK, “diversify”) itEmMRARIEL U, 1 v, 121 d B9 P-224 FAAFFMA P
RIS A ER B ST BRI XA ETIRE, ITEHRBEERNREN ORENTAEN d, BEh d =y * d +
Vi (X P-224 B89 RAR) | SIRIAIAEER P, HIOIE P, = u*P + v*G.
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TR BRI ARABTIRENATS P @I ER P-224, RPARKRALESMET RN, RREARENIREMNE
FEARRINEE U ERBHERBLNRE KOS 16 2%, M ER T ARG EHHZR ERIRREE M
FAARTER, JEEMARTEBT KRR IRFEA . IRENG SEEEM A P TEBERIE—51RE.
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REMAEFEARS|ESE SHA256 (P) kEBRSZHH MRS THEINEBNMUE, “BEX” App HEERLTE
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AERE, B2, URAPTESS, AN ERRE LN B RETEHABAENR. BASHEAN, REFIBRA
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REEERERBENBEHENT N, ERBIUSREIREZEN BLE EEHBR EMEBEH. R ERmEN
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App EAXLE AP i, MEIR&EFFARIR, MEER “EA &1, BEEMRINEEST (BLE) KEIMRARESE,
BERIREREI LB BN LEHIERE. WEESER TLS ME, Fh@EdH iCloud HARtBEHZMNGMIKREEE.
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FaceTime BIFIREH XM IPhone & W& IBIE” KEMIRE N EIEPAINEE,
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“HEfEE A REIE Phone HERIVEERZTIMA M Pad 3 Mac k., SAREARMIERL Apple ID
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EE MEBEARNGEREE iPhone, iPhone BEEBEZERNEEERNFSELEEMNEERLIX, BFATM
EERIREPIT XA EEER .

BEARREN

SHERRISEN, Apple &3] iPhone Al iPad DA, SHELERAR iPhone Fl iPad B EEFRIENFE
BF (BLE) RETIGEH SHERE RIS, SREIXLIE S HEMS RARE" (7 0S 13 7 iPadOS #) iR
ERNE— ICloud kP B R, RBEEEHEEIET OS X 10,10 SLEEMAL Mac SA, ERIERNHATEAT
SRR iPhone Al iPad 184, 352 BfE.
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i0S. iPadOS 1 macOS ZHEMELZEMIN (TLS 1.0. TLS 1.1. TLS 1.2, TLS 1.3) B ERER 2 MY
(DTLS). TLS HiXER 35 AES-128 1 AES-256 HERIZEIERFRBNZBEM, Safari MK, “BH"H
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Apple BEEE Apple BENERBEILE. “AEITH VPN EEAPERANESMEN L BIEM T E
FhTH VPN MERRIF. EXEIDEE IP RELEEALR, FALRFHHEILERENTEEHN. IKEV2 2
BN SE A E A NEIANIY, BT EIENERRIPREEHNT S, AR UREHITIERIRE £
EASELORE . RIPALNENIEIBRL D H RIS TF R BN,



T BEMNREE

REIHETTEWE

A7 Apple TEIEIHTUATENTL BIRMMERZINY, LIEE NN TR FAMERR AT
R

. WPA2 MR

« WPA2 W%

« WPA2/WPA3 &=

« WPA3 AR

« WPAS3 £k

« WPA3 W 192 uRe&E

WPA2 1 WPA3 RINEEMERE, HRf 128 i AES I AZEBHIR To 4 R IXRVEIRMN A XA RE T
REMANNRERE, BT T NERREIZERBENHERRE P EIRREZRIRP.

WPA3 x%#%

AT Apple i#& 325 WPA3:

« iPhone 7 si/a4etN 2

« 25K iPad S/ EY

«  Apple TV 4K S /448

«  Apple Watch Series 3 S/a4E415Y

«  Mac B (2013 FRFELNE, X35 802.11ac HESRA)

BHETHNIREE ST WPAS VAR 192 (UREEIVALL, HREFEEEARENLLEAR (AP) II3ET 256 fiI AES
A, ZFINBEENTLERIRER M T BRARNEMERT . BB IPhone 11 HALSEEALEL MEE 7 1 iPad
FHRERTE iPad MELNRETEIER Apple BAHI Mac BRI WPA3 Ril4; 192 I £,

PMF 3z#5

BT RIPREEBMIVETE, Apple FATET 802. 1w FEXMRIPEIZIESR (PMF) BRSS, 1 WPA2 1 WPAS3
TR RPY RSB ZHEIRER. UT Apple 18&375 PMF:

« iPhone 6 Si/E4NEY

« iPad Air 2 SifE4EHE

. Apple TV HD E£HME

- Apple Watch Series 3 i /a42418¢

«  Mac B (2013 FRFELHNE, X5 802.11ac HEBHRA)

HF34F 802.1X, Apple iR & A& T &M RADIUS INERREAR ., IFH 802.1X TLIMEA X BHE EAP-TLS.
EAP-TTLS. EAP-FAST. EAP-SIM. PEAPVO #1 PEAPV1,
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FafRirEe

Apple BIERAGRIPRE RENEMEREHRBIELD . XEIRE BB T8 B MERN ML IZH 23 R sEa Rit
i R F AR,

« {£M USB 3¢ SDIO (X2 BFHAM L) 5MELEREIIRON, MEMERTELRES NAEREFLERERN
BHERFDIE (DMA) 5.

« {£R PCle i, 8T MELIRENUTECSIRIIN PCle B4 L. 81 PCle B4 LW /HLANFERET
(IOMMU) 2#—HRREIMLELIEZRN DMA IHX B & ERNSHIESNEH SR EMEIRITA.

EFRAMmIY

Apple 7@ XA T EF ML BEMIMEZE N
. FFEE WEP, BESASE 40 firk 104 (154

. #ZX WEP, BEFASE 40 fiLk 104 (%5

- EpE WEP

. ERBAEMNY (TKIP)

- WPA

- WPA/WPA2 i

REPRABHINNZLZEN, BEXEDNOERRARE LZRIHRBME. oM L2 MR R, 3XLE
MBI UFaERE M Z A, BrTREERRRFRRAFER,

EUCSAE L BEME N RA WPAS DAREL WPA3 RWWRERR, MRFREHRERREA . SLENEEREN
T BIHMEE.

yives A oke TR

MAC sttt BB

Apple FARTERS LB EMKXBVIER TRITLEBE MR @A T RS (MAC i) . 4T
XA AT A IALEZCAN L BEM, oo ERIREEA App RE TEARS HE), METAIEMIRE
BIEE Apple W A" PEE—MLE ., BEE, SNBEANERTEBENN L ENTTEBENEEA 2RI,
iPhone 5 Bi/REMN B HTTLBEIN MAC il FEL.

FEIRERS TEBEN X BAFIRE IR T IERIASHIER T HTIERE BN ML R (ePNO) 138, Apple
Fath2ERREN MAC itbilt, & HERMIZEREN App @A EMRS" (METUENRESNEHERERES
BEEMSEMNSE) Y, 21517 ePNO 3,

HTREMNTLBE M ERRE MAC it E ), RUEMERERANESME, TEBENRENHINERF
thABEERZMU FERIRIRIRE . Apple BEAXEF[HMEE L i0OS M iPadOS & BN IFH=E MR
MAC ik, B Apple fIAFRAERTDEFUNX LREHA MAC ik,

£ 10S 14 EBHRA. iPadOS 14 SiEShANU KR watchOS 7 SiE kA, & iPhone. iPad 8% Apple Watch
BALEBENE, HRE8TWEHERE— () MAC iR B . WINEErT AP SER L BEN AR
RHFRFTATEA, TELEBER T, REREIREISLIRAI MAC ik,

BXEZER, 152K Apple XI5 XE 7 iPhone. iPad # Apple Watch LERIAETLFEHMitELL,
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T BEM M S FELL

TEBEMMEEFS, EREE 80211 XA TEASHARNTLBENEE. AT XEFSESMERM L
BIZ, A ek E—g&E LERE IR B TS B E M s A R RrE SRRk,

ATRPLZEFZUAFMRN, = MAC it BRI, Apple IRESRKFSHELNL, R EENER
RERKERI PR HIERA TR SR . DA MRS

« iPhone 7 /a4eHNE

. %5 iPad FEEME

- Apple TV 4K /4408

- Apple Watch Series 3 /542418

« iMac Pro (1MAE 5K SR, 27 &, 2017 F) /a5
«  MacBook Pro (13 %&=F, 2018 ) St/ £ Y

«  MacBook Pro (15 &7, 2018 %) S48

«  MacBook Air (MRS A, 13 =T, 2018 &) E4EH 8
« Mac mini (2018 ) Si/E4EH.5

. iMac (MIMPE 4K &R, 21.5 3F, 2019 &) Si/a4ea

« iMac (IMFE 6K ERE, 27 &, 2019 &) si/E4einE

«  Mac Pro (2019 %) S/a 4t 8L

T BIEMER
Apple HFATF BRI BB MR AL BEMIEEE AR MAC i, BEHLHEEATF i0S A
iPadOS (# SIM ) FREIDARR, MK macOS FHEKMAE.

BREIDIEWMEZE OIS ERHENIN, B RREZEAS MEOIRII AR —/EE,

RS

T BEMBAEMZZR (BIRSEMRRR (SSID)) #riR. B9 L& B ENKEERREE SSID, SHRITLEEART
[HEMN BB, LEEMBRIRAIRBME ., iPhone 6s RELRESBMONIREAINGE, WRNEBERTE, W i0S
5 iPadOS RERRIEBIEHRE SSID MBR, BMAR RS, XA AR ILRET BRF 2R N IR ML
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= T ey
e
Apple BEPBFIES, BI&ZHREFFNEINFER

o Ex:glE— e N HEEAENT

(BLE) . MM RRASEYEE

EREBE N T AENZ2EINEE

o B ETFERNHE SIEMN B AN EESERPB T MR EIREN TR

o ANE:RIER MR ERAHBNES

o INEOHEBAEME

THRSERMY : [ DB R INER R

o REFZEX: RSB ITHRE AR ERIPER
(BR/EDR) #32(&%,

EINRERINEZ S

BT 41 RegeeE
BEXREFNREMINEU T,

X ZEET
[5h0) P-256 MhE %%
HE B xS R 4E7F7E i0S. iPadOS. macOS.

Apple tvOS Ml watchOS #&#& FNLZ 2 EH

INE FIPS #it /%% (HMAC-SHA256 #1
AES-CTR)

ik £ HIER" P HAT AES-CCM %

THESTEM HR TR IEER AES-CCM

EE SN BILRMNBITEIRIPIEE  IRATHEE s IE-Fi/R253% (ECDHE)
REHZEXN BELEREA (MITM)

KRS

TP P BN EL N 54 MRS (Numerical
Comparison) fZ&4AEN (Passkey Entry)

B 41 EBRA iMac 2015 FREEEANE

MacBook Pro 2015 F#I5 /54245

B 4.2 WEBRA iPhone 6 Si/E4EH1 2

RIhFEE ST

FIPS it/ E % (AES-CMAC 1 P-256
#h%k)

Eeadifs Bi7E7E 10S. iPadOS. macOS.
Apple tvOS Ml watchOS #&& R EMUEH

FIPS #t/ERME A

£ 2H 88" AT AES-CCM %
FHR R IEER AES-CCM

TRIEI B £ @ 3E - /R 23238 (ECDHE)

TR PR ELETE A TR (Numerical

Comparison) fZAEN (Passkey Entry)
B HEERF NN, BFEFREIE MITM EIER

i0S 9 HEBRAE
iPadOS 13.1 SHESRA
macOS 10.12 SiEShRA
Apple tvOS 9 B SARA
watchOS 2.0 SLE SR

i0S 9 HLEBHEA
iPadOS 13.1 S EBMRA
macOS 10.12 LEBIRAE
Apple tvOS 9 FHEShRA
watchOS 2.0 LE SR
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RINFEIE S 2 FA

BRI AP IRA, BLE 81 7 MAIHEE : i il A IR R EMEAIRE.

HUEREHLAE R —FNINEE, o] DUBIT SN B A SR it SR IR S KAY B ERER BLE R &ERIEE T ILERRAMINEEN
REP S DANREEIMER, REMIE (DR RAE ML) M EER E MRS AR . AAA IR RO I F AR A HRAY
RESDFENTERAMER.

i0S 13 HESMRAM iPadOS 13.1 ESMADTINBERMIRESZER, R—IIEMARERMBRIRE . 5120,
2/ BLE £ SEIER AR A TIRE S BB TR SHER T, LESh, #3935 (EFOAE 4.1) (B2 H (EF il
HSE 5.1)) PR R 2 ERINEEMNIRE, Apple 7 BLE RN T WEHBIEFNZH,

M 7] e HHE

I0S FRIBRFREEM

9 U1 A H Apple 181, FRIBRTEIRBAMNBE FEA, £ iPhone 11, iPhone 11 Pro # iPhone 11 Pro Max
FE4E iPhone MEHBHEMEMZE U1 SHAM Apple &%, BREFRAFERASEMZIFN Apple #&ERN
FEARSRIEAN M EUE:

«  MAC HbtitRE# 1L
. RERERMNE ST

BRERTEM

BRER

iOS fl iPadOS @I BRER (SSO) WRUMEHITINE, SSO SET Kerberos WNBEAER, #3EF
BRIARIMRS B #TIME, SSO IR TEMMLIER, MEEH Safari RB[BRIERE=7 App. BRTIE
SAFETIUEBAIIAIL, 20 PKINIT,

macOS ZF#R Kerberos 3B HITIAUE, App FILMER Kerberos #3BFPERULEMARS X AP #1T
INIE, Kerberos el BF E ML TER, MT2H Safari WSS 1EME S RFINERIE =5 App. B2
EFEBHIANLE, (BFEE App REFEE APL

i0S. iPadOS # macOS # SSO A SPNEGO £h2#] HTTP Negotiate ¥, 5&7F Kerberos FIIAIEM %
MZHF Kerberos ZIEM “Windows EREMHIIIE ARG &EH. SSO XFE TR Heimdal IMH.

i0S. iPadOS 1 macOS HZIFU TN
+  AES-128-CTS-HMAC-SHA1-96

+  AES-256-CTS-HMAC-SHA1-96

«  DES3-CBC-SHA1

+  ARCFOUR-HMAC-MD5

Safari MK Ee#F SSO, BEMAIME iI0S # iPadOS B APl =7 App Ll #TEEXRERE. h TEE
SS0,i0S M iPadOS ISR BMASHEERAT, AFEHEEEE (MDM) RS EE T HELNENIEE,
HehB3E g ERF 2R (B Active Directory BFPIKF) F Kerberos SEig &, U KECEN A TFHLE App
0 Safari FEEEMUG URL {#H SSO.,
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A RERER

App FFEERER SSO ¥ BRNITECHERE R, HRE App ST App TERELSNIRESHE TR,
INIERS, 2R SSO ¥R, FRErREMMY B: EEQE HTTPS My BAMER FUS/MAHE (20 Kerberos) B9
VB, XMEFE BERERZEF OpenlD. OAuth. SAML2 1 Kerberos IMEARZE., SSO ¥ R sE@Ed RARE
SSO IR HF macOS IAIE, M ¥FE macOS BFIFEFIREN SSO ShE,

EEFERARERERT R, App AIMER AuthenticationServices API, SiERERIE R STATIRMER URL EZEANH.
WebKit #1 CFNetwork AERIELE App 3 WebKit App IRE— 1A EEZFERERNEHRE. E2RAER
ERYT R, WHMBEBMSEERE (MDM) AN kLEEEAFMRMBMNEE XY, i, EECEENT BOA
B8 “ KB B A LU R AT 2 35 S0 IRBIR S B AIEHFE.

Kerberos SSO ¥ RRIBIERSATIREIIE—T R,

« %P i

fRERE" T2
EFREROATH Apple IREEAMINFEES (BLE) 1 Apple Q1M RN R I BIE WA @MHI IR E &%
XHHER, BRAR R=RE"IEEFHIET I0S 7 HESHRAR i0S ®EM iPad 1&&, MkizfT OS X 10.11 8%
ESHRAN Mac BN, TLBENES BT EREEHITERRE, THREREAERENEZNTEIEAR (AP),
LEER(ER TLS &,

BINBERT, “B=RE"s ? FEREN XRERN B AT NERER BRERE" SMEARTHE, 9&E
FEEXMX—INEE ’%ﬂ]‘ ZENREEE (MDM) SR A ERERMIRED App, BRAIURG RB=RE"1EA,

“TREE” R IE

‘WIS (8 ICloud BEMEAFRAMIME. HBFER (Cloud B, 188 LRHE— 2048 {i RSA 51
IR, BSAPITF R N, BETARES AP Apple D RXEMBT MBI AIBIESE, olE—1 T
R AB TR E.

HAPRERERRTRE AZHEN, RXRERET BLE RESEAFHN RS &L FEE IR R ENTRE
RIXES, FHELTRERRS BT T R=RE"EM Apple REMNEIX—ES, HEB RN RITEBEMET
WARZ, XA R EIRE R PT AR I E DA IR & A B M HRIR,

FENRBEANERT, BRI RTRE ESHIMRR A ERSEIIEEN BIRR" App PBREANRFEHRT
IEE, AR EIILE, FRUSEISERESMIMIE REN S R4 BEMHTION , (RSB ILE, BEEAE
MRz,

E AN RAP B RAAIERNZRE. (B2, BMERENBIR" App HIRE LR, ERREHEIELIIN.,

RIFREMEMEARN [RALREMARE TR=RIE"EE, AMERLERR KRS NIMRARRERBAERIRE, IRK
SRR A ES ERE “BRR REDBHRKAANGR ELE, NEKAERERSMHImRRAEF LA,

MRBHEBIIIE, FWANEFHR A (R BHARFE) RERAEF N RERA"REREHR, 72 I0S M
iPadOS &, XEEBHERE BANHRE SO ROIEFRINENEEREREREFN RTRE =
=B, HFE— T HTERRIEEEM, ZEAMAEIRE"> BRA™> R T4 > "B Azl £ i0S M iPadOS
F,IRERNEE RTRIE HERBN EMA"BHF,

REREHAPEUREES ZHENA, AFPEERE, RERERSERISEEII—TNEN (TLS) EiE, EER
RH}HE iCloud SMIEH . SMIEBFHEMIFRS TN EUAFN @R App #HITRIE.

WRIEBBIWIE, WETEREFR S AP EECREE T INENAFEREEMIERNAE . IREEFE T 2 MERE,
BHYETERESLERE,



iPhone #l iPad L& BEINZRBHEEZ 24

XBRLBEMBEHZH iPhone Ml iPad 1R&EA S “TR=EEMONFIK LT LB EN BB —B18E LEE

B—HIEE.

SAPEE—ILEBEN (5K7) ERAGIRTAATELBIEMERN, Apple R&LERINEET (BLE) I,
RTHBERERTEBENEL ., W4T mRERSBEREMETL B EMBEBHEMD Apple 18&, =& BLE E#&
EEIRRIIRE,

WELLRENERNIRE (BFH) BRIERANBEARGEER, MERHLIERS TR=RE"EMUINEISILRE 20
81, —ESMRBIER, R HEBATIMARBHNEIRRELERT,

HIEEEHIREEE (MDM) SRS REBINRET App, BRPIUARREIFTL BN B HZMER,

macOS HRIfLKIELE Y

macOS BIENEXE, MR Mac REMETHORENELRSK L HEEATEE, BT RAFIRE"> TR
5%2M1” (macOS 13 HESRAE) . “REFIFIRE" N TSR ER (MmacOS 12 SLERMRA) & FHE
P BB HFELES MDM R SRIRENEREHMIAX 4, XIS T ERE:

« A App MRELEPRERENERE,

. BRFRERFERENEE.

«  BRFE THNERRHRIENEE,

o ETRFPEEN App ARINSIELTR).

«  BEIE Mac 3 ICMP (BEXRIZHIE BN REMIG O EERE L IR,
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FREEHZEZEER

Apple BT Z“EHIER, ETE=FAFLEYT R Apple RS, XLAERMUBFRIAMNZEAZOMIGE:
+  HomeKit

+  CloudKit

«  SiriKit

- WidgetKit

+  DriverKit

- ReplayKit

«  ARKit

HomeKit £

HomeKit BiEZEM
HomeKit & 7 XREEB it EM, @iX{FER iCloud URXIEE LT EINEERFRIFHE LS EREIE, MASIGEXLHIE

== i/_\

E#E4 Apple.

HomeKit SRR 2 HET Ed25519 AMEAN . Ed25519 BAMERFIRE LA, ENBFH HomeKit
SintriR. AN ERIE HomeKit B (HAP) B—&8%, BTAERFH Apple is&5E HomeKit B4
ZBNEEZBE,

WFREAREPENZRE, HE=HRENMATBILRERROEGFREGS, XEHSRBHIHNZBZT
INER A ZUET Apple SHIRAIARS (IDS) MBFHIIRERERIRE TR, HEHREHRIRER HomeKit B
(HAP) SUERRESR B &M E Matter Kap <R BB XEH .

EFEPR S BN ERENEBALS SN RNEPER iCloud HARBEIRE BRI RN,

HomeKit EefIBAE(S

HomeKit Betr=4E B S/ EJ25519 BEA%T, AskS Apple is&B(E. NRGEMAHMRE N B IRE, WS4 AFTHI
BN

AT Apple B&ES HomeKit FetF 2 BB AR, 2BIR2REEG (3072 1) MUERERFRELBAER
F R A e R HAY )/ \ AL EAURB SRR 2R, ARE1EA HKDF-SHAB12 IRAEZEHHZER ChaCha20-Poly1305
AEAD mER#ITE. HIRETEHR, BENEAHN MFi IMEFHATINE. ~E MF S RBE4RTNEY i0S 11.3
PESRAPRFINENITH

141



Apple FEZ2RIF

HigEM HomeKit ERAEERE R TEEN, ENVER LAY R P RIRNBZHEEHITIANL 8T R1EER
IHIIR M IGEIL, HETFE DN S1E Curve25519 BT HKDF-SHAS12 IRAEZRB#H TN, XENERTFET
1P BECH RIS (BLE) Eoft.

M ZHFHEBAIN BLE %%, EERNMNIRERBI L EREARMTIE BNERHA, LR BRATINEE Xkt
ISHZREIE, @Y BLE MBS, [ #EmnEEHE HKDF-SHAB12 IkRERA, ¥EEA ChaCha20-
Poly1305 AEAD BIERINE. [ BB RAREMERHEY iCloud EEMIRE LEH (521 HomeKit
HiEREMY) .

5 Matter EE&&(F

Matter BB MIMRTIZ2METIER. WF Apple RE, iIEBHENM (CA) BEERSEDBBFPIEE
(“FRBE") LA, CA ALASMFEE iCloud HRtEFR., RPMNEE Apple 1R&HSER NIST P256 4K,
IEBZRIER (CSR), FIAEMIEESSIALL CSR, FBITE CA HEBRIEEIE Matter SMRUED, MAIEH
SERERTFINEBEFPRE S HE M 2 BHEE.

Matter BB 2L E 2K NIST P256 B CSR, HEE AR I R2PIEIRE CA BILEH . EEMZHAXHE],
Matter EEFIREMBEENIRERET SPAKE2+ MMV EMECHEFRARHA PIN ARIIREHA, HHATIREIL
B2, BERETIBESR R COSR MIEH, [IRIEER HKDF-SHA256 IREZRRER AES-CCM #ITNE.
WREMRER B RE, WEEMFNEANH CSR, HERI IR R4 E A FIIES.

3 Apple ®&H Matter BEHEERERTHTEREN, FERERBCILBREHTINE 8T 21E9EMR=
MER (Sigma) HhiXi2iL, HETZE M R1E P256 ZHEE HKDF-SHA256 IREZRFHITINEG.

BX Apple &5 Matter BREHREREMNEZER, 155 Apple FAERMIG L i0S 16 H#) Matter 2§,

HomeKit 5 Siri

Siri A s RFERH RN EESIME S, Sirl ReERFSEXRER BNV EER., FHRHE XE BB,
EHENZENESNDIRANE. Li%4 Sirl NEMA RSB R EMNEGI G L, BLL2E Sirl BUBH R XEE
HomeKit & Apple EfINEE.

4% Siri B9 HomeKit B4

BPAILMER“RE” App £33 Siri Wit LB B Sirl F3hsE Mk EAM HomePod INEE, a0itaTEs. [MEh. [ &
MR XEDEEFRE, BHa5 AN EEFXLE Apple IHBERIBEX HomePod #HE. E4ER HomeKit
IR R MBI IR B EIRE BRI,

“FAIE Siri BRI, FotHE A A G TRORRIRIEIONS [ EERITER IR Siri" 4818, MRULSIERNENZEE, ER
£/ HomeKit H¥EMMEZRIZEIEXIH HomePod, HomePod X EHITE RNE, MRBENFAES
fRRREIE, WATBEBUE B MAIE,

“BRRIL(EERD Siri"F TR, M/ A DR MM ERERBEIMNITIAS Siri 3E, EMMEERREIEX M HomePod,

FERNEIRRINECE Siri /5, HomePod & 5UAAE Siri fRSS=3, HMEARE. RFIAFMERIHER (5 HomePod
RAFAFEUE HomePod ASIN—#) kiHERFNEE. WR Sirl BEHEE, W Sir RSB RN
FIMBERERIECH . &b Sir BRBERFREEZER (B, WaRP 2SR RENNE ZET) . EXFERT,
EARBEINZRTAFPINET, RAEESEMERERE HomePod.

EHREANRETSE, NEERTIERNOBFRLES (B9, LED $#8RAT) BT IBRIER 240, BHRE
Sirl ERNEE, U AREFEEARPEUE,
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HomeKit #iEZ £

JFEZFREEH HomeKit 2243 (72 i0S 16.2 1 iPadOS 16.2 17 A) BWZEE, HomeKit #UESER £
iCloud #9 Apple 1% iCloud LB ZBREE S . EILES IR, HomeKit #ERER iCloud IHxiRNE
HATINE, Apple JiETAR.

RADFE HomeKit REIRRENBF (“FEE") IR ARENRNEMBRERNITAr . REMEZENRERER
AP APAREER G, SFRAMBBMNDHEZAFPN®S .. SEBRENRNABFRN—25A/N, iR
ZIAREPIRTRIRTE .

REEIER App

FFPAIE R ZEFRESH App WRELIBNIIEE ., 5 App 1BEXRIFRAIREHIEN, SERBAEFIHRIETH, X5
Wfalipe) GBI ‘BT REM I0S. iPadOS 1 macOS #iERSFEEM . IRAFHUE, App PIBIAREE
B, BAER. 8 EEFLNEEMKRE HomeKit FF&EXFS (https://developer.apple.com/homekit/)
RIERNEMES.

R EUERETF

HomeKit BEXRE. B HRMBFNEEMEEERPHN Apple 8% L. LLEUEER “EXBFIMERIRT”
HIRRIP LD EEELRIERIAER . HomeKit BB BEEREN F.

€ HomeKit {RIFIEH2E

BP AR HomeKit MEMERESERERNENR SN, B Lk msE, AP T INER HomekKit B
BT T B R A MR R B FIAOT 1], X EE08 FRSSR S 5701 PSK (PPSK) SAE, BRI T s e F R e
TR RSN R SR RNEIRABER ., PPSK INERS B4 B ME B EAR, B AR
ERAENE MAC HtIE R TR HIRSIR, MRS T 22,

FBFAIbOET “RE" App R T A AR E R EAI T B RE):
« JoBRE: ARSI BB AN LS

o BalREIARE ., RFETRALETRWIRMHEE Apple BB BMIE R AR5 R 110 EEAMA AL,
LEFI R BIERH AR AT A A RAIE O NBRE M IERETT. (FELSEIIRTAZAT, 5 TRH". )

o PRBUFERP: TEEVH D) EBAM S AL, FRIF HomeKit EREATER R MAIZHIAMME PR (BERE
FPARE SR ATROER IS IR IE ) .

PPSK 28 HomeKit BpE ESE TEHH WPA2 NARSREIDIEE, RTERH 2 EM RE" PBMRITHREHE,
fEiBT HomeKit S B ERNZRER, 2 HomeKit KEARNZITLEBEMINER PPSK: LERIREE“RE"
App FHEHIRERS L REA “TEBEMEIE: HomeKit BIE”, RN B ZBIAINEITL B E MBI
B ENER PPSK (MR ) s SN RBEIMEHEIE.

ATH—FREZEMY, BPOIERBASRETRFRN App REE HomeKit BH2S, Xt App (ERERIE
FIF R AT [a)iz % R 23 2 AT DU ER R 2R N2 “SREE” App.
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HomeKit B&Lk 224

HomeKit REB BB HIGHIE (1P k) RGN SR B REEIAM &R 1EIZRE 10S. iPadOS.
Apple tvOS 1 macOS 1&#& . ZREMAIRE M BB D IEREGK (51 IP HFi&k) LR BRARITINEG, 250
BESHGAZENEZE HomeKit RIEHITRER, HRERBEAFHMEN, MZRBEREPRPLIRE,
REPIEABEIZMN: BN HREMN P BEkENPL4E, 2 App BAF SR HomeKit IP HE KSR E R,
HomeKit 2BE IR R B HRREMBRANINM, FUL, App FTETHRSAEFISR. LS, App WA ARVFELR
R TEIE

HomeKit ZBht5T

HomeKit 2T —FL 2R IHR BN, A ZH . 2THEERE HomeKit P BRLA A B, ARSI
REEELA Apple EAHE=/. 5 P BELONEIHIER, 2@ REDRMN IP BE:k 28T AL
EREREIURR BAZEIBEREPIEN Apple 18§, ANMEERRARIFIREH HKDF-SHAL12 IRERAX
%, ZEAEARE RN IP FELE HomeKit 2EPFHITHE .. HomeKit SRZRE K _ER RIS
FEAR M A A T EE S 4, MRRNEIEBHEHE, HomeKit 2(ER AES-256-GCM HiBEd B
A AES256 BHINBIZAIA A . HomeKit B2 AEN B EERGEIRM, XLEIRNERBRN AES256
BRI . IZATEIRI. SIISREIES L1523 iCloud BREER. 81N HEBXMITHIE (2ENEREH) =ER
iCloud ¥ imhnzs &2 CloudKit,

FFARSZE, HomeKit £/ iCloud HxinNEfEERA T3 CloudKit FUSEAMRMPIE LR, MEFHIEIE
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