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Abstract Wits the development of network applicatioas reuters must support such

functions as firewalls provision of QoS tra币f billing ere A11 these functions need the classifi—

cation of IP
packets，according to how different the packets are processed subsequently，which

Is determined．1n this article a DovelⅡ’classification algorithm i8 proposed based on the Grid

of Tries Mgorithm Tile new Mgorithm not only eliininates original limitations in the case of

multiple fields but also show-s better performance i11 regard to boLh tiⅡ㈣nd space 1t has

better overali perforlnance than trtany other algorithms

Keywords Il’classification．hash，Frie—tree

1 Introduction

FutILI℃IP network nlllSt provide nlore service types and better quality of service⋯including

differentiated service[“．firewalls[21．policy—based rOLltinglal．virtttal private Imtwork．traffic billing㈧

ete All these functions need the classification of 1P packets

In this paper．we first provide the mathematical model of the IP classification problem Then we

present a novel IP classification algorithm applying to multiple fields based oil the two—dimension IP

classification．We also compare Ollr new algorithm with others．’Fhe simulation result shows that our

algorithm has the best overall performancc

2 Mathematical Model of IP Classification

2．1 Terminology Definitions[8】

An address D is a bit string of W bits in length

A prefix P is a bit string of the length between 0 and W We llse length fPl t。denote the nulnber

ofbits hi a prefix

A header 11 has K fields，which ale denoted by HIll，H12]⋯，H[K】respectively．Each field is a

string of binary bits

A filter F also has K fields Each field F il in a filter can speci“any of the three kinds of matches：

exact thatch、prefix match．or range match．

It is called ail exact match iff a single value is specified for the ith filter field(i．e，，F⋯1 and the

header fieldⅣfi is equa／to州i
It is called a prefix match iff a prefix is specified for the ith filter field and the first length(f㈤

binarv bits of the header field Hlil are the same∞those of FM．

Ir is called a range match iff a range of values FIil=vall．．．val2 is specified for the zth filter field

and the header field H『i]falls into that range，1 e，vall<HIil<val2．
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A filtei F is said to be a matching filte'r、for a headel H ifr earh field H[i1 of

corresponding field F[i】of F．The type of match is specifed by F[ij and couM be ar

prefix match or a range match

A set of N filters is called a Jilter database，which is denoted by FS

Each filter F llas a cost property denoted by cost(F)For VFI马∈FS，if"cost(1"l j

then F1=如We llSe the COSt property to assuJ：e that there is at nlost one lnatthing fihei

2．2 Best Matching Filter Problem and IP Classification

We define the following problem aN the best matching filter problem：

Given a filter database FS≠0 and a header H，find the best matching filter几⋯．which meets

the following conditions：

(1)／b。。t∈FS

(2)lbⅢinatches何

(3)Vf∈FS，f≠fb“，if／matches H，then COSt【／b，st)<cOSt(f)

IP classification is an instance of the best matching filter problem In theory、ScVOe-fields can be

used ror tlle fliter the destination／source IP address(32 bits each)，the destinaLioIl／，uurrP tI'Dn、port

port f 16 bits each)，the type of service(8 bits)，the protocol type(8 bits)and the flag of transport

1avcr f8 bitsl The sunl of bits of these fields is 120(we aSSUlnC that all the seven fields resMe in

ttle IP Dacket header for the sake of convenience，although solrle fields are in TCP header actually)

Statistical results of some actual filter databases used by ISPs show that 17研of the filters specify

only one field．23％specify three fields，and 60％specify four fieldsl6I．

3 Related Work

The Dacket classification based oil patterns[7
is used in the operating system when dispatching data

Dackets of the input queue to different process spaces It is the first algorithm avoiding Lineal’lookup

Its Derformance has direct proportion to the number of fields and is independent of the number of

61ters But this algorithm has very strong limitations on filters，thus it is not suitable fol IP routers

Tite crossproducting algorithm[s]is based on caches For bigger classifiers，the authors prop—jse a

caching technique fOll一demmld frossproducting)with a non—deterministic classification t inw

ThP nmdular algorithm[9 is all IP classification algorithm based on statistics It illay optilnize the

lookup data structure according to the distribution of filter matching ratio and IP traffic、~it hout

enough effective statistic paraaneters．this algorithm cannot be practically used foI 1P FO Llters now

The RFC fRecursive Flow Classification)algorithmt6j is a simple multi—stage cl∞sification algo—

rithm．which maps the S-bit header to the T-bit ClassID(T《S)step by step．It is lhe fastest

algorithm ever known．but it needs a lot of pre—computation(usually more than ten seconds)and it

may suffer from space explosion

A solution called Grid of Tries is proposed in f8I In this scheme．the Trie-tree data structure is

extended to two dimensions．This is a good solution if the filters are restricted to only two fields．but

it is difficult to extend it to apply to more fields

A hasdware-only algorithm call employ a ternary CAM fcontent—addressable men]or3)．Tet’nary

CAMs store words with three—valued digits：～0，‘l’OF‘十’(wildcard)The rules are stored in the

cAM array iIl the order of decreasing priority．Given a packet—header to elassify，the cAM perlorms

a corftparison against all of its entries in parallel，and a priority encoder selects the first matching

rule While simple and flexible，CAMs are currently suitable only for small tables；they fire too

exDensive．and consulne too much power for large classifiers． Furthermore，some operators a”not

directly supported，and so the memory array may be used very inefficiently-

ln this Daper．we propose a novel lookup algorithm called non—collision llash TI ie—tree algorithm

which ls based on the Grid of Tries algorithm．The average time consumed and the space requll’elnent
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of this algorithm are less than those of Grid of 7IYies，and it gets
rid of the limitation of filters in Grid

of Tries It is the most attractive candidate algorithm if implemented by means of sottuare

4 Non-Collision Hash Trie-Tree Algorithm

4．1 Bask Algorithm

、、0 mentioned that se、rell fields in IP packets nfight be the candidate fields of lhe filter．Pblt actual

filter databases usually use only five fields：destination／source IP addresses，destination："source p L'lts

and protocol type TheⅥ’idth of the protocol type field is 8 bits To program COllVeilielltly．xeve extend

the protoc01 type ficld to 16 bits．

The values of the destination port，the source port and the protocol type range from 0 to 65535．but

in actual filters they only use a very small part of the whole range Currently，tile vaiue of the眦otocol

field is finfited to TCP，UDP，ICMP，IGMP and(E)IGRP In most Cfient／Server software architectures．

ports can be roughly divided into two classestl0J．0ne is the reserved port which numbers m I 1023．

tile tJther is the ephemeral port which numbers larger than 1023．Epheme,al ports are usually used

in client software and aft*usual／57 assigned by the operating system kernel．The)7 are nothing bul to

identi什an endpoint of a coiHlection It is ahnost impossible that a filter would specif3’a specific poJ’t

larger than 1023 Usually．filters specify7 a range such as gtl023 meaning all ports larger than 1023

(but less tllan 65535)．The most widely used reserved ports are 20，21(FTP)and 80 fwww)other

ports are used less frequentb'-

Onr analysis above shows that the nulilber of combinations of destination／source ports and protocol

、alues in actual filters is vent sinail Based on this observation．we construct a two—stage look tip table

that can be used to lookup without collision at a11．We take Table l as an exaanple lo 1llust rate otlr

Table 1．An Exam]
al蹦sID Dest—IP Src—IP

0 101+．}I 10 2{{

1 10 3}#1 10 4{．{

2 10 5．}．t 10 6{．}

3 10 5#*l 10 6’．+

4 10，7t}l 10 7．{}一—可十F—_1——-

Darable of Fitters

Dest—port Src—port Pro

二二二工二二二[二
80 ， 17

80 + 17

『20．211 * 6斗爿{
Table I js a filter database that contains six filters．佴§assunle ClasslD is the same as the filter

COSt in this database础e the destination port as an example弭§assign each
port in 0 65535

a birmap．1his bitmap denotes the filters the port matches ftile length of bitinap is equal to the

ilul-nber of filters)．For example．tile bitmaps of ports 21 and 22 are both 100111，which means they

match filters 0，3，4 and 5 According to these bitmaps，we classify all possible destination ports iIllO

different equivalent classes．The ports with the same bitmap belong to the same class The bimmp

of eouivalent class A is denoted bv bmp(A1．The set of all such destination port equivalent classes is

denoted by D—Set And the total nnmber of destination port equivalent classes is denoted bv D n)r

example，the D—Set of Table l is{{80)．【20，21】，{o“5535 except 20，21，80jJ．Ill the same nranner，

we construct the set of source port equivalent classes S—Set and that of protocol eqnirelent cl,Mses

P—Set，whose element numbers are S and P respectively．

If a∈D—Set，b∈S—Sel，c∈P—Set then the 3-tuple fa，b，c)is called a cross—combination

＼ow、m fimther divide the set of all the cross—combinations into dl艉rent equivalent classes calb·d

DSP—Set We do it as follows

Considertwo cross—combinations(a，b，c)and(d，e．，)．If bmp(a)＆brnp(b)＆bmp(c)=brnp(d)＆bmp
(E)&bmp(f)then(a，b，c)and(d，c，f)behing to the same class．otherwise they belong to different

classes f-‘＆”deuotes logic“and”operation bit by bitl．

Each element of the DSP Set fa CROSS—combination equivalent class，notice that it is a set Itself)

has a corresponding set of destiaation and source IP prefix pairs．These IP prefix pairs are those)f
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the filters whose 3-tuple destination port．source port and protoc01 number belongs to tlle elt·luent

The cross—eoiilbinations that belong to the same element of D卯一Set share the sainr I】{tintf_1 to a

destination and source【P prefix set．The non—collision hash Tric—tree algoiithm first finds OUt the

pointer to the destination and source prefix pair set by looking up a non—collision hash rable aCCt】I(1111E

to the destination port．the source port and the protocol number．Then we perforill n rw¨，d LIⅢ1lsion

Trie—tree lookup in the destination and source IP prefix pairs to obtsin Ille nilal ekNslD

4．2 Non—Collision Hash Lookup

wlien classifying a packetwithits headerHf却err sport，proto)(repr(、sentingth<·destinalion poit

Y口0，￡proto

≮／＼入

the source port an(1tlieprotocol rebpectix Ph．veedonot coil

sider 1P address fields in this stepl we first look itp t hi’PP

tables using dperr、sport and proto as thc indices l-espec—

tively．、~t use a function of these lookup resultⅣ(illfdp07t)

扣(sport)，，p(prvto))as the index to perform another lookup

The result is^(9(fd(却ort)，扣(sport)．fP(prolo J))whi·山is

the pointer to a set of destination and source IP prefix

pairs We number the D equivalent classesl IDs of D Set

as 0 1，2， ，D一1 and define，d(如ott)ab the equi、aleut

Cla881D of dDort And it is the same with凡and fP

Fig 1 shows the lookup process stated ahox‘P Th【1 Feet—

angle represents a lookup table said g is d hasll ftlllf_Iiun

The bottom of Fig l is the srt-一dest Trie tree that is use(1 to

look up with the 50u／-ee I．P address aIld Lhe destination IP

address We choose g(d．s，P1=PSd+Ps‘-P According

to our definitions of倒，砖and加，we have 0<d‘D一1

0≤5兰S—l，0≤P≤P—L．Now we prme g will not

eause aIW collision

Theorem．D币ne g(d，s，P)=PSd+Ps+P(d，s，P，D，S、P∈z)，0≤d三三D 1．0墨d三s—1．

0≤P≤P—1．玎g(dt，81，pi)g(d2．52，p2)，then dl=d2，81=s2，Pl=P2

Proof．Because PSdl+Psl+Pl二PSd2+Ps2+p2，P2 Pl=PSdl+PsI PSd2 Ps2=，)[一【dl
d2)+81 821．Taking the absolute values ofboth sides，we have P2一tqI=PlS(dl d2 J⋯1 82}

Because Pl，P2∈[0，P 1]，IP2 Pl<P Since IS(d L d2)+81 82}is aIl integer．we concludt、that

P2一P】=0，i e，P2=P1．For the same reason，we have 82 81，dl-=d2． 口

NO'W we have proved that口is a non—collision function．The const ruction of these t,ables and

the two-dimension Trie—tree is completed by reading the filtel、database during the pre—COIUpUtation

stage Thus，we can find the pointer to the set of destination—source IP prefix pairs with f011i-nlenlory

accesses The next step is to look up through the two—dimension Trie—tree using destination and sourer-

IP addresses iiI the packet l*eader Algorithms l and 2 are the setup algorithms of these table．-

Algorithm 1．Construction of尉(扣，扫)Table
+tabiej'x tab e』'x-setup()

{
7+allocate memory and initialization+／

P=new_tablegx()，
=0；n<65536．n 4-+J

Get bmp(n)；
eq=searchAn equivalence classj(_set(bmp(n))

if(eq一一=NULL)／+Be,&-bmp。／

{

eq=new_equivalence_cla．ss—x(bmp(n))；
add eq Into x_set：

Table 2 Aii}xal“pie t?f

Source-Dest[nation IP Palr8

ClasslD D⋯1IP S¨一IP

O+ 1U’

0’ 0【+

0’ l+

00‘ l+

(30‘ 11’

L0。 】’

} 00’
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P_tubl@tl II)=eq。Iu

Algorithm 2．Construction of h Table

’table3t tablc^_scL“p()

indx=0：

i’allocate memory and initialization4|

P=iicw—tableUL(D S，P)：

for eqd in d。set eqs in s．set，eqp in p-set

t

bmp=eqd—}bmp&eqs—+bmp&eqp—’bmp；

eq=searcll_equivaleⅡce_class_d8p【bmpJ：
if(eq is null)／+nevr bmp+／

{

eq=new_equivalence_class_dsp(bmp)
add eq into dsp-set：

}

P_÷table[indx++】ID=eq_÷ID；

}

4．3 Lookup in Destination—Source IP Prefix Pairs

In this section．we introduce a simplified Grid—of-Tries lookup algorithm Extending the‘Frie—tree

data structure frOnl one—dimension to two—dimension．we have the two-dimension乃j卜tl ee n矗take

the fliter database in Table 2 as an example to show this process(assume that the width of IP address

inthetable沁21

We first build up a Trie—tree fdenoted by Dest—Trie treel_according to the destinarjon IP prefixes

For each node in Dest—nie tree．if there exists the corresponding destination lP prefix it points t,3

a sonrce IP prefix Trie—tree fdenoted by Src一7l'rie)，otherwise tile pointer is null A Debt—Trie node

not only centains tile correspoIlding sollrce IP prefixes but also those of its ancestors in Dest—Trle I：l

that∞se，tjme eomplexit3。oflookup in the two—dimension Trje tree js OfWl．but since each I)est Trie

node stores both the pair SOUFCe IP prefixes of its own and those of its ancestors．tile space colnpexity

turns OUt tO be@fN21

Ⅵ■call get rid of the redundant copies．Every Dest一工Yie node only contains the r()rrespondm高

source IP prefixes i11 the database But in this cane．in order to find out the final aossID with the】east

cost．vce need to search not only the Src一1Yie but also that of its ancestors．Thus tIlP tiHie complexity

rises up to O“i-21 although we need lebb space．

Thc solution is to Introduce a switch pointer．In tile process of pre—compatalien wP dlrect the

null pointer of tile Src—TT-ie node to an Sre—Trie node of one of its Dest一1lie ancestors’so that、vu【a，1

proceed further when we go along tile longest matching path．In addition，we must make sure that

the lenter a destination—source prefix pair ls．the luwer its COSt诘．呲e filters 2 3 all(1 4 of Table 2

as all example、filter 2 is shortcr than filter 3 in destination—source pair length、and tiltel 3 ls stlortI、i

than filter 4 But the fact b that filter 2's COSt iS lower than filter 3 and filter 3's cost is lI)Vq(、I thn

fliter 4’s．So they do not accord with ollr principle of a longer pair with a lower cost llowe、er，we

obsmve that if we remove filters 3 and 4 from the table．Our lookup result does not change l'hal ls

because a header matching filter 3 and filter 4 will surely match filter 2 and filter 2 has a lower COSl

In other words．tilter 3 alld filter 4 are redundant There are two wavs to deal with the plobh、in The

first one is to guarantee that there is n0 redundancy at“1 when building up otlr filter database，the
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to。h8“ge both矗lters 3’s and 4’s ClasslD to 2 in rhe

prc—COITlpntat】(，J】时a2P
correcthess of the Mgorithm

bcr一】"fie

”? o 0‘l 0t(】7 l

≯o!；o—o‘ 75
1． ：p ‘y

n 轧|q i6

Fig 2 Improved data structure

of the 2-dimension Trie-tree

The ultimate two-dimension Trie tree ls stl。、vIl ab I、lg 2，

where the number beside the letter“f’denotes t}le co。

responding ClasslD(it is also the sequence number c．f the

filter and its cost) Given this figure 1"look u“the

matching filter with the lowest cost Mr。l comin2 headPr

as follows

First perfbrm the longest destination 1P prefix ln^tch

mg process ending at sortie no&、111 Dest—Trie Th(n go

along the 0 0I"j pointer for if null，a switch poimer)。f
the

corresponding Src—nie to perform the longest s(，1lrce

1P prefix matching according to the header’s destination

and source IPs We go as farther as we can．a J1d thP Clns—

slD of the filter with the lowest COSt is ttlP final IPⅥ1【t we

％vant

AlgorRhm 3 is the construction algorithm of the Src—Dest Trie tree

Algorithm 3．Construction of Src—Dest Tric Trec

void insertJp_pair(dst_triemode+root，ip dip，ip sip)
{

／+inserl destinatioI】IP address into dst—trie n。de+／

dp=dst—triednsert(root，，dip)；
7+insert Notlfce IP address into src—trie node+／

sp=src trieJnsert(&dp_{psrc，srcAp)；
insert information of the rule into sp node；

74set up dentJp nodes+／

dent～tricmode+dest-trieAnsert(dest_triemode+root．ip dest—ip)
{

if(!destdp)return NULL； ．

if(strlen(destdp)>NMAXIPWID 711H)return NULL：

if(!(+root))
f

8root=new dst trie；

initialize root；

，

set“p dest trie nodes according to string destJp；
continue until we meet 0 or+in destdp：
return the pointer to tile last dest—trie node；

}
src triemode*src triednsert(src_triemode+root ip srcdpl

{

if(!srcJp)return NULL；

if(strlen(srcAp)>NMAXIPWIDTH)return NULL；
if fl(4root))

+root=new src trie；

InitiMize root；

}
set up src—trie nodes according to string srcAp．

continue until we meet 0 ur+in srcAp；

return the pointer to the last src_trie node；

Algorithm 4 is the pre—coiupute procedure of the src—dest‘lYie tree
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Algorithm 4．Pre—Computation of Src Dcst Trie Tree

void pre compute(dst_triemode+root)

f
if(root==null)return；

P2 pointer to the lowest SFC trie of root’s ancestors；

if froot—÷src_trie==null、

root一十src—trie2川

else

{

if(P is not null and has less cost)

+root_src_trie=十“
search root_$YC trie，be sure the cost of srcAp is less than its prefix：

}
7+search left sub-tree‘／

pre_compute(root_÷child[0])；
／+search right mlb-tree+／

pro_compute(root_÷child[i})：

)

The whole working procedure of the non—collision hash Trie—tree algorithm is divided into tw70

steps．

The first step is the pre—computation of four hash tables(髓fs，fP and h)and src—debt Trie—treo

according to the filter database The construction Mgorithms of these tables are shown in Algorithm

l through Algorithin 4

After establishing these tables and the Tric tree，the second step is the lookup procedure

5 Lookup Performance

Iii the worst cane．it takes fonr serial lookups to obtain the pointer to the two—dimension Trie—tree

i e．the lookups ln tables埘，肛，加and h Lookup tkrough the two-dimension Trie—tree needs to visit

2lI’nodes in the worst case So the total number of memory accesses is 2W+4 in the worst case

H五a￡is nlore．the consumed time is irrelevant to the rmmber of fiitors丘j contrastj even with a hash

function without coilision．Grid—o‘nies needs 4f1+2pVl memory accesses

Ic is a little inore complicated as for the space complexity of the non．collision llash algorithm．The

nnnlbers of entries of the|s．强and如tables are all 65536 and the nuinber of entries of table h is

D×S×P．Theoretically speaking．the number of table h’s entries COilld be up to 65536×65536×65536．

However、a．s analyzed above，D，S and P are rattler small in normal cases，so we expect that the number

of table h’s entries 1s quite sinall．As for the two-dimension Trie-tree，since a filter needs 2W 1Yie

nodes at most and there are N filters altogether．the space needed is about 2NW．Thus we could

estimate that the total space is Table Size+2NWin the worst case．while Grid-of-Tries for multi—fields

also needs about日ash—Size+2N砒where Hash—Size denotes the space for the ll酗h table In order

to gaiil hjgher time efficiency、the hash table usuaHy COD．s11xIles a lot of memory．In our test、the

DOn—COllision hash Trie-tree algorithm also shows better performance in space．

It is dimcult to analyze the average performance of both time and space Eyen worse，Intle js

done in sampling for both filters and IP flow 113 the real hlternet Becanse of that．we design a

virtual environment to perform a testing．Oor concern focuses on the relative performance between

the non—collision hash Trie．tree and Grid—o■nies、so the virtual environlD．ent will be SILmcient，We

nlake reasonable assumptions about IP flows and filters and generate IP packct flow and filters frorn

a random number generator For the sake of comparability．we add the satgle limitations needed by

the Grid．o^nies algorithm．、Ve observe that even our assumptions favor the Grid—ofnies．the norl—

collision bash algorithm still shows better performance in both time and space So we expect the

difference will be nlore obvious in practice Testing results are shown in Fig．3 and Fig 4
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the i[1aXInlUln mcmor、fMB)consunlcd

In this article，a novelIP classification Mgorithm is presented based on the Grid—Iif-Tdes algoritllIil

Ehe aew algorithm I⋯c only eliminates original limitations in the c蹦e of multiple fields 1)tit a】SO shows

better performance iii regard to both time and space，It has better叭?eJ-al】parlorInallce¨瑚J1 inan、

other algorithms．

、、t have implemented the algorithm in the“High—Performance Security Rotttei a key pr01e一-t of

the High Technology Pmseareh and Development Program of China Tile“High—Performance Securitj

Router”implements packet filter and IPSec．It nlay support four Gigabit Ethernet interfaces at nlost

so tradkional classification Mgorithms cannot keep up with the speed of interface Our new Mgorithin

meets the performance requirement of IP packet classification in the。’High PerfoFIIl3IKe Security

Routerl．

ThP Mgorithm we presented Call be improved fLtrther In the process of lookup th rcⅧgh thP t．wo—

dimension 1Yic—tree．our algorithm will go one step according to a bit of the header If it Call look up

several bits at a time．the depth of the Trie—tree will reduce greatly and tile pertorn]ance willlnlnro、。e

Furi／re work is to explolte the distl’ibution ofIP prefixesllll．bv which we hope tllar盯e CO,It selc(f¨1P

depth of Trie-tree and decide which bits to look at when going down the Trie—toree
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