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Abstract

Due to the subtle nature of the insider threat, government bodies and corporate organizations are
forced to face the insider threat that is both malicious and accidental. In this paper, we provide a
systematic understanding of the past literature that addresses the issues with insider threat detection.
Our review consists of three items. First, we examine the different types of insider threats based on
insider characteristics and insider activities. Second, we explore the sensors which make possible
detecting insider threats in an automated way, and the public datasets available for research. Finally,
the detection approaches used in related studies are examined from the perspective of technology,
learning, input category, detection target, and interpretability. In particular, we have covered the
state-of-the-art deep learning literature that was not covered in previous surveys.
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1 Introduction

An insider threat is defined as “a current or former employee, contractor, or other business partner who
has or had authorized access to an organization’s network, system, or data and who intentionally (or
unintentionally) exceeds or misuses that access to negatively affect the confidentiality, integrity, or avail-
ability of the organization’s information or information systems” [4]. Security professionals, government
agencies, and corporate organizations have found an inherent need to prevent or mitigate attacks from
both malicious and negligent insiders. According to Veriato’s Insider Threat Report 2018 [71], a survey
found that over 73% of the security practitioners have implemented security controls and policies to pre-
vent and mitigate any impending threat. However, despite the implementation of security controls and
policies, 90% of the cybersecurity professionals responded that they felt vulnerable to insider threats.
The breach level index, a global database that tracks publicly disclosed breaches, revealed that 38.8% of
the breaches were caused by unintended accidents (33.62%) or by insiders with malicious intents (5.25%)
[28]. Oftentimes, organizations would not disclose their sensitive information breaches to the public. As
such, it is difficult to identify and determine the scope and extent of the organization’s vulnerability.

With the case of Edward Snowden [53], Bradley Manning [24], and Robert Hanssen [18] insiders
can pose a serious threat to the organizations by revealing or exposing sensitive information. Insider
threats are difficult to detect, as the insiders already have access to the organization’s systems, networks,
valuable data, and procedures. Insider also benefits from mobile device enhancements. Companies
and governments increasingly use mobile devices that connect to the Internet, and insiders can threaten
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continuously through some manipulations of mobile devices, rather than discrete methods like simple
storage like traditional thumb drives.

External attackers usually aim to perform malicious behavior by breaking into an organization’s
network or system. They are relatively clear to identify because they have to go from outside to inside to
gain access to internal networks or systems. But the insiders extracting the information are individuals
who are already familiar with the security protocols and systems. Thus, recognizing an insider threat has
proven to be a much more difficult task that poses a great amount of threat. For instance, in an air-gapped
environment, an external attacker would have to plan a sophisticated attack to overcome this, but an
insider could connect to the air-gapped network without any difficulties (e.g., install internet-connected
small mobile device in the USB port).

There are also other difficulties in detecting insider threats. In the case of an intelligent insider, he
or she would try to conceal their intention and try to stealthily threaten by hiding himself behind in the
activities of normal users. It is also challenging to detect threats from unintended negligent insiders
because of their subtle nature.

An unintended insider is an attacker who adversely affects the system by human error, mistake, phish-
ing site or virus infection, and may have relatively smaller damage, but the attack is passively conducted
and may be difficult to detect. An example of this sort of insider threat is the Stuxnet [37]. The mali-
cious code delivered through a thumb drive by the careless unintended insider which was detected only
after more than 1,000 centrifuges had malfunctioned. In 2011, the Nonghyup, a bank located in South
Korea, suffered from unintended insider damage [47]. In this case, Nonghyup’s subcontractor connected
a system maintenance laptop to the internet and inadvertently downloaded the malware, and the infected
laptop was used as a channel of attack. The attacker could access the banking system through the air-
gapped network using the infected laptop of this subcontractor as a bridge and successfully deleted the
credit card customer records, destroyed the banking system and prevented users from using the banking
system for three days.

A broad range of insider threat detection approaches have been proposed for insider threat detec-
tion, from user pattern analysis using Unix shell commands to behavior change analysis using machine
learning, behavior change analysis using deep learning, and efforts to detect insiders proactively by an-
alyzing personality and mood. There has been much progress in these studies, but still detecting insider
threats remains a challenging problem. Intelligence Advanced Research Program Activity (IARPA) also
launched the Scientific Advances to Continuous Insider Threat Evaluation (SCITE) research program
in 2015 to support challenging researchers to study a new class of indicators called Active Indicators
and develop Inference Enterprise Models (IEM) that forecast the accuracy of an enterprise in detecting
potential threats, for the dramatic improvement of insider threat detection. Also, practical helpful guides
such as “Common Sense Guide to Mitigating Insider Threats” [5], “Combating the Insider Threat” [11]
by US CERT have been released.

In this paper we systematically study the insider threat including deep learning approaches which
were not mentioned in other survey papers with perspective on insider’s characteristics and used sensors
to detect insider threats. In Section 2, we discuss the related works, and in section 3, we identify the
different types of insiders and attack methods. We also present the appropriate detection factors and
methods based on the situation. In Section 4, we address the sensors and public dataset from the per-
spective of an insider threat. In the penultimate section, we discuss machine learning and deep learning
techniques for detecting insider threats. Finally, we present our findings in the conclusion.
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2 Related Work

In recent years, the literature on insider threat detection has garnered much attention. Past studies have
focused on insider threat profile [64, 54], and abnormal detection approaches [69, 7, 77, 29]. However, to
the best of our knowledge, there is no study on insider threat detection survey that includes deep learning
techniques.

Randazzo et al. [64] examined the actual insider attack cases identified through public reporting
in the banking and finance sector. They analyzed the cases with behavioral and technical perspective.
The paper also identifies behaviors and communications characteristics before and including the harmful
activities. They provided findings that can give insight to develop policy and to conduct future research.
However, the paper did not deal with insider threat detection approaches.

Salem et al. [69] provided a comprehensive report of using heterogeneous audit sources. They
examined two-class based anomaly detectors using the Schonlau dataset [70] which includes truncated
sequences of user commands in the UNIX environment. They also observed other approaches using the
Greenberg data [23] that contains enriched data with flags and arguments [48]. They surveyed insider
detection methods include Markov chain variations [30, 15], Uniqueness [70], Bayes variations [15,
49, 48, 83], Compression method, Incremental Probabilistic Action Modeling (IPAM) [13], Sequence-
math [36], Semi-global alignment [10], Expectation Maximization (EM) [83], and Eigen Co-occurrence
Matrix (ECM) [56]. They also surveyed the user profiling method in Windows, Web, and Network
bases and concluded that in the Windows environment many audit sources exist and on the network level
distinction of a user is challenging but valuable for detecting malicious or unusual activities. Although
the paper provides a wide range of insight into insider threat detection, the dataset they used was limited
to command sequence based and the state-of-the-art deep learning based detection approaches were not
investigated.

Chandola et al. [7] provided a structured and comprehensive overview of anomaly detection tech-
niques. They categorized anomaly detection techniques to provide guidance when applying it to the
other domains. The categorized results are depicted in Table 1 and they surveyed each technique’s key
assumption, basic algorithms, variants, pros and cons, and computational complexity. They surveyed
each technique’s key assumptions, basic algorithms, variants, pros and cons, and computational com-
plexity. The paper provided an insightful categorization of anomaly detection and provided a very wide
range of information for each category. The main achievement of the paper is that it provides an insight-
ful categorization of anomaly detection techniques and a fairly wide range of insight for each category.
However, it has not considered anomaly insider, nor did it deal with the latest deep learning techniques.

Chandola et al. (2010) [77] in addition to their previous study focused on detecting anomalies in
discrete/symbolic sequences. They classified the previous researches into three based on their problem
formulation as follows: “1) Sequence based; 2) Contiguous subsequence based; and 3) Pattern based”.
They insisted that each problem formulation has a different definition of anomalies and use different
anomaly detection techniques. The categorized results are depicted in Table 2 and they surveyed each
technique’s basic algorithms, variants, pros and cons, and relationship with other categories. They sur-
veyed each technique’s basic algorithms, variants, pros and cons, and relationship with other categories.

Jiang et al. [29] surveyed academic publications from 2008-2015 that applied machine learning (ML)
in security domains including network security, security service, software & application security, system
security, malware, and social engineering & IDS. They described techniques and assumptions that are
appropriate for each classification such as network security, security services, and system security but
they did not treat insider threat detection.

Several surveys of insider threat detection have been published, but they have mostly focused on audit
sources or detection techniques. However, no survey focuses on deep learning, a state-of-the-art tech-
nique that has received a lot of attention and progress in recent years, or data sources that have a strong
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Factors Contents
Nature of Input Data Sequence data, Spatial data, Graph data

Type of Anomaly Point Anomalies, Contextual Anomalies, Collective Anomalies
Type of Learning Supervised, Semisupervised, Unsupervised Learning

Output of AD Scores, Labels

Applications of AD

Intrusion Detection, Fraud Detection
Medical and Public Health Anomaly Detection
Industrial Damage Detection
Image Processing, Text Data Anomaly Detection
Sensor Networks, Other Domains

Classification AD Neural Networks, Bayesian Networks, SVM based, Rule-Based
Nearest Neighbor AD kth Nearest Neighbor, Relative Density

Clustering AD Cluster belonging, Distance between clusters, Density based
Statistical AD Parametric Techniques, Nonparametric Techniques

Information Theoretic AD Kolomogorov Complexity, entropy, relative entropy, and so on
Spectral AD Subspacing Techniques

Table 1: Different Aspects of an Anomaly Detection Problem

Problem Formulation Related Techniques

Sequence based
Similarity based, Window based, Markovian based

Hidden Markov Models (HMM) based
Contiguous subsequence based Window Scoring, Segmentation

Pattern based
Substring Matching, Subsequence Matching

Permutation Matching

Table 2: Problem Formulation Based Classification and Related Techniques

relationship with detection performance and desired target. Therefore, we provide a high-level overview
of the dataset used for insider threat detection and provides an analysis of the detection technique using
deep learning.

3 Insider Threat

To understand insider threats, we will look into the types of insiders, insider activities, and find out the
appropriate detection factors and detection methods based on each situation.

Type of Insiders: Insiders can be classified into intended insiders and unintended insiders. Intended
insiders are who can conduct deliberately malicious activities targeted at any organization by a variety
of motivations, including revenge, financial need, greed, dissatisfaction, health problems, proclaimed
patriotism, notoriety, and political ideology. Intended insiders also can be divided into Traitor and Mas-
querader [69].

The traitor is an insider who already belongs to an organization and already has legitimate access
to the organization’s resources. Employees or contractors can belong to Traitor. Traitors can take the
information more easily because he already knows valuable data, system vulnerable, and their legitimate
authority. Besides, since the attack is performed based on the task and authority of the person in charge,
there is no time constraint on preparation and execution, and thus, sufficient preparation time and suffi-
cient attack time is already obtained. If a traitor, like Edward Snowden [53], has a lot of knowledge, it
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can be more difficult to detect because he can bypass any known security measures and launch a stealthy
attack. Also, these kinds of attacks use low frequency and sophisticated methods, making it difficult to
be detected. Since the steps of preparation for acquiring the authority can be omitted, they are difficult
to be detected during the preparation phase of the kill-chain and are likely to be detected only when or
after malicious activity occurs. However, a recent Insider Threat Detection study dealt with proactively
identifying people who are more likely to commit insider threats through psychological changes and
language habits before insiders perform malicious activities [3, 32, 75]. These studies work best when
applied mainly to the traitor.

The masquerader is an insider who does not have any legal authority for the desired attack, or who
has lower privileges than he wants. They can be low-level employees, former employees, or contractors,
and start without sufficient authority, so to perform the desired attack, the process of acquiring an ade-
quate level of authority is necessary. Masquerader can use technical methods (malware installation, key
logger installation, internal system sniffing, etc.) or social engineering methods (acquisition of password
via an indirect path, use of terminal while away) to obtain authority. They have more time constraints
compared to traitors, assuming that an organization enforces some security policy. For this reason, they
may have different patterns of behaviors than the existing users, so that we can identify them through
changes in behaviors or resource usage patterns. Proactive detection is likely to be less effective when
applying to traitors because it affects to predefined ranges of targets.

The unintended insiders are who inadvertently launch attacks inside an organization due to inad-
vertent actions such as breaking security policy. CERT Insider Threat Team defined unintended insider
threat as “An unintentional insider threat is (1) a current or former employee, contractor, or business
partner (2) who has or had authorized access to an organization’s network, system, or data and who,
(3) through action or inaction without malicious intent,(4) causes harm or substantially increases the
probability of future serious harm to the confidentiality, integrity, or availability of the organization’s
information or information systems.” [74]. They identified threat vectors of unintended insider threats
by accidental disclosure (DISC), UIT-HACK (malicious code), PHYS (improper or accidental disposal
of physical records), and PORT (portable equipment no longer in possession). Among them, DICS and
UIT-HACK can be directly detected using machine learning. Unintended insiders could harm the sys-
tem without motivation. Stuxnet, the famous Advanced Persistent Threat (APT) attack on Iran’s Natanz
nuclear enrichment facility, is the case of the unintended insider attack. In this case, an unintended in-
sider was able to bypass the air-gapped network by using a zero-day malware-infected thumb driver in
the system and causing more than 1,000 centrifuges to malfunction. So it is difficult to use a proactive
method for unintended insiders because they have no intention and an adverse effect would be detected
only after occurring. For the unintended insider, a study was conducted to apply the detection method
using system operation characteristics such as system usage and network usage.

Insider Activities: The report, published by the CERT Insider Threat Team, categorized four classes
of malicious insider activity and analyzed 1,154 actual insider incidents in the United States [5]. Four
classes of malicious insider activity are IT Sabotage (179 cases), Fraud (728 cases), Theft of Intellectual
Property (268 cases), and Miscellaneous (65 cases). The numbers in parentheses indicate the number of
events that occur in each class. Note that the theft of intellectual property includes industrial espionage
involving outsiders and that the report did not cover espionage or accidental damage cases. Unintended
insiders’ activities were not included because this data was obtained through interviews with insiders
during the investigation of insider incidents. Each class has the following meaning.

• IT Sabotage: Direct harm to an organization or an individual

• Theft of Intellectual Property (IP): Steal IP from the organization

• Fraud: Unauthorized modification of an organization’s data that to leads to identity crime
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• Espionage: Practice of spying to acquire classified or proprietary info for foreign entities

• Miscellaneous: Cases in which the insider’s activity was not for other classes

Table 3 is obtained according to the insider type and insider activities aforementioned. In this paper,
we will systematically analyze the detection method according to this viewpoint.

Traitor Masquerader Unintended
Tech. Level Low Medium Low

Intentionality Yes Yes No
Legitimate Own Privilege Privilege Escalation Own Privilege
Frequency Rare Infrequent Infrequent

Time Curb Preparation Plenty Plenty Not relevant
Act Plenty Limited Not relevant

Detection Factor Preparation Behavior
Psychological

Behavior
Psychological

Policy violation

Act System usage
Network usage

System usage
Network usage

System usage
Network usage

Table 3: Insider Categories & Characteristics

4 Selection of Sensors and Public Dataset

4.1 Selection of Sensors

Selecting sensors to be monitored plays a significant role in insider threat detection approaches. The
sensor collects data at the point where the insider threat detection system needs to observe. The type
and number of sensors have highly correlated with the performance of detection. Poorly selected sensors
make it difficult to detect insider threats. For example, if the system does not collect information about
the use of the printer, no matter how great a system is, the system won’t be able to detect theft of IP
through the printed matter. Only properly tuned sensors can collect relevant events and can produce
effective results [52].

The data obtained through the sensors can be used as training data for machine learning by binding
the data collected for a certain period into a dataset or can be directly connected to a detection system
when realtime detection is required. The collected dataset could be used to train a machine learning
model and this machine learning model is used to detect malicious insiders by the automated method.
Acquiring a dataset is essential because machine learning requires a large amount of data for learning.
Insider threat detection also requires realistic data acquisition to train and to test detecting performance.
Lots of researchers emphasise on the importance of realistic dataset [63, 69, 52, 62, 58, 8, 1, 17, 44, 65,
40, 76, 55].

Especially Myers et al. [52] pointed out that sensor selection is the major challenge when detecting
insider threats. Therefore, in this section, we are going to analyze the existing studies to ascertain what
purpose sensors are using. In the case of a study that collected data directly without publishing the
dataset, the data used through the contents of the paper will be analyzed, and for the study using the
published dataset, the analysis of the frequently used public dataset will be performed.

The most widely used sensor in insider threat detection research is system usage. This can be largely
divided into host-based and network-based. Host-based sources are collected from each host (computer,
network switch, application/service, etc.). Host-based can collect a wide range of user generated-data
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such as Unix shell Command [60, 70, 63, 68], Operating System/Server logs [52, 8, 58, 76, 35, 55, 65, 75]
and a wide range of data makes it the most prominent data source.

In the initial study, UNIX shell commands were used to detect insider threat using UNIX acct au-
diting mechanism. Unix shell commands are primarily used to detect masqueraders with the assumption
that masquerader commands are different from normal user behaviors. Schonlau et al. [70] collect
UNIX command data from 50 users and evaluate several statistical approaches for the detection of mas-
queraders. The data is composed of only “command name” and “user” with interspersed another 20
masqueraders command and they released the data used in the test for other researchers to use. Maxion
et al. [63] point out why Schonlau dataset is not suitable for the masquerade detection with some reason
(e.g., The data is not sequential, It is not clear commands are typed by human or script) and give some
ideas to improve dataset as like equal lengths of time data, balanced data, time-stamp, removing unnec-
essary data (e.g., shared scripts), richer data, or job description. Maxion [48] used a modified Greenberg
dataset [23] to improve their masquerader detecting accuracy with enriched data because Schonlau data
did not allow for any enrichment - no information about flags, aliases, arguments or shell grammar was
provided. Greenberg dataset contains the following data: session starts & end time, alias, the current
working directory of the users, history use and error status. And this dataset also has four user groups: 1)
novice-programmers, 2) experienced-programmers, 3) computer-scientists, 4) non-programmers. Max-
ion showed that they get improved hit rate and reduced error cost with an enriched dataset. Parveen et
al. [59] also modified the Greenberg dataset and they extracted a repeated sequence pattern from the
collected data and proposed a method to reduce false alarms in consideration of natural changes over
time.

Salem and Salvatore [68] developed Windows and Linux host sensors. They thought that the Schon-
lau dataset, which is a combination of randomly mixed different user data and simulated masquerader
attack, is not suitable for testing a willful act of malfeasance after identity theft. Their Windows sensor
monitors all registry-based activity, process creation and destruction, window GUI access, and DLL li-
braries activity. and gathered data consist of “process name & ID, process path, parent of process, type
of process action, process command arguments, success/failure, registry activity results, and timestamp”.
The Linux sensor collects all process IDs, process names, and process command arguments in real-time.
They gathered data from 34 computer science students using developed sensors and through “capture the
flag exercise” to obtain masquerader data. They extracted the following features from the gathered data
and used them in the test.

• Number of search actions

• Number of non-search actions

• Number of user-induced actions

• Number of window touch (e.g. bringing a window into the fore ground, or closing a window)

• Number of new processes

• Total number of processes running on the system

• Total number of document editing application running on the system

Ted et al. [75] used the Defense Advanced Research Project’s Anomaly Detection at Multiple Scales
(ADAMS) program which is not allowed to be disclosed publicly. This dataset was collected using a
commercial tool called SureView (Raytheon Oakley Systems, Inc.) and this program developed over
100 semantic features. SureView was installed in the user workstation and gathered user actions such
as logins, file accesses, emails, instant messages, printer usage, browser usage, and process usage. The
following shows the large categories of features and one of its example.:
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Domains Data

Logon
#logons, #PCs with logons, #after house logons

#logons on dedicated PC, #of logons on other people’s dedicated PC

Device
#device access, #PCs with device access

#after house device access, #device usage on dedicated PC
#device usage on other people’s dedicated PC

File
#file access ,#PCs with file access, #distinct files, #after house file access
#file access on dedicated PC, #file access on other people’s dedicated PC

HTTP
#web access, #PCs with web access, #URLs visited

#after hour web access, #URLs visited from other people’s dedicated PC

Email
#emails, #distinct recipients, #internal emails, #internal recipients

#emails sent after hour, #emails with attachments, #emails sent from non dedicated PC

Table 4: Daily Feature Vectors for each Domain

• Email : Count of attachments on sent emails (18 features)

• File : Count of file events to removable drives (28)

• Group : Shared printers (11)

• Login : Count of distinct workstations logged onto (4)

• Printer: Count of print jobs submitted (9)

• URL : Count of Blacklist events (13)

• Ratio : Ratio of file events on removable drives to all file events (28)

Lindauer et al. [42] outlined the use of a synthetic data generator for researchers. Although the
synthesized data is not as effective as real data, it is essential for the research, so the process of creating
test data for insider threat detection is explained, and the created dataset which is called CERT dataset
is disclosed on the CERT website. CERT dataset is the most widely used dataset in recent researches.
Rashid et al. [65] merged the dataset into user-based actions and performed an experiment using Hidden
Markov Model (HMM) by analyzing the sequence of actions every week as a feature. Tuor et al. [76]
extracted categorical user attribute features (user’s role, department, supervisor) and continuous “count”
features (count 408 activities for every 24 hours) from the CERT dataset. Legg et al. [40] also used
the CERT dataset and they extracted features from the view of the user’s daily observation, comparisons
between the user’s daily activity and their previous activity, and comparisons between the user’s daily
activity and the previous activity of their role. Yuan et al. [82] described their Deep Neural Network
(DNN) model to detect insider threat and they used CERT dataset too.

The dataset used in Eldardiry et al. [17] is provided by a large defense contractor and not disclosed.
They did not give detail about the used dataset but we could presume the dataset by the feature extraction
description. They considered six different activity domains as follows: Removable device, logon/off,
email sent/received/viewed, file access, and HTTP access. These domains are similar to the aforemen-
tioned dataset of Ted [75]. Gavai et al. [20] also used a similar dataset which is consisted of web
browsing patterns, email frequency, and file/machine access pattern. The details are depicted in Table 4.

Network-based sources are collected from network communication. In general, data is collected by
mirroring network packets used in network communication. If a network uses TCP/IP based protocol,
such as source, destination address, service (port number), and network usage can be used as data sources.
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If there is prior information on the used application, more detail data can be obtained through deep
packet inspection. However, if the protocol information of the application is not disclosed, deep packet
inspection cannot be used, so only general information through network flow analysis can be collected.

The research of insider threat detection through the system usage is carried out, and the research
results to detect the insider threat by using the contextual of the insider, not the explicit change of the
system state, was published. Contextual-based is an approach that uses additional data such as psycho-
logical status, employee information, physical movement record, and etc. alone or in conjunction with
system usages to identify people who may be insiders before an event occurs. The application of psycho-
logical status can be obtained by 1) Analyzing the system usage by linking employee’s information such
as department, status, technical ability, work, etc. [31], 2) Analyzing the traits of employees through sur-
veys [31], 3) Analyzing whether they have negative moods through language pattern analysis or social
network analysis [3, 20, 32, 73], 4) Analyzing abnormal situations through correlations between physical
location and system use [69] or other any possible novel approaches.

Kandias et al. [31] proposed a model consisting of Psychological Profiling and Real-Time Usage
Profiling. They introduced a user taxonomy that categorized the user into four dimensions: 1) System
Role, 2) Sophistication, 3) Predisposition, 4) Stress Level. As a way to get information related to taxon-
omy, for the system role company’s employees information could be used, and interview, questionnaires,
and psychometric tests were used for the other categories. For real-time usage profiling, they used system
call data.

Brdiczka et al. [3] also proposed a combined model consisting of Structural Anomaly Detection
(SA) from social and information networks and Psychological Profiling (PP) from the individual. Inter-
estingly, they performed tests based on data obtained from the online game World of Warcraft (WoW),
because there is a very limited amount of data available showing behaviors of malicious insiders. For SA
detection, they collected information such as character, guild and fraction based on the list of characters
connected to the server for each time slot (5 to 15 minutes) through a crawler. For the PP, they conducted
a web-based survey of volunteer game players to gather demographic and personality information. The
survey uses 20 items to measure the Big 5 factors (extroversion, agreeableness, conscientiousness, neu-
roticism, and openness) [67] introduced by the International Personality Item Pool. They analyzed a
game character’s personality based on 3 kinds of sources - behavioral, text analysis and social network-
ing information. For behavioral they extracted 68 behavioral features that are related to gameplay as like
achievements, different types of deaths, character skill. For text analysis they analyzed the “social tone”
of game character guild names. And for networking information analysis, they analyzed the friendship
and membership network. Although the data they used in the test is data collected from the game, it is
noteworthy because it can be similarly applied in real environments.

Taylor et al. [73] conducted a four-stage experiment that was participated by 54 senior psychology
students for six hours. Participants were divided into four teams with access to different databases, where
some participants were asked to be insiders who leaked data from other users. They tried to find out if
insiders could be distinguished by analyzing emails through these tests, and found singularities such as
using more personal pronouns than other groups.

Kandias et al. [32] proposed a technique for detecting employees with a negative attitude towards
authorities using YouTube as an open-source. They collected user-related data (profile, uploaded videos,
subscriptions, favorite videos, playlist), video-related data (license, number of likes and dislikes received,
category and tags), and comment-related data (comment text, number of received likes and dislikes) using
YouTube’s REST-based API for research.

Massberg et al. [43] did not explain direct data acquisition but presented a theoretical model that com-
bined propositions with Dark Triad personality traits [61], Negative attitude, Malicious intent, Trigger,
and Motive to overcome the limitations of the widely used Five-Factor Model. Park et al. [57] intro-
duced techniques for detecting insider threat using insiders’ sentiment through social network service.
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They used the “Sentiment140” dataset which contains almost 1.6 million tweets and user information
[21].

The Scientific Advances to Continuous Insider Threat Evaluation (SCITE) program supported the
search for novel methods based on active indicators. Active indicators are a way to detect insiders by
stimulating them to provoke an indicative response from potential insiders. There is also a study trying
to distinguish average users from insiders through eye-tracking [45, 81, 46].

Table 5 summarizes what is described above with the perspective of the target, sensors for system
usage, sensors for traits, user information, data sources, is a public dataset, and can detect proactively.

I1 Sensors
(System)

Sensors
(Psychometric) User Info O2 P3

[70]
M4

Unix Command N/A N/A �
[63, 59] Unix Command N/A User ID �

[68]
Process
Commands

N/A User ID �

[42, 65, 76,
40, 82]

M
T5

Email, File
Logon, HTTP
Portable Device

Psychometric score
Extroversion score
Conscientiousness score
Latent job satisfaction

LDAP data �

[17]
Email, File
Logon, HTTP
Portable Device

N/A Job Role

[20]
Email, File
Logon, HTTP
Application

N/A Organize Info �

[31]
M
T

U6
System Call

Predisposition
Stress Level

Computer Skill �

[3]

T

Game data
Psychometric score
Character Behavior

User name
Social network

� �

[73] Email N/A User ID �

[32] N/A
User, Video
Comment related

User ID � �

[43] N/A Dark Triad Personality User name �
[57] N/A Tweet Data User ID � �

1: Type of Insider
2: Public Dataset
3: Detect Proactively
4: Masquerader
5: Traitor
6: Unintended

Table 5: Sensors for Insider Threat Detection
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4.2 Public Dataset

As previously mentioned, data plays a significant role in insider threat detection when applying machine
learning approaches. However, it is not an easy task for researchers to get their data or create a syn-
thesized dataset using the red team. Fortunately, there are publicly provided datasets for insider threat
detection researchers. Public datasets for insider threat detection are usually composed of normal data
and synthesized anomaly data. In this section, we will look at some of the major datasets used to research
insider threat detection.

Schonlau dataset: [70] introduced a truncated user command dataset, commonly called as Schonlau
dataset or SEA (Schonlau Et Al.) dataset. The dataset had been used most widely for academic research.
The dataset contains 15,000 UNIX shell commands which were generated with acct() system call per ev-
ery 50 users (the other 20 users simulate masquerade activities). The first 5,000 commands for each user
contain clean commands as training data and the rest contains masquerades’ data with 5% of probability.
Several researches used this dataset for masquerader detection [70, 69, 12, 79, 15, 30, 13]. The Schonlau
dataset is just sequences of Unix commands and user names with no other information for example flag,
aliases, timestamp, argument, or shell grammar [48, 62], which makes some limitations. Maxion et al.
(2004) [63] pointed out why Schonlau dataset is not suitable for the masquerade detection with some
reasons (e.g., The data is not sequential, It is not clear commands are typed by human or script) and
suggested some ideas to improve dataset (1v49) [49].

Greenberg dataset: Greenberg et al. [23] collected 168 trace files from 168 different users of
Unix csh (C Shell). They divided users into four groups: 1) novice-programmers, 2) experienced-
programmers, 3) computer-scientists, 4) non-programmers. This dataset contains the following data:
session start & end time, alias, the current working directory of the users, history use and error status.
Greenberg dataset was enriched with information of session start & end time, alias, and the current work-
ing directory of the users. Several researches also used this dataset for insider threat detection researches
[48, 60, 13, 22, 27, 34].

RUU Dataset: The RUU dataset [2] was created as part of the project to detect traitors and mas-
queraders. This dataset includes host-based sensors and active trapping technology to detect malicious
insiders. However, the file link no longer worked and we could not find the details.

CERT Insider Threat Test Dataset: The CERT Insider Threat Test Dataset [6] is a synthetic insider
threat test dataset that includes system logs with annotations of insider threat activity. The dataset is the
de facto standard dataset in the insider threat detection domain and several papers [76, 65, 82, 40, 39]
using the dataset.

The CERT dataset contains more and more data from r1 to r6.2, but the latest version contains the
previous version of superset. CERT dataset is a synthesized one that of 4,000 employees’ activities in
a virtual organization. Insiders.csv contains the scenario number, detail scenario filename, user id, start
and end time. CERT data r6.2 has five scenarios that could occur in a company, such as using a removable
drive in off-duty hours, uploading data to wikileaks.org or surfing the job site, and stealing data using a
removable drive before quitting the job. The number of insiders corresponding to each scenario are two.
The overall number of malicious insider is 10.

Dataset consists of each CSV file according to the user’s behavior, and each CSV file is as follows.

• logon.csv : PC on/off log (ID, date, user, PC, activity)

• devices.csv : Removable drive log (ID, date, user, PC, file tree, activity)

• https.csv : Website access log (ID, date, user, PC, url, activity, content)

• email.csv : Email transceiver log (ID, date, user, PC, to, cc, bcc, from, activity, size, attachments,
content)
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• file.csv : Removable drive activity log (ID, date, user, PC, filename, activity, to removable media,
from removable media, content)

• LDAP : Employee information (employee name, user id, email, role, projects, organization infor-
mation, supervisor)

• psychometrics.csv : Psychometric information based on the Five Factor Model [67] (user id, O,
C, E, A, N, employee name)

In addition to the data sets described above, there have been studies using published data. These
studies could also confirm the use of Youtube data [32], LinkedIn [78], Text mining techniques [41], or
even Online Game data [3]. However, acquiring an appropriate dataset is always a challenging part of
the insider threat detection research.

We can also confirm that there are many limitations to the quality of Dataset. The recently created
CERT dataset also focuses on information security, dealing only with known attack scenarios. (copying
data using a portable drive, uploading data to websites, sending email, etc.). Such a dataset is not
appropriate for testing attacks that are naturally occurring attacks by unintentional insiders (e.g., Stuxnet
[37]), so there is a need to research more types of attacks samples and to develop datasets using them.

5 Detection Approaches

There have been numerous studies on Insider Threat Detection and most of them used an automated
method based on data analysis to find proactive or actionable individuals who are likely to be malicious
insiders. The techniques used for automated analysis can be classified into rule-based, machine learning,
and deep learning.

Figure 1: Rule-based, Machine learning, and Deep learning

Rule-based is a method of setting rules based on the knowledge of the domain and detecting the
desired behaviors through it. It can detect desired behaviors with low false positives and high accuracy,
but it is weak to detect unknown attacks or out of rules. Tom Mitchell provided a definition of machine
learning: “A computer program is said to learn from experience E with respect to some class of tasks T
and performance measure P if its performance at tasks in T, as measured by P, improves with experience
E.” [51] Machine learning can detect insider threats by analyzing given data with relatively high accuracy
without having to make rules. For this reason, many researchers have used machine learning techniques
such as decision trees, support vector machines, and Bayesian networks. Li Deng defined Deep Learning
as “A class of machine learning techniques that exploit many layers of non-linear information process-
ing for supervised or unsupervised feature extraction and transformation, and for pattern analysis and
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classification” [14]. Deep learning has been attempted in the insider threat detection field because of the
feature that does not require feature engineering of deep learning. In this section, we will explore the
researches and strengths and weaknesses of Insider Threat Detection using Machine Learning and Deep
Learning, except Rule-based.

5.1 Machine Learning

Graph based: Eberle & Holder [16] proposed a Graph-Based Anomaly Detection (GBAD) system.
GBAD is an unsupervised approach based on the SUBDUE graph-based knowledge discovery system
which has a strong point at detecting using relational information [9]. GBAD represents a flow of in-
formation between entities using vertices and edges and finds a normative pattern using a Minimum
Description Length (MDL) [66]. GBAD can detect abnormal when the substructure of the graph is dif-
ferent from the normative pattern by more than a certain percentage. These characteristics of GBAD
is useful when using for insider threat detection because the insider can be judged abnormal when the
insider is doing abnormal behavior. Eberle & Holder examined GBAD using the Enron e-mail dataset,
Cell-phone traffic dataset provided by Visual Analytics Science and Technology (VAST), and simulated
flow data using OMNeT ++ and GBAD showed good detection performance. However, GBAD can have
difficulty finding mimicry behaviors such as using the boss’s account to query data while the boss is
away for a while. Also, since GBAD is limited to a static and finite-length dataset, real-time detection
of stream data is difficult to apply. GBAD uses an unsupervised approach but does not reflect concept-
drifted inputs, because normative patterns are already trained. Concept-drifted means that a new input
comes in that you have not seen in learning from the same user. For example, GBAD would misiden-
tify legitimate users as a masquerader and may raise a false positive alarm when a novice programmer
develops his skill and becomes an expert.

Parveen et al. [58] proposed a new model that compensates for the limitation of the GBAD. The
proposed method is an ensemble method that collects the results of a fixed number of GBADs and
obtaining the results. This method uses the most recent chunk to create a new GBAD every time, and
add it to the ensemble, and remove the worst GBAD from the ensemble to process the concept-drift and
to process the stream data. They used the Lincoln Laboratory Intrusion Detection dataset [33] to examine
the proposed ensemble system and to show that they could detect insider threats more precisely.

Brdiczka et al. [3] proposed the approach which combines Structural Anomaly Detection (SA) from
social and information networks and Psychological Profiling (PP) of individuals. Their approach has
the advantage of not only detecting changes in their behavior when detecting malicious insiders but
also considering individual personality traits. They explain that they can proactively detect insiders who
are likely to be malicious insiders by combining SA and PP to calculate the likelihood of becoming a
malicious insider. For SA, they suggest using sequential Bayesian methods for tracking a dynamic entity
in Euclidean space and also suggest support vector machine (SVM) or nearest-neighbor based methods
for anomaly detection. For PP, they develop a dynamic psychological model that describes temporal
patterns of activities leading up to an attack assuming that the emotional state and personality of the
perpetrator are related to insider threats. For threat fusion and raking, they proposed a Bayesian method
to mix data of SA and PP to reduce false alarm rates because they hope PP could provide semantics.
They obtained moderate results using this data and confirmed the possibility of the proposed method.
However, the paper did not describe the exact methods used in the experiment, making detailed tracking
difficult.

Compression based: Schonlau et al. [70] examined the compression approach in their literature. The
Lempel-Ziv-Welch (LZW) algorithm [80] was used to detect malicious insiders when different patterns
of commands are typed. They used a simple dataset and resulted in a high missing alarm rate.

Parveen et al. [59] presented an unsupervised insider threat detection algorithm that can handle
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evolving normal behavior using a compression-based technique to detect malicious insider. The method
suggested by the authors aims to detect the masquerader when a user’s command is used as input data, and
the legitimate user’s patterns are obtained to get out of the command. They use the Lempel-Ziv-Welch
(LZW) algorithm [80], a well-known compression algorithm, to extract possible patterns from input data,
and keep only the longest patterns of them. The Quantized dictionary (QD) is a set of longest patterns
and their corresponding weights. When a new chunk arrives, a newly generated LZW dictionary from
the new chunk and previous QD are merged. The dynamic nature of the QD can reduce false positives
by reflecting on evolving user behavior. They made some modifications to the Greenberg dataset [23]
to reflect realistic scenarios in which the novice programmer gained experience over time and examined
their algorithm with high accuracy.

Moarkov Chain based: Schonlau et al. [70] examined Bayes One-Step Markov and Hybrid Mul-
tistep Markov in their literature. Those approaches are for detecting a masquerader whose command
sequence is not consistent with the historical transition matrix. This method simply calculates the se-
quence probability of the user’s Unix Shell command and attempts to detect malicious insiders, resulting
in a high missing alarm rate.

Rashid et al. [65] described a novel method of modeling a normal behaviour of users to detect
anomalies which may be indicative of an attack. They made use of Hidden Markov Models(HMM) to
learn what constitutes normal behaviour and then use them to detect significant deviations from nor-
mal behaviour. The CERT Insider Threat Test Dataset [6] which is a synthetic dataset compromising
mainly log files describing a user’s computer-based activity was used as an input dataset. A sequence
of actions the user took each week was used as an input to the HMM. HMM shows relatively accurate
detection performance, but it has the disadvantage of increasing computational cost as the number of
states increases.

Ensemble: Instead of using only one machine learning model, the ensemble method can be used to
calculate results of several models at the same time and obtain more accurate results.

Ted et al. [75] describe a system that combines structural and semantic information to detect insider
threats. In the system, they developed a visual language for specifying combinations of features, base-
line, peer groups, time periods, and algorithms to detect insider threat behavior. The anomaly detection
language allows users to specify various entities via visual language to detect anomaly domain indepen-
dently. The paper applies 15 machine learning algorithms such as Relational Pseudo-Anomaly Detection
(RPAD), Relational Density Estimation (RDE), Gaussian Mixture Model (GMM), and Ensemble Gaus-
sian Mixture Model (EGMM) to find the right combination for outlier detection. They examined that
the system enables flexible anomaly detection in various situations through visualize language and can
achieve high accuracy through the ensemble of various detection algorithms. However, the dataset is not
disclosed publicly so it can not be verified by other researchers.

5.2 Deep Learning

Statistical or Machine learning approaches have attracted many researchers and have been used for in-
sider threat detection. Those approaches can learn the specific patterns and rules from the data itself
and can eliminate efforts required to make rules and can update the model through continuous learning.
Determining the performance of the model in machine learning is to find features that can best distin-
guish instances. Extracting features also require a lot of time based on domain experts’ knowledge to be
applied.

However, deep learning allows models to automatically extracting features. Deep learning has the
form of complex function approximation through linear combination of weight, neuron values, and non-
linear activation function. Deep Neural Networks (DNN) is an artificial neural network that consists of
several hidden layers between the input and output layers. DNN can model complex non-linear relation-
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ships through many hidden layers. The conventional DNN processes only current inputs, so it is difficult
to predict behaviors that reflect the past viewpoint by analyzing the pattern of the time-series data. To
solve this problem, a Convolutional Neural Network (CNN) [38] or Long Short-Term Memory (LSTM)
[25] has been proposed.

RNN is a kind of artificial neural network where hidden nodes are connected to edges with direction
and form a circular structure and is suitable for processing of sequential data (e.g., speech recognition,
language modeling, translation, image annotation). It is also widely used in recent years because they
can accept inputs and outputs regardless of the sequence length, allowing various and flexible structures.
LSTM is a model that adds cell-state to the hidden state of RNN to solve the vanishing gradient problem
of RNN. LSTM is well suited to classify the time series data because it employs the LSTM cell to learn
the historical experience and because of these characteristics widely used for insider threat detection.

Tuor et al. [76] proposed an online unsupervised deep learning approach to detect anomalous network
activities from system logs in real-time. The approach is composed of a feature extractor, a batcher/dis-
patcher, and the number of RNNs/DNNs. The system user logs feed into the feature extractor and
aggregated 408 user activities counts and output one vector for each day. These vector values are used to
learn normal behavior using RNNs/DNNs and helped analysts to investigate if the user’s action is likely
to be anomalous behavior. The key contribution of this study is to decompose anomaly scores. Because
decomposing anomaly scores into the contributions of individual user behavior features increase inter-
pretability to aid analysts. To do this, they develop a traversal map which can traverse from right to left
among count features. Using this map they get 414 counter features set. The collection of the traversal
of all counter features is called “a counter feature set”. For the experiment, the CERT dataset r6.2 was
used and they showed their model outperformed PCA, SVM, and Isolation Forest. DNN does not detect
temporal behavior unlike LSTM, but DNN and LSTM showed similar detection rates. The author spec-
ulated that this might be because the CERT dataset does not have enough temporal patterns unfolding
over multiple days to offer any real advantage to the LSTM. They aggregate the user actions of each day
and use them as input data, so the anomalous behavior happening within one day could not be detected.

Yuan et al. [82] present an LSTM and CNN based model on user behavior to model the normal
behavior of users and to detect anomalous behavior. They considered user action behavior like language
and used LSTM with long term temporal dependencies on the user action sequence under the assumption
that the language pattern changes as anomalous behavior. However, since the LSTM output contains only
a single bit of information for each sequence, they fed the LSTM output as abstracted temporal features
to the CNN classifier which calculate the anomalous probability of a user action sequence. They showed
that their model has fairly accurate detection performance through the experiment with the CERT insider
threat dataset [6]. LSTM-CNN method is supervised learning, so it is not suitable for use in the absence
of labeled learning data.

Meng and Tian [50] proposed a method based on kernel Principle Component Analysis (PCA) and
LSTM-RNN. Their method consisted of the event aggregator, feature extractor, several attribute classi-
fiers, and anomaly calculator. For feature extractors, they used Kernel PCA which uses the Gaussian
kernel as its kernel function and reduce the dimensionality of the initial variables while maintaining the
variance as much as possible. As a classifier, they selected the LSTM because the LSTM provides good
performance for sequence modeling and can learn historical experience. The CERT dataset was used as
a training and testing dataset. They compared the performance with machine learning approaches (SVM,
Isolation Forest, PCA) and gained outperformed results.

Hu et al. [26] proposed a method of user authentication by learning the movement of the mouse
using Deep Learning which is called biobehavioral characteristics. They used an open-source mouse
dynamic dataset which is called Balabit Mouse Challenge Dataset [19] as a train and test input. Existing
researches require experience and time to extract features from datasets. However, this study eliminated
the need for feature engineering by converting datasets into two-dimensional pictures and using CNN for
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image processing. Their method offers the possibility of user authentication with shorter authentication
time, lower False Acceptance Rate (FAR), and False Reject Rate (FRR) than previous studies.

Table 6 summarizes aforementioned literatures on insider threat detection in terms of technical, learn-
ing, input data category used for detection, algorithm, detection target, and interpretability.

Technique Type Data Algorithm Detect Target I1

[17]

Machine
Learning

S2 Static

k-means + Markov model
Abnormal
behavior

[20] Mutual information
Job

quitting

[57]
SVM, Linear, Naive bayes
Decision tree

Negative
attitude

[3] SVM, Nearest neighbor

[32] Stream
Naive bayes multinomial, SVM
Logistic regression
Dictionary based

Negative
attitude

[65]

U3

Static

Hidden Markov Model

Abnormal
behavior

[20] Isolation forest �
[57] EM, DBSCAN, k-means
[16] GBAD

[55]
EM, k-means, Canopy
Density-based

[8] KNN, PCA, KNN+PCA

[70]

Stream

Uniqueness
Bayes one-step Markov
Hybrid multistep Markov
LZW, IPAM, Sequence-math Masquerader

[48, 63] Naive Bayes
[60, 59] LZW

[68] Hellinger distance, One-class SVM

[75]
Ensemble
(RDE, GFADD, GMM, RIDE, ...)

Abnormal
behavior

[73] LIWC + LSM
Language

change

[58] GBADs
Abnormal
behavior

[82]
Deep

Learning

S
Static

LSTM-CNN Abnormal
behavior[50]

U
LSTM

[26] CNN Masquerader

[76] Stream DNN, LSTM
Abnormal
behavior

�

1: Interpretability
2: Supervised Learning
3: Unsupervised Learning

Table 6: Detection Approaches
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6 Conclusion and Future Works

In this paper, we provide a systematic study of existing insider threat detection literatures from different
perspectives. We try to classify the insider characteristics, possible sensors, and detection approaches.
Specifically, we constructed a matrix at the end of each section that makes it easier to identify the contents
of each chapter by our taxonomy. Through this survey, we could identify that various studies confirmed
that the results obtained through the machine learning or deep learning based approaches and gathered
data from sensors correlate with insider threat detection. Also, various kinds of data collection and
various algorithm combinations have been tried to improve the accuracy, and it can be confirmed that
it is effective to some extent. However, not much research has been published on active sensors or
interpretability, so there is room for further researches in the future. Deep learning techniques usually
require a great deal of learning data compare to machine learning techniques. Papers using deep learning
showed high accuracy detection results, but it can be expected that the results will differ depending on
the size of the training dataset used. We have not compared the performance of the techniques used
due to resource limitations. But we could compare the performance of each technique directly in the
future. Furthermore, it is necessary to study how to detect insider threats with limited size of data in a
situation that data acquisition is challenged due to the technical constraints such as the nuclear power
plant control systems that can not install a host agent. Future research can focus on analyzing the effect
of event timestamp error on interleaved data and how to overcome it. Shamis et. al. pointed out that
timestamps are not perfectly synchronized, because there is a latency over the synchronizing protocol
[72]. They developed a very low latency time-synchronized protocol that achieves uncertainties in the
tens of microseconds. However, since the typical network does not use this sophisticated method, it is
necessary to account for timestamp errors due to synchronization delays.
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