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ABSTRACT

To prove the integrity of digital evidence on the investigation procedure, the data which is using the MD 5(Message' Digest
5 'ﬁash—funcﬁon algorithm has to be discarded, if the integrity was damaged on the investigation.

Even though a proof restoration of the deleted area is essential for securing the proof regarding a main phase of a case,
it was difficult to secure the decisive evidence because of the damaged evidence data due to the difference between the overall
bhash value -and the first value. »

From this viewpoint, this paper proposes the novel model for the mobile forensic procedure, named as E-Finder(Evidence
Finder)y, to solve the existing problem. The E-Finder has 5 main phases and 15 procedures. We compared E-Finder with
NIST(National Institute of Standards and Technology) and Tata Elxsi Security Group. This paper thus achieved the
develbpment and standardization of the investigation methodology for the mobile forensics.
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