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Abstract

In this paper, we propose a scheme allow vehicles in a Vehicular Ad hoc Network share
running information among them. We developed a mechanism that can help a vehicle
to judge the trustworthiness of a message. We classify information into two types: one
is emergency warning message, and the other is event reporting message. By collecting
reports from other vehicles who pass through the place where an event occurs on claimed
by a message, a vehicle can make a decision whether the message is true or false by using
algorithms proposed in the paper. Simulation experiments show the scheme can work well
and efficiently. The scheme can resist certain attacks that are hardly identified by other
schemes as it avoids using vehicle’s ID. It can also protect a driver’s privacy in some extent
which is a hot issue in recent research.

Keywords VANETS - Reputation - Trust mechanism

1 Introduction

With the development of economic and technology, Motor vehicle has become the main
daily transport tool for almost everybody worldwide. But this also arises the risk of traffic
injuries. It is estimated that motor vehicle collisions caused the death of around 60 million
people during the twentieth century around the same number of World War II casualties.
Moreover, road traffic crashes are predicted to result in the deaths of around 1.9 million
people annually by 2020 if no action is taken [1]. Recently, many researchers focused on
the development of intelligent transportation systems (ITS) to offer a safe, convenient and
comfortable trip by using latest technologies such as wireless communication, sensors and
actuators, global position system and smart terminals etc. A vehicle equipped with such
hardware and software can inform and help drivers to avoid accidents on road or even con-
trol the vehicle when some emergencies happened suddenly.

Communication technology is the key component of ITS. Communications among
entities on road are usually divided into two types, which are Vehicles to Vehicles
(V2V) and Vehicles to Instruments (V2I). Entities are connected to each other to form
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a wireless network called Vehicle Ad Hoc Networks (VANETs), which are spontane-
ously created for data exchanging. Many types of applications can be implemented over
VANETS, such as electronic braking, platooning and traffic information system [2].

Automatic drive is another application which may bring revolutionary changes to
peoples’ driving mode and it is now under development by many companies. Some
well-known automobile manufactures have already embedded some early versions of
auto-drive systems into their products such as the new 2014 Mercedes-Benz S-Class.

All those applications require high quality communication. There are two basic
aspects to evaluate the quality level of communication among vehicles. One is relia-
bility and the other is trustworthiness. Reliability denotes a message will be definitely
received by the correct receiver once a vehicle sends it out. Trustworthiness refers to
the content of a message is true. Attackers often intend to damage a VANET by these
two aspects. Here as, in this paper, we aims at developing a mechanism that is able
to address the issues caused by malicious attacks from the second aspect, that of the
trustworthiness.

Attackers or malicious drivers may send out false information to fool other drivers and
to mislead them alter their driving route. The purpose of these attacks can be making a
mess on road, or reducing the number of vehicles before them to facilitate their own trip
selfishly.

In order to protect the normal operation of a VANET and to resist false information
injecting attacks, some trust mechanisms or reputation systems are proposed which we will
discuss in detail in Sect. 2. The target of these systems is to find out dishonest drivers and
false messages, to courage honest behaviors and to punish malicious behaviors.

Most trust mechanisms are based on historic data to build up a trust model. They
observe their neighbors communication behaviors and infer those neighbors’ actions in
the future. There is a basic principle in their inference that a good vehicle may continue
its good behavior in a high probability. Though those mechanisms can identify malicious
vehicles and messages, they themselves become targets of new attackers. Some common
attacks can be:

New comer attack: an attacker changes its ID and pretends to be a new comer to join
into a VANET. It tries to wipe away negative records about it in this way [3].

Sybil attack: an attacker publishes many false messages by using different IDs. It tries
to mislead others to believe that messages are sent out by different vehicles and thus the
content of those messages are trustable [4].

Bad mouth attack: this kind of attack aims at a trust mechanism itself if the mechanism
allows other neighbors to recommend their trust value about a vehicle under testing. An
attacker may provide unfair high or low value to harm the mechanism [5].

Generally speaking, a practical trust mechanism should be able to resist those common
attacks. Furthermore, it should also be able to deal with challenges which are caused by
VANETS’ features.

The first challenge is that the VANET is highly dynamic. As roads are always accessible
from all directions, vehicles can join or leave a VANET easily almost at any time. This fea-
ture causes the topology of a VANET is doomed to be unstable.

The second challenge is that the connection between two vehicles is volatile and tran-
sient. Due to different speeds and directions, once the connection is broken, it can seldom
be set up again in the future.

The third challenge is privacy protection. VANETSs do bring convenience and safety to
us, but it may also leak personal information unwittingly. An adversary can infer privacies
of a driver by collecting information he sends out.
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This paper is structured as follows. In Sect. 2, related works on trust mechanism
among VANETs are discussed. In Sect. 3, our scheme is presented in detail. Section 4
evaluates the efficacy of our scheme. Section 5 demonstrates results of simulation
experiments and proofs the scheme can work well. After that, this paper is concluded in
Sect. 6.

2 Related Work

Many trust models in VANETSs have been proposed in recent years. Those models can
be organized into three categories: entity-oriented models, data-oriented models and
combined models [6].

1. Entity-oriented models focus on vehicles themselves. Messages will be trusted if the
vehicle which publishes them is trustable.

Li et al. [7] proposes an announcement scheme for VANETSs based on a reputation
system. All vehicles in a VANET have their reputation scores according to the reputa-
tion system. A vehicle’s score is calculated by other vehicles according to its behaviors
and is stored in a remote center reputation server. When a vehicle wants to publish a
message, it must attach its reputation score that is digitally signed by the server to the
message. The receivers will check this score and then trust it if its publisher’s score is
higher than a preset threshold. The authenticity of a message will be verified in the next
tour and the result will influent the publisher’s reputation score stored in the server.

Wei and Chen [8] proposes a reputation-based global trust establishment scheme. A
reputation management center (RMC) is in charge of monitoring and calculating the
vehicles’ reputation value in a VANET. All vehicles send their observation about their
neighbors to RMC. RMC utilizes central limit theory, which is a statistic principle to
exclude those unreasonable observations and then get the reputation value of each vehi-
cle. When a vehicle receives a message, it will consult RMC for the publisher’s reputa-
tion and then determine whether to trust it or not.

The model in [9] is relying on the opinion of the last forwarder and delayed verifi-
cation of the exchanged messages. When vehicle ‘A’ receives a message forwarded by
vehicle ‘B’, it will multiple B’s opinion by the trust value which A gives to B to form
A’s opinion to the message. This opinion is also the important basis for A to make deci-
sion whether to forward the message or not. Then this opinion will be verified later and
the trust value of B will be adjusted according to the verification.

Minhas et al. [10] develops a multifaceted trust model that incorporates role-based
trust, experience-based trust and majority-based trust. When a node receives a message,
it will consult to nodes stored in a local matrix ordered by their roles and experience.
Responses from those nodes will be used to calculate the trustiness of the message.
And the nodes’ order in the matrix will be adjusted according to how well their opinion
consists with the calculation result. This model does not consider the highly dynamic
feature of a VANET. Two vehicles may have little chance to exchange their information
more than twice due to their different speeds and directions. The topology of a net is
unstable and the link between two nodes is easy to be broken. These features make the
stable communication among nodes in the matrix be a problem.
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2. Data-oriented models focus on the content of the message. The author of Raya et al. [11]
points out this method may be more suitable than others for an ephemeral network such
as a VANET. Voting, D-S evidence theory and Bayesian method are common analysis
tools in these kind models.

Dotzer et al. [12] proposes a VANET reputation system named VARS. In this system,
every node which forwards a message will append its own opinion about the message’s
trustworthiness to the message, which is called opinion piggybacking. This opinion is gen-
erated from experience if the event contained in the message is detected by forwarder itself,
from partial opinions attached to the message. The system is partly like a voting system.
The majority opinion has more possibility to be adopted.

The main disadvantage of such approach is that the earlier opinion will have more
influence as it has been recursively considered by later nodes. To address this issue, [13]
proposes an improvement method. Each vehicle has different voting weight according to
its distance from the original event. Vehicle that is closer to the event will have a higher
weight. The distance is measured by hops in its algorithm. The opinion of a vehicle which
observes the event directly will be given a weight as one, whereas a vehicle’s opinion will
be given a weight as " if the message has been forwarded n hops, here a is a preset dis-
count factor.

Chen and Wei [14] uses Dempster—Shafer evidence theory to combine multiple mes-
sages about the event from different neighbors. It retrieves the sender’s location from the
beacon message, in order to examine whether the claimed event’s location is trustable or
not. The shortcoming of this method is that collecting messages about the same event from
a vehicle’s neighbors is time costly, so it is not suitable for a real-time application.

Wang et al. [15] models an urban map as a directed weighted graph. Each road seg-
ment is associated with a travelling time parameter as its weight. Every vehicle who passes
through the segment reports its passing time to others. Each vehicle has a local database
to store those road segments passing time. When new messages about the same segment
are received, a vehicle uses Bayesian method to choose one message to update its local
database.

3. Combined model is a hybrid model of entity-oriented and data-oriented model. When
it judges the trustworthiness of a message, it takes the message sender’s reputation and
the content of the message into account at the same time.

Chen et al. [16] designs a mechanism to control the propagation of messages. It allows
a vehicle to relay a message if the message is verified to be trustable or discard a message
otherwise. A message is believed or disbelieved by vehicles on its propagation route. A
vehicle collects those opinions and multiple them by corresponding vehicles’ trust value.
The trust value of a vehicle is based upon its role and its past behaviors. The mechanism
compares the result with a predefined threshold. The more vehicles with high trust value
believe the message, the higher probability the message will be accepted and delayed.

Koster et al. [17] categories information sources as many types, such as GPS-based
path planning services, government authorities, digital information boards on freeways and
vehicles on roads. It looks all vehicles as one united source whose trust level is the same as
others. Then it calculates an event trust value which is generated by one or multiple sources
according to a certain algorithm: if the event is reported by a single source, its trust value
is calculated by synthesizing entities trust values among that source and trust values they
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give to the event; if the event is reported by multiple sources, its trust value is the average
of every single source’s result. The paper uses Believe—Desire—Intention (BDI) framework
to consider uncertainty of entities’ believes.

Gerlach [18] considers that the daily route of a vehicle is always fixed and then RSUs
it communicates with every day are also fixed. Those RSUs forms a VR (Virtual Ring) to
store vehicles’ reputation value in a distributed mode. When a vehicle receives a message,
it can ask the VR for the generator’s reputation. This is the method which is oriented to
entity. If there is no response in a certain time, the vehicle will start the procedure to judge
the trustworthiness of the message which is oriented to data.

In [19], entity is not a vehicle but a road segment. It divides a city into several neighbors
and each neighbor contains many segments. A vehicle knows regular trust values of each
segment in different time periods (for example, busy time period and idle time period),
especially those segments which it often passes by. The basic trust values of a segment are
calculated according to f distribution. When a vehicle receives a message about a segment,
it compares it with its knowledges. If they are consist with each other, the message will be
accepted. Otherwise, the vehicle will start a procedure which is data-oriented to judge the
message and then modify its knowledge about the segment according to the judging result.

Privacy protecting is a hot issue which raises researchers’ concerns in recent years. Most
trust models in VANETS use vehicles’ IDs during communications. It makes it possible to
track a vehicle’s behavior and route by analyzing messages which contains the pointed ID.
To solve that issue, many methods are proposed and the most common one is to change
a vehicle’s ID frequently. [15, 16] discusses how to use pseudonyms and the method to
change one’s ID to make sure the information of a vehicle will not be got by unauthorized
adversary in detail.

3 Trust Scheme

In this section, the trust scheme is described in detail. The scheme is decentralized and it
focuses on event reporting mechanism. A vehicle may know whether an event is trustable
or not by collecting all messages about the event.

3.1 Framework of the Scheme

The only entity in our scheme is vehicle itself. Road side units (RSU) and center servers
are common facilities which are widely used in other papers. They may bring convenience
to build up trust relationship among vehicles on roads in centralized reputation models.
While considering the cost of base construction and the current situation of the road infra-
structure, it can be inferred that intelligent transportation system on the base of vast RSUs
may not appear in a short period. That’s the reason why the scheme doesn’t take them into
account.

It is assumed that each vehicle involved in the scheme has been installed a kind of equip-
ment named onboard unit (OBU). OBU refers to kinds of miniature embedded systems that
can accomplish specific tasks. For example, OBU can be used for highway toll collection,
location and navigation [20, 21]. A vehicle is assumed to have following capabilities with
the help of OBU in this scheme.

It has wireless communication capability to send and receive messages, which ena-
bles communication with its neighbors directly. Here vehicle A is a neighbor of vehicle

@ Springer



126 J.Wan et al.

B means A can send or receive message to or from B directly without forwarding by
other vehicles. The maximum communication distance between A and B depends on the
wireless communicating technology. In our scheme, Wi-Fi is embedded and the proto-
col is IEEE802.11p.

It is capable of planning a route to the destination with the help of the navigation
& location system. It can change the pre-established route conveniently and quickly,
according to the running state of the vehicle and the road condition it drives on. Further-
more it can judge whether a given coordinate is on the route that it will drive through
or not. In the following section of this paper, such a coordinate is called in front of the
vehicle.

It has capability to sense its position coordinate and speed in real time dynamically.
But it is not guaranteed that all these data it sends out is true, as they may be tampered
by a malicious driver.

It has sufficient computational capability and enough storage area to fulfill all algo-
rithms proposed in this paper. It may but not necessarily has trusted hardware embedded
into it to make sure no one can get or modify data stored in it even the driver himself.
[7] mentions such hardware to perform cryptographic operations. By using the hard-
ware, the position and speed data can be assumed to be true and then it can decrease the
complexity of the scheme.

A vehicle only receives messages what are originally generated in front of it and
then passes them to its upper layer. Otherwise it just forwards those messages according
to the method described in Sect. 3.5 without any processing. That is to say, it ignores
messages what are sent or forwarded by vehicles behind it. Relative position judgement
between vehicle A and B can be implemented by the following method.

As Fig. 1 shows, assuming the coordinate of A at present is (x1, y1, z1), the coordi-
nate of B is (x2, y2, z2). And a short time ago the coordinate of A’ is (x0, y0, z0).

(2 — xD)(x] = x0) + (52 — yDH(y1 = y0) + (22 — z1)(z] — z0)

cosax =

(2 = x1)? + (2 — y1)> + (52 — y1)? \/(xl — x0)* + (y1 — y0)? + (z1 — 20)?
€))

If cosa >0, vehicle B is in the front of A, else B is behind A. This judge method may
bring a mistake in particular situation such as a sharp turning, as Fig. 2 shows. Such
situation seldom occurs in urban area and in most highways. However, the misjudgment
will not happen if there is a vehicle C between A and B. So the judge method is still
acceptable.

The scheme assumes that all OBU in different vehicles that join into the vein can
keep a relatively accurate global time. This can be achieved by time checking technol-
ogy over Internet.

Fig. 1 Judgement of Front Posi-
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Fig.2 Misjudgment of Front
position

3.2 Messages

Messages in the scheme are classified into two types according to their different function-
alities. One is emergency warning message (EWM), and the other one is event reporting
message (ERM). Messages not related to this scheme are not considered.

Emergency warning messages encompass information such as vehicle braking, slowing
down, turning, backing, lane changing and etc. These kinds of messages are always urgen-
cies reflecting running state changing of a vehicle. They are used to inform the vehicles
behind it to be aware of such alterations and to take proper corresponding actions as quickly
as they can. Influences of EWMs are usually limited to a local place and they should be
processed immediately. It is not necessary to judge whether the content of a EWM is true
or not, as its impact is locally and momentarily. Furthermore a misjudgment may cause a
disastrous result. The only factor should be taken into account is the distance between the
original place of an EWM and the receiver. For example, a receiver may ignore an EWM
if it occurs more than 200 meters away, otherwise the receiver should be aware and try to
avoid a potential accident.

The structure of EWM is defined as EWM={0,R, L, T, a, [, a,,...1}, ac A,(i=1,2,...),
where ‘0’ refers to an EWM message, R represents the road segment ID where it occurs, L
denotes the location coordinate, T represents the time stamp when it happens, al represents
the concrete content of an event. If more than one emergency events are taken place, events
can be added to the back of a message, for example, a, is following a, in the previous
expression of the EWM. Symbol ‘[]’ means contents embraced by it are optional.

The meaning of a; (i=1,2,...) is advised to be pre-defined. All vehicles should obey the
same definition; otherwise the content cannot be recognized by other receivers. An event
set A should be build up carefully to make sure that all emergency events that may take
place have already been included in the set. Each event in the set must be an atomic one,
that is to say the event cannot be divided into smaller ones. The set is open and a new event
can be added to it easily after seriously examining if necessary. The most frequently-occur-
ring events will use smaller index numbers while occasionally events and new comers will
occupy larger ones sequentially.

ERM contains two opposite types of events. The first one declares some events are cur-
rently occurring on the road, while the other indicates events that announced by former
ERM is now disappeared. All events belong to the first type construct an event set E, and
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all events belong to the second type form the set =E. Elements in two different sets have
one-to-one mapping relationship. If there is one event e in set E, then there must be the
only one anti-event —e in set —E.

Unlike EWM, ERM reflect the road condition rather than a vehicle running state. Those
road conditions can be road blocking, accident on a road, maintenance of a road, abnormal
climate around a road and etc. As road conditions are more complex than vehicle running
states in this scheme, events in the set E need to be selected and designed more elaborately.
It can be an atomic one just like EWM is, or it can also be a high-level one. For example,
let event e, represents there is jam on the road, then e, ; can be used to represents the
road is blocked entirely, e, , represents vehicles can pass the road under the speed of 5 km,
e,_3 represents the speed of vehicles is under 10 km and etc. The lower level the event is,
the more accurate conditions of the road it describes. Different level events can both be
included in ERM. Just as it is mentioned before, anti-event —e, represents the road is clear
at present. The meaning of events —e,_;, —e,_, and —e,_; can be deduced in the same way.
There is a little elastic in a such event designing method, a vehicle may not recognize event
e,_;, but it must know the corresponding higher level event is e, so it knows there is jam on
the pointed road though it lost more details. The two ERM sets are also global uniform just
as EWM set is.

The structure of ERM is defined as ERM={1, R, L, T, ¢l-e;}, e;,c E, ~ei€ —E. Here ‘1’
represents it is an ERM message, R, L, T has the same meaning as EWM. The symbol ‘I’
means logic relationship OR. One ERM message carries only one event, it is different from
EWM.

3.3 Database in OBU

There is a mini database in OBU to record necessary events that a vehicle receives. The
structure of the database can be described as (R, gl—-e;, L, T, receive-Time). Symbols ‘R’,
‘L, ‘T, ‘e;lme;” have the same meaning as they are in ERM. ‘received-Time’ represents the
time when the record is inserted into the database. Item ‘R’ is the primary key and item
‘e;lme;’ is the secondary key of a record. All records in the database are sorted by these two
keys.

The records in database are the most important basis to make decision whether a mes-
sage is true. Some rules of the modification of the database are listed as following.

Only ERM can lead to the creation of a new record. An ERM that reports event e; must
be recorded if the road segment R included in the ERM is on the route of the vehicle and
the event location L is in front of the vehicle. An ERM which reports event —e; on the road
segment R will be recorded only if there is a corresponding record of event e; on R in the
database already. All other ERMs except these two situations will not be recorded. The
database will never record any EWM.

All records indexed by R and e;l—e; will be erased as soon as the event €; on the R has
been judged as true or false according to the scheme. These records will also be erased
when the vehicle changes its route and the road segment R is no longer on its new route.

3.4 Message Publishing

In this paper, EWM and ERM are considered, any other messages are not taken into
account in the scheme.
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An EWM message can be generated and sent out at any time if necessary. It depends on
the running state of a vehicle. State changing such as braking, lane changing etc. may leads
to a EWM publishing automatically.

Same as ERM, an event in set E can also be generated at any time if a vehicle notices
something happened on the road it passes by at present. For example, a vehicle may create
a EWM message E1=(1, R, L,, T}, e,), which means there is traffic congestion on road
segment R1 at time T,. Then it will seek its local database to find out whether the event el
on R, is recorded. The database is indexed by R and e; as mentioned above. Event e; will
be sent out at once if there is no such a similar record. Otherwise, OBU will inspect the
latest record time that reports event €; on R, to determine whether a new ERM should be
sent out or not. The interval time between two ERMs publishing of the same road state is
recommended to be the time when the reporting vehicle can drive through 200 meters. This
is a proper distance for a driver to observe ahead clearly.

The precondition of sending out an event —e, in set —E is that there already exists a
record of corresponding event e, in the database. In another word, publishing event —e,
is triggered by a record of event el. The interval time between two ERMs that report the
same event —e, is the same as el reporting requirement.

Algorithm 1 demonstrates the procedure of messages publishing, as is described below.

Algorithml: Messages publishing

Input: Event e in set A and set E[-E

Output: A EWM or ERW message or Null

I: if(ee A){

2: generate a EWM message eMessage=(0,R,L,T,e);
3: send out E;

4: }

5: elseif(e€ E) {

6: if (exists records e in the database &&

7: the latest time of records < 200/speed)

8: return Null;

9: else {

10: generate a ERM message eMessage=(1,R,L,T,e);
11: send out eMessage;

12: }

13: }

14:  elseif (ee —E) {

15: if (exists records e in the data base &&

16: the latest time of records > 200/speed) {

17: generate a ERM message eMessage=(1,R,L,T, —e);
18: send out eMessage;

19: }

20:  }

3.5 Messages Forwarding

An OBU deals different messages it receives with different forwarding strategies.
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EWM messages will never be forwarded, which indicates a EWM message only has one
hop live-time. A vehicle who receives a EWM message will reacts to it without forwarding
it. It is reasonable because the running state changing of a vehicle is only meaningful to
vehicles that are directly following it. A vehicle that receives a EWM message will gener-
ate and send out a new EWM message to inform vehicles directly behind it if the reaction
leads to running state changing of it. A chain of EWM messages can be created under such
situation, and the chain will not be broken given a vehicle keeps it’s running state though it
receives a EWM. It keeps its state may be just because it feels there is enough distance for
it to avoid an accident. At this point, EWM messages chain stops propagating.

An OBU will forward an ERM message that contains an event e in set E it receives
when all following conditions are met.

Firstly, the event e must be originally taken place in front of the vehicle that forwards
the message. Here, the definition of “in front” can be expressed as formula (1). The OBU
embedded in the vehicle will ignore all events behind it because it won’t pass through those
events points in a short time. Hence those events are insignificance to them. By this way,
fewer broadcast messages will be generated and communication resources can be saved.

Secondly, the vehicle who will forward the message must be in the influence area of the
event e. This is due to two reasons. One is that an event too far away is less meaningful to
a vehicle. And another one is other vehicles pass through the event point later will publish
new ERMs again if the road state reported by the ERM is kept without changing. Formula
(2) gives out in which area vehicles should forward the event message.

(aRange < (d mod Range) < Range)and(d < n Range) )

In this formula, ‘Range’ is average communication range of an OBU; it depends on
propagation model it used and topography around it. ‘d’ is the distance between the event
place and the vehicle position. ‘o’ is a factor that ranges from (0,1); using ‘o’ can reduce
the number of broadcast messages in the network. The value of ‘o’ is larger in sparse area
than in urban area. ‘n’ is a factor that limits the maximum influence area of the event; the
value of ‘n’ is smaller in urban area than in expressway area. Here we use times of commu-
nication range n instead of hops as is illustrated in [13]. It is because hops cannot express
the size of an area precisely. The area will be smaller in high vehicle density areas whilst
will be greater in sparse density areas.

Figure 3 shows the function of formula (2). Those vehicles in shadow should forward
the event message.

Thirdly, there must be enough time intervals between two ERMs that report the same
road segment state. It is recommended that the interval should be no less than Range/
(m*average (vehicle speed)). The meaning of ‘Range’ is the same as described above. The
value of parameter ‘m’ can be 1, 2, 3.... The bigger m is the lower interval time is. From

|. aR r|

Fig.3 The range of forwarding vehicles
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simulation experiments, setting ‘m’ to 2 or 3 is proper to get the best output. This condi-
tion can help to avoid too many repeated ERMs in the network. Considering such a sce-
nario, there is congestion on road segment A, and dozens of vehicles are jammed around
A. According to the scheme, each vehicle sends out ERM message automatically until it
passes through the point. As a result, dozens of ERMs what report the same event will be
generated. The requirement of the minimum time interval can help to reduce propagation
of these reduplicative ERMs. Another function of this condition is to avoid coordinated
attacks. Though a number of malicious vehicles in a same area may publish the same false
event messages at almost the same time, but only few of these messages will be propa-
gated. Most of them will be lost due to lack of enough time intervals and the effect of the
attack is weakened.

As to forwarding an event —e in set —E, there is the fourth requirement besides three
conditions mentioned above. That is the opposite event e must already be recorded in the
database on the OBU beforehand.

Algorithm 2 demonstrates the procedure of messages forwarding, as illustrated in the
following algorithm

Algorithm2: Messages forwarding

Input: A EWM or ERW message

Output: A ERW message or Null

I: if (EWM)

2: return Null;

3:  elseif (ERM) {

4: extract event e from the ERM message;

5: if ((ee —E)&&(no corresponding event in set E))
6: return Null;

7: else {

8: if ((event e is in front of the receiver) &&
9: (the receiver is in the influence area) &&
10: (the time interval is enough))

11: forward the received ERM;

12: }

13: }

3.6 Message Receiving and Decision Making

When an OBU receives an EWM message which is published by a vehicle in front of it, it
will trust it and decide whether to react to the message or not, depending on the distance
between the message generator and itself. The purpose of an EWM message is to warn
drivers behind it to be aware of potential accident. The effect of such a message is instan-
taneous. A malicious EWM message will not bring any damage to other vehicles because
drivers of those being cheated vehicles will soon adjust their driving behavior after they
realize the event that declared by a malicious EWM does not take place. On the other hand,
there is no enough time to judge whether an event included in an EWM is true or false as
an EWM usually reports an urgent event and needs to be reacted immediately.

When an OBU receives an ERM message, it checks it firstly. Those messages which
could not pass check will be ignored and discarded directly.
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There are three steps to check an ERM message. The first step is to check the parameters
included in the ERM. Does the road segment ‘R’ consist with the location coordinate ‘L.’?
A malicious vehicle may publish a false ERM message which claims a false road segment
state at other place. By checking the consistence between ‘R’ and ‘L’, such malicious mes-
sage can be detected. Does the location ‘L’ consist with the time “T’? A malicious vehicle
may modify its location coordinate to avoid being detected. By estimating the propagation
time delay as [19] mentioned, such a malicious behavior can also be detected.

The second step is to check whether the point where the event is taken place is in front
of the receiver. The vehicle will ignore an ERM message behind it.

The last step is to check whether the receiver will drive through the point later. As was
mentioned in 3.1, an OBU plans a route to the destination at the beginning of the journey,
so it knows all road segments it will drive through in the rest of the trip. If the road seg-
ment reported by an ERM message is not in the list of the route, the vehicle will ignore it.

These three steps are executed one by one. Once one step cannot be passed, the rest
steps will not be executed and the total result is false.

An OBU will begin to process an ERM message after the message has been passed
through the check. If the event included in the message is the first time to be received
and it belongs to the set E, the OBU will record it in the local database and then begin to
start decision making procedure. Otherwise the event will be recorded according to 3.3
descriptions.

The procedure of message receiving is described in Algorithm 3.
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Algorithm3: Messages receiving

Input: A EWM or ERW message

Output: Updating of the local database

1:  execute algorithm?2 to forward the message;

2: if (EWM)

3: react to it;

4: elseif (ERM) {

5: if (Parameters in the ERM are not consistent)
6: exit;

7: else if (EWM happens behind the vehicle)

8: exit;

9: else if (R in the EWM isn’t in the route)

10: exit;

11: if (e€E) {

12: if (e doesn’t exists in the local database) {
13: start decision making procedure by

14: starting a timer;

15: }

16: else

17: update the record in the local database;
18: }

19: else if (e € —E) {

20: if (corresponding event in the set E

21: does not exists in the local database)
22: exit;

23: else

24: update the record in the local database;
25: }

26: }

Decision making procedure can be divided into two stages. The first stage is collecting all
ERMs about event e I=e and updating the local database. The second stage is making a judge-
ment whether the event e is true or false. An OBU will finish the first stage and then turn to the
second stage when the timer set in algorithm 3 line 17 is up or the OBU has already collected
enough ERMs about event el—e. The procedure will also be cancelled when the vehicle passes
through the road segment under determined.

The judgement is made according to all records of el—e in the local database. Suppose there
are n records of event e and m records of event —e in the database. Assuming time is expressed
as a integer number, the scheme marks receive-time of n records about event € as t, t,,..., t,,
and receive-time of m records about event —e as —t;, it,,..., =t . The event e can be trusted if
the result of formula (3) is true, otherwise the event is false.

2 > Z i 3)
i=1 i=1
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The formula implies that the latest ERM has more impact to the result as its receive-
time is larger than old ERMs. This is consistent with the common sense that a fresh mes-
sage is more valuable.

Figure 4 shows a brief flow of message publishing and processing procedure.

4 Scheme Analyses

In this section, we will introduce the feasibility of the scheme and demonstrate why it can
resist some common adversary attacks.

Let’s suppose vehicles that will pass through a pointed road segment marked as ‘R’ are
all honest at the beginning of analysis for simplification. If there is no event happens on
R, no message is to be generated. Now assuming something happens on R and a vehicle
named A which firstly reaches the scene sends out the first ERM message to announce the
event. A vehicle named B which is closely behind A receives the message, as Fig. 5 dem-
onstrates, and then starts the decision making procedure as algorithm 3 line 17 in Sect. 3.6
describes. But because of lacking more ERMs to confirm the event, B will keep its direc-
tion and it will also arrive at R after a short time. If B is more than 200 meters from A, it
will announce the same event to inform vehicles behind it as algorithm 1 that described in
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Sect. 3.1. If the distance between A and B is less than 200 meters, it assumes another vehi-
cle C will implement the same work. After that, vehicle D will receive at least two ERMs
and formula (3) can work then.

In Fig. 5, vehicle B is a victim because it has no choice but to keep its direction to find
out the truth of the event due to lacking of enough ERMs. D may encounter the same con-
dition if B is too close to A. In practice, a vehicle cannot change its route arbitrarily at any
time due to a road has always one direction in a local area. In Fig. 5, only D can make a
turn as there is a cross in front of it. B and C must go ahead even they are informed an acci-
dent ahead of them. Therefore victims exist in the scheme is reasonable and acceptable.

The scheme stipulates that a vehicle can only publish an event that has already encoun-
tered. This rule prevents a malicious vehicle getting profit by publishing a false event. The
location it wants to cheat others to believe something happens on will be behind it very
soon. The only way to benefit from cheating is to tamper the road segment and the location
coordinate in an ERM message. But such a malicious ERM message will fail to pass the
check as discussed in Sect. 3.6.

Now let’s add a malicious vehicle into the scenario. As Fig. 5 illustrated, A is a mali-
cious one and it sends out a false event € on R that does not exist. Vehicle B, C and D
receive this message and then start their decision making procedure. But because there is
no more ERM messages to support the event e, the formula (3) will not be satisfied. When
B, C and D drive through R, the decision making procedure will be cancelled as 3.6 men-
tions. That is to say, a single malicious event will be harmless in the network according the
scheme.

What will happen if A sends out a false event —e? Such false message will not be taken
into account by other vehicles unless they already received an opposite event e a short
time ago. Then assuming event e did happen and vehicle E in front of A sent out an ERM
to report it. Vehicle B may be cheated by false —e if not considering time interval require-
ment. Once B is cheated, it will keep its direction and then send out an event e once more
to deny —e when it arrives at the R. And then C and D will realize the truth and make the
right decision according to formula (3). Under such scenario, a misjudgment happens one
time, but it is acceptable if local one-way directionality feature of a road segment is taken
into account as we mention before.

Now add more malicious vehicles into the scenario. Some malicious vehicles whose
locations are usually adjacent to each other may execute a collusion attack together. Those
attackers will publish the same false event together or one by one in a collusion attack.
Nevertheless, most of those malicious ERMs will not be forwarded due to time intervals
among them cannot meet the requirement as algorithm 2 describes. Other vehicles in the
direct communication area with those attackers may be cheated as algorithm 3 describes.
However because their locations are near the place on where malicious ERMs announce
the false event happened, they will soon find out the truth and then send out opposite events
to inform vehicles behind them to avoid being cheated. That is to say, the negative affection
of such an attack is limited to a small area according the scheme. On the other hand, attack-
ers can get little profit from such an attack because they can only publish the event where
they are on, the intension to execute the attack will be reduced.

The scheme avoids using vehicle’s identifier and this will bring many benefits.

The most import benefit is that privacy of a vehicle can be protected. As we mention
in part 1, privacy problem is caused mainly because a vehicle cannot join a network and
take part in communication anonymously. A driver’s personal information may be revealed
by tracking information he sends out. But without ID, such tracking will be impossible
because a tracker cannot identify who sends out the information on earth it captures.
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Other benefits are many attacks based on ID in most trust mechanisms can be avoided
such as Sybil attack, on—off attack, bad-mouth attack etc.

Under Sybil attack, a vehicle sends out a lot of false messages to other vehicles by using
different fabric IDs. The attack simulates a lot of vehicles to report the same false event and
tries to trick others to trust it. The core method of the attack is to act as multiple vehicles
with different IDs. In our scheme, no ID is included in ERM messages. A malicious vehi-
cle can only continuously send out false ERMs if it wants to execute Sybil attack. Then,
most ERMs will be ignored due to their short time intervals. Furthermore, ERMs will be
regarded as different events if an attacker passes through more than one road segments
while it is executing the attack, and thus attacking affection is reduced.

When a malicious vehicle executes on—off attack, it alternates its role from a good rule
observer to a violator time to time. Good behaviors are used to cover malicious actions to
keep its reputation in the veins. In our scheme, such attack is nonsense without an ID. The
trust calculation mechanism is totally different.

Bad mouth attack is also a kind of attack which needs to be addressed seriously in a
reputation mechanism. An attacker may follow the communication protocols loyally but
downgrade other vehicles’ trust value arbitrarily to damage the reputation system of a net-
work. But because our scheme does not use vehicles’ ID, so it is impossible for a malicious
vehicle to voice its opinion about another vehicle to others. Hence, bad mouth attack is
unavailable in our scheme.

Lacking of ID information in messages makes it is difficult to implement point to point
transmission. While considering messages in the scheme are all informing messages that
must be broadcasted, this shortcoming is consequently forgivable and acceptable. As the
main transmitting mode of the scheme is broadcast, some measures are adopted in order to
decrease the number of messages in a vein.

As formula (2) shows in 3.5, only vehicles in particular area are allowed to forward
messages. The decreasing of forwarding vehicles will reduce the duplicates of an ERM
message accordingly. The larger parameter a is, the more area is allowed, and then the
more vehicles may forward the message. The value of a must be selected carefully accord-
ing to the current traffic state on roads. And it can be adjusted automatically by a vehicle
itself. It is not required that the value of a is kept to the same value among the network.

The time interval embedded in Algorithm 2 is also a method to decrease the number of
broadcast in the network. If an ERM is too close to a previous one, it will not be forwarded.

Only messages generated in front of a vehicle will be forwarded as 3.1 describes. This
can also help to reduce the number of duplicates. Those messages which come from behind
will just be ignored.

5 Simulation Experiments

In this section, we implement some simulation experiments to verify the effectiveness of
our trust scheme. The experiment environment is constructed by OMNet++ (version 4.6),
SUMO (version 0.21.0) and Veins (version 3.0). We choose OMNet++as a basic network
simulation platform which is an extensible, modular, and event-based simulator. SUMO is
an open source, microscopic and space-continuous road traffic simulation. It is used to sim-
ulate vehicles’ driving behavior, such as speeding up, speeding down, braking, lane turning
etc., and road traffic in our experiments. Veins is an open source framework for running
vehicular network simulations which is based on OMNet++ and SUMO.
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We utilize the map of Nantong city, Jiangsu Province China from Open Street Map pro-
ject, where a snapshot of its area is shown in Fig. 6.

The scenario is simulated as a series vehicles drive from Nantong government center
to school of computer science and technology in Nantong University. The optimal route is
marked using red line in Fig. 6 where road condition is the best, where vehicles can drive
through with higher speed in those road segments. There also exists many side passes on
which speed limit is much lower than the optimal one. For example, a route marked as yel-
low line is an alternative route. When optimal route is jammed, vehicles can turn to those
side passes that drawn as black lines in Fig. 6.

We put three traffic lights on the map to simulate traffic congestion. If a vehicle stops
more than 30 min, it will believe the road segment is jammed and then tries to change its
routes. When traffic lights do not work, road segments are always clear for traffic.

Our simulation experiments use 802.11p as communication protocol and two-ray
ground model as signal propagation model [22]. Main parameters of these experiments are
listed in Table 1.

In order to verify the feasibility of our scheme, we compare the number of nodes which
are cheated by malicious messages during their trip using our scheme with the result that
does not using any trust mechanism. In this scenario, the traffic lights do not work.

As Fig. 7 shows, the number of being cheated nodes increase quickly with the growth of
malicious vehicle rate. When the rate of malicious rate is greater than 30%, more than 90%
vehicles will be cheated. While by using our scheme, even the malicious node rate is as
high as 50%, the rate of being cheated nodes is still lower than 10%. The result shows that
our scheme is feasible and effective. Though there is still no accurate survey on driver’s
behavior yet, [23] reports that 40% drivers cede way at intersections when they do not have
to. According to that data, we believe about 40% drivers on road are altruistic and assume
at least another 10% drivers are neutral. Therefore, the highest rate of malicious vehicles is
set as 50% in these experiments. And because a vehicle is assigned to be a malicious role
randomly in our experiment, the scenario has higher probability to generate more than two

Fig.6 Map for simulating
VANET
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Table 1 Parameters for vehicular

network simulation Parameter description Value
Total number of vehicles 300
Interval starting time between two vehicles 20s
Approximate distance of the route 2600 m
Maximum speed of a vehicle 14 m/s
Maximum speed limit on high street 20 m/s
Maximum speed limit on side pass 10 m/s
Transmit power of the radio 20mW
Sensitivity to pick up signal —89dB
Environment-dependent path loss exponent 2
Carrier wave frequency 5.89 GHz
Rate of malicious vehicles 0-50%

Maximum interval time between two malicious behavior 60 s
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malicious vehicles continuously when the malicious rate reaches 40% or higher. This offers
opportunity for malicious vehicles to perform a collusion attack and in experiments we do
observe collusion attack happens: more than two vehicles publish the same event almost at
the same time at the same road segment. The result shows our scheme can resist this attack
in some extent as is demonstrated in Sect. 4.

Reducing CO, emission of vehicles is a meaningful issue to enhance air quality around
cities. We compare CO, emission of vehicles under two scenarios, one is using our trust
scheme and another does not use. We adopt CO, emission computation model in experi-
ments as [24] proposes. From Fig. 8, we can see that CO, emissions of vehicles using
our scheme are more uniformly and lower. This is because vehicles that do not adopt trust
mechanism are more easily to be cheated to change their route to low grade roads and has
to spend more time to finish their trip and then more CO, is emitted accordingly.

The decision making time that mentioned in Sect. 3.6 has a direct impact on judgments’
accuracy. Figure 9 shows the accuracy increases with the growth of waiting time period
before making the decision. This is reasonable because with the extension of waiting time,
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a vehicle can collect more messages about the event to help it judges more accurately.
While in some occasions, waiting time is difficult to be preset beforehand. For example, in
sparse area, even the time is set to a relatively high value, a vehicle may still feel difficult
to collect enough messages for judgement due to lacking of vehicles on that road segment.
In such scenario, the trigger of decision making for a vehicle can be changed to a certain
number of messages about the event it has collected.

Figure 9 shows results of scenarios where traffic lights work. That means there do exist
congestions on road segments during simulations. While Fig. 10 shows results without traf-
fic lights. Comparing these two figures, we may infer that our scheme works better in high
ways, which have lower probability of traffic jams. In fact, the reason for higher successful
cheated rate in Fig. 9 simulations is partly due to a malicious event turn to be true after the
congestion it claims does happen later. It seems a vehicle is cheated but actually it makes a
right decision. This statistical error is occurred due to a malicious event is published firstly.
This error is harmless in practical scenario.
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Figures 11 and 12 shows the total time that vehicles take to accomplish their trip form
Nantong government center to school of computer science and technology in Nantong Uni-
versity. Figures 11 and 12 shows that though the malicious rate increases, the total time is
still maintained in a comparatively steady distribution. That indicates our scheme do work
well.

6 Conclusions

In this paper, we propose a trust scheme used in VANETS to judge the trustworthiness of an
event message. Unlike other trust models in VANETS, our scheme relies neither on stable
communication links among vehicles what are unrealistic in practice, nor on RSUs what
are still lack of large scale deployment nowadays. Our scheme takes advantage of local one
way character of running vehicles and is partly like a kind of voting system in essence.

Total time (s)
(5]
=

Node index 00 " Malicious node rate

Fig. 11 Total time using to accomplish the trip (traffic lights work)
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Fig. 12 Total time using to accomplish the trip (traffic lights do not work)

The scheme categorize event messages into two types: ERM and EWM. This allows a
driver can deal urgent events at once and has enough time to verify road state reports.

Receiving a road state report starts a decision making procedure in our scheme. But one
single malicious message cannot bring damages due to lacking more evidences to support
it. The scheme can also resist many common attacks based on vehicles’ IDs. Particularly
the scheme can protect driver’s privacy effectively, which is one major concern by many
researchers.
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