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Abstract—F-metrics are metrics based on projective sets. In this paper, construction of
optimal codes for a special F-metric associated with a generalized Vandermonde matrix is
given. Encoding and fast decoding algorithms are described. A public-key cryptosystem is
considered as an example of a possible application of codes constructed.

1. INTRODUCTION

In algebraic coding theory, numerous works are devoted to codes in the Hamming metric, as well
as in the rank metric. Other metrics, for instance, the F-metrics suggested in [2-5], are not
examined closely; see, e.g., [6,7], etc. Nevertheless, these metrics can provide new possibilities for
both correcting special types of errors and applications in other fields, for example, in cryptography.

In this paper, we consider a class of F-metrics associated with generalized Vandermonde matri-
ces. For this class, it is possible to develop an interesting theory.

The paper is organized as follows. General properties of F-metrics are described in Section 2
(based on [2]). An F-metric associated with a generalized Vandermonde matrix is introduced in
Section 3. Properties of codes in this metric and a fast decoding algorithm are presented. Possible
application of such codes to public-key cryptography is described in Section 4. Lemmas whose
proofs involve cumbersome computations are postponed to the Appendix.

2. F-METRICS
2.1. General Properties

All the definitions and statements for F-metrics in this section, except for Lemma 1, are borrowed
from [2].

Let Q be an n-dimensional vector space Fy over a finite field F, = GF(q).

By the span (X) of a subset X C Q, we call the minimum linear subspace Fx C € containing X.

N
Let F :={Fy, F,,...,Fy} be any family of subsets F; C € such that < U Fq> =Q.
i=1

Definition 1. The F-norm (F-weight), Nz, of a vector x € 2 is the cardinality of the smallest

subset I of the set {1,2,..., N} such that x belongs to <U E>
el
Definition 2. The F-distance between vectors @ and vy is the norm of their difference, i.e.,
dr(@,y) = Nr(@ - y).

! Some results of the article were presented in [1].
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160 GABIDULIN, OBERNIKHIN

The F-norm has the following obvious properties:

1. Np(x) =0 <= o =0;
2. Nr(axz) = Ne(x), Va € F)\{0}, Vo € Q;
3. Nr(z +y) < Nx(z) + Nx(y), Vz,y € Q.

Thus, the F-norm is a proper metric on the space ). Since F-norms with respect to families
{F1,F,...,Fn} and {(F1),(F3),...,(Fn)} coincide,

(UR)=(Uim),

i€l i€l
we may confine our consideration to families of linear subspaces only. Moreover, if F; C Fj for
distinct ¢ and j, then elimination of F; from the family does not change the norm.

Ezample 1. Let N = n, Q = Fy, and F := {E1, Es,..., E,}, where E; is a standard basis
in Fy. Then the F-norm is the Hamming norm: Nz(x) = dg(z), Vo € F.

If 7 :={f1, fa .-, fn}, where the vectors f; form a basis in Fy, then this metric is equivalent
to the Hamming metric.

Ezxample 2. Let Q = F;”Xf be the linear space of m x ¢ matrices over ;. Let R denote the set

of rank-1 matrices:
R={M: rank M =1, M € F;‘}.

Since any matrix of rank r can be represented as a sum of r matrices of rank 1 and any sum of
rank-1 matrices is a matrix of rank not greater than r, we have Nr(A) = rank A, VA € F"*¢,
Therefore, we get the rank metric [8].

Definition 3. Any subset C € (2 is called a code.
Definition 4. The F-distance of a code C' C € is the integer

dr(C) == min{ds(2,y) | 2.y € C, @ # y}.

Definition 5. If all elements of a family F := {Fy, F»,..., Fy} are vectors, then the metric
generated by the family is called a projective F-metric. In this case, we will denote elements of the

fa‘mlly by fi7 i'e'7 F = {fh f27 ) fN}
In the sequel, speaking about F-metrics, we consider projective F-metrics only.
Lemma 1 (generalized Singleton bound). For any linear code C C Fy of dimension k, we have
the following inequality:
d]:(C)STL—k‘-i-l. (1)

Proof. Let F :={fy, f2,..., fn}. Choose a basis f; , fi,, ..., fi, in Fy composed of vectors of
the family F. Consider the metric Frcq generated by these vectors only, Freq := {fi,, fir,---> fi, }-
Since this metric is equivalent to the Hamming metric, we have the usual Singleton bound:
dr,.,(C) <n—k+1. Adding extra vectors to Freq can only decrease the F-norm; i.e., dr(C) <
dF,q (C). &

We refer to a code meeting this bound as a code with the mazimum F-distance.

2.2. Parent Code

Define the mapping ¢: Fév — Fy as p(e;) :== fi, i =1,..., N, where {e1,es,...,en} is a stan-
dard basis in Fév and {f}, fa,..., fn} are vectors that define the F-metric.
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Definition 6. The parent code is the kernel P := ker(p) C FY.

Since the condition ® € ker(y) can be expressed as Fax = 0, where F is the matrix whose
columns are coordinates of the vectors p(e;) = f;, i = 1,..., N, in the space [y, the parent code P
is an [N, N — n] code with parity-check matrix F'.

Let w(D) be the weight of a coset D € FéV/P, i.e., the Hamming weight of the coset leader.
Information about the F-weight distribution of Fy is of great importance in coding theory. The
following lemma allows one to find the Hamming weight distribution and reduce the calculation of
the F-norm to calculation of the Hamming spectrum of cosets of the parent code.

Lemma 2. The F-norm of any vector y € Fy is equal to the weight of a coset that has y as a
syndrome:

dr(y) = du(p~ " (y)).

It follows from the lemma that the maximum F-norm is equal to the covering radius of the
parent code P:
p(P) := max {w(D), D e IF‘ZIV/P} )

3. CODES IN THE VANDERMONDE F-METRIC
3.1. Vandermonde F-Metric

Let us define the Vandermonde F-metric in the following way. As vectors f;, fs,..., fy that
define the F-metric, take columns of a generalized Vandermonde matrix

51 U UN
U1 U2T2 UNIN
F = 2 2 2 9
= | wag ugTy ... unzTy |, (2)
urxy 1 U1 Ty 1 UNZ'N 1

where n < N, z; € F, = GF(q) are pairwise distinct, and w; € F, = GF(q) are nonzero,
i=1,...,N.
The parent code for this F-metric is a generalized Reed—Solomon code (GRS code).

3.2. Codes

Our goal now is to construct a linear code with the maximum F-distance dr =n — k + 1. Let
a linear [n, k] code C be defined by its transposed generator matrix

gir 921 --- 9kl
GT — gi2 G922 k2
gin  G2n 9kn
For a set of k information symbols @ = (ay,as,...,a;)’, the corresponding code vector is
calculated as g = G'a.
Let GT be as follows:
7 (%) Vg
V1Y1 v2Y2 VkYk
G'=| vyl wyd ... wi |, (3)
vyt vy veyp
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where v; € Fy are nonzero and y; € F; = GF(q) are pairwise distinct. Moreover, let us choose y;
to be distinct from any of the x;. In this case, the concatenation of the matrices F and G is also
a generalized Vandermonde matrix. The code dimension k must satisfy the inequality £ + N < ¢
since the maximum possible number of columns of a generalized Vandermonde matrix over GF(q)
equals q.

Lemma 3. The code C defined by the matriz G is a code with the mazimum F-distance:

—k
dr(C)=n—k+ 1. Consequently, the code corrects up to ty = [nT} F-errors.

Proof. Let g be a code vector obtained as the product of the matrix G? and an arbitrary
vector @ = (a1, as,...,a;)’ of Hamming weight s # 0, i.e., g7 = a’G. Then g can be repre-
sented as a linear combination of columns of GT corresponding to the nonzero components of a:
g = a;,9;, +aj,g;, + ... +aj,g;. Let { denote the F-weight of g. By the definition of the
F-norm, g can be represented as g = b1 f;, + baf;, + ... + bef;,, where none of the b; equals zero.
It follows from the equation g = b1 f;, + ba2f;, + ... + bof;, = a5,9;, + aj,9;5, + ... + a;,g;, that

C+ s distinct colummns f; , fi,s .-, fi,:95,,9j,: - -+ g;, of the generalized Vandermonde matrix are
linearly dependent. Therefore, £+ s > n+ 1, or
Nz(g) >n—s+1. (4)

Thus, for the minimum F-distance of the code, we have dz(C) > n — k + 1. Taking into account
the generalized Singleton bound (1), we conclude that d(C) =n—k+1. A

3.3. Fast Decoding

We reduce decoding in the F-metric to decoding GRS codes. In turn, for GRS codes, fast
decoding algorithms exist.

Let ¢ = g + e, where g is a code vector and e is an error. Let ¢t denote the F-weight of the
error. Then e can be represented as a linear combination of the vectors { f;}

e :mlfl +m2f2+...+mN_fN
such that dy(m) = t, where m = (my,ma,...,my)7.
Let us show that there exists a fast decoding algorithm if ¢ < . Consider the concatenation of
the matrices F and G':

Ul u9 PN unN (%1 (%) PN Vi
U1y U272 ... UNTIN U1Y1 V2Y2 e VLYK
FIGT) = 2 2 2 2 2 2
| = | way ugx3 ... UNZTN | ViYi Vol ... URYQ
n—1 n—1 n—1 n—1 n—1 n—1
UT, ULy .. UNT ) V1Y V21 cee URYL
(3] u9 unN UN+1 UN+2 UN+k
U1y U272 cv+ UNIN |UNHITN+1 UNH2TN+2 -+ UNHETN+k
2 2 2 2 2 2
= U1y U2T5 . UNT N uN+1:1:N+1 uN+2:1:N+2 ce uNJrkxNJrk N (5)
n—1 n—1 n—1 n—1 n—1 n—1
U1Tq U2T - UNT N uN+1:1:N+1 uN+2:1:N+2 uN+k$N+k
where we used the notations zny; = y; and unyy; = v, 0 =1,2, ... k.

Let R denote a nonsingular square matrix of order n formed by the last n columns of matrix (5).
Let us premultiply (5) by R~! and thus reduce it to the canonical form:

r(r1en) = (F167)= (B F | ), 0
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where E is the identity matrix of order ¢ and the n x (N — n + k) matrix (g;) is a generalized
a; 3;
 — v

i

Cauchy matrix, whose elements are of the form b;; = and can be obtained explicitly (see

Lemma A.1).
Let us premultiply ¢ = g + e by R™!:

J

R '(g+e)=R'(g+Fm)=g+ Fm=g+e.

The first n — k components of the vector g = R™'g are zero:

g = (07 07 cee 707 gn—k‘-i—lu .?jn—k‘-i—% e 7§n)T~

This allows us to find the first n — k components of the vector ¢ = R™'Fm = Fm. Let us show
that, given these components, it is possible to reconstruct the vector m. To this end, we have to
solve the system of equations Fm = e:

€1

€2

my .

B, E,_ m2

< B1 T(l) * ) : = | fn—k (7)

2 : 3

my i

*

Consider the first n — k rows of system (7):
b171 bl’g ce bl,N—l—kz—n 1 ... 0 mi §1
BT IR Bl I ERC
bnfk,l bn,k,g ce bn,k,NJrk,n 0o ... 1 my gn—k:

The matrix H = (B; | E,_j) is the concatenation of the generalized Cauchy matrix and the
identity matrix. The matrix H can be transformed into a generalized Vandermonde matrix
H' = (B, | ¥) if we premultiply it by an appropriate nonsingular square matrix ¥ of order
n — k (see Lemma A.2). Thus, it is necessary to solve the system of equations

gn—k:

where the right-hand side and the matrix H' are known.

Solving the system is the decoding problem for the GRS code Cy with the standard-form parity-
check matrix H’. The problem has a unique solution if the Hamming weight of the vector m does

not exceed the error-correcting capability of the code, [n% . In this case, a fast decoding

algorithms exists (see, e.g. [9]); on applying it, we find the vector m and then the vectors e and g.
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4. APPLICATION TO CRYPTOGRAPHY
4.1. Public-Key Cryptosystem Based on the Niederreiter System

A public-key cryptosystem that uses an error vector as a plaintext was first introduced by
Niederreiter [10]. A parity-check matrix H of a GRS code premultiplied by a nonsingular matrix S,
which hides the structure of H, is chosen as a public key:

H,, = SH.

d—1
A plaintext is an error vector e of Hamming weight dp(e) < T}’ where d is the minimum

distance of the GRS code. Encryption is calculating the syndrome s = SHe. A legitimate user
premultiplies the syndrome by S™!, applies a fast decoding algorithm for the GRS code, and finds
the vector e. To get the plaintext, an intruder would have to solve the problem of decoding a code
with known parity-check matrix S H in the general case. Up to now, no algorithm for solving the
problem in a polynomial time is known.

However, Sidelnikov and Shestakov showed [11] that it is possible to obtain a matrix of the
form S’H’ from H ,p, in a polynomial time, where S’ is a nonsingular square matrix and H' is a
generalized Vandermonde matrix, which is also a parity-check matrix for the same GRS code. Thus,
the original Niederreiter cryptosystem could not withstand the structural attack of reconstructing
a private key by a known public one.

One of the possible ways to modify the cryptosystem is introducing a hiding matrix X. In this
case, a public key is Hy,,, = S (H + X). In [12], it was proposed to use hiding matrices of rank 1.
Results of the present article allow one to use hiding matrices of much larger ranks.

The cryptosystem is constructed in the following way. First, a legitimate user chooses a matrix F',
whose columns define an F-metric. The parent code with the parity-check matrix F' must have
a fast decoding algorithm in the Hamming metric. Then it is necessary to choose a transposed
generator matrix G of a linear code C' with a fast decoding algorithm in the F-metric. In the
case of the Vandermonde F-metric, matrices F' and G7 are (2) and (3) respectively.

Next, one chooses a nonsingular square matrix S of order n and a permutation matrix P of
order N.

A secret key is the set of matrices {F,GT, S, P}.
A public key is the matrix

Hpub = S(F + GTU)P7 (10)

where U is a random k x N matrix. Columns of the matrix GTU are code vectors G; of the code C.
The matrix U is not needed for decryption, it should only be made unavailable for a cryptanalyst.

A plaintext is an N-dimensional vector m = (my,ma,...,my)T, where m; € Fy, and dy(m) =
tmin = min {tx,tp}, where t is the error-correcting capability of the code defined by Gr in the
space with the F-metric and tp is the error-correcting capability of the parent code. Hence, the
number of possible messages is Clmin(g — 1)tmin,

Encryption. A cyphertext is computed as the syndrome
c=H,,m=S(F+G'U)Pm=S(F+G'Um
=S (mi(fi +G1) +ma(fo+ Go2)+ ...+ mn(fy +Gn)) =S(g+e),

where m = Pm and f; and G; are columns of the matrices F' and GTU respectively.

Decryption. A legitimate user premultiplies the received cyphertext S (g + e) by S~! and then,
applying the fast decoding algorithm in the F-metric, gets the vectors g and e. Then he applies the
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fast decoding algorithm for the parent code to e to calculate the vector m. It is worth noting that,
in the case of the Vandermonde F-metric, the fast decoding algorithm in the F-metric immediately
yields . To get the plaintext 7, one has only to multiply m by P~!.

If the code C' consists of the zero vector only, we get the classical Niederreiter cryptosystem,
broken by Sidelnikov and Shestakov [11].

It should be noted that not every matrix U can be used to construct a secure cryptosystem.
For example, if U = V F, then

H=S(E,+G"V)FP, (11)

that is, we only get an additional scrambling matrix for the Niederreiter cryptosystem.

5. CONCLUSION

In this paper, we have constructed codes for a projective F-metric associated with a generalized
Vandermonde matrix, developed a fast decoding algorithm, and considered an application of the
codes to cryptography. In the future, it seems to be of great interest to define F-metrics for other
codes and find fast decoding algorithms for them. Also, it makes sense to investigate the security
of the public-key cryptosystem presented.

In conclusion, we would like to thank Alexey Ourivsky, as well as an anonymous reviewer, for

their constructive criticism, which helped us to improve the paper.

APPENDIX

Lemma A.1. Let V be an n x (m +n) generalized Vandermonde matriz and R be the matriz
formed by the last n columns of V. The product R™'V s the concatenation of a generalized
Cauchy matriz and an identity matrix:

21 22 Zm Zm+1 Zm+n
2173 2973 co ZmT2 Zmi1Th0 o Zmgn@ian
V = . (12)
n—1 n—1 -1 n—1 n—1
2177 29T cee ZmTy o ZmAlTgmi1 - ZmtnTmen

Proof. Consider the set of Lagrange interpolation polynomials of degree n — 1:

fil)= ]I M:iﬁsﬁ—l, i=1,...,n. (13)
s=1

s#i

Note that

L, i=y,

i=1,....,n, j=m+1,...,m+n. 14
0, i#i, ’ )

filws) = fisw) ™ = bijom = {
s=1

Define the matrix A as A;p = [ fut }, i, =1,...,n. Consider the product of A and V:
Zm4i
n f lesfl 5 n >
AV: ZS]J g J . 8_1:—] ).
[AV]; =2 Zmti Zmeti sz::l Jist; Zmeti fi(w;)

s=1
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For j=m+1...,m+n, we have

i j—ms

[Av]ij =

that is, the last n columns of AV form an identity matrix:

* * 1 0 . 0

AV — * * 0 1 . 0
* * 0 0 1

Consequently, A = R™!.
For j =1,...,m, we have
RV - zifilz) _ 2 (Tmts — ;)
] Zm+i Zm+i 1<s<n (xm—l—s - xm—f—i)
s
H (mers - CC]')

where

Zj 1<s<n

1

Zm+i H (xm—I—s - xm—f—i) Im+i — T
1<s<n
s#i
1
= 2 H (Tmgs — x5)
Zm4i H (xm—l—s - xm—f—i) 1<s<n
1<s<n - =
SF#1
__aif
Tm+i — CC]"
! £0, i=1,2
v — i = .on
1 Zmti H (xm+s — xm-i-i) ) ) 4y 5 1l
1<s<n
SF#£1
ﬁj:Zj H ($m+5—1‘j)7ﬁ0, j:1,2,...,m.
1<s<n

Im+i — Tj

(15)

(16)

Thus, the product R7'V is the concatenation of a generalized Cauchy matrix and an identity

matrix.

Lemma A.2. Let us be given a concatenation of a generalized Cauchy matrix and an identity

matrix
b b b
a101 a102 a1om 10 0
cg—dyp ¢ —dp c1 —dm
asb agb agb
. 201 202 20m o 4 0
- Cg—dl CQ—dQ Cg—dm
anby anbo anbm 00 1
cp—di ¢y —ds Cp — dp
with given coefficients a;,c;,bj,d;, i =1,2,...,n, j=1,2,...,m. Then there exists a nonsingular

matriz W of order n such that the product WYC' is a generalized Vandermonde matriz.
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Proof. Define the elements z; and 2, £ = 1,...,m + n, of the matrix V' (12) in the following
way:

rj = dj, Tmti = Ci,
b; 1
! [T (@mts — xj)’ T gy [ (@mts — xm-i-i)’
1<s<n 1<s<n
s#i
j=1...,m, 1=1,...,n.

Since all the x; are distinct and z, are nonzero, V' is a generalized Vandermonde matrix. If R is a
matrix formed by the last n columns of V', then, by the previous lemma, the product R~V is the
concatenation of a generalized Cauchy matrix and an identity matrix. Taking (16) and (17) into
account, we get R™'V = C. Thus, ¥ = R. A

It is obvious that the matrix ¥ can be defined in different ways. For example, for any v # 0,

it is possible to define xp and zs, £ =1,...,m + n, as
rj = ydy, Trmti = VG,
b; 1
J
zj = , Zmti = , 18
! I1 (mers_ij) m va; 1 (Tmts — Tmti) (18)
1<s<n 1<s<n
s#i
j=1,...,m, 1=1,...,n.

According to Lemma A.2, a generalized Vandermonde matrix V' with coefficients (18) can be
transformed into a concatenation of a generalized Cauchy matrix and an identity matrix. It follows
from (16) that o; = va;, B; = b;, and

Oéiﬂj _ 'yaibj _ aibj

Tmti = Tty VG —ydj ¢ — d;

Lemma A.3. Let us be given a matriz (F | GT) of the form (5). The matriz H' used in the

fast decoding algorithm (see Section 3.3) can be calculated according to the following formulas:

§121 §172 e SEIY
2 2 2
/ o5 o5 s Soxy
H = ,

—k—1 —k—1 —k—1

gnka? gnkag e fnkarji[
where
5]22] H (-TN—n—i—k:—f—s_xj)u j:1,7N—7’L+]€7
n—k+1<s<n
EN—nik+i = ZN—ntkti H (TN—ntkts = TN-ntk+i), =1,...,n—k.
n—k+1<s<n
Proof. It is easily seen that the coefficients xy, £ = 1,..., N, for H' can be taken the same.
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To obtain formulas for the coefficients &y, we use (16) and (17):

10.

&= b
! H (fonJrkJrs - xj)
1<s<n—k
zj 11 (@N-ntk+s — 25)
- 1<s<n
I[I (*N—ntkts —75)
1<s<n—k
=Zj H ($N—n+k+s—ic]’), j=1...,N—n+k,
n—k+1<s<n
¢ 1
N—n+k+i =
" Z @i [1 (xN*n+k+S - fonJrkJri)
1<s<n—k
SF#1
EIN—ntk+i 1] (:CN—n-i-k—i-s - $N_n+k+i)
1<s<n
_ sF1
1 (*N—ntkts — TN—nikti)
1<s<n—k
s#i
= AN-—ntk+i H (TN—ntkts — TN-ntk+i), t=1,....,n—k A
n—k+1<s<n

It is obvious that the matrix ¥ (see Section 3.3) consists of the last n — k columns of H'.
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