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Abstract

We study the problem of estimating a set of d
linear queries with respect to some unknown dis-
tribution p over a domain J = [J] based on a
sensitive data set of n individuals under the con-
straint of local differential privacy. This problem
subsumes a wide range of estimation tasks, e.g.,
distribution estimation and d-dimensional mean
estimation. We provide new algorithms for both
the offline (non-adaptive) and adaptive versions
of this problem.

In the offline setting, the set of queries are fixed
before the algorithm starts. In the regime where
n < d?/log(J), our algorithms attain L estima-
tion error that is independent of d. For the special
case of distribution estimation, we show that pro-
jecting the output estimate of an algorithm due
to [ASZ18] on the probability simplex yields an
Ly error that depends only sub-logarithmically
on J in the regime where n < J2/log(J). Our
bounds are within a factor of at most (log(.J ))1/ 4
from the optimal Lo error when n < d?/log(J).
These results show the possibility of accurate es-
timation of linear queries in the high-dimensional
settings under the Lo error criterion.

In the adaptive setting, the queries are generated
over d rounds; one query at a time. In each round,
a query can be chosen adaptively based on all the
history of previous queries and answers. We give
an algorithm for this problem with optimal L., es-
timation error (worst error in the estimated values
for the queries w.r.t. the data distribution). Our
bound matches a lower bound on the L., error
for the offline version of this problem [DJW13b].
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1 Introduction

Differential privacy [DMNSO06] is a rigorous mathematical
definition that has emerged as one of the most successful
notions of privacy in statistical data analysis. Differential
privacy provides a rich and powerful algorithmic framework
for private data analysis, which can help organizations mit-
igate users’ privacy concerns. There are two main models
for private data analysis that are studied in the literature
of differential privacy: the centralized model and the local
model. The centralized model assumes a trusted centralized
curator that collects all the personal information and then
analyzes it. In contrast, the local model, which dates back to
[War65], does not involve a central repository. Instead, each
individual holding a piece of private data randomizes her
data herself via a local randomizer before it is collected for
analysis. This local randomizer is designed to satisfy differ-
ential privacy, providing a strong privacy protection for each
individual. The local model is attractive in many practical
and industrial domains since it relieves organizations and
companies from the liability of holding and securing their
users private data. Indeed, in the last few years there have
been many successful deployments of local differentially
private algorithms in the industrial domain, most notably by
Google and Apple [EPK14, TVVT17].

In this paper, we study the problem of linear queries esti-
mation under local differential privacy (LDP). Let J = [J]
be a data domain of size J. A linear query with respect
to J is uniquely identified by a vector ¢ € R’ that de-
scribes a linear function (q, -) : Simplex(J) — R, where
Simplex(.J) denotes the probability simplex in R”. In this
problem, we have a set of n individuals (users), where each
user ¢ € [n] holds a private value v; € J drawn indepen-
dently from some unknown distribution p € Simplex(.J).
An entity (server) generates a sequence of linear queries
di, - --,qq and wishes to estimate, within a small error, the
values of these queries over the unknown distribution p, i.e.,
(a1, P),---,{q4, ). To do this, the server collects signals
from the users about their inputs and use them to generate
these estimates. Due to privacy concerns, the signal sent by
each user is generated via a local randomizer that outputs a
randomized (privatized) version of the user’s true input in
a way that satisfies LDP. The goal is to design a protocol
that enables the server to derive accurate estimates for its
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queries under the LDP constraint. This problem subsumes
a wide class of estimation tasks under LDP, including dis-
tribution estimation studied in [DJW13b, BS15, DHS15,
KBR16, BNST17, YB18, ASZ18] and mean estimation in
d dimensions [DJW13a, DJW13b].

Non-adaptive versus Adaptive Queries: In this work,
we consider two versions for the above problem. In the non-
adaptive (offline) version, the set of d queries qy, . .., qq are
decided by the server before the protocol starts (i.e., before
users send their signals). In this case, the set of d queries
can be represented as the rows of a matrix A € R?* that is
published before the protocol starts. In the adaptive version
of this problem, the d queries are submitted and answered
over d rounds: one query in each round. Before the start
of each round k € [d], the server can adaptively choose the
query qyj, based on all the history it sees, i.e., based on all
the previous queries and signals from users in the past k — 1
rounds. This setting is clearly harder than the offline setting.
Both distribution estimation and mean estimation over a
finite (arbitrary large) domain can be viewed as special
cases of the offline queries model above. In particular, for
distribution estimation, the queries matrix A is set to I 7, the
identity matrix of size .J (in such case, the dimensionality
d = J). For d-dimensional mean estimation, the columns of
A are viewed as the set of all realizations of a d-dimensional
random variable.

One of the main challenges in the local model is dealing
with high-dimensional settings (i.e., when d 2 n). Previous
constructions for distribution estimation [DJW13b, KBR16,
YB18, ASZ18] and mean estimation [DJW13b] suffer from
an explicit polynomial dependence on the dimensions in the
resulting Lo estimation error.

In this work, we address this challenge and give new con-
structions for large, natural families of offline linear queries
that subsumes the above estimation problems. The resulting
Lo estimation error! has no dependence on d in the high-
dimensional setting and depends only sub-logarithmically
on J. We also consider the adaptive version of the general
linear queries problem, and give a new protocol with opti-
mal L, error (which is a more natural error criterion in the
adaptive setting). We discuss these results below.

1.1 Results and comparison to previous works

The accuracy guarantees of our e-LDP protocols are sum-
marized in Table 1.

General offline linear queries: We assume that the Lo
norm of any column of the queries matrix A € R%* is
bounded from above by some arbitrary constant > 0. We

'In this work, we consider the true population risk not the
empirical risk. We refer to it as the estimation error and sometimes
as the true error.

note that this is weaker assumption than assuming that the
spectral norm of A (largest singular value) is bounded by
r. For any r > 0, let Co(r) denote the collection of all ma-
trices in R4*” satisfying this condition. We design e-LDP
protocol that given any queries matrix A from this family,
it outputs an estimate for Ap with nearly optimal L esti-
mation error (see Section 2.2.1 for the definition of the Lo
estimation error). As noted earlier, the resulting Lo estima-
tion error does not depend on d in the high-dimensional set-
ting: in particular, in the case where n < d2/log(J) (which
subsumes the high-dimensional setting when log(J) < d).
This improves over the upper bound in [DJW13b, Proposi-
tion 3] achieved by the ball sampling mechanism proposed
therein. The near optimality of our protocol follows from
the lower bound in the same reference (see Table 1). To
construct our protocol, we start with an (e, 6)-LDP protocol
that employs the Gaussian mechanism together with the
projection technique similar to the one used in [NTZ13] in
the centralized model of differential privacy. We show the
applicability of this technique in the local model. Next, we
transform our (¢, d)-LDP construction into a pure e-LDP
construction while maintaining the same accuracy (and the
same computational cost). To do this, we give a technique
based on rejection sampling ideas from [BS15, BNS18]. In
particular, our technique can be viewed as a simpler, more
direct version of the generic transformation of [BNS18]
tuned to the linear queries problem. For this general set-
ting, we focus on improving the estimation error. We do
not consider the problem of optimizing communication or
computational efficiency. We think that providing a succinct
description of the queries matrix (possibly under more as-
sumptions on its structure) is an interesting problem, which
we leave to future work.

Distribution estimation: For this special case, we extend
the Hadamard-Response protocol of [ASZ18] to the high-
dimensional setting. This protocol enjoys several computa-
tional advantages, particularly, O(log(.J)) communication
and running time for each user. We show that this protocol
when combined with a projection step onto the probabil-
ity simplex gives Lo estimation error that depends only
sub-logarithmically on .J for all n < J?/log(J). The re-
sulting error is also tight up to a sub-logarithmic factor in
J. We note that the Ly error bound in [ASZ18] is appli-
cable only in the case where n > J/e2. Our result thus
shows the possibility of accurate distribution estimation un-
der the Lo error criterion in the high-dimensional setting.
Our bound also improves over the bound of [ASZ18] for

alln < %. To the best of our knowledge, existing
results do not imply Lo error bound better than the trivial
O(1) error in the regime where n < . It is worthy to
point out that the Lo error bound of [ASZ18] is optimal
only when n > J2/e%. Although this condition is not ex-
plicitly mentioned in [ASZ18], however, as stated in the

same paper, their claim of optimality follows from the lower
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Upper bound

Problem/Error metric (This work)

Upper bound

(Previous work) Lower bound

General offline queries
(L2 error)

log(J) log(n)

remin ( ( )",

1
ne?

)1/4 d

ne2

ne2 )

r-min((

([DJW13b, Prop. 3])

)

ne2

)

[DJW13b, Prop. 3]

Distribution estimation
(L2 error)

log(J)
’Vl€2

J
ne?

min ( (122",

_J_
TLE2

[ASZ18, Thm. 3]

min ()", \/322)

(IDJW13b, YB18])

)

General adaptive queries
(L error)

r c2dlog(d)
n

[ 2
c2dlog(d)
r n

([DIW13Db, Prop. 4]
for offline queries)

Table 1: Error bounds for the proposed e-LDP protocols with comparison to previous results. Since the error in each case
cannot exceed the trivial error r, each upper bound should be understood as the min of the stated bound and 7.

bound in [YB18]; specifically, [YB18, Theorem IV]. From
this theorem, it is clear that the lower bound is only valid
when n > const. ‘E]—j Hence, our bound does not contra-
dict with the results of these previous works. We also note
that the idea of projecting the estimated distribution onto
the probability simplex was proposed in [KBR16] (along
with a different protocol than that of [ASZ18]). Although
[KBR16] show empirically that the projection technique
yield improvements in accuracy, no formal analysis or guar-
antees were provided for the resulting error in this case.

Note that the Lo estimation error bounds in the previous
works were derived for the expected Ls-squared error, and
hence the expressions here are the square-root of the bounds
appearing in these references. Moreover, we note that
our bounds are obtained by first deriving bounds on the
Lo-squared estimation error, which then imply our stated
bounds on the Lo error. Hence, squaring our bounds give
valid bounds on the Lo-squared error.

Adaptive linear queries: We assume the following con-
straint on any sequence of adaptively chosen queries
(d1, *)y-..,{qq, -): foreach k € [d], ||Qrllec < r for
some r > 0. That is, each vector q defining a query has
a bounded L., norm. Unlike the offline setting, since the
sequence of the queries is not fixed beforehand (i.e., the
queries matrix A is not known a priori), the above L., con-
straint is more natural than constraining a quantity related to
the norm of the queries matrix as we did in the offline setting.
Forany r > 0, we let Qoo (r) = {{(q,") : |ldllec < 1}, ie.,
Qo (r) denote the family of all linear queries satisfying the
above constraint. In this setting, we measure accuracy in
terms of the true L., error; that is, the maximum true error

}cna[méﬂyk — {(qg, p)|in any of the estimates {yy : k € [d]}
€

for the d queries. (See Section 2.2.2 for a precise definition).

We give a construction of e-LDP protocol that answers any
sequence of d adaptively chosen queries from Q.. (7). Our
protocol attains the optimal L., estimation error. The opti-
mality follows from the fact that our upper bound matches
a lower bound on the same error in the non-adaptive set-
ting given in [DJW13b, Proposition 4]. In our protocol,
each user sends only a constant number of bits to the server,
namely, O(log(r)) bits/user. In our protocol, the set of
users are partitioned into d disjoint subsets, and each subset
is used to answer one query. Roughly speaking, this parti-
tioning technique can be viewed as some version of sample
splitting. In contrast, this technique is known to be sub-
optimal (w.r.t. the L, estimation error) in the centralized
model of differential privacy [BNS™T16]. Moreover, given
the offline lower bound in [DJW13b], our result shows that
adaptivity does not pose any extra penalty in the frue L
estimation error for linear queries in the local model. In
contrast, it is still not clear whether the same statement can
be made in the centralized model of differential privacy.
For instance, assuming ¢ = ©(1) and n. > d*/2, then in
the centralized model, the best known upper bound on the
true L, estimation error for this problem in the adaptive
setting is ~ d'/*/\/n [BNST16, Corollary 6.1] (which
combines [DMNSO06] with the generalization guarantees
of differential privacy). Whereas in the offline setting, the

true L, error is upper-bounded by ~ 4/ @ (combining
[DMNSO06] with the standard generalization bound for the
offline setting). There is also a gap to be tightened in the
other regime of n and d as well. For example, this can
be seen by comparing [BNS™ 16, Corollary 6.3] with the
bound attained by the private multiplicative weights algo-
rithm [HR10] in the offline setting.
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2 Preliminaries and Definitions

A more detailed version of this section is provided in the
attached full version.

2.1 (e, d)-Local Differential Privacy

In the local model, an algorithm A can access any entry
in a private data set D = (vy,...,v,) € J™ only via a
randomized algorithm (local randomizer) R : J — W.
Such algorithm A satisfies (e, §)-local differential privacy
((e, 6)-LDP) if the local randomizer R satisfies (¢, d)-LDP
defined as follows.

Definition 2.1 ((¢,6)-LDP). A randomized algorithm R :
J — W is (e, 6)-LDP if for any pair v,v’ € J and any
measurable subset O C W, we have

;I_E[R(v) € 0] < eE;I_z[’R(v) € 0]+,

where the probability is taken over the random coins of R.
The case of § = 0 is called pure e-LDP.

2.2 Accuracy Definitions
2.2.1 Offline queries

For the non-adaptive (offline) setting, we measure accuracy
in terms of the worst-case expected Ls-error in the re-
sponses to d queries. Let p € Simplex(.J) be any (unknown)
distribution over a data domain 7 = [J], where Simplex(.J)
is the probability simplex in R/ defined as Simplex(.J) =

(e ooy 0w €11, 1)

J
Let D denote the set of users’ inputs {v; : ¢ € [n]} that
are drawn ii.d. from p. For any r > 0, let C3(r) =
{A=T[a; ... aj] e R/ : |lalz < r};thatis, Co(r) de-
note the family of all matrices in R%*” whose columns lie
in BY(r) (the d-dim Ly ball of radius 7). Let A € Co(r)
be a queries matrix whose rows determine d offline linear
queries. An (e, d)-LDP protocol Prot describes a set of
procedures executed at each user and the server that even-
tually produce an estimate y € R¢ for the true answer
vector Ap € RY subject to (e, §)-LDP. Let Prot(A, D)
denote the final estimate vector ¥ generated by the pro-
tocol Prot for a data set D and queries matrix A. The
true expected Lo error is defined as errpror, 1., (A; p™) S

E [|IProt(A, D) — Ap||2] ,where the expectation
Prot, D~p™

is taken over the randomness in D and the random coins of
the protocol.

True error: The worst-case expected Lo-error (with re-
spect to worst-case distribution and worst case queries ma-
trix in Co(r)) is defined as errpror, 1., (Ca(7),n) =

[[[Prot(A; D) — Apl|2]

ey

sup sup E
A€Cy(r) peSimplex(J) Prot, D~pn

sup sup E

Empirical error: Sometimes, we will consider the worst-
case empirical Ly error of an LDP protocol. Given any
data set D € [J]", let p(D) € Simplex(J) denote the
histogram (i.e., the empirical distribution) of D. The worst-
case empirical Ly error of an LDP protocol Prot is defined
as elTprot, 1, (C2(r),n) =

sup sup E [||Prot(A; D) — Ap(D)|l2] (2

A€eCy(r) DelJ]n Prot

Note the expectation in this case is taken only over the
random coins of Prot.

Optimal non-private estimators for offline linear
queries The following is a simple observation that fol-
lows well-known facts in statistical estimation.

5 r
sup sup E A p D) — Ap ) é T
A€Cy(r) peSimplex(J) D~pP" [H ( ) ” } \/ﬁ
3)
Note: Given (3), if we have an LDP protocol Prot that has

worst-case empirical Ly error «, then such a protocol has
T
worst-case true Lg error errpyor 1, (C2(r),n) < a + T

2.2.2 Adaptive queries

Forany r > 0, we let Qoo (r) = {{q, ") : ||dllcc < 7} 1€,
Q. (1) denote the family of all linear queries described by
vectors in R’ of L., norm bounded by r. In the adaptive
setting, we consider the worst-case expected L, error in
the vector of estimates generated by a LDP protocol for any
sequence of d adaptively chosen queries q1, ...,qq € Qoo-
We define the worst-case L, error of a protocol Prot as
€ITProt, Lo (Qoo (T)v da ’ﬂ) =

max | Prot™®) (D) — di, P
P adaptive strategy Prot, D~p™ | k€[d] ‘ ( ) < ’ >‘ ’
for qi,...,qd

“

where Prot(k)(D) denotes the estimate generated by the
protocol in the k-th round of the protocol.

2.3 Geometry facts

Let B{ denote the unit L; ball in R”. A symmetric convex
polytope L C R? of .J vertices that are represented as the
columns of a matrix A € R%* is defined as L = AB{ =
{y € R?:y = Ax for some x € R with ||x||; < 1}.

The following fact is a direct consequence of standard re-
sults in convex geometry (see the attached full version for
details).

Fact 2.2. Let L C R? be a symmetric convex polytope of J
vertices {a; }3-]:1, andlety € L andy = y + z for some
z € RL Lety = argmingey, |w — ¥||3. Then, we must
have

v — y||? < 4max|(z, a;)|.
I = Y15 < 4maxl(z, a,)
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3 LDP Protocols for Offline Linear Queries

In this section, we consider the problem of estimating d
offline linear queries under ¢-LDP. For any given r > 0,
as discussed in Section 2.2.1, we consider a queries matrix
A€, (’I")

As a warm-up, in Section 3.1, we first describe and analyze
an (e, §)-LDP protocol. Our protocol is simple and is based
on (i) perturbing the columns of A corresponding to users’
inputs via Gaussian noise and (ii) applying a projection
step, when appropriate, to the noisy aggregate similar to the
technique of [NTZ13] in the centralized model. This projec-
tion step reduces the error significantly in the regime where
n < d?/log(J). In particular, in such regime, our protocol

1/4
yields an Ls error ~ r (@) , which is within a factor

of log!/*(J) from the optimal error. Adoption of all pre-
viously known algorithms (particularly, the ball sampling
mechanism of [DJW13b]) do not provide any guarantees
better than the trivial error for that problem in the regime
where n < d.

In Section 3.2, we give a construction that transforms our
(e, ) algorithm into a pure e-LDP algorithm with essentially
the same error guarantees. Our transformation is inspired by
ideas from [BS15, BNS18]. In particular, [BNS18] gives a
generic technique for transforming an (e, 4)-LDP protocol
to an O(€)-LDP protocol. Our construction can be viewed
as a simpler, more direct version of this transformation for
the case of linear queries.

3.1 (e,9) LDP Protocol for Offline Linear Queries

We first describe the local randomization procedure R &2
carried out by each user ¢ € [n]. The local randomization is
based on perturbation via Gaussian noise .

Algorithm 1 R%2U: (¢, §)-Local Randomization of user
i€ n]
Require: Queries matrix A € Cy(r), User ¢ input v; € [J],
privacy parameters €, d.
1: return y; = a,, + z; where z; ~ N(0, 0%I;) where
a,, is the v;-th column of A, 02 = 27?2 l"giiﬁ/‘”, and
I; denotes the identity matrix of size d.

The desciption of our (¢, d) protocol for linear queries is
given in Algorithm 2.

We now give the privacy and accuracy guarantees of our
protocol.

Theorem 3.1. Algorithm 1 is (¢, §)-LDP.

The proof follows directly from standard analysis of the
Gaussian mechanism [DKM106, NTZ13].

Theorem 3.2. The worst-case Lo error of Algorithm 2

Algorithm 2 Protg,,ss: (€, 9)-LDP protocol for answering
offline linear queries from Ca(r)

Require: Queries matrix A € Cy(r), Users’ inputs {v; €
[J] : i € [n]}, privacy parameters €, d.
1: for Users ¢ = 1ton do
2:  User i computes y; = R$2U5(v;) and sends it to the

server.

3: end for

4: Server computesy = = > |y

5:ifn < geioig(/ ‘]S)) then

6§ =argmingapy |[w — ¥||3 where By is the unit
Ly ball in R.

7: else

8 y=y

9: end if

10: return y.

n) is upper-bounded by
2 dlog(2/3) )

ne?

errPrOtGausm Lo (C2 (T)7

i << 32 log(J) log(2/0) ) 1/4 |

ne?

where eTTprote, ., Ly (C2(T), ) is as defined in (1).

Proof. Fix any queries matrix A € Cy(r). Lety = Ap
where p =1 37" | e,, is the actual histogram of the users’
data set (here, e; € R’ denotes the vector with 1 in the

t-th coordinate and zeros elsewhere). First, consider the
d”log(2/6 ~ _
ﬁg{]; Note that y = y, and hence
y — y is Gaussian random vector with zero mean and co-
. . 2 . . . .
variance matrix -1 ;. Hence, in this case, it directly follows

,/02d /2dlog(2/8)
nez I

n) is the worst-case empirical

case where n >

that ért CITProtg,yes, L2 CQ

where €ITpyotc, ., Lo (Cg( )
error as defined in (2).

d? log(2/96)
8¢2 log(J) "
the projection of ¥ on the symmetric convex polytope ABY,
then by Fact 2.2, it follows that

Next, consider the case where n < Since y is

v — vI|I2 < 4max|(y — a;)l.
Iy —ylz < jem|<y Yy, a;)|

Hence, we have

Fivrotens, 1a (Calr)m) < 2, [E [max|<y y, aj>|} .
JE[J]

As before, note thaty —y ~ N (0, %Hd). Note also that
llaj|l < r Vj € [J]. Hence, for each j € [J], (y —y, a;)
is Gaussian with zero mean and variance < r%o?/n. By
standard bounds on the maximum of Gaussian r.v.s (e.g.,
see [Rigl5]), we have

E (5 -, a7l <72 oot 1ogC/8]

J€lJ] ne2
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Hence, in this case, we have

1/4

it 1:(Colr),n) < (IO
ne

Putting the two cases above together, we get that

€TTProteaes, Lo (C2(), 1) is upper-bounded by the expression

in the theorem statement. From (3) in Section 2.2.1 (and the

succeeding note), we have

CITProtgayss, Lo (C2 (7‘), n) < e/ﬁ.PrOtGaussy Lo (CQ (7"), n)—f—r/\/ﬁ.

Note that the r//n term above is swamped by the bound
on e/r\rPrOtGauss; Ls (C2 (T), n)

O

3.2 (e, 0) LDP Protocol for Offline Linear Queries

In this section, we give a pure LDP construction that
achieves essentially the same accuracy (up to a constant fac-
tor of at most 2) as our approximate LDP algorithm above.
Our construction is based on a direct transformation of the
above protocol into a pure LDP one. Our construction is in-
spired by the idea of rejection sampling in [BS15, BNS18].

In our construction, we assume that ¢ < 12. For any a € R4,
let f, denote the probability density function of the Gaus-
sian distribution N (a, 02 I;) where 0 = 412 10%#. (Note
that the setting of o2 is the same setting for the Gaussian
noise used in Algorithm 2 with § ~ 1/n?.)

In Algorithm 3, we describe the local randomization proce-
dure R?ejsamp executed independently by every user i € [n].
Then, we describe our e-LDP protocol for offline linear
queries in Algorithm 4.

The privacy and accuracy guarantees are given by the fol-
lowing theorems.

Theorem 3.3. Algorithm 3 is e-LDP.

A detailed proof is provided in the attached full version.
We give here a high-level idea of the proof technique. To
show that R; is e-LDP, it suffices to show that for any
v,v" € [J],any b € {0,1}, wehave P [B; =0 <

R?ejSamp(v)
e P [B; = b]. We start by defining “good” event
R?ejSamp(’U/)
L d. 1 fa, () e/t e/t
Good;(v) £ {y ERT: 57 € [, S }} Note
that by the standard analysis of the Gaussian mechanism, we

have P[y; ¢ Good;(v)] < 1/n?, wheny; ~ N (0, o?).
We then proceed to obtain upper and lower bounds
on P[B; =] in terms of P [B; = b| y; € Good;(v)] and
Ply; ¢ Good;(v)].

[6_;/4, 662/4] and the latter is bounded by 1/n?, we can

bound the aforementioned ratio by e°.

Since the former always lies in

This is not a loss of generality in most practical scenarios
where we aim at a reasonably strong privacy guarantee.

Algorithm 3 R?ejsamp: e-Local Randomization of user i €
[n] based on rejection sampling

Require: Queries matrix A € Cy(r), User ¢ input v; € [J],
privacy parameter e.
1: Geta,,: the v;-th column of A.
2: Sample a Gaussian vector y; ~ N (0, o? ]Id), where
2:=4r? M.
€

o

3: Compute (scaled) ratio of the two Gaussian densities
fa“i and fo at 5’1 LM = % f;gl(;):;) .

4 if m; € [, €5°] then

5 Sample a bit B; ~ Ber(n;)

6: else

7. Let Bz =0

8: end if

9: if B; =1 then

10:  return y;

11: else

12:  return | {The output in this case indicates that user
i is dropped out of the protocol. }
13: end if

Theorem 3.4. Suppose n > 120. Then, Pro-
tocol  Protrejsamp (Algorithm 4) has Lo  error
€ITProtgesamp, L (C2(T), 1) that is upper bounded as

1/4
- min <<280 log(J) log(n)> ’

ne2

10dlog(n)>

ne2

where ertprotp o, Lo (C2(7), 1) is as defined in (1).

The detailed proof is provided in the attached full version.
The high-level idea of the proof can be described as follows.
We first show that the number of users who end up send-
ing a signal to the server (i.e., those users with B; = 1)
is at least a constant fraction of the total number of users
(Z n/4). Hence, the effective reduction in the sample size
will not have a pronounced effect on the true error (it can
only increase the true expected Lo error by at most a factor
< 2). Next, we show that conditioned on B; = 1, the signal
generated by an active user via the pure € local randomizer
RRI52MP i identically distributed to (hence, statistically
indistinguishable from) the signal that could have been gen-
erated if this users has used the Gaussian local randomizers
RZ-G*’”SS (Algorithm 1). This allows us to show that the Lo
error resulting from Algorithm 4 is essentially the same as
the one resulting from Algorithm 2.

3.3 On Tightness of the Bound

The above bound (Theorem 3.4) is tight up to a factor
~ (log(J) log(n))l/ *. In particular, one can show a lower

bound of min (nl/ﬁ\/g, \/ n‘;) on the L error. We note
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Algorithm 4 Protrejsamp: €-LDP protocol for offline linear
queries from Cs(7)

Require: Queries matrix A € Cy(r), Users’ inputs {v; €
[J] : @ € [n]}, privacy parameter €.
for All users i € [n] such that RF9**™ () # 1 do
Lety; = R?ejsamp(vi) and send y; to the server.
end for
Server receives the set of responses {y;}7 ;, where
is the number users whose response # L.
Server computes § = + Zj;l %
7‘;1‘1@(2) then
Y = argmingeapy [[W — ¥|/2 where B{ is the unit
Ly ball in R,
8: else
9 y=Yy
10: end if
11: return y.

A

o

6: ifn <

that it would suffice to show a tight lower bound on the min-
imax Lo error in estimating the mean of a d-dimensional
random variable with a finite support in Bg(7"). Such lower
bound follows from the lower bound in [DJW13b, Propo-
sition 3]. Tightening the remaining gap between the upper
and lower bounds is left as an open problem. We conjecture
that the log!/* (J) factor in the upper bound is necessary.

4 (¢,0)-LDP Distribution Estimation

In this section, we revisit the problem of LDP distribution
estimation under Lo error criterion. First, we note that this
problem is a special case of the linear queries problem,
where the queries matrix A = 1, i.e., the identity matrix of
size J. Therefore, our results in Section 3 immediately give
an upper bound on the L error in this case. However, in our
protocol Protrejsamp, both communication complexity and
running time per user would be 2(J) in this case, which
is prohibitive when J is large since the users are usually
computationally limited (compared to the server). Our goal
in this section is to have a construction with similar error
guarantees but with better communication and running time
at each user.

In the low-dimensional setting (n > J/€?), [ASZ18] give a
nice construction (the Hadamard-Response protocol) whose
L, error is O(\/i ). In this protocol, both communication
and running time at each user are O(log(J)). Also, the
running time at the server is O(n + J) (which is signifi-
cantly better than the naive O(n J) running time). We show
that this protocol can be extended to the high-dimensional
setting. In particular, we show that, when n < %,
projecting the output of the Hadamard-Response protocol

1/4
onto the probability simplex yields Lo error < (IO%&) ,

€“n

which is tight up to a factor of (log(J ))1/ * given the lower
bounds in [DJW13b, YB l 8]. This improves the bound of
[ASZ18] forall n < Tg(J)
knowledge, existing results do not imply L5 error bound bet-
ter than the trivial O(1) error in the regime where n <

~N €2

Moreover, to the best of our

Hadamard-Response Protocol of [ASZ18]: In the at-
tached full version, we give a brief description of this pro-
tocol for completeness. Due to limited space, we only give
here the relevant facts about this protocol, which we de-
note as Protyr: (i) Protyg is e-LDP. (ii) Protyr requires
O(log(J)) bits of communication per user, and the run-
ning time at each user is also O(log(.J)). (iii) The running
time at the server is O(n + .J). (iv) When n > .J /€2 (low-
dimensional or large sample setting), then for any true distri-
bution p € Simplex(J), Protygr outputs an estimate p for p
satisfying: E

P J
- = - |. Follow-
Protyr, D~p™ Hlp pHQ] o (\/2) ollow

ing the steps of this protocol, one can show the following
fact (see the attached full version for details).

. 2
Fact4.1. Let0?> =4 (Zii) . Each of the J components

— . 2 . .
of p—p is Z-subGaussian random variable.
n

(See the Preliminaries section of the full version for a formal
definition of subGaussian random variables).

We now describe Protpygr (Projected Hadamard-Response)
Protpyg has the same computational advantages of Protyg.

Algorithm 5 Protpyr: e-LDP protocol for distribution esti-
mation
Require: Data set of users’ inputs D = {v; € [J] : i €
[n]}, privacy parameter .
1: p « Protyr(D, €)
2: p=arg mianSimplex(J) ||W - p”%
3: return p.

Note that Protpnyrg is e-LDP since Protyg is e-LDP .
Theorem 4.2. Letc, 2 < “

. Protppr has Lo error

eTTProtonr, Lo (1) = SUP [[[Protpur(D) — pll2]

E
p Protpur, D~p™

that is upper bounded by

. <<25603 log(J))1/4 4cgj>
min _— A — .
n n

Proof. Fix any p € Simplex(J) as the true distribution.

2
41 J?
First, consider the case where n > ( - 1) ToToa(7) " Note

that in this case the bound follows from [ASZ18] (since the
projection step cannot increase the Ly error).

2
+1 J?
Next, we consider the case where n < (CE 1) T6log(7) "

Note that the symmetric version of the polytope Simplex(.J)
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is the L, Ball BY. Let p* = argminycss |w — p2.

Fact 2.2 tells us that |[p* — p||5 < 4m%|<p - p, &),
JEl-

where e; € R” denotes the vector with 1 in the j-th coordi-
nate and zeros elsewhere. Now, as defined in Protppyg,
let p = arg HlinwESimpIex(J) HW - f)”% Since p €
Simplex(.J), then for the special case where the symmetric
polytope is BY, we always have ||p — p||, < |[[p* — pll,-
This is because p* — p in this case can be written as the sum
of two orthogonal components : (p* —p) + (p—p).
Hence, Fact 2.2 implies that ||p — p||3 < 4r_relzﬁ|<f) —
J

p, €;)|. By Fact 4.1, for every j € [J], (P — p, e;) is
%-subGaussian. Thus, by using the standard bounds on the
maximum of subGaussian r.v.s (see [Rig15, Theorem 1.16]),

we have E [||f) — p||§] </ 258¢c loslJ) C?nlog(‘]).

Protpyr, D~p™

5 ¢-LDP for Adaptive Linear Queries

‘We now consider the problem of estimating a sequence of
d adaptively chosen linear queries qy, . .., qq4 from Q. ()
over unknown distribution p € Simplex(.J). We measure
accuracy in terms of the L, estimation error in the d queries
as defined in (4) in Section 2.2.2.

We give a construction of e-LDP protocol that yields the
optimal L, error. The optimality follows from the fact that
our upper bound matches a lower bound on the same error
in the weaker non-adaptive setting, which follows from the
lower bound in [DJW13b, Proposition 4]. Moreover, in our
protocol each user sends only O(log(r)) bits to the server.
In our protocol, the set of users are randomly partitioned into
d disjoint subsets before the protocol starts, and each subset
is used to answer one query. Assignment of the subsets
to the queries is fixed before the protocol starts. Roughly
speaking, this partitioning technique can be viewed as sam-
ple splitting. This avoids the trap of overfitting a query
to the data samples it is evaluated on. In the centralized
model, sample-splitting is generally sub-optimal. Our result
shows that for adaptive linear queries in the local model,
this technique is optimal.

The description of the protocol is given in Algorithm 6.
Theorem 5.1. Algorithm 6 is e-LDP.

Proof. Fix any user ¢ and any choice of j; = k € [d].
Observe that user ¢ responds only to a single query: the
k-th query. First, note that ¢. > 1 and |qx| < r. Hence,

1 (1 + w) and § (1 — %) in Step 4 are legitimate
probabilities. Observe that for any pair v;, v} € [J],

P [fk,i = cer]| vi] o, 4 arv:)

r

c+1 .
= =€
ce — 1

P [Z:/kz = CET‘| v;] o ce + ak (v))

r

Algorithm 6 Protagsamp: €-LDP protocol for adaptive lin-
ear queries from Q. (7)
Require: Data set D = {v; € [J] : i € [n]}, privacy
parameter ¢, d adaptive queries from Q. (7) .
1: Each user ¢ € [n] gets independently assigned (by itslef
or via the server) a random uniform index j; < [d].
2: for k=1,...,ddo
3:  for all users i such that j; = k£ do
4: User 7 receives query qy, responds with gy, ; gener-
ated as follows:

1+ ak (vi)

~ CeT w.p.
Yk,i=

Nl N

1 — ar(vi)

CeT

—CeT WP

where ¢, = if}

5:  end for

6:  Server computes an estimate g, = i Dijimk b
where i, = [{i € [n] : j; = k}| is the number of
active users in round k.

7:  Server chooses a new query qx+1 € Qoo (7)

8: end for

9: return Estimated vectory = (91, ..., ¥d)-

We can bound the ratio of the probabilities for the case of
Uk,i = —Ce T in a similar fashion. O

Theorem 5.2. Suppose n > 8d log(n). Then, Protadgsamp
satisfies the following accuracy guarantee for any sequence
di,---,dd € Qoo (1) of adaptive linear queries

Zdlog(d
€MTprotasnny. Lo (Qoo (1), dy1) < 47 ETg()’

where erTprotyys,ny, Loo (Qoo(T), d; 1) is as defined in (4).

Moreover, this bound is optimal.

The proof of the above theorem is provided in the attached
full version. Given the offline lower bound in [DJW13b],
this result shows that adaptivity does not pose any extra
penalty in the true L, error for linear queries in the local
model. In contrast, it is still not clear whether the same state-
ment can be made about linear queries in the centralized
model. For instance, assuming ¢ = ©(1) and n > d3/2,
then in the centralized model, the best known upper bound
on the true L., estimation error in the adaptive setting is
~ d'/*/\/n [BNST16, Corollary 6.1] (which combines
[DMNSO06] with the generalization guarantees of differen-
tial privacy). Whereas in the offline setting, the frue L, er-

ror is upper-bounded by ~= 4/ @ (combining [DMNSO06]
with the standard generalization bound for the offline set-
ting). There is also a gap to be tightened in the other regime
of n and d as well. This, for example, can be seen by com-
paring [BNS™ 16, Corollary 6.3] with the bound attained by
[HR10] in the offline setting.
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