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A Proof of Soundness

This Appendix is only for reviewing. If this is accepted, we will remove it, upload a preprint version with the
proof to arXiv. The article will refer to the preprint version.

‘We prove our main theorem (Theorem E), whose first item is TheoremEl The proof is close to a proof
of soundness of Hoare logic, with a few extra complications due to the presence of first-class functions. We
first prove a few lemmas related to LOOP (Lemma@), ITER (Lemma@), predicate call (Lemmas@and
[[4), and subtyping (Lemmal[T3). We often use Theorem [8]implicitly.

I| Lemma 11. Suppose IS satisfies
SiFISUSando T =S :{Y | 3x:int. @ Ax # 0} imply 6 : I =8 : {x:int>Y | @} (H.1)
forany Sy and S>. If

S1 FLOOPIS | S> (H.2)
o:I'E=S;: {xint>Y | @} (H.3)
theno :I' =S, : {T | 3x:int.9 Ax = 0}.

— Proof. By induction on the derivation of (H.2). We conduct the last rule that derives (H.2), which is either

(E-LCooprT)or[(E-LooP
! Case We have

S;=i>S (H.4)
i#0 (H.5)
SHIS|S (H.6)
S' - LOOPIS || S. (H.7)
From (H.4), (H.5), and (H.3), we have
c:T'E=S:{Y|3xint.p Ax#0} (H.8)

From (H.1), we have 6 : ' =8 : {x:int>1 | @}. Then, the goal from (H.7), (H.8), and IH.

! Case We have S; = 0>S,. The goal 6: I" = S, : {T | 3x:int.@ Ax = 0} follows from
*  [CemmaI0jand (H.3).

|
I| Lemma 12. Suppose
x1 ¢ frars(@) (H.1)
xa & fvars() (H.2)
Suppose also that
S| FISU Sy and 6’ : Tyxp:Tlist = S): {x:To>T | Ix:Tlist.@ Axy  xp = x} imply

o' : [ x:Tlist =55 : {¥ |3x:Tlist.¢ Axp = x} (H.3)

forany Sy, S5, and &' If
Si F ITERIS | S, (H4)
o: 'S {xTlist>Y | @} (H.5)

theno:I'l=8:{Y | 3x:Tlist.o Ax=[]}.

— Proof. By induction on the derivation of (H.4). We conduct case analysis on the last rule that derives (H.4),

which is either[(E-ITERNIL)|or[(E-ITERCONS )}
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! Case We have
Si=[>S$. (H.6)
The goal follows from[Cemma 10|and (H.5).
! Case We have
Si =V VoS (H.7)
ViSEIS| S (H.8)
VoS F ITERIS | 5. (H.9)
Therefore, from (H.7), (H.5), and[Cemma 10} we have
o:I'ES:{Y|IxTlist.pAx=V; =V} (H.10)

Therefore, we have ¢ : I' =8 : {Y | 3x:T list,x:T,x3:T list.9 Ax =x; sxo Ax; = Vi Axa = Va}

and hence

Olxy = Vo] : Lyxo:Tlist EVieS: {x:T>Y | Ix:Tlist.Q Ax=x; X2}

From (H.3) and (H.8), we have

o= W] i Mxp:Tlist =S {T | IxTlist.p Ax=1x,}.

From [CEmma 0} we have

o:T'EV,>8 : {x:T1list>) | IxTlist. 9 Ax=x}.

Knowing (H.2), we have
o: =SS {xTlist>T | ¢}

from (H.13). Now the goal follows from IH, (H.8), and (H.14).

I| Lemma 13. If

i #¥2
YTy Ti b @ s
YTy b @
IS): 1 > T
For any V|,V», 0,
ifVict IS Vot and
oyl EVick {yiTivk [y =yiAei}
then 6 :y|:Ty EVavi: {y:Doi| ¢}

then I' =Yy Ty, y1:T1,y2: 1.y = yi A@ Acall((IS),y|) =y» = @ foranyI.

— Proof. By the definition of the semantics of call.
I| Lemma 14. If

V11>ZH—ISUV2|>1
V11T1
V21T2

(S): T —» T,

then I |= call({IS),V\) =V, forany T.

(H.11)

(H.12)

(H.13)

(H.14)

(H.1)
(H.2)
(H.3)
(H.4)

(H.5)

(H.1)
(H.2)
(H.3)
(H.4)



34 Yuki Nishida et al.

— Proof. By the definition of the semantics of call. |

I| Lemma 15. If

I'-o <P, (H.1)
o:I'ES: P (H.2)
theno:I'=S: &,.
— Proof. Straightforward from [Definition 4}
a

I| Theorem 16 (Soundness). The following two statements hold.

(1) If
I'-® IS ® (H.T)
SIFIS S, (H.2)
c:TES P (H.3)

theno :I' =Sy : Os.

(2) If
'@ 1P, (H.4)
SIFILS, (H.5)
o:TE=S: 9 (H.6)

theno :I' =Sy : s.
— Proof. The proof is done by mutual induction on the given derivation of (H.1) and (H.4).

Case We have IS = {} and @; = &,. The last rule that is used to derive (H.2) is[(E-NOP)
Therefore, we have S1 = S,, which is followed by (H.3).

! Case We have

IS = {I';18'} (H.7)
reo1'e (H.8)
r-o'I1s o (H.9)

for some I’, IS', and @’. The last rule that derives (H.2) is Therefore, we have

SiEI'LS (H.10)
S'HIS | S, (H.11)

for some S’. Now we have
c:I'k=s:d (H.12)

by applying IH to (H.8), (H.10) and (H.3). Then, the goal follows by applying IH to (H.9), (H.11) and
(H.12).
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! Case We have
[ =DIPIS (H.13)
D ={xT>Y | ¢} (H.14)
D ={xT>Y'|¢'} (H.15)
CxeTH{Y | o}IS{Y'|¢'} (H.16)
for some IS, x, T, Y, Y, @, and (p’. The last rule that derives (H.5) is|(E-D1p)| Therefore, we have
S1=VpS) (H.17)
S, =VpnS) (H.18)
S| FIS| S, (H.19)
for some V, §7, and S5. By we have
olx—=V]:[,xTES {Y |} (H.20)
from (H.6), (H.14), and (H.17). By applying IH to (H.16), (H.19), and (H.20), we have
olx—=V]:IxTES:{Y|¢}. (H.21)
Therefore, 0 : I' =V S, : {x:T>1" | ¢’} follows from|(SEM-PUSH)|and (H.21).
! Case We have
[ = DROP (H.22)
P ={x:TeY | @} (H.23)
&, ={Y | Ix:T.0} (H.24)
for some x, T, ', and ¢@. The last rule that derives (H.5) is{(E-DROP)} Therefore, we have
Sl = VDSZ (H‘25)

for some V. From (H.6), (H.25), and|Lemma 10} we have 6 : I" =8, : {Y" | 3x:T.¢ Ax =V} and hence

o:I'=8,:{Y|3x:T.@} as required.

! Case We have

1 =DUP
D) = {x:TDY ‘ (P}
D ={X:ToxToY |QAX =x}
X ¢ dom(I",xToT)

for some x, X', T, T, and ¢. The last rule that derives (H.5) is|(E-DUP)| Therefore, we have

S1=Vp>S
S, =VpVpS

(H.26)
(H.27)
(H.28)

(H.29)

(H.30)
(H.31)

for some V and S. By (H.6), we have 6[x+— V] : I',x:T =S :{Y | ¢} and hence o[x — V|[x' — V] : [,x:
T.xX"T ES:{Y | ¢} Since clx = V]xX = V]: I'xT,X.T = ¢ = (¢ Ax=x'), we have 6[x —
VK —= V] :TxT,x"T =S:{Y | 9 Ax =x"}. Therefore, we have 6 : ' =8, : {Y | p Ax =x'} as

required.
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! Case We have
1 = SWAP (H.32)
& = {x:T>xT>Y | ¢} (H.33)
@, = {X:ToxTeT | ¢} (H.34)

for some x, x', T, T, and . The last rule that derives (H.5) is[(E-SWAP)| Therefore, we have

S| =VeV'sS (H.35)
S, =V'>oVeS (H.36)

for some V, V', and S. By (H.6), we have o[x+— V][x' — V'] : [,x:T,x:T =S : {T | ¢}. Since x # ¥/,
we have o[x' — V'|[x = V]: ' X:T,x.T =S: {Y | ¢}. Therefore, we have 6 : I' =S, : {Y | 9}.

Case We have

I =PUSHTV (H.37)
@ ={Y| ¢} (H.38)

Q) ={xT>Y |pAx=V} (H.39)
V:T (H.40)

x ¢ dom(I", T) (H.41)

for some x, T, T, @, and V. The last rule that derives (H.6) is[(E-PUSH)] Therefore, we have
S, =VeS. (H.42)
Toshow 6 : ' =Sy : {x:T>Y | o Ax =V}, it suffices to show o[x = V]: I, x:T =S : {T |pAx=V}

from|(SEM-PUSH)| which follows from ¢ : I' = S; : {1 | ¢}, (H41),and clx —» V]: [ ,x:T EF ¢ —
(pAx=V).

Case We have

[ =NOT (H.43)

@) = {x:intoT | @} (H.44)

@ = {¥:int> Y | Fxint. 9 A (x #O0AX =0Vx=0Ax =1)} (H.45)
X ¢ dom(I",x:int > T) (H.46)

for some x, X', and @. The last rule that derives (H.5) is either[(E-NOTT)| or [[E-NOTF)} We only show
the case of [E-NOTT)} [(E-NOTF)]is similar. In this case, we have

Sy =i>S (H.47)
i£0 (H.48)
S» =0pS. (H.49)
for some i and S. By (H.6), we have
olx—i:CxTES:{T]¢}. (H.50)
From[Cemma 10] we have
c:I'ES:{Y |IxT.oAx=i}. (H.51)

From i # 0, we have 0 : I' =S : {1 | 3x:T.¢ Ax # 0}. From (H.46), we have o[x' — 0] : I',x:T =
S:{Y | IxT.oAx#0}. From o[} — 0] : I, X:T = (GxT.o Ax#0) = Bx:T.o Ax#0AX =0),
we have 6[x' — 0] : I',x:T |=S: {Y | 3x:T.¢ Ax # 0Ax = 0}. Therefore, we have 0 : I" =05 : {x':
ToY |3x:T.¢ Ax#0AX =0}, whichis followed by 6 : I = 0>S: {x:ToT | IxT. @A ((x £0AY =
0)V (x=0Ax #1))} as required.



HELMHOLTZ: A Verifier for Tezos Smart Contracts Based on Refinement Types 37

! Case We have We have

= ADD (H.52)
@) = {x;:int>xp:int>1 | @} (H.53)

@) = {x3:int> Y | Ix;:int,xp:int. @ Axy +x2 = x3} (H.54)
x3 ¢ dom(I", x):int > xorint b T) (H.55)

for some x1, x2, x3, 1, and . The last rule that derives (H.5) is[(E-ADD)} Therefore,

S1=i1>ip>S (H.56)
S =0p3>S (H.57)
i +ia=1i3 (H.58)
for some iy, iz, i3, and S. By (H.6), we have
olxy = ii][x2 —ip] : Tyxpiint,xiint =5 :{Y | @}. (H.59)
From (H.55), we have
olx; = i1][xa = i2][x3 — i3] : Tyxp:int,x:int, x3:int = S: {Y | ¢}. (H.60)

From o[x; — i1][x2 — i2][x3 — i3] : T',x;:int,xp:int,x3:int = @ = @ Ax| +x2 = x3, we have
olx; — i1][xa = i2][x3 — i3] : Tyxprint,xoint,xsint =S {Y | @ Ax; +x2 = x3}. (H.61)

and therefore o[x; — ij][x2 — 2] : I xp:int,xp:int = i3> S {x3:int> 1 | @ Ax; +x2 = x3}. By
wehave 0: ' =i3>S: {x3:int>Y | 3x;:int,xp:int.@ Ax +x; = x3} as required.

! Case Similar to the case for[[RT-ADD)]

Case [RT-CAR)] We have

[=CAR (H.62)

& ={xT1 xThY | @} (H.63)

b, = {xl:Tl >T | dx:Ty x T, x: .o ANx = ()Cl,xz)} (H.64)
X1 #x2 (H.65)

x) ¢ dom(F,x:T|/><-?2> T) (H.66)

x2 ¢ dom(I",x:T{ x T ) (H.67)

for some x, x1, x2, Ty, T, ', and @. The last rule that derives (H.5) is[(E-CAR)] Therefore,

Si=WVi,W)>S (H.68)
S =ViS (H.69)
for some V1, V5, and S. By (H.6), we have
olx— WV, TxTixT =S:{Y | ¢} (H.70)
and hence
o:I'ES:A{Y |3xT x .o Ax= (V1,Va)}. (H.71)

o:I'ES:{Y|3xT1 xh.oAx= (Vi,Va)}implies 0 : I' = S: {T | 3x:Ty x T, x1:T1,x2: .0 Ax =
(X17)C2) Ax1=ViAxy = Vz}‘ Therefore, o : I” ): S: {T | E|X1:T1‘(E|XZT1 X Tz,xz:Tz.(P) Ax| = Vl}, which
implies o : I' =V >S: {Y | 3x:T) X Tr,x2:T>.¢} as required.
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! Case [[(RT-CDR)]  Similar to the case for[[RT-CAR)]
! Case Similar to the case for[(RT-PUSH)}
! Case Similar to the case for[(RT-PAIR)}
Case |(RT-IF)] We have
= IFIS, IS, (H.72)
@) = {xintsT | @} (H.73)
I'E{Y |Ix:int.p Ax#0} IS| P, (H.74)
I'H{Y |3x:int.p Ax=0} IS, P, (H.75)

for some IS, IS2, x, T, and @. The last rule that derives (H.5) is[(E-TED)] or [(E-TEF)} We conduct case

analysis.

: SCase For some i and S,
i£0
Sy =inS
SEIS | Ss.

From (H.6), (H.73), (H.77), and [Cemma 10] we have

o:I'E=S:{T|3xint.o Ax=i}.

From (H.76), we have

o:I'E=S:{Y|3xint.9p Ax#0}.

Then, the goal follows From IH and (H.74).
: SCase Similar to the case for[(E-TFT)}

! Case We have

I =L00PIS
@) = {x:int>Y | @}
@ ={T | Ix:int.@ Ax =0}

I'E{Y |3xint. o Ax#0} IS {x:int>Y | @}

S1 =irS

for some IS, x, 1, S, and ¢. By IH and (H.84), we have

For any §},85, if S FIS{ Shand o : T =S| : {T | Ix:int.@ Ax # 0},

(H.76)
(H.77)
(H.78)

(H.79)

(H.80)

(H.81)
(H.82)
(H.83)
(H.84)
(H.85)

theno: I =S5 : {x:int>Y | @}. (H.86)

Then, the goal follows from[Cemma 11} (H.5), (H.6), (H.81), (H.82) and (H.86).

Case Similar to the case for[[RT-IF)}
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! Case We have

I =1ITERIS (H.87)

@) = {x:T1list>1 | ¢} (H.88)

Oy ={Y | IxTlist.o Ax= [} (H.89)

[oxp:Tlist b {x:TeY | IxTlist.@ Ax; =xy =x}IS{Y | Ix:T list.¢ Axp = x} (H.90)
X1 # X (H91)

x1 ¢ dom(I",x:T1isteT) (H.92)

X ¢ dom(F,x:TTiED Y) (H.93)

for some IS, x, x1, x2, T, I, and @. From IH and (H.90), we have

For any S},85,0”, if S| FIS Sy and 6 : ", xp:T List =S| : {x1:T>Y | Ix:T 1list.9 Axy 1 xp =x},
then o' : [, xp:Tlist =S5 : {Y | Ix:Tlist. 9 Axa =x}. (H.94)

Then, the goal follows from[Cemma 12} (H.93), and (H.94).

Case Since the last rule that derive (H.5) is[(E-LAMBDA)] we have

[ =LAMBDAT; T» IS (H.95)

@ ={Y| ¢} (H.96)

Dy = {x:T) = oY | @ AVY Ty, y1:T1,y2:Th.y) =y1 A@p Acall(x,y]) =y: = @} (H97)
WO E{rhivt | Yy =y A@ IS {2 vt | @2} (H.98)

x ¢ dom(I", ) U{y1,¥},32} (H.99)

1 #N (H.100)

YTy F oo e x (H.101)

Sy = (IS) b8y (H.102)

for some IS, x, y1, ¥}, y2, Ti, T2, Y, @, @1, and ¢,. From IH and (H.98), we have
Forany V| ,V5,0, if Vip i IS | Vo i andO':y'I:Tl ):Vlbi : {yl:lei |y'1 :yl/\(pl},
then o :y|:T1 EVavi: {y:hot| ). (H.103)
By Cemma 13} (H.100), (H.101), (H.103), (H.91), and (H.92), we have
F,? EVYETLyeTL Ty =y A@rAcall((IS),y)) =y = ¢ (H.104)
and hence, from (H.6), (H.96), and (H.104), we have
o :T =S {Y | @AVYY:T T,y T Yy =y A@rAcall({IS),y)) =y2 = @}, (H.105)
By (H.99), and (H.105), we have
c:I'ES {T|3xTh —» Th.(pA
Yy T,yTL Ty = yi A@rAcall(x,y)) =y2 = @) Ax=(IS)}. (H.106)
Therefore, from[Cemma [0]and (H.106), we have

o:I'E{IS)pS):{xT1 > TH>T |oA
VYT YT,y Ty = yi A @ Acall(x,yy) =y2 = @2}

as required.
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! Case We have
I = EXEC (H.107)
D = {X1ZT| >xp:T) — T2I>T ‘ (p} (H.108)
Dy = {x3:To 1 | 3x1:T1,x2:T) = Th.@ Acall(xy,x;) =x3} (H.109)
x3 ¢ dom(I",x1:Ti o xp: T — T 1) (H.110)

for some x1, x2, x3, 71, T2, ¥, and ¢. Since the last rule that derives (H.5) is[(E-EXEC)] we have

S1=Vi>{IS)pS (H.111)
Sy =V,58 (H.112)
VibiF ISy Vst (H.113)

for some V1, V, IS, and S. By (H.6), (H.108), and (H.111), we have

o: I ): S: {Y [ x0T = H.(3x1:T1.9 Ax; = V) Axp = <1S>}. (H.114)
By[Cemma 4] (H.113), (H.105), and (H.51), we have
I,Y = call((IS), V) = V. (H.115)

Therefore, from (H.114), and (H.115), we have
o:I'ES:HY | Bx:T = L.3x1:T1.9 Axy = Vi) Axp = (IS)) Acall((IS),Vi) = Vo). (H.116)
From (H.110) and (H.116), we have 6 : I' =8 : {Y | 3x3:T5.(3x1:T1,x2:Ty — .9 Acall(xp,x;) =

x3) Ax3 = Vz} and hence o : I ': o>S: {x;:szY' | (Hxl:Tl,xzle —T.oAN call(xg,xl) :xg)} as
required.

Case [(RT-TRANSFERTOKENS)| We have
[ = TRANSFER_TOKENS T (H.117)
@) = {x;:T>xp:int>x3:address> 1 | @} (H.118)
@, = {x4:0peration> 1 | x;:T,xp:int,x3:address.¢ Axqy = Transfer(xj,x2,x3)}  (H.119)

x4 ¢ dom(I",x:T sz:in&;addresst) (H.120)

for some x1, x2, x3, x4, T, 1, and ¢. The last rule that derives (H.5) is|(E-TRANSFERTOKENS)} therefore

S| =Vrivas$ (H.121)
Sy = Transfer(V,i,a)>S (H.122)

for some V, i, a, and S. By (H.6), (H.118), and (H.121), we have
o:I'=8:{Y | Ixs:address.(Ixy:int.(3x;:T.9 Ax; = V) Axp =i) Axz =a}. (H.123)
By (H.120) and (H.123), we have
6:I' ES:{Y | Ixs:operation.(3x;:T,xp:int,x3:address.@ A
x4 = Transfer(x;,x2,x3)) Axg = Transfer(V,i,a)}. (H.124)

Therefore, we have

0 :I' =Transfer(V,i,a)>S: {xs:operation>Y | (3x;:T,x;:int,x3:address.@ A

x4 = Transfer(x;,x2,X3))}

as required.
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(E-MAPINIL)

[>V>SHEMAPIS \(V>S

VieSHISLV]6S  VoV@[V]|bS FMAPIS N, V/iS"

E-MAPICONS
Vi VooV SHMAPIS \ V' >S5 ( )

Fig. 14 Accumulating semantics of MAP

! Case We have

r'-o, <@ (H.125)
I't-o)<: @ (H.126)
I'to| 1, (H.127)

for some | and ®}. By[Lemma 15] (H.6), and (H.125), we have

c:T'ES : P (H.128)
By IH, (H.127), (H.5), and (H.128), we have

c:TES: P (H.129)

Then, the goal follows from[Cemma 13] O

B Soundness for MAP

Here, we show how to prove soundness of Mini-Michelson with MAP instruction. The goal of this section is
to show [Cemma 20} which is similar to[Cemma T]and[T2} Once we prove the property, it is straightforward
to modify

Unfortunately, however, cannot be shown similarly, called direct way here, to[Cemma 11]or
[[2] The main reason is that the pre-condition of [[RT-MAP)|is not a loop invariant. As a result, we cannot
apply an induction hypothesis during a proof in the direct way.

To solve the problem, we take an indirect way. Firstly, we give an alternative semantics, called
accumulating semantics, of MAP as|[Figure T4] where a resulting list is explicitly held in the second from the
top of the stack. Note that using the original semantics in the first premise is intentional, which minimizes
modification on the formalization. Next, we show [Cemma 18] which says that the accumulating semantics
can simulate the original semantics. At the same time, we show[Cemma 19] which is similar to
but for the accumulating semantics. The problematic condition 7/ = [] is dispelled into a stack in the

accumulating semantics. So,[Cemma 19|can be shown similarly to[Cemma IT|or[T2] Finally, we can show
ILemma 20| with lemmas shown.

I| Lemma 17 (Accumulator). If V>V, >S5 = MAPIS \ V'S, then there exists V" such that V' =V, @V"
and V>Vo>SHMAPIS \ V, @V > S for any Vs.

— Proof. The proof is done by induction on the given derivation. a

I | Lemma 18 (Accumulating semantics can derive a simulation of normal semantics). [fV>S; -MAPIS |}
S», then V> H >S) FMAPIS \ S>.

— Proof. The proof is done by induction on the given derivation. In the induction step, we can have the goal

by using Cemma 7] 0
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I| Lemma 19 (Soundness of accumulating semantics). Suppose IS satisfies
S| IS S5 and
o' : T xy:Tlist,y):Tlist =8 : {x1:T>Y | 3z:T list,7:Tlist. o Az=x; i xa A7 =yp} imply
o' : I xy:Tlist,yy:Tlist =85 : {y:T>Y | 3z:T list,7:Tlist. o Az=x2 A7 =y @[y(]}

(H.1)
forany S|, S, and &' If
S| FMAPIS N\, $» (H.2)
o:T S {zTlist>7:Tlist> Y | @} (H.3)
theno :T' =Sy {Z:Tlist>Y |IzTlist.9o Az =[]}
— Proof. The proof is done by induction on the given derivation of (H.2). |

I| Lemma 20 (Soundness of MAP). Suppose IS satisfies

S| IS S5 and
o' : [ xy:Tlist,y):Tlist =8 : {x:T>Y | 3z:T list,7:Tlist. @ Az=x i xa AZ =yp} imply
o' : T xp:Tlist,yy:Tlist =Sy : {y:TeY | 3zT list, 7 Tlist.9 Az=0AZ = @[y}

(H.1)
forany S|, S, and ' If
Si - MAPIS || S» (H.2)
o:TES :{zTlisteY | 37:Tlist. oA =[]} (H.3)
theno :T' =Sy : {Z:Tlist> T |3zT1list.9Az=[}.
— Proof. By (H.2), we have
S =V (H.4)
for some V and S}. So, we have
Ve[eS| FMAPIS \, S (H.5)
by[Cemma 18] Also, (H.3) turns into
c:T'EVeS) {zT1listeY |37:Tlist.onZ =}, (H.6)
and then we can have
o:T'EVe[pS): {zTlist>7:TlistoT | @}. (H.7)

Now the goal follows from[Cemma 19] given (H.1), (H.5), and (H.7). O



