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Optimization of Secure Wireless Communications
for IoT Networks in the Presence of Eavesdroppers

Sami Ahmed Haider, Muhammad Naeem Adil, MinJian Zhao

Abstract

The problem motivates this paper is that securing the critical data of 5G based wireless IoT network is of significant importance.
Wireless 5G IoT systems consist of a large number of devices (low-cost legitimate users), which are of low complexity and under
strict energy constraints. Physical layer security (PLS) schemes, along with energy harvesting, have emerged as a potential candidate
that provides an effective solution to address this issue. During the data collection process of IoT, PHY security techniques can
exploit the characteristics of the wireless channel to ensure secure communication. This paper focuses on optimizing the secrecy
rate for simultaneous wireless information and power transfer (SWIPT) IoT system, considering that the malicious eavesdroppers
can intercept the data. In particular, the main aim is to optimize the secrecy rate of the system under signal to interference noise
ratio (SINR), energy harvesting (EH), and total transmits power constraints. We model our design as an optimization problem
that advocates the use of additional noise to ensure secure communication and guarantees efficient wireless energy transfer. The
primary problem is non-convex due to complex objective functions in terms of transmit beamforming matrix and power splitting
ratios. We have considered both the perfect channel state information (CSI) and the imperfect CSI scenarios. To circumvent
the non-convexity of the primary problem in perfect CSI case, we proposed a solution based on the concave-convex procedure
(CCCP) iterative algorithm, which results in a maximum local solution for the secrecy rate. In the imperfect CSI scenario, we
facilitate the use of S-procedure and present a solution based on the iterative successive convex approximation (SCA) approach.
Simulation results present the validations of the proposed algorithms. The results provide an insightful view that the proposed
iterative method based on the CCCP algorithm achieves higher secrecy rates and lower computational complexity in comparison
to the other algorithms.

I. INTRODUCTION

IInternet of Things (IoT) has emerged as an integrated part of the present communication system and has tremendous
applications in security, logistics, quality control agriculture, etc. [1]-[3]. Wireless communication (e.g., wireless sensor network)
is one of the key enabling technologies of IoT as it plays a significant role in data collection at the nodes. Security of the
wireless medium is a great concern for communication systems because of their susceptibility to eavesdropping due to the
nature of the wireless medium and its inherent characteristics [4]. Traditionally, the wireless communication systems rely on
the application layer cryptographic algorithms for secure communication, however, due to the complexity of the encryption and
decryption algorithms and limited computational capabilities of the edge points, it might not be a suitable choice for IoT [5],
[6]. In order to cover the computational complexity of the conventional higher layered cryptographic algorithms, physical layer
security (PLS) algorithms have emerged as the potential solution. From the information theory perspective, PLS algorithms
are capable of ensuring secure communication by exploiting the characteristics of the wireless channel.

Massive IoT in 5G is possible with the advancements in low power efficient communicating devices. Energy harvesting
techniques, along with secrecy, will be a good choice for future IoT. Electromagnetic (EM) energy transfer techniques have
emerged as one of the potential research areas over the energy crises. Simultaneous wireless information and power transfer
(SWIPT) is a potential technique to overcome the bottleneck for providing sufficient power. In this method, the transmitter
collectively transmits the energy signal along with the information signal [7]-[10]. SWIPT has been recognized as a promising
technology to solve the energy scarcity problem in energy-constrained 5G wireless communication systems. The idea of SWIPT
was first proposed by Varshney in [11], in which he characterizes the rate-energy trade-off in a discrete memory-less channel.
Mainly there are two main techniques for the application of SWIPT, time switching (TS), and the power splitting (PS). In TS
technique, the receiver switches between the information decoding (ID) and energy harvesting (EH) at any time [12], [13],
while in the later the receiver splits the signal into two streams, such that a fraction p (0 < p < 1) of the received signal
power is used for information decoding while the remaining (1 — p) is used for energy harvesting, respectively [14], [15].

Focusing on this problem, secure communication in SWIPT systems has recently been pursued in a different context [16].
In SWIPT systems, we exploit the physical layer characteristics of the wireless channel such as fading and interference [17],
to counter eavesdropping and ensure secure communication. Energy harvesting systems, specifically focus on beamforming
with additional noise (AN) signal to ensure secure communication in wireless channels [18], [19]. Wyner first introduced the
concept of secrecy capacity in [20], in which he defined secrecy as the difference of mutual information between the legitimate
channel and the wire-tap channel. Most of the previous work done in secure beamforming SWIPT system broadcast channels
(BC) consider perfect channel state information (CSI) for the eavesdroppers (ED) as well as the users in the system [21]-[24].
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However, due to the practical limitations, such as the quantization errors, delay errors, and limited feedback channel capacity,
the transmitter is unable to get the perfect CSI. Recently, some potential work have been done, keeping into consideration the
imperfect CSI for eavesdroppers, for secure SWIPT beamforming system [25]-[29]. To be more specific, [28] maximize the
secrecy rate of the system model for SWIPT in the nonregenerative multi-antenna relay network with one energy receiver (ER),
one information receiver (IR) and one eavesdropper. The authors proposed a constrained convex-concave procedure (CCCP)
based on an iterative algorithm to maximize the secrecy rate and achieve a local optimum. Moreover, they proposed non-
iterative semidefinite programming (SDP) based suboptimal solution and closed-form suboptimal solution. In [30], the authors
proposed a suboptimal Gaussian randomization solution based on semidefinite relaxation (SDR) upper and lower bounds with
one IR, one ER, and one ED, respectively. The authors in [29] take channel errors into account and proposed a worst-case
secrecy rate maximization problem via SDP programming. They also focused on the stochastic uncertainty model and proposed
a suboptimal solution for outage probability secrecy rate maximization based robust design. In [31], AN aided secrecy rate for
multiple-input single-output (MISO) channel in the presence of multiple antennas eavesdroppers was investigated under both
perfect and imperfect CSI. The author in [25] studied the max-min fairness EH among multiple multi-antennas energy receivers
with channel errors considering power splitting. In [32], a SWIPT system with multiple antennas at ER and ID with perfect
and imperfect CSI in the presence of AN was studied. The authors proposed a novel bisection search based reformulation of
secrecy rate maximization problem into an associated power minimization problem. SWIPT in two-tier heterogeneous networks
was studied in [27], for perfect CSI case two-stage problem based on SDR and one-dimensional line search were proposed,
and successive convex approximation (SCA) approach has been applied for robust beamforming.

To summarize, research on SWIPT mainly focuses on traditional architectures, and the research for secrecy rate maximization
for the SWIPT system with multiple users and eavesdroppers is still an open problem. SWIPT communication system with
multiple users in the presence of eavesdroppers brings new challenges for secure joint beamforming and power splitting
(JBPS) design. To the best of our knowledge, the security issue in JBPS design is still an open problem. This paper focuses
on optimizing the secrecy rate of the wireless communication system, which consist of multiple transmit antennas, with K
single antenna legitimate receivers and L single antenna eavesdroppers The desired user is assumed to adopt PS scheme to
decode information and harvest energy, while the idle receivers can harvest energy at the same time. We study the design of
the joint transmit beamforming vector for the desired user, with a combination of additional noise and power splitting ratio to
maximize the secrecy rate. The main contributions of this paper are summarized below.

o Assuming perfect CSI, we first investigate the secure transmission issue for the SWIPT MISO system. Particularly, the
transmit beamforming vectors and AN are jointly designed to optimize the secrecy rate of the system. The original problem
is a non-convex due to the coupling of the optimization variable and is a hard optimization problem. In order to solve
this non-convexity issue, we proposed a CCCP based iterative algorithm. By the application of this proposed algorithm,
the original problem can be decomposed into subproblems. Each sub-problem in the iterative CCCP algorithm can be
transformed into a second-order cone programming (SOCP) problem. The problem is guaranteed to converge to a locally
optimal point.

o Further, we extend the secure beamforming optimization problem to the case of imperfect CSI, while considering the
worst-case based optimization framework for secure communication. In this case, the beamforming vectors and AN
is jointly designed to maximize the worst-case secrecy rate under transmit power constraint while guaranteeing the data
transmit constraint, the energy harvesting constraints, and the worst-case transmission security constraint for eavesdroppers.
We model imperfect CSI cases based on the deterministic norm bounded error CSI model. The problem is non-convex
due to intractable semi-infinite constraints and the complex objective function. We facilitate the use of S- procedure for
transforming semi-infinite constraints to linear matrix inequalities (LMI). The SCA approximation is applied to solve the
non-convexity of the remaining constraint. The approximation can be refined at each iteration, and the local optimum of
the original problem can be obtained.

The remainder of this paper is organized as follows. Section II presents the multi-user MISO system model and problem
formulation. In Section III, joint beamforming and AN designed is proposed with a perfect CSI scenario. Section IV discusses
the optimization design for the robust case. Finally, in Section V simulation results are presented to verify the proposed
algorithm and conclusions are drawn in Section VI.

Notation: Boldfaced lower case and upper case letters represent vectors and matrices, respectively. (A)™, ||A|| and Tr(A)
denote hermitian, Eculidean norm and trace of matrix A, respectively. R™*™ denotes the space of m x n real matrices and
R denotes the set of positive real numbers. A = 0 denotes that A is a positive semi-definite matrix and Rank(A) is the
rank of matrix A. Iyxn denotes an N x N identity matrix. The operator vec(.) stacks the elements of a matrix in one long
column vector, invp(x) denotes the inverse of the positive portion.

II. SYSTEM MODEL

In this paper, the system is modeled as the SWIPT wireless communication system, as shown by Fig. 1. The system has
N transmit antennas can be considered as the source in terms of the IoT network model, the source or the transmit antenna



Notation | Definitation

N The number of transmit antennas

K The number of legitimate single antenna users

L The number of single antenna eavesdroppers

i Beamforming vector for receiver k

hy The channel between transmit antenna and k user
g1 The channel between transmit antenna and eavesdropper
Sk The message intended for receiver k

N The noise due to signal processing

\ The noise covariance matrix

Rsec The secrecy rate

Ey, The harvested energy of the k user

Py The total transmit power

Pk The power splitting ratio

Vi The minimum target SINR at each receiver k

ef The required energy threshold at each receiver k
invp(a) Inverse of a

5 Receiver1
=

N

Eavesdropper 1

E Eavesdropper L

Transmitter

Fig. 1. System Model

is capable of transmitting K independent message to K single antennas legitimate receivers which can relay simultaneously.
In addition, L single antenna passive eavesdroppers are also present in the system. The wireless system from the relay to the
destination is not considered in this particular scenario, but the same algorithm can be applied in terms of a single-hop wireless
network. The direct link between the source and the destination is unavailable due to strong fading effects. The K independent
legitimate receivers will act as the relay to forward messages from the sinking node to the destination node.

III. PROBLEM FORMULATION

The based band signal is expressed as

K
X = kask +v (D
k=1

where s, € C is the message intended for receiver k, v € CNT*1 denotes the additional noise vector and f;, € CNT*1 is
the corresponding beamforming vector for receiver k. The AN is modeled as v ~ CN'(0,V), where V = vv = 0 is the
covariance matrix of v. In the rest of the paper, we use X =1,..., K and £ =1, ..., L, which denotes the index set of the
receivers and the external eavesdroppers, respectively. Without loss of generality, we assume that s ~ CA/(0, 1).

The received signal at the k*" receiver and [*" external eavesdropper are respectively given as

K
yk:thfksk+thijsJ+hfv+nk VkE{l,,K} 2)
7k
K
=gy fise+gllvem Vie{l,... L} 3)
k=1

where hy, € CN7*1 ig the channel vector between the transmitter and the k' user, g € CNT 1 denotes the channel vector
between the transmitter and the l;;, passive eavesdropper. It is noted here that the variable hy and g; includes the effects of the
multi path, fading and path loss of the associated channels, respectively. ny ~ CN(0,03) and n; ~ CN(0,07) are modeled as
additive white Gaussian noise (AWGN), for k' receiver and for {*" eavesdropper, respectively. In addition, we assume that



every receiver k exploits the power splitting scheme to handle the received signal i.e capable of denoting the information from
the received signal and will harvest energy at the same time. Specifically, at receiver k, p;(0 < pi < 1) portion of the signal
power is consumed for information decoding and 1 — py, is used for energy harvesting.

Therefore, we can write Eq.(2) as

K
yéD :\/E(thkak + th ijSj + thV + nk)
J#k @
+ns Vked{l,...,K}

where ng ~ CN(0,w?) is the additional noise caused by the signal processing.
The equivalent energy harvested signal at the receiver k can be expressed as

K
ZJED =v/1— pg (thkak + th ijSj + thV + nk> 5)
J#k
Vke{l,...,K}

The signal to noise interference ratio (SINR) between the transmitter and idle receivers (potential eavesdroppers) k is given
as [31]

fi"h,h 2 £,
SINRy = — k Rk K Vk (6)
S £ hehff + Tr(hhiTV) + 02 + ‘;—j
J#k
On the other hand, the EH efficiency at the receiver k can be expressed as [32]
K
By = (1= pin()_ Ihilwl* + Tr(hyhi! V) +03), vk (7)
k=1

where 1 € (0, 1] denotes the EH efficiency at the receivers in converting the received radio signals to the electrical signals.

IV. SECURE BEAMFORMING WITH PERFECT CSI

The main is to optimize the secrecy rate of the wireless system. In this section, assuming perfect CSI, the focus is on jointly
designing the beamforming vectors subject to the users SINR, EH and the transmit power constraints, in order to optimize the
secrecy rate of energy harvested system. To begin with, the secrecy rate considering the worst case scenario is given by [46]

+
Rapo = [zog(l + SINRy) — max log(1+ SINRZ)} (8)

The optimal resource allocation policy,{f}, p;.}, for maximizing the secrecy rate can be obtained by solving

1+ fi. " hyhi i
K w2

max min  log ki (9a)
fi,V,por  le{l,....L} 14 kagl,ngfk
% fif gigl -+l Vg +o?
i7k
st SINRy > v, Vk (9b)
Ey > ey, Vk %)
K
ST+ Tr(V) < P (9d)
k=1
0<pr<1Vke K (%e)

where constraint (9b) is due to quality of service (QoS) which require that minimum SINR at each receiver k should be greater
than the target value 7y, constraint (9c) ensures that the minimum harvested energy threshold e should be satisfied at each
receiver, (9d) ensures that the total minimum transit power is minimized while maximizing the secrecy rate of the system.
Maximizing the secrecy rate in problem (9) is a non convex due to the non-convexity of the objective function and the coupling
of optimization variable f;, and pj in constraints (9b), (9c) and (9d). Since logarithmic function is monotonically increasing,
therefore, it can be dropped from the objective function (9a). Problem (9) can be reformulated as

max z (10a)
£, V,pk,qk,y,%,2



st xy >z (10b)

f g gl 1
(1 — gl i ) <) (10¢)
> 7 gigl't + gl Vg + o}
i#k
fi"h,hf
<1+ — kR K ) > () (10d)
> ;7 h b + hiTVhy +0? + w2p,
i#k
1 H H = H H H 2 2
—f b > Z £ h b € + b Vhy, + of + wipy (10e)
Tk s
K e
3 Ihfwl? + hf Vhy, +0f > 8 (10f)
k=1 "k
K
St + Tr(V) < P, (10g)
k=1
P> 1,qr > l,zm}p(pk) + Z’n’vp(q]C) < 17 Vk7 x> 07 Yy > 0 (10h)

where p, = pik , Qe = ﬁ x y and z in constraint (10a), (10b), (10c) and (10h) are the slack variables, y represents the
mutual information at the [** eavesdropper. In problem (10) it is easy to recognize the equivalence of problem (9) and (10)
as the constraints in both of the problems will hold at equalities, when the optimal solution is obtained. A larger objective
value can be obtained otherwise by increasing the values of the slack variables x , y and z. Therefore, we can deduce that
the (10) is equivalent to the original problem (9). The formulated problem (10) is still non-convex. In order to circumvent
the non-convexity issue, we proposed a solution that is motivated on the observation that problem (10) can be reformulated
to a convex problem by the application of difference of convex (DC) programming. In DC programming, we make use of
CCCP [33], [34] algorithm to achieve local optimal solution, iteratively.The detailed procedure is explained below. In order to
further simplify the algorithm, we define the following vectors:

p:[pla"'7pk]T7 q:[Q1a"'7qk]T (11)
f: [f]’_I‘a”-?fl’cr]T? r= [pT7qT7fT7xay]Ta
Applying the vectors formed in equation (11) and rearranging the constraints problem (10) can be reformulated as
12
o, 2 (120
st xy >z (12b)
K
> f7egl 't + gl Ve + 0 —u(r, V) <0 (12¢)
j=1
K
ijHhkthg +hVhy, + 02 +wip, — 2p(r, V) <0 (12d)
ik
K 2 2
1
> £ hih{'f; + h{! Vhy + 07 + % —yp(r) <0 (12¢)
#k
1 2
a1 V)< (121)
K
> £, +Tr(V) < P, (12g)
k=1

x>0, y>0, pr>1q > 19nvp(pr)+ invp(qr) < 1, Vk (12h)



where the last set of inequality constraint (12h) must be satisfied with equality at optimality, otherwise, the objective value can
be further decreased by decreasing the py. vi(r, V), zx(r, V), yr(r) and zx(r, V) in constraint (12c),(12d),(12e) and (12f) ,
respectively can be given as

K
S £ gglf; + gl Vg + o?

u(r, V) & 7 ” (13)
K H
> £ hph f; + Wi Vhy + 02 + wlpy,
2
zp(r, V) 22 - (14)
1 w? —1)2
yp(r) & kathkhﬁfk + % (15)
K ex(qr —1)2
2(r, V) £ ) 5 i’ + b Vhy, + % (16)

j=1
We remark that (13), (14), (15) and (16) are all convex functions jointly with respect to the variable in r € ]Rf X Rf X
CEN U xRy x Ry and V.
Proposition 1: By using the concept of CCCP, problem (12) can be reformulated into the following DC problem (17).
Proof
Please refer to Appendix A.

Thus, after the application of the CCCP algorithm, the problem (12) in its ith iteration can be formulated into the following
convex optimization problem.

17
S 17
st xy >z (17b)
K
> gl + o7 —o(x, VP r, V) <0 (17¢)
j=1
K
Z £ h f; 4+ of + wipp — 2, (@, VO 1 V) <0 (17d)
ik
K 2 2
1 .
> £ hih{'f + o} + % — gp(r® r) <0 (17¢)
ik
1)2 ) )
W _ Ul2 _ ék(r(l),V(l),r,V) <0 (17f)
K
> £ +Tr(V) < P, (17g)
k=1
T > Oa Yy > 07 Pk Z qu Z ]-7”“}1)(1)16) + vap(qk) S 17 vk (l7h)

whose solution is given by (r(i+1), V(i+h)

Proposition 2: By introducing the new sets of variables a;, a;, b, br, CroCry dp and dy, | € L, k € K, problem (17) can be
reformulated into the following SOCP problem (18).

Proof
Proof is given in Appendix B.

It can also be proved that the proposed iterative based CCCP algorithm for optimizing the secrecy rate of k£ € K users
converges to a local optimal solution of (9). The proof is similar to that of Lemma 2 and Theorem 1 in [35] and is omitted
for brevity. The proposed non-robust secrecy maximization algorithm is summarized in Algorithm 1.

max z (18a)
r,V,z
st |22,z -yl <z +y (18b)

i —a; — 1 iy — 1
67, = < =5 (180




b, — b — 1 <l~)}g—bk+1

T
I, =y < e (18)
Cr —cp — 1 Cr,—cr+1
I, =——1 < =~ (18¢)
2 2
ek &k—dk—l gk—dk+1

T < 18
Iy g < 2= (18
IEF, - ]l + Tr(V) < Py (18g)

Algorithm 1 The Proposed CCCP-Based Iterative Algorithm

Inputs: Total transmit power P;, beamforming vector fj, energy harvesting ratio p; and gj, energy harvesting efficiency at
each receiver 7, maximum number of iterations N,,,, and equations (48),(49),(50) and (51).

Define the tolerance accuracy

Initialize the algorithm with a feasible point by solving problem (9) using SDP approach [25] to get r(?), V(0),

Set the iteration number ¢ = 0

repeat
Compute th e affine approximation (13), (14), (15) and (16), respectively.
Solve problem (P5) and assign the solution to r(**1) and V(+1)
Update the iteration number: ¢ =i + 1
until Until convergence or max no if iteration is reached i.e @ > Ny qq-
Outputs:Secrecy rate, slack variable z, vector r given by equation (11) and covariance matrix V.

V. ROBUST SECURE BEAMFORMING WITH IMPERFECT CSI

Its worth noting that the problem (10) considers a secure SWIPT system under the assumption of perfect CSI. In practice,
during the transmission the legitimate receivers send feedback information to the transmit antennas of successful transmission
of data packets. As a result of which the transmit antennas are able to refine the channel estimate of the legitimate receivers.
Therefore we can assume the perfect CSI for the legitimate receivers during the transmission. However, since there is no
communication between the transmit antennas and the eavesdroppers that are present in the coverage area of the base station,
the CSI of that particular eavesdroppers becomes outdated. To capture this effect, we consider a worst case imperfect CSI
scenario for modeling the resulting CSI uncertainties. The erroneous channel model is based on the deterministic norm-bounded
model [36]

Let g; denotes the estimated channel vector between the transmitter and the eavesdroppers [, respectively. The erroneous
channel vector can be described as

g = g + Agy, vi (19)

where Ag; € G; is the CSI error vectors unknown to the transmitter. We assume that the error vectors Ag; is bounded in
their Eculadien norm, that is ||Ag;|| < €. The error bounded sets corresponding to these error vectors are respectively defined

as
G ={glg = & + Ag, |Agl| < «f, vk (20)

The shape and size of G; model the type of uncertainty on the estimated CSI, which is linked to the physical phenomena
producing the CSI errors. It should be emphasized that the actual errors Ag; is assumed to be unknown, while the corresponding
upper bounds ¢; can be obtained using preliminary knowledge about the type of imperfections and/or coarse knowledge of
the channel type and main characteristics. In this section, we will address the secure optimization problem by employing the
channel error model described above.

The aim is to investigate the secrecy rate maximization problem considering the imperfect CSI for the eavesdroppers. To
begin with, in the presence of channel errors for eavesdroppers, problem (10) can be equivalently written as

max z (21a)
£, V,2,0k,qk,Y,T
st xy >z (21b)
il g gl 1
max (1 +— k Bi8 k ) < (=) 2lc)
€] y
> 7 migl'f + gl Ve + o7

i#k



fiTh,hf
<1+ - k bk )2(93) 21d)
w2
> b + hy! Vhy + of + 2=

i#k
K
fraclyfi b i > > heh{f + hff Vhy + of + wlps (21e)
i#k
K e
3 [hEw[? + b Vhy + o} > LU 21f)
b1 Nk
K
> 6 +Tr(V) < P, (21g)
k=1
>0, y>0, pp>1,q > 1invp(py)+invp(gr) <1 (21h)

The problem (21) is non-convex due to the infinite constraint in the CSI errors in g; and the coupling of the optimization
variable fj and pg. In order to solve the problem more efficiently, we introduce a slack variables u. The optimization problem
can be reformulated as

max z (22a)
£, V,2,pk,qK,Y,2,u,v
st xy >z (22b)
K
min > g ff/ e + &l Ve + o7 > yu (22¢)
7k
K
max D gl i g + g Ve +of <u (22d)
j=1
H H
<1+ - fic” by i ) > (2) (22¢)
> " hyhff; + hfI Vhy + 0F + £
7k
1 K
—fhhy e > > T hh f + b Vhy + 0F + wlps (22f)
g Ak
K
3w} + hff Vhy + o} > L% 22¢)
b1 Nk
K
S+ Tr(V) < P, (22h)
k=1
x>0, y>0 pp>1,q>1invp(py) +invp(qr) < 1 (22i)

Now we will try to deal with the non-convex constraints in the problem (22). The function on the right hand side (RHS) of
constraint (22c) is quasi convex. We will first deal with the quasi convex problem after that we will apply the S procedure
[37] to deal with the infinite constraints for CSI errors. Inspired by the idea of successive convex approximation (SCA) [38],
[39] technique as already been used in [27], we will approximate the terms in the right hand side with their convex upper
estimates. Assuming 6 > 0, we define the following function

0 1
b) = —a® + —b*
09 (a” ) 20/ + 20
is always convex and upper estimate of the function ¢(a,b) = ab for a fixed 6. According to SCA, the RHS yu of constraint
2 can be written as kg, (¥, u(?)), where #; = 2. It is pertinent to note here that initial values i.e u(?), and z(*) are to be

selected at random and can be updated by the optimal solution at each iteration. Now we will focus on the infinite constraints,
by applying the channel uncertainty model in (19), constraint (22¢) and (22d) can be given as

K
min; (g +Ag)" (Y65 + V) (@& + Agi) +0f > ko, (3, ) (23)
‘ ik



K
max (g +Agl)H(ijfjH +V)(gz +Agy) +of <u (24)
€1
j=1
Since the left hand side of (23) and (24) contains ellipsoidal uncertainty regions, to make the problem more traceable, we
introduce some more slack variables ¢1; and t51. The constraints in (23) and (24) can be transformed as

K
min(g; + Ag)™ (YOF; + V) (& + Ag) > (25)
' ik

tu+ o7 > ke, (y, u) (26)
HlEaX (& + Agi) (ZF +V) g+ Agy) <ty (27)
tor+ 07 <u (28)

By applying the S-procedure, we can rewrite (25) and (27) into linear matrix inequality form as
A+ NNy Aqg (29)

gl A, gl Ag —tu— Ng
—As+ wlng —Asg (30)
—g' A, —& Aogy + to — e

where A; = Z f; fH +Vand A, = Z f; fH +V, while A\; > 0 and p; > 0 are the slack variables. The remaining constraint

j#k
can be solved by using the CCCP and SOCP method as explained in section III. With the transformation problem (22) is
equivalently represented as

max z (31a)
1, V,2,08,q%,Y,u,t 11, t21, A1, 01
st |22,z -yl <z +y (31b)
tu +of > ko, (y, u) 3lo)
toy+of <u (31d)
(29) and (30), A; >0, u; >0 (31e)
b — b b — by + 1
e, ey < B e (319
2 2
Cr —cr — 1 Cr —cp +1
Ifuf, =—5— Il < =5 (31g)
er (Zk-fdkfl (ikfdk+1
[k < 31h
Il . 5 )< 5 (31h)
I, ... ELl + Tr(V) < P, (31i)
z>0, y>0y>0,V =0, (31j)
pr > 1, qp > 1, invp(pr) + invp(qr) < k (31k)

The constraint set of problem (31a) is convex and can be efficiently solved by using existing softwares, e.g., CVX [37]. Finally
the robust algorithm is summarized in Algorithm 2. Let the optimal solution of problem (31a) is denoted by (f,j, V*, ok Vk).

We can show that the proposed CCCP based robust iterative algorithm for the beamforming design convergences to the local
optimal solution of the problem (21). The proof is similar to the that of Lemma 3 and Theorem 1 in [35] and can also be
found in [40], we therefore omit the details. We summarized the proposed robust case secrecy rate optimization algorithm in
Algorithm 2.

Note: At each iteration, the values of the variables are updated. In particular the optimal value of the variables at n‘" iteration
is always a feasible solution to (n + 1)*" iteration. Since the optimal values at the (n + 1)* iteration become greater or equal
to the values at nt" iteration, therefore there will be a monotonically increase or decrease in the secrecy rate at each iteration.
Due to the transmit power constraint, there is an upper bound on the secrecy rate, the convergence of the proposed algorithm
is guaranteed, as verified by the simulation results.



Algorithm 2 Robust secure Iterative Algorithm

Inputs: Slack variable x, y and z, total transmit power P;, noise covariance matrix V, beamforming vector for each user
fi., equations (48), (49), (50) and (51), energy harvesting ratios pj and g, total number of iterations N, 4., error bound for
eavesdropper channel ¢;.
Define the tolerance accuracy ¢ _
Initialize the algorithm with a feasible point [25], [27], u(®), v(®), 2@, y@, £ and VO,
Set the iteration number ¢ = 1
repeat
Solve problem (P8) with initial values and assign the solution to w(t1), v+ f+1) y(+1) - 2(+1) gpd 4(i+1)
Update the iteration number: ¢ =7 + 1
until
The convergence or max no if iteration is reached i.e ¢ > Ny, qq.
Obtain the optimal solution f]/, V*, p¥, u*, v*, z* and y*
Outputs: Noise covariance matirx V, beamforming vector for each user fj, secrecy rate, maximized value of harvested
energy ratios.

Proposed Algorithm Complexity Order (suppressing the In(1

Non-robust SR AL(((KN + N2+ 1)%2 + 2k(2K +3)? + KL(KL + 2)
n1 = O(KN + N2 4+ 2K +2)
Robust SR AL ((2KL(N + 1)+ 2K(2K +3)?+ (K + 1)32 + (KN + N2 + 1) + n3)),
ny = O(KN + N? + 2K + 4L + 2)

/€)
T+ (K +1)37 +n?)),

VI. COMPLEXITY ANALYSIS

In section IIT and IV, we have proposed the perfect and imperfect CSI case secrecy rate maximization problem. In this section
we analyze the computational complexity analysis of the proposed algorithm. Moreover, we apply the same basic element of
complexity analysis as in [41]. For ease of comparison, we assume that all transmitters are equipped with the same number
of antennas i.e., Ny = N, Vk. The complexity of the non-robust secrecy rate maximization is dominated by problem (18) Al
times, where I; is the iteration number. Since the complexity of solving 0;(r®, V@ r V), 2, (r® , VO r V), g, (r®, r)
and 2, (r®, V() r V) is negligible compared to solving problem (18). Problem (18) involves K L+ 3K 42 SOCs constraints,
including K + 1 SOCs of dimension 3, KL SOCs of dimensions KL + 2, 2K SOCs of dimension 2K + 3 and 1 SOC of
dimension KN + N2 + 1. The number of decision variable is of the order of O(KN + N? + 2K + 2).

The complexity of robust secrecy rate maximization is dominated by problem (31) Al times, where I is the iteration
number. Algorithm II in problem (31) involves KN + N2 + 4K + 2 variables. Problem P8 involves 2K L linear matrix
inequality constraints of size N+ 1 and 2K + 3 SOCs constraints, including K + 1 SOCs contraints of dimension 3, 2K SOCs
constraints of dimension 2K + 3 and 1 SOC of size KN + N2 + 1.

VII. SIMULATION RESULTS

In this section, in order to evaluate the performance of the proposed MISO secure energy harvesting system, numerical results
have been obtained by performing computer simulations. In simulations, we assume that the channel vectors are randomly
generated from independent and identical Rayleigh fading distribution with unity variance. The nominal system configuration is
defined by the following choice of parameters: Ny = 6, K =3, L =2, 1 =1, 0% = 0} = ¢7=-30 dBm, w? =-20 dBm unless
specified otherwise. In addition, the SINR of each receiver k is 7, = 10 dB and the energy harvesting threshold e; =-10
dBm. In the implementation of the algorithm, the tolerance parameter is chosen as § = 2 x 10~2 and the maximum number
of iteration in N,,4; = 20. All the modeling and solution of the algorithms are performed using CVX [37] on a desktop
Intel (i3-2100) CPU running at 3.1 GHz and 4GB RAM. The performance of our proposed algorithm has been compared with
that of the SDR based optimal solution of the problem, for both perfect CSI and the robust case. We have also compared the
performance with No-AN scheme, for No-AN algorithm, the same designed method has been used to that of our proposed
algorithm except we set V = 0.

Figure 2 presents the convergence of the proposed algorithm 1 and 2. The convergence behavior of the proposed CCCP and
the robust algorithm is demonstrated for different values of the transmit power. It is obvious that as we increase the transmit
power constraint there is an increase in the secrecy rate of the system. It can also been shown that the secrecy rate of the
proposed algorithm, as discussed before increase monotonically in each iteration and it after few iterations converges to a
certain value.

Figure 3 represents the performance comparison of the secrecy rate versus the total transmit power constraint with Ny = 6,
L =2 and e, = —10dBm. As it can been seen from Figure 3, that our proposed CCCP and the robust algorithm outperforms
SDR and No-AN schemes. The simulation results shows that proposed schemes achieves higher secrecy rates for all values
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of total transmit power. Moreover we also note higher secrecy rates can be obtained by applying our proposed algorithms as
compared to the SDR algorithm.

Figure 4 illustrates the normalized secrecy rate versus the transmitted total power constraint. It can be seen that as the total
transmit power increases the performance gap between our proposed algorithm i.e CCCP for perfect CSI and robust algorithms
increases as compared to the SDR based secrecy rate optimization method. Besides, it can be observed, that the CCCP and
joint robust algorithm with even without additional noise performs better to the SDR approach for both robust and non-robust
cases.

Figure 5 plots the secrecy rate versus the harvested energy threshold constraint of each receiver with N; = 6, L = 2 and
v, =-10 dBm. It is clear from figure 5 that the secrecy rate for different algorithms decrease monotonically with increasing
harvested energy ej. This is attributed to the fact that there exist a trade-off between the energy harvested constraint at each
receiver versus the secrecy rate. As we increase the harvested energy more power is consumed for EH of the user which
results in lower secrecy rates. Moreover, a significant reduction is witnessed in the secrecy rate of the system with increasing
energy harvested constraint which is attributed to the limited energy rate region. The CCCP and proposed robust algorithm
achieves better performance gain in terms of secrecy rate as compared to the No-AN and SDR based schemes for all tested
range of ej. Figure 6 depicts the total secrecy rate versus the number of transmit antennas with L = 2, v, = 10 dBm and
er = —10 dBm. It is observed that the total secrecy rate of the system for all the schemes improves with increasing number
of transmit antennas. The reason behind this fact is that as we increase the number of transmit antennas the extra degree of
freedom is exploited for designing beamforming. Thus secrecy rate is directly proportional to the number of transmit antennas.
Moreover, the secrecy rate for the No-AN design approaches to that our proposed algorithm when the number of antennas is
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large. The reason behind this interesting phenomena is that as degree of freedom increases the effect of additional noise is the
system reduces.

Figure 7 examines the effect of increasing eavesdroppers L on the secrecy rate of the system. It is assumed that Np = 9,
K =3, v+ = 10dBm and e, = —10dBm. It is observed from figure 7 that the total secrecy rate of the system for all the
schemes decreases with the increase of eavesdropper L in the system. This is because as the number of eavesdropper increases
more transmit power should be allocated to energy harvesting receivers and to generate AN in order to guarantee the EH
and SINR constraint of the users. Allocating more power for generating the AN for jamming the channels of eavesdropper
is difficult to achieve with the increasing number of eavesdroppers due to the transmit power constraint of the system, which
result in reduce secrecy rate. Moreover it is clear from the figure 7 that our proposed design outperform the benchmark and
No-AN schemes for different number of EDs in the system.

VIII. CONCLUSION

This paper presents a novel algorithm to maximize the secrecy rate of the 5G wireless [oT system under both perfect and
imperfect channel state information in the presence of malicious users. In order to maintain the QoS, the secrecy rate of the
proposed algorithm is maximized, considering the SINR, energy harvesting, and the total transmits power constraints for each
user. Additional noise is also added to prevent the system from malicious users. To address the nonconvexity issue of the
secrecy rate maximization problem, we make use of the CCCP and SOCP algorithm fir the perfect CSI case. The proposed
algorithm achieves a locally optimal solution to the problem. For a robust case, an iterative solution based on the SCA technique
is proposed, which results in maximized secrecy. Simulation results are presented to validate the proposed algorithm.

IX. FUTURE WORK

In this section, we will be discussing future research directions. The channel error in this paper is only considered for
eavesdroppers. In future work channels, errors will be considered for legitimate users as well. Feature of some emerging
technologies in 5G wireless systems like directionality in mmWave communication and superimposed signal in non-orthogonal
multiple access techniques (NOMA), can be integrated to enhance the PLS of the 5G IoT network and need to be investigated.
One of the main features of IoT is the easiness in the mobility of the user. Physical layer security issues need to be addressed
in mobile users.

APPENDIX A
THE PROOF OF PROPOSITION 1

To proceed, we show that the problem (17) can equivalently written as a DC program, by using the concept of CCCP.
Therefore problem (17) is an equivalent DC program. According to the concept of CCCP, we approximate the functions
v(r, V), z(r, V), yx(r) and z(r, V) in the ith iteration by their first order Taylor expansion around the current point r(*),
denoted as 9;(r®, V@O r V), 2;(r® VO r V), g (r®,r) and 2 (r®, V@ r V), respectively The approximated functions
in (13),(14),(15) and (16) can be approximated by their taylor series expansion given as
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where V denotes the conjugate derivative of the respective function with respect to the complex vector r and V. We note that
v (r, V), z(r, V), yp(r) and zx(r, V), are all affine function of r and V.

(33)

(35)

APPENDIX B
THE PROOF OF PROPOSITION B
We first introduce the eight set of auxiliary variables a;, a;, b, by GrsCris dy and dy, | € L, k € K, which satisfy
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where a;, by, ¢ and dj, are constant scalars and a;, l;k, ¢, and czk are affine functions in r. The constraint in problem (18)
can be rewritten in SOCP form as
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2
Therefore, (17) can be shown equivalent to the following SOCP problem

max =z
r

st [[2z,z -yl <z +y,
(48), (49), (50), (51),
IEL, .. | +Tr(V)< Py, >0, y>0
pe > 1,qr > 1, invp(pr) + invp(qr) < 1
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