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Abstract

Protocols represent the allowed interactions among
communicating components. Protocols are essential in
electronic commerce to constrain the behaviors of au-
tonomous entities. Traditional representations of protocols
include the actions, but not their content, which limits their
applicability in settings where autonomous entities must
flexibly interact to handle exceptions and exploit opportuni-
ties. We develop a commitment-based representation, which
provides a content to the protocols, enabling flexible execu-
tion. We show how an existing protocol can be systemat-
ically enhanced to yield a protocol that allows the given
actions as well as other legal moves.

1 Introduction

Although many e-commerce protocols have been devel-
oped in recent years, limitations caused by their rigid spec-
ification have remained. Traditionally, protocols have been
specified directly in terms of legal sequences of actions
without considering the fundamental meaning behind the
actions.

However, e-commerce protocols should not only con-
strain the actions of the participating components, but also
accommodate the open, dynamic nature of e-commerce in-
teractions:

� Autonomy. Components must retain their autonomy
and be minimally constrained in their interactions, i.e.,
only to the extent necessary.

� Exceptions. Components must be able to modify their
interactions to handle any unexpected conditions.

�
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� Opportunities. Components should be able to take
advantage of available opportunities to improve their
choices or to simplify their interactions.

Traditional approaches are based on the study of network
protocols, and lack the key abstractions to handle the above
dynamic aspects of e-commerce. By contrast, we develop
an agent-based approach that incorporates the key abstrac-
tion of commitments. Agents are persistent computations
that can perceive, reason, act, and communicate. Agents
can be autonomous and heterogeneous, and can represent
different interacting components. The agents’ communi-
cations affect and are affected by their commitments. The
agents’ commitments reflect the protocols they are follow-
ing and the communications they have made.

By stepping through a running example, we first show
the different interactions that can take place among the par-
ties and then show how these interactions can be added to
the original protocol to yield an enhanced protocol.

Section 2 reviews the keys concepts and challenges deal-
ing with communication. Section 3 describes our proposed
approach. Section 4 describes our contributions in relation
to the most relevant literature.

2 Semantic Analysis

We now analyze the concepts and challenges underly-
ing communication, especially with regard to the execution
of activities. As a running example, we consider the Net-
Bill protocol that has been developed to handle buying and
selling of electronic goods, such as software and electronic
documents over the Internet [10].

Example 1 As shown in Figure 1, the protocol starts with a
customer requesting a quote for a particular good, followed
by the merchant sending the quote. If the customer accepts
the quote, then the merchant delivers the good and waits for
an Electronic Payment Order (EPO). The good delivered at
this point is encrypted, i.e., not usable. After receiving the
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Figure 1. The NetBill payment protocol [10]

EPO, the merchant forwards the EPO and the key to the In-
termediation Server, which then contacts the bank to take
care of the banking process. Once the debit-credit opera-
tions are handled, the intermediation server sends a receipt
back to the merchant, which contains the decryption key for
the sold good. As the last step, the merchant forwards the
receipt to the customer, who can successfully decrypt and
use the good.

For our present purposes, we are concerned neither about
the details of the actual transactions that take place among
the banks nor about the underlying security or encryption
mechanisms. Therefore, we simplify the protocol to the
point where we assume that once the merchant gets an EPO,
he can take care of the banking services successfully. We
use this simplified version of the protocol as our main ex-
ample throughout this paper.

Example 2 Figure 2 shows the simplified version of the
NetBill payment protocol as a finite state machine (FSM)
labeled with the actions of merchant agent M and customer
agent C.

The participating parties in an e-commerce protocol are
self-interested and eager to practice a variety of interactions
to increase their personal benefit. Thus, in an e-commerce
setting, parties should have several choices of actions and
be able to practice the action that benefits them the most.

Example 3 The rigid specification in Figure 2 cannot han-
dle some of the natural situations that arise in e-commerce:

1

23

45

67

C: Send
request

M: Send quote

M: Send goods

M: Send receipt

C: Send
accept

C: Send
EPO

Figure 2. FSM representation of NetBill

� Instead of waiting for the customers to ask for quotes,
the merchant may start the protocol by sending a quote,
mimicking the idea of advertising.

� The customer may send an accept message without
first exchanging explicit messages about the quote.
This could very well reflect the level of trust between
the parties. That is, the customer who trusts the mer-
chant to give him the best quote may accept the quote
without a prior announcement. Alternatively, this ac-
tion could result from the customer’s lack of interest in
the quote, emergency of the transaction, insignificance
of money, and so on.



� The merchant may send the goods without an explicit
price quote. This could represent the trial versions in
the software industry where after a certain period of
time the customer is expected to pay to continue using
the software.

3 Proposed Approach

Our proposed approach is as follows. We begin with the
concept of social commitments from multiagent systems [2]
and reasoning and dialogue [12]. Informally, a commitment
is like an obligation from one party to another. A metacom-
mitment is a commitment that refers to other commitments
in a conditional form. Additional properties of commit-
ments are discussed in [9, 11]; we lack the space to review
those details here.

We propose a new formalism, commitment-based finite
state machine (CFSM), to be used in specification of pro-
tocols. Instead of specifying protocols merely in terms of
legal sequences of actions, we define them with valid mean-
ings based on commitments. This has the effect of enhanc-
ing a protocol to allow a broader range of interaction. As
long as each state has a well-defined meaning, a variety of
interactions can take place without violating the protocol.
Thus, using this formalism, we show how the protocols can
be enhanced to allow flexible execution.

3.1 CFSM

We define a CFSM conceptually as an FSM whose states
and alphabet are given a semantic content, defined in terms
of commitments. A CFSM can be specified by a three-tuple���������
	��
���

where M is a set of meanings, � is a set
of actions defined in terms of commitments, and

�����
is

the set of valid final meanings.

Example 4 We define the semantic content of each state in
Figure 2 based on the participants’ commitments.

� By sending a quote to a customer in state 3, the mer-
chant commits to delivering goods and sending a re-
ceipt afterwards, if the customer promises to pay.

� By sending an accept to a merchant in state 4, the cus-
tomer agrees to pay, only if the merchant promises to
send a receipt afterwards.

� In state 5, the merchant fulfills first part of his promise
by sending the goods.

� In state 6, the customer discharges his commitment of
sending the goods.

� In state 7, the merchant discharges his commitment of
sending the receipt.

These commitments arise from communications in conjunc-
tion with the metacommitments that are in force among the
participants.

These informally defined meanings constitute the core
meaning set, M, of the protocol. The action set, � , includes
the actions used in Figure 2, defined in terms of commit-
ments. The set of final meanings, F, contains all the states
where no commitments are in force. In our example, this
set contains two states. The first one is in effect when both
parties make mutual commitments and fulfill their commit-
ments. The second one arises, when one of the parties make
a commitment that is not acknowledged by the other party.
For instance, if the merchant makes an offer but the cus-
tomer does not accept the offer, the protocol can end. The
customer can either explicitly reject the offer, or remain
silent. The latter case can be interpreted as rejecting after
a certain time period. The formal definitions for M, � , and
F are given in Section 3.2.

Unlike an FSM, the representation of a CFSM does not
specify a starting state. The participants may start the pro-
tocol from a state where there are no commitments made or
by accepting the commitments that are in force in that state.
Again, unlike FSMs, the transitions between the states are
not specified. The meanings of states are logically repre-
sented. Based on the intrinsic meaning of actions, the new
state that is reached by performing an action at a particular
state can be logically deduced. Thus, instead of specifying
the sequences of actions that can be performed, we specify
meanings that can be reached.

By specifying a protocol using a CFSM, we emphasize
that the aim of executing a protocol is not to perform se-
quences of actions but to reach a state that represents the
meaning of performing these sequences of actions. Once
this fact is captured then we can come up with different
paths that result in accomplishing the same goal as the orig-
inal path. Thus, a protocol can be enhanced by finding al-
ternative paths between states.

3.2 Formalization

Our formal language, ��� is based on the language � of
propositional logic with the addition of a commitment op-
erator to represent the commitments. Propositional logic is
obviously too weak. However, the extension to temporal
logic is straightforward [11].

The following Backus-Naur Form (BNF) grammar with
a distinguished start symbol L gives the syntax of � . � is
based on a set of atomic propositions. Below, slant typeface
indicates nonterminals; ��� is a metasymbol of BNF spec-



ification; � and � delimit comments; and the remaining
symbols are terminals.

� L ��� Prop � atomic propositions �
� L ����� L � negation �
� L ��� L � L � conjunction �
We now define the syntax of the specification language,

� � , through the following grammar whose start symbol is
Protocol. The braces � and � indicate that the enclosed item
is repeated � or more times.

� Protocol � � � Action �
� Action � � Token: L

� Commitment � �	��
 (L)

� L ��� Commitment

Example 5 Following Example 4, the messages can be
given a content based on the following definitions:

� request: an atomic proposition meaning that the cus-
tomer has requested a quote.

� goods: an atomic proposition meaning that the mer-
chant has delivered the goods.

� pay: an atomic proposition meaning that the customer
has paid the agreed amount.

� receipt: an atomic proposition meaning that the mer-
chant has delivered the receipt.

� promiseGoods: an abbreviation for �
��� accept �
goods � meaning that the merchant is willing to send
the goods if the customer promises to pay.

� accept: an abbreviation for � ��� goods � pay � meaning
that the customer is willing to pay if he gets the goods.

� promiseReceipt: an abbreviation for �
��� pay �
receipt � meaning that the merchant is willing to send
the receipt if the customer pays.

� offer: an abbreviation for � promiseGoods �
promiseReceipt �

Based on these definitions, we can now formally define
the protocol as a CFSM. For simplicity we place the con-
tent of an action in the state that results from it and since
each action can be performed by only one party, we do not
specify the performers explicitly.

� The set of meanings, M, contains the following:

– State 1: �������

– State 2: request

– State 3: offer

– State 4: accept � offer

– State 5: goods ��� � pay � promiseReceipt

– State 6: goods � pay ����� receipt

– State 7: goods � pay � receipt

� The set of actions, � , contains the following:

– t: request � Sending a request for quote �
– q: offer � Sending a quote �
– a: accept � Sending an accept �
– g: goods � promiseReceipt � Delivering the

good �
– e: pay � Sending an EPO �
– r: receipt � Sending the receipt �

� The set of final meanings, F, contains the states 1, 2, 3,
and 7.

3.3 Application of CFSMs

The CFSM specification of a protocol can be used to
execute the protocol at run time. Alternatively, using an
automated tool, the CFSM specification of a protocol can
be converted into a FSM specification at compile time. An
agent can then use this FSM representation to execute the
protocol at run time.

Run time In a CFSM specification, the states and the ef-
fects of performing actions are specified. Given a CFSM
description of a protocol, an agent that can process logical
formulae can compute the transitions between states. In this
respect, the choice of actions is a planning problem for each
agent. That is, from the possible end states, the agent first
decides on the desired end state, and then logically infers a
path that will take him from the current state to the desired
end state.

Compile time To reduce the computations at run time, a
CFSM can be converted into an FSM representation at com-
pile time. This conversion can be done in several ways, one
of which would be based on systematically producing paths
and states to reach one of the final states. The meanings
that have been already defined and each additional mean-
ing captured in production of the path would map to a state
in the FSM. The transitions between the states will follow
from the valid paths. The set of final states would be all the
states, including the newly produced states, that satisfy the
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Figure 3. Enhanced FSM

ending constraints of CFSMs: any state where no commit-
ments are in force, or any state where the metacommitment
of a party has not been honored. The set of actions will
remain the same. In general, we have the following devel-
opment:

Let � � ��� � 	��
���
be a CFSM. Let � �

��� �
	��������
	��
	���� ��� ��	������ ��� �
be an FSM that is correct with

respect to X.
Then Y may be constructed as follows:

� S = M

� 	 = �
� SInitial = �
��� : ( ����� M) � ( ��� = ��� � � ) �
� SFinal = F

� �
= � � ��� �� � �"! � : ��� , �"!#� M,

 � � � ( ���%$& � �"! �
�'� & �)( �"! � (*+��,-� M: �'� & �)( ��, ����, & � �"! �
�"! = ��, )) �

If FSM Y allows a computation, then CFSM X allows the
same computation.

Example 6 Figure 3 shows the enhanced FSM that can be
driven from the CFSM specification of our protocol. We
now reconsider the shortcomings described in Example 3.

� The merchant can now start the protocol by sending
a quote to a customer. As was the case, by perform-
ing this action he creates a metacommitment in state
3, namely that he is willing to send the goods and the
receipt if the customer agrees to pay.

� By sending an accept message without prior conversa-
tion about the quote, the customer commits to paying

if the merchant makes an offer. Thus, we move from
a state where no commitments are made � state . � , to
a state where the customer is making an offer � state/ � . If the merchant does not make an offer, then the
protocol ends at this point. On the other hand, if the
merchant makes an offer by sending the goods, then
both parties have to carry out their commitments; so
the protocol moves to state 5.

� By sending the goods without an explicit accept mes-
sage, the merchant makes an offer to send the receipt
if the customer agrees to pay. Thus, we move from a
state where no commitments are made � state . � , to a
state where the merchant is making an offer � state 0 � .
If the customer does not accept the offer, then the pro-
tocol ends at this point. Conversely, if the customer ac-
tually sends an accept message, then both parties need
to fulfill their commitments: so the protocol moves to
state 5.

Compared to the original version of the protocol in Figure 2,
we have introduced two new states, state 8 and state 9. Us-
ing the definitions in Example 5, these states can be defined
as follows:

� State 8: goods � promiseReceipt

� State 9: accept

In addition to these states, we have added distinct links from
state 1 to state 8, and 9; from state 2 to state 8 and 9; from
state 8 to state 6 and from state 9 to state 5. The new transi-
tions are shown with dashed lines.

As we have demonstrated, specifying protocols using a
CFSM enables the protocols to be executed flexibly, and



thus improves the performance of the protocol drastically.
At this point, it is important to restate what we mean by
flexibility. Although we want the agents to practice a flexi-
ble protocol, we still want to preserve an ordering that will
allow only meaningful conversations. For example, a mer-
chant should not send a quote after sending the goods, or
the customer should not start the conversation by sending an
EPO. More importantly, flexibility can be introduced to the
point where the intended meanings of the actions are pre-
served. When we allow more flexible interactions, we need
to ensure that the original commitments are in force or they
are altered by mutual agreement. Thus, if the applicable
metacommitments are captured, the execution of a protocol
is minimally constrained only to satisfy those metacommit-
ments. This is a major advantage over low-level representa-
tions, which require specific execution sequences and pro-
vide no basis for deciding on the correct state independent
of the execution sequence.

4 Discussion

We motivated a commitment-based treatment of protocol
specification, analysis and execution. We developed a new
way to specify protocols, CFSM, that is based on the mean-
ing of actions rather than their sequences. The associated
meanings are captured in terms of commitments. By walk-
ing through an example, we showed how we can define a
CFSM specification, and how we can reason about the pro-
tocols and enhance them to achieve a flexible execution. We
also pointed out how this specification can be realized at run
time or compile time.

There is a substantial body of literature on ACLs and
their semantics. The Foundation for Intelligent Physical
Agents (FIPA) has been standardizing an ACL along with
a formal semantics. FIPA also includes interaction proto-
cols, which are characterized purely operationally. Labrou
& Finin describe a grammar for constructing conversations
or protocols [8].

Traditionally, communication protocols are specified by
defining the allowed orders in which communicative acts
may take place, but no more. This holds for protocol for-
malisms such as FSMs, push-down automata, formal gram-
mars, Petri Nets, and temporal logic. Some of these for-
malisms can be quite powerful, but they are used only to
specify allowed actions. The actions are just labels and the
states, if explicit, do not capture the conceptual state of a
protocol as we have attempted. By contrast, we use commit-
ments to specify the communication protocols and thus an-
alyze them through their intrinsic meaning. Commitments
have been studied before [1, 3], but not used for protocol
specification as here.

Most traditional deontic logics have had a single-agent
focus and are therefore not suited for interoperation. Di-

rected obligations, i.e., from one party to another, are more
promising. Hohfeld’s approach is an influential one in stud-
ies of law [6]. We previously showed that the sixteen main
legal relations identified by Hohfeld can be captured using
commitments [9]. Herrestad & Krogh propose a formaliza-
tion of directed obligations that reduces them to preferences
of the concerned parties [5]. By contrast, we treat commit-
ments as first-class concepts and leave the preferences to
additional inferences that can be made in some cases. Other
formal research on interactions among agents includes Had-
dadi [4], who develops a formal semantics based on beliefs
and intentions, but does not give an operational characteri-
zation as we do here.
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