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Abstract—Much work on the performance of Web proxy caching has
focusedon high-level metrics such as hit rates, but hasignored low-level
details such as “cookies;” aborted connections,and persistentconnections
betweenclients and proxiesaswell as betweenproxiesand servers. These
details have a strong impact on performance,particularly in heterogeneous
bandwidth ervironmentswhere network speeddetweenclientsand proxies
are significantly different than speedshetweenproxiesand servers.

We evaluatethr ough detailed simulations the latency and bandwidth ef-
fectsof Web proxy cachingin suchervironments.Wedrive our simulations
with packet traces from two scenarios: clients connectedthrough slow
dialup modemsto a commercial ISP, and clients on a fast LAN in an in-
dustrial reseach lab. We presentthreemain results. First, cachingpersis-
tent connectionsat the proxy canimprovelatency much more than simply
cachingWebdata. Second,aborted connectionscanwastemore bandwidth
than that savedby cachingdata. Third, cookiescandramatically reducehit
rates by making many documentseffectively uncachable.

|. INTRODUCTION

Thecontinuedyrowth of the World Wide Web (WWW) moti-
vatestechniquego improve its performanceOnepopulartech-
nigueis proxy cacing, in which oneor morecomputersactas
a cacheof documentdor a setof WWW clients. Theseclients
are configuredto sendHyperText TransportProtocol(HTTP)
requestdo the proxy. If possible the proxy senesthe requests
from its cache Otherwise the proxy forwardstherequesto the
contentprovider, thatis, to thesener containinghesourcecopy
of therequestediata.

WWW proxy cachingattemptsto improve performancen
threeways.First, cachingattemptgo reducethe userperceved
lateny associateavith obtainingWebdocumentsLateng can
be reducedbecausehe proxy cacheis typically closerto the
client thanthe contentprovider. Second,cachingattemptsto
lower the networktraffic from the Web seners. Networkload
can be lowered becausedocumentsthat are sened from the
cachetypically traverselessof the networkthanwhenthey are
sened by the contentprovider. Finally, proxy cachingcanre-
ducethe servicedemand®n contentproviderssincecachehits
neednotinvolve thecontentprovider.

Mary attemptsto modelthe benefitsof proxy cachinghave
lookedonly at high-level details. For instance onemight con-
sider a streamof HTTP request-responsgairs, knowing the
URL requestedandthe size of eachresponseand computea
bytehit ratio: thefractionof the numberof bytessened by the
cachedivided by the total numberof bytessentto its clients.
Hit ratiosestimatethereductionin bandwidthrequirementbe-
tweentheproxy andthe contentproviders;however, they do not
necessarilyeflectthe lateny perceved by theenduser andin
somecaseghey do not even reflectactualbandwidthsavings.
(Thework of Kroeger, etal.[14], is anotableexceptionin its at-

tentionto end-usetateng. However, it is directedat a different
computingervironment,a corporatd AN/WAN.)

This paperconsiderperformancemplicationsof factorsthat
cannotbe modeledat suchhigh level. In particular we eval-
uate the performanceeffects of sometimesdrastically differ-
ent bandwidthbetweenclientsand the proxy and betweenthe
proxy andthe Internet. Otherfactorsthat we considerinclude
abortedtransfers HTTP headerghat may affect cachabilityof
resourcesandpersistenf CP connections.

We have developeda web proxy cachesimulatorthat pro-
videsthelevel of detailnecessaryo modelthesefactors.It uses
workloadsfrom two differentervironments.Onetracewascol-
lectedin a heterogeneoubandwidthproductionervironment,
AT&T WorldNet. The secondiracewascollectedat an indus-
trial researchab, AT&T Labs—Researcihesimulatorconsid-
ersHTTP operationsatthelevel of individual TCP packetsjn-
cludingtheslow-startphaseatthebeginningof eachconnection.
This simulationincludesdatain transit, demonstratinghe ef-
fectsof connectioraborts.It usesall relevantHT TP requesand
responseéheadersso informationthat affects cachability such
asthepresencef cookies|s included.Finally, it usesa combi-
nationof measuredind parameterizabléming characteristics,
allowing usto simulatea usercommunityon a relatively slow
modempool, or afasterlocal areanetwork.

Our study found that the bandwidthmismatchbetweenthe
clientsandthe proxy andthe proxy andthe Internetcannegate
ary bandwidthsasings one might hopeto reapfrom a proxy
cache. Without due care,the bandwidthconsumptionrmay in-
crease dueto partially transferrediatafor abortedequestsWe
alsoobseredthatin suchheterogeneousetworks the benefits
of using persistentconnectiondetweenclients and the proxy
canoutweighthe benefitsof cachingdocumentsWe therefore
amue for a dual role of the proxy asa data cathe anda con-
nectioncache Relativeto anon-cachingproxy, aninfinite-size
datacachereducesaverageuserobsenred lateny in the low-
bandwidthervironmentby only 8%. Yet, just cachingcon-
nectionsaloneresultsin up to 25% improvementin the aver
agelateny. Combineddataand connectioncachingproduces
up to 28% lateny reduction. In the high-bandwidtherviron-
ment,datacachingimprovesmeanlateny by 38%,connection
cachingimprovesit by 35%, and the combinationof the two
improvesit by 65%.

Anotherfinding is a surprisinglyhigh fraction of responses
with a cookieheader Sincecookiesare methodsof customiz-
ing resource®n a peruserbasis,it is inappropriateto cache
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Fig. 1. Tracegatheringandproxycachingervironmenfor AT&T WorldNet.

HTTP 1.0' resourceghat have cookiesin them even though
they mightjustbeinlined images.In our client trace,we found
roughly 30% of requestdad cookies,which dramaticallylim-
its the numberof requestghat canpossiblybe satisfiedfrom a
proxy cache.Moreover, we have evidencethatthe useof cook-
iesis increasing.

Therestof this paperis organizedasfollows. Sectionll de-
scribesthe tracing ervironment,and Sectionlll the simulator
SectionlV presentsour results. SectionV discussegelated
work andSectionVI concludes.

Il. TRACING ENVIRONMENT

Our studyis basedntwo tracesyeflectingtwo commonnet-
work ervironmentsfor Internetaccess.One,referredto asthe
modentrace containsaccesseby subscriberso a commercial
ISR, connectedhroughslow modemlines. Theothet calledthe
reseach trace containsaccesse$rom a researchcommunity
connectedo theInternetvia a high-speedink.

The modemtracewascollectedfrom a FDDI ring that con-
nectsan AT&T WorldNetmodembankto therestof the Inter-
net. In this ervironment,the proxy cacheswvould residein the
ISP's facilities nearsuchmodempools. Figure 1 depictsthis
scenario. The modembankin questioncontainsroughly 450
modemsconnectedo two terminalseners,andis sharedy ap-
proximately18,000dialup users. The senersterminatePoint-
to-PointProtocol(PPP)connectiongndroutelnternetProtocol
(IP) traffic betweertheusersandtherestof theInternet.

We collectedraw packettraceson a dedicatecb00-MHz Al-
phaworkstationattachedto the FDDI ring. We ensuredthat
the monitoringwas purely passve by configuringthe worksta-
tion'sFDDI controllersothatit couldreceve but notsendpack-
ets,and by not assigningan IP addresdo the FDDI interface.
We controlledthe workstationby connectingto it over anin-
ternalnetworkthatdoesnot carry usertraffic. Thetraceswere
anorymizedassoonasthey cameoff theFDDI link, beforewrit-
ing ary packetheadergo stablestorage.

We tracedall dialuptraffic on the FDDI ring for 12 daysin
mid-August1997.During thistime, 17,964differentuserdniti-
ated154,260differentdialup sessionswith a maximumof 421
simultaneoushactive sessions Our tracinginfrastructurehan-
dled morethan 150 million packetsa day with lessthan0.3%
packetloss. We obtaineda secondraceof all dialup traffic on
the FDDI ring for 6 daysin mid-July, 1998.

We processedheraw packetstreamon the fly to obtainour

1In HTTP 1.1, cachingandcookiesaredecoupledandaserveiis responsible
for explicitly disablingcachingwhenappropriate.
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Fig. 2. Tracegatheringernvironmenfor AT&T Labs—Reseah.

final trace. The resultingtrace containsall relevant informa-
tion andis muchmore compactthanthe raw packetdata. The
tracerecordsthe following informationfor TCP corversations
in which oneportnumberis the defaultHTTP port (80):

« TCPevents: Timestampssequencenumbers,andacknavl-
edgmentgor all packetswith SYN, FIN, or RST bits set.

o HTTP events: Timestampdor HTTP requestsrom clients
andHTTP responsefrom seners,andtimestampdor thefirst
andlastdatapacketdn eachdirection.

o HTTP headers:CompleteHTTP headerdor both requests
andresponses.

« Byte counts:Countof bytessentin eitherdirectionfor HTTP
headelandbody; if present.

This informationis sufficient to determinehow muchtime is

takenby variouscomponent®f the obsered HTTP corversa-
tions. Thesetracesare significantlymore detailedthantraces
that other researcherfiave made available (e.g., [11], [14]).

For example,publicly availabletracedack timestampgor TCP

eventssuchasconnectiorcreation(SYN packets).

For theresearchrace,we recordedaccesseom the AT&T
Labs—Researchommunity The tracing ervironmentfor col-
lecting the researcttraceis shavn in Figure2. Thetracewas
gatheredrom an Ethernetsggmentadjacentto the serialline
that connectsAT&T Labs—Researcto the restof the Internet.
We usedthe sametrace collection softwareas in the modem
case. At the time of the tracecollectionthis serialline wasa
T1link (1.5Mbit/s). Theraw packettraceswerecollectedon a
dedicatedl33-MHzIntel PentiumPCrunningLinux. Againwe
isolatedthetracingfrom thetracednetwork.

We tracedthehigh-speealientsfor 11 daysin mid-February
1997. During this time, more than 3,000 client machinesac-
cessednorethan23,000externalWebseners.

I1l. SIMULATOR

OurWebproxy simulator namedPROXIM, simulatesaproxy
cacheusingthe HTTP tracedescribedn Sectionll asinput.
PROXIM canbe usedto simulatethe threedifferentscenarios
shavnin Figure3: (a) usinga proxy, (b) withouta proxy, where
the bandwidthto the clientsis the bottleneck,and (c) without
a proxy, wherethe bandwidthon the network connectingthe
clientsto the Internetis the bottleneck.

To assestheperformancémpactof proxy cachingin agiven
ervironment,we comparethe with-proxy to the no-proxy sim-
ulation results. In addition, the no-proxy simulation results
are usedto validate the simulator againstthe original mea-
surednumbers. The next subsectionslescribevariousaspects
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of PROXIM's functionality while the last subsectiordiscusses umentsto clients over a connectionby schedulingindividual

thevalidation.

Simulated Cache: PROXIM simulatesa documentacheman-
agedby LRU replacementHowever, in all of our experiments
we configuredthe cachesize to be sufficiently large to avoid
having to evict ary documentsThis givespotentiallyoptimistic
resultsfor the proxy, but the storageconsumedy all cachable
documentsn our traceis on the orderof 40GB, not an unrea-
sonableamountof disk space.To accountfor the overheadn-
troducedby the proxy, a configurablecachemisstime overhead
anda configurablecachehit time overheadareaddedto there-
guestservicetime.

Network Connections: As mentionedn the introduction,it is
importantto handlethe interactionsbetweenHTTP and TCR,
particularlypersistenHTTP [9], [16], [19]. In PROXIM, each
simulatedclient maintainszeroor moreopenconnectiongo the
proxy. An idle connectionis onein which no HTTP request
is currentlyactive. Whena persistenHTTP requestis genef
atedandanidle connectiorexists for the clientin questionan
idle connectioris choserto servicetherequest By default,re-
guestghatweremarkednon-persistenin theoriginaltrace(due
to clientor sener headefields) aretreatedasnon-persisteriy
PROXIM andresultin a new connection If aclientgenerates
requestindall of its extant proxy connectiong@reactive servic-
ing otherrequests—oif the client hasno extantconnections—
a new TCP connectionis createdby the client to servicethe
presentrequest. Client-to-proxyconnectionghat are idle for
morethanadefaultof 3 minutesareclosedby the proxy.

PROXIM handlegproxyto content-preiderconnectionsimi-
larly to theway it handlegproxyto clientconnectionsHowever,
sinceproxy administratordiaze no influenceover arbitrarycon-
tentproviders,we time out persistensener connectionsftera
someavhatarbitrarydefaultof 30 second®f idle time.

PROXIM assumethataclientrequests\Webpageatthetime
thattheoriginalclientsentoutthe SYN packefTCPconnection
request).Therefore|f theclient canreusea persistentonnec-
tion, thenthe proxy learnsaboutan HTTP requestat the time
atwhich we recordedhe SYN packet.If theclientis forcedto
openanew connectiorto the proxy, the proxy seeshe request
at one client-to-proxyround-triptime (RTT) after the original
SYN packetwasobsered.

Document Transfer: PROXIM simulatesthe transferof doc-

packetsto arrive at the client, the proxy, or the sener. The
schedulingof packetgakesinto accountTCP slow-startat the
startof aconnectionbut doesnotconsideipacketossesandthe
additionalslow-startperiodsthosewould entail. By default,the
proxy and seners send1500-bytepackets(the most common
packetsizebesidegl0-byteACK packets).

Packetsdestinedfor the clientsare enqueuedn a perclient
gueuefor scenarioga) and(b) andin a networkqueuefor sce-
nario (c) of Figure 3. Packetsdestinedfor the proxy are en-
gueuedin a networkqueue. Eachof thesequeuedrainsat a
configurablerate. The defaultfor the modemtraceis a sener
to-proxyrateof 45 Mbpswhile thedefaultratefor clientqueues
is 21 Kbps. Thefirst waschosersincea T3 (45 Mbps) consti-
tutesa goodISP conneciity to the Internetandthe latterwas
chosensince most modemsconnectionspeedsat this modem
pool arein the orderof 24 Kbpsto 28 Kbps andwe obsered
thatthey cansustainathroughputaround21 Kbps. The default
for theresearctiraceis a senerto-proxy rateof 1.5 Mbpsand
anetworkqueueof 1.5 Mbps. Thesevalueswerechosersince
aT1 (1.5 Mbps) constitutegypical connectvity to the Internet
for acorporateenvironment.

This schedulingof packetsrequiresa RTT estimatefor the
networklink on which packetsare scheduled.We usea con-
stantRTT estimatefor eachtype of connection. For client-
to-proxy connectiondn the modemtrace,the RTT is the mo-
demdelay (default250 ms). For proxy-to-serer connections
theRTT is derivedfrom eitherthe differencebetweerthe SYN
andSYN-ACK timestamp®r the REQUESTandRESPONSE
timestamps.(We assumehat the proxy is locatedat the loca-
tion of the packetsniffer, wherethe tracewascollected.) The
estimatefor the client-to-serer connectioris donein a similar
mannerexceptthat we addthe modemdelayof 250 msin the
caseof the modemtrace. For the researcthracewe assumea
defaultround-tripdelay of 2.5 ms betweenthe clientsandthe

proxy.

Latency Calculations: PROXIM simulatesthe overall lateny
to retrieve a documentby breakingthe lateny overheadinto
connectiorsetuptime, HTTP request-respongene, anddocu-
menttransfertime. Connectionsetupcostsare avoided when
a persistentconnectionis reused. In the no-proxy case,we
use the SYN timestampsin the trace to determinethe con-



nectionsetuptime. In the with-proxy case,we usethe rele-
vantsubsebf the SYN packettimestamps . Similarly, request-
responsdateng is calculatedusingthe appropriateportion of

theHTTP request/replyatenciedn thetrace:thefull lateny is

usedif the proxy hasto connectto the contentprovider; other

wise the request/respondateny is assumedo be the config-
uredclient/proxyRTT. We modeledthe time clientstaketo re-

trieve datafrom the proxyby usingthequeuesnentionedbove,

which drain at modembandwidth. We breakdocumentsnto

packetsandobsene thetime differencebetweerthe startof the
first downloadedpacketandthe dequeuingf thelastpacket.

Simulator Validation: To validatethe simulator we compare
our resultsfor the no-proxysimulationswhereeitherthe client
bandwidthis the bottleneckmodemervironment)or wherethe
bandwidthto the Internetis the bottleneck(researchab envi-
ronment)andcomparedimulatedatenciesagainstthe original
latenciesfrom the trace. Figure 4 shows the probability den-
sity of lateng distributionin both cases.The simulationcurve
matcheghe generakhapeof the measureaune.

In particular the medianlatenciesfor the datatransfersin
theoriginaltracein themodemenvironmentis 0.44secondy's.
0.42 seconddor the no proxy simulation. The mediantotal la-

teng for theno-proxysimulationis 2.4secondws. 1.8 seconds

for the original trace. This differenceis dueto the overestima-
tion of messageRTT in the simulator which is calculatedas

Still, even whenlooking at just hit ratio, consideringlow-
level detailsprovides someinterestingresults. Unlike existing
studiespurtracecapturesall HTTP header®f requestandre-
sponsessowe wereableto emulatethefull behaior of proxies
with respecto cachabilityof resourcesTherearea variety of
reasongor adocumento beuncachable:

« Dynamicallygeneratedontentusuallyidentifiedby thepres-
enceof “cgi-bin” or “?” in the URL.

« Explicit cachecontrolthroughthe useof Cache-Controand
Expiresheadeffields[9].

« A cookieis present:by usinga Set-CookieHTTP response
headerine, the content-preider hasrequestedhat the client
sendthe content-preider a “cookie” with eachsubsequente-
qguest.Thecookieis anarbitrarysequencef bytes whichis sent
by a clientby meanwf a Cookieheadetine. Cookiesareoften
usedfor authorizatiorand/orpersonalizatiof WebpagesAl-
thoughthe CookieandSet-Cookieheadefieldsarenot (yet) of-
ficially partof HTTP andthushave no inherentcaching-related
requirementsgurrentproxy cachingsoftwareshouldnot cache
theresultsof HTTP 1.0 requestwith Cookieheadellines. By
default, proxy software(e.g., Squid [22]) generallydoesnot
cacheresultsof requestavith Cookieheadetines, but (asde-
scribedbelon) somevendorsof commerciatachesveakerthis
constrainin somecasesuchasimages.

« An authorizationfield is presentin the request:this would

the minimum of SYN/SYN-ACK and HTTP request/responsereqUireprOXieSto cachecontenton a perclient basis,or unau-

delays,both of which requireextra sener processing.On the
otherhand,the meanlateny of the original traceis largerthan
themeanlateny of theno-proxysimulationsincethe no-proxy
simulationdoesnot accountfor networkcongestioror content
sener overload,which might limit the datadepositrateinto the
modemqgueues.Note that this simulationis assuminghat the
clientbandwidthis the bottleneck.

For the researchervironment, most of the clients are con-
nectedvia a 10Mbit/s Ethernet. Thereforewe follow the sce-
narioof Figure3 (c). In thiscasewe chooseahebandwidthof the
networkqueueto be 1.5 Mbps (T1 speedlandassumehatthe
networkqueueis drainedat 6 Mbps (a reasonablessumption
givena 10 Mbps Ethernet). The medianlatenciesfor the orig-
inal tracein the researcternvironmentis 0.42 secondsss. 0.54
seconddor the no-proxy simulation. Again the meanlatengy
of the original traceexceedsthe meanlateng of the no-proxy
simulation. Overall, both simulationsreasonablyepresenthe
originaltrace.

IV. PERFORMANCE EFFECTS OF THE PROXY

This sectiondescribeghe insightsgainedfrom considering
theimpactthatlow-level detailscanhave onthe performancef
Web proxies.

A. Hit Ratio:

Most performancestudiesof proxiesto date have concen-
tratedon hit ratios. We contendthis is only a secondarynea-
sure, usefulinsofarasit affects the performancemetricsthat
usersandnetworkadministratorslltimately careabout,suchas
bandwidthsavingsandlateng reduction.

thorizedusersmight seecontentmeantfor anotheruser

The following table lists the numberof HTTP requestghat
were uncachablefor various reasons. The countsare non-
exclusive, but the last line of the table countsthe union of the
individual causes.

Modem Research

Reason Count | % Count | %

Cookiepresent 3,236,869 | 30.20 || 196,071 | 18.83
URL had'?" 1,055,470| 9.85 77,692 | 7.46
ClientCache-Control 800,574 | 7.47 || 149,720 | 14.38
URL had'cgi-bin' 580,451 | 5.42 48,753 | 4.68
NeitherGET norHEAD 216,073 | 2.02 19,336 | 1.86
Authorizationpresent 180,728 | 1.69 11,505| 1.10
ServerCache-Control 177,404 | 1.65 11,412 1.10

Uncachablelocs [ 4,615,661] 43.06 ] 391,064] 37.55

Surprisingly the ISP traceshaved that over 30% of all re-
guestshada cookie,which hada dramaticeffect on the hit ra-
tio. If the proxy ignoredcookiesin thelSR the hit ratio would
have been54.5%,similar to hit ratesobseredin previousstud-
ies[11], [14]. By takingcookiesinto accountwe obsere a hit
ratio of just 35.2%, even whenthe cachesizeis large enough
to avoid ary purges.Thebytehit ratio similarly decreasefom
40.9%to 30.4%.In fact, we have preliminaryevidencethatthe
useof cookiesis increasing.Iln a six-daytracewe collectedin
Junel998,thefraction of requestsvith cookiesgrew to 34.5%.

For the somevhat older researchtrace,the impact of cook-
iesis not quite asdramatic. The hit ratedecreasefom 33.9%
to 27.0%if the proxy considersresponsesvith cookiesun-
cachablethe bytehit ratedecreasefom 28.1%to 23.3%.The
fact that the hit rateis muchlower for the researchracethan
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Fig. 4. Simulationvalidation: total latency

for themodemtraceis likely to be correlatedwith thelowerre-
guestrate of the researchraceandthe differencein browsing
behaior for researcherandconsumers.

The significantincreaseof hit ratios producedby caching
documentswith cookiessupportghe importanceof techniques
aimedat enablingcachingof suchof documents.Thesetech-
niguesinclude approachedasedon delta encoding[1], [13],
[18] andclient-sideHTML macro-preprocessirg]. Theextent
of the benefitsof thesetechniquesvould dependbn theamount
of documentustomizatiorbasedn therequestookies.

Anothertechniquausedby someproxy vendorss to ignorea
cookieif therequestppearso befor animage(identifiedby a
suffix in the URL) [5]. Thistechniques basedon the heuristic
thatimagesare rarely personalizedndthereforethe presence
of a cookiein this caseis simply the resultof sloppyWeb site
design.

While HTTP 1.1 explicitly allows caching cookied docu-
mentsunlessprohibitedby the contentsener, HTTP 1.0 does
not officially supportacookieheaderin practice cachingthese
documentganresultin unpredictabléehaior.

B. Bandwidth Consumption:

An often-citedbenefitof proxy cachingis reducednetwork
traffic on the Internet. Surprisingly by carefully modelingthe
systembehaior whenrequestsare aborted we found that the
proxy canactuallyincreasethetraffic from contentprovidersto
thelSP. Withouta proxy, whena userabortsarequestby hitting
the“stop” button,thetransferof thedocuments interruptedand
no longerconsumesetworkbandwidthbeyondwhatis already
in transit. On the otherhand,dueto the bandwidthmismatch
betweerthe connectiongrom clientto proxy andfrom proxyto
thenternet,a proxy thatretrievesdocumentsat full speedmay
have downloadedmuch or all of the documentby the time it
learnsof theabort. Thusthebandwidthconsumptiorof aborted
requestganbe higherwhenthe proxy is present.

The following table indicatesthe frequeng of interrupted
transfersfor the ISP trace. While somebrowserswill aborta
connectiorusingtheRSTflagswithin TCR otherswill justclose
the connection.Therefore abortsarehardto infer purelybased
uponthe stateof the connection. Insteadwe infer which doc-

umentsare abortedby relatingHTTP responseéContent-length
headerfields to the amountof datathat was actually receved
by the clients (excluding headerdata). This is possiblefor re-
sponsewith valid Content-lengthi.e. a non-zerovalue). In
the table belaw the first line correspondto completedHTTP
transfersthesecondinein thetableindicatesncompleteHTTP
transfergaboutl1%of requests)thethird line is anexceptional
case—thesener sentmore datathanit claimedas the docu-
ment's Content-length.Presumablytheseresponsesaredueto
buggysener software.

Case Count % | Content-Length] Response
Bytes Bytes
CL=RDL | 5,487,519| 88.79 33731MB | 33731MB
CL > RDL 676,243 | 10.94 44483MB | 8210MB
CL < RDL 16,706 | 0.27 131MB 151MB

The exacteffect of abortson the overall bandwidthdemands
dependon the handlingof abortedrequestdy the proxy. If
the proxy continuesthe download, subsequentequestgo the
documenwill hit in the cachejmproving performanceOn the
otherhand this mayfurtherincreasehetraffic from thecontent
providersto the proxy.

In our simulations,the total numberof bytesreceved by
the clients from the contentproviders without the proxy was
49.8 GB. At one extreme, if the proxy always continuedto
downloaduponaborts the total numberof bytesfrom the con-
tentprovidersto theproxywouldbe58.7GB (118%of theorig-
inal numberof bytestransferredfrom the contentproviders).
This meanghat, with the proxy, one could endup consuming
18%morebandwidthto the Internet.

On the other extreme, the proxy could abortthe download
immediatelyafter receving a client's abort. In this case,the
theamountof wasteddatatransmitteddepend®n the proxy-to-
sener bandwidthandtherateatwhich dataarerequested.

Thefollowing tablecomparedandwidthconsumptiorof the
networkwith and without the proxy, for variousvaluesof the
proxy-to-serer bandwidth. We are initially assumingdocu-
mentsareretrievedat the full bandwidthof the proxy-to-serer
connection.



Proxy-server| Datatransfered| Savings

45Mbps 53.7GB -8%
1.5Mbps 50.7GB -2%
0.5Mbps 41.5GB 15%

As seenfrom this table, for the network queuebandwidth
of 45 Mbps, aborting downloadswould reducewasteddata
transmissiondy only 5.0 GB, still anincreaseof 8% over the
without-proxycase A 1.5Mbpsinternetconnectiorwould cor
respondto a 2% increasein overall traffic. However, if the
bandwidthof the networkqueuewerejust 0.5 Mbps’, sarings
from cachingdatawould finally offsetary additionaltransfers
afterthe abort,amountingto 15% savings overall. Theseband-
width sarings (if ary) from the proxy are nowherenearthose
suggestedy the byte hit ratio.

Usingthe AT&T Labstracefrom clientsconnectedo the In-
ternetvia a T1 link, we confirmedthatthe bandwidthmismatch
betweerthemodemsandthelnternetcontributessignificantlyto
the wastedbandwidthconsumptiorfrom aborts. Whena well-
connectedtlient abortsa transfer it will have receved a sig-
nificant fraction of the datareceved by the proxy. Handling
of abortsis importantevenin the caseof well-connectedlients,
however, sinceif theproxy continuego downloadthedocument
even after an abort, it will seeminimal savings. If the proxy
abortsimmediatelyit will seel4%savingsin bandwidth.

We should note that some cacheimplementationsnclude
flow control over the proxy-to-sererconnectior(e.g.,Network
Appliance[5] andInfolibria [12]). In theseimplementationsa
slow client causeghe TCP buffer for the proxy-to-serer con-
nectionto fill up andstall the datainflow. To evaluatethis fea-
ture,we simulateda proxythatwouldthrottleits inflow from the
contentsenerto benomorethan64 KB aheadf theoutflow to
the client. Thisturnedan 8% increasen bandwidthconsump-
tion for the45Mbpscaseinto a 13%savings.

Cacheflow controlremainsa controversialissue,with some
vendorge.g.,Cisco[10]) trying to completelydecouplaherate
of receving datafrom seners and sendingit to clients. Our
dataindicatethat cacheflow controlis importantin achieing
bandwidthsarzingsin a heterogeneousetwork.

C. Latency Reduction: Caching Connectionsvs. Caching
Data

Multiple componentswithin a typical HTTP requestcon-
tribute to the lateny of that request. Dependingon the band-
width ervironment,addinga proxy cachecaninfluencethe la-
teng of ary of thesecomponentandthereforechangethe la-
teng experiencedy theuserin severalways.

Latency Components: Most documentdownloadsproceedas
follows: (1) the client establishesa TCP connectionto the
sener; (2) the client sendsthe HTTP requestfor a document;
(3) the sener sendsthe HTTP responsdor the document;(4)
thesener sendghe datafor the document{5) the sener/client
closesthe TCP connection.With persistentonnectiong16] it
is possibleto skip stepg(1) and(5). In themodemandresearch

2Notethatthelowerbandwidthnetworkqueuesareappropriatenodelsgiven
thatalot of websitesareaccessedveranetworkpaththatincludesatleastone
T1 or lower speecconnection.

tracegespectiely, 18%and12%of theHTTP requestaresent
over persistentonnections.

Figure5 illustratesthe breakdavn of latengy components$or
our original traceswithout a proxy in place® The latenciesdo
not include the modemdelays. Note that connectioncreation
contributesa significantamountof time to the end-to-enda-
teng. The heay-tailed natureof the documenttransfer(the
meantimeis muchlargerthanthemedian)[4] impliesthatthere
are numerousdocumentg47% for the modemtraceand 26%
for theresearchrace)for which the connectiorsetuptime is at
least50% of thetotal downloadtime.

Due to the high costof TCP connectionset-up,potentially
significant benefitscould be obtainedby maintaining persis-
tentconnectiondetweerclientsandseners. However, content
providerscanmaintainonly a limited numberof suchconnec-
tions. This suggestghat a proxy may also sene in the non-
traditionalrole of a connectioncache it would maintainper
sistentconnectionswith contentprovidersandre-usethemfor
obtainingdocumentgor multiple clients. The connectiorcache
requireonly one(or asmallnumberof) persistentonnection(s)
to a givencontentprovider, regardlessof the numberof clients
connectedo theproxy. Similarly, eachclient needg¢o maintain
only a smallnumberof persistentonnectiongo the proxy re-
gardles®of thenumberof senersit visits. Moreover, if for some
reasoraconnectiorbetweertheproxyandclientor betweerthe
proxy and contentprovider is closed,significantperformance
benefitscould still be obtaineddueto the connectionwith the
otherside.

Modem Trace-LatencyAnalysis: For the modemtraceFig-
ure6 shavstheeffectsof bothservingdatafrom thecache(data
caching),andusingpersistentonnectiongreferredto as“con-
nectioncaching”),on thetotal lateny. Onewould expectthat
thoserequestdhat are sened from the cachewill be serviced
faster However, we seefrom Figure6(a) that datacachingre-
ducesthe latenciesxperiencedoy the userby only a minimal
mawgin. Thetwo curvesfall moreor lesson top of eachothet
exceptfor the peaksfor smalllateny valuesin both the with-
proxy andno-proxysimulations.The peakin the no-proxysim-
ulationreflectgheuseof persistentonnectiorin thetraceitself.
Thepeakin thewith-proxy simulation,atabout500ms, reflects
theminimumamountof time thatit takesto establisha connec-
tion andexchangethe HTTP request/responseformationand
somedatagiven a round-triptime of 250 ms. In total, the im-
provementrelative to the no-proxysimulationin the meanand
medianlatencieds 3% and4% respectiely.

This resultis substantiallymore pessimisticthan the upper
boundof 26%lateny reductionreportedoy Kroegeretal. [14].
Thelimited improvemenis dueto theheterogeneousandwidth
ervironmentwhichimpliesahighlateny of theconnectiorset-
up (which hada meanof 1.3sin thetrace)anda modemband-
width limitation on the clients (this study assume®8.8 Kbps
modems).We may be treatingthe pure datacacheunfairly by

3Thegraphsplot thedensityof thelogarithmof thelatencies Coupledwith a
logarithmicscaleon the z-axis, plotting the densityof thelogarithmof the data
facilitatesdirectcomparisondetweerdifferentpartsof the graphshasedn the
areaunderthecurve.
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Fig. 5. Probability densityof total latencyand latencycomponentsin both subfiguesthe curvelabeledt ot al showsthe probability densityof the end-to-end
requestatency;thecurvelabeledsync showsthelatencyto establishthe TCP connectiorfromtheclientto the content-povide; thecurvelabeledr eq_r ep
showsthe time betweersendingthe HTTPrequesto receivingthe HTTP responsethe curvelabeledr ep_dat a showsthetime betweenreceivingthe HTTP
responsandthefirst part of the documentfinally thecurvelabeleddat a showshetransfertimefor requestsn whicha documentvasreturned.

notallowing the useof persistentonnectiongor thoserequests
thatusedpersistentonnectionin the original trace. Compared
to anon-cachingroxy, datacachingimprovesthe meanperfor
manceby 8%.

Figure6(b) verifiesour intuition that if the proxy is usedas
a connectiorcache thetotal meanlateny improvementsyrow
substantially In this heterogeneousandwidthervironmentthe
probabilityshiftsfrom thelargerlatenciedor the no-proxycase
to substantiallyshorterlatenciesfor the with-proxy case. The
meanand medianlatenciesimprove by 21% and 40% respec-
tively. Indeed,now thefirst peakof both curvesreflectsHTTP
requestsover persistentonnectionswhile the secondpeakin
theno-proxycune reflectsthetimeit takesto establisithe TCP
connections.

Thewith-proxy curve of Figure6(c), whichshavsthetotalla-
teng/ for a Webproxy thatis actingbothasa connectiorcache
andadatacachediffersonly slightly from thewith-proxy curve
of Figure6(b). Indeed the meanandmedianatenciesmproves
by 24% and48% respectrely. On first thoughtit may be sur
prisingthattheimprovementin themedianis largerthanthein-
dividual componentsvould suggestDatacachingcanimprove
theperformancef theconnectiorcacheby shorteningransfers
andthereforemakinga connectioravailablefor reuseby a dif-
ferenttransferat an earliertime. This explainswhy the perfor
manceimprovementsof datacachingplus connectioncaching
canbemorethanadditive.

The overheadof settingup TCP connectionganbe assessed
by looking atthelateny betweernwhenaclientissuesarequest
for adocumentandthe time whenthe Web proxy hasactedon
the HTTP request(either by servingit out of the cacheor by
forwardingit to the sener). The benefitof datacachingcan
be betterunderstoodrom the lateny betweenthe sendingof
the HTTP requestandreceving the HTTP responsemessage.
Unfortunatelyin theheterogeneousandwidthervironmentthe
lateny betweenthe client andthe proxy is in the sameorder
of magnitudeasthe lateny betweerthe client andthe sener,
andis not a large proportionof the overall lateng. Therefore
the benefitof datacachingis limited. Also, the meanlatengy
of the TCP connectiorsetupis largerthanthe meanlateny of
the HTTP handshakewhich somavhatreducegheimportance

of datacaching.(Additional detailsareavailablein a technical
report[8].)

Modem Trace—Caching Connections vs. Caching Data:
With the understandingf which latenciesare influencedby
data/connectionachingjt is clearthatthe benefitfrom connec-
tion cachingwill dominatethe total lateng improvementsfor
the heterogeneoulsandwidthenvironment. Variousconnection
cachescenariodo considerare: all connectionsare persistent,
only connectiongrom theWebproxyto theWebsenersareper
sistent,only connectiongrom the Web client to the Web proxy
arepersistentpr noneof theconnectionsirepersistentFigure?
summarizeshe performancemprovementsof variousdifferent
ways of combining persistentconnectionswith datacaching,
including “cheating” on documentswith cookiesby declaring
themcachable.

Given that a proxy introducesoverheadsi,t is not too sur
prisingthatusingno persistentonnection@ndno datacaching
will imply anincreasedateng. Persistentonnectiondetween
the clientsandthe Web proxy are not as effective asbetween
the Web proxy and the Web sener sincethey only save the
round-trip time betweenthe Web proxy and the Web sener.
The performanceamprovementsof introducingpersistenfTCP
connectionnly betweenthe Web sener and the Web proxy
arelargerthanintroducinga datacachefor documentsvithout
cookiesandwithout persistentonnections.Adding persistent
client connectiongo cachingimprovesthe lateny resultsby
morethana factor of 2. Adding all persistentonnectionsm-
provesthe lateny resultsover only data-cachindpy morethan
afactorof 7.5.

Cachingdocumentamproves the medianlatenciessignifi-
cantlymorethanthe meanlatenciessincesmalldocumentsare
muchmorelikely to be senedfrom the cache.This meanghat
eachindividualtransfetthatusesa persistentonnectiorwill oc-
cupythe connectiorfor a smalleramountof time. Thisin turns
meanghatit is morelikely thatanotherdocumentransfercan
reusethe connection.Note thatenablingcachingof documents
with cookieswill improve the meanlatengy only from 24%to
26% in the scenariowith all persistentconnections. A more
significantimprovementfrom 3% to 8% canbe achieredin the
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scenariowvith no persistentonnections.

Reseach Trace: Latency Analysis: Our simulationresults
for the AT&T WorldNettraceshav thatconnectioncachingis
highly beneficialin heterogeneousandwidthervironments.To
understandhe differencebetweerthis ervironmentandan en-
vironmentwith a setof well connectectlients, Figure8 shavs
thetotal lateny comparisorfor the AT&T Labs—Researdhnace
for thesamescenariogsFigure6b.

In this ervironmentwe seea meanlateny improvementof
7% for the pure datacacheproxy (seeFigure8(a)). Thisis a
factorof 2 improvementover the modemervironment. At first
glance pureconnectiorcaching(seeFigure8(b)) yieldsonly a
small2% meanlateny improvementcomparedo the no-proxy
results. (The medianimproves by 20%.) Given that the no-
proxy simulationis allowed to use persistentconnectionsfor
thosedocumentransferghatusedpersistentonnectionsn the
originaltrace thiscomparisormaynotbeappropriate Compar
ing the resultsto the no-caching/no-persistent-connecticase
we obsere a meanlateny improvementof 39% for the re-
searchtrace, but only an improvementof 8% for the modem
trace. When addingconnectioncachingto datacaching(see
Figure8(c)) the meanand medianlatenciesmprove by 47.5%
and40.4%respectrely. Thisis in the sameorderof magnitude
asthe improvementsrom no persistentonnectiondo all per
sistentconnections.

Comparingheindividual latengy componentsn thetwo en-
vironmentsgivesinsightsinto how andwhy the resultsfor the
researchtracediffer fromthemodentrace.Becaus®f thesmall
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Fig.9. Latencyimprovementesultsfor the AT&T Labs—Rese@htracerelative
to theno-proxycase.

round-triptime, theHTTPrequesto HTTP responséateng for

cacheddocumentds very small for the researchervironment
andtheconnectiorspeedo the clientsis not a bottleneck.This
is reflectedvery positively in thedocumentransfettimes. Small
documentganberetrieved muchfasterwith a proxy thanwith-

outaproxy.

Reseach Trace: Caching Connectionsvs. Caching Data:
Figure 9 reflectsresultsfor the samescenariosas Figure 7
of combiningvariousforms of connectioncachingwith data
cachingfor the AT&T Labs—Researctrace. Theresultsfor no
cacheand no persistentconnectionsshav a substantiaklow-
down. The slowdown is partially causedby the fact thatthese
simulationshave to establishnenv connectionsfor document
transfersthatin the original traceandin the no-proxy simula-
tion usepersistentonnectionsMoreover, in afastnetwork,the
proxy introducespossiblepenaltiedueto interactionsetween
two TCPwindows.

Becauselocumentachingreduceghe documentransfera-
tenciessubstantiallyin a low lateny ernvironmentwe seethat
connectiorcachinganddatacachingarehighly complimentary
In sumthey improve the performancdy morethan40%. Given
that the client to proxy latenciesare so small using persistent
connectiondetweenthe Web proxy and the Web sener will
be sufiicientto gain mostof the benefitwhile the benefitof us-
ing persistentonnectiorbetweerthe Web clientsandthe Web
proxyis almostnoneistent.

Datacachingresultsin substantiallybetterlateng improve-
ments(a factorof 2) in the high bandwidthenvironment,even
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with a lower hit rate,thanin the heterogeneousandwidthen-
vironment. Overall combining data cachingwith connection
cachinghasa meanand medianimprovementof 47.5% and
40.5%respectrely.

D. ConnectionCacheSize

Connectioncaching can produce substantialperformance
benefits.Therefore we needto identify the cachingoverheads,
suchasthe cachesizerequirements PROXIM maintainsa list
of currentlyactive connectionslf aconnectiorbetweeraclient
andaWebproxyisidle for morethan3 minutest is purgedfrom
the cache.Connectiondo senersarecachedor 30 secondsif-
ter lastuse.The next two tablessummarizeéhe maximumnum-
ber of simultaneougsonnectionsnaintainedby a datacaching
proxy for differentconnectiorcachingscenariosThefirst col-
umn of the tablesspecifieavhatconnectionsare cachedoy the
proxy. Thenext two columnscontainthe maximumconnection
numbers,which in combinationindicatethe capacityrequire-
mentsfor the proxy. Thelasttwo columnsrepresenthepercent
of clientrequestghatresultedn openinganewv connectionye-
spectvely, betweenra client andthe proxy, andthe proxy anda
sener. Notethatin the caseof proxy-to-sererconnectionsthe
proxy may avoid openinga new connectiorby servingthedata
from the cacheor by reusinganotherconnection.

Numberof connectionsn modemervironment

Connections max# TCP max#TCP | % conn % conn
cached connto client | connto server | toclient | to server
all 646 240 18.4 20.6
proxy/server 203 243 100.0 20.8
proxy/client 646 75 184 77.8
none 204 73 100.0 77.87

Numberof connectionsn researclervironment

Connections max# TCP max#TCP | % conn % conn
cached connto client | connto server | toclient | to server
all 216 198 10.1 25.2
proxy/server 179 198 100.0 25.2
proxy/client 216 183 10.1 84.0
none 179 183 100.0 84.0

In themodemervironmentcachingconnectionsnayincrease
the maximumnumberof connectiondy morethana factor of
3. If this shouldexceedthefacilities of the Webproxy, justturn-
ing off persistentlientconnectionsvill reducethe overheado

only a factor of 1.6 while preservingmostof the lateny ben-
efits. To judgethe impactof persistentonnectioncachingon
the capacityrequirementf the Web sener, we comparethe
total numberof simultaneousonnectionswithout cachingor
persistentonnectiong112)to the numberof connectiongrom
the Web proxy to the Web sener (240). This is anincreaseof
slightly morethana factorof 2.

The costsof using connectioncachingin the researchervi-
ronmentis very small with a factor of lessthan1.3. The re-
guirementdor the Web senersareactuallyreducedoy afactor
of 2 in thiscase.Overall, theconnectiorcachehit ratesarevery
promisinggiven that the percentagef new connectionestab-
lishmentsis reducedby at leasta factor of 4 for both erviron-
ments.

When using persistentconnectionson averagea persistent
connectiorbetweertheclientandthe proxywill beusedfor 5.4
requestswhile a persistentconnectionbetweenthe proxy and
thesenerwill beusedfor 3.8requestsOn averagea persistent
connectiorbetweeraclientandaproxywill beusedby requests
thatgo to two differentWeb senersandthe persistentonnec-
tion betweera proxy andasenerwill beusedby requestgrom
1.2 differentclients. Note that theseare means! Someof the
connectionswill be usedfor requestdrom mary moreclients
andto mary moreseners. This meanghatthereis substantial
diversityin how persistentonnectionsre usedthat cannotbe
achievedwithouta proxy.

The cost of connectioncachingcan be reducedfurther by
identifying betterpoliciesfor managingthe connectioncache.
This includesansweringquestionsaaswhento teardown a con-
nectionwhich connectiorto teardown whenthe proxy runsout
of connectionshow mary simultaneougonnectionshouldbe
maintainedo a given contentprovider or client, whento wait
for apersistentonnectioninsteadof openinga nen connection,
andsoon|3].

V. RELATED WORK

Fromthe standpoinbf analyzingmodemusersthework that
is mostsimilarto oursis thatof GribbleandBrewer [11]. They
collecteda traceof HTTP accessesver a modempool at the
Universityof California,Berkelgy, over a periodof 45 daysand
including over 8,000clients. They usedthis traceto evaluate
severalmetrics,includingtheeffectivenes®f proxycachingand



theloadplacedon seners.We agreewith someof their conclu-
sions,particularlythe needfor efficient supportof a large num-
berof TCP connectionsWe disagreen our enthusiasnwith re-
spectto the amountof locality in the clients' referencestream;
we do not agreethat a “large amount” of locality is present.
Clearlythereis enoughlocality to makecachingmodestlyuse-
ful, but with cachemissesoutnumberingcachehits, the miss
caseis the commoncaseandneeddo be handledwell. We be-
lieve the differencein our conclusiongs dueto ourassumption
thatthe existenceof cookiesnakea resourcaincachablewhile
they do not mentioncookiesat all.

Otherresearchon reducingclient latenyy complementur
work, particularlyto theextentthatmodembandwidthis theap-
parentbottleneck.Kroeger, et al., analyzedhe effect of proxy-
cachingon lateny ratherthanjust bandwidth[14]. Usingthe
widely-usedDigital trace,they foundthat proxy cachingcould
reducdatengy by only upto 26%, eventhoughthe cachehit ra-
tio wasroughly 50%. However, their particularstudyfocussed
on corporateL ANs and WANSs, so they did not considerthe
heterogeneousandwidthervironmentwe have evaluatedhere.
Otherapproacheto lateny reductionincludeprefetching21],
[14], datacompressiorfi18], [19], anddelta-encoding13], [1],
[18].

Duska,etal. [7], useda variety of proxy cachelogsto evalu-
atehit rates locality, sharing,andcachecoherenceThey found
thatproxy cachehit ratesvariedfrom 24%to 45%,with higher
requestratesresultingin higherhit rates. They focusedon re-
sourcehit ratesandbyte hit rates but notlateny effects.

Persistentonnectionsvere first proposedoy Padmanabhan
andMogul [20] andsimulatedoy Mogul [17]. They arenow part
of theHTTP 1.1 proposedstandard9]. Most previousanalysis
of persistentonnectionfiave concernegbersistentonnections
betweenclients and seners [15], [19] ratherthan connection
cachingby a proxy, or focussedn slow-starteffects[23] rather
thanconnectiorestablishmeniateng.

VI. SUMMARY

In this paper we presentedesultsof a detailedsimulation
study of Web proxy cachingin heterogeneoubandwidthen-
vironments. We madethreemain obsenations. First, lateny
reductionsfrom cachingpersistentconnectionscan be much
greaterthanthosefrom cachingdata. The two typesof caching
are complementanand shouldbe usedtogether Secondthe
bandwidthsaved by cachingcan be more than offset by the
bandwidthwastedby abortedconnections. It is importantto
manageaborted connectionswell. Third, hit ratios can be
severely reducedby the growing percentag®f documentgon-
taining cookies. More studyis needednto effective waysto
cachedocumentsvith cookies.An importantoveralllessonvas
thatlow-level detailshave a significantimpacton all aspectof
systemperformancehit ratios,bandwidthutilization, anduser
perceved lateny. Thesedetailsshouldbe consideredn future
studies.
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